METHOD AND SYSTEM FOR MANAGING A POWER GRID REFERENCE TO RELATED
APPLICATION [00011This application claims the benefit of U.S. Provisional Application No.

61/127,294, filed Maéy 9, 2008, and claims the benefit of U.S. Provisional A@Iica{t}ion No, 61/201,856,
3 POIEUEY i rence.

filed DecemBer i'g’?/ ﬁgr’ the entirety of both applications are hereby incdr
BACKGROUND [000211. Field of the Invention 100031 The present invention relates generally to a

system and method fonvnanaging RpPSwerErid: e IARIeAIRItiQURWIrRa Rysiem and method for
collecting data at different sections of the power grid and analyzing the collected data in order to

manage theRioWER ENAE[TO0R L. RERIDed PRLITOODE DA power grid may include one or all of the

following: electricity generation, electric power transmission, and. electyicity distribution. Electricity may
be generateE? g ggﬂé?‘é‘ﬂ?ﬁ %%ﬁg‘@ﬁéﬂeﬁ‘ée%%fﬁjré"p%"\??/‘é‘rs‘&‘é?'{tfxgﬂlféfé%} Bwer plant, etc. For

efficiency purposegstheigeneiatodsiet isaponve s sieppes upSoPeovenphigh paitagie(such as 345K
volts) and tignsgiied everdapsmissien ines e fransmission lines may ransimit he, power long
distances, such asacrdse state Tihes or across interiational SoURAATR S antil it teacneg’its wholesale
customer, winighpoeyedéd nretargpany that owns the local distribution network. The transmission lines
may terminate at a transmission substation, which may step down the very high voltage to an
intermediatepyottrgaz(susiyas 138K Volts). From a transmission substation, smaller transmission lines
(such as sub-transmission lines) transmit the intermediate voltage to distribution substations. At the
distribution $08&thtions; thecldterhedimeniorage may be again stepped down to a "medium voltage"

(such as froptt$VoltsiR gRKeMalislRae-Sramore dasasr s cyii maysmanaiedrom the distribution

substations. For example, four to tens of feeder circuits may emanate from the distribution substation.
The feeder GRAABIREAPOHHT Cira i BORASHSY A lviFR fffer Mirbe sdruaion wiltFisghases and one

wire for neuttal).aegtiesaiseuiten MayHee touieg@ither abRvengrownd l(entdales) @raasarground. The
voltage on the feed% circuits may be tapped off periodically using distribution transformers, which step

down the vowgaggﬁorﬁ Fnedieim voltage” to the consumer voltage (such as 120V). The consumer
voltage may[@én]be usedRbinttveoonsumer. :

[00065] A power grid may include one or all of the following: electricity

generation, electric power transmussion, and electricily distribution. Electricity may

be generated using generating stations, such as a coal fire poWer plant, a nuciear

power plant, etc. For efficiency purposes, the generated electrical power is stepped up

to a very high voltage (such as 345K Volts) and transmitted over transmisston lines.

The transmission lines may transmit the power long distances, such as across state

lines or across international boundaries, until it reaches its wholesale customer, which

may be a company that owns the local distribution network. The transmission lines

may terminate at a transmission substation, which may step down the very high

voltage to an intermediate voltage (such as 138K Volts), From a transmission

substation, smaller fransmission lines (such as sub-transmission lines) transmit the

intermediate voltage to distribution substations. At the distribution substations, the

intermediate voitage may be again stepped down to a “medium voltage” (such as from

4K Volts to 23K Volts). One or more feeder circuits may emanate from the '

- distribution substations. For example, four to tens of feeder circuits may emanate

from the distribution substation. The feeder circuit is a 3-phase circuit comprising 4

wires (three wires for each of the 3 phases and one wire for neutral). Feeder circuits



[0006]One or more power companies may manage the power grid, including managing faults,
maintenance, and upgrades related to the power grid. However, the management of the power grid is
often inefficient and costly. For example, a power company that manages the local distribution network
may manag«‘;ZV %ﬁ%?’ﬂ?g%-imay occur in the feeder circuits or on circuits, caﬁgéwlié%?gﬁ/%‘l’?’gﬁ?ts, which
branch from the feeder circuits. The management of the local distribution network often relies on
telephone cailg fsemeeasimershoiie graima Wrgs e uriad¢alioara fiakdwhikersahalyzing the local
distribution network. [0007]Pqower companies have attempted to upgrade the power grid using digital
technology,%gt%{n\éé |'r§1“leu 1 @”333 tas‘?ﬂ%‘iitg iﬁf.’megﬁp%el%rlﬁsﬁ)?g(%6rrlfélftr1éﬁlt|{gaé’ﬁ 0me?resr’sv'fks%:rihetimes called
"smart metess}) dvenattyperbhaditancesaietertbizgdeniiffescoonsumptidings (swoheasletail than a
conventiona, erTTg]go%rsq}%% meter may tﬁggﬂcg@n& largc%% tctg)%tg‘ijnf%rmation via some network back
to the local utility for monitoring and%ﬁﬁing }burposes tele%eterlng).r?/\/rhile these recent advances in
upgrading ti8086ver dviet arerbeneficiat, amoraRidy aHcavanREn dressary diithasdedingeported that in the
United Stategalang, ?ﬁlfzgfxﬂﬁﬂ?éﬁé}%,%ﬁ%%dﬁéé%%% falidhe leng distance tangmission network
capacity is unused, and two thirds of its local distribution is unused. Therefore, a need clearly exists to
improve the'RigAgHBMERL SRR wEH drielaREfigeniind Re00bs) Aemalt grRPT6Fimproving the

managemenbaiaBowar Hiliy Q' idd3REp vidasthuline sepabBrshamprasemdigeiosed includes using
sensors in various portions of the grid, using communications and.computing teﬁhgolo y (such as
additional b3S HEHIFSTH6T GBS TR ETFRER: SRS LSS S YRR HTE%A BBBTAE more
efficiently arfeeteliaiiyhatnd Buppri-adaitiand henviedsiiataniimersolihefemantigrichas presently
disclosed may u ggade g Faditional electrigit tranS{nission and distributi getwgrk or "grid," such as

. 4 € calls [rom consumers when an ou € OCCUrIs Or relle Oné:l)g! avor eIs . .
by using robustpwo-way commurnications, advanced sensors, an distripute computers (including
additional ineeHigemestin itvelalettitepowestarismission and/or electricity distribution). The smart grid
may further tﬁ&we aqdmm%w%m@m alenesaral manassmepsiReilibuinardarde.manage
operations, detect and correct faults, manage resources, etc. 100 8a]According to an aspect, there is
provided anRHEIQEsnsHasERSRAdFACIRAIh 8 b MARIt Ao oharp sl Hedt §ifEENd power system
components it aciEaEROWSE @ kit _WMOIY thalrpanaass & poweardddhgmivrality of grid and
power system components configured to generate, operational data and event data within the power

grid, the inteGPGP HARBRSHE PERILIAER AR BSEPIRBREMSHRE- cORfiGIEL TS EbM IRfRate the
operational daaianiberedniy ol foonwaigridasdheritywbek epekatiohal@ataiialugting at least one

real-time measurement o vxﬁlta e, curren {eal power, Qf; ela%ive power f(g)r at least a part of the
- m()éntorm§ and bilhn IQP oses {feieme erurlﬁ. {ﬁe £se e ent% v%nces il )
power grid; and an event bus contigured to communrcate the event data to the central power grid

authority, therevedinpdkelhmivgrsaphrstd éromcihk wper ativerdds s tivsassanit dabasdwi distinct from
and derived fiom (hee3) RS MERSHRmGTRNIINArding otk lrasianea0aliical AaeRpination as to

operation of the power grid based on the at least one real time measurement, wherein the operational
bus is confidaP8BREMIERIFR SO BSSRTA faPRI A UAHEFAA &6 Bidd &l aivgavherein the event

bus is configlisgehieisomIMRIGAtE HaeayeNnt data avstnalile eperatlionaldatadRRe8klAgcording to

another asp%ct, there isé)rovided a method for communicating
t € power gric.

BRIEF SUMMARY

[6008] A smart grid for improving the management of a power utility grid is
provided. The smart grid as presently disclosed inciudes using sensors in various
portions of the grid, using communications and computing technology (such as
additional bus structures) to upgrade the current electric power grid so that it can
operate more efficiently and reliably and support additional services to consumers.
The smart grid as presently disclosed may upgrade a traditional electricity

transmission and distribution network or “grid,” such as by using robust two-way



operational and event data from a plurality of grid and power system components to a central power
grid authority that manages a power grid, the method including communicating, at least partly
wirelessly, 0@ BPRISALAR d¥aTerthes eesitrAngSIisr BrigherAus 'S A ar wies 28HINSLS, the

operationaligiata dasbedingatleast pReseaktingRieasumraencai veltageisursant, real power, or
reactive power for %as art of the power grigﬁan_d communicating, at least partly wirelessly, the

a
event data t5'MeEEHRAY ;%W\%F Greda iy Bt Bue! S RUEHPBIREHBIY separate from the
operationalthtltiritie exeatdatambgingaistivet e ead dedvedifram, thengalrtsoerragasurement and
including at least one analytical determination as to operation of the power grid based on the at least
one real tinfé" measurement, wherein the operational data is communicated via the operational bus and
not commupigaigd via theevembus, and.wbereindhe eveniaata iscommunisateg viadhe gyvent bus
and not communicated via the pperational i)us. [000910ne example of the management system that
may manatfS d Sifa PR HSISEat BB TRS RCRNENOTRDSR ARG (hErELfer,
termed INDEYReferenctdrghitacturaaide d NDERefdretheepAnehite ctiireié naldl gsrinde gratian of
intelligent %m&g;%mé@e@%@%&ﬁ@g&&%@&l% (Rlaothst YyRes.ahin %gg%é% &

. . Wther
management of the power grid may be improved using Intelligent Network Data es (hereinafter,

termed INDEE PRSI IBEINERE AR GRS SLscORR BSOS FOPBIEEHBEARRTELMF the
developmentotsmartgiids pdhis getiofiissels ardomeinods comphisesthad M2 selutignset. INDE
includes: INDE Referenpe frehiiectue Whichimay, complise a,amplate for enterpiise vide smart grid
data and anafiyﬁcs managemerit and mtegrzftlon;’ ata acquigﬂloﬁ and rear time anOaIy 8 Which may
include disttidutens setstestsscantzard i cainmplairratitorsiordhighos peedgmbrogrid gmdlytics;
Data transpeiangd steraas:aehigsy 5%%%@&%&/%%&5@%%@%%@%@ﬁn@lﬂd@ﬂ}g%ﬂﬂw

management solution elements; End user transactional analytics applications, which may include

implement&5hS et 15T rAge BraffivRS CORHITISTStaM JRHBfHRartle oW QBRI carid asset
utilization atctgridaeeset mapagemestiantSmeritiGriddeveloprient precessinchichinciides may
comprise a,ngthedelagkioanaes aaptiuias wilbca sureplafid.and dejsimine,a preamppendation
for improving the particular utility's current grid with one or more aspects of the smart grid.
[0010]Varida&efifothFiartdiss eent NEESREriencd Architbetrsasalinspray daheaatrnstufecand
managemeipafithalpawer grid. For example, the INDE Reference Architecture may include a plurality
of network for carrying different types of data including: (i) multiple buses may be dedicated to
the differe %?gg of datg,cg%c n%lsgooSré(ségt%r?aﬁ)fiﬁgna%eﬁeerlasti I%a %gtaa, Ié?{cltglﬁ %50%0%%%185?3? grid
connectivityngetiagrah@ndetvvotiditrc Atvon e dndb (i ang thevaultiphecbwsistmectsre enabtinlg delivery
of the datajomultiple.Aesiinations. ke meliple JusesmavcamRIReJifferant segments n.a single

bus or may comprise separate buses. The multiple buses may be used to transport the various types

of data to GHHEY SHIEHGHA B SRSLLIBAS A 'Rt SPUEHPAIRFIE IR G RYTR Siect). RREHIZEVER: one or
more typesﬂmfdatatmyd}@tita_:hsimgtedlmimgxdhaalsa‘merhmslasmﬁﬂi!te:rftyqﬂmg@fcdﬁéaﬁ(mI‘pcaseevent _
processing datadieinadiansiitied.en 1s.saieysapdne.poaaionalien:oReraiqaal datg). In this

e .pa
case, the event data may be transmitted using a specific protocol for the even procesang ata.

[0011]As algiHessximnprentAua i R NEEH i REIOFEY ARy RIE Buaishalsttatbirérigence in the

power grid dasdtdirmes i yikesieasidhat generatedatadnditfierant.sectionsef ibevatid-(arah assensing
devices at §utést%gsongmgl11 gg&sn%suc&ggto&mggg r’e(,earrﬁia es Jir}i%tgggsor.s ; (Suz devicgces the tthanal ze the
generated Gata(Sich Be evant BTocasding At the LD atAtoRs B SO WP RIS OB MR %F the control
center to agalyZestie datéhto delearhipeewhidthana pericideceyenbérais gbeurreditisnathdtthésanalysis
may be dopgnahifferentpeirtssndhspowenarid.ansisnatithe cantial cantel and(iideyviges that

automatically madify the operation of a section of the power grid (such as modify operation at the
substation BASEEFBH LSRRG Yo ST B0 12 BRY BXSOmIB aiHUAI MothpEREHI T the power grid,
which are remote from the central authority of the power grid, may include intelligence (such as
processing and storage capability) in order to analyze a state of the power grid (such as analyzing a
fault) and/or to automatically correct for the fault. One such individual component may comprise a
substation in the power grid, which may include sensors, at least one processor, and at least one
storage device. The substation may use the sensor to sense data for a section of the power grid, and
may use the processor and storage device analyze the sensed data in order to determine the state of
the section of the power grid (such as determining whether there is a fault in the section of the power
grid) and/or may automatically correct the determined fault. In this way, the substation may
automatically change at least one control aspect of the section of the power grid prior to requiring the
central authority of the power grid receiving the senfe data and/or prior to requiring the central
authority analyzing the sense data.



[0013]As another example, the individual components in the power grid, intelligent in and of
themselves, may cooperate together to analyze and/or control the state of the power grid. Using the
additional communication ability with the multiple buses, components in the field of the power grid may
exchange information, such as data sensed from the power grid and/or fault(s) determined via
analysis. THBegMpouesisihible Hetdanayniaussmork tegether swithanwithoukiReggntral authority, in
order to de(%err}:inedtpe] state of hte; ower grid a{% correct for a fault in the power grid, [00141The
distributed ffite ﬂ@eenceeor‘nwaf’/%er N7 MU o Eretb e sf&Fé@‘é?%F%‘%ﬁEﬁeﬁeHBf‘ﬁg@’s[? the power grid
(such as thResutestations) may haVeiaid BtRrdererassactate tithcthems Hhedatasiorage may be
proximate tQ.the supstation. (such. sociated with a processor in the substati lg% The devices in the
power gridlrrﬁg@ﬁg%ré) %j%é—?g?n ?1%8 é“it?’a?g%o?%gé‘%R‘éfﬁ%ﬁﬁ‘&%&ﬁﬁ? B%r%é?ratﬁpﬁflt? 3 % He8tc.). The
devices in fhsthoweenritmeay ohdre penetgidercyritroincenterdantinle th kb starbigevatation of the data
(¢.9. a poipigs ik addiesdhat hohaerrbsdaialg Hsdaia seradel e gopilcenter may store

the link in a central data storage (such as a database). T us, when the con enter seeks to obtain
the data, tHEEaFiPE CEafotiRay alies s iHeiniayetnereeritedl s stsiadadisendiaserisest to the grid

device (such@mapusiaipnkieauening datainssaciatedpvith; thedinlerand Jecsive a response from

the grid device comprising the data associated with the link. 100151As still another example, the INDS

may improyt TSR a S EHHa BT SRR PO r i Gia  Hieski srar s cré dA Smarhg grit§ta8€ measurement,

non-operatiapkisllastior ast siatagegLvent Managemanbrdemand fedustionsignalisy, outage
intelligence, fault ipt Ili etn%)e,tr mo{le‘E as{set moyitoagr?g includin%&nonitoringﬂone or more assets within
the power 5‘%?8()} "Power guahty mdhitormg (Sucl 48 m%ﬂ A RVERAGR G Rveform), system
performancenaregsdrerdgnt{slich: asumehictdity sotpwhetnercthe: pewer, ishith o6k order
initiation, met ) ificati f, meter data.collection, transactional analytics, grid
control pr&%&%ﬁ&g%@gg%?nge%n%%&%g& i%gé%%ﬁﬁ]nbgtﬁeﬁle&%éggé%ﬁ?éﬂﬁang may improve
managemenebfitheapaiiierighid Hlreking dokiafedgobhisatatiods kiraesignaotthe INDE Reference

Architecturg, s mayenabieadi %@R&H&DB%&PQ%&WF%@ﬂé@ﬁ%ﬂ%ﬁﬁﬁ%%’ﬁ%as by

outsourcing one or more functions) and enabling the efficien management of a plurality of power
grids. In yetSStill aRAREP BXarto S PP &FiAiaY SenmRF Y miasrsy: D ishdREBgERTSder to determine which

aspects of tamy¥iek Refereneg ichilaoire ir-thel ENR S0 appnio;HRGFAS the,QReration of the
particular pi%\év(?rrru%ggdation for improving the particular utility’s cism:nt grid with one or more
aspects of the smart grid. .

[0G10] Various embodiments of the INDE Reference Architecture may improve the
structure and management of the power grid. For example, the INDE Reference
Architecture may include a pluraiity of network buses for carrying different types of
data including: (1) multiple buses may be dedicated to the different types of data, such
as operational/non-operational data, event processing data, grid connectivity data, and

network location data; and (ii) using the multiple bus structure enabling delivery of

the data to multiple destinations. The multipie buses may comprise different

3a



1001710ther systems, methods, features and advantages will be, or will become, apparent to one with
skill in the art upon examination of the following figures and detailed description. It is intended that all
such additiopal s%/stems methods, features and advantages be included wég&%@%%?ggiption, be

S. '

~within the scvgf))ezo(%gf 33%?15vention, and be protected by the following claim RIPTION OF

THE DRAWINGS 100181Figures LA-C are block diagrams of one example of the overall architecture
for a power gigh RO igukehdsisranbipekdirBearpahibe YWD EreOREgapicied inakigure 1.
100201Figuresd3tA-tC are block diagrams ofﬂ?gother eél%mple of the overall z:}jrch'tecture for a power
grid. 10021 1ETGUre FHEPRHISER HRDIENPE SR SRR BIEN SRS AT B 1 and 3.

[00221FiguresbAiBlacettilavhdidirams! aithe il bnb EMiGE: dgpistettinaigiyres 1A-C and 3A-C.
transmitted using the same bus as other types of data (such as event processing data
being transmitted on the same bus as the operational/non-operational data). In this
case, the event data may be transmitted using a specific protocol for the event
processing data.

[0011] As another example, the INDE Reference Architecture may inclade
distributed intelligence in the power grid including: (i) devices that generate data in
different sections of the grid (such as sensing devices at substations, meters at
customers’ premises, line sensors); (ii) devices that analyze the generated data (such
as event processing at the substations, on the power line, etc., and at the control center
to analyze the data to determine whether a particular event has occurred) so that the

* analysis may be done at different points in the power grid and/or at the control center;
and (ii1} devices that automatically modify the operation of a section of the power grid
(such as modify operation at the substation based on a determined event).
0012} For example, individual components in the power grid, which are remote
from the central authority of the power grid, may include intelligence (such as
processing and storage capability) in order to analyze a state of the power grid (such
as analyzing a fault) and/or to automatically correct for the fault. One such individual
component may comprise a substation in the power grid, which may include sensors,
at least one processor, and at least one storage device. The substaiion may use the
sensor to sense data for a section of the power grid, and may use the processor and
storage device analyze the sensed data in order to determine the state of the section of
the power grid (such as determiniﬁg whether there is a fault in the section of the
power grid) and/or may automatically correct the determined fault. In this way, the
substation may automaticaily change at least one control é.s;;ec‘{ of the section of the
power grid- prior to requiring the central authority of the power grid receiving the
sense data and/or prior to requiring the central authority analyzing the sense data.
[0013] As another example, the individual components in the power grid,

intelligent in and of themselves, may cooperate together to analyze and/or control the



100231Figure 6 is a block diagram of still another example of the overall architecture for a power grid.
100241Figure 7 is a block diagram of still another example of the overall architecture for a power grid.
100251Figure 8 is a hlock diagram including a listing of some examples of the observability processes.
100261Figu?’§9 SR8 M Strate flow diagrams of the Grid State MeasuremgﬁF@%%}éggﬂgﬁs Processes,
100271Figure 10 illustrates a flow diagram of the Non-Operational Data processes. [00281Figure 11
illustrates a flew dfabraevet gredEvenndhoaddimsnrt processestitO@RILFigithekd @AkGpilustrate flow

diagrams of GD&E %W%ﬁ%%g%gpﬁ)f the power grid may exchange information, such as
data sensed from the power grid and/or fault(s) determined via analysis. The
components in the field may thus work together, with or without the central authority,
in order to determine the state of the power grid and/correct for a fault in the power
grid.
{0G14] The distributed intelligence may further include distributed storage. For
example, devices in the power grid (such as the substations) may have data storage
associated with them. The data storage may be proximate to the substation (such as
associated with a processor in the substation). The devices in the power grid may
store data in the data storage (including sensor data, analytical data, etc.). The devices
in the power grid may then send to the control center a link to the storage location of
the data (e.g., a pointer to the address that houses the data in the data storage). The
control center may store the link in a central data storage (such as a database). Thus,
when the control center seeks to obtain the daté, the central control may access the
link in the central data storage, send a request to the grid device (such as a substation)
requesting data associated with the link, and receive a response from the grid device
comprising the data associated with the link.
[6015] As still another example, the INDS may improve the management of the
power grid in several aspects including grid state measurement, non-operational
collection and storage, event management, demand reduction signaling, outage
intelligence, fault intelligence, remote asset monitoring {including monitoring one or
more assets within the power grid), power quality monitoring (such as the purity of

the current/voliage waveform), system performance measurement (such as reliability

as to whether the power is on or off), work order initiation, meta data management,
notification agent, meter data collection, transactional analytics, grid control
processes, and real-time analytics.
[0016] In still another example, the INDS may improve management of the power
grid by taking advantage of the modular design of the INDE Reference Architecture.
This may enable a different business mode! than is currently used (such as by

outsourcing one or more functions) and enabling the efficient management of a



Signaling processes. RECTIFIED SHEET (RULE 91) ISA/EP WO
21)09/136975PCTTUS2009/000888 100301Figures 13A-B illustrate flow diagrams of the Outage
Intelligence processes. 100311Figures 14A-C illustrate flow diagrams of the Fault Intelligence
processes. NOFPUHEIgHEs 15A-B illustrate flow diagrams of the Meta-datBdWaRaHeMIMSrocesses.
113033]Figure 16 illustrates a flow diagram of the Notification Agent processes. 10034!Figure 17

illustrates a flophealigrafipokthertiol datirg MidteroataxAhp)Pigeassass power grid may be
analyzed in order to determine which aspects of the INDE Reference Architecture or
the INDS to apply to upgrade the operation of the particular power grid.
6617} Other systems, methods, features and advantages will be, or will become,
apparent to one with skili in the art upon examination of the following figures and
detailed description. It is intended that all such additi_onal systemns, methods, features
and advantages be included within this dcscriptioln, be within the scope of the

invention, and be protected by the following claims.

BRIEF DESCRIPTION OF THE DRAWINGS
{0018} F igurés 1A-C are block diagrams of one example of the overall
architecture for a pbwcr grid.
(0019} Figure 2 is a block diagram of the INDE CORE depicted in Figure 1.

- [0020] Figures 3A-C are block diagrams of another example of the o;«/erait '

- architecture for a power grid. |
[0021] Figure 4 is a block diagram of the INDE SUBSTATION depicted in
Figures 1 and 3.
[0022]  Figures 5A-B are block diagrams of the INDE DEVICE depicted in
Figures 1A-C and 3A-C.
[0023] Figure 6 is a block diagram of still another ekample of the overall
architecture for a powe:r‘ grid.
[0024] Figure 7 is a block diagram of still another example of the overall
architecture for a power grid.
[0625] Figure 8 is a block diagram including a listing of some examples of the
observability processes.
[00626] Figures 9A-B illustrate flow diagrams of the Grid State Measurement &
Operations Processes. 7 _
[6027] Figure 10 illustrates a flow diagram of the Non-Operational Data
processes.
{0628]  Figure 11 illustrates a flow diagrém of the Event Management processes.
[0029] . Figures 12A-C illustrate flow diagrams of the Demand Response (DR}

Signaling processes.

RECTIFIED SHEET (RULE 91) ISA/EP



[0035]Figures 18A-D are an example of an entity relationship diagram, which may be usedto represent
the baseline connectivity database. 100361Figures 19A-B illustrate an example of a blueprint progress
flow graphic. DETAILED DESCRIPTION OF THE DRAWINGS AND THE PRESENTLY PREFERRED
EMBODIMENT 3MOOBTEByY way of overview, the preferred embodimentsTdeSERBEH e relate to a
method and system for managing a power grid. As discussed in more detail,below, certain aspects

relate to the pgwiso|grid igelfdinclyde Mastaartoand satward ihetDatelediitelhgsmes transmission ancUor
the electricity distribution). Further, certain aspects relate to the functional capabilities of the central

management lfcﬁ‘f:essﬁSc')'wer grid. These functional capabilities may be grouped into two categories,
operation andifgplicatiorigiitte bher@tibusrseriicesizgaine tehgtiitidsitvetigentermodtsranage the

Smart o InASYSUFLICr ARl 25 ARPRRLRNSnR Magl AELIGTRARASBIS il HFPINS diccussed in

more detail below, the application capabilities may refate to the measurement and control of the grid
itself. SpecificBfBEcf#iesapplication services enable the functionality that may be important to a smart

grid, and may fggigple: (Bigaia epliRctiaRPiarRSRmrid Sioia salaaesizaliapangpaiaisience _
processes; and &) obser_vabilili[()i(, processes. As discussed in more detajl below, using these processes
allows one to *6H¥rve" HHgr HRSRE thboatiegmmdiibe %%??H&ﬁ&ﬁeéﬁdd?ﬂ‘ﬁ{é‘&w 100391INDE
High Level Arghitestase Description [004010verall Architecture 00411Turning to the drawings, wherein
like reference [%H.ri%? ralsglegfgr%q QKQD a1 an examp!_e of an entity relationship diagram, which

may be used to represent the baseline connectivity database.

[0036] Figures 19A-B illustrate an example of a blueprint progress flow graphic.

DETAILED DESCRIPTION OF THE DRAWINGS AND THE PRESENTLY
PREFERRED EMBODIMENTS

[6037] By way of overview, the preferred embodiments described below relate to
a method and system for managing a power grid. As discussed in more detail betow,
certain aspects relate to the power grid itself (inciude hardware and software in the
electric power transmission and/or the electricity distribution). Further, certain
aspects relate to the functional capabilities 'of the central management of the power
grid. These functional capabilities may be grouped into two categories, operation and
application, The operations services enable the utilities to monitor and manage the
smart grid infrastructure (such as applications, network, servers, sensors, etc).

[0038]  As discussed in more detail below, the application capabilities may relate
to the measurement and control of the grid itself. Speciﬁcaily, the application
services enable the functionality that may be important to a smart grid, and may
include: (1) data collection processes; (2) data categorization and persistence
processes; and (3) observability f)rocesses. As discussed in more detail below, using
these processes allows one io “observe” the grid, analyze the data and derive
information about the grid.

[04639] INDE High Level Architecture Description

{0040] Overali Architecture

[0041]  Turning to the drawings, wherein like reference numerals refer to like

elements, Figures 1A-C illustrate one example of the overall architecture for INDE. -
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elements, Figures 1A-C illustrate one example of the overall architecture for INDE. 7 REC. | IFIED
SHE(RULE 91) ISA/EP This architecture may serve as a reference model that provides for end to end
collection, transport, storage, and management of smart grid data; it may also provide analytics and
analytics mawagetnamiods well as integration of the forgoing into utility prE€&4£e804/e08sstems.
Hence, it may be viewed as an enterprise-wide architecture. Certain elements, such as operational
management Thi aspaettund e gasdtsel rekedicchrseriniparadistivt bedaw {0421 The architecture
depicted in Figures 1A-C may include up to four data and integratipn buses: (1) a high.speed sensor
ata bus 146 Lo S B L O R el TSt R s
processing busil#qwdmnicanziayidncienkevent; dntell (3) sinmperatdtisdergidegous 1B0iKwhich may

serve to providg,Qunatien abau st 4y D pes Uiy backcallics Aepigationsl: and (4) an

enterprise service bus for the back office IT systems (shown in Figures 1A-C as the enterprise
integration enfitoaimelrnEs1s1eos sepvatgrahiaappeeEn 4E) aqsets epthassid #slbuses may be
achieved in ong,QI:520"8 WaMs4dtal sxawmple, two or more of the data buses, such as the high speed
sensor data bus 146 and the event processing bus 147, m3¢( be different segments in a single data

bus. Specificalfif4He’ bUSERFREFARTE RIS BHT ARG Qi By PRSIz PAR (hutfad®n more detail
below, hardwategnadior aglsvarea sigthsps: o nenesriatchawiteh éshidambe inseddo route data on

different segments. of the data bus, [0043]As an ger example, two or more of the,data buses may be
on separate b(ﬂ%ggf'gﬁ%}hé%d:nggp%%gg%ﬂ%ﬂsq?ﬁ bﬁj gsdf::rﬁ%§ tcea?f%s?gﬁﬁgrﬁﬁs Wi .Séuﬁe%zed to transport
data on the sdpdyakennydestiugpevsicdite) ddehoeprembensestyiay bt ib(vaitingaeparate from each

other. Further,sompa R iathrhiigSaRakalR vaasmes be ofithe m@ﬁy&%@aﬁmp&done or more

of the buses may comprise a local areg network (LAN), such as Ethernet(r) over unshielded twisted
pair cabling aft #iSRICRE W SENASRIHITG 678 RRAAR TSRO, FERRSFaURIBF $8H5ake; S as a router,
may be used the entedata aaptaiancnidronmdi ban o dothe diftg rant phgsiTall bSiseBhd 0044]As still

e B LTS Bl B ARSI B O T B e o

one or more buses may be on separate physical buses. y, t i speed Sehsor data bus
146 and the evEthe sasebystagtitisag the high speed sensor data bus 146 and the event processing

bus 147, may be different segments in a single data bus. Specifically, the buses may
have a segmented structure or platform. As discussed in more detail below, hardware -
»and!or sofiware, such as one or more switches, may be used to route data on different
segments of the data bus.
{0043] As another example, two or more of the data buses may be on separate
buses, such as separate physical buses in terms of the hardware needed to transport
data on the separate buses. Specifically, each of the buses may include cabling
separate from each other. Further, some or all of the separate buses may be of the
same type. For example, one or more of the buses may comprise a local area network
(LAN), such as Ethernet® over unshielded twisted pair cabling and Wi-Fi. As
discussed in more detail below, hardware and/or software, such as a router, may be
| used to route data on data onto one bus among the different physical buses.
[0044] As still another example, two or more of the buses may be on different
segments in a single bus structure and one or more buses may be on separate physical

buses. Specifically, the high speed sensor data bus 146 and the event processing bus
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RECTIFIED SHE (RULE 91) ISA/EP 147 may be different segments in a single data bus, while the
enterprise integration environment bus 114 may be on a physically separate bus. 100451 Though
Figures 1A-C depict four buses, fewer or greater numbers of buses may be used to carry the four
listed types Bf@218% PP Example, a single unsegmented bus may be use#%d'EdtfifitiEHte the sensor
data and the event processing data (bringing the total number of buses to three), as discussed below.
And, the systetfmey bpdiffranitiagotdite nperatndasebvicevhils h3Graemiivetheegntisprise integration

environment %@i%ggpg,&lﬁﬁly%v&pg%ﬁg&m@ysgﬁﬁg &%pmpatible. Service Oriented

Architecture (SOA) is a computer systems architectural style for creating and using business

processes, pa@#48bd ad BevglcEiguisfoltyitoleriseiondyiss fomnoalssaefinestertoswwsions the IT

infrastructure t.alipwdifferent-applicatianstrreahanae: daia apd-hadticl

g;@é;\e LbUsiess processes.
Although, the use of SOA and the enterprise service bus are optional. [0047]The figures illustrate

different elemBHRERAtRUIFE IR/EXDIMAFHARE (s nSat AR AL tRGI YRR T YET SRISERORE 120; (2) INDE
SUBSTATIONtH3@ira i« 30t INRUIm BMr Vi Gl ka8 tHraig, divisiiensetdhelslemenisidthisidhe overall

architecture is for iIIustratior&lggtr 0ses. Q.ther divisi(ég of. %eael ments may be.used. The INDE

architecture mné?ﬁgcﬁgtgdﬁio suppgr Bt digibute 5sn(1tl centralized %‘%% 558#&‘9?%’6&8% intelligence,

and to providenmEchmnigrsfbitlealing with scale in large implementations. [0048]The INDE
Reference Arghgiggture 15,0pe SxampieRTHis Al Aphtrctyealinay.he implemented. For

example, it may be an example of a meta-architecture, used to provide a starting point for developing
any number of EPEETREHA RIS 4 ERmBLEET 8¥5tEMe Fehesetialifty st ttatiag dcuigd below. Thus,

the specific seluwias{ora-areicpiakgtiypayins|uEe eneusame gstief tomelrmentsdn the INDE

Reference Argp}gecture. An rﬁg.ll%lrg)slt:_\Referenq?oArg ecture lgz}éigrowde standardized starting

point for solution eve gﬁr%teﬁt. ﬁ%cusgué:éuﬂeeig\iav IS tHe Methods ogy B} Gets h§Re speeific

technical arcritskparticipats pdrtisinkss posessepidi Bhough, the use of SOA and the enterprise
service bus are optional.
(0047} The figures illustrate different elements within the overall architecture,
such as the following: (1) INDE CORE 120; (2) INDE SUBSTATION 180; and (3)
INDE DEVICE 188. This division of the elements within the overall architecture is

~ for illustration purposes: Other division of the elements may be used. The INDE

architecture may be used to suppori both distributed and centralized approaches to
grid intelligence, and to provide mechanisms for dealing with scale in large
implementations. ‘
[0048] The INDE Reference Architecture is one example of the technical
architecture that may be implemented. For example, it may be an example of a meta-
architecture, used to provide a starting point for developing any number of speciﬁc
technical architectures, one for each utility solution, as discussed below. Thus, the
specific solution for a particular utility may include one, some, or ali of the elements
in the INDE Reference Architecture. And, the INDE Reference Architecﬁme may
provide a standardized starting point for solution development. Discussed below is
the methodology for determining the specific technical architecture for a particular

power grid.
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RECTIFIED SHEET (RULE 91) ISA/EP WO 2009/136975PCT/US2009/000888 [0049)The fNDE
Reference Architecture may be an enterprise wide architecture. Its purpose may be to provide the
framework for end to end management of grid data and analytics and integration of these into utility
systems and¥sraee%E887Since smart grid technology affects every aspecPSTHBRPYII98ffEss
processes, one should be mindful of the effects not just at the grid, operations, and customer premise

levels, but alsgiasdhe batie oifivE RecenterpridaueuelismEOBsaq karilytheWNp ErdRréerarce
Architecture Cﬁg and 99{%53 r%}‘egence e&t% rise ‘Ia%er OA, otr %x mple, in order. to.ggg ort the SOA -
environment for Mtertace rﬁogéjs@ 5 SROGIATHOL be Taken &S req a’ﬁ%’ﬁﬁ%ﬁf’ﬁ%‘[ a utllity must
convert their exidtng ylicepuitonrpmatito SOWsaftreal syrsastgrislaspedssit. ShtteisaditAn enterprise

service bus 1S gSelilanecanSID oL AGMRERE.H 1D RNAN, BuLLIS Bl LeGLd In order o

implement the'rest of the Smart grid solution. The discussion below focuses on different components of
the INDE smafti Bt s1bthe i c10m8 09 5ND Bt siREOCTANYC 0TS IE AR eiitise iysis A ve, the

different compgaenigdbIeR IHRE RelsirAsa AhitccinsmRNdpelwdaie x@mple: (1) INDE CORE
120; (2) INDE SUBSTATION 180; and (3)INDE DEVICE 188. The following sections discuss these

three example EfBHTENT G B0 /b HP6R TRBERSTLFEIE KHaWRE o APPSR itRPEISE Piptions of the
components ofuppaiy R MA ORI (iR Ha0phgibkigLTRIR shustdatesthaitMDRDELCORE 120,

which is the PY lon, of Reference Architecture that.may.reside in a opﬁettg ti control center‘, as
shown in Figureerzfgsbil%lf-ﬂ'(%flk:tﬁégt ﬁ\l‘ﬁ@t&:8§S£Cf%errf€g%légﬁ%§fﬁg?srﬁ%‘gao 8’5&%% [ 2&:%%%? storage of
grid data and dnaimesistagpRskrdnRpdioratn Ay saEErcp statEohuhistaiefuMhespiarafohitecture may

use the InternglignatfslectiaiecinicabiammissiequitEC) cRRMPMRRRRINMareh(C1M) as its top

level schema. The IEC CIM is a standard developed by the electric power industry that has been
officially adopf@?i’%ﬁrfﬂéq]é&?%irﬁﬁfgdfﬁcﬁﬁ%ﬁ?Qﬁﬁfﬁg‘fﬁﬁﬁ%&i\ﬁéﬁ%rﬁﬂ“e%&fﬂ&?{&é‘ﬁﬂg%ation about the
configuration SNDBaiuS gfidlledeaitical network. [00541In addition, this data architecture may make
use of federat}g&smiddleware INDE Component Groups
[0051]  As discussed above, the different components in the INDE Reference
Architecture may include, for example: (1) INDE CORE 120; (2) INDE
SUBSTATION 180; and (3) INDE DEVICE 188. The following sections discuss
these thre¢ example element groups of the INDE Reference Architecture and provide
descriptions of the components of.each group.

[0es2} INDE CORE

[0053] .Figure 2 illustrates the INDE CORE 120, which is the portion of INDE
Reference Architecture that may reside in an operations control center, as shown in
Figures 1A-C. The INDE CORE 120 may contain a unified data architecture for
storage of grid data and an integration schema for analytics tc operate on that data.
This data architecture may use the International Electrotechnical Commission-(IEC)
Common Information Model (CIM) as its top level schema. The IEC CIMisa
standard developed by the electric power industry that has been officially adopted by
the IEC, aiming to allow application software to exchange information about the
configuration and status of an electrical network.

[6G54] In addition, this data architecture may make use of federation middleware

134 to connect other types of utility data {such as, for example, meter data,
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134 to connect other types of utility data (such as, for example, meter data, 10 RECTIFIED SHEET
(RULE 91) ISA/EP 'operational and historical data, log and event files), and connectivity and
meta-data files into a single data architecture that may have a single entry point for access by high
level applicatiSh&4HEititing enterprise applications. Real time systems m&§ HEGUE L key data
stores via the high speed data bus and several data stores can receive real time data. Different types

of data may bgettasRD&HRhIHI B0 BSLON FRQRRI RUSRSTIR I AR BHHBHGvit\SAiseussemlhelow in the
INDE SUBS 1 TION 180 e(c{tion, sHbstation data may be collected and stgred locally at the
substation. SPECIfitaty 2 FARBALE GRILF AIAL TR 22X6 & Al AT R RPN AiE T ¥he substation,

may store thighbrsteitiqpiitationdnalytidsnpertaining: topihie stdhstatien fevekmaynalsape performed at

the substatiop, computers, and tored.at the substation database, and allr part of (e data may be
transported to fi& contror center. [6 i er{ypes of d‘ata"trasns%ort Gl may include o eration and

_non-operatiqwal da@glaverﬁlgfgﬁdt copesadtildty ajehamahnetval kvidisation: datao®pesational data may
inlude, but iDL (0, NGBS JGRASh SIRIBLCAPASIOr s spclion siate, meter state, FCl

state, line sensor state, voltage, current, real power, reactive power, etc. Non-opérational data may

include, but ishgalipmtamaydwer Beritid arpovieeddiieniitpt Bssutbistasion; Stnss¥idalla; etc. The
operational apehnaR; JneLatipnabdatemavde rsPatedHaing AR QRstationalinpggeerational data

bus 146. Data collection apglications_ in the electric power transmission and/or electricity distribution of

the power gridSiFBEYR SN B YBFSRFHUHEREIMBDFEkIr B ard ratdnayiaise be

operational/nesfeperationslsdpiahus dddulibhisvays-arplisationsdhet peadthisifarmation may be
able to get the d%ﬁ by subscri in% to the igforg]lation or by invoking services that may make this data
available. [06BBIEV SRS NRTLTRTROESH SR IS SRUEY SR1Hs originating from the various devices

and sensors @fSare pantofthecmart gudpasdissussetubelope-divanisdnay-beceiractly generated
from the deviges aiidsenRe's oRuUne:smar arich neatk s well s oepierated by e various analytics
applications based on thé measurement qﬁa’taqrom these sensors and devices. gxamﬁ%s of events
may include tee ontaigeotiarsiedltrms vitthsToien Ecdtraties . arpaGititt sbmpessntssike, grid devices

(smart poweensers (puehias aineosopithan ambedded Rrosgssaldhat san bpduggrammed for

digital processing capability) temperature sensors, etc.), power system components that includes

additional enfHedd¥UMTEELLHhGIR 13X ety ishdrirReteHEVOHRONRE BB AP Weieter readings,

etc), and mokilefigid. ferae evicesraage avents: Wik Qsaraamplesnnaske) mayHaherate event

data, operatiggglagsn% rrtlodggggratioonglrggggél nr})% %verytt dat ga%ngrat?g 6Wi15hitn th 1smart grid may be
transmitted via an event bus £47.°7 perational data bus 140. Lata coliection

applications in the electric power transmission and/or electricity distribution of the
power grid may be responsible for sending some or all of the data to the
operational/non-operational data bus 146. In this way, applications that need this
information may be able to get the data by subscribing 1o the information or by
nvoking services that may make this data available.

[0056] Events may include messages and/or alarms originating from the various
devices and sensors that are part of the smart grid, as discussed beiow. Events may be
directly generated from the devices and sensors on the smart grid network as well as
generated by the various analytics applications based on the measurement data from
these sensors and devices. Examples of events may include meter outage, meter
alarm, transformer outage, etc. Grid components like grid devices (smart power
sensors (such as a sensor with an embedded processor that can be programmed for

digital processing capability) temperature sensors, etc.), power system components



[00571Grid connectivity data may define the layout of the utility grid. There may be a base layout
which defines the physical layout of the grid components (sub stations, segments, feeders,
transformers, switches, reclosers, meters, sensors, utility poles, etc) and their inter-connectivity at
installation. B4&&YBHEAE events within the grid (component failures, maiﬁ@ygﬁ%@%@fﬁy etc), the
grid connectivity may change on a continual basis. As discussed in more detail below, the structure of
how the datahs stoleitasidicihas thebeddabipaiior ok tETdaiaehabiathadistasicakkecreation of the grid

layout at vagou%e[?ﬁes%i&mes. Grid onne(é{t;lti/% atalfnpe?gel‘l)g fextragted from the Geogsraphlc Information
iffca 0

System (Gl )mgn a perldd?c? PSER S b loNs 10 the utlﬁ’trfegrl%jvécr?es ﬁ?ﬁt&gﬁa%\’c?rt‘hls information is

updated in th@fklé}dﬂnpbnaﬂeﬁo_rﬁ@,(ﬁﬂNawmmmm,mmréﬁommhammrmaﬂon about the grid
component g aryUNSAIANACter TSRO0 M B 4sed 19 sendmespages and

information to the particular grid component. Network location data may be either entered manually
into the SmartE@Ad gatalyadé 4s new Smart Grid components are installed or is extracted from an

Asset Mana t Sysienadhihis founation/sainiaingd extenaluii 0GRl AS disqussed in more
detall below??agtzpmay be sent frolm \gl?arious %%mponents%ﬁothe grid (shcg%i%lNDE SB%%TATION 180

and/or INDEP®EVaesHayaw) Wit dgfinss dherdstrndsypet N e etsreemporsiieie®ly, wired, or a

combination sefihei) sddeedatdsnayh adpaeied Hytdiycampyipicalions, Refvmekeif9, which may
send the data io rou%r%% device 190. Routing device Eﬁ;‘%%_ maégé)rgpris software. nd/ﬁr hardware for
managing rotftify BFHEIS Bt B LagmBH Y BLSTRIEIP e BE BhFEEPE Laiiidhted bus

structure) orgitdcarsppatatéibuss Rowtingadeviaetiviay, crinpiisgdneniatioreyswitchieage a router.
Routing devige 190.may sgubrie @ netwarking devise whose softwars,and hardwars fgutes andior
forwards the data to one or more of the'buses. For example, the routing device may route
operational aneiarohaspesietize dats et op dratiolainable-Spdrstioned! degzetiim @1 he router may

also route even{ ol (0 (e SYEHIDUNI47GHONBORIE fouina ey e ASRmaY deiermine how to route

the data based on" one or more methods. For example, the routing device 190 may examine one or

more headelSREiARNFAREPRRE Y 2 WHERRREE RHERK RS tortaoerlifiations thdhgegment for the
operational/n@m9pekatienahdaiadbusidd antadhessgamantfordlig eusplidiisd47. Specifically, one or

more headers in the data may indicate whether the data is pperation/non-gperatjonal data (so that the

fouting devicAURD rou R TR AN R PEVAH o TR SHAP B UL & 46) or whether the

data is eventdatasot theththeorouing: sievice: (o8 ko dies thivevanirmayl¥e psédternatizely, the routing

device 190 may examing, the payl aé% Aldhg A0 9&}%&%8&@3 N&%@qu%‘%(&%m%he routing device
el i

190 may examinethe format of the data to determi the data Is operational/non-operational data or
event data). 1eP&E tUIwe wfersl seerawlisiick Abethmopsradcatabascanererionse G837 that stores the

operational daiaysnavedmplemenied asfiue distibueddatebase.Anathstahthamtores, the

historian (identified as historical data 136 in Figures 1 and 2), may be implemented as a distributed
database. THE SRR FiSaBiAHESS TS dH abases may be located in the INDE SUBSTATION 180
group (discupsEgbelows.drisihle Rvents tealirisiorasslirastheisin: amyofaavaral data stores via the

complex event processing,bus. ec'ficaﬁ\é g} eg]t([h %b tor "i %5 r}ém 35, which may be
~ arepository FOFaR ?ﬁxétse\?gﬁ?sgﬁ%%sfp ué:\i/lea‘i) bﬁ) eégy\%o E(‘ejl]g:-v nf%gugré% . eEe may store one,
some, or all d8&heTodldaingrag\rerseid; tevenilfipe (SVRAtISHURielesbntvorality; @and event generation
Z\Teer;tlhe CVENL DR A LPESH NPRSIRIE IS DER NS R OIS, 16 BRISISG g8 for all the
. 160, which may send the data to routing device 190. Routing device 190 may '

comprise software and/or hardware for managing routing of data onto a segment of a

bus (when the bus comprises a segmented bus structure) or onto a separate bus.

Routing device may comprise one or more switches or a router. Routing device 190

may comprise a networking device whose software and hardware routes and/or

forwards the data to one or more of the buses. For example, the routing device 190
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[0062]The storage of the data may be such that the data may be as close to the source as possible or
practicable. In one implementation, this may include, for example, the substation data being stored at
the INDE SUBSTATION 180. But this data may also be required at the operations control center level

116 to makev&ﬂf@]%’r‘i’f‘ﬂ?ﬁ%s of decisions that consider the grid at a much 5%%?&??3’\99}??% conjunction
with a distributed intelligence approach, a distributed data approach may be been adopted to facilitate

data availability asall ipesis afdhmsebiiopdhanighdhe thseobgatadasenlinksandclata services as
applicable. I(rilaghig way thlegsolution for the historical data store (Whicgm?:i?e accessible at the
Y%en‘?erl %?Tf%ﬂ%?fai}%)e"%ﬂ?%ﬁa‘?% S tc?f%ee%ﬁiétr tonal data store. Data may be

operations contr
stored locallif@étihe sulistatiommgrid detdlb@sedindstaatifigired ondhe tapdsitopyskxbtanoe at the control
center, provide accessto c!tsr_lePdata at the mgllyl%lgé |aubs,taly%gs. Sub%tn%tlon anallygh%sfemay be performed

0 &
locally at the substation usmg%g)ﬁ%nég,edata Store cHlistoricallcoflective ana ﬁ'lC% may be performed at

the operatioheadexstroltee essteiiell dpg by docavsingvtiateattieuvchisisvstatibn segrmntes using the
database lines. Alteraalivelyi (ol Py BRI g ceniply @Rﬁé%é%é%&&?ﬁﬂ% L2 HQwever, given the

amount of data that may need to be transmitted from the INDE DEVICES 188, the storage of the data
at the INDE D2V Rpessitaidynfay Bepretdicaders pedinidaiymettedicate whstisatis Biadhs of thousands

of su bStatiO%%éWﬁ!ﬁDﬂ&ﬁMﬁ@%ﬂ@i aa@%@rtm{dhe%@@%m&f datacsthal needsade.hgtransmitted to
the INDE CORE 120 may create a communications bottleneck. ‘0063]Final%g1e INDE CORE 120

may prografiPSrSRA ThEPLEHDS BIRH &R BEVSEIBE FRSTYBR IS 8YFBF BEDEYICE 188 in the
power grid (discussag hetow)sEosexampledinesi DE CQREI2A shayhwesifinthesptagramming (such

as downloa updated program) .or prqvide a control command to cantrol an ect of the INDE

SuU BSTATI(§I§611'§gyoﬁrX gﬁ@?@@a&g é%%g t%goc%ﬁef%%? fﬁ% g@ﬁé’o%&%‘réi%’léﬁ%s). Other elements,

not shown indeigng @& iend Finchdevenivuinfiegratioftisl elae nesdoesuppoif thisllogical architecture.

[0064]Tab|er&%ﬁSﬂQ%m%’%ﬁ&i&?lﬁ'{Q%@QHNQ CORE 120 as depicted in Figure 2. NDE CORE
R ervices 144 P '

Element Deseri | tion CEP rovides high speed, low latency event stream processing,
event filterinP04ab muitewEHin Bowsst Bisharatisrpperational data warehouse 137 that stores

the operational data, may be implemented as true distributed database. Another of the
stores, the historian (identified as historical data 136 in Figures 1 and 2), may be
implemented as a distributed database. The other “ends” of these two databases may
be located in the INDE SUBSTATION 180 group (discussed below). Further, events
may be stored directly into any of several data stores via the complex event
processing bus. Specifically, the events may be stored in event logs 135, which may
be a repository for all the events that have published to the event bus 147. The event
log may store one, some, or all of the following: event 1d; event type; event source;
event priority, and event generation time. The event bus 147 need not store the events
long term, providing the persistence for all the events.

[6062] The storage of the data may be such that the data may be as close to the
source as possible or practicable. In one implementation, this may include, for
example, the substation data being stored at the INDE SUBSTATION 180. But this
data may also be required at the operations conirol center level 116 to make different
types of decisions that consider the grid at a much granular level. In conjunction with
a distributed intelligence approach, a distributed data approach may be been adopted

to facilitate data availability at all levels of the solution through the use of database
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Centralized Grid Analytics Applications 139 May consist of any number of commercial or custom
analytics applications that are used in a non-real time manner, primarily operating from the data stores

in CORE Visualization/Notification Services 140 Support for visualization of data st)%ges and event

streams, and' SuiHitid Rotifications based on event triggers Application Kfa%gsgzeoﬁ?en?sgservices (such

as Applications Support Services 142 Services 141 and Distributed Computing Support 143) that
support appligitiandaiancheane:-exeapiiRthble s aiidioes;, andsslipparidomdibistorited &amputing and

auto.maf[ed rerr}(e)t rogram oWnIoa(gQ%eéL . O,SG%tN%E;V‘éOBkMaQ%%?P&?Qt %g vi%e :eL45 Automated |

monitoring o%%orﬁ%ﬂ?dﬁﬁ% S ASTHONKE, gﬁbﬁ.%%&r HeEnd databakes: systlen‘j ﬁ%gl?%
similar to that of the operational data store. Data may be stored locally at the
substation and database links configured on the repository instance at the control
center, provide access to the data at the individual substations. Substation analytics
may be performed locally at the substation using the local data store.
Historical/collective analytics may be performed at the operations control center level
116 by accessing data at the local substation instances using the database links.
Alternatively, data may be stored centrally at the INDE CORE 120. However, given
the amount of data that may need to be transmitted from the INDE DEVICES 188, the
storage of the data at the INDE DEVICES 188 may be preferred. Specifically, if
there are thousands or tens of thousands of substations (which may occur in a power
grid), the amount of data that needs to be transmitted to the INDE CORE 120 may
create a communications bottleneck.
[0063] Finally, the INDE CORE 120 may program or control one, some or all of
the INDE SUBSTATION 180 or INDE DEVICE 188 in the power grid (discussed
below). For example, the INDE CORE 120 may modify the programming (such as
download an updated program) or provide a control command to control any aspect of
the INDE SUBSTATION 180 or INDE DEVICE 188 (such as control of the sensors
or analytics). Other elements, not shown in Figure 2, may include various integration
elements to support this logical architecture.

[6064] Table | describes the certain elements of INDE CORE 120 as depicted in

Figure 2.
INDE CORE Element Description
CEP Services 144 Provides high speed, low latency event stream
processing, event filtering, and multi-stream event
correlation
Centralized Grid Analytics May consist of any number of commercial or custom
Applications 139 analytics applications that are used in: 2 non-real time
- manner, primarily operating from the data stores in
CORE
Visualization/Notification Support for visualization of data, states and event
Services 140 streams, and automatic notifications based on event
triggers
Application Management Services (such as Applications Support Services 142
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monitoring, failure root cause analysis (non-grid) Grid Meta-Data Services 126 Services (such as
Connectivity Services 127, Name Translation 128, and TEDS Service 129) for storage, retrieval, and
ystem meta-data, including grid and communication/sensor net connectivit&,ﬁgoint lists,

update of s

sensor calibygﬂc?ﬁ‘ég,/ Wt@cols, device set points, etc Grid Data/Analytics SGURLPY

rvices (such

as Sensor Data Services 124 and Analytics Management Services 125) to support access to grid data

and grid a
managem

streams - durpose of a dedicated bus it {

ayticrenanagement of analytigaiMefenbateddapagsianponsien had et

Hata

nt system functions (e.g., LodesiaRAMOS:MBtaidRata Srkices Seadiscussion below
Real Time Complex Event Processing BusupddrMessagabies dedisalied taihansitiagevent

message

orpeavide drghenawidihand @yGlatency for highly bursty

event mess
messages
transmitted

agendlotdsiahhg:erant messggeunaaled mdiietarpodtaMburiessagenaibatsty

hes of

niRyJiecsi$edl. Events may be|segiegdted fiohdoperaionalinnhegerational data, and may be

on a separate or dedicated Qusokwenis, glical yobasedughdy pr Onidy-asidhey u

sually

require son
transforme

'S, etc) Translation 128, and TEDS Service 129) for storage,
retrieval, and update of system meta-data, including
grid and communication/sensor net connectivity,
point lists, sensor calibrations, protocols, device set

W& idrivedaaieaacton: fron 26 uliliyropes dtiotad pEsapediviey (feessag&d7ibiamdefective meters,

points, etc

Grid Data/Analytics Services | Services (such as Sensor Data Services 124 and

123 ‘ Analytics Management Services 125) to support
access to grid data and grid analytics; management of
analytics

Meter Data Management Meter data management system functions (e.g.,

System 121 Lodestar)

AMOS Meter Data Services See discussion below

Real Time Complex Event Message bus dedicated to handling event message

Processing Bus 147 streams - purpose of a dedicated bus it to provids

high bandwidth and low latency for highly bursty
event message floods. The event message may be in
the form of XML message. Other types of messages
may be used.

Events may be segregated from operational/non-
operational data, and may be transmitted on a
separate or dedicated bus. Events typically have
higher priority as they usually require some
immediate action from a utility operational
perspective (messages from defective meters,
transformers, ete)

The event processing bus (and the associated event
correlation processing service depicted in Figure 1)
may filter floods of events down into an
interpretation that may better be acted upon by other
devices. In addition, the event processing bus may
take multiple event streams, find various patterns
occurring across the multiple event streams, and
provide an interpretation of multiple event streams.
In this way, the event processing bus may not simply
examine the event data from a singie device, instead
looking at multiple device (including multiple classes

of devices that may be seemingly unrelated) in order
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The event processing bus (and the associated event correlation processing service depicted in Figure
I) may filter floods of events down into an interpretation that may better be acted upon by other
devices. In add|t|on the event processing bus may take multiple event stre sngl{g]gdm\]/{%gous patterns
occurring actoss t‘he mul?lple event streams, and provide an interpretation o?%u |pfe &vant streams. In
this way, the event processing bus may not simply examine the event data from a single device,
instead looking at multiple device (includingrmuliipleislrssesTat aaxigas dnateniayeseemingly
unrelated) |n order to find correlations. Tginadysia ef-éam singleerinliple event streams may be
rule based |Real Time QpiNencpDRata Operatidnal datonmayncickicieadateiietioeting the I:ius 146
current stateBak this electrical state of the gtidlethiatarayf ke wheditapsidicolittal §8dthaurrents, voltages,
real power, reactive power, etc.). Non-opeiagibaakdhia gridyinctute gateureftecting ithes.health” or
condition of a device. Operational data haslrewiousiychee pdragrsmitied\dinegthyrdamapecific device
(thereby creating a potential "silo" probleriatf mey melkidrgydéte adtertnailabithteldther devices or other
applications). For example, operational datapteviolisiganves.transmitted to the SCADA (Supervisory
Control Angdl Data

Operational data has previously been transmitted
directly to a specific device (thereby creating a
potential “silo” problem of not making the data
available to other devices or other applications). For
example, operational data previously was transmitted
to the SCADA (Supervisory Control And Data
Acquisition) system for grid management (monitor
and control grid). However, using the bus structure,
the operational data may also be used for load
balancing, asset utilization/optimization, system

planning, etc., as discussed for exampie in Figures
10-19.

Non-operational data was previously obtained by
sending a person in the field to collect the operational
data (rather than automatically sending the non-
operational data to a central repository).

Typically, the operational and non-operational data
are generated in the various devices in the grid at
predetermined times. This is in contrast to the event
data, which typically is generated in bursts, as
discussed below.

A message bus may be dedicated to handling strearns
of operational and non-operational data from
substations and grid devices.

The purpose of a dedicated bus may be to provide
constant low latency through put to match the data
flows; as discussed elsewhere, a single bus may be
used for transmission of both the operation and non-
operational data and the event processing data in
some circumstances {effectively combining the
operation/not- operationai data bus with the event
processing bus).

Operations Service Bus 130 Message bus that supports mtegrat:on of typical
uttlity operations applications (EMS {energy
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Acquisition) system for grid management (monitor and control grid). However, using the bus structure,
the operational data may also be used for load balancing, asset utilization/optimization, system
in Figures 10-19. Non-operational data was greviously

planning, etc., as discussed for example

obtained by g’&ﬂﬁ%%%@rson in the field to collect the operational data (rsﬁ?éﬁﬁ%?ﬁf%{}&

sending the nonoperational data to a central repository). Typically, the operational and

3?11atically

non-operatjonal data are generated in thenyafiges e \iagenn, thrigridiatipredatermined times. This is in

contrast to the event data, which typicall
may be dedlicated to handling streams o
grid devices. The purpose of a dedicate
match the g¢lata flows; as discussed else
operation gnd nonoperational data and
combining the operation/non-operationa

heyeeen! precessing dats TESomeuslrcuinsiarides
caitieipuisveithitkbréivegrthp QperssingNours).
operational Data bus 146, the Event data bus 147,

and the operations Service Bus 130 may obtain

weather feeds, etc. via a security framework 117,

The operations service bus 130 may serve as the
provider of information about the smart grid to the
utility back office applications, as shown in Figure 1.
The analytics applications may turn the raw data
from the sensors and devices on the grid into
actionabie information that will be available to utility
applications to perform actions to control the grid.
Although most of the interactions between the utility
back office applications and the INDE CORE 120 is
expected te occur thru this bus, utility applications
will have access to the other two buses and will
consume data from those buses as well (for example,
meter readings from the op/non-op data bus 146,
outage events from the event bus 147)

yrisageRetates b teiag disgesaashpatea A message bus
f operalioDH and raphoprrfationabslayaiéran substations and
ddiupaomawite tewweovidegninstanttons laiency thrqugh put to
Vhetema EHRGHS fdenmaay zsposedriansgmsmission

of both the
(effectively

CIM Data Warehouse 132

Top ievel data store for the organization of grid data;
uses the IEC CIM data schema; provides the primary
contact point for access to grid data from the
operational systems and the enterprise systems.
Federation Middleware allow communication to the
various databases.

Connectivity Warehouse 131

The connectivity warehouse 131 may contain the
electrical connectivity information of the components
of the grid. This information may be derived from
the Geographic Information System (GIS) of the
utility which holds the as built geographical focation
of the components that make up the grid. The data in
the connectivity warehouse 131 may describe the
hierarchical information about all-the components of
the grid (substation, feeder, section, segment, branch,
t-section, ctreuit breaker, recloser, switch, etc —
basically all the assets). The connectivity warehouse
131 may have the asset and connectivity information
as built. Thus, the connectivity warchouse 131 may
comprise the asset database that includes all the
devices and sensors attached to the components of

the grid.
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Operations Service Bus 130 Message bus that supports integration of typical utility operations
applications (EMS (energy management system), DMS (distribution management system), OMS
(outage management system), GIS (geographic information system), dispatch) with newer smart grid
functions an® §y2rmy{BRMS (demand response management system), RGEEIFRAPAMMSARTCS, CEP,
visualization). The various buses, including the Operation/Nonoperational Data bus 146, the Event
data bus 147, and the operations Service Bus 130 may obtain weather feeds, etc. via a security

framework 11 MvicléreDapevaitensusendse busht Iernyaseieeas e pRovisies ek iakaspafion

smart grid tothe utility back office applica

liactzsas shavwniageigueefdr afdietrpalyligs applic

turn the raw gata from the sensors and devigesiamthexgtididvti detiasebleadigrmation that
available to ytility

information from the meters at customer premises.
The data collected from the meters may be stored in
meter data warchouse 133 and provided to other
utility applications for billing (or other back-office
operations) as well as other analysis.

Event Logs 135

Collection of log files incidental to the operation of

various utility systems. The event logs 135 may be

used for post mortem analysis of events and for data
mining

Historical Data 136

Telemeiry data archive in the form of a standard data
historian. Historical data 136 may hold the time
series non-operational data as well as the historical
operational data. Analytics pertaining to items like
power quality, reliability, asset health, etc may be
performed using data in historical data 136.
Additionally, as discussed below, historical data 136
may be used to derive the topology of the grid at any
point in time by using the historical operational data
‘in this repository in conjunction with the as-built grid
topology stored in the connectivity data mart.
Further, the data may be stored as a flat record, as
discussed below.

Operational Data 137

Operational Data 137 may comprise a real time grid
operational database. Operational Data 137 may be
built in true distributed form with elements in the
substations {with links in Operational Data 137) as
well as the Operations center. Specifically, the
Operational Data 137 may hold data measurements
obtained from the sensors and devices atiached to the
grid components. Hisiorical data measurements are
not held in this data store, instead being held in
historical data 136. The data base tables in the
Operational Data 137 may be updated with the latest -
measurements obtained from these sensors and
devices.

DFR/SER Files 138

Digital fault recorder and serial event recorder files;
used for event analysis and data mining; files
generally are created in the substations by utility

hbout the
ations may
will be

systems and equipment

[6665] Table 1: INDE CORE Elements

[6066)] As discussed in Table I, the real time data bus 146 (which communicates

the operation and non-operational data) and the real time complex event processing
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. applications to perform actions to control the grid. Although most of the interactions between the
utility back office applications and the INDE CORE 120 is expected to occur thru this bus, utility
applications will have access to the other two buses and will consume data from those buses as well
(for example¥G81EH36Hdings from the op/non-op data bus 146, outage eVehSHERHE vent bus
147) C M Data Warehouse 132 Top, level data store for the organization of grid data; uses the 1EC
CIM data schémmal 43 (whdels abm primzatgscbaachp oot ésriag dets tutgridisgitabiro A4heroperational

systems and tg&ggfgg?rgﬁg EW?E?JH%J&%%B@E%@MWQ@WQ{% Rllew communication to the various

databases. Connectivity Warehouse | 31 The connectivity warehouse 131 may contain the electrical

connectivity infiédhtion/ot thev o Bavserbof tHEGPRECT S SeRerARis Per@y IR Herived from the
Geographic lrﬁwﬁa%@?o?@wré@é}r@ ihe wiliiewhishoaldsdhe e Peilk 48 agpRehieaklocation of the

components that make up the grid. The data in the connectivity warehouse 131 may describe the
hierarchical intEHHLHE T Bt AN SRl EmPBERERT U PR pLhstatitntadinne, %‘éﬁ"tﬁ)n, segment,
branch, t-sectiaheraitiditdoeenker créalosensamnitorsiele:<Rasitialyoatitiaickasatikobie aennectivity
warehouse but these can usually be retrieved on a controlled basis, whereas event bursts are
asynchmnous and random.

[0068} Figure | further shows additional elements in the operations control center
116 separate from the INDE CORE 120. Specifically, Figure ! further shows Meter
Data Collection Head End(s) 153, a system that is responsible for communicating
with meters (such as collecting data from them and providing the collected data to the
utility). Demand Response Management System 154 is a system that communicates
with equipment at one or more customer premises that may be controlled by the
utility. Outage Management System 155 is a system that assists a utility in managing
outages by tfacking location of outages, by managing what is being dispatched, and
by how they are being fixed. Energy Management System 156 is a transmission
system level control system that controls the devices in the substations (for example)
on the transmission grid. Distribution Management Systemn 157 is a distribution
system level control system that controls the devices in the substations and feeder
devices {for example) for distribution grids. IP Network Services 158 is a coliection
of services operating on one or more servers that support IP-type communications
(such aé DHCP and FTP). Dispatch Mobile Data System 159 is a system that
transmits/receives messages to mobile data terminals in the field. Circuit & Load
Flow Analysis, Planning, Lightning Analysis and Grid Simulation Tools 152 are 2
coﬂection of tools used by a utility in the design, analysis and. planning for grids. IVR
(integrated voice response) and Call Management 151 are systems to handle customer
calls (automated or by atiendants). Incoming telephone calls regarding outages may
be automatically or manually entered and forwarded to the Cutage Management

System 155. Work Management System 150 is a system that monitors and manages

work orders. Geographic Information System 149 s a database that contains

19

RECTIFIED SHEET (RULE 91) ISA/EP



131 may have the asset and connectivity information as built. Thus, the connectivity warehouse 131
may comprise the asset database that includes all the devices and sensors attached to the
components of the grid. Meter Data Warehouse 133 The meter data warehouse 133 may provide
rapid accesst8 Mt f?gége data for analytics. This repository may hold 5ﬁlfﬂé§"rﬁ(5’f3?ﬁ?§§ding
information from the meters at customer premises. The data collected from the meters - may be stored
in meter datankarehdussbdaSwdiset REovised tocatbeLtitivbaRplicatiansiortillingkarother back-office
operations) as well as other an is. Event Logs 135 Collection of log files incidental to the operation
of various UtiTity Sys gr%’? .e?Fﬁé ﬁﬁ%%ﬁg‘}f@?ﬂ? Sbaessﬁé‘gﬁefo ng}ﬁﬁ%{fﬁ%ﬁgﬂg&@? events and for
data mining Ristoricas3atA $86ptelematry datacarchifedrvites formppba dtafdard data historian.
Historical da@l\;lig Ay hold the time series non-operational data as well as the historical operational

data. Analytics pertaining to items like power quality, reliability, asset health, etc may be performed
using data inf##éfirical @ea@nBerexdditonstiymasdhscOesedidvel SontigtOrsw datati8aumay be used to

derive the topalggy of fhergrigh a0y Rl i_@dg%mﬁpbcyduéé@gstQ&Mﬂ@mfep%%tiﬂQ@é.data in this

repository in conjunction with the as-built grid topology stored in the connectivity data mart. Further,
the data mayBararbieal decserlagaecbredus sscmyseglpdadhe Operations SOA Support 148,

Geographic Information System 149, Work Management System 150, Call
Management 151, Circuit & Load Flow Analysis, Planning, Lightning Analysis and
Grid Simulation Tools 152, Meter Data Collection Head End(s) 153, Demand
Response Management System 154, Outage Management System 155, Energy

" Management System 156, Distribution Management System 157, IP Network
Services 158, and Dispatch Mobile Data System 159. However, these legacy product
sysiems may not be able to process or handle data that s received from a smart grid,
The INDE Core 120 may be able to receive the data from the smart grid, process the
data from the smart grid, and transfer the processed data to the one or more legacy
product systems in a fashion that the legacy product systems may use (such as
particular formatting particular to the legacy product system). In this way, the INDE
Core 120 may be viewed as a middleware.
{0676] The operations control center 116, including the INDE CORE 120, may
communicate with the Enterprise IT 115, Generally speaking, the functionality in the
Enterprise IT 115 comprises back-office operations. Specifically, the Enterprise [T
115 may use the enterprise integration environment bus 114 to send data to various
systems within the Enterprise IT 115, inciuding Business Data Warehouse 104,
Business Intelligence Applications 105, Enterprise Resource Planning 106, various
Financial Systems 107, Customer Information System 108, Human Resource System
109, Asset Management System 110, Enterprise SOA Support 111, Network
Management System 112, and Enterprise Messaging Services 113, The Enterprise IT
115 may further include a portal 103 to communicate with the Internet 101 via a
firewall 102.
{6071] INDE SUBSTATION
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Operational Data 137 Operational Data 137 may comprise a real time grid operational database.
Operational Data 137 may be built in true distributed form with elements in the substations (with links -
in Operational Data 137) as well as the Operations center. Specifically, the Operational Data 137 may
hold data m&%2dfaMeRtsobtained from the sensors and devices attached td the? ¢ ¥ ponents.
Historical data measurements are not held in this data store, instead being held in historical data 136.

The data baggitahles ipighe: @paiatiapabPatandié sray:hedundated wibdhe-latestnrasurements
obtained frogﬁ%%sge if‘ﬂsoﬁ and devices. DFR/SER Files 138 Digital fault recorder and serial event

recorder file§: G OTaKRsId HR @ QUBPRINOGATES Yemertiiharare saratiens Substations by

utility systenis dacegtiporerTo[@06&bEalblen koD EheaRE blemnenis{OReakAswliseatssed in Table 1,
the real time qﬁ}athb%%bl?ef éwh{ch commuirlicates the operation and non-operational data) and the real
time compleX Gvent procasding 18 RECHIFEDEREET (RULE 91) ISA/EP bus 147 (which

communicati¥#ii¢ everihrddedsindidataylidtecalstnglethind SAG. NIRSBATIIE i8I iswustrated in
block 300 Ine'fé%xﬁg %Ezf? decurity services 171 may be a part of the substation environment;

alternatively, they may be integrated into the INDE SUBSTATION 180 group.

INDE SUBSTATION
ELEMENTS

Dreseription

Non-Operational Data Store
181

Performance and health data; this is a distributed
data historian component

Operational Data Store 182

Real time grid state data; this is part of a true
distributed database

interface/Communications
Stack 187

Support for communications, inciuding TCP/IP,
SNMP, DHCP, SFTP, IGMP, ICMP, DNP3, IEC
61850, etc.

Distributed/remote computing

support 186

Suppoert for remote program distribution, inter-
process communication, etc. {(DCE, JINI, OSGi for
example)

Signal/Waveform Processing
185

Support for real time digital signal processing
components; data normalization; engineering units
CONversions

Detection/Classification
Processing 184

Support for real time event stream processing,
detectors and event/waveform ciassifiers (ESP,
ANN, SVM, etc.)

Substation Analytics 183

Support for programmable real time analytics
applications ; DNP3 scan master;

The substation analytics may allow for analysis of
the real-time operational and non-operational data
in order to determine if an “event” has occurred.
The “event” determination may be rule-based with
the rules determining whether one of a plurality of
possible events occurring based on the data. The
substation anaiytics may also allow for astomatic
modification of the operation of the substation
based on a determined event. In this way, the grid
(inchuding various portions of the grid) may be
“self-healing.” This “self-healing™ aspect avoids
the requirement that the data be transmitted to a
central authority, the data be analyzed at the central
authority, and a command be sent from the central
authority to the grid before the problem in the grid
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[0067JAs shown in Figures1A-C, the buses are separate for performance purposes. For CEP
processing, low latency may be important for certain applications which are subject to very large
message bursts. Most of the grid data flows, on the other hand, are more or less constant, with the
exception ofvéﬂ%ff%?lgfﬁ?ﬂ%corder files, but these can usually be retrieved %%Tglég%ot?/gﬂgsc%asis,
whereas event bursts are asynchronous and random. [00681Figure 1 further shows additional
elements in the operations control center 186 sepatate from the INDE CORE 120. Specifically, Figure
1 further shows Meter Data Collection Head End(s) 153, a system that is responsible for
communicating with meters (such as collectingidaianfromdkiereranthpse\idiihg thecogllented data to the
utility). Demand Response Management $Systenxibbdiuisigigystemn dkatceamanuaicatesowith equipment
at one or mjore customer premises that majobecontrsiied toya b mailisyiOutagd Manadiement System
155 is a syptem that assists a utility in managiergoutagesady frackimgplocttionistiolitgges, by managing
what is being dispatched, and by how they@reibelrigdiixead, fieb &inent System 156 is a
transmissigrsgystamnéveNcoitrol system thacebneivierkiredesitethirsuhetaitsstatiens @for example) on
the transmission grid. Distribution Managerpetiosystahe 19pigtiandistabatonaysiensievel control
system that controls the devices in the sub&tii6rd aridfiater HevieasrgiakafpfeyPér distribution
grids. IP Netwark Services 158 is a collectifif Gt RS Lol l ( 5 that
support IP-hys&Esmtatiteatidhs (such as| DRCH P RRYSRBEUH MGSIEREY mi159 is a

system thaﬁ;ransmits/receives messages (S WAy £ eamnitatinheeferrkETigdies. Laad Flow
Analysis, Planning, Lightning Analysis and SHHIS|SHAHSH2Y8bIs 152 are a-collection of tdols used by
a utility in thé“ggggn, gﬁg@gﬁﬂg SHRRRG FOP Y HEMSAR (integrated voice response) and Call
Managemenjpd33; are sysiemsdaihandie distenelealisy attomateddrbyattenagdanti)déncoming
telephone calls regarding outages be aptomatically or.manually entered. and forwarded to the
Gutage MarS A S e O A ey S 5 e SRR AER monitors and
manages wolikardens:s@eographiaikefof mhatiohl Byste muid Disla datdbasedtivas cbmairis ih9 RECTIFIED
SHEET (RULE gLLISA 5&3@@3rﬁ@ﬁﬂﬂ&@%E%ﬂ%@%@eﬁ%l%ﬂ?ﬁ%&%@g{éﬂQ'H@IIy and how the

assets are connected together. If the environment has a Services Oriented Architecture (SOA),
Operations SGASHFOR 1B HigaEeNe cHg BT EnEEs TR pbet fHacSorl epsrifemtAest. [0069]One or

more of the gygtemadnithe.Lpatatioppcontrahvermeriifihal /reputsideelihe BBEEore 120 are
legacy product sgtems that a utility may have. Examples of these qu%%cy product systems include the

Operations SORSubpitt T48, (GEOFaPRICIRSHRESH T SSRs ! £3Y RefeMRageithnt System 150,
Call Manageitefibibd pfoiretsing HaadfloweAralysigl RlarsngnlighiiamgAnalysis and Grid Simulation
Tools 152, ata.Collecti ).153, Demand Response Management System 154,
Outage Mar’:/@gézgrfent y&@?@;lﬁ%@ ar}la%éhr%ﬁ?ci‘i/seté)r%e ég,l Biskh Cl?gsoor{sl\ﬁ%%agement
System 157 ol NetworknSexvicdsviss, (ammd: mwé&mimIE@a@@gﬁdté_malw. d#dwever, these legacy
product systemsmay HoLRA%ADISLL RIocassOsNane falR.na! [hrcRIVEdSFiPaaRart 9rid. The

ft/DE Core 120 m%ﬁ be able to receive the data from the smart grid, process the data from the smart
grid, and tradafer $eerobe sty st Wohfe RO BIIGH g auhrttictisy e ngigdi®®hion that the

legacy produgt systems srayusei(ssich gs patticMipEfoupatting padticstante thategacy product
system). In this way, the INDE Core 120 may he viewed as a middleware. 100701The operations
control centdPT1¢° WWSW&%&WW% %b?&é%?péﬁﬁ*m% FEARE MRERHRRIERE ShSe 1T 115.
Generally spesidngidhe funbtiariality velthEhk fERriSEBE TAPIONMNisesbackaffiipaoperations.
Specifically, the Enterprise. IT 115 may use the enterprise integration environment bus 114 to send
datato variob ST R e G heks e T T GOALE S AlS Be St Wabehouse 104
Business Intdifigitmts! Appricatiohd2 1080 EntenpiisioR edoarcerPlanviadagoandstotagFinancial Systems
107, Customer |piprmation:SYSiEMA AR iupaniRespUTee I SRR A0 £A§aetMgnggement System
110, Enterprise SOA Support 111, Network Management System 112, and Enterprise Messaging

Services 11¥aTihelFpterpisaay INSudtadisiiphdeibrigecssperedvedage anshstficate with the Internet
101 via a firewaliA3s, detection and classification processing, including event stream

. processing; and communications of processing results to local systems and devices as
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[007111NDE SUBSTATION 100721Figure 4 illustrates an example of the high level architecture for
the INDE SUBSTATION 180 group. This group may comprise elements that are actually hosted in the
substation 170 at a substation control house on one or more servers co-located with the substation
electronics ahd %%93 &ieg? ~10073)Table 2 below lists and describes certaint NOE22UBE¥ETION 180
group elements. Data security services 171 may be a part of the substation environment; alternatively,
they may bevintegiatagiie dhenENRESUBIFATI QIS0 g()‘Ol{thrihsirElEicﬁtikBﬁiEAﬂ'd@MhELEMENTS

Descrpton NI RFSKEML B8 S 11 Eetompes el e 1 g utd d
combination of wired and wireless. For example, the transmission of data from the
INDE SUBSTATION 180 to the operations control center 116 may be wired. The
INDE SUBSTATION 180 may transmit data, such as operation/non-operational data
or event data, to the operations control center 116. Routing device 190 may route the
iransmitted data to one of the operational/non-operational data bus 146 or the event
bus 147.

[06677] Demand response optimization for disfribution loss ranagement may also
be performed here. This architecture is in accordance with the distributed application
architecture principle previously discussed.
[0078] For example, connectivity data may be duplicated at the substation 170
and at the operations control center 116, thereby allowing a substation 170 to operate
 independently even if the data communication network to the operations control
center 116 is not functional. With this information (connectivity) stored locally,
substation analytics may be performed locally even if the communication link to the
operations control center is inoperative.
[0079] Similarly, operational data may be duplicated at the operations control
center 116 and at the substations 170. Data from the sensors and devices associated
with a particular substation. may be collected and the latest measurement may be
stored in this data store at the substation. The data structures of the operational data
store may be the same and hence database links may be used to provide seamless
access to data that resides on the substations thru the instance of the operational data
store at the control center. This provides a number of advantages including
alleviating data replication and enabling substation data analytics, which is more time
sensitive, to occur locally and without reliance on communication availability beyond
the substation. Data analytics at the operations control center level 116 may be less
time sensitive (as the operations control center 116 may typically examine historical
data to discern patterns that are more predictive, rather than reactive) and may be able

to work around network issues if any.
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Real time grid state data; this is part of a true distributed database Interface/Communications Stack
187 Support for communications, including TCP/IP, SNMP, DHCP, SFTP, IGMP, ICMP, DNP3, IEC
61850, etc. Distributed/remote computing support 186 Support for remote program distribution,
inter-proces?]@mmﬁggétion, etc. (DCE, JINI, OSGi for example) Signal g\’/‘gsf%or?“ﬁ/(fg{r)g%sessing 185
Support for real time digital signal processing components; data normalization; engineering units

conversionsi@ig@ctioryzlassifigadior Pigeasaing: k&daduppary farrealitistaienent stteam processing,
detectors an(} vent/waveform classifiers (ESP, ANN, %VM, e%wstatio%Anal}ztics 83 Support for
programmaBfe Te 4 T B REISHEST A5 SHE SABHE! B3 QLR R P AU BSENB I Ay tics may.
allow for anatysis afpihsisealHimecopehtiopalandsneniapermiionsal 4 g wddrgddreto determine if an

"event" has occurred. The "]event" determin%tio(y may be. rule- asled w{th the rgl%% gletermining whether
og{anc%ns CO]‘LIB? center, access 10.the gata af the {P. E\él ua .ﬂl'i’)s atlons.  SUDSt tz?n.
one of a plurality of possible éventS occurring based on the data. Thée substation analytics may also

allow for aqmmicsqmiﬂegxmfmnmtﬁéwp%yaiﬁ@kmqhﬁs&éubéfﬁiigsittwé.edmiai_detféwﬁined_ event. In this
way. the arid{Inehiding Y8y RAIHEDS. L N6 UKD My BerselLhsalng s This seligaling” aspec

avoids the requireme at'the data be transmitted to a central authority, the data be analyzed at the
central authertyleanee s wWntativarid prabaat frenatteiesprretEimtbmishortHamidro8fdre the problem in
the grid central authority. Alternatively, historical/collective analytics may also be performed
at the operations control center level 116 by accessing data at the local substation
instances using the database links.
[06081] INDE DEVICE
[0682] The INDE DEVICE 188 group may comprise any variety of devices
within the smart grid, including various sensors within the smart grid, such as various
distribution grid devices 189 (e.g., line sensors on the power lines), meters 163 at the
customer premises, etc. The INDE DEVICE 188 group may comprise a device added
. to the grid with particular functionality (such as a smart Remote Terminal Unit (RTU)
that inciudes dedicated programming), or may comprise an existing device within the
grid with added functionality (such as an existing open architecture pole top RTU that
is already in place in the grid that may be programmed to create a smart [ine sensor or
smart grid device). The INDE DEVICE 188 may further inciude one or more
processors and one or more memory devices.
[0083] Existing grid devices may not be open from the software standpoint, and
may not be capable of supporting much in the way of modern networking or software
services. The existing grid devices may have been designed to acquire and store data
for occasional offload to some other device such as a laptop computer, or to transfer
batch files via PSTN line to a remote host on demand. These devices may not be
designed for operation in a real time digital network environment. In these cases, the
grid device data may be obtained at the substation level 170, or at the operations
control center level 116, depending on how the existing communications network has
been designed. In the case of meters networks, it will normally be the case that data is

obtained from the meter data collection engine, since meter networks are usualiy



be corrected. In addition to the determination of the "event," the substation analytics may also
generate a work-order for transmission to a central authority. The work-order may be used, for
example, for scheduling a repair of a device, such as a substation. Substation LAN 172 Local
networking iNER¥4HEEUBstation to various portions of the substation, sucH-asUritspiEEEssor relays
173, substation instrumentation 174, event file recorders 175, and station RTUs 176. Security services
171 The substatie meticometanicayenexteraddhz snithdvandy sAustifitys e aptwurkdeatidnes networks via the

security SerViC&\étqugﬁa é‘?i?e?%ﬂﬁ@%@eé%?b%%%%%ﬂ@'é'dgr'?@a%ﬁ‘é?so that data may be
transported directly to where it is needed, which may not necessarily be the operations
control center 116, but may be anywhere on the grid. |
[6084]  Devices such as faulted circuit indicators. may be married with wireless
network interface cards, for connection over modest speed (such as 100 kbps)
wireless networks. These devices may report status by exception and carry out fixed
pre-programmed functions. The intelligence of many grid devices may be increased
by using local smart RTUs. Instead of having poletop RTUs that are designed as
fixed function, closed architecture devices, RTUs may be used as open architecture
devices that can be programmed by third partiesrand that may serve as an INDE
DEVICE 188 in the INDE Reference Architecture. Alsc, meters at customers’
premises may be uséd as sensors. For example, meters may measure consumption
(such.as how much energy is consumed for purposes of billing) and may measure
voltage (for use in volt/V Ar optimization). |
[0085] Figures SA-B illustrate an example architecture for INDE DEVICE 188
group. Table 3 describes the certain INDE DEVICE 188 elements. The smart grid
device may include an embedded processor, so the processing efements are less like

- BOA services and more like real time program library routines, siﬁce the DEVICE

group is implemented on a dedicated real time DSP or microprocessor.

INDE DEVICE ELEMENTS Description
Ring buffers 502 Local circular buffer storage for digital waveforms
‘ sampled from analog transducers (voltage and
current waveforms for example) which may be
used hold the data for waveforms at different time
periods so that if an event is detected, the
waveform data leading up to the event may also

. be stored
Device status buffers 504 Buffer storage for external device state and state
transition data :
Three phase frequency tracker Computes a running estimate of the power
506 frequency from all three phases; used for

frequency correction to other data as well as in
grid stability and power guality measures
{especially as relates to DG)

Fourier transform block 508 Conversion of time domain waveforms to
frequency domain to enable frequency domai
analytics '
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[0075]As discussed above, different elements within the smart grid may include additional functionality
including additional processing/analytical capability and database resources. The use of this additional
functionality within various elements in the smart grid enables distributed architectures with centralized
managementa&rdldashistration of applications and network performance<HEFRAeHBIEES,
performance, and scalability reasons, a smart grid involving thousands to tens of thousands of INDE

SUBSTATIONSn8Acamntin eipanhthodaands Em&&maffgn@s%uﬁeﬁ MR AR IS

processing, dattimanagement, and process|coseaptisnagtiansichO bk Nl G4#BSTATION 180
may include pne or more processors and onemeasues€ memory devices (such as substation
non-operationBtegatadi8doandhsipsdation op¢Rboasidat iRXiehinioper ddqoaldaiardas; and
substation operatiois 8b2a 182 may be assdciatedtwitho BRMProx mateitpdiamshstation, sych as -
located in or o¥etadM D8 BESTWTION: 180 Chlw D EASUBSPAEDM b8Phmaysfurther include
componentsof the smart grid that are responsiselftote siiesedaiiityfafitmecsmant grid at a substation
level. The IND@@@Bswmgﬁ)ﬁémponeﬂ@écmwopmﬁﬁdwﬂmghapomm;emm ‘opefational data
acquisition an orage.in the d ed opetiimgAndsaystorereitrgosidoglof non-operatipnal data
and storage r?ﬂ?é‘tﬁ%i&ﬁb?rﬁ"érfﬁ&é@él%ly |8§°§F§%§§§|ﬁ?lmfwm§l fidrrry¢rUdtieatian sul-second)
basis. Processing may include digital signal ﬁ%@!&@f& 96&&%}@aﬁ%}f&!ﬁféﬁm@a@éﬁ&‘% detection
and classification processing, including eve ﬁﬂﬁ&%ﬁﬁﬁﬁﬁlmiﬁ?@bf processing
results to local systems and devices as well 8@’?8'% 3t RRSHECESRRY0l centef 116.
Communication between the INDE SUBSTATIONAS J;EVS %Fﬁ@@ iFPIE diinay bie wired,
wireless, or & combination of wired and W|rel%%§ur) j‘f e tﬂ%c}fg Hﬁggféﬁff Q‘%{Pé Sfrgm the 1NDE

SUBSTATIQN 180 to the operations controf ¢g gﬁ Sbr e?eble%f'é hgt‘i STATION 180

may transmit data, such as operation/non- opgggg;q &HLe ‘?J?B ggaa ;QCH;&%% fations control
center 116. Routing device 190 may route t1gstf@mgg§gm;@ig 40600 analytical
operational/non-operational data bus 146 of Haga@y@@tnm;sb@ﬁlemg;e&lQﬁmﬁgrgg§ggg§e optimization
for distributign loss management may also beqisgfoseader ieferehhisaE mEeiorsisdn accordance with
the distributed application architecture prindipligfgmaeviamlyadiagussed. f0078]For example,jconnectivity
data may be| dulplitatest at the substation 170Captiatdhéeesatihesiag bisfieacrierlolo, thereby
allowing a sylsapssisHorTatglyaraeisageperrkentiyriggen if the data communication netwolrk to the
operations cortkbl center 116 is not functiodal With this information (connectivity) stored locally,

substation angfﬁﬁﬁ@wmﬁﬁﬁﬁéﬁ 16241y evert iorsiesminaghivaroRmmk e itreolserations control

center is ino , _ 5 control
center 116 Anc BIINSSHEBTBRS 170. Dat A8 ﬁ%’%‘éﬂﬂ"&éﬂi&%@%éﬁ%@féﬂtﬁvm a particular
substation at the

substation. The data Stfuctures of the oper 9 °v1 égélt m Oﬁg“t’ﬁ ??ﬂf%ﬁ@t‘ﬁence database
links. may be used to provide seamless acc g, 593 r‘é ides Gr S48Bns thrd the instance -

of the operational data store at the control geptgr,, g’ !ﬁ &y@g%éi{i i %J; fx% \ég ages including

alleviating data replication and enabling subgtggion data analytics, which'is more tlm sensnive, to
occur Iocallj SRALYVARO ';Jgj;gg]ce 0N COMMIUDHARTS AN aoN I NEWIaL, 1 ata analytics
at the operatipggjontrqt - Hede e ontrol center
116 may typlﬁ?d% xamjne hi FJ ta to dlscern patterns that are more predlctlve rather than
reactive) and'may’be abfe 1o B RS SIRREEAEDHgh] /9, which may include one

or more Smart Meters 163, an in-home display 165, one or more sensors 166, and one

or more controls 167. In practice, sensors.166 may register data at one or more
devices at the customer premises 179. For example, a sensor 166 may register data at
various major appliances within the customer premises 179, such as the furnace, hot
water heater, air conditioner, etc. The data from the one or more sensors 166 may be

sent to
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WO 2009/136975PCT/US2009/000888 10080]Finally, historical data may be stored locally at the
substation and a copy of the data may be stored at the control center. Or, database links may be
configured on the repository instance at the operations control center 116, providing the operations
control centdy@ceess3687the data at the individual substations. Substation?4ifalp3ee°#§*Be performed
locally at the substation 170 using the local data store. Specifically, using the additional intelligence

and storage capabitiiy: Méhe BRs@tenakicaiarubsiticnisanairadaalipsddesorrect itself

without input frong centraLfléJthorit . Alternatively, historical/callective. analytics may also be
performed at {FR OPeratEhs ontr B Nt RYRI PR REMEs ity datdnsbanys tiealadusstation
instances usingahproeitishhsedindmel 8082 MNDM B pkiGk:10a82hThaphiNia&Rda wiet, 188 group may
comprise any variety of.devi ithin the smart grid, including various sensors within the smart grid,
such as variodg%t{i ,%t}r{%S%ncgﬁ%’Wg&?&%‘g@é’?&%ﬁ%ﬁégﬁ%@%gﬁ %réq%rgv%/eenrs |ﬁsés§,2‘mlé‘ters 163 at the
customer preriiséioreten nut dRODE ORISR keggrollpnaabecosmpiitsl avitbviebauaded to the grid with

particular funciignalityssysthasia SIa eohatmnat i REW)dhaLinclides dedicated

programming), or may comprise an existing device within the grid with added functionality (such as an
existing open Lieniecnsie SIRARRTE AP RN tASIRBEChTPSE AG IR ARIEHESBfogrammed to
create a smaridihe aensae.ofremiaes.grid device). The INDE DEVICE 188 may further include one or

more process d one or more memaor ices. 100831Existing grid devices may not be open
from the soft\/\ﬂi‘r?eﬁé:andpoeln%?sa% er%%ffnﬁg’%/ %Oé%ca"ﬁ% & °§dB%%§ﬁr?§ ’Hﬁ%ﬂﬁ:ﬁ 3%593% of modern
networking orsoftwareesemwicrsieireexisihgrepichaenionsrady haVerbes amisigredtthacquire and

store data for gesasianALAIlacH.20Re AIFLHRVIGR UL AIAPIRR GRENRNIEY L [0 transfer batch

files via PSTN line to a remote host on demand. These devices may not be designed for operation in a
real time digitdFPRANBHER AOTRSHARE-FOR theSacaiiens pghisrastitEdata may be obtained at the
substation levgg3D, or & eeicpeiatiopseontralcaniemavabhlisdepending anhawdths existing

communications_network has been designed, In t ase of meters networks, it will normally be the
case that data i& 0| ﬁw{evéaﬁsdr%ufﬁg Sfﬁ"'é gr’_%ela tgrggﬂg% o%ee‘?\ugg:irl'l%? ‘é‘ﬁﬁ‘%&"%&i@#ﬁ&ﬁﬁmgf&re usually
closed and théPabrsthay vietastediciied demd dlich atdyviAeoilvete hé#Novis svobfeheiateds and other grid

devices may he-individually addressabiaasonhal Hate: My Rednnsnarsd direally,{g yhere it is
needed, which may not necessarily be the operations control center 116, but may be anywhere on the
grid. sent. ‘As shown in Figufe 1, one or more customer premises 179 may comprise a

Smart Meter Network 178 (comprising a plurality of smart meters 163}, sending data
to a collector 164 for transmission to the operations control center 116 via the utility
management network 160. Further, various sources of distributed energy
generation/siorage 162 (such as solar panels, etc.) may send data to a monitor control
161 for communication with the operations control center 116 via the utility
management network 160. '
[0090]  Asdiscussed above, the devices in the power grid outside of the operétions
control center 116 may include processing and/or storage capability, The devices
may include the INDE SUBSTATION 180 and the INDE DEVICE 188. In addition
to the individual devices in the power grid including additional intelligence, the
individual devices may c.cmmsjnicate with other devices in the power grid, in order to
- exéhange information (include sensor data and/or analytical data (such as event data))
in order to analyze the state of the power grid (such as determining faults) and in

order to change the state of the power grid (such as correcting for the faults).
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[0084JDevices such as faulted circuit indicators may be married with wireless network interface cards,
for connection over modest speed (such as 100 kbps) wireless networks. These devices may report
status by exception and carry out fixed pre-programmed functions. The intelligence of many grid
devices mayMseXHerE%8Ed by using local smart RTUs. Instead of having péIEte #1888 at are
designed as fixed function, closed architecture devices, RTUs may be used as open architecture

devices that capebidiqridgravnimdidibyathies iparties aseltabiayhaeilg RselpdhdERMICE 188 in the

INDE Reference Archltecture (I:]s ters sto ers' pr, e a use sors. For
example, metgrs may n%ncaggﬁllhety ?155” %r?ﬁ)e Ssucﬁsart% r%%vglmuu%% eﬁﬁe élc%c&s) sua?‘tr)] ior purposes of

billing) and maydﬁébmmvoitagen({wqm ihevestNA theptim ioratiors) b&@:@é@ﬁstﬂagwwmm illustrate an
example archifegie for INQE DEYAGEVIAE 91 lable:3 desiRes (i S TN IR PEVICE 188

elements. The smart grid device may include an embedded processor, so the processing elements are

less like SOA §BW§%W%QWY5§‘%§%@F&?HWW8W renAkRERidd Ghe DEVICE group is

implemented aryguglediqale e iine REFEUARIGORFOGRRRYed Mk EY iGduat EWEENT S Description

Ring buffers 532 Local cir ular buffer storage \1;\% g |taI waveforms sampled from analog transducers
(voltage and ¢OftERRIRAR: ?’?O‘Faé%%ﬂl%f TR BE s SReHiSH Bttt B waveforms at

different time elicids: pootieatdf dnteventissdbteetadd theawatee iormkdiziaiée attingt updehthe event may
also be stored Peyce platis Allers 506 Bullerainrane. ar SFRINALYEVISR flalpiand state transiton

data Three phas requency
example, the analysis of the sense parameter may comprise a comparison of the

sensed parameter with a predetermined threshold and/or may comprise a trend
‘analysis. One such sensed parameter may include sensing the waveforms and one
such analysis may comprise determining whether the sensed waveforms indicate a
fault on the feeder circuit. The device may further communicate with one or more
substations. For example, a particular substation may supply power to a particular
feeder circuit, The device may sense the state of the particular feeder circuit, and
determine whether there is a fault on the particular feeder circuit. The device may
comumunicate with the substation. The substation may analyze the fault determined
by the device and may take corrective action depending on the fault (such as reducing
the power supplied to the feeder circuit). In the example of the device sending data
indicating a fault (based on analysis of waveforms), the substation may alter the
power supplied to the feeder circuit without input from the operations control center
116. Or, the substation may combine the data indicating the fault with information
from other sensors to further refine the analysis of the fault. The substation may
further communicate with the operations control center 1 16, such as the outage
intelligence application (such as discussed Figures 13A-B) and/or the fault
ntelligence application (such as discussed in Figures 14A-C). Thus, the operations
control center 116 may determine the fault and may determine the extent of the outage
(such as the number of homes affected by the fault). In this way, the device sensing
the state of the feeder circuit may cooperatively work with the substation in order to
correct a potential fault with or without requiring the operations control center 116 to

iniervene,
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Computes a running estimate of the power frequency from all three phases; used for frequency
correction to other data as well as in grid stability and power quality measures (especially as relates to
DC) Fourier transform block 508 Conversion of time domain waveforms to frequency domain to enable
frequency d8YRAR Y tics 25 RECTIFIED SHEET (RULE 91) ISA/EP St %B%éﬁ?%%%nal analytics
510 Processing of the signals in the time domain; extraction of transient and envelop behavior

measures Frggeigncy demaitsignahanalytiss sdaRrossssingiahiberignals ndhglgquency domain;
extraction of RMS and power (E)arameters . . o _
using processing and/or memory capability, may produce grid state data in a portion

of the grid (such as a feeder circuit). The grid state data may be shared with the
demand response management system 155 at the operations control center 116. The
demand response management systemn 135 may control one or more devices at
customer sites on the feeder circuit in response to the grid state data from the line
sensor. In particular, the demand response management systemn 155 may comrmand
the energy management system 156 and/or the distribution management system 157
to reduce load on the feeder circuit by turning off appliances at the customer sites that
receive power from the feeder circuit in response to line sensor indicating an outage
on the feeder circuit. In this way, the line sensor in combination with the demand
response management system 155 may shift automatically load from a faulty feeder
circuit and then isolate the fault.
[0093] As still another example, one or more relays in the power grid may have a
microprocessor associated with it. These relays may communicate with other devices
and/or databases resident in the power grid in order to determine a fault and/or control
| the power grid.
[0094] INDS Concept and Architecture
[6095] Outsourced Smart Grid Drata/Analytics Services Model
{0096} One application for the smart grid architecture allows the utility to
subscribe to grid data management and analytics services while maintaining
traditional control systems and related operational systems in-house. In this model,
the utility may install and own grid sensors and devices (as described above), and may
either own and operate the grid data transport communication system, or may
outsource it. The grid data may flow from the utility to a remote Intelligent Network
Data Services (INDS) hosting site, where the data may be managed, stored, and
analyzed. The utility may then subscribe to data and analyiics services under an
appropriate services financial model. The utility may avoid the initial capital
expenditure investment and the ongoing costs of management, support, and upgrade

of the smart grid data/analytics infrastructure, in exchange for fees. The INDE

29



Secondary signal analytics 514 Calculation and compensation of phasors; calculation of selected-
error/fault measures Tertiary signal analytics 516 Calculation of synchrophasors based on GPS' timing
and a system reference angle Event analysis and triggers 518 Processing of all analytics for event
detection an& @& ik§giieg76f file capture. Different types of INDE DEVICES Hh&PREfddesdifferent event
analytical capability. For example, a line sensor may examine ITIC events, examining spikes in the

waveform. If Repikeneceuesilesarsaitesrkapibes: ORadr)ittbE e Sensetr g daemeyvaehanalytical
capability, may det that an "event" has occurred and also may provide a recommendation as to

rmine
the cause of t ees%r\'/%%@'fﬁénévent analytical capability may be rule-based, with different rules being
used for differ8SINDE DEVICER&ntdiffiereat afupl Sation & rid S stakage - capture/formatting/transm

ssion 520 Caniyapf dafaran ing.fing e Rised en-evaLirioge R Yelom streaming service
522 Support for streaming of waveforms to a remote |S|cﬁay client Communications stack
' Architecture may be partitioned into a group of elements that may be hosted remotely,
and those that may remain at the utility. Figures 6A-C illustrate how the utility
architecture may look once the INDE CORE 120 has been made remote. A server
may be included as part of the INDE CORE 120 that may act as the interface to the
remote systems. To the utility systems, this may appear as a virtual INDE CORE 607.
(0099} As the overall block diagram 600 in Figures 6A-C sho{w, the INDE
SUBSTATION 180 and INDE DEVICE 188 groups are unchanged from that depicted
in Figures [ A-C. The multiple bus structure may also still be emiployed at the utility
as well.

[00100] The INDE CORE 120 may be remotely hosted, as the block diagram 700
in Figure 7 illustrates. At the hosting site, INDE COREs 120 may be instalied as
needed to support utility INDS subscribers (shown as North American INDS Hosting
Center 702). Each CORE 120 may be a modular system, so that adding a new
subscriber is a routine operation. A party separate from the electric utility may
manage and support the software for one, some, or all of the INDE CORES 120, as
well as the applications that are downloaded from the INDS hosting site to each
utility's INDE SUBSTATION 180 and INDE DEVICES 188.

[00101} In order to facilitate communicatioﬁs, high bandwidth low latency
communications services, such as via network 704 (e.g., a MPLS or other WAN),

may be use that can reach the subscriber utility operations centers, as well as the |
INDS hosting sites. As shown in Figure 7, various areas may be served, such as
California, Florida, and Ohio. This modularity of the operations not only allows for
efficient management of various different grids. 1t also allows for better inter-grid
management. There are instances where a failure in one grid may affect operations in
a neighboring grid. For example, a failure in the Ohio grid may have a cascade effect
on operations in a neighboring grid, such as the mid-Atlantic grid. Using the modular

structure as illustrated in Fligure 7 allows for management of the individual grids and
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Support for network communications and remote program load GPS Timing 524 Provides high
resolution timing to coordinate applications and synchronize data collection across a wide geographic
area. The generated data may include a UPS data frame time stamp 526. Status analytics 528
Capture of dHEa2f§P/484%HE messages able 3 [NDE DEVICE Elements [008HFgtHEYA ifther depicts
customer premises 179, which may include one or more Smart Meters 163, an in-home display 165,

one or More SQRGAIETLHO o ANHBREIO6pRaMoaONE RS Kbl apraaiiat NS oysidR gunhay: register data at
one or more devi'c s at the customer premises 179. For example a}.se%sor 166, may register data at
ge% 3 actio

a
various major‘gf)ﬁ 5?1%850\%?%?5 th S era eRaer 7 E,:‘Sl}%_'h athe ?ﬁ?ﬁgé‘é‘? A ter heater, air
conditioner, eft{ DB ECREs fiafn fFigomeyorduwedtsgnssiis 16 rapbatephttGRGRELTIFIED SHEET

(RULE O1) ISBEE, 0 Sar ISt 403,16l e BRckags s daia arsanspssion o the

operations control center ia utility communication network 160. The in-home display 165 may

provide the cussspdertae trachbsrnaangrontibes hetmidn dlapin gedicErpMeR GRRGaldine, data
collected fromyRmartdMeIRAHE AR IDRIONEPh HHESPRSOLHER - RYHOR AiBRIigevice (such

as a keyboard) may be associated with in-home display 165 so that the customer may communicate
with the oper@ﬁ%s}%@mmﬂ Qusiadh HES FYTHR BAYASIERRAR - BemestiB%a%5 may comprise a
computer resigistidd fiRiRUSiORae PIe RgdBoring grids.

100102} Specific examples of functionality in INDE CORE
[00163} As shown in Figures 1, 6, and 7, various functionalities (represented by
blocks) are included in the INDE CORE 120, two of which depicted are meter data
management services (MDMS) 121 and metering analytics and services 122. Because
of the modularity of the architecture, various functionality, such as MDMS 121 and
metering analytics and services 122, may be incorporated, |
{00104} Observability Processes
[00105] As discussed above, one functionality of the application services may
include observability processes. The observability processes may allow the uiility to
“observe” the grid. These processes may be responsible for interpreting the raw data
~ received from all the sensors and devices on the grid and turning them inte actionable
information. Figure 8§ includes a listing of some examples of the observability
processes. _
[00166] Figures 9A-B illustrate a flow diagram 900 of the Grid State Measurement
& Operations Processes. As shown, the Data Scanner may request meter data, as
shown at block 902. The request may be sent to one or more grid devices, substation
computers, and line sensor RTUs. In response to the reqﬁest, the devices may collect
operations data, as shown at blocks 904, 908, 912, and may send data (such as one,
some or all of the operational data, such as Voltage, Current, Rela! Power, and
Reactive Power data}, as shown at blocks 306, 910, 914. The data scanner may
coliect the operational data, as shown at biock 926, and may send the data to the
operational data store, as shown at biock 928. The operational data store may store

the operational data, as shown at block 938. The operational daia store may further
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(00881The customer premises 165 may further include controls 167 that may control one or more
devices at the customer premises 179. Various appliances at the customer premises 179 may be
controlled, such as the heater, air conditioner, etc., depending on commands from the operations
control cent¥A 1818580 1As depicted in Figure IA, the customer premists 1 BFHA) & hmunicate in a
variety of ways, such as via the Internet 168, the public-switched telephone network (PSTN) 169, or
via a dedicategdihg sipehca s Mneciiie aiahd hik)oN4da, anyhoiih atlidtet sommidnicatinchannels, the data

from one or more Sc;g?et mer pre mg% 1709t‘[ina l%% sent. ASCEB%"' in Figure 1, one or more customer
premises 179 mgy comprise% mart Mefer Rietwork 1 c(compr‘ising a plurality of smart meters 163),

sending data {804%8llectbe Mf@tmmmigm mmr@@@imsﬁmmﬁmrmﬂ@ mthe utility
management §eatkd 8, FUIE 19‘3@['%&&% tfsehdl St SN0y 9ee ALRp Siorage 162

T

(such as solar panels, etc.) may send data to a monitor control 161 for communication with the
operations cotRHSFEBMter dait Bsnunalilasiafal e esipratEtiheseryoBobyaneicussed above, the

devices in thepoues arigioRisidainking RARLOPD KN OLLENRIsLES VBRYNghKe precessing and/or
storage capabilit?/. The devices max{?includ%we INDE SUBSTATION 180 and the INDE DEVICE 188. .

In addition to WETHEvienASIGEVRES Mt bhw B gHE R A di B AR AR tRiiRgE e fe individual
devices may chonmunitate S8 oihetrdaticésindiie: pones:grisk tife dederatoshexahartgecihformation

(nelude sengs o apelor analyioal 4o a5 a0 461 SR @100 8 s sate of e

power grid (suc etermining order to change the’state of the power gtid (such as

correcting for 2 deiaNsIne WIRECTIHIED SHEETVARY PP O} 15 A/Eitag e catiid giatdnaividual

devices may ygethefallewing: (1)iintabioaneepiich @speecasaiBgearailind :d2d fierage (such as the
distributed storage discussed above); anci?‘(S%%?rgmLéenlcatlon (such as the use of the one or more
buses discus§‘é?i‘%‘(5’\3é:)‘f°ﬁ?stﬁi§sv§§?/‘,”ﬂ1%t Aridd& deDeDetrr flada e SHRERTSy communicate and

cooperate withconmianaibgrid/ihousoyinsighifignhdhecap eeadionsweedirofheaipiantdal 100911For
example, the HQ‘IQEO%&?Q.%IS‘%% aq @i%'&?&?ﬁ?%‘éeo&?éﬁ&%ﬁ“&?a%zgﬁé’ Bﬁher sends a snapshot |
of the data to the historian, as shown at block 940, and the historian stores the
snapshot of the data, as shown at block 942, A
[006108] Figures 9A-B further illustrate actions relating to demand response (DR).
Demand response refers to dynamic demand mechanisms to manage customer
consumption of electricity in response to supply conditions, for example, having |
electricity customers reduce their consumption at critical times or in response to
market prices. This may involve actually cur’téiiing power used or by starting on site
generation which may or may not be connected in parallel with the grid. This may be
different from energy efficiency, which means using iess power to perform the same
tasks, on a continuous basis or whenever that task is performed. In demand responsé,
customers, using one or more control systems, may shed loads in response to a request
by a utility or market price conditions. Services (lights, machines, air conditioning)
may be reduced according to a preplanned load piriaritization scheme during the
critigal timeframes. An alternative to load shedding is on-site generation of electricity
to supplement the power grid. Under conditions of tight electricity supply, demand
response may significantly reduce the peak price and, in general, electricity price

volatility.
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that senses at least one parameter on the feeder circuit. The device may further include a processor
that monitors the sensed parameter on the feeder circuit and that analyzes the sensed parameter to
determine the state of the feeder circuit. For example, the analysis of the sense parameter may
comprise a %Wg?@%(ﬁ%f the sensed parameter with a predetermined thfed /%?58 g%{{('jnogrs?nay comprise
a trend analysis. One such sensed parameter may include sensing the waveforms and one such
analysis majoepRIprispeeianninenwhetheeiesonsadayeiarms indisaieshfaulion the feeder
circuit. The device may further communicate wjth one or more substations. For example, a particular

substation &SP EASSI§ PO T A PAME HPAB S U TP R4 HBHEGIREAh H K5 the state of the

particular feeidericitguitirrpdidaierniewhethe ptheraliissazéau oothgpadtiowaskfeedendircuit. The
device mayé?‘ggmunica%e with the substation. The iutpstatlon ma?(/glennq%zdentlge fault determined by the

. I ITor and .unioreseen events WELINT Pea reguce .
device and may fARELorTeEHYE Actoh ofepencﬁng on’the fauk Fsuch as reduc-l%g € power supplied to

the feeder cirauit)l pintherdxapiplecottheydevinense ittipen data andicatingiguatilti(lbdsed on analysis of

waveforms) i, suhelalion Ay ALSLUE RaNeL SRR s feedel IAALUINgUL iRt fom the

operations control cent substation may combine the data indicating the fault with
information frerd)cthHémseaishizhtpragrpiérrefid dothalemandsiSaoretsestants mhetbatsbtation may further

communicae, it AReradaRs oMl capeLRn Suchasdhe ouiaoe inelidsne ppplication (such

as discussed Figures 13A-B) and/or the fault intelligence application (such as discussed in Figures
14A-C). Thug™RBdHEbatibise) cOnttet BERREFIPTE Al autEih RRMHS tHIIE B iy’ B&fermine the extent

of the outaggoseich asthennuraher afrharmespliestad Pydbenfaubrtnithis wayothadevice sensing the
state of the feeder circuit may cog?%%%fiveg wark with the substation in order to correct a potential fault

with or withStEFREGiRREERGPE? CoMtr8l*Center 116 to intervene. 28 RECTIFIED SHEET (RULE
91) ISA/EP [$¢®i2D09Fh3 6N SRE BYE2008Y 1:00886-1000 Z1A svaiistheraxaimple; sudiwe sensor, which
includes additignal intelligencg,using processing and/or.memory. capahility, may praduce grid state
data i a porlo ot the g i S A R o e
demand respuhsemeznBidmestdspatemm 3havirs bgekdtitnsidennslwantee 1a®eThe demand

response mé@@Q@s’%ﬁéﬂ%&@v&ﬁM%@@éﬁé@lt%ﬁ RLIDRLE HeNICRS AlLUSIRRSites on the feeder

circuit in response to the grid state data from the line sensor. In particular, the demand response

managemeri&§/stih tabsansyioineandthe BKergyREndRia eht SBR®HABBSRAY/or the distribution

managemen} sisiem dbaitarequaedoad o he faedeksitsyitRietiming-effaapplianres at the customer
sites that receive, g{oﬂv{\ﬁr from th(kggeeder circuit i@gregp%g) se té) Iing s{éer}ggr indicatin%dan outage on the
feeder circuFE ARSI BRESHi & Ca At PN RENBTAGH WIRH THA deRiahd PBEEEN Y management
system 155 m@iﬁmtmnﬁaﬁhﬁlb}altaaqbﬁmmiaﬁaadghdi&qdﬁrtdhfduEtﬁndﬁhgaﬁﬁ@sﬁate the fault. _[00931As
stll another SAMAE, G LTSS RANRLBUR AR IAVE A ddaRKREasaer associated with

it. These relaglg may communicate with ot vices a ases resident in thé power grid in

order to detensirrachthgutrastrornsbistot bR dsbwertrierJC0oaHNBS CocaptiEm Afchitecture
[0095]Outsoperegh SmatLarid- R DAL e 381YIeMRASR capacity and response data

data, as shown at block 938. The operational data store may further send a snapshot
of the data to the historian, as shown at block 940, and the historian may store the
snapshot of the data, as shown at block 942.

{06111] The substation computer may request application data from the substation
application, as shown at block 974. In response, the substation application may
request application from the substation device, as shown at block 964. The substation
device may coilect the application data, as shown at block 960, and send the
application data to the substation device (which may include one, some or all of

Voltage, Current, Real Power, and Reactive Power data), as shown at block 962. The
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[0096]0One application for the smart grid architecture allows the utility to subscribe to grid data
management and analytics services while maintaining traditional control systems and related
“operational systems in-house. In this model, the utility may install and owp &;&gﬁg{g gnd devices
) . . 09T0DOERS .
(as describe %5%«?@)3263% may either own and operate the grid data transggrr communication system,
or may outsource it. The grid data may flow from the utility to a remote Intelligent Network Data

Services (INREXARSLING SN hee dbe-datie-mayibainpnaged, seked anstrvalyzed. The utility may
then subscribe to data and.analytics services under an appropriate services financial model. The utility
may avoid tHEhHISPERARE WA RN THSSHHRIUHITRY BhiGiny EoUR SRR e ffent, support,
and upgradeiefithassiail st datadabaltins dofipsted eiuracizexchangditatiteedatihe INDE Reference
Architecture lglescripbd t;;?,\ée, I%nd:;,éta()elf to }hetoutégurcintg arrangeme tagaeéstc;ib%d herein.
100971IND§ Rrchitedtlive for Sart Grid SBRiceS’ &BTln ordet cl)oi?ﬁp ement the ENDS services
model, the IbBDEReigrehdF Architecture may be partitioned into a group of elements that may be

hosted rem nd those. ' tuity Fi -C ate how the utility
architectureclr@g; %okt&%g]tﬁgg %ﬁ‘%%@%%%%ﬂﬁgg%%{é%n%%? .efr}r({f)gtiél'H Ezer(\?/@r }_nay be included as
part of the INDFGORECEG Haemariddopelons Miegdace roitherBmotassyeterh Sradding utility systems,

this may appeanasauiitiab INRE & RERI2.E008LAs D pVsralt Rlack Siagram:500 in Figures
6A-C show, the INDE SUBSTATION 180 and INDE DEVICE 188 groups are unchanged from that

depicted in FH§BFEAEANE CHPATIRGIBTBRSHYS Sitidaie ity A8 sttt iBetRpiRrbfaie utility as well.
[001001 The:NBREHc@REe 124 haywhe semelialy hesiecias thesbiackediagrame’00 in Figure 7

illustrates. At the hosting site, INDE COREs 120 be installed as ngeded to support utility INDS
subscribers [RI{GRASE ﬁ&ﬁﬁ%&ﬁéﬁd&%aﬁﬁ%‘ rgg% ¢8 feésr Q/%?)?@ ‘cﬁ?@&?ﬁlk‘lﬁg may be a
modular systantytsethapladding aaens suldscpbe sistadauli@d)qpeviatiop ghdsay sepakate from the
electric ut|I|t¥ may m: lglafg](;: aprégaguggoig t%% %sr% ar Jg\;/gg}%,@%%eﬁ o&glé_g&gg INDE COREs 120, as

well as the agﬁ‘hcatlons at'are downloa rom the ENDS hosting site'to each utility's INDE
SUBSTATION 8@ HTINBEDERYITES I88:ier] da2 siwrdarths taeiiemetedmmeimeatidns, high

bandwidth I%#&R@Mﬂg this information to the historian for persistence so that a point in time
grid topology may be derived at a later point in time}; (4) deriving grid topology at a
point in time based on default connectivity and current grid state (this provides the
grid topology at a given point in time by appiying the point in time snapshot of the
grid state in the historian to the base connectivity in the connectivity data stere, as
discussed in more detail below); and (5) providing grid topology imformation to
applications upon request,
[00183]  With regard to sub-process (4), the grid topology may be derived fora
predetermined time, such as in real-time, 30 seconds age, 1 month ago, etc. In order
to recreate the grid topology, multiple databases may be used, and a program to access
the data in the multiple databases to recreate the grid topology. One database may
comprise a relational database that stores the base connectivity data (the “connectivity
database™). The connectivity database may hold the grid topology information as
built in order to deiermine the baseline connectivity model. Asset and topology
information may be updated into this database on a pertodic basis, depending on
upgrades to the power grid, such as the addition or modification of circuits in the

power grid (e.g., additional feeder circuits that are added to the power grid). The
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communications services, such as via network 704 (e.g., a MPLS or other WAN), may be use that can
reach the subscriber utility operations centers, as well as the ENDS hosting sites. As shown in Figure
. 7, various areas_may be served, such as California, Florida, and Ohio. This modularity of the
operations n%rtoo%?@? iﬁ%‘if(fg for efficient management of various different gﬁggf Vlsg?g%{ogﬁ%%s for better
inter-grid management. There are instances where a failure in one grid may affect operations in a

neighboringwgrtedtion ©xamapiee sk v dnsiaeredhiagric may-haveaserseadegeffagizon operations in a
neighboring grid, such %s the mid-Atlantic griol.gUsin he modular structure as illustrated in Figure 7
allows for manaGemEt ﬁ%‘f’]aes‘?ﬁaf\)’i&gﬁ'il%‘?i@ Fu%30 REBTIEED SHERR R8T isaEep
managementaf ikteregsicdpfationsis Specdifiaiiyoamake faldéd Discsisignt fwh whaddilustes a processor
and a memo%g{ﬁa&ém%gggetﬁge(i’nt%g Jior‘dQ{%E‘,’xeS“ agh(%t\l/&anricf):us INDE COREs 120. This may reduce
the possibili?y of a catastroghic faiflire that cascades rom one grid to another. For example, a failure in

the Ohio gri&ﬁdﬂhgs@adexmh@@ﬁﬂtng@ﬂd]S&@hfabdhermd:dti&(ﬂgrdmgdsh fﬁheFiNDl_E_CORE 120
dedicated to;mrRaging the RLIS.GHdMAYBHSPRLE SoErestor dheraiie i the, Qhingrd: And, the

overall INDS system may attempt to reduce the possibility of a cascade failure occurring in
neighboringdi¥igsd 1mQfopn Spbeific Withhigkers of fuhetierattynReNBESCORE [(0103$Rs shown in
Figures |, 6,130t fhe/ahiousncienaiities (renesentsd By RlacksharadpehidaddrihgdNDE CORE 120,

two of which depicted are meter data management services (MDMS) 121 and metering analytics and

services 123 SBREE LS PR RGEM6  OF thePsr AR B WSFib T TRE A A8l as MDMS 121

and meteringhaséitytiesabibgs58y izgsaky v HtAY Hahinsarparaiatod @O Ldds b sarvakilipe Processes

1001051 As discussed above, one functionality of the application_seryices include observability
processes. TRE'GHEER Fﬁﬁ%eroﬁg IARAYANSW ?ﬁ%e!Iﬁ%ﬁ‘l%‘?%s"gﬁéﬁv@qh%ﬁgﬁgéfhe&e processes
may be resplatsiblie desdntesptetimgutrezralvatitaane desvebeftbenvatl dthecoemsarsnand devides on the grid

and turning gﬁﬁr{hti:%qa%%%?ﬁ?tﬂ?twg%r{h%tQ)%}%Q%ﬁ?s.8 includes a ]isting of some examples of the
observability processes. 1001061 Figures 9A-B illustrate a flow diagram 900 of the Grid State

MeasuremeHtid @perdtistremrdaabsas mas bhoind theMatheSdanparmdyiredisstaster data, as

shown at blogk,802. nihieLaapest M Re SRS LL Moe glis devines,sybstatipn computers, and
line sensor RTUS. In response to the request, the devices may collect operations data, as shown at

blocks 904, G803 SnanEPTENSE &t AN Sakb e oMU R SIE D aIFBIaREF 5P &ttional data, such as

Voltage, CubgnhiidedldovervandsReaktive Rovuee datas atushome riskliaeksifa6.:916:914. The data
scanner magtcollect the oggﬁati,onal data, as sh?vin. at block 9523 GQ%Q}@( nd the data to the

operational é’fgss%g?e&egé) shoi\lfflnmé:\‘fqﬁoscih g ll1 tbnﬁ)%?taatfno%;a ata store as‘%(":l)trae the operational

data, as shovetuat dsid ¢k} 938 Videseper atiorikd maiee storetomay dartheaBlte compressed.
Because of this, the operation/non-operational data in the power grid may be stored
easily, and may be manageable even though a considerable amount of data may be
available. For example, data on the order of 5 Terabytes may be online at any given
time for use in order to recreate the grid topology. Because the data is stored in the
simple flat record (such as no organizational approach), it aliows efficiency in storing
data. As discussed in more detail below, the data may be accessed by a specific tag,
such as the time stamp.
[00116] Various analytics for the grid may wish to receive, as input, the grid
topology at a particular point in time. For example, analytics relating to power
quality, reliability, asset health, etc. may use the grid topology as input. In order to
determine the grid topology, the baseline connectivity model, as defined by the data in

the connectivity database, may be accessed. For example, if the topology of a
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RECTIFIED SHEET (RULE 9) ISA/EP send a snapshot of the data to the historian, as shown at block
940, and the historian may store the snapshot of the data, as shown at block 942. [001071 The meter
state application ma%/ send a request for meter data to the Meter DCE, asPér%p\%n{}H(} El;)loclé 924, which in
turn sends a“?%&ﬁ‘g’é 8 e or more meters to collect meter data, as shown 2t ﬁocl’< 88" In response
to the request, the one or more meters collects meter data, as shown at block 916, and sends the
voltet]ge dat%ﬁ@fam@@%d : ;ig&hsia@md ,&hblr?sd@%@eoﬁmdgﬁt@g{é@& mﬁd@ﬁkﬂ@&hﬁe \l/(oltage dhata,
as shown at block 922, and send the data to the requestar of the data, as, shown at block 928. The
meter state éﬂtﬂfﬁmﬁcﬂ‘?ﬁﬂ&% ¥ B&ﬁugé%ﬂlﬁrﬂ?‘ﬁfr%@ é\%,rﬁfr{i‘:&efg?mine whether it
is for a singleisalisa photass anphoitagespidiiagrichsiatpaar shoumatblodeas?2. If it is for the single
value proce S, the m%ger dpte%ig, %ﬁé‘g‘%‘%&?@e {S%Jeestin% roces e%%lsrésq? at t%loclé g36. If the meter
data is for s grgﬁnél?g Stermine {he ard's Sie at 5 Puatrtﬁre |r1he, eMeter datais Stored in the
operational detacstoténatiskdewriratniiock088Ttrmuperdtjiomakidbeadstoréfietier deabissa snapshot of
the data to the histqri =k 9 istori of the data, as
shown at blgf‘:l?rﬁ %%%&%’%}%%%‘%’%%%%&% uﬁtﬁgrg%%é%%%?%%ﬁ?ﬁgﬁeﬁ%gﬂ%%@ﬂ% response (DR).
Demand respvhase refers to dynamic demand mechanisms to manage customer consumption of
electricity ingggRePse A0shRRMGANdANsfRpR BRI IAY NG SRCUiK¥SUSIMaER.aeduce their

consumption at critical times or in response to market prices. This may involve actually curtailing

power used BEpIsEteg GreLite Gendissish R MY dsdenFietibB IcbaheRte dtdErallel with the

grid. This may beidifferentirmeraoyailicienCy:pyhich:rogansusitg J8ss pOwetda perform the same
tasks, on a continuous basis_or.whenever. t%ﬁgfk i{gﬁperform(id. In dem onse,.customers,
a

nd res
using one of MIBTEEERTOPE RTRIE - HE i i TeBReE RS 88 ueé“itg‘gﬁpoﬂiiﬁ& or market
price condititieSeSkruicesi($ights balanhindsedir conditianinédedrayibmitdduddd pogoading to a
preplanned |pad prioritization scheme, during the critical time ( rnative to load shedding is
on-site genetga%g%%%fggt#% “t%%ﬁﬁﬁé%ﬁﬁ%@?%v%grgé??f %%]gé}ﬂégﬁ?}%%#sgof tight electricity
supply, demeruieesponsednbsndigrifvstatipradiitash pedik prid¢eanmednhgeananst eldrricity price
volatility. 32 RE(CTITIERSHEE TURWLE QL BAER o R040% Diemanditesponre. gy generally be

used to refer to mechanisms used to encourage consumers to reduce demand, thereby reducing the
peak deman@t6i8iecienE SrilustenrdrsydtasnldYbeicihn ) Sea6 b E5Ehd to peak

demand (plysdoasgin forasmrandtibferesesn: eyplitslidaweningqeak demans ivray deduce overall
plant and capital cost rggfu'ger@&?ts[. Depending o ghe confilguratiortlhof eneratio{n calpacity, however,
demand resé)%ﬁ Oewrrﬁgty S E Gsed 18 crease 3%§%aﬂfoéﬁﬁ‘ya%rﬁés%ﬁ'ﬂ?g€ aﬁ%ﬁuction and low
demapd. Sodammwmmwwmﬁlﬁ)ﬁmhmrbge@iw@estmggiﬂ@ mbi@r@’elbtemhe’ergpériod‘s of low
and high dermand (oL 0% AN0 AR RASCahARE RIpROFIANLINSHEAIBALAAKEL QLICes Such as

wind power in a system grows, demand response may become increasingly important to effective

managemerftash:thiesbieetrid Bagk{06P¢0] tive DROstdredagspicediabritayreguestigie DR yailable
capacity, as sheyialbleslaathid HR PR qanagement sysiemsmaydhen rapssiayaitable capacity

from one or more DR home devices, as shown at block 948. The one or more home devices may
collect availdBRE BRI SEHEF I RSN EE P LTINS NS SEROIWA A hiek &44 BRAYEN the DR
capacity anchpesprnatdiaiactehthéala Behanage Mem:sysSiedoiasshow atlalpek Bdbdathe DR
management %Is]tem ma 1F°|t|tCt the DR c?gaclit and response atg,§%§gsh0\évg\ea ?ﬁ%Ck 950, and
send the DRS%apaeEffg/aﬁr? r%%po%ggnd%?grflol & OR a?ovp I%al%lg%, as ShoWn st block 952. The DR
state applicatmnapaytiacaiveiihe DRrcapaeitytand! esponsppiiatéaoasas sbwmmatt block 956, and send
the capacity rgsponse f at oWn - he operational
AP r9sRANS @%%21:8&?%&%%%@%@%&8%%%9 [R1a% Fhon %E%Jé}%&é@?%l

data store may store the DR capacity an ata“data, as shown 938. The operational

data store mpshettiert Séerdk A ERapaAcend the wdierterthentisrmnienahdah swheahiBloak940, and the
historian may,sir&.he 510apshes ofrinendalaashaun 3k BIRGl R4pe R ldal g Substation computer

may request application data from the substation application, as shown at block 974. In response, the
substation agvaGoRIATE/ PEquisialsirerisRadiAHddgnRiahon RV kDR at block 964. The
substation device may collect the application data, as shown at block 960, and send the application
data to the substation device (which may include one, some or all of Voltage, Current, Real Power,
and Reactive Power data), as shown at block 962. The
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substation application may collect the application data, as shown at block 966, and send the
application data to the requestor (which may be the substation computer), as shown at block 968. The
substation computer may receive the application data, as shown at block 970, and send the

application F&@2t8tkEGPerational data store, as shown at block 972. 10 R JFF S ate
measurement and operational data process may comprise deriving the grid state and grid topology at

a given point idines Aswellasdia\dsing bis hifewpationf-omprismsienanddaiaieas. The
sub-processes may include: (1) measuring and capturing grid state information (this relates to the
operational d&PQB‘ertaining to the grid that was discussed previously); (2) sending grid state

information tojtthesjandiigies applicatioesa(this dnabdas Idibko BibplPatio Marsgemasg analytical
applications, access to rid state data):.(3) persisting qrid state snapshot to connectivity /
operational dgfgcéetsg%( IS a Sﬁefg?nu%%%r% ‘ﬁwgaéiﬁ Ssg%égt’écfﬁfo?srﬁgﬁgnv?g?ﬁseeggﬁtﬁégtivity/operationa'I
data store in tie ppprogridanfoienbyiadhweNeas fosvATdiRgrtbkemiflssiatiorianddte dilestian for
persistence s, {hat &,pPIRLINJIME: Atk LRARANBIAN AR dRfdvad BhRalRkPHDEIRIPS; (4) deriving

grid topology at a point in time based on default connectivity and current grid state (this provides the
grid topology &t BYNrE#H Pl i Gtel By dispishigrere bigens e Sliiarsess Iy state in the
historian to the-Rage eanneetMibs kb the senneelvidwidaia stelecias discTasedusdnerendetail below);
and (5) providing grid topology information to applications upon request. 1001131With regard to
sub-process (éiﬁf,gfﬁ’(gsgﬁ tgf)%%/{)agt?/ %@‘3%%‘ (ggfi?/%%%pgsﬁ? é)e re’cf{rﬁl% e%eﬁdrrlfg? %ﬁg aé’gt}f}‘lr real-time, 30
seconds ago,cliagertissagis; Bithd werdéutoacdreatetinogkd Bpolbwhisttiplmaatendses may be
used, and a prRdRmIRASSRR NS HRiRInthe Mtpla Ariphasen 18, 'RelsaIs R grid igpology. One

database may comprise a relational database that stores the base connectivity data (the "connectivity

database"). THE¢EpRSENME TR BAEd Maf WPy e E9l s iein aRnsEsdhsmsisbrder to
determine thebagelides0RNERvEY MAade] mhssehaadaapaiapyivéoematiomeayhewupdated into this
database on a periodic. basis, .depending on rades to the pawer grid, such as the addition or
odioation P RT AN Gy P R L R AR PR T S8R 0 e power
grid). The cofmpetivity/ddtabageamagnbuiognsidatoth Watvenhbrmeitdoes adtlohlahdE2. The
connectivity dgfahase MA%LEhange dere-Rig changes 19dha suisiure o the,power grid. For

example, if there is a modification to the feeder circuits, such as an addition of a feeder circuit, the

connectivity daPFIRAER FYEY Ehorrgain O B A IS RAEX AP REGEEA LS FUEHTERBYO B R Ronnectivity
database mayhe fetived fdivikd HerarabicaPreadekdepiginddesiigiares 48 migpsdructure 1800 is
divided into four sectigns, with Figure .18A being the upper-left section. Figure,18 ing the
upper-right sé:gt?glﬁ{r?%%ﬁ%hfg%,@%%%ﬁgnfﬁ% Vgﬁ{(}gnc-sf%% esg%%i%%?'a%?ﬁfiaﬁ’%b%gﬁ eltﬁa e bottom-right
section. Specifivatss g ghsst R Mayrbeas vt oind husnigysheraisriiagk diligradmdvhich is an

abstract methgd {p#sReearptthsiRasaline sransclivity satahass-hhp higsateical model in Figures
18A-D may hold themn%{eéggt ata that describes the power grid and may describe the various

components P& h A 1 S PR B RO AN PRY RO FRpOYEhEY JBDI B R second database may
be used to stapelibeitdynantic datadhe: seoegentatalyasent@ly! Bhrtige iacitnerelqtfanial database.

One example,plgporcieiaianaldataliase ey sembe 2 fisionan dalabARg Mich. glores the time

a
series nonoperational afa as well as the historical operational data. The historian database may
stores a serieda@ftorpirappbisptions ieeray: P10idintBeafile " (Piodisscel MYt (Bykangabs daliue; and (4) a

device statusg e et the ey ed Aip.max AR sompressed. Because of this, the
operation/non-oieration,al data in th%lfower grid may be stored easily, and may be manageable even

though a conftthble Bisgeht of datl bR o fasrr b ek iin PpaaddiFtrestder of 5
Terabytes mgpReSigisln g iheste ghse rDRmsafoseusqussaitley finréisreaiddhegsditopology. Because the

data is stored. in the simple flat record (s J%a nQ_organizational approach), it allows efficiency in
storing data. i3 ‘ ?getclﬁisl’s%d_s Pr? ?F’nno?g%g%%géi%e '0\%1, rt%sgo g‘t:a&r}?a%}] e t%%?%os?snés 2%’3‘?’3{311?5"|"El>f‘écific tag, such as
the time stanfo!QODREvaiHbili uretytiesorhe biegkma)2resr maretssivgieadrinmstsithemrid

at block 1204. The distribution operation application may distribute the DR

availability
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topology at a particular point in time. For example, analytics relating to power quality, reliability, asset
health, etc. may use the grid topology as input. In order to determine the grid topology, the baseline
connectivity model, as defined by the data in the connectivity database, may be accessed. For
example, if th@tpiegy’of a particular feeder circuit is desired, the base @/ ESAH8HHWEF model may
define the various switches in the particular feeder circuit in the power grid. After which, the historian

database may,peracsessed (Rased RdReRRtcyIAE LG ROMEIBLIQ SRISTRINE henyalues of the

switches in the particular feeder circuit. Then, a program may combine the data from the baseline

connectivity mMoNeBFBIRE KiSHSHRRS d b REN AR Jurieraraay repfddRmbersntethe particular

feeder circuit ahdhexpasticWns BMaoldOlsddhér merasoraplisairtespmiole 10. detersné g the grid _
topology may include multiple feeder circuits (e.g., feeder circuit A and feeder circuit B) that have an
?B%B%né flsn g‘o

inter-tie switcH SR SSCA RISTRS S RERES FER T ESHRYR BIOERF AR switches (such

as the inter-tisewitsh 2R déopdhes sectieraliairidosvit2 e s Y iscbonanighiecte et ebauishmay belong to

feeder cireull f91JERAEL GUCHILA, AR ATIALATISHINES I prighionoiany. ppyaccess the data
) ' e ' a e

from both the baseline connectivity model and the historian ase In order to determine the

connectivity athg peamitigry ditad e b Swhech bnedittbiso igdohe oadeeting atabeseaisder circuit B).
[00118] FigurenbQ-lssirates syHow diagiany AeARRftheNanRRerationalDaiapiecgsses. The

non-operational extract application may request ngn-operational data, as shown at block 1002. In
response, the! BRI RIS HIR G ARPHSH O rititinad AR AL VKSR Bl RGsvhere by
various- devicesciivthtapraringtic as sobwasaghid delie 6 sarrbibisid oD reppiass and line sensor RTUS,
may collect ”%@agg’&ﬁaé'aoQakg?&%eaéﬁha%%aie%l?&n‘f%sl&%fs’nlgqgﬁcé#]%ﬁ%ﬁésﬁﬁs&eag above,
non-operational data ma?y Include temperature, power qqamy, etc. The various devices in the power
grid, such as gpitPeianicesy suisstatibn 2BirAsneasss ardiaiiad abensaraRTiJes sheysetklatie nonoperational
data to the dajagicapnein@ s MRWRALROsra kRl dad@ld, ALHEwhhe slata ssapnerdnay collect the

non-operational data, as shown at block 1018, and send the non-operational data to the

non-operatior G4 PR CARMSTEH SRR BIBLRPI Y ReshRIG BRFaRYHA &dFkct application
may collect the2 b@ruaiesatio natidaadamstionneati Vil ckrho 2Ad ant-senddhpgpiested non-operational
data to the historian,as.sho 0 ~hhe-Ristorian receive the non;operational data, as
shown at bIo(?l%glgﬁ)@fg,i%%%%"Eﬁ%ﬁ%%o%&rﬁg%%ﬁ%?%a@égéégﬁg?v%xﬁ bloe el‘bgfé}%ﬁe gend the

non-operatiorfBf GethstaioRidomhishanydiynest AplerkdHOAS viadkhensrr et defe bos(hlago1191Figure ||
illustrates a flowpohjagnaraidBaibgeRvRAtMARAGOMSL RICESERSHIREMYNEagnerated from -

various devices based on variQus events in the power grid a¢ t via the event bus 147. For
example, the ME te’rnasa%g%\é ekcgzt%)o ERGTREHAS sstg‘ﬁa"bg‘/&?"g&%@r@ﬁ%gﬂ%?ﬂ%ﬁﬁ%aﬂon information
to the event himz asdshoWh. avblobiifylH@l r?@ﬁm&ed&;xﬁbﬂmugmmw;ﬁiégﬂ&ﬁmage, f';md may
send the fault Resag i bRGYeMMHS AcaRUnARINKLED4s IS Aubgialion nay analytics may

generate a fault and/or outage message, and may send the fault and/or outage message to the event

bus, as shown it BrRIERITD 2PNt IREIP YRS E PRGNS Sl Rys tashovpabingk, as shown at
block 1108 Anghyamiausapracesses tnesbarad datariadhgsvemonus Mdwirer Byample the fault

intelligence process, disc d.in more detajl jn Fjgur 4A-C, may send a fault analysis event via
the event bus%sogﬁ%%ngf %%‘clf(uiﬂa& Sfﬁéé do‘au aﬁ%’egéi{r(\ﬁe%ﬁé EOC%%?é%gig?a?s?ﬁﬁgtéﬂ’in more detail in
Figures 13A-3;nﬁ@isendhm outagesyesendianther eventiRisigas! sirowre at laekDRL12. The event bus
may collect g aHaHSEYFHlan b RARYASAS Difekeldd b i B R MRIEK EYSRLTIPGRSSing (CEP)

services may process the events sent via the event bus, as shown at bloc 1120 The CEP services

may process YetidrosgRR daraasmert Syetsmsibiorkh! Spekandesntd e Bicriembgomgelstreams. After -

processing byithe ORRisasgkiReaBeRRIRIR 16D berank igathgLyanishss s shown at block
1118. And the historian %)%gceiv via the event bus one or more event logs for storage, as shown at
n

block 1116. ARSS RIPSEYEIG dResi $AAY BRESREA™) Sne or more applications, such as the outage
management{&§sié¢n (O Syrontaiatioteligenos istdtianalylicsnétataas dhawenabiiosk 1122. In this
way, the eve [ﬁ he ta to.an application, thereby avoiding the "silo" problem of
not making tk?é%ﬁé%ﬁ?ﬁaeb e%b ?)ﬁ%{e%r é’g\%(l?écsg%?no é%ergra'g%%ﬁé% |g%%?1%5@{sfosfr§gures 12A-C illustrate
a flow diagram 1200 of the Demand Response (DR) Signaling processes. DR may be requested by
the distribution operation application, as shown at block 1244. In response, the grid state/connectivity
may collect DR availability data, as shown at block 1202, and may send the data, as shown at block
1204. The distribution operation application may dfstribute the DR availability 37 RECTIFIED SHEET
(RULE 91) ISA/EP '
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optimization, as show at block 1246, via the event bus (block 1254), to one or more DR Management
Systems. The DR Management System may send DR information and signals to one or more
customer premises, as shown at block 1272. The one or more customer premises may receive the DR
signals, as sWewmatiHoek 1266, and send the DR response, as shown aPbIGER22PH8§4e DR
Management may receive the DR response, as shown at block 1274, and send DR responses to one,

some o all of e ARRIANISARNAGLS 1AW il detolasen and eaarklingedpiabase, as
e bil

shown at block 1276. T ling database and the marketing database may receive the responses, as

shown at block&#282 VErse: THEHFGHUATHISHZhAMIFS 12BN A RErEion tiehedBdhses, as shown .
at block 1226 hasut 328 thReRR:resRANGRS ARCms 3ilableheamrrityio then B datacegllection, as '
shown at bloc 28. The ata collection may process the DR responses an ajlable capacity,
e shown at bIGLR P94 TIPSR (AP AEAEI R SR S At ORI 124, Th
operations datasbusimapenegeigevibeniy aolitabitity B datesposissyas dhakrl Hidnleek 1230, and send
it to the grid s ivity. T i tiy] e a,.as shown at block
1208, The recn e A e e R R BRI (oo
1206) via the spaieniaiRstiats bk (blbelke 122 OysTrYY drserruticn'dBerignels apshiestion may receive the
grid state data,(ak an Vet FBRSSRIE PorEARORUMIZAtIRDuASSHMIIEY BIREkA=AB Using the grid
state data and the DR availahility and response, the distribution operation application may run
distribution optANZABOHI denbratasRRBHER QBTELo8 ApRicAIRP BB EsgE e tribution data
may be retrieyeccbys the operatiansegtss disspsedhoyva. at block 1222, and may be sent to the
connectivity e pplication h t block 1240, The operational data bus may send data
(block 1224) tgi?ﬁgags%ﬁ%ggﬁ S%E%t%vx%%Sﬁgcgﬁ%tﬁ),nw'ﬁ?ghe%%gtrﬁ %nvgf%lgw roc{n%‘(ga‘L’oe?‘gmore DR signals

to one or moréhPRNIdHage At I8 Pstesntipdimckians iy Fisabyssn ebekommagt ddtided 8ffnals for each of
the one or morgRRManaeRMem Sustemebioak k28QA0d5804ithe DRBianls .erch of the DR

Management Systems (block 1262). The DR Management System may then process the DR signals
as discussed HBuE0 10 127 8 AR S PRREF LY SRS SesaltE AT STiaArATSY YBhiRHass to the event bus,
as shown at bhibekrl2IModhE2tGMmMunication operation historian may also send 38 REC.11FIED
SHEET (RUL §iahSA gﬁ@gg% pqlgfglllig&%%mag shoyun. lock 1212..0r .an asset
management E)e\l;]%g,s Sl/ﬁﬁé g% a Ventyg, ?nay request virt‘itjzgf poﬁ%&%ﬁﬁ%%l?ﬁ%?magtion, as shown

at block 1232smyendpbieglohitdatbhe gy shidr stansé way Vipmm dedha disHiwHoatdneskiaxn16, and send
the data to themsratisaragevaniderss msyIhown & Blosk-1218adhR Asselynanagement device

may collect the VPP data Q block 1234" rup system optimjzation, as shown at block 1236,
and send VPE"S§R&fs 8°%1§§§é%%§éfn§sggﬁ fr &t E)[%S‘éé{? f&@gﬁﬁ{g Sﬂ?}Bﬁgl?nay receive the VPP
signals, as shuankeaing|doskibes ais shovgertdbibek IPEE.signals to the distribution operation application, as

shown at bloghd 5§ TheheinbulianpResalisapalsatN SRR GRESN S Blggess the event

messages, as discussed above. 1001221 The connection extract application may extract new
customer datRrFESROWIPHP KIS E8781 4 aRpb APt e SR ReTRE P RER R caiam % at block
1290. The nevkewstaBREAIa0RAEDE $8M0,t03the DFid StEHemannesiblly ns Saweakhklock 1280, so
that the grid state connectivity may- receive.n R,cannectivity data, as shown at block 1210.
1001231 The% gp%?a B?"?ngauﬁ’é%ﬁgocﬁlnea%%lr%%{rgyé\‘gW%cghs[f@aﬁa%n% eenogtﬁﬁﬁccgﬁflé? 5% 0wn at block
1242. The oveorigdesigrealspnoagsiesériiin dishdistibilitiorkogétationthpplicaiian ddtieeoverride signal
may be sent ManAg v, n t ilinge.database, as
shown at bloﬁﬁ?gﬁﬁ%or the rr?aar] eti%%ggﬁgge?%?ggs’ﬁg\%v%%%{(glﬁ:%%ﬁ%%? ’#gg%zm Figures
13A-B illustraté ‘2ot ik Bm S 6E DMALEssixg aUaEs Ryd Aedoprbier SHELS NWaYBERS devices and
applications maycsendMEpresasiageveatiieaian B shanvi blepksal30isck30343.3%Q, 1314, 1318.
The outage events may,.be collected by the event bys, as shown,at block 1324, which may send the
outage eventSEShAHEAIRERSS BRI HPBBRLTRE RS CHRL AR PRI 5] 226 r¥&fier, various

devices and gpgligaticns moayesentyptaagbledtdition Biatusrasoshbiam dblnak &3604:1308, 1312,
1316, 1320. The R RAY %csqtji\{ga%t% q,‘q S ek gp Pials Messages, ( ock 1330), process the
events (block 13?3%), 21nd sge;}ld event data (%Fcl)cﬁ(?l%g. 'Ol%e out g"‘é‘%ﬁ’a @lgrs?éogf)lgl%ation may
receive the event data (block 1335) and request grid state and connectivity data (block 1338). The
operational data bus may receive the request for grid state and connectivity data (block 1344) and
forward it to one or 39 RECTIFIED SHEET (RULE3991) ISA/EP
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both of the operational data store and the historian. In response, the operational data store and the
historian may send the grid state and connectivity data (blocks 1352, 1354) via the operational data
bus (block 1346) to the outage intelligence application (block 1340). It is determined whether the grid
state and coNRe@¥itj*d%ta indicate whether this was a momentary, as sHOWHCALBIBER 842, If so, the
momentaries are sent via the operational data bus (block 1348) to the momentaries database for
storage (blockdB5@)thl owdraziorcil bge casais! theaiedrfbiocla 1828hsm dhthepotatagmiokse data is stored
and processed by the outage management.syste loc 22)...100 ut intelligence
processes m%?%t—:atrégé gﬁgg%%ajncig&ﬁn ﬁg%ﬁ%%Tr%]%%taaxﬁe%%%‘%gﬁn%%]g%gguiggg%gxﬁf determine
outage root cdd§é|s)atiechpotatiorsldstaiuidiiockidé it evwiags mmiligeaeaerninaintperformance

indices. 100%%@&&@9&9? oGdlsieeadaw dagrandddfoldheFaull Iaelliggpes processes. The

complex event processing may request data from one or more devices, as shown at block 1416. For
example, the mﬁe‘%%afé%m%mﬁ&gb’w%égﬁ%%lﬂ?‘{hé}éaué%i%'éﬁ ERTFHAES AT and

connectivity dada: 19 ne coRRiRYA R PEOOsssIND RS shawmahblpsket4adbaisitadioriipe historian in

response to the request may send real time switch state to th lex event processing, as shown at

block 1410, ARCTR L TEaE D PBEEE S AT BATCR e AT S Stk ot SRiAcata, and the

switch state, asmd/mdtmb@eks&dms.tﬁmmmﬁ@gﬁmawgmﬁyw_emlllé%ﬁ)‘ault data, as shown at

block 1428. F@ﬁ?ﬁta f’ﬁgg&rga%smm exeélgrxcggs%mﬁ?:Saalagho@&ggg SRUSAr B44s and substation
shown at blocks

computers, a 422, 1424, The various fault data, grid state, connectivity data, and

switch state nTegnsBIaERE WRtRESTH SRR FXIFaly HES TS BHRERTRR LRI SAY  CFisiaR¥tEEation, as shown

at block 1430 eEhe.a¥aMiaNeonaye Ao ECRV e e dyRassagamthlackiddidd and send the event
J’.he sublsat Lo} n%IQ/t{C? may determine the type of
Eity of the Fault %e

messages to wr&;%gst jon analyti .fplsot(r:KmM 63.}
event, as sho locKaAZ2. o'r?gFo &ction and COtrormaodification ever &%tibstation

computers mayoressive Bifaudtrplent veesyagessag simyweqatdsldele fg6ofkorratiothdaviypes of events,

the event may, bg serelyerlly thesevritRus (Iask J438kand senhieha camRles RYqpt processing
(block 1440). The complex event processmg may receive the event data (block 1420) for further

processing. SthsirAyesHaay gt adsic Wi gata fR i aosrRle Rtert PIPRESHiEplex event
processing, ags4fdRERGTHIHED £ E BRI ho h)stSAMER reksuseab heckqldftmAndathe Common
Information Model (CIM). warehouse may send meta data to the complex,even cessjng, as shown
o bloo 1414 B T St e BT SEt B hay e e S EURRE Lo e shown o
block 1420. Tthe exmnleh e eniagreectsing they neesivadee (bliocitate 42 eendi vy dathezpddimt message to the

fault intelligengce ppplicationiBlock: a4l 121 fﬁ,@tm&u&w%ﬁﬁmﬁ&maﬁé& faelg the event data

(block 1432) and request grid state, connectivity data, and switch state, as shown at .bloék 1456. In

response to (118 Yt et PiRekghid Srdituih i tacrmcReisi) BAd HithspLdeRisasc Biietstiiy data (block
1408), and the:histriaussend sivitatisiaterdaterdde ckolvhla)bibbies faalit jrtetigenke vateives the data

(block 1458), analyzes th ta, and sen ent data.(block 1460). The event data may be received
by the event S (e T A e e T S b R B 508 ey log the
event data (brsekyidRx satalptantigatendeiprperizatias ey stbhy thdlopekiidnaitateebus (block

1462) and seggkta Ana8rRgH: aPRicAtions Lbjorlil 5 krer f¥amelevdhenoutags intgligence

application may receive the event data gblock 1466), discussed above with respect to Figures 13A-B.
The work mafpitieneRstish(Riaskdiddole B SURIAEOR APHLE S TR IS WP oPder, as shown
at block 1468evang apthewtesiutsting4appliuatipos ey satedatrd eedikdaicevaatshawn at block 1470.

1001281 The faylt e g RGeSy o8 Y IR PSR IRISO! IN'ERIBNNG NS 916 por
all other types of events, the event may be received by the event bus (block 1438) and
sent to the complex event processing (block 1440). 'fhe complex event processing
may receive the event data (block 1420) for further processing. Similarly, the grid

state and connectivity may send grid state data to the complex event processing, as
40
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data to derive information about current and potential faults within the grid. Specifically, faults may be
detected using the fault intelligent processes. A fault is typically a short circuit caused when utility
equipment fails or alternate path for current flow is created, for example, a downed power line. This
processes &y BE¥S64T0 detect typical faults (typically handled by the cBnV&RERA AL detection
and protection equipment - relays, fuses, etc) as well as high impedance faults within the grid that are

not easily detegialieat5inekfaatisCUiRN the 1034 THR AaidntolaanceNty eesRimnapO Classify and

categorize faults. This allows for faults to be classified and categorized. Currently, no standard exists

for a systemattCSTGERANDI APromel FohREICRRIRG: 2 ReYLE Yedditf may be established for
the same and josgiEmentdd cohgitaudi-ietigensm p moessinahiin frenchasegicrizafauiis. 41

RECTIFIED S T ( E.91) ISA/EP 100130!The fault intelligen also determine fault
ocation. Faul IR A R SRR B g e T P o At 18 RS complexity and
difficulty causestdny mueispge charatteltistict ighthe giptitbutio(bbydtdrit4)ichhesamibalanced loading,

three-, two-, 2 sipgle BARE. ale AL Jack Al e sarsimedsiamenssafiferaatiyngs of fauls,

different causes of short circuits, varying loading conditions, long feeders with multiple laterals and
network configitftienrnasiviyeina: asteicheigieTrishroass Slepahfé e trsecassumier of techniques

to isli?late the |§&ﬂ{é§ﬂf i ﬁzﬁé mf@fwélw{mea&ﬁgﬁhzgfg@h&ﬁeg@w@&@&E@@&B@@M@M&ﬂ@@&&lﬂhelfault
intelligence may further raise fault events. Specifically, thjs process may.create and publish fault
events to the éégﬁsaﬂ 05 g%‘?&ﬁ?‘hgaivﬁ%ﬁ ‘8&%’8@9‘8@5@%855 @é?yef@%lﬁi?gaﬁ'(%ﬁfﬁcterized and
isolated. This mme@ﬂmaiytalﬁddok tééﬁb@ﬂﬁib&é&ummm feiteisi nggroaliadifigeid #86duplicating
faults <o that 3 Indjyidualfuls syenlndaBed S, Nanadelarbased andne.ra aygnts that are

typical during a failure. Finally; the fault intelligence may log fault events to the event log database.

100132]Figurdde Shosk iItthatEhs frl Wadriamasos bremen derdalerividbtycthesrgrocesses.

Meta-data mapagemgaipecassted Wy icipdeibantulis! arsoemest)and e aication

connectivity 8c protocql management; and element naming & translation; sensar calibration factor
management; BRY FER Iﬁﬁ‘f@“ﬁr?hﬁ? %ﬁl%%%}'dg% ?ﬁg‘ﬁ’é} éﬂ%%%ﬂtal%é% 5%‘8ﬁﬁ@%%%f§f’8%ct application
may request basei eothaestvityattatbloas shtyniarbicakabb02 withesGeograplgerbafbifdtion Systems

(G1S) may reophis g igheshbleai i Ao send daiadonde s ROTSAINEY gect applicaion

(block 1512). The base connectivity extract application may receive the da lock 1504), extract,
transform and 968 aathapeibisdc)igfd 48 d%é%?ﬁé&%’ﬁﬁt&%& ESpiYeEhvity data mart
(block 1508). thercesnestinbydatslvartiaay thereafter receive the data, as shown at block 1514. -

[66128] The fault intelligent processes may be responsible for interpreting the grid
ﬁata to derive information about current and potential faults within the grid. -
Specifically, faults may be detecied using the fault intelligent processes. A fault is
typically a short circuit caused when ixtiiity equipment fails or alternate path for
current flow is created, for example, a downed power line. This processes may be
used to detect typical faults (typically handied bry the conventional fault detection and
' protection equipment — relays, fuses, etc) as well as high impedance faults within the
grid that are not easily detectable using fauit currents.
[00129] The fault intelligence process may also classify and categorize faults, This
allows for faults to be classified and categorized. Currently, no standard exists for a
systematic organization and classification for faults. A de-facto standard may be
established for the same and implemented. The fault intelligence process may further

characterize faults.
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1001331The connectivity data mart may comprise a custom data store that contains the electrical
connectivity information of the components of the grid. As shown in Figures 15A-B, this information
may be derived typically from the Geographic Information System (GIS) of the utility, which holds the
as built geogvaptueel devation of the 42 RECTIFIED SHEET (RULE 91) ISATEPS88Mgfi#énts that make
up the grid. The data in this data store describes the hierarchical information about all the components

of the grid (syfeatsgion, Taedl sRsliRRnseame pl DERRGHHSRLHOBc Al IHEAkEL gElgser, switch, etc

- basically all the assets). This data store may have the asset and connectivity information as built.

[00134) The RS GRUORFRSERIBRR Mo as b sk dueririts high goppisuistls, as shown at block

1516. The m@igelata eaialaaseumayeraceivetheiceanas dRleskdidsandssendsmeta data (block 1526)

The meta data extract ication may receive the meta data (block 1518), extract, transform and load
meta data (b‘fgéﬁli%)?gﬁﬁl%’e%ff?ﬁé@ﬁétgngaﬂﬁ% 'tﬁ@aﬁfil?ﬂt \f@ﬁ ouse (block 1522). [001351
The CIM (Commwos infenmatiens\ibife}dajasyafdholiseliffayihemsiod therdatauias shown at block

1528. CIM i iliby: rd formats for representing utility data. The INDE smart grid may
facilitate th?&\ﬁgjﬁ%ﬁ §#ﬁj§$§§rﬁ§%ﬂ%#%rf§ %E%ergsmgﬁtrarlg %eailahctl |%§/asrfgrﬁl %War%(ormat And, the CIM data
warehouse ré@iyfiisiitans thet eormerdisnrodnind H kisaeiiedanableotie osanonerfornudts, such as a

prescribed Uit sianearinimal MAGL The:aseshexiantaPRISALOR MY [E9HSs) Jyformation on

new assets, as shown at block 1530. The asset registry may receive the request (block 1538) and
send inform&{i8%dn the new assets (block 1540). The asset extract application may receive the
information ¢aotisa hewrasseis (eltikehb3Ma eRirant transtanin asaidoapaRANoaks1534), and send

information qn the new ases%ts %%%E%Wag ta warehquse b{ogk 1536). 0% 371 The DR connectivity

{
Process may Create an SYENIs [0 e evenis pus £ .
extract application may requeat DR connectivity data, as shown at Biock T8422FR&Bperational data

bus may serii$tgvct Rlewsiind haiszerredr sherastanatieandasodaind ddtishuse;sasnshalen b¢ block 1548.
The marketipg, B@@mauer&&givﬁﬁt@}ﬁag?wﬁﬁr@LQ%%QE,%%H%%J@%WQaJPad DR connectivity

data (block 1556), and send the DR connectivity data (bloc he operational data bus may
send the DRUBKIEEAHY FXERtS S rRRLSHHEGR R istrbrted midatan asmek B350F The DR
connectivity igyitat tapplcatitaren Sinabeite thetDRtonneetiviy datmbloaatad4heand send the DR
connectivityeql_,ate} gglo&ﬁl%a%gséle& via the operational data bus (block 1552) to the grid state and

connectivity Dﬁ/?, WHiCh storés the DR connecti vity data (block 1560). 43 RECTIFIED SHEET (RULE
91) ISA/EP [00132]  Figures 15A-B ilustrate a flow diagram 1500 of the Meta-data

Management processes. Meta-data management processes may include: point list
management; and communication conxnectivity & protocol management; and element
naming & translation; sensor calibration factor management; and real time grid
topology data management. The base connectivity extract application may request
base connectivity data, as shown at block 1502. The Geographic Information Systems
(GIS) may receive the request (block 1510) and send data to the base connectivity
extract application (block 1512). The base connectivity extract application may
receive the data (block 1504), extract, transform and load data (block 1506) and send
base connectivity data to the connectivity data mart (block 1508). The connectivity
data mart may thereafter receive the data, as shown at block 1514.

[06133]  The connectivity data mart may comprise a custom dafa store that contains
the electrical connectivity information of the components of the grid. As shown in
Figures 15A-B, this information may be derived typically from the Geographic
Information Systemn (GIS) of the utility, which holds the as built geographical location
of the
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WO 2(109/136975PCT/US2009/000888 100138]Figure 16 illustrates a flow diagram 1600 of the
Notification Agent processes. A notification subscriber may log into a webpage, as shown at block
1602. The notification subscriber may create/modify/delete scenario watch list parameters, as shown
at block 160:glewysfyage may store the createcUmodified/deleted scexiavicspuadaindgss, as shown at
block 1608, and the CIM data warehouse may create a list of data tags, as shown at block 1612. A
name translat@apoiestmay: akslateibeta agmdomthaiste dane(Bieskut6 Iifh) and send the data
tags (block 1616). The weh page may send the data tag list.(block 1610) via the operational data bus,
o reconeR T AR S0 TEA BRI B0y ARBETE 1008 RPARATIH BBeFE Block 1604y The
notification ageofiseieyesrth&disichh loekc G 6)rovillislatds g lovergesittie ists fakicki|¥628), and

checks the hif‘t%orian fc%r tli;iccgattion scenarﬁ% é%OCk 1t6303. If exc lltioQ{%cgnmaaggpirqgstge. cenarios are
ocC

5e15). L ata store ma S55¢ CONNeECtl e
found (block %% a notification 1s sent %343 The &vent bus receives the notiication (block

1618) and sefffd &b thEhnenitiealith suisstritdicilocknan 28)ucshmetatfitaforgddbssribes may receive

the notification,uia-2PEeSeEr esh me i healah Ad et S e LRICPRONR fll flfociBs A9 WN at block
1606. 1001391 Figure 17 illustrates a flow diagram 1700 of the Collecting Meter Data (AMI)

processes. TR Aea st dPIprty gl e SR a et ria prEre @Rt icAHeSHEY FPeRi JBR 1706. One or

more residentiguneiarebay caligctiesidentiatimataidiaialindaspengsdathsamanastdaock 1702) and

send the residential meter data ck 1704), The cyrren ector may receive the residential meter
T At s T8 RN GAEEe B |

data (block 1 € operationa ¢tk 1710). The meter data collection
engine may r¢¢fiidst comimdrbidl(@nchimaiubtfraimrieie Madel ) astsharhatdel ocly 122%tédne or more

commercial a&@%%?%%%ld@ﬁ?ﬁlg&% g,%l‘e&tfgpm@i%g@r_ %@%gﬁggda%{?gﬁgﬁzin response to the

request (block 1 send the commercial and industria . The meter data

collection endgfrscssaytesEiliy gecothridiefarmas Bl Birnfandieredheaveildility 24) and send it to the

operational dates RS ark HRBIMARQHAG Theiparationpiaala busdN@Y tasgiygdesidential,
commercial, and industrial meter data (block 1712 Wend,t e data (block 1714). The data may be
received by tREFHIAEFIRE FAFBEAG 4 AT BIoROE TR U A4 BRFREENERIBy the biling

processor (bléwkniZ] 8)¢indsiehpraayibedunilibessexintd fonaar more systems, such as a CRM (customer

relationship rigtpas R, sstem (lpgl,ZaM M14AAL0R RRsEAPIIYAlGessesmay further

include remote assét monitoring processes. Monitofing the assets within a power gfidS may prove

difficult. Theréhewsy HdideketeAf pARforsd IR HONeY FhElvsshsawhamidiosiel vy @xbensive. For

example, subsiatias-mavch chitR ReWassHiaBIINEIS0iCoBtnss s wards: apsilcmiipnkyand circuit
breakers. Oftentimeg,}eu}t{igiies would d% little, if ang@in%lig }L?ae w%\%ﬁof analyzing the assets and

maximizing tHE°RE B e AR AR HHE YOS Y i LYOpTeamy #5%i08tre that the power
to the consurdam\idscinAfiddied Spd cifioalistidshentitynevasstocusat -0Dibt Heduleekspections (which
would typical%ngqrs%)pre-determined intervals) or "event-driven" maintenance (which would occur if

a fault occurred in a portion of the grid). o
{06137} The DR connectivity extract application may request DR connectivity

data, as shown at block 1542. The operational data bus may send the DR connectivity
data request to the marketing database, as shown at block 1548. The marketing
database may receive the request (block 1554), extract transform, load DR
connectivity data (block 1556), and send the DR connectivity data (block 15 58}. The
operational data bus may send the DR connectivity data to the DR connectivity
extract application (block 1550). The DR connectivity extract application may
receive the DR cénnectivity data (block 1544}, and send the DR corméctivity data
(block 1546) via the operational data bus (block 1552) to the grid state and
connectivity DM, which stores the DR connecti vity data (block 1560).
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100142]instead of the typical scheduled inspections or "event-driven" maintenance, the remote asset
monitoring processes may focus on condition-based maintenance. Specifically, if one portion (or all) of
the power grid may be assessed (such as on a periodic or continual basis), the h‘%glth gf the power
grid may bemééla.“[z{bms] As discussed above, data may be genera e%Tg{S\%éng{?g 6%rtions of the
power grid and transmitted to (or accessible by) a central authority. The data may then be used by the
central authgpity3Bjordehigedeteminadhe healthagfdne gotl oApabaitanalyzseg:the health of the grid,
a central authority may, perform utilization monitoring. Typically, equipment in the po grid is
operated usiy & iderai 15%*1‘8{%,%&’3??&%%’_ ’E‘ﬁ"(eq?ﬁ e e‘égliz)?wasg%?{)é&o?gr{ﬁ&t?%ﬁ%)}v%%npanies are
conservativelhy natfiratancsieeld bermain tatatponei igdtiete cosiame mwithifisa peidenanasgin of error.
Another reasen for i0js 5 (' e yiliby.companies monitaring.thearicmay agLpg aware of the extent
a piece of equipment in he power grid IS &ﬁz’g Utized For example, 1t a power company is
transmitting pewaercivaoyhis, paskowarfdiodr Bifuinthdeond detmpaehonsaymptcheaie a means by
which to knop{ e RsIDUetBRNGE QRGNS UTH AL UG SEASEAICUhAIOL SAMPlR, the feeder

circuit may become excessively heated). Because of this, the utility companies may be underutilizing

one or moredsétieisior i envian ghlechWE £ou9) s3Bbhs PaT s AbbsiobbEEs 1bo ki Utilities also
typically speaygh@&Qpégaer@#alea@mgng%m@mﬂmm Afdicapasty e ReNenerigsince the load on

the power grid has been gt;rowin,g (i.e., the amount of power consumed has been increasing). Because

of the UtilitieSSRjMeT dcdate mike! (hipthiPadbambspinndt (QrieumidiationfgsH sPiasimple, feeder
circuits that agznotiopeiaiiGneancanasite-raahbtsethietassdxe)updidsies b raeqrddatoring (i.e.,
bigger wires are Jaid in the feeder circuits), or additional feeder circuits.may. be lajd..This cost alone is
considerablel.lsﬁ)@ 1%%«3’%?%5 4 Ssti’tg I)ﬁlstr‘l)l%ﬁr%rﬁr%tgé%s%éosnr%caef/iarrhlg% o@%aﬁ%@'as%ects of the
power .grid, suchpasn{pacialyz ihg mansasséb#mh{ﬂicmkdrﬁé@: murefperiions xlwhﬂ(é.lgcid;. (2)
analyzing futyye,ssset el of ne;omereRerions Alis 96tk And (hanalyzing utiization of one or

more portions 0 the grid. Flrst, one or more sensors_ ay measure an transm_lt to remote asset
monitoring pretEsaEenfGraEPeo GEaekrhiFd héeurpditichdan RubFeRE P aPAE dRSEDSHSN of the grid. For

example, a SERFRLAEN3, ROWREHARS R MAKRIPYdean infisalar afdte baalthcbymeasuring the
dissolved gases on the transformer. The remote asset monitoring processes may then use analytic

tools to detefHAWE ft e ar portion of the grid (such as the power transform is healthy or not
healthy). If thjegasjculaizpartigninfsthe-grhdisndhpealthyothe particulaciperionsefiba grid may be
fixed. (0014 eover, the remote asset monitoring processes may analyze data, generated from
porions of 118 STV GHER 1d BReHEE T CT L BELe R oh o BT T 8 LA ere are
things that causledtrE&s o etestrivakgerisonenis:t@hensirest daictendanagl notereléssarily be constant

and may be [pigrmitent, The, senaqrmay Aravide anipdisaionel hesiess Alappsigylar portion of

the power grid. The remote asset monitoring processes may log the stress measurements, as

indicated by Tihe seresrcalestamunisfdnas sxndestiagnsite dat Ehsiit tdOSreuit 6the future health of

the portion offhe: ReweaHid dRanexaBRiR 1t Tempimass hmepilesing RHsessRs may use trend
analysis in order to predict when the particular portion of the grid may fail, and may schedule

maintenance SAUSAATRESE IR PO ARSI R A ARsBRvREH Mhee J&?t?ulé?’ﬁdﬁlg‘r‘?’i?f the grid may
fail. In this waymther¢eineieiadsatim onitering-progessesmmayr¢atdiet thaukfe0hapadicular portion of
the grid, andrgglﬁlgnse to the request (block 1728) and send the commercial and industrial meter

data (block 1730). The meter data collection engine may receive the commercial and

industrial meter data (block 1724) and send it to the operational data bus (block

1726).

00140} The operational data bus may receive residential, commercial, and

industrial meter data (block 1712) and send the data (block 1714). The data may be

received by the meter data repository database (block 1716) or may be received by the
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determine if the life of that portion of the grid is too short (Le., is that portion of the grid being used up
too quickly). 100147 1Further, the remote asset monitoring processes may analyze the utilization of a
portion of the power grid in order to manage the power grid better. For example, the remote asset
monitoring pfét&¥8Esiay analyze a feeder circuit to determine what its Sﬁﬁgﬁﬁﬂé’%g}g%ﬁty is. In this
feeder circuit example, the remote asset monitoring processes may determine that the feeder circuit is

currently being;eperatedatd4. Thestemats assahmeniteriag: RisRSsendRayyRihgr recommend that
the particular feeder circuit may be operated at a higher percentage (such as 90%), while still

maintaining EEEISAME ¥aRE MsTgirat TibiR UREEEE SHRBH R Ffodeddes may thus enable an
effective incre@ss jn capasiyesiataltieuehsanalyziogihandilidationolOfidghMetiaaiology for
Determining Sé)ecific chnical A[{:hitecture %001491Ther arervarioug. ettftodgqlg%iesafor determining
the specific fEEARICAI QERETHATHIAY U2 S8 SEH” BREIPETTRE SiEMents 6F the INDE
Reference Archiféctmteroftenmethiedalogy midy smekidévehpluratity of stgpssiistl er baseline step may
be performed in generating documentation of t | f utili eadiness assessment
for transitione¥8%% mséﬁsgﬁgx}gg%ﬁl&?g(%e%%ﬁge}r%gﬁ%ég {fé%%’?lt o%%%p'g#%?%ge%ggfor_med in generating
the definitiomdfitg, wbeistaiicbarididise Odterilenasgiilitpseres b dgditdethissrsheng 001801 Third, a
solution devwaps@‘éiﬂa@&%&%%ya?&te%H@@m%mgnﬁé%@%t@&%@&@@i%%&ﬁ%@%@% architecture

components that will enable the Smart Grid including the measurement, monitoring and control. For

the 1INDE arHfie st was il igda e thadsamay ede s comsissthitiraibintgwork to pass

data from thgdeiieasyiabad NP K4 QREPOhaRplsataNSs & dNRE ARG I2Qapalsations to
persist and react to the data, analytical applications é&) interpret the datag,#g%data grchiteoture to model

the measurdl4h ARSI ETEINFA P BRI QG r TSR SFOrTE R A3 B Y SRR S

nd fformation
between INDE &nd: wilitnsystemsyithen e elady infrastructure to run the various applications and

databases and {pe stapdards Ihat may.he fpllowed 10 enpble anindustyy,siandard portable and
efficient solution. %Ofgfﬁabur ,a VAIGE Mode ing may be performed in generating the definition of key
performancerifidicators.dhdrsucte ssstictorsiformhprSremes Grid Srgiive dnrgiéntentatibn of the ability to

measure ang, (aie 106y I RETOMalRs,8aRRTh I das g%&%ﬁ‘%ﬂ@%ﬁ? frelars Jhe disclosure

above relates to the Architecture development aspect of ste 1001521Figures I9A-B illustrate an
example of éSBﬁlFe'ﬁﬁrﬂ*i‘t %)pggpéi&qr&ﬁrgmi@ms), the health of the power grid may be

improved.

[00143]  As discussed above, data may be generated at various portions of the
power grid and transmitted to (or accessibie by) a central authority. The data may
then be used by the central authority in order to determine the health of the grid.
Apart from analyzing the health of the grid, a central authority may perform
utilization monitoring. Typically, equipment in the power grid is operated using
considerable safety margins. One of the reasons for this is that utility companies are
conservative by nature and seek {o maintain power to the consumer within a wide
margin of error. Another reason for this is that the utility companies monitoring the
erid may not be aware of the extent a piece of equipment in the power grid 1s being
utilized. For example, if a power company is transmitting power through a particular
feeder circuit, the power company may not have a means by which to know if the
transmitted power is near the limit of the feeder circuit (for example, the feeder circuit
may become excessively heated). Because of this, the utility companies may be

underutilizing one or more portions of the power grid.
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Specifically, Figures 19A-B illustrate a process flow of the steps that may be undertaken to define the
smart grid requirements and the steps that may be executed to implement the smart grid. The smart
grid development process may begin with a smart grid vision development, which may outline the
overall goal¥8t & HIBIELt, that may lead to the smart grid roadmapping BFJ&E%%";"%‘H% ¥¥admapping
process may lead to blueprinting and to value modeling. 1001531Blueprinting may provide a

methodical gRprpgch tﬂﬁﬁ?egﬁfi@{%%?cggy‘ﬁ}é{ﬂ%r%&{@d@é% GRiext Gif hmantiaadtility enterprise.
adma

Blueprinting may include an overall ro p, which may lead to a baseline and s&stems evaluation

(BASE) andCRp3HEqRitisReta gamtnss Bisd ead0p1be Revseigi (RO REY #IY RS pifcess may

create the dgtajled sefinitienkthe.ytiHityis-specific.smart Bechud0QL Bl TheRASEmpraress may
establish the starting point for the utility, in terms of systems, networis, éiea/ices, and ﬁ;éplications to
support smartiHE EFAREREE HREME 5T BRIREHFIHE s 1 B ARPS oS L&) SRS I ntory of the
grid, which eray.snciider G icbskreigia iy suchnda grtiesationpianshissioolides|oiaggiission _
Substations, st ensmnian WS SSIEPLLon SHRIaliRns, HSLBUION(ERIRID pujipge classes); grid
devices (suchPas' switeries, ¥6cibsts: tapacitors, regulators, voltage drop compensators, feeder
inter-ties); stibstatisrulautomnatisii¢saidgh.as IEDs, substation LANS, instrumentation, station
RTUs/compyigigl disfrpyl qion dsueh a5 capaciior apdssyiteh;sonigl Jayk igplation and
load rollove c%{r?té I_S;SIE égc%é%gé%l%agtgon?sytsten% DCMS; De?nyand Il?espoﬁlse Mrsgnagement System);
and grid sermsorer(@uditah sensoraypEsinarrvurts atssbBe GRSt RURPIEIRISPEHYS, on
transmission ines AR, sHbRIRIoNs): Sle. BNRe Hae iNVBRIYDHD RoRRIRIgrANaYlIation of the utility
against a high level smart grid readiness model may be created. An as-is dataflow model and a

systems diadpahzinayHisaiee efeater MAE RNRE R &Ry b MMAREI Pro@s&nay develop a
preliminary smaarhesidieshniealserahiieste: farthautilityiy parobinintheidntordaationnkom the 48
RECTIFIED SHEET (RULE 91) ISA/EP BASE process, requjrements and constraints from the RDAS
process andBfié& qﬂ@é@?ﬁ@ﬁ%@ VLA AR Ilgnpor%%ﬁ (%ﬁléﬂ:jgc% Nical Brenitectire that meets the
specific needeved:thenufiity and thatidkes adi@ntagsiofithe thppropriste teghedisystarhs and that
conforms to fhe consiranis Al £t at ey, s, s NBE Referanae Ajghitecture may avoid

the need to ﬁ%?%sn; a custom architecture and ensures that accumulated experience and best practices
are applied anthaicevaicpirintoihi dsiresicuerrytigse bisuadhaithassbrBBNEan make

maximum usg, efseysable st widassels. H0Rdpaidhersanser betworkiaishitestarg gonfiguration

(SNARC) process may provide a framework for making the series of decisions that define the
architecture Bf RUIHBLRIGSEIGNRERbMeToPSHRSEM grid support. The framework may be structured

as a series ghoipgisionkeesyeath esinniedstearprcificcaspest et sensanatgtwarie architecture. Once

the decisions have heen made, a sensor network architecture diagram may be created [001571 The
sensor aIIocg%crlfa\t/?g%@sné ﬁgﬁopesc%?r{s%fg (SATS %mrﬁ(r%%e%g ma;;"paf%s\?ic?éea ré)?n%é\?vork for

determining prowomarfytsegrsdrs bhouid:Heiptaced gatuﬁheteﬁssribmiemgri’d_l toroptaima. ghten level of
observabilit, SUDIEELIR SOSLARRRLAINIR T BISBOERRSHAY.0160 MeleHAe. . Seerdypes and

locations. 1001581 The solution element’evaluation and components template (SELECT) process may
provide a frammevRsPKifsraavaristion GTEs sl eompuHENeRREE Ahet phsRENS LHdsifRttemplate for

each compopgniiclass: hbsitsmplaiesnaycantabraelawpcr-modekdarspegifications,for each of the
solution elements. These templates may thhen be used to request verclidorgu tatio%s ?gd to support
vendor /prodﬁ& Wﬁﬂﬁgﬁ% g_nci may analyze the stress measurement to predict the future healt

of the portion of the power grid. For example, the remote asset monitoring processes

may use trend analysis in order to predict when the particular portion of the grid may

fail, and may schedule maintenance in advance of (or concurrently with) the time

when the particular portion of the grid may fail. In this way, the remote asset

monitoring processes may predict the life of a particular portion of the grid, and thus
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j00159] The upgrade planning for applications and networks (UPLAN) process may provide for
development of a plan to upgrade of existing utility systems, applications, and networks to be ready for
integration into a smart grid solution The risk assessment and management plannin (i)RAMP) process
may provide‘%ﬁ @Q@é%@%ent of risk associated with specific elements of tﬁgjglg%?azratﬂg Nt eBlution created
in the ARC process. The UPLAN process may assesses the level or risk for identified risk elements
and providegeasasiion dlanftaregucsstnediskihetale e stlibrqpenit:do-artivildOmt The change
analysis and management planning (CHAMP) process may analyze the process and organizational

changes thaf 8588 Heddd 38 aHE Wity to realize the value of the smart grid investment and may
provide a higielevg| mensgementgphactassarnyoaubthgsgrelmagasdn amaignnde syehronized with the

Smart 0rid dep e e SHAMETcsaz A estll i AQUERIY RENI denelalgd, 1001001The

roadmap in thé Paitd o eﬁil%g process may lead tO' S ecfy?ng vafue metrics, which may lead to

estimation ahcostnand:kenefisitThegstinratommayiebdde fhedbutiding of deteronmmorbatases, such as

arate case ﬂggg%vst}g%%% SRAS WNIERN WEABKISRA e ARE SaUELOG AYIRY A Dlueprinting
odel nPay e

and the value ‘sent to the utility for ap_proval’, which may result in utility system
upgrades armiosasaes GHy delsiovinteibel Hisdersieretoetidhoasmmtiz Semearwiaie dh&%rid may be

designed, byilf.a04 testech: anshiRen opesateds[0Q1 Glinhile dlisene ntianiashramshown and

described in connection with the preferred embodiments, it is apparent that certajn changes and

modification©FHAGHEh TSP AR GH A P ghevRRER 188 febat SHY the'BiEgiE e atures of this

invention. Inaggitiamdhecepars cmanydiferant typesrah eanapitanseftyyaie mockhasware that may be

utilized in practicing the inyention, and the invention is n?tgll'hrgite to the exal doéﬁidt?!%%ribed above.

The inventioNtWA8HEEER SEE It FSTSRERLR TEPARYY SHPSY MbOIR Al &Bifations GF dperations that

are pe_rformqaﬁl]tbya;ne Mempmbgpmmwﬂammm Twﬂhh&hﬂdér.ﬁmdf‘that such a_cts and

o a5y e AR UIRlian it RioRERAITG WAl AL G SlREURNITO R Ol ectrice stanals
ata 3 df storm

representin L n a structured form. This ma pulatlon tran rms the data or maintains it at
locations in tehitestioriheysteret the. clebrrotieldelise clvmentiedhfifures Belstretivise alters the

operation of g glesienieifeyisedacd-manng ielundsisiond dyihseskillabittne ai, The data

structures where data is maintained are physical locations_of the memory that have particular
properties dEHYERE By RETR i BRE LI YRR PV I SAkBed i théW8rR going context,

it is not meapfatireesimitingnenas ihosemefiskilldn: thaaroMl. apareciaterdhairthe: actga@indioperations
described mag also he im Iemecpted in h%:dw re. A%xlzc rdin % it isbthe inteng%\eo%{ %hxf Applicants to

; R o) [e] - d. .
protect all vanations B nioacatisr Withirrthe 33 .8‘5‘8‘6& of the Srse{%téen Ainvention. 1t is intended that

the inventiondoeidefiagd toyethefollewirg. claims, including all equivalents. The claims defining the
invention arq s dglowsh /A JBfRARlRnJTamenak far fasllAliag camm yBicalian, oha plurality of arid

and powel system components with a central power grid authority that manages a power grid, the

5Splurality of Gefendifn poWeselstemaEdHipURENtsBBATRIITeBa0db farbte BpSraatriditata and

including the measurement, monitoring and control. For the INDE architecture, this
may include the measuring devices, the communication network to pass data from the
devices to the INDE CORE 120 applications, the INDE CORE 120 applications to
persist and react to the data, analytical applications to interpret the data, the data
architecture to model the measured and interpreted data, the integration architecture to
exchange data and information between INDE and utility systems, the technology
infrastructure to run the various appiications and databases and the standards that may
be followed 1o enable an industry standard portabie and efficient solution.

[60151] Fourth, a value modeling may be performed in generating the definition of

key performance indicators and success factors for the Smart Grid and the
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event data within the power grid, the integration framework including: an operational bus
configured to communicate the operational data to the central power grid authority, the operational
data including at least one real-time measurement of voltage, current, real power, or reactive power for
at least a paf 8f2{l§&'136%er grid; and 10 an event bus configured to comnRéifitaeedHed@Fent data to the
central power grid authority, the event bus being separate from the operational bus, the event data
being distinct fraptemesierivertiicansiling ek ime measw e epianhiHting-aidaast mae analytical
determination(?ss.to o]e (?fgtion ofglc% ower g idcfased En the at Ieasé}%ne real time measurement,

ired periommance { RIS SpBIALSRRIERI and not the event

15wherein the Spera I0nal busis configured 5 oMb
data, and devadopmsaiteseentbuspis .configured to communicate the event data and not the

operational d Adateqrafion i laim |. further in¢luding at.least one switch
configured toﬁa{‘égz?e at g&%g‘grtgg%%ﬁg% %l;a?é%l%%?pgﬁg %??gﬁf)en{ﬁg 550 the %%@klé?ional bus.
253.An integr&mett ficatie gk esctttdidlusteith emehsiss Klomoditne 31 ibet imastudting a router

configured to aRaluzg.atleasia patahdaias repived and:ip Eﬂyg(%leﬂ"s%%m? &1 g operational

bus or the event bus. 4. An integration framework according to claim 3, whérein the router is

configured to SOMRRIRBENLIR LT %o L e FiAther eV aBterhAMS SHhBERESI ROt the data to the

operational  smart grid vision development, which may outline the overall goals of the project, that
may lead to the smart gnd roadmapping process. The roadmapping process may lead
to blueprinting and to value modeling.
[00153] Biueprinting may provide a methodical approach to the definition of the
smart grid in the context of the entire utility enterprise. - Blueprinting may include an
overall roadmap, which may lead to a baseline and systems evaluation (BASE) and to
a requirements definition and analytics selection (RDAS). The RDAS process may
create the detailed definition of the utility’s specific smart grid.
{00154] The BASE process may establish the starting point for the utility, in terms
of systems, networks, devices, and applications to suppoft smart grid capabilities. The
first part of the process is to develop a systems inventory of the grid, which may
inchude: grid structure (such as generation, transmission lines, transmission
substations, sub transmission lines, distribution substations, distribution feeders,
v'oltage classes); grid devices (such as switches, reclosers, capacitors, regulators,
voltage drop compensators, feeder inter-ties); substation automation (such as IEDs,
substation LANS, instrumentation, station RTUs/computers); distribution automation
(such as capacitor and switch control; fauit isolation and load rollover controls: LTC
coordination systems; DMS; Demand Response Management System); and grid
sensors (such as sensor types, amounts, uses, and counts on distribution grids, on
transmission lines and in substations); etc. Once the inventory is complete, an
evaluation of the utility against a high level smart grid readiness model may be
created. An as-is dataflow model and a systems diagram may also be created.
The architecture configuration (ARC) process may develop a preliminary smart grid

technical architecture for the utility by combining the information from the
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" bus or the event bus. 5. An integration framework according to either claim 3 or claim 4, wherein the
router is located at the central power grid authority. 35 6.An integration framework according to any
one of the preceding claims, wherein the operational bus is configured to further communicate
non-operatio‘ﬁgll’ﬂﬁ?zl,sfﬂ@ non-operational data including at least one of pB&BP&%%?ﬁf%“ﬁ%’iNer reliability,
asset health, and stress data. 57.An integration framework according to claim 6, further including a

service bus ediEWeeLQ canmisaiakeiwaenithe SoRtiak pawes gridavhirriteange billing system,
the service Qus_being separate from the operational bus and the event bus. 8. An integration

framework aCEOTIG (O SMFEIHES 3P IS PIECR B Eal S DU FRPETH RS S His SBEEF bus is operatively
connected ta.arioppiationiaydaidhtotage databage anthémppleasitenaefasy avtagenmhaagement

oy, SRR RISHSH A 01 8 Stion MGG R An e
Architecture may avoid the need to invent a custom architecture and ensures that
accumulated experience and best practices are applied to the development of the
solution. It may also ensure that the solution can make maximum use of reusable
stnart grid assets.

[66156] The sensor network architecture configuration (SNARC) process may
provide a framework for making the series of decisions that define the architecture of
a distributed sensor network for smart grid support. The framework may be structured
as a series of decision frees, each oriented to a specific aspect of sensor network
architecture. Once the decisions have been made, a sensor network architecture
diagram may be created.

[00157]  The sensor allocation via T-section recursion (SATSECTR) process may
provide a framework for determining how many sensors should be placed on the
distribution grid to obtain a given level of observability, subject to cost constraints.
This process may also determine the sensor types and locations.

[00158]  The solution element evaluation and components template (SELECT)
process may provide a framework for evajuation of solution component types and
provides a design template for each component class. The template may contain a
reference model for specifications for each of the solution elements. These templates
may then be used to request vendor quotations and to support vendor/product
‘evaluations.

[06159]  The upgrade planning for applications and networks (UPLAN) process
may provide for development of a plan to upgrade of existing utility systems,
applications, and networks to be ready for integration into a smart grid solution. The
risk assessment and management planning (RAMP) pmcess may provide an
assessment of risk associated with specific elements of the smart grid solution created
in the ARC process. The UPLAN process may assesses the level or risk for identified

risk elements and provides an action plan to reduce the risk before the utility commits
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150peratively connected to the operational data storage database and to the outage management
system, the energy management system, and to the distribution management system. 10. An

integration framework according to any one of the preceding claims, wherei ﬁg t bus is
operatively RALEEE T an event log storage database and to at least or]i)eC %/ ang%%é?gge

management system, an energy management system, and to a distribution management system. 1 1

An integratian fameNerkiascrHipg 4. 6/8ikid WheSim e BxeilhpUSHOIR givelys connected to

the event log storage database and to the outage management system, the ener manaaement
system, and 1 REHER IBGAGR FRaE SHEHE &) RHBH T EEA IR ABFA S A bo! g

S FAITGo! according to any
one of the preeedingictai@se bithe sinalughiddnvestment and imepvaoenisplddgividvehe operational bus and

the event bus and configured o recelye 30and store (e operational dain,{ig ASpYSh ygiher configured

to: analyze fhe" Operatio A& Wit res’?c?gf:tC 6t Teast One rulie?/generate at least one event based on

the analysisgahdeployment. The CHAMP process may result in a blueprint being generated.
[00160] The roadmap in the value modeling process may lead to specifying value
metrics, which may lead to estimation of cost and benefits. The estimation may lead
to the building of one or more cases, such as a rate case and business case, which in
turn may lead to a case closure. The output of blueprinting and the value modeling
may be sent to the utility for approvai, which may resuit in utility sysiem upgrades
and smart grid deployments and risk reduction activities, After which, the grid may
be designed, built and tested, and then operated. |
f00161]  While this invention has been shown and described in connection with the
preferred embodiments, it is apparent that certain changes and modifications in
addition to those mentioned above may be made from the basic features of this
invention. In addition, there are many different types of computer software and
hardware that may be utilized in practicing the invention, and the invention is not
limited to the examples described above. The invention was described with reference
to acts and symbolic representations of operations that are performed by one or more
electronic devices. As such, it will be understood that such acts and operations
include the manipulation by the processing unit of the electronic device of electrical
signals representing data in a structured form. This manipulation transforms the data
or maintains it at locations in the memory system of the electronic device, which
reconfigures or otherwise alters the operation of the electronic device in a manner
well understood by those skilled in the art. The data structures where data is
maintained are physical locations of the memeory that have particular properties
defined by the format of the data. While the invention is described in the foregoing
context, it is not meant to be limiting, as those of skill in the art will appreciate that
the acts and operations described may also be implemented in hardware.

Accordingly, it is the intention of the Applicants to protect all variations and
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send the at least one event to at least one of the grid and power system components to trigger
self-healing within at least a section of the power grid. 35 13.An integration framework according to
claim 12, wherein the server resides in a substation of the power grid, wherein the at least one event
triggers a mW&?f?é’ﬁ?(&?ﬁg)soperation of the substation. 514.An integration fF&%’éR%F@ﬂ%’%“é’é%?dmg to claim
12, wherein the server is further configured to generate a work-order for transmission to the central

power grid aierity:ide AiMeted iau cemewnisang AParaianal andevenldaiga.iram a plurality of
gridand , power system componentlz to a central power grid authority that manages a power grid,

the 10methdHYFRYG8iRG e M HSIRARKY e St Barngitardic<iily 4B perational data to the
central power grid authority on an operational bus, the operational data including at least one real-time
measurement of voltage, current, real power, or reactive power for at least a part of the power grid;
and 15communicating, at least partly wirelessly, the event data to the central power grid authority on
an event bus, the event bus being separate from the operational bus, the event data being distinct
from and derived from the real-time measurement and including at least one analytical determination
as to operation of the power grid based on the at least one real time measurement,
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20wherein the operational data is communicated via the operational bus and not communicated via
the event bus, and wherein the event data is communicated via the event bus and not
communicated via the operational bus. 2516.A method according to claim 15, further including:
analyzing at least a part of data received; and routing the data to one of the operational bus and the

event bus. 17. A mﬁ'ghod. ac ofrdin to.either claim il?l or 16, wherein the operational bus further
. e claims gde inig h mmmron are as fo ?.ws: . .
30communicates non-operational data, the non-operational data including at least one of power

quality, power reliability, asset health, and stress data. 18. A method according to any one of claims

15 to 17, wherein the grid an/BoWRh SEHERE IR PRSI ETNREREHA NP S Ml meter

network device. 35 . : , ,
power system components with a central power grid authority that manages a power grid, the

5 plurality of grid and power system components configured to gencrate operational data and
event data within the power grid, the integration framework including:
an operational bus configured to communicate the operational data to the central power
grid authority, the operational data including at least one real-time measurement of voltage,
current, real power, or reactive power for at least a part of the power grid; and
10 an event bus configured to communicate the event data to the central power grid
authority, the event bus being separate from the operational bus, the event data being distinct
from and derived from the real-time measurement and including at least one analytical
determination as to operation of the power grid based on the at least one real time
measurement,
15 wherein the operational bus is configured to communicate the operational data and not
the event data, and
wherein the event bus is confipured to communicate the event data and not the

operational data.

20 2. A integration framework according to claim 1, further including at least one switch
-configured to analyze at least a part of data received and to route the data to the operational

bus.

25 3. An integration framework.according to either claim 1 or claim 2, further including a
router configured to analyze at least a part of data received and to route the data to one of the

operational bus or the event bus.

4. An integration framework according to claim 3, wherein the router is configured to
30 analyze at least one header in the data to determine whether to route the data to the operational

bus or the event bus,

5. An integration framework according to either claim 3 or claim 4, wherein the router is
located at the central power grid authority.
35
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19. A method according to any one of claims 15 to 18, further including: filtering, by the event bus, a
plurality of event streams to interpret the plurality of event streams according to at least one event
pattern; and sending, by the event bus, the interpretation of the plurality of event streams to at
least one of 5the plurality of grid and power system components. 20. A method according to any one

of claims 15 to 19, further including: receiving and storing the c;gfeéation%dat by a server coupled
with the operationabus &t HEE TR T AR I B e CBR RGBS SAPAHET B with
respect to at least epeatite;! jeriecatingrdiydhetise coematidaa stoneraient daaste ron-theatioraly sis; and

sending, by the serygr; {1 GAS1LBE B Rk aRilE AR % RlviNG 6 AL P QWERSYSIRI components

to trigger self-healing within at least a section of the power grid. 1521.A method according to claim 20,
wherein the server resides in a substation of the power grid, further including: triggering, by the
server, a modificatidn to ojeistigiatiohtfrenssioskatiorrdiesed drinthe atrfeashdndirgve stn2828A method

according to either &ngg QSR Zde BrerhER JMHQ}Q%)WM grid authority and a billing system, the

service bus being separate from the operational bus and the event bus.

3. An integration framework according to any one of the preceding claims, wherein the
10 operational bus is operatively connecied to an operational data storage database and to at least
one of an outage management system, an energy management system, and a distribution

management system.

9, An integration framework according to claim 8, wherein the operational bus is
15 operatively connected to the operational data storage database and to the ocutage management

system, the energy management system, and to the distribution management system.

i0. An integration framework according to any one of the preceding claims, whersin the
event bus is operatively connected fo an event log storage database and to at least one of an
20 outage management system, an energy management system, and to a distribuiton management

system.

L1 An integration framework according to claim 7, wherein the event bus is operatively
connected to the event log storage database and to the outage management system, the energy

25 management system, and to the distribution management system,

12. An integration framework according to any one of the preceding claims, further
including:
a server coupled with the operational bus and the event bus and configured to receive
30 and store the operational data, the server further configured to:
analyze the operational data with respect to at least one rule;
generate at least one event based on the analysis; and
send the at least one event to at least one of the grid and power system
components to trigger self-healing within at ieast a section of the power grid.
35
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generating a work order by the server for transmission to the central power grid authority. 23.An
integration framework according to claim 1 or a method according to claim 15, 25substantially as
hereinbefore described with reference to the accompanying figures.

13. An integration framework according to claim 12, wherein the server resides in a
substation of the power grid, wherein the at least one event triggers a modification to operation

of the substation,

5 14, An integration framework according to claim 12, wherein the server is further

configured to generate a work-order for transmission to the central power grid authority.

15. A method for communicating operational and event data from a plurality of grid and
power system components to a central power grid authority that manages a power grid, the
10 method including:
communicating, at least partly wirelessly, the operational data to the central power grid
authority on an operational bus, the operational data including at least one real-time
measurement of voltage, current, real power, or reactive power for at least a part of the power
grid; and
15 communicating, at least partly wireiessly, the event data to the central power grid
authority on an event bus, the event bus being separate from the operational bus, the event data
being distinct from and derived from the real-time measurement and including at least one
analytical determination as to operation of the power grid based on the at least one real time
measurement,
20 wherein the operational data is communicated via the operational bus and not
communicated via the event bus, and
wherein the event data is communicated via the event bus and not communicated via

the operational bus.

25 16. A method according to claim 15, further including:
analyzing at [east a part of data received; and

routing the data to one of the operational bus and the event bus.

i7. A method according to either claim 15 or 16, wherein the operational bus further
30 communicates non-operational data, the non-operational data including at least one of power

quality, power reliability, asset health, and stress data.

18. A method according to any one of claims 15 to 17, wherein the grid and power system
components further inclizde one or more smart meter network device.

35
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19, A method according to any one of claims 15 to 18, further including:

filtering, by the event bus, a plurality of event streams to interpret the piurality of event streams
according to at ieast one event pattern; and

sending, by the event bus, the interpretation of the plurality of event streams to at least one of

the plurality of grid and power system components.

20. A method according to any one of claims 15 to 19, further including;

receiving and storing the operational data by a server coupled with the operational bus
and the event bus;

analyzing, by the server, the operational data with respect to at least one rule;
generating, by the server, at least one event based on the analysis; and

sending, by the server, the at least one event to at least one of the grid and power

system components to trigger self-healing within at least a section of the power grid.

21 A method according to claim 20, wherein the server resides in a substation of the
power grid, further including:
triggering, by the server, a modification to operation of the substation based on the at

least one event.
22. A method according to either claim 20 or claim 21, further including:
generating a work order by the server for transmission to the central power grid

authority.

23. An integration framework according to claim | or a method according to ¢claim 15,

substantially as hereinbefore described with reference to the accompanying figures.
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