22/ 01/ 2007 METHOD AND APPARATUS FOR ROUTI NG AND

FORWARDI NG BETVEEN VI RTUAL ROUTERS WTHIN A SINGLE  22/01/2007
NETWORK ELEMENT CROSS- REFERENCE TO RELATED

APPLI CATI ONS [0001] This application clains the

benefit of U S. Provisional Patent Application Nunber

60/ 397, 353, entitled "Method and Apparatus for Routing
MEJTHQD N iARP ARATEHFOR ROUTING ANB FORWARDENG BETWEEN

BACK B R Bt BRI ;
BACK P S e
[0002] The invention relates to the field of
communi cati on. Mre specifically, the invention
CROSB-RFBERENOE TOWBDATED APPIGATIONSOr ks. Background of the
I nvention [0003] The devel opnent of virtual routers
(0001 TS a5 ' CRLLA
D e e b b T oy
60/BINB5E ERitledF DethBXATAbRiran 58 REGhLand BEWREK: BLEIR Y rulVRbRlers Within
virtual routers could service nmultiple Internet
a S@gle Vetwerk Plewenit dfidedoon &l?002002.0r por ati ons with the single
network elenment. [0004] Figure | (Prior Art) is a
iagram of a single network element with virtual
BA{ R QYRD OF ‘RHEE ION 3 network el ement 101 incl udes
virtual routers VR-A 111, VR-B 113, and VR-C 115. Each
. Oof virtual routers 111, 113, and 115 respectively
Eieflor bl fne bl % o ngress ports 103A - 103C and
rw%i_vely transmt traffic out of the egress ports
1 “heyigvprtion selates (o thedffeld of eogmupicatipry iMase specifithily, the mnyaptidn relates
. VR-A 111 receives traffic 109A fromthe
mc‘l{n%g;rﬂgégy%éﬁrkSIOBA and transmts the traffic 109A out
of the egress port 15 IA.  The virtual router VR-B 113

Back®6i@ $Ede Inb@kibd C 1098 fromthe ingress port 103B and
transmts the traffic 109B out of the egress port
: ' .rquter VR-C .115 receives traffic .
OB RO KRR ol 0 B TR i B o benets
and fficBibdaiitg urhQACHIOWED 19%&!31%@ b SR AngROL stingi'eﬁl;tgork[egggélvith virtoal
Net wor k el enents that support virtual routers,
routegsepfldsernize muieiple Intevfiet SeblicaRiotiiaGanirasoglo@ibnd Widh the s MRALFHR D
schene described (i.e., with standard interfaces). If
elemepR A | | 1 received a packet for Redback Networks

Inc. 1
[0004] Figure 1 (Prior Art) is a diagram of a single network element with virtual routers. In Figure I,

a network element 101 includes virtual routers VR-A 111, VR-B 113, and VR-C 115. Each of the virtual
routers 111, 113, and 115 respectively receive traffic from ingress ports 103A — 103C and respectively

- transmit traffic out of the egress ports 151A ~ 151C as illustrated in Figure 1. The virtual router VR-A 111
receives traffic 109A from the ingress port 103A and transmits the fraffic 109A out of the egress port [5IA.
The virtual router VR-B 113 receives traffic 109B from the ingress port 103B and transmits the traffic
109B out of the egress port 151B. The virtual router VR-C 115 receives traffic 109C from the ingress port

103C and transmits the traffic 109C out of the egress port 151C.

[0005] Network elements that support virtual routers, performed inter-VR forwarding based on the

forwarding scheme described (i.e., with standard interfaces). If VR-A 111 received a packet for
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22/ 01/ 2007 transmission to VR-B 113, then the VR-A

111 | ooked up the next hop in its routing table, foun?2/1x1/2007
an interface that was associated with the ingress por

103B, and forwarded the packet based on that

interface. [0006] Despite the advantages offered by

virtual routers and the capability of a single network

traﬁslm%m Vk(h ﬁg nﬁe\li%]e% Mh (L,deu | gg%x?lﬁ%m 1%5 gigltl%/%%btleu%und an

routers wthin a single ne Wor

int€RAPTTRUD iv&sAksEeidicdUtith R 1 RRGY fok l%%%%&ba%%d LFE%Q e@%ﬁ%F 8%§nterface.

if separate routers. BRIEF

[ ¢l D ratus for uting and

; BRI 18 BRERRIRL AiaFo i b P ondif g el reork
eleﬁ&ﬁ@rbﬁha%gls h@uﬂ@%ul@x%ﬂﬁecﬁrtug!fmt{t&sew ihm\ﬁgfﬂ%lé Qe%orl?eleme%th glotl n

a single network el enent provi peer rst
comamicatedouting Wid@i forardingSRE@1AEho\E # fepRie fotbtt T | mhereln t he

first and second virtual routers have separate address

spaces and separate routing tables. A set of one or

nore routes are distributed fromthe first virtual

router to the second virtual router, wherein a first

BRIGF SUMMAROFGFHE DIYENEIONIent i fies the first virtua
router as a next hop of the first route, said first
rIOUYA Al ¥ g gddi t t he. met ho
p[r ov’ﬁ des foo : ggpaél ug ﬁ)ﬂohﬁh%tal!{ orwardm% x?ree% ,{‘guabﬁp“‘%wggcr%g
Acchrainy\@ bl af@ctloPddé BSentidS dlﬁ)atld A\ble QwAR derhdd VR
[ 0008] These and othermaspects%o ? he %reggn Onggmgaﬁmt
virtuakTowen tof ageromd Vittuabreutiyewte@in ibeBst fird B 6hdWirful) réuddh s RNGRrale Address
the Detailed Description and the acconpanyi ng
SPacts| A RIS TRRPERDIEE SGRI 0Pt ON@F-ro Tt DRATALNGSdh BORS]viril@outer
est be understood by referring to the

o ot B e w1 B ok ESBNG sy ok gy on

of thél{‘n@t ﬂﬁ ; %rd;f%t houlsf’:lill% r i%%%&]?t{rrl%%g Egdc{'ltm(x I-_t,lile rBep'l%g\IPrpyl eqrs] tgor gon\mﬂoadmg
toa sdd AGlcdrnat fo&vﬁdx%iﬁ‘es rlfetd@ﬁﬁhmﬁlnﬁ e Adxe it 0 Vi tual
routers. [0011] Figure 2 is an exenplary di agram

L SRR KA E a—

Detailel! Deseptiddant the AkoBpeRITR) BfYesdi agram i |l ustrating peering
of virtual routers according to one enbodinent of the

* BRIEFID¥SORIPOION diOR#SDRAWSNGe 3B is an exenplary di agram
illustrating additional peering of virtual routers
i nventi on. Redback

[M’I?%(lggpuotn Qnag Qé:“st b%%gc%rs{ogy by re:ﬁ(a:)rnngt tlt;] Sle following description and

accompanying drawings that are used to illustrate embodiments of the invention. In the drawings:

[0010] Figure 1 (Prior Art) is a diagram of a single network element with virtual routers.

[0011] Figure 2 is an exemplary diagram illustrating forwarding between virtual routers according to
one embodiment of the invention.

[0012] Figure 3A is an exemplary diagram illustrating peering of virtua! routers according to one
‘embodiment of the invention.

[0013] Figure 3B is an exemplary diagram illustrating additional peering of virtual routers according

_ .o one embodiment of the invention.

Redback Networks Inc. - 2



22/ 01/ 2007 [0014] Figure 3Cis an exenplary diagram
illustrating inter-VR interfaces as local area network2/01/2007
i nterfaces according to one enbodi nent of the

invention. [0015] Figure 4 is an exenplary diagram

illustrating external route distribution between

virtual routers according to one enmbodi ment of the
agram of an

' Lon. ,[.0016
o T KR A B ap PRl i Wb Paiig K o & st aepsor
#RESCRI PTI ON OF THE

m[@[ffacésg&oro\lg 8’8%7 - Eﬂ&'ﬁ% OW ng descri ption,

n rth..t
th lﬂ‘ggg&’ ggm‘? 12 gllle {xgrtﬁ%%g I&laérelnﬁ lrﬁ[reﬁmgc' g&%e\r/neafn) {)ute dlstrotﬁgon%etween v%tml
routés ddfdetizSd &@Gmﬁdaﬁ{enttohlﬁe inM@AL i on may be practiced

w thout these specific details. In other instances,

WEBU16KIFQIAS i€ h Bigdthrk SFan SEmMET hERSY ele?ﬂeﬂﬁ%Fﬂé to (ﬁ@gnbodlment of the

techni ques have not been shown in detail in order not
inverombscure the invention. The ternms "routing table"

and "forwarding table" are used throughout the

description, but are not linited to being tables. A

and a formardlng tabl e may be

DE&%‘HI%@:}EFT#(%?P ONCETHEINHNIION data structures (e.g

trees, tries, linked lists, hash tables, hybrid data

koL Ty, ihé@1’0"@9&de§ﬂlpt[06@!l®qrm$ﬁpguﬁcede@lla as sarfordte prpviderayhorough

|lustrating forwarding between virtual
“““F%‘EJ% Jéf* CRGREPnHO s ighendetitsd giaﬁé“n‘t“’%?"“t“ﬁébq AragdoRd vighut
wor k . el enent

I ] et 20 .
et R g 4t PELRR, BytE Rl R Grbebi e

ng avir

not ge@15ﬁowﬁrxlﬂ QetMi ih Bﬂd@lnotr t@('rgsc%fe Ll%%@htlbr‘? ’I" Qféﬂﬁs' * ou@% ’\’/éﬁzz‘ﬁ'warding

and the virtual router 20 IS i ent|f|e

tabl§" QLY thFdughout thd c[d:él:lnptioﬂ,lbhﬁl"e naami\ed 0 GLibi@les] AldAlidgQlble and a
gateway routing tables 209, an exterior gateway

forvarging 12blg mexlbsl iwpipchied aivta ariepofidats swttinege b atple® 24 Boked lists, hash
rior gateway routing protocol processes (e.g.,
MM%Q#EMdMﬁf ClueReP)- |S-1S, etc.) build each of the
interior gateway routing tables 209. The interior
1&59“‘? Hlaen gxgmplarp ik gan ifGGating fhrwaading beweadn vigpal routers according to
matj on for reaching a destination, as determ ned

one %Wﬁr e P e GRHEP N Eurg TR reuerk derert Hags ln@udﬁls aviguabtouter
205APJ&§§ & ﬁl?v%ro r%ﬁﬁ S“1‘ | Qitrtgarl [ atér Zt()gf} B ll,?g?n%%cgﬁsg) X %Hglé virtgal router 2058

|nclu

tm@ﬁﬁﬁ@@ﬁﬁzgnplenentlng an exterior gateway protocol
' BGP-V4 EGP, etc.) builds the exterior gateway

ext.eri or atema routhgjtable

@@Tﬂ RSP s P SR 5B s SRS,
| rouu%@%k‘ﬁ%hﬁe&%nﬁﬁ%@% {3@%} 29 l%?{anglqgr g’:ﬁéva? roulid) g pr(\)/té)coi plrjoac‘:esses? Ut Sser,
RIP, iBGP, IS-IS, etc.) build each of the interior gateway routing tables 209. The interior gateway routing
tables 209 indicate routing information for reaching a destination, as determined by a corresponding
interior gateway routing protocol process, that is internal to an autonomous system (AS), which includes
_ the virtual router 205A A process implementing an exterior gatcway protocol (e.g.. BGP-v4, EGP, efc.)

' builds the exterior gateway routing table 211, The exterior gateway routing table 211 indicates routing

information for reaching destinations external to the AS of the virtual router 205A. The main routing table

Redback Networks Inc. ' 3



Redback Networks Inc. 3 22/01/2007 213 is built using

route entries fromthe interior gateway routing tabless/01/2007
209, the exterior gateway routing table 211, and

interfaces froman interface manager 271. [0020] The

i nterface manager 271 includes a data structure that

indicates interfaces and their corresponding

th
218 %%Elg @Qlllgqodt&n?'lg STt ﬁterYor wa? {O:I‘I‘P ng%abf a%)rs,?d’g géterlo ﬁaéewg}/ routmg

I ment e 1 nvent In

tatdd 28 0, 2B ARH ah AWBEce l‘n@%@{r Zﬂar dware information
| earned from|ower |ayer protocols with interfaces.

E t. c S ng i nfor .
o R PR AR B5E5S) RGPS T P PR e
coﬂré@%ﬁﬂhé reelcﬁ‘ﬁ%fe@ﬁd&&&%ﬁ%hﬁerfa@é&‘t ﬁ%erlanlteglbgdhﬁnm i IIEVQIII&)L T
whi ch are eventual |y downl oaded
mtérthfe\/lﬂih&beﬂ'b@ofas’i&ﬂlaﬁs lo@r IdyB@had@hra infrBdien feirﬁl:mfrt)xh ﬁ&w&ﬂéy@r protocols with
routing table in the control plane. The interface

intgrfages gfésch RRing procisrathergesamdingriafontaipmsiteotst mtwik efe@éntsamolph

. interface of the host network elenment. A routing

interfacs.and dnsia! Jeprpes acachable wptespte the main yaptinegabien Kiicharsreraatuplly downloaded

The first col umm of

i.Si . 02
e bRt R e R oo @gmmpla@ﬁhe e

entr

marfages thgdxc%ﬁi i n@mﬁﬂ?{’gﬁnﬁ A LR nte;rtgc% ot g Sttost ngwmﬁfifz eAarmE}mg

entry wthin eac e rou
procddstifs inelfAes Stiidli@flake bdhrelt |r(QlHﬁgQ1egsxbd§ di cates a next hop.
A next hop is either an interface next hop (i.e., a

l [QQQHQ'Ihe t chlaME‘ Jn‘%?clh lﬁ}y QJéLg& Eaz%ﬁ ei) theorgun%g [:]1 %%ﬁ eangg ?3 md:cates a

next "hop (e.d., ress,

dest@htfbn) The I3EcoluBBE éaéhr}gtrzy \ﬁ@lkn%%f Wk Fomlr% ta%l@§:ﬂ}9 O 1 LR 13 as illustrated
routing tables 209 and 213 indicate additiona

in Figoe € indigatesrafneit hapt iaomsx: hqﬂﬁhxh&% inkek MR nexiRplileC & logi€dl 6r. physical
0022] The virtual router 205A also includes a
inte %?)\Rh? Bﬁ“ﬂ'ﬁﬁﬁm‘dﬁﬁ &orOF. aajaddrefsor vigaatiovie nirehéi@). Thdremaifige
207 forwards packets that are

coup AR B i P20 bvEAio B Y b ipognation soh s

tine, Melrfds, the forwarding table 219. The forwarding table
219 receives informati on downl oaded fromthe naln

) % 8 % In the exanple illustrate
IR 0 0 PR i wlimp SR e Bgieda g bl 219
The fo%ldﬂg%d dé fbt7 %r&]ﬁ!is p%&gtg ihgl /'u%g:rgcgnffﬂl\éléthel D2 an n aggoﬁdgnce

correspon next

with fhe ﬁﬁ@&&lhg\/@lé@ 19. B ’fonvaEngq‘Elﬁ’e 11PRc@leS 1&0@@5&5& Jo%hlgﬁedjﬁ;n?th main

(e.g., I'P addresses, prefixes, etc.) of other networ
ﬁmm@hﬁmsnts within the sane AS as the virtual router
205A. One or nore of the internal destinations nay

FI028) In B8 c ARPH NRktralbl by Fi&lre I 919 ‘n%oxygattegzli:v{q 11?&3\/@@?@9 includes

network el enent (e.gd. e I n one
internal destinations ID1, ID2, and ID3 w1th correspondmg next hops I/F1, VR-B, and ADDRESS,
respectively. D1, ID2 and ID3 are identifying data (e.g., IP addresses, prefixes, etc.) of other network
elements within the same AS as the virtual router 205A. One or more of the internal destinations may also
be another virtual router within the same network element (e.g., ID1 may be VR-B). While in one

embodiment of the invention, internal destinations that are other virtual routers are identified with a virtual

router identifier (i.e., virtual router handle), alternative embodiments of the invention may identify an

Redback Networks Inc. 4



enbodi nent of the invention, internal destinations

that are other virtual routers are identified wth a 22/01/2007
virtual router identifier (i.e., virtual router -

handl e), alternative enbodi nents of the invention may

identify an Redback Networks Inc. 4 22/01/2007

internal destination with other techniques (e.g. I P
; e nterface, etc. The. next hop
874 B K SR ke e 0o Ry

ph}sﬁghrﬁé}face' aﬂ& 1Y lte%%p tfﬁ%tmﬂy%g‘li Bgitca(?ﬁ)]@eﬁacy at m%?égltgs aqfl? |nstead 01J an IP

dress ( .e., aninter-V ace

addrﬁﬂdi.&[anhlﬂd’ﬂdﬂRGmerﬁEé},-a vh&&%&ierﬁﬁdlb.ré{cef vi ft Ua' fOUt er
next hop is a unique value within the network el ement

ZRﬂ)zhm{ inted- QAL el Gt 90 %P Lé \%lug rwthtinutﬁ‘ci ne{wonl-f(t E:ment% that

an adm nistrator creat

idem B3 dWp&:ific 304l roufef. ON el ﬁtﬁadﬂmﬁ’sﬁﬁ& cfeﬁthse.iw;:yi ré{x'tef ‘iﬂé%m:ﬁ:&fﬂo@ r
identifier ("VR name") for the created virtual router.

provifies p e®phiasily vironal rovee ideiiiat (1" ORna@k”) @or the ErbddallvirfinQ Wdu@F , In FediRdnse to
networ k el ement 202 creates and associ ates a uni que
the W??‘H‘ﬁla VF'G“EJ Fauer, the gdesyerk flpraqnt 202 vieatés dmimssofidtes iz Wiqeirtod router
d %. ‘@o‘g lhe network el ement 202 to identify the
! e"g RN ‘“ﬁ? G be pEedhy the OGPk Slemeit YA do idaniify e ﬁ’@'ﬁ‘td wrtual router.
Qu next n the rout
ik g s Ut o B PP et P R hemaive

Iers,
embb{ﬂf(l@i?stdf e L
MG B0 ot EE RN o BN ISR b8 g ., e
routinp cible dtiegestie &V RENOAAR 1aBRChabasdodiftbBhel VB lam@® VR idh6Fr kR4 to
VR nane to a VR identifier is used to access the VR
aCCﬁFSdMR ifi¢ngifier, ag inter-VRamerkiRR vialut & cieagiovitia khd @etivark elemat ad associated
w_thin the network el enent and associated wth a
w’th\a/’liﬂﬁ igeatitier pi \Hi-nagie inanothes dfa stigcterpstchalfor Biapuaposss pirhis desesiption, an
oses of this description, an
'“‘erie‘fw‘{‘ér‘-"f’)h‘s et"?' ‘%be s the VRidentifier. [0025] The
ateway routing table 211 as illustrated in

| Or
] Ehezxt?rwasw:é@uwa@ 2 o5 s n FiEpis AN ERYS exEmgl
DDRESS, VF2, and

desti g‘g% Tt pec | ve ﬁ@gr%%é)g g[‘n%ﬁ@% Rgﬁpéshgw and VR-B, Tespectively.
As wﬁﬁ@é inRahi d@ﬁﬁatmﬁshtﬁe &itldal cﬂﬁ‘inatg%%ﬁl rﬁﬁ :9]? %D dr{es%crs] g

can be dresses, prefixes,
prefi:eﬂblﬁ.dwmh orﬁfembdﬂlﬁndnmf 8 lnv&iiion, Bokdr@l &ﬁinat@ﬁ*ﬁlﬁdt E}@Bﬂ'lé? Niftual routers
that are other virtual routers are identified by an
are idprpifiectirirap Saddress prpedfixxin aliermativie bboditehv 6 de ivetibimodgeraf
the invention the external destination may be a VR
des““ﬁ'é‘i‘?é‘“tﬁl””\)ﬂ‘?%ﬁﬂ’?ld@ﬁ*ﬁef[ 0026] When the forwarding
nodul e 207 receives a packet 201, the forwarding
 {AB20]Véher 07 forwhetirgrmmidule 207triveivel @ picked a1 @ foffarding enopacioet
_ 201. The destination of the packet 201 is | ooked up in
deterryifs the flestiaptionnf H'g Paclds PY . Thedeptizatipe pishaiacket 20 his loakegd upjprtheat e

98], L 0 erf ace If the destination of the Packet -
forwa% % to determine eappropnate outgoing interface. If the destination of the packet 201 is

IDI, then the forwarding module 207 forwards the packet 201 to an egress port that corresponds to the

outgoing interface UF. If the destination of the packet 201 is ED3, then the forwarding module 207
forwards the packet 201 to the virtual router 205B. If the packet 201 is forwarded to the virtual router

: ZQSB, the virtual router 205B will process the packet 201 in accordance with its forwarding/routing

Redback Networks Inc, | 5



1131, then the forwardi ng nodul e 207 forwards the

packet 201 to an egress port that corresponds to the

outgoing interface I/F. If the destination of the 22/01/2007
packet 201 is ED3, then the forwarding nodul e 207

forwards the packet 201 to the virtual router 205B. If

the packet 201 is forwarded to the virtual router
rocess the packet

Rt & okl s 2B P eVl g g adpen e

pagﬁgttzmp&g&ﬂk%ua,@mgg/e%/ 2007 information (e.g., drop
t he packet 201, forward the packet 201 to the

a i ate. eqress r f.orward the packet 201 to
o P22 e i i deteipitng wheshess el vikbe dpstdst iy carss por
QIS Wule0 ] Pl e, .packet w.ll. be
*Forwar ded uteocragﬁeqé %'{eﬂsn % 4 B’g‘} %‘@aﬁ%¥ Otg?fg "ﬁ%sr R9°F Eherimey of Bt
inven@ibn, e for Rl IRALIE Ehiothihdd iBhMRE: h& iNiQked §y8R }E!rk«&g
one enb(;di r;ent of t hel il nveentti %:11, !t ﬁe f orwar Il%%téiblL Por a packer
is aintbtrV B nekebopr Hithia@sxt hdp i An@ntdd @ RineXd Bgp thefl Ge CatteAnddg phdR& is forwarded
forwarding table for a packet is an inter-VR next
to thegppropripte viFeal yeuign Iflpmext Sopannat antimer- Wierrdmg (elaoplogitue or phisal
. correspondi ng packet is forwarded to the appropriate
mnteffacp fhgfdoes g jpdicpte a yiptuyl pouternandp addesps. ). Pt thepacketris rrpcesg accordingly
sy kRl sfhsen gy e B eSS e o i o Foroar
the kit long 1B §ropliRe RAGKEind d ding|
o ks dong SR AGIE i  WESSEARRRL St
invehtiv®, apandel moSuldls RHRESRM searaleQWeh e FRHrind Hod@e AR fhe h&t hop fora
forward the packet along the appropriate hardware
packei inephytie! intréace eressiopardng molivte e thamckendnei vilihg mdule, which
the invention, a switching nodule is inplenented
forwards,the ket ajong phg Rardwaes Linesrthassoeresrend bl thesical ifterfabe Iftbeexthopis an
. f cket_is a physical interface, then the
imters K neB o hen i, e e opgess s bl ot ammRRETI o
m&e, which forwards the packet along the hardware
Inpfliion B fcgkmysypteat b uteH do dotayritecibthir fhe ovd lopds a virfual router,
S B VB e Rt e i, o
additRRI EAPE idthea Vi eﬁ%:galtiné A4 E’o%&rdi gQ%ﬁgeL%J t\?\ﬁx@ﬁﬁtﬁé{ihcﬁﬁgtg%ﬁg for the

t echni ques can use 0 det’ermn

outgoln@ intdrficed Ivinthed Schboliieir Of the in@tion RhAAME SR ne@ neP WishchiBlindicates
interface, a logical interface, etc. In one enpodi nment

whethsf the teat homig @ NRinexn hopannonatfchiekihomal fiel d is included in
each routing and forwarding table entry to explicitly

[0020] @adbengAntbry\FErohtE addi6hwarOik SHOViARY addRbAY ﬂﬁ:@&a]itynA ervice
anot her enbodi nent of the invention, the valué of the
provideetadt ishopstamepifia oettdry providtir,oaick Swnswhe Whik BlehdAewiBiitr- VIR Ruiing
_ a VR next hop or non-VR next hop. [0029] Enabli ng
and forwardine. sgmatjopy its virtepl Brivate fies otk (RN gusiomery fodedbangel@intd. dmaddition,
Cinte _‘;I#Jnctt i org@lgi twy A service provider that is a customer
ot PR TR AIUBIMRUBE SRSV HCOWRN At e KR thelpeividerts network
for Int¥thdt Qccésg.t Iﬁl%r’-MBro{lt%%tarllJ]fgrwarding can also be utilized to allow service providers to

announce VPN customers’ routes if they are part of the public address space.

[0030] inter-VR routing and forwarding also enables virtual routers to replace customer premise

_-equipment (CPE) routers. The service provider and/or network provider can utilize a virtual router to
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and forwarding, can allow its virtual private network
(VPN) custoners to exchange routes. In addition, 22/01/2007
inter-VR routing and forwardi ng enabl es a service
provider's VPN custonmers to use the provider's network
for Internet access. Inter-VR routing and forwarding
can also be utilized to allow service providers to
es if t are

t ' f th
oRRANEGE YR SURLUBS o B2 o Ry B

netwdik W Guligle BcfBnenabl es virtual routers to replace
custoner prem se equipnent (CPE) routers. The service
p i d/or network provider can utilize a virtua
P ISP oy SR i R, B R risipkmetiath i
ro&e&?mérﬁﬁ&sv Ii: r}ﬁmng Qﬂdl fyrwg'giyl Qlﬁl:ﬁ@ %CB Xre:?,‘ P‘n%%rerap a%&?rﬁlgraﬁ%l}ti\i}\%ltrak

especially for those custoners that access

prifateearings|withdit ﬁilihiﬁgﬁtyéi&nﬁws dn@0Pbks tb EontBH virtuRl (SudpSt OMET S
of a network provider are on the same network el enent

\f’\[g:)\t?\é]:‘/ﬂétl&:]\gﬂgﬁg ?Illéatsfgrl(ﬁl%glg% Qg) é&av%ags%ét{it\%égal rgap glgaill’ihrt]:g_ﬁ@]?r%spect to testing
andipﬁlﬁlleﬁne%ﬂct ibt&&:ﬁfaﬂahnicaﬂ&ﬂ. SRR BEEdidrdSn Wc&b@é@d withdut éui?eis,%n
physi cal |ines and/or ports to connect virtua
nunreut @rsl roft@O32 be debrtdir cdfirecleo totréprGenBhckofoig\er actidd Berddri&O The
. provides additional capabilities with respect to
intet- ¥R fomiifg andfpiavard g adn teen biesedto pikulite toeting drotiffammi reroikaopologies
virtual_ routers can be connected w thout wres,

SN ! ne A oty
Wit ST i, et RAFE s orK st eemanepisons . sepyics poldes it an operatona
ega t a rn%aiensnee ; tcheuiigepotlar- of ¢ 2Gkual .

e o R R R S g SR P S g

riet wor ks. I'nter-
expdrihem s . o] I ! e .e .i I Or ssul Enk e
p al, 9], USES obet §ﬁaﬂé&klﬁh§s 81 Qbbkek DBweRindd &% r gegxfr; alf}ﬁaé %"% S th

topol ogies w thout cables ang W res.
differs@t namiokks inclbdevir@aRFHA WiliniiIRiduR n& RSN bIGRenRY, QXdrQod, i strlice

an operational |egacy network and a next generation
providenopiitiilizedrigy- R fotting endi forvarding AR migpant thetrgrudomabrsfiomaadgakiymgwork to a

tfor .exgerinental, trial, and/or operational exchanges
next gererpion Pd¥OTet ween the different networks (assumng the

different networks include virtual routers within

[H031Figneea BA n 3€ wis elemplapizeremy illusiviping Diedor gatt bug rahieigtablse being
b.ugrﬁyidfg can utilize inter-VR routing and forwarding
UELVEM TG Y R ToBtey Aearding o ane spadimepi ot ivaniiena Eigura 34 hen kremplary

diaeri1E i gn. network. [0033] Figures 3A.- 3C are

g koo At Wil R ping et Bt s iy T P 34
a virthaDidhebr 3034 GARLL)Ss RELANPith 1itllad rbutdd :1{05‘1?] AL %f& Lt rgﬁclers 3034,

according to one enbodi nent of the invention. Frgure

303B 3Ad 303C aspeivelypAa 1Y add@isesQ 0.Mi ] o UL @ id. NO3. PGS Vil Bro@brs are
: virtual routers according to one enbodi nent of the

peereq yithesiati¢ wovting [ig., Fi aoningst: B¢k configures thiet coidkctib B be®Een 3R Ihull Vinteh).
IS peered with virtual routers 303B and 303C. The
_ An adglimll ﬂca]coqﬁ(gmzse\ngntqgﬂﬁ?terface 315L.B on the virtual router 303A to reach the virtual

router 303B and an inter-VR interface 315L.C also on the virtual router 303A to reach the virtual router

303C. While configuring the interfaces on the viriual router 303A, the administrator also confi pures inter-
VR interfaces 315B.L and 315C.L respectively on the virtual routers 303B and 303C. In response to the

con.ﬁguration, the interior gateway routing tables of the virtual routers are updated.

Redback Networks Inc. . 7



303B, and 303C respectively have | P addresses
10.1.1.1, 10.1.1.2, and 10.1.1.3. The virtual rout €rs22/01/2007

are peered with static routing (i.e., an
adm ni strator configures the connections between the
virtual routers). An adm nistrator configures an
inter-VR interface 315L.B on the virtual router 303A

t h.the virtual. router 303B and an_inter-VR .
| OB ER R Bt iPuce GO S it L1084 gl prcnden
rofitha [ L e figuring t
FRPE LTIl Rl ELp et s Bh PR AL 107 15
res2fbBRk: Ria St RpOIR-@| WkleGRUE biBlokiint| it Lt nopVR d VUG §uRE S indicated
315B. L and 315C. L respectively on the virtual routers
wiB@JIB identified QB GatitermbeltR0ia sRhedipvehtide maCiadfateQ WALl kRRs ne]itt?@p with
interior gateway routing tables of the virtual routers
theyfral ipyeea's Bagne oAk Net wor ks | nc. 7 22/ 01/ 2007
[0034] An interior gateway routing tabl es307A for the
v {086 hAn in@iitr @iite v BotidgSableBas Bekhd GrulaNGhetdespis dpRdiddltdibctude a
entry that indicates destination 10.1.1.2 reachable
roufggnifpcthat indigpies\yResBnagiorol 0 . Idestiablavii irer- Y8 inferfice315B.L, which is the VR
. reachabl e via next hop VR-C. Wiile in one enbodi nent,
‘d‘*‘f‘ﬁ"‘&‘ fojdhervirpg souter 4034 i foferior Bate Wy reaing:tplespOAE fo the wittual ininterd$03C is

VR.identifier | t.ernat] ve enbodi nents of the ,
Bl o Pl b B bl Yimosoe
3isthe virtual router's name or | P address. [0035] An

interior gateway routing tables307B for the virtual
r@y%ﬁ%aSQ% d’.s Hgdat ed to.include a routing entry i
that i hdi Cat SLenbny ROFEFRLRATKST SR Ve inter- VR ipterfegs #5h esiqglegouting
rodedd! | ;t . L Lch is the VR id jfier
P B S B o e 08
config@isll briigkert V0 !n&ﬁfaﬁ B3LI0Md b _ﬁﬂ’\{)k&t{syﬁhds fa %Mﬁ(& bver@Sfitel- PR inferface
updated to include a routing entry that indicates the
315TgB ghei RiRpaciom ini@didtel) cdpsideaibd atkens vekdvel] Bil @€ mdARVR fe@ict AGB L by
315C. L. [0036]. I n an enbodi nent that processes packets
the singls RIFRoqepss| Reutipg nmesses (Refhfinerionandiexidriopeatevayybuting protbiohggocesses)

can&g olg:%?osutin am %%bt)et GG b%}%r ocessed without

i nhtﬂegr Fprocess ) BT ISy TRSIHHBE Rocessys dpymioal frese routes
into tﬁ@rﬁ:fiﬁ Qhﬁn@%bggsihﬁhﬂvyﬁte}fﬁgs%g {‘e%f:h% 33| oL.B a.nd the RIP
d e Phter-VR interface

process sends a packet over
i mredi ately considers the

the RI P cket
PO L eone 86 ey B el i secioe o i g i gna: iyl
route . onR i men g%§%es Lh i
outef 1B&1 G4 'rcﬁtc&ﬂ%AFﬂ[ch?cﬁ%s% or egxgv\/%oiliﬂ% t%ﬁ?‘ng eppogt %@:gqure 3B, the virtual

interior and exterio t rou

routef B&B(BQ&SS{B_@: have B&bn GoHGR M Ofhe ViR :lroﬂgr 085 L TBL iC(ngglNé.dQO AIe%E the
inter-VR interfaces. The routing processes downl oa

virtual joetere03 @it e inter-NR dntdriae@ 3NTH.Mand Gid virtd g rdu@b308C BB b8 configured to
- inter-VR interfaces as next hops. [0037] Figure 3B is
reach gg vigial FRsteniopB diahg intenViR interfta A5G Bg Vpeeytbohgqued caw beripterhented to

r o%t ers that, are not virtual
prevent redundant connections being created between virtual routers. In one embodiment of the invention,

a check is performed when the administrator enters a configuration that binds interfaces of two virtual
routers.

[0038] In another embodiment of the invention, an inter-VR point-to-point (p2p) interface is utilized.

The interface manager ensures only a single bind number is utilized to connect a pair of virtual routers,

Redback Networks Inc. ' - 8



router local (virtual router 303A) according to one

enbodi ment of the invention. In Figure 3B, the virtuabo/g1
routers 303B and 303C have been connected. The virtual /0172007
router 303B has been configured to reach the virtual

router 303C via the inter-VR interface 315B. C and the

virtual router 303C has been configured to reach the
avi .nterface 3

al .u ativi im (3] \c/unv nihnemail r!i ev['_ VR 15C. B.
lt{{}iaglli %%lls t{ gc bﬁ’?qglgg $chan Be il é‘ﬁef’?{ ‘8'3£'&leo°°""5?t'8?fé’ﬁ?”e°“ virtual

rovi@d UBdaior Wﬁtﬁg Bl br@cg:sscré s inQ?etst\@@tﬁpco}ﬁjigﬁnteH ﬁkerf ces for
f th A check

routers. In one enbodi nent o e I nvention,
eathgirparduts weltkhe\lieitact Mehagel Nh RisgohdeathihteRi0d Rdn@gePprovides the registering
~configuration that binds interfaces of two virtual
ngriggatevay rofilh@ 88locdl progessotith @1 carehmodiggbinid nafibet, k@nd virtual router, and
i nvention, an inter-VR point-to-point (p2p) interface
thejtype pf iptprfase For exqrpple. pssme tie dellowing pangierratiomis entasss: onl y a
single bind nunber is utilized to connect a pair of
virtual réuthergA Redback Networks Inc. 8 22/01/2007
al t hough indrfae i inieyER-@dddelil ment s of the i nvention may
al | ow f okgpmadtet heplogkscOnnect i ons bet ween vi rt ual
routers. An interior gateway routing protocol process
regihst er SifodMger est in the confi fgur ed int erfac:as for
each virt ter .the interface manager. In
r esponsefng’f ﬁ%%‘f’%ﬂ%@%’%ﬁﬂager provi des 't he
regi st er BREPU K" Bor gat eway routing protocol process
with the correspondi ng bind nunber, bound virtual
r[G03HThe Brardet of RdEFdusike cOhmindé Qi@ the iRFfac8 YRIRIUR virtual router A.
assume the follow ng configuration is entered:
The ggcpndisetlof emmands Aonifipitras e dreapfade/ IFL of thé drtwalMbutr D Thd inkiface ingHager
router networkA virtualrouter B interface 1/ F2
creafeq,3 Wple Gps reflopss the gopfigurafiopt thesg fntarfages enibrineBTHBOB G virTalgouters,
Whefni r{,{sﬂ}t l%n(,etat of co{nf irgur?ti on conmands _confi gures the
P A iterigrRate i P Uting Prpgel prpgegs eams s iV Ranterfage hinding fram ghe
interﬁl_@é st mdn2g i Be rxﬁt%?jtzdviglllgu%§ ér&gcoi ﬂgc%srs]::g:%g pegﬁnz bgt(]veén%-A and
virtual router B. The intetface manager 'cre€ates a

VR-B bidrgah @isild@{VRiErfabCds § IRDE a0 B G ol saraR et bR SEments.
interfaces on their corresponding virtual routers.

FR6e BOLEL . 1 | .process
ear %slét ﬁi sﬁs?%%’géi?l%thig%?glru? %g{édggr?ﬁ iRﬁ}étgfa?% raﬁq? ﬁ%gma network
interfhdRt Rchraigto SheinBodiBdMbg &e invbdSn. | INERLk OF, eﬂ:ﬂbﬁ“\ﬁry’nuﬁlgbmérm3&

protocol process can do peering between VR-A an
303B and 303C are connected to a virtual router local area network {VR-LAN) 323. The VR-LAN 323 is
. identified as VR-LAN-1. Although the virtual routers 303A, 303B and 303C are illustrated as being
connected to the VR-LAN 323 for this example, fewer or more virtual routers may be connected to the VR-
LAN. In addition, multiple VR-LANSs can be defined with various different groups of virtual routers
connected to the different VR-LANS. For example, VR-B, VR-C and VR-A may be connected to VR-
LAN-1, while VR-A, VR-C are connected to VR-LAN-2. Alternatively, VR-LAN-1 may comprise VR-A,

. VR-B and VR-C while VR-LAN-2 may comprise VR-A, VR-B, and VR-C.

[0041] After the administrator configures VR-LAN interfaces 315L.V, 315B.V, and 315C.V

- respectively on the virtual routers 303A, 303B and 303C, the interior gateway routing protocol process

" Redback Networks Inc. | 9



VR-B across this inter-VR interface as if VR A and

VR-B were two separate network elenments. [0040] Figures/01/2007
3Cis an exenplary diagramillustrating inter-VR

interfaces as |ocal area network interfaces according

to one enbodi mrent of the invention. In Figure 3C, each

of the virtual routers 303A, 303B and 3030 are

Te, 1 e mie € l 0 ual r te ac
RS et U G S8 S8

intbrfac®minBQt g videN@e ﬁég:&&kﬁ@km&ﬁl&t@\ﬁﬁ roul otég%%cgpgttlﬁgégagocmted

are illustrated as being connected to the VR-LAN
VR-bAN niiiter, ¥R AP e whithowetified the NRILANLS, t Wikl nfdilk.l&rﬂi)&lmgzﬂ)ﬂ dafe
connected to the VR- LAN. In addition, nultiple
'“WOE%ﬂt@ahgaB@abdetﬁmm profoggl prbeessascheos dati srhi@wei., ghineise which
virtual routers connected to the different

ey e o ERRBTE AR VRGN Ay

VR-C are connected

alt&&ﬂ%&%ﬁg O}A/I.F‘t lg\FP]tg) rovuge\yﬁ uEﬂer- qatewyouﬁlampﬁo@épmcess the

S V 1 [+ i ain dla STucCture mal
5 . B O 38 e

indeaeftheQUR-EAN MiRadsdWted N’R&ﬁb&iﬁ@ﬁacg‘ss e Mter:&%&@va\}/rou rofokdiprocess
V respectively on the virtual routers 303A, 303B an

upd3©GE,intdrigegaientyopiting talati@indiyate tiolsssotiged MROL A ierfREQE RESrated in
Redback Networks Inc. 9 22/01/2007 registers an

F‘g?fﬁ pleriaat a‘ﬁf’fﬁatt‘fﬁ@ﬂbpﬁm@v pltbecnghin. th inftasior galewanrputingiprbtocol process
i pterface manager. The interface

e e (’F%‘F fague “P‘B‘afewﬁlﬂaﬁ‘bv? HEd integfhceyigttesti gl inserting the
ata's I nteri Wi € 088539508t d

o RGBS EER g e

 trandikisla Qorkr Bl pRURE, Lﬁ’é‘fﬂ@rﬁi BRd¥ay Q)fjtlﬂgtﬂﬁ)tocél B%@e&t:é Bfsmid RSach VR-LAN

interior gateway routing protocol process accesses a
interfkge sswtedisiitutheVE-LAN. AfteBtrdniniiki@ghhd dofitkol padket, @B interiBiChia@ Rdy@Suting
each VR-LAN interface associated with the VR LAN

prot?calgzmcms s fbﬁyasﬁtOHiéteCl YR-ANtelaramagered. Faltagploatiune OSPF is
i.nvention may provide the interior

con B T T AFB DELR bR rpheciga Ry e VECLAN
t l
323 ¥R ORI e @e%?éSP?f Eckgtr e?ﬂg‘hc E’Cﬁ%%ﬂ bn, Eiuf ﬁtg{faces%ﬁ%l[ag gﬁdggsc V.

manager nay maintain

In anteRBodviRnk AN rﬁ’d’%eﬁé"ﬂ&le@&@ﬁg MBReds AN wofd i3k Inﬁgﬁtﬁgl To éxtp She sin

interior gateway routing protocol process at'es
routipgyr@esds Grg., GEPEWandles ttlichdig: ah@bée&&gt“mhduﬁdthqﬁ&c@ss tcchﬁnumcatlon
associated VR-LAN interfaces as illustrated in Figure
[1042) g @tleR bR RS habdiEcnBigRIGhH %ﬁﬁ HersrRarb A VE M dn Urrar L Gors
interior gateway routing pro ocol process accesses
are piskeg diviey beetBtiualsbitdd C4nt R pisked o Yol 16 Bfer FE&RGe Al@Herative
VR-LAN interfaces instead of inserting the data
embﬂéwur&ff@reenvprnwn Ineckétyapayrbe passed daveniaryowenlager progetsa (eqz., tdAhekrrel
i nterior gateway routing protocol process
S°°'<ef e” 58 1§ cummmpnicgiiop Fhaprielpetvern routing roesseseapd the dagyplapeihat includes line

rot oc rocesses transmts to each VR-LAN
cardsftg am@tg a&ogrc rougng op mmm%ze the amount o modltf cation made to routing protocols.

[0043] Figure 4 is an exemplary diagram illustrating external route distribution between virtual
routers according to one embodiment of the invention. In Figure 4, a virtual router 401 with IP address
10.1.1.1 is peered with virtual routers 403A and 403B via inter-VR interfaces 415L.B and 415L.C,

respectively. The peering is established with either static routing or with interior gateway routing protocol

Redback Networks Inc. i0



interface associated with the VR-LAN. After
transmtting the control packet, the interior gatewayz2/01/2007
routing protocol process nmarks the associ ated VR LAN

interfaces as received. For exanple, assume OSPF is

configured on interfaces 315L. V, 315B. V, 315C. V. If

OSPF sends a packet on 315B.V to the VR-LAN 323 for

pr&c@s@ MRviuad D 4(§Ih‘@)3§%ﬁ4()§§tp gpe@ﬁ& f?atve ééé%érg%é»{ﬁ l‘otu‘nyﬁ tables 405,

recei ved on the interfaces I5L
4020 doBe Mhe Holaad eniribyah BB @te®hy8l1B: BiMdLHINBTAI 8 8F'B have been

for nore than one virtual router, %e S|ngle routing
leamedicasehef wirtgl ouwt@®SPF) handl es t he sending and recei ving

wi t hout inter-process comrunication. [0042] Regardl ess

O1004HETHe Rirted Foageiol 86 BintHButd @) ABrmABHntiPR EIS LRI ED7 directly from

forwarded between virtual routers are passed directly
virlgd rones 034 and ¢3B, respetiehys Tagndrivalbut asRads 1EoM rdu@f to le MRl

a rocessing. In alternative enbodinents of the

d“@ﬁ% BbﬁmEB&&W@WS“ﬁﬁ?“ﬁ@“@ééﬂedmdﬁmmmﬁmeM@knmmhaw@m

ssLn to the kernel socket, which is a
emg%ag‘?ﬁﬂﬂat&oﬁ%? nElgzn ANFDY fpRReEH FY§t 9%y processes and
the data plane that includes |line cards) to maintain
6%&‘436045 Bute disfgbusion roticipsreinyte aprifed ta digttimtionodf routes between virtual

dt i cation made to routjng protocols. [0043] Figure
routgi § 2 & ‘°*8‘3€8?F5P%W9ﬂfaq"5@'if%fw% W“F"a‘ziwe&fhism'gﬂee»@ﬂeeﬂﬁavstqﬂﬁwt rtual

o one

routgrlrrg(;u[ ngtl‘l)% Fé%n:fi qw}tln\]? %Exer Vi uglllilér:l lterslﬂﬁu 'Lﬁléun er dl n rusaqontrol A

i men Inven
poli€yQhHy 8¢ infhRhedMdloR 2 bR d?iggt{n%ﬁtsth e rhél' u:l'u
V|rtuaféroutersa4d§A and 45%8 V%a fnfg§m%%%&? EM%%gggm“mt
distrbhi kauBrsa Abkrbiiely, &Srtain fo@BPRG bl té@ée?{ as ekhtEreRB@IIoPGhrdsSicted for inter-
established with either static routing or with
VR jope distiipitiongat eway routing protocol Redback Networks
Inc. 10 22/01/2007 process. The virtual routers 401,
40B] Bipde 310 3 Bagr@STas tieMBlhry ndRR elednBicéoRling G4 Wadodiment of the
routing tables 405, 407A and 407B. The bol ded entries
inveptign.t I Bigerg §.amptyprk glamw\w inclydits i pgptrolainl 688 cAd@fed witD ft of gindkards

5154055 have been |earned fromother virtual routers.
At FREsHrYon et ot @8- uodkerash. peishingrediusueiel Thecontrol

card %thgsrtsrle erng ?% mng%%&sgpn 5'2528@@‘] Ec;?régag e %%}%%ygatem%mutmg tables

Irtua I‘OU

507AV-1 ol Alhe EoRtth Brd fb%r% ﬁb@é mle B Jr&’c‘&s&%oé O ﬁféﬁ giheé%mdmg

destinations ED and ron1t e V|rtua rou
interidip@tewdyrdutiay tabled GO — 5@93 EEaEI'&S the Mﬂ‘gﬂ{ﬁ‘l Bc%ﬁestS@GA 506F and their
: external destinations ED I, and fromthe
corresppyding YR imterigt garewAOrbuting @BIAEQMA/a 5096 a® useo bif AdifkirGit vilrUbien
policies can be applied to distribution of routes

* configurg g neptopt fﬁ@remS Fiagly & the pxterpel touting orvessseeli64 —I0TF andiheir
t hen t he

fromi rtua uter _distributed
“0“"58"“%{“6 vE P “’W"‘Ftwa%{l"““nﬁ Ei’h'ﬁ%—‘i?”% FOUF deresd byihe dikferens yirtyg! pouter
confg%fmopﬁ,p,%[woyg eqetmlégl P(; outers that do not fall under the

CUSt oner contro
[0047] Each of the line cards 515A — 515C include one or more forwarding tables. The line card

515A includes VR forwarding tables 517A — 517F. ‘The line card 5158 includes VR forwarding tables

S17B - 517E. The line card 515C includes the VR forwarding table 517A. The forwarding tables 517A —

. SI7F are created from forwarding information downloaded from the control card 503. Each of the VR

‘Redback Networks Inc. 11



policy may be inplenmented on a network el enent that
allows the virtual router local to |l earn routes but 22/01/2007
not distribute routers. Alternatively, certain routes
may be tagged as either restricted or unrestricted for
inter- VRroute distribution. [0046] Figure 5 is a
di agram of an exenplary net wor k el enent according to
gaLLan. In F

fo%gmgﬂ‘e&q sotgb% H’ : r%n(t: Y:R{&lergut%r c%néi 3etaorg Blgmem 500. Inan

net

bR R e%ﬂodﬁhénl’bf%e%%nti@ﬁ ahirt roBRl HS moé:,:lél?‘one V,‘_Rlérgarwngtaﬁe VR

transm ssi on nedium 551 (e.g., a packet nesh
intsiot gaGkviyrgutine tblelRhd/@ VR e)ztenoTEﬁew@PtBﬁtl’n@ fable.CRA ﬁﬁi)ﬂé%erhﬁ% S
external routing processes 505A - 505F and
empqgiitpeaish the divantiore x tieald egterng anddwanernpioeltting ocksa lisl siesed b Giffident virtual
507F. The control card 503 al so hosts internal routing
rWocesses 506A - 506F and corresponding interior
gateway routing tables 509A - 509F. Each of the
i H04BTHERE canweltcard 603pndiire s S 1 GO6A7E illbDHEEd ia Midurt B @idithe network
corresponding VR interior gateway routing tables 509A
elements geseribeg ia ﬂlﬁ%é’é}feb‘}w‘éﬁe dicperiep, progesspisrandfer A5Gy Sesh memories include 2
red.on the network el ement 500. Each of the

s B SRR Py e e S G e rRne o oo
all, Qﬂﬂer iep&sg (ﬁ?é{ ﬁregcg{wfa%agn n\al\s@ix C(r)m été!n ral?olu tléjgl%alg within this

- 507F ar use eren V|r

meSRYnt/AUGAG ¢ r&%r BRICAREIC:s. et*o?ﬂ@ &Q)@this [ QROALLoERE B

the line cards 515A - 515C i nclude one or nore
"mafhirewertdhengdiiabihels be tlkbero liicliée spuhethanfh D provGdetIGle Ssio¥Rand/or
forwarding tables 517A - 517F. The line card 515B
tran§niig) inferagtiopin 4 fompsaddbinly atrabliimede.g. SiLFHEputen)s FtExanipleen thacirie:-
515C includes the VR forwardi ng table 51 7A. The
’eadfbier‘vﬁﬁlﬂaﬁ BryEsatr oLy Bemory ¢ R@WFWQPI@ acepsp BETBYY ROMS). magnenc disk

f d d f t
StOT%Q El‘gﬁqs%lgm n e%epg,tf‘% nn{?ﬁor oa &ctrﬁél? %}:AE gcoﬁﬁgat] oitfher forms of
propdealeD%itnd0 R, cIrQérW@ﬁeg'imreH leaﬁsthg‘ﬁg i%,?afgpé?@)déc to a

di fferent virtual router conflgured on the network

mgfwhlleﬁ&QHveLt%n ?ﬁ ba lntdgcr[]aa in uesrfgsso ngtg'ai g?lﬁog ﬁnegtﬁtéhowkllfed in the

i nvention, rou
art WiIQEOETiA kHa0thd 1@%@011 isMERK rinkif2d I% rtﬂe Qﬁ]b(ﬁ%@ty\@éﬁcrfbgw tﬂmetﬁog Qllxde
and/ or VR exterior gateway routing tab anot her
appa@afut @ithe ddvention cag bbarekitited Mith ﬁaﬁd:ﬁdﬁﬁmlaﬁ&fa&&hlnﬁ Kluth;ﬁlths kpR@ b scope of
external and/or internal routing process is shared by
the appeededqiaiing The deserintion iy thistieshesegari @R Bistdtive insteadtof lirhitingam the
' 503 and line cards 517A - 517C illustrated in Figure 5
invenfofy t he network el ements described in the Figures
i ncl ude nmenories, processors, and/or ASICs. Such
menories include a machine-readabl e medi um on which
is stored a set of instructions (i.e., software)

enbodyi ng any one, or
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all, of the nethodol ogi es described herein. Software
can reside, conpletely or at least partially, within 22/01/2007
Wh984/0WeFory and/ or within the processor and/ ®CTABRE@S/020456
For the purpose of this specification, the term
CLAMAS hi ne-readabl e nedi unt’ shall be taken to include
any nmechani smthat provides (i.e., stores and/or
Weeleinsnits) information in a formreadabl e by a machine

(e. ter). For & machl ne- readabl e

1. ddg ﬁlr%thl%ﬁgﬁggﬁlgﬁ?%e g‘n‘il ?FEEBW ROM'), random
ac peaingeefin yirtuaRter to ABaHAAL wﬁuﬁl ﬁiﬁtersﬁl@éréﬂlech@ﬁfﬂt 8nd second
opti cal storage nmedi a, flash nenory devi ces,

eI ect ri ¥&tual gpeers hpve sepwais addegss snacewweﬁepar@termutm tables;

G} QRARRAEE SloP iy afte rou S o B e pgna

i nvent i eirtusdsoudsrewheleBcd il the séif pdutef idewifedsahe first virtual
enbodi nents, those skilled in the  art will recognize
that t hEPYFRASATRhheR0LThE first Fute gaiddirstreute indliing ardsstination;
describggy The nethod and apparatus of the invention
can be practiced with nodification and alteration
wi demmloadiag $pa séttofand osmoeefonfardinigdatdey eredstindtivinrmgd the next
The desgrlptlon Is thus to be regarded as illustrative
instead™ limiting on the invention. Redback
Networks Inc. 12 22 / 01 / 2007 WD 2004/010654
PCT/ US2003/ 020456 CLAIMS W claim 1. A nethod in a

2. si'ﬁbﬁmethed\wclaimllam&n(saiﬂmebmhmmmmm ng a first
virtual. er t.o vi r.tual ter erein the
ns@eragﬂa S oneRalnRer Seliniihts e Capulpuss

adgknefing BeEshdaAB cﬁﬁﬂ@fﬁ&eethﬁﬂﬁ&bﬂtgs fRlb&shd virtual router;

di stributing a set of one or nore routes fromthe
f i asgeciating: the first degieal interfadeavithetho neconid virtusl rovdert end

ri PeEgind b oS gl SR sy b B PR s

route, said first route including a destination; and
downl oading to a set of one or nore forwarding tabI es,
3.t hihegaethodaf ¢laim 2 darthen compxising oputing pratecolmsotass exfhanging

routufé i%}‘JHnJauX‘il? %faethg fird Iaﬁid Eecgn& PO%IC%? {HEerlfaSégE

4. The method of claim 1 wherein the next hop is a logical interface that indicates the
first virtual router.

5. The method of claim 1 wherein the next hop is the first virtual router’s identifier.

6. The method of claim ! further comprising associating the first and second virtual
routers with a virtual local area network (VLAN).

7.  The method of claim 6 wherein said associating comprises:
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generating a first logical interface that indicates
the first virtual router; generating a second |logical 22/01/2007
WORWHPOHWS t hat i ndi cates the second virtual rdETEES2003/020456
associ ating the first logical interface with the
SeGRAGkaMhg @i §&Hﬁ@€1ﬂu§ﬂ‘3ute?§ SARIBLERE 2 G ré&?:%ﬂ' includes said
| ogical interface wth t first virtual router. 3.
The net NGdADfase destinazion and a&irstdegipal |Mﬁltf§ceﬂhataudmai§ said first

pr ot ocol cess exchanging routing information via
theflr‘in%'éag @ cglogical interfaces. 4. The net hod

of peherbfihd inART BistivitAIfl rB8E's P&ﬁmg&a‘tﬂe h@&ioﬁé lroﬁtewt frRGiftles said
that indicates the first virtual router. 5.
met hod ofLANzs mdestiviation and & preond kagicad pltmﬁ‘aqe hhatfmdlsettes said
vi rtual Sgé)lﬁdqm&allrd@t ifier. 6. The method of claim1l
further comprising B¥%oci at i ng the first and second
vi rtual routers with a virtual local area network
(VLAN). 7. The method of claim®6_ wherein said

8. asdbe Pﬁtﬂilcﬁb‘)fé&ﬁﬁw Hther comprising safd Hrsb andsegersy virtual routers

excthaipg TS e v VAN S £ 100 rouie that

i ncl udes said VLAN as a destination and a first

| o |cal interface that indicates said first V|rtua
9. r ofn@pthod inya swglonsiver eﬂ‘i@@&?@"‘ﬁ'@%ﬁ virtual router's

ro I

| OubASe 8 eS8 Qe g fiBlo d Bfite! 463 a8k Shaiodifble

i ndi cat destinatich aicwexd hvp,rshmdaiext Iyt entifBing Beecomt hr.tdal router,
a|d i rst_.and secon

of claim®6 fur t
i 1t ual Whgisbad Bis ERERLOAST PoEHRCs frgh i gpe differen
the VLANom®: sefofi®hdiRélsis ac% tﬁét 'ngr@sp%ﬁw the SdcOHE tHﬂual router; and

conprising: I1nserting i firrst virtual router'
rodnwﬂgadmgﬂ@mutedmaébm&ahdgtadmlﬁ e indicating a
destination and a next hop, said next hop identifying
a second virtual router, wherein said first virtual

10. T OPhé&mefiRl 0P SRANGSvRR eI shidmekt Pt 3SpieAdeeradd f er ent

11.  The method of claim 9 wherein said next hop is the second virtual router’s identifier.

12.  The method of claim 9 further comprising said first virtual router exchanges routing

information with said second virtual router via said route.

13.  The method of claim 9 further comprising forwarding a packet from said first virtual
router to said second virtnal router in accordance with said next hop indicated in said

forwarding table.

14. A method in a single network element comprising:

associating a first viriual router and a second virtual router to a virtual local area

network (VLAN); and

14



froma second address space that corresponds to the
second virtual router; and downloading the route to a22 /01 /2007
Whrost/dtieRlg t abl e. 10. The net hod of clai m9 wWrETAIS2003/020456
said next hop is a logical interface. 11. The net hod
of o : Cos . '
¢ oo iBligin §NltFla a8 Jol1E Sorl 8 A il SGEND e ebbi virtuat
furt her rowapvia henGLANL d first virtual router exchanges
routing information with said second virtual router
via said route. 13. The nethod of claim9 further
15. COMPE el dfRIMNAS i ﬁ&ran%aﬂkaasocﬁe{tﬁ Eﬁhﬁséé gedb aﬁh%wﬁét logical
router to said second virtual rout accor danc
interfaceforsthie dirstevintudl oputérrtbiitandieates the %‘Md\l ahd e weconiddggical interface for

the sefheietl ot Bulidierfe B VIR U {Tal Touter and o

second virtual router to a virtual |ocal area network
(VLAN); and 14 22 / 01 / 2007 WD 2004/010654
16. pCThemptivd/d 2@4@61 Siwherdnshiddirstrand second ivingual siyiters axchange routing

inforpAbf b B St by g R T et o of 1 ai m

router via
14 wherein said associating conprises generating a
first logical .interface for the first virtual router

17. t nEke mgthod of elaim 14 fythex camprising Sormiaeding g packet tothe sécond virtual

route%/%iﬁha h?.gi @1& fﬂr}gu kﬁéﬁ% ?:i?sg glzb%eé }Qg&:%?& e yvﬁlsaln entry in the

first windalseater'd ﬁbmfai‘diﬁg table) inthich mmbta@@ €irdt Qoitiédl Gnterface as a next hop to
information via the first and second | ogi cal

the VLAN f aces. 17. The nethod of claim 14 further
conprising forwardi ng a packet to the second virtual
router and a third virtual router fromthe first
18. viTheumbthodof epim o7 athemndﬂn (packmit iéreaeiv&hiy t;he isét:cmhenrtual router
flrsé Vi.r uaI rout rwar t abl e,
via a peegpd 198 Hlt?’if’i‘%etan ViR PR dCRiv ey th%R%GkﬁbﬁHaﬁémfd logical
interfadte v‘)ﬁ'ef&ﬁ sal@ secblig Id’%&aﬁ‘ eiPlce Gl @e&ﬁm‘ﬁ’@ﬁf i rthdl Souter and the
packet is received t he secon virtual router
third logical interface indicates the tthd virtual router.

19. A single network element comprising:
a conirol card having a set of instructions to cause the control card to,
insert in a first virtual router’s routing table a route, said route to indicate a
destination and a next hop, said next hop to identify a second virtual
router, wherein said first virtual router corresponds to a first address
space different from a second address space that corresponds to the
second virtual router, and
download the route to a forwarding table; and
a set of one or more line cards coupled with the control card, at least one of the set of

line cards to receive said route.
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via a second logical interface and the third virtual
router receives the packet via a third | ogical 2210172007
WO PHI6E: wherein said second | ogi cal interf aduE/US2003/020456
identifies the second virtual router and the third
| oo . T . vi _
20. ¢ MiFemidtk Seraeol Qe Eind Bnkel stk Ml fbm to cary
routestiocbaliset offlite eaeds. of i nstructions to cause the control
card to, insert in a first virtual router's routing
table a route, said route to indicate a destination
an oo _ . Tt
21 GEER npr Bthent & i1 wiARin e LR Hop i foel G Bt face
corresponds to a first address space different froma

secpond address s .th orresponds tq the econ
22. | i Gt Sl Lot wherel B Rotihop ik il e pagle
tabl e; and a set of one or nore lIine cards coupl ed

with the control card, at |east one of the set of
23. | | Hbe velwgsk elsmeatef olaimsk wherointthe set ©f WSROBMsFuaEG 4ause the

PCT/ US2003/ 22/ 01/ 2007 20520. The network el enent,. of .
contiar KT8 Nt LT g Mt o ine PPinEieLEesieS BRI (gset of routing
proiéudl piocedseddctfeshndind @ asditferht toufifig fR%6tI, thd set B outing protocol

network el ement of claim 19 wherern the next hop is a
processes tearogeas paakgisdor ppluraiifiechwrinalruterseawppertast bycthg ngiwiogk
elem%kerei n the next hop is a virtual router handle. 23.

€ network el enent of claim 19 wherein the set of

instructions further cause the control card to host a
of one qr nore routing protocol processes, each of

24. ts ﬁtEh%@tWelfk ¢lgmentof clayndPsaeh ohthg setof dive eads arghedegiamgt of
. - i t i . ; f i .
msh‘%c‘rﬁg tﬁ % E:Hot}iafu%p&% & 8 {;rg%té)h{i’%g gl!rhg tg%glg b E)l g%t%?}og\?#rgﬁlgéf rg%%’g |dt y

forwartling proceas to mretess semtigpaidreckibiye bfie pagitcibetiveer ktmhtouters.
24. The network el enent of claim 19 each of the set of

l'ine cards includes a set of instructions to cause
25. D8 USRNSSRl UGBt
of ona ndmowﬁovéssgrspéauae gmd kettof pedoessers teipetforh operatiensscomprising:
indicating for a route a logical interface as a next hop for a destination, said logical
interface identifying a first virtual router, said first virtual router including a
first routing table; and
inserting said route into a second routing table of a second virtual router, wherein said
first routing table is for a first address space different than the second routing

table’s address space.

26.  The machine-readable medium of claim 25 further comprising:
indicating for a second route a second logical interface as a second next hop fora
second destination, said second logical interface identifying the second virtual

router;
inserting said second route into the first routing table; and
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25. A machi ne-readabl e nedi um that provides

i nstructions, which when executed by a set of one or 22/01/2007

WhrW4/8H68essors, cause said set of processors RGF/US2003/020456
perform operati ons conprising: indicating for a route

35 PS8 R AR A0 TP v e

router, smndah&mstlagiaatlmbrfi@m er including a first
routing table; and inserting said route into a second
routing table of a second virtual router, wherein said
fi e} ligm bisT i @SS Gloadi
27. di F[?l éfl{ea%yht hgar#atﬁﬁlelﬁ%dé%gn lragﬁtzzsng éf}abfnz, ngggr es%1 ng the
dest‘ftlptimeanleﬂie 1@@1 iretedfizcedo aelatigiidne amel forwrardihg phelictn 28m the second
rther r|s|n i .ndi cat for. a second route a
OBt o9 gﬁl‘%ﬂi Vl}'tH Plftglbglg eggglé?ﬁléﬁf?“ﬁ%e}(t hop for a
second destination, said second |ogical interface

identifying the second vi rtual router; inserting said
28. setbeunachint-ecddable mddiurhiof slaim aﬁtﬁml@rtcampasmghd 16 WO

ottt AR KT EB leRon A oo n e i SREA eeraia
r out er Sgatoad Hg‘i’caiﬁﬁéﬂﬁie@l‘i@lddnﬁﬁbs tHe OV IGAN; it er f aces.

27. The nmchi ne-readabl e medi um of claim 25 further
coreeeiviigrile pasket omalthing lopisal idissfarsasspeiated Mathithe VLAN and the
| ogi cal Iru_:aterfaﬁce to a data plane and forwarding
packet s gond virtual router to the first
virtual router with the logical interface. 28. The
machi ne-readabl e medi um of claim 25 further
29. cofiprachinegeadablgmadivgm that proyidesdastrygtions. twitch whem gxecuted by a set
of oq\é or&ﬂ)?%: pfo%?ésg a%zgus ﬁguﬁ sétgyfﬁf&%:is‘sg)gs oﬁ}é}@nﬂﬁpgrgﬁané&%}gmg.
r eeeiiip adirkthartad elagter tora secdrldi vidudlagites wherdie tHeaftrst and second
associ at_ed vvlth the VLAN and the third virtual
r out er . Visial rautesshiive senagaty a@r@%ﬁa&?eﬁﬁw Renargle Entimgables;

' rkﬁgtﬁﬂﬁﬁllééy Set o%h&gr IW&%'} ﬁtﬁ?s a o Wst%lr?@all rmﬂér t8@ﬁ‘e ftond

nore processors, cause sal processors t
per f or mittpdranten wheednpfirgiofgie set of routes identifies the first virtual .

router as a next hop of the first route, said first route including a destination;
and
downloading to a set of one or more forwarding tables, the destination and the next

hop.

30.  The machine-readable medium of claim 29 wherein said peering comprises:
generating a first logical interface that indicates the first virtual router;
generating a second logical interface that indicates the second virtual router;
associating the first logical interface with the second virtual router; and

associating the second logical interface with the first virtual router.

" 31.  The machine-readable medium of claim 30 further comprising a routing protocol

process exchanging routing information via the first and second logical interfaces.
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peering a first virtual router to a second virtual
router, wherein the first and second virtual routers 22/01/2007
WRW40816&8 at e address spaces and separat e r outBQTgUS2003/020456
tables; distributing a set of one or nore routes from
the first virtual router to the second virtual
router, wherein a first of the set of routes
32.i gé]ﬁ%el thachinetreadably méc(ljﬁﬂfﬂ ¢flehdim ZQCWI\;&einlahed aext &ip iswlogiehl interface
the first route, sai irst route including a
that dedieatesihe §Fst VERRY TNl oadi ng to a set of one or nore
forwardi ng tables, the destination and the next hop.
30. The machi ne-readabl e nedi um of cl aim 29 wherein
33. saiTheprs machincanplabkasedivgefetmi28gviseréin tlst ndxd o ilthe first
. interfac, tr_f\t I ndicates the first virtual router;
W“EEF%F%&% Ptiecond | ogi cal interface that indicates
the second virtual router; associating the first

| ogical interface with the second virtual router; and
34. asdbeimaching-readableguedivmlof glaial 29 finttherfeampriging lassoeiating the first

first virtual router. .3 The nmachi ne-.r, bl e nmedi um
and 803 yiretRbers Fith & il ookl st BN ot 9col
process exchanging routing information via the first

and second logical interfaces. 17 WO 2004/ 010654 .
35. PCThasmoiae-zoadehleraaiiumef glaim Brhevherainisaid 2sseaiatibg eomprises:

medi um.of .cl ai;m 29 ;wherei n.the next IS | ogi cal .
" Bty if Rl R Aobg AR KOS roR R Py iy R Rotudes saia
33. TheVIRN 88g bedt@atiepsRid BrstRgicaMnedrfaek dafindicates said first
wherein the next hop is the first wvirtual router's

i dent i f vigual mogter;and nachi ne- readabl e medi um of claim

29 r: (S ¢l al i e [l . .
ccebitiiEn BT L PRGN AL b I 1ogh royffla ncludes said
net wor kK VLANY 2 definatidieandacdticomt logrdbintcefat® thavmdivhtes said

cl ai m 34 whergei n said associ ating conpri ses:

gener at fa58nqd Wridal i@uteicond virtual router's routing
table a first route that includes said VLAN as a
destination and a first logical interface that

36. | nhembesnsadadale asediuny of ¢laiad 34 duther compising said first and second

virtual routers exchanging routing information via the VLAN.

37. A machine-readable medium that provides instructions, which when executed by a set
of one or more processors, cause said set of processors to perform operations comprising:
- inserting in a first virtual router’s routing table a route, said route indicating a
) destination and a next hop, said next hop identifying a second virtual router,
wherein said first virtual router corresponds to a first address space different
from a second address space that corresponds to the second virtual router; and

downloading the route to a forwarding table.

38,  The machine-readable medium of claim 37 wherein said next hop is a logical

interface.
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generating in said first virtual router's routing
table a second route that includes said VLAN as a 22101 /2007
wezimewson and a second | ogical interface thaCT/US2003/020456
i ndi cates said second virtual router. 36. The
nma - e s 3 | I .
39 ar DepiachFRORIBI TR CF 7ol dhid i AR thS LBbnd virwal
routeg s identyfiemf or mati on via the VLAN. 37. A
machi ne-r eadabl e medi um t hat provides instructions,
whi ch when executed by a set of one or nore
40. PT 948 $:5Qhhe-1884kdE BidilnS@ el 3 ﬁﬁﬁé%ﬁ:ﬁ)rfsﬁltgggfdfﬂfsf'?mu' al router
operations conprising: 1nserting in a first virtua
exchangessouting oforinmegion atithesaid scoondeyirteal rdulepvizesaidndiieat i ng
a destination and a next hop, said next hop
identifying a second virtual router, wherein said
41. T rk n¥dchindabad 818 REdIGR SIRMABH FurtiRer Borhprisihg RANARARg a packet
space different froma second address space that
frong spid Grsp vivtisl ramtertie said senond wirfurl eduter iy aenordaanel with said next hop
. .downl oadi the rogyte to a forwarding table. 38. The
mdl??g%vgrfpﬁ@%rfégﬁa’r“gt i um of claim 37 wherein said next
hop is a logical interface. 18 22 / 01 / 2007 WO
2004/ 010654 PCT/ US2003/ 020456 39. The mmchi ne-readabl e
42. nedi mashine-tadabie gredivme that provigies insenetions,pwhish when sueqyiad by a set
i Lo Cifi . L
of o e opS ke cSutel it sekbiraneione o B P lofie €Qb s
Vi hdsueihti @y fiest virfet Rawgesd aebddnddridtid] esuted to @vithidlNocal area
said second virtual router via said route. 41. The
machi nen¢t@es A8 m of cl ai 87 further conprising
fo . : : o " _
sl BethOh Froa oie 4 EAR Ag B irklal ffr Bl o birnal
next hoputdrivid thetVldAINN said forwardi ng table. 42. A
machi ne-readabl e medi um t hat provides instructions,
whi ch when executed by a set of one or nore
43, P' PREDIiRe-r&AUTIE nidiifin BELIaRE 48 WACRAS i a&sBciQ&ﬁ% erpi;ﬁses
operations conprising: associating a first virtua
generabing erfirstridgisalsatenface for thcufidst victudlavutenthat indidateathd YEAN and a

secm?c{ l%gical interface for the second virtual router that indicates the VLAN.

44, The machine-readable medium of claim 43 wherein said first and second virfual

_routefs exchange routing information via the first and second logical interfaces.

45.  The machine-readable medium of claim 42 farther comprising forwarding a packet to
the second virtual router and a third virtual router from the first virtual router in accordance
with an entry in the first virtual router’s forwarding table, which indicates a first logical
interface as a next hop to the VLAN.

46.  The machine-readabie medium of claim 45 wherein the packet is received by the

second virtual router via a second logical interface and the third virtual router receives the
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network (VLAN); and indicating in a routing table a

route fromthe first virtual router to the second 22101172007
WO 200¢/810654 out er via the VLAN. 43. The machi ne-RCGTARIN3G20456

medi um of claim42 wherein said associating conprises

er at a first. | ogj ] . b {51
packF RS o ey Rl sl R BaicPinle ot Idelifes the second
virtlab@ugetland diccthira ¢epié A intbiigcedadiontes the thitthvirtnalroater.t hat

i ndi cates the VLAN. 44. The machi ne-readabl e medi um of
claim 43 wherein said first and second virtua

routers exchange routing information via the first and
second | ogical interfaces. 45. The machi ne-readabl e
medi um of claim 42 further conprising forwarding a
packet to the second virtual router and a third
virtual router fromthe first virtual router in
accordance with an entry in the first virtua

router's forwarding table, which indicates a first

| ogical interface as a next hop to the VLAN. 46. The
machi ne- readabl e nmedi um of cl ai m 45 wherein the packet
is received by the second virtual router via a second
| ogical interface and the third virtual router
receives the 19 WO 2004/010654 PCT/ US2003/ 0204 601
2007 packet via a third |logical interface, wherein
sai d second logical interface identifies the second
virtual router and the third | ogical interface
indicates the third virtual router. 20
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