
MOBIL -2, PHONE AS A POINT OF SALE (FOS) DEVICE ATED
APPLICATION 10001i This application claims priority
from U. S. Provisional Application No. 60/733,266
filed On November 4, 2005, which is incorporated
herein by reference. ELI) OF INVENtION [00021 The
present invention relates generally to the enablement
of wire ',.ss communieahon devices as b msaction
gateways. More parLieuiarly, the present invention
relates to a system and method for enabling a wIreless
handset as a point-of-sale (POS) device. BACKGROUND OF
INVENTION [0003] Withexplosion of wireless phone
access and u (7 cellular phone service is fast
becoming more and more available in developing
countries where landline infrast mums 'It generally
considered insufficient. Consequently, mobile service
providers or operators are finding captive consumers
in these countoes for mobi ic phone services.
particularly pre-pa ift phone cards. [0004] The
hallowdor art patent represent the state of the art
fbr the transtc of digital data to a mobile device,
and is hereby incorporated by reference: 



[0005} U. S. Patent No, 6,7 14,797 to Ran Lila
discloses a s sLeni, method and computer program for
ordering, paying For and downloading digital products
to a mobile device. !he mobile device accesses
electronic shop server web sites that contain digital
products for sale and hotspot network bocaions where
these dighal products may be downloaded to the mobile
device via the short range ransceiver located in the
mobile device. Using thesystem, method and computer
program disclosed therein, a user of a mobile device
may download large amounts oF digital data without
incurring telephone or cellular phone charges  [0006]
However, a problem with the above-mentioned prior art
system is its inflexibility. From the mobile operators
for example, such existing cellular pre-payment
applications do not allow for the delivery of digital
content to pre-pay mobile phone subscribers, SO
prevalent and growing in developing eountnes. Such
current implementations of pre-payment systems lack
flexibility, ease of implementation and respons
SUMMARY OF INVENTION [00071 The present invention
satisfies, to a great extent, the foregoing and other
needs not currently satisfied by existing mobile
commercial applications [0008] This result is
accomplished, in an exemplary mbodiment, by a system
and method that activates the delivery of digital
content arid/or the pre-pay erg or post-payment of
mobile operator and/or third party goods or services
using a wireless communication device as a transact on
gateway by one or more retailers or mobile operators.
For ease of discussion hr./ "retailer', is used to
refer to one or more. mobile operator agents and/or
inde retaA: [0009] U sing , mobile based appiication
protocol, such as, nut not limited to short message
service (SMS), wireless appliea Mi prom ol the Java 2
Platform Micro Edition (.12M E), SIN/ Application
Teollcit (STK), BREW, etc., the vireless communication
device communicates with or brOWSe33 an tronic mobile
commerce server The mobile commerce inerce) server p
Frles access to a range of electron:- or digital
products supplied from the mobile 



operator anone or more third party providers available
for purchase by the mobile phone  These third party
providers may take the form of one or more specialized
servers such as a SMS center, WAP gateway or a PN1E
server, which open.ates in communication with the /Ty
Com merce server. [00]0j In one aspect of he present
invention, avalue-added services (VAS) server is
configured to provide enhanced digital content and/or
enhanced services to the purchasing mobile phone
service subscriber. Each enhanced digital content
td/or service is packagable as a VAS content purchase
of one or more enhanced services for pre-paid and
post-paid mobile ph One subscribers. in addition, each
enhanced service is configurable to intemperate with
one or more electronic platforms, such as a color ring
tone platform, a post-paid billing platform, vendor
content delivery platform, and the like. [00 fl The
VAS content or enhanced services include ring tones,
music, virtual calling cards,    [0012] For instance,
the VAS server preferably includes the provisioning of
content directed to  variety of ring tones, logos,
picture messages, video. music, names and other
content. in this regard. the VAS server allows for
content ;election From anavailable: ha:. of
contentadvertised ny a mob Ic operator and/or
retailer. The VAS server may also provide a
subscription to a color ring tone service, allowing
for song selection from available list of musical
content advertised by a mobile operator and/or
retailer. Further, snort message service (SNIS) alert
subscription services for news, sports, horoscope and
such information may also be made available from the
VAS server For ultimate pass through to the subscriber
user. In addition, in instances where a mobile
operator or third party pros C empoys its own calling
card platferm, the VAS server configurable to provide
virtual calling' or VAS card personal identification
numbers (Ms) for use on the operator's or third party
provider's platfo 



[00131 Notably, these VAS server content or enhanced
services are preferably modular in that each
content/service may be enabled or lisabled as desired
on an individual basis. [00141. In a preferred
embodiment, the VAS server incorporates a content
management system, which manages the server's
operational functions, The content management system
does not need to store or deliver VAS content to the
target mobile phone service subscriber, integrate(
with the appropriate vendor's content delivery platfor
n. which is responsible for the actual service
provisioning and/or content delivery to the target
mobile phone service subscriber. The VAS server,
throucommunea ion with the N/I-Commeree server,
lhciiates access of a desired vendor's content and/or
enhanced services to one or more retailers, and Jig
erthe vendor's content delivery platform to send the
content or nhanced services to the target subscriber.
In this regard, the content rnanaaernent systemsists
in providing several functions, such as: the gene ion
0! centralized VAS codes validation of vAS codes,
management of VAS prices by retailer group or
geographical region; management of VAS prices by
retailer margin definition and calculation by retailed
group or geographical region; availability of VAS by
retailer group or *coo Mica! region; promorion of
specific. VAS by retailer group or geographical
region; and other reporting. 100151 Alternatively,
rather than the content management system being
connected to one or more separate vendor content
delivery platforms suchcontent is delivered by these
platforms remotely, content may be storedthe content
.ilmar_Trueut system such that the content delivered
from the VAS server via the conteiiagernent system
directly. 



100161 The M-Commeree sere- also manages the
interopc-b.lity of the VAS server with other
plattbrms, such as the mobile operator billing svsem,
the content provider VAS platiorm,  has pm-paid
credits. When a purchase is requested, the value is
deducted from the retailer's prepaid e-wallet accoult.
The retailer's e-wallet account also operates with a
credit whereby retailers may settle accounts with
mobile operators periodic 1-00L71 In another aspect of
the present invention regarding a lo lead view cf the
server con ion the system of the present invention
comprises an application layer, a rniddieware layer
and an 3ntertace layer. The application layer performs
all of the transaction processing ainctionsmanages
integration with operator network entities,third party
provider network entities and the application layer
modules and sub- ;tems. The n dd lewalaw.r standar and
manages commu:rueat ions between all external network
C1)and the modules and sub-          )1 the
application layer. The interface layer comprises one
or more interface modules written br each specinc
target platform, for example. Each interface module
implements a specific communications protocol,
faci,itating plug-and-play integration with tbrd party
provider network ties and mobile operator network
entities NO181 More speci fluffily, the app] kaliyer
comprises three modules: an inCommerce server:, and
c--Wallet sei cr and a VAS server. Each of the three
SCIVCI modules are composed of sub-systems For
example, the m- Commerce server module comprises Four
sub-systems or ibur main functional blocks: agent
registration and management; parsing & end-to-end
transaction management; transaction log, audit and
reportinm and settlement and reconciliation. .1 he
e-Wallet server module comprises three sub-systems:
e-Wallet transaction management; c-Wallet storedvalue;
and agent authentication and security, And the VAS se
n"inle is composed of five sub-systems: VAS
transaction management; con Lent mapping etail cr
verification; VAS pricing and retailer commission: and
PIN database. Each of these sub--system s conflgured
to perform intended functions required of the
respective server module.  [00]91 The middle\vare
layer is best described by the complexity of core
functions it manages, such as mulli-thE ling
management queuing, message delivery and recovery,
system monitoring, data collection, transaction
management and logging, and the bike. it lies between
the application layer and the interface layer. 



[00201 The interface layer is -- posed of a plurality
o nterfac.e modules that incorporate features designed
to manage the transaction load on the target network
entity and simplify integration of third party network
entities or mobile, operator network entities.In this
embodiment, the interface modules compriseSMSC
interface;'NAP interlace,a content interfac,- a color
ring tone interface;an information alertinterface; and
a postpaid terrace, each of which preferably
corresponds to a respective platform or network entity
it supports. [00211 The conuigunition of the
application layer,middlewa e layer and interface aver
modules and sub-systems provision a system and method
for enabling a wireless communication device as a
point-of-sale device that is highly scalable, robust
and secure. As to sealability modules ar.. designed to
act as cstand-alone' processes that communicate with
other modules, preferably via XML messages over TCP/IP
sockets. The modules may reside on the same server, or
b list3-ihur.ed over a network or a cluster. Modules
are also eOnfigurable to send messages to i multiple
modulthus allowing,load baiOnCirig throughout the
threeclime ayers. Applications may also beibuted
across multiple servers. In addition, multiple
instances of the modules and interfaces may be
configurable intar mode across multiple stand-alone or



clustered servers. [00221 As to robustness, each
module provides shutdown and -start procedures that
allow pending transactions to he processed if
possible. in addition, if a module sends a message to
another module, and that -ansaetion fails, it will
automatically  cttempt to re-send the message to a
redundant module. Also, if an attempt to re-send the
transaction also fails such as in the case of ansolute
thilure then the message is spooked to disk, and an
internal rnomtornig thread will attempt to re-send the
message at a later time. [0023j As to security, secure
COMMU3 cations throughout the architecture of the
present invention ensures that sensitive data is not
compromised. Module-to-module communications are
preferably encrypted to ensure message integrity.
Supported encryption algorithms include 3DES,
Blowfish, AES, SSL. and the like. Supported hashing
algorithms (for message integrity checking) include
NID5 SHA I and the like. Links with external entities
are also preferably encrypted with any of the above
software based algorithms. ITardware based encryption
inocu es (1-ISM) may be integrated to encrypt
transactions with external ities. [0024] There has
thus been outlined, rather broadly, the more important
fbatuces of the invention in order that the detailed
description thereof that o!ows may he better
understood, and in order that the present contribution
to the art may be better appreciated. There -e, of
course, additional features of the invention that will
be described further hereinafter. [0025] In this
iespect, beibre explaining_ at least one embodiment of
the invention n detail, it is to be understood that
the invention is not limited in its application to the
details of construciic ri and to the arrangements of
the components set forth in the following description
or illustrated in the drawings. The invention is capaL
- of other embodiments and of being practiced and
carried out in various ways. Also; it is to he
understood that the phraseology and tentiinology
employed herein are fOr the purpose of description and
should not be regarded as limiting. [00261 As such,
those skilled in the art will appreciate that the
conception upon which this disclosure is based may be
readib,,, tit nied as a basis ,or the designing of
other structures, 



methods and systems for carrying out the several
purposes of the present inventionis  important.
ierethr that equivalent constructions insofar as ey do
not depart from the spirit and scope of the present
invention, are included in the present invention.
[00271 What is more, the detail d description that
follows may be presented in terms of program
procedures executed on a computer or network of
computers. These procedural descriptions and
representations are the means used  by those -killed
in the art to most effectively convey the substance of
their work to others sk'llvd in the art. 10028.1 A
procedure is here, and generafly, conceived to be a
self--consistent sequence of steps leading to a
desired result. These steps are those requiring
physical manipulations of physi - quantities. Usually,
though not necessarily,e quantities take he form of
electrical or magnetic signals capable of being
stored, transferred, combine( . compared and otherwise
manipulated. It proves )rivenient at times"
principally for 3 sons of common usage, to refer to
these signals as hits, values, elements, entities,
symbols,characters, terms, numbers, or the It should
he noted, however, that all of these and similar terms
are to be associated with the appropriate physical
quantities and are merely convenient labels applied to
these quantities. [0029] Further, the manipulations
performed arc often :referred to in terms, such as
providi inputting, conlirmin" or comparing, which are
commonly associated with mental operations perforrned
by a human operator. No snen capability of a human
operator is necessary, or desirable in most cases, in
any of the operations described herein which form part
or the present invention; the operations are machine
operations. Useful machines for performing the
operation of c present invention include general
purpose digital computers or similar devices, 190301
The present invention also relates to a system for
performing these operations. This system may be
specially constructed for the required purpose or ts
may comprise a general purpose computer as selectively
actvated orby a computer program stored in a
computer. The procedures presented herein are not
nheremly related 10 a particular computer or 



other system or apparatus. Various general purpose
machines may he used with programs      en in
accordance with the teachings in. or it may fe more
convenient to construct more specialized
system/apparatus to perform the required method steps.
The required structure for a variety of these machines
will appear from the description g '31 10031i For a
better understanding of the invention; its
operatinages and the aims attained by its uses,
references should be had to the accompanying drawings
and descriptive natter which illustrate preferred
enibodirnents of the inventi .BRIFE DESCRIPTION OF THE
DRAWINGS [0032] Fig. is a -il-iysical view of the
server coniiguratic"f a system for enabling a wireless
communication device as s point-of-se vice device, in
accordance with a preferred embodiment of the preseni
invention, 00331 Figa logical view of the server
configuration of the system of Fig. I. 0034) Fig. 3 is
a diagram of the niiddleware of Fig. 2.  00351 Figs.
/IA and 43 show a flowchart of a post-paid hill pay
transaction sing the system of Figs. 1 and 2. [0036]
Figs. 5A and 5B show a flowchart of a con Lent
purchase transaction in the fora of a rim, tone using
he system of Figs. 1 and 2. 



0037] Figs. 6A and 613 show a flowcnart of an enhanced
service subscription purchase transaction in the form
of a color rim; tone sing the stem of7 Figs 1 and 1
1003g1 Fies. 7A and 73 show a flowchart Calservice
subscription 1. ransaction in the  [:9039] Figs. 8A
and 813 show a flowchart of an enhanced service
purchase transaction in the tbrm ota virtual caldng
carding the system )1Figs, 1 and 2. [0040] Figs. 9A
and 9B show a flowchart ofan enhanced service
subscription transaction in the form of n alert
service using the system of Figs. I and 2. DETAiLED
DESCRIPTION F PREFERRED EMBODIMENTS [0041] Referring
now to the figures wherein like reference numbers
indicate like elements, in Fig. there shown an
exemplary embodiment of a system for enabling a
wireless communication device as a point-of-salc (POS)
device. [0042] As depicted in a. physical view of
thesystem's server onlimiration, the wireless COMM
unication device 12, such s a mobile phone, is used by
a retailer or mobile operator 10 as   PUS device to
access an ..leetronic mobile commerce (M-Commerec)
server 16 thron0 a 2.5G, third generation (.13(3) or
later global system for mobile commun cation (GSM) 14,
Mobile operator network entiiies, sneb as a SMS
center, WAP gateway and a 12ME server, are preferably
collocated at 14 and communicate with the NI--Commerce
server 6 thromili SMS center and %NAP gateway
interfaces. The M-Commerce server 16 communicates via
a middleware layer to an e-Wallet server 22,>paid
top-up distribution server 20 and a VAS 



server 18 The VAS server 18 in turn communicates
through i terraces with target platforms 23, 17, I 9,
17; which may be owned by one or more third party
providers or mobile operators. [0043.] For ease of
discussion, retailer 10 is used to refer
interchangeably to one or more mooile operator agents
and/or independent retailers. [0044] The N4-(?ornrne6
provides s menu of one or more electronic or digital
or more content providers represented as value-added
services (VAS) content and/or enhanced services, which
operate in tandem with a mobile operator's system(s).
[0045] More specifically, the M-Commerce server 16
provides the operational logic to manage an end-to-end
M-Commerce transaction, including hut not limited to:
an interface logic - such as wireless application
protocol (WAP), short messa!3e. service (SMS), Java 2
Platform Micro Edition (.12ME), SIM Application
Toolkit (STK), etc. - for integration with a mobile
operator's access channels; parsing logic to receive
and process transactions from various access devices
using the above-mentioned interface logic; a
transaction management logic to control performance of
desired transactions, such as content purchase
transactions, enhanced service subscription
transactions, enhanced service purchase transactions
and the like; integration capabilities to facilitate
integration with one or more sub-systems, such as the
VAS server 18, pre-paid top-up distribution server 20
and e-wallet server 22; and other operational support
capabilities including but not limited to
configuration, reporting, auditing, etc. [00461 The
VAS server 18 provides the operational logic to manage
the transactional processing that occurs between the
retailer 10 and any third party provider platform,
such as the color ring tone platform 17, vendor
content delivery platform 21 and inforrnation alert
platform 23 depicted in Fig. I. '[he VAS server also
manages the transactional processing that occurs
between the retailer 10 and the mobile operator's
platform, such as thc post-paid billing platform 9.
[0047] More specifically, the VAS server 18 provides
operational logic, which includes but is not limited
to: an interlace logic tbr integration with a mobile
operator's access channels and a third party provider
platthrm; a transaction management logic to control
performance of desired transactions, such as content
purchase transactions enhanced service subscription
transactions,  enhanced service purchase transactions
and theand other operafional support capabilities 



including but not limited to mapping and vatidation of
mohite operator content R), authenticating authority
For retailers to cell specified content and/or
enhanced services, establishing retail iprices and
commissions. system configuration, reporting,
auditing, etc. [0048] The color ring tone platform 17,
which preferably exists in the network of a mobile
operator or third party provider, is hardware and
software used to house or store) files of the color
ring tone content. In the provisioning of color ring
tone services., he color ring tone platform 17 is
interconnected to a mobile operator's switching
infrastructure to substitute the audio file of a
selected song for another network. ring tone in a
subscriber's handsel, 19049] The post-paid billing
platform 19.preferably exists in the network of a
mobile operator or third party provide- is hardware
and software used to capture call records, generate
accounts and rack payments for postpaid services.
[0050] The vendor content delivery patlorm 21, which
prelerablv exists in thenetwork of a mobile operator
or third party provider, is hardware and softvare used
to house or store digital content. In the Provisioning
of digital content, vendor content delivery platform
23 is interconnected to a mobile operator's switching
infrastructure to deliver selected content to a
subscriber's handset, [0051] The information alert
platform 23, which preferably exists innetwork of a
mobile operator or third party provider, is hardware
and soft-r,used to house or store information and
data. In the provisioning ofobscriptiot'r ices themion
alert that form 23 is interconnected to a mobile
operator',.:itching intructure to deliver selected
subscription 



in formal ion alerts to a subscriber's handset.
[0052] A preferred embodiment of a logicat view of the
server configuration of the system the present nvc.:.,
ion shown in FiL,. 2. The application architecture
pertorms HI of the         on processing thnctions,
and manages integration amonst and between the serve
modules 16, 1S, 22, its sub-systems, the middlewarc
15, the various third party network plat P ins 7, 21,
23, and any mobile operator network en postpaid
h'iling platform 19, the SMS center 24, the WAP
gateway(s) 25 and the J2M13server(s) 26. the
application architecture also manages the back-end
adiniristration, reportine and ntonitorii
-ifrastruCLUIC, [0053] Preferably, the middle re layer
15, a id the SMS center and W. P interfaces 24a, 25a
are collocated with the M.-Commerec server 16.
Simiarly, th... mieldieware layer 15 and the
interfaces 21a, 17a, 2.3a, I9a are preferably
collocated with the VAS server 18. Finally, the
middleware layer 15, in the absence of any interface
corn ponents.. is collocated with the e-Wallet server
22. 00541 As depictedthe M-Comnieree server 16,
;->Wallet server 22 and VAS server IS may be viewed as
the three primary niodales developed to support a VAS
content and enhanced sei s application. This is the
Lip:rhea:jot] layer. These modules  contain the
business logic for each particular solution, and are
separated into discrete functional blocks, which
interact with each other and with the middlcware and
terfdce avers. [005.51 For example, the NI -Cotnrnerce
server 16 includes four functional blocks tiamely. an
agent registration and management block lea, a parsing
and end-to-end transaction management block I 6h, a
iransaetton log, audit, reporting block 16e. and a
;settlement and reconciliation dock 16d.  [0056] The
agent registration and management block lilia provides
the business logicregiste 



and manage an agent'sretailer's) virtual account.
Block 1621 also includes, but is not limited IC the
operational logic 0-1 t: peribrms hregstration
timetion, and allocates the agent against a group of
agents. Preferably, fOr example, each retailer has
parat eters that govern their characteristics and
operations, such as sales cummissil s, maximum and
nUMallet balance caps, maximum suction volume caps,
maximum transaction value caps products they arc
authorized to sell, and the like. An operator
generally has a set number of combinations of these
parameters, such as three or four commission
structures. For ease of management. the agent
registration and managed ut block I 6a enables the
operator to create one or more groups where each group
represents one or more sets of parameter combinations.
Thus when registering a reta Icr, the operator may
assign a retailer to a grouR and the retailer
automatically adopts the ciiaracterisdc.s for that
group. In this way,the retailer registration process
is streamlines (i.e. less data to enter for each
specific retailer) and wholesale changes to a large
number of retailers may be muAm-wined by changing the
group parameters. 100571 The parsing and end-to-end
transaction management block 16b provides the business
logic to manage the end-to-end transaction flow and
interaction betwee all three modules 16, 22.:8, Block
I 6b also includes, but is not limited to an interface
logic to integrate wit Ii the moblc operator or third
party provider access channels, such as SMSC 24.
Wireless Application Protocol (WAP),etc.; a parsing
log.c to receive and process transactions from the
various access devices I) iocois associated with one
or lore source platforms such as SMS WAP gateway 25,
12ME. se.rver 26, etc.; a decryption alcmiathrn to
decrypt :neon-ling messacies, transaction management
logic to control the end-to-end transaction flows;
software for ion with the other modules, such as the
e-Wallet server 21 and the V A c server 1 8; and -  



software to provide all of the operational support
functions inclu mg, but not mnited to, system
cunhgurauon, reportEng, auditing, etc. 10058] 1 he
transaction log, audit and reporting block I6c
provides the business logic to capture and store the
end-to-end transaction data. This block ide also
includes, but is not limited to: transaction data
logging functions for end-to-end transactions;
audition functions; and reporting functions. [0059]
The settlement and reconciliation block I 6d provides
the business logic to calculate transaction fees and
commissions tor all parties to the transaction in teal
time. It supports fixed fee or variable percentage
transaction amounts or both. [0060] The e-Wallet
server 22 comprises three main functional blocks;
namely, the e-Wallet transaction management block 22a,
the e-Wallet stored value block 22b, and the agent
authentication and security block 22c The c-Wallet
transaction management block 22a provides the business
logic to manage the interaction with the agent's or
retailer's virtual account. The capabilities of this
block 22a include, but are tot limited to: routing
trans lions from/to the M-Commerce server 16 and the
VAS serve 18; transaction data logging -h:n; c-Wallet
auditing and reporting. [0061.1 The e-Wallet stored
value block 22b provides the operational logic to
manage the ntraactions of an agent's or retailer's
virtual account. The capah lities ot this block 22b
includes, but are not limited to: storing current
c-Wallet account balances, status and information;
responding to balance inquiries from the M-Commerce
and -VAS servers 16, 18; reserving funds while a
trans,...tien is being processed by either of the
M-Commerce and VAS servers 16, 18; and committing
funds to or from the virtual account once a
transaction is successfully completed.  [00621 For
ease of discussion herein, it is assumed that a
retailer's electronic wallet has sufficient credits
for the desired transaction. Alternatively and/or
optionally, the retailer 10 may use non-eleerrorne
mechanisms to effect a mobile phone related sales
transaction, such as selecting the desired mobile
phone-related product frorn a local/remote catalog.
[0063] The agent authenncauon and security functional
Hock 22.c provides the business logic for managing
authentieanon and security Functions. i'he
capabilities of block 22c include, but are not limited
to: storing an agent's or retai lers NI-Commerce
server identification number PIN) in a secure manner;
and responding to agent/retailer authentication
reciuests from the other modules 16, 18, including
validation ol the NI-PIN. [0061] The last of the three
primary modules depicted in Fig.is the VAS server 111,
which comprises five main functional Hocks; namely, a
VAS transaction management block 18a, a content
mapping block I 81), a retaler verification Hoek 18c,
a VAS pricing and retailer commission block 1Sd and a
PIN database block I8e, [0065] The VAS server
transaction management hiock 8a provides the business
logic to manage the transactio aspects of delivery of
the conk it or enhanced sea v ice. The capabitilies of
block I 8a include, but are not hire. itcd to; routing
transactions from/to the N1-Commerce and e Wallet
servers 16. 2 , ;fluting transactionsfrom/to the
interfaces 21a, 17a 23a. 19a for the platfo s 21, 17,
13 19, e'pc ruvely; arid tr nsaction th.ita loupti,g
for VAS serv,- WdUing and reporting. 



100661 The content ID mapping block 18b provides the
business logic to manage the confirmation aspects of
delivery of the content or enhanced service.
Thebilities of block 1813 include, but are not hrnited
to: generating centralized VAS codes for mobile
operators CE  VAS codes to content; and mapping
operator VAS codes to enhanced service provider
specific content codes. 100671 The retailer
verification functional block 18c provides the
business logic to manage the services that an
agent/retailer is able to sell. The capabilities of
block 1Sc include, but are not limited to: determining
the availability of value-added services by region
and/or by retailer group; and promoting specific
value-added services, such as a 'Top 5' or 'Top 10'
services, by region and/or by retailer group. 100681
The VAS pricing and retailer commission block 18d
provides the business logic to manage the charges and
commissions for the agent/retailer. The capabilities
of block 1Rd include., but are not limited to:
managing VAS prices by regiones) andlor retailer
distribtrtion trees, such as by retailer group; and
defining and calculating retailer margin by region(s)
and/or retailer group(s). 10069] Lastly, the PIN
database block :Se provides the business logic to
manage the sets of 1717,1s for the services being
offered. The capabilities of this block 18e include,
hut are not limited to: segmentation of PINs on a per
service basis safe storage of PINIs; serving of PiNs
to the requesting module(s); and the marking of PINs
as 'used once successfully served. 100701
Communication between the server modules 16, 22, 18,
the mobile operator network entities 24, 25, :9 and
the third-party service provider network entities 21,
17, 23, are accomplished through interfaces 24a, 250.
19a, 21a, 17a, 23a, respectively, and a middieware
layer 15. [007]1 For each of discussion, the
interfaces 2,1a, 75a, I9a, 710, 17a and 23a comprise
an 



interface layer, which implements a specific
communications protocol. As depicted, each intern:tee
is used to separate the connection logic From the
business logic, thereby simplifying the  integration
of mobile operator and third-party network entities.
This provides environment for standards based network
entities. [0072] in this regard, a primary function of
the interface layer is three-lbld (1) to manage the
corn munication sessions with the target platform,
such as the color ring tone platform 17; (L) to
convert a VAS server 18 request to the required target
platlbrrn format and send it to the intended target
platform; and (3) to interpret the target platform
response, and convert that response to an appropriate
response for the server modules 16; 22; 18. [0073]
Notably, each interlace 24a, 25a 2 la. lin, 23a and
19a is written for each specific target network entty
For example. the alert interface 23a is written for
corn turncation with the information alert plattorm 23
Similarly, the postpaid interface 19a is wruten for
communication with the postpaid billing platthrrn 9.
Each interthee also incorporates features designed to
manage the ransaction load on a target network entity.
This iheilitates a seamlessplug-and-play integration.
100741 The nsdd ieware layer1.5 is co -Igured to
standardize and manage the communications between all
mobile operator and LI irk entities, and the three
server :nodules 16, 22, 18 It manages core functions
and systems; such as: a message-passmg systembetween
multiple          servermodules 16, 22, 18 and the
interface layer, preferably using NNW; an internal
queuing system that routes inessa -s from the server
modules 16, 22, 18 and interface layer to internal
worker s mon itoring. system that monitors the status
of third-part: networic connections, internal threads
queues, etc. (with event alarm and logging)
initialization and (graceful) shutdown sequences;
debug and audit logging; and data collection system
that collects performance statistics.  



transaction logging attributes of the middleware layer
15 may be better appreciated with [0076] The
transaction management attributes of the middleware
layer 15 incoi of features to guarantee delivery of
transactions so that transactions are never lost. As
depicted, messages received from the server modules
16; 18, 22 by the middletkare IS are through dedicated
receiver threads 15a These messages are placed in an
inbound queue 15b to await processing. A dedicated
worker thread 15c takes the messarA7e off queue and
processes it, if a response it to be sent, or if the
message is to be passed on, then it is placed in an
outbound queue 15d. A pooled collection of sending
threads 15e then attempt to send ftc message to its
destination server module 18; for instance. [00771 The
system monitoring attributes of the in hidiee 15
incorporates  : ran to of features that cotransaction
management and optimize the performance of the layer.
For example, montoring threads 15f keeps track of all
compliance aspects of messages within the server
modules 16, 18, 22 and the middleware 15. These
compliance aspects include thread activity, message
sending and receiving, queue sizesal processing
statistics, message denvery re4ries, message aging and
the like.. In addition, ail and SMS alerting system
15g provides notification of unportaiternai events(
SIMS alerting is possible through 



Short Message Peer to Pee (SM13.13), Simple Network.
Paging Protocol (SNIPP:), tir.iv sal Computer Protocol
(VCR), Computer interface to Machine Distribution,
version 2 (CINI1)2) and other protocols. Alerting
systems may also include Interactive Voice Response
(IVR) systems and Multimedia Messaging System (MIMS)
wi Lb graphical illustrations if desired( Two other
dynamic thilure recoveryase of fa 100781 The
transaction logging attributes of the middleware layer
15 provides a common capability to capturefe - store
data for eritical steps in the transaction processing
tu avoid loss of critical data. Inbuilt even and audit
logging to disk 27 provides a continuous trace of
message progressGeneral ag.entiretailer logging 15b
Ind central transaction logging provides safe storane
of critical logs and raw data to a Universal
Transaction Logger (in) s-t -r (not shown). 100791 The
TJIL server is a centralized data collection system
that captures performance statistics IS; and
transaction data in a standardized formal so that if
is presented in a unified view and extracted by
reportin2 tools. Each transaction is preferably
identifiable by service type, transaction type (e.g.
balance inquiry, top-up, etc.), date/lime, MSISDN, and
response code. A web-based           aura in i Si. If
1 wranhical user interface (GUI) allows operations and
business users to view a range of scenarios, such as
viewing an individual service by NISISDN or viewing
all services by NISISDN. Preferably, each scenario is
controlled by one or more filters. [0080; lr a
preferred embodiment, a reporting module commUnicates
with the data ollection system to extract data for any
individual application, or to consolidate data across
all applications. Controlled by one or more filters,
the reporting module may create reports Mr a. range of
scenarios, such as a report on aggregated services by
transaction type (e.g. all top-up transa-tion)32
ser-2,13e) Reports may also be created on aggregated
services by relailer/ancnt or on individual
service(s). Through the reporting module, mobile
operators or third -party service providers may create
their ms n reports also. 



the presentti on to activate de!i vcvarious
contentservice using a wireless COMM Ldevice as a
transaction gatewa [0082Operationally, and with
respect to H. 4, there is shown a flow chart of a
postpaid bill payment transaction using the system of
the present invention that enables a mobile phone
service subscriber to pay their mobile phone
operator's post-paid account using physical currency-
pesosrupees, pounds, etc.) over the counter to an
authorized retailer 10. [00831 In the exemplary- Fig.
4 transaction,the retailer 10 uses a mobile phone 12
as point-ofsale device to initiate t post-paid bill
pay transact ion, as at operation 30. In a preferred
emhodinent, bill pay transactions are performed using
a SIM menu by- retailers 10 that have authorized
electronic wallet e:rinsscns and SIM security. The SIM
is a subscriber identity module, or a contact-based
smart card, that is inserted into a mobile device's
handset. The S IM is configured to store an appi
ication on it that is controlled by a menu
thatisplayed on the mobile deviccU handset screen, and
controlled by the handset's navigation keys. [0084f
Notably, a transaction inay be performed using any
desired user interface on a variety of mobile based
application protocols, such as. bul not limited to,
short message service. (Sfyls), wireless application
protocol ( the Java 2. Plattbrm Micro Edition (J2ME),
BREW, etc. Each of the transactions discussed in Figs.
3 through 7 May employ any desired interface/protocol.
[0085] Operation 30 is performed when mobile phone
service subscriber provides tue retailer I 1 with
his/her post-paid mobile phone number, the amount
being paid, and a bill reference number. Using, the
mobile phone device 12 he retailer 10 accesses a
M-Commerce server 16 men  



100861 Preferably, the SIM application displays the
appropriate prompts to the retailer 10 via the SIM
menu such "Please enter Subscriber Postpaid mobile
no." 'Confirm Subscriber Postpaid mobile no." "Please
enter bill reference lo."; 'Please enter
paymentamount"; "Enter your NI-PIN''; and "Confirm
payment of <amount> for Postpaid no sMSISDN> with ref
no. <bill reference no.>". In other words, the
retailer 10 selects the corresponding options frorri
the SIM menu and enters the ietai s provided by the
subscriber in oi ration 30. The retailer 10 then
enters its M-Commerce server identification number
(i.e. M-PIN) and s the transaction. 100871 'The SIM
application constructs an encrypted bill pay short
message service (SMS) containing the entered data and
sends the message to a SMS center 24, which in turn
routes the bill pay message to the NI-Commerce ewer
16. The M-Commerce server 16 determines that the bill
pay message is a bill pay transact ion, decrypts the
message, and authenticates the retailer's 10 details
on the Wallet server 22, as at operation 32. 10088i if
there are sufficient funds in the retaile s electronic
wallet account, the e-(let server 22 holds the payment
amount in reserve and the M-Commeree server 16 i iates
a payment request (operation 32) to a hi fling
platform 19 of the mobile operator 10 through the VAS
server 18. Preferalk he details of the payment request
include information directed to the mobile ?Movie
service subscriber's post-paid mobile num her
(MSISON): the payment amount. and bill reference
number. Optional intorrnaliou may include the payment
type and r: unique NI-Commerce server transaction
number. 1:00891 At operation 34, the decisional issue
is whether a valid post-paid account exists, Here, the
billing piatldrrn :9 of the mobile operator verifies
hat the mobile phone service subscriber's MSISDN is a
paid account by crossrcthrencine the detail the
payment request with information in a post-paid
database. 11 no matching data is lotind,the billing
platform 19 notifies  the VAS server 18 or the
mismatch, as at operation 36. The VAS server 18
notifies the A4- Commerce server 16, which in turn
sends a notification SMS message to the retailer 10
and subscriber advising of the failure of the
submitted request (operation 38), An example of a
subscriber notification SMS message for a failed
transaction may read: "<Given namem, there has been a
problem processing your bill payment submitted on
<submission date> at <submission time>, Please call
customer service on <phone number>. Trans k
<transaction ID umber>:' [0090] On the other hand, if
the subscriber is verified as a valid post-paid
account, then the billing platftwin 19 accepts the VAS
Server's 18 payment request and posts the payment
process, as at operation 40. [00911 Next, at operation
42, the biHing platfOrm 19 sends a confirmation
message to the VAS server 18 that payment has been
accepted Ibr processing. The VAS server 18 notifies
the M-Commerce server 16, which instructs the
et-wallet server 22 to deduct the appropriate payment
amount from the retailer's e-wallet account (operation
44). [0092] The NI-Commerce server 16 also constructs
a notification SMS message to the mobile phone service
subscriber (operation 46) and retailer 10 (operation
48) confirming that payment has been successfully
posted. A successful SMS notification message sent to
the post-paid mobile phone service subscriber
preferably contains information on the customer name,
date/time of payment, the retailer's NISISDN, the
M-Commerce server's transaction number, and the
payment amount. An exemplary fbrin may read: "<Given
name>, your bill payment submitted on <submission
date> at <submission time> has been successfUlly
processed. Your receipt number is <post-paid receipt
II>, Trans t! <transaction ID numbc.r>."  



100931 Similarly, a succ-cful SIVIS notification
message sent to the retailer 10 preferably contains
information on the date/time of the payment, the
subscriber's N4S1SDN, the Is/- Commerce server's
transaction number, and the payment amount. An example
retailer notification SMS message for a successfUlly
accepted transaction may read: "On <date> at <time>
you submitted <currency amount> for post-paid bill
payment of <subscriber MS1SDN>. Trans 4 <transaction
ID number>." [0094] At this juncture, the mobile
operator or retailer I 0 accepts cash from the mobile
phone service subscriber, operation 50. 100951 It is
worth noting that any or all of the VAS content and/or
enhanced services, whether digital content or
subscription services, is available to pre-paid or
post-pal(' mobile phone subscribers by delivering
physical currency over the counter to an authorized
retailer 10. Each VAS content or enhanced service is
available singly or bundled, and may be enabled or
disabled singly or bundled as desired. Therefore, each
VAS content or enhanced service is preferably
configured as its own content/service delivery
platform on the VAS server 18. 100961 Referring to
Fig. 5 (comprising Figs. SA and 5H)is shown an
exemplary flow chart of a content purchase transaction
in the form of a ring tone purchase transaction using
the system cif the present invention that enables a
pre-pay or post-paid mobile phone subscriber to
receive digital content on his/her handset. This is
achieved by delivering physical currency to an authori
zed retailer 10. [0097] Here, the mobile phone service
subscriber selects a specific ring tone, thr example,
and provides the mobile operator or retailer 10 with
the content ID number and his/her mobile phone number.
Alternatively and optionally. the subscriber may
select a specific logo or picture  message. The
retailer U then uses a mobile phone 12 as a point-o:le
device to initiate the ring 



tone purchase transaction by accessing a M-Commerce
server 16 menu (operation 60). [0098] Preferably, the
SIM a plication menu displays aporopriate prompts for
the retailer 10 to enter the data provided by the
subscriber. The SIM menu may include such prompts as:
"Please enter Purchasing Subscriber mobile number";
"Please enter Target Subscriber mobile number' (11'
this entry is left blank, then thedef.' tilts to the
subscriber'11), "Please enter Content ID"; "Enter your
NI-PIN"-lirm sale of <Content ID> to "NISISDN>". After
the retailer 10 cutets merchant identification
nurnberM-PIN), the retailer 10 confirms the
transaction. [0099] Note the option to include. a
different 'target' NISISDN in addition to the
subscriber's IVESISDN if desired. This option allows
the mobile phone service subscriber to purchase VAS
content or enhanced service(s) for family members,
friends, colleagues, and others, :001001 The SIM
application constructs an encrypted content purchase
SMS message contuning the entered data, and sends the
message. to a SMS center 24, which in turn routes the
content purchase message to the M--Cornmerce server 16
'1 he NI-Commerce server 16 then determines that the
content purchase SivIS message is a content purchase
transaction,decrypts the message. and authenticates
the retailer's details on the e-Wallet servoperation
41). In addition, the (ACommerce server 6 forwards a
delivery request to the VAS server 18, passing along
the retailer's NISISDN and the content ID. [00101] At
operation 42, a decisional issue is whether the
retaiier 10 is authorized to sell the designE:ted
content. The goal here is to prevent unauthorized sale
of electronic content by an unauthorized retailer 10
in ddition to preventing the sale or unauthorized
content to a mobile phone service subscriber, If the
retailer 10 is not authorized to sell the designated
content, the  



VAS server 18 does not validate the retailer 10 For
that sale transaction, Accordingly,the V. S server 8
sends a on validation notification lo the M-Conimeree
server 16, which then sends a notification SMS
niessace to the retailer 0 and mobile phone service
subscriber that the transaction was unsuccessful
(operation 63). 1001021 On the other hand, if the
retailer 10 is determined to be authorized to sell the
designated content, the next decisional issue is
whether the mobile operator's content ID is valid
(operation 64). If not, the VAS server 18 notifies the
M-COnlitleree server 16, which in turn sends a
notification SMS message to the retailer 10 and the
mobile phone service subscriber advising of the
failure of the submitted request (operation 63).
Ei.xemplary failure. notification SMS inessa,ues are
as earlier described. [00:03] However,e operator's
content ID ishei he VAS server 18 retrieves the
corresponding mobiie operator's (or -the tithom6-xl t
,rovider's) content IDretail price and retailer
commission and passes this information to the
M-Commerce server 16. The M-Con iugree server 16
requests the e-Wallet server 22 to verify that the
retailer has sufficient hinds in its wallet and to
reserve, the retail price less retailer commission The
M-Cornmeree server 16 then requests the VAS server 18
to initiate the content delivery recluest to the
vendor content delivery platform 21 (operation r
preferably' passing along the target inobile phone
service subscriber's MSISDN, content ID and M-Commerec
server transaction ID. [001041 The next question now
is whether the vendor content ID is Ain(operation 66).
If not, the vendor content delivery phd Corm 21 sends
a no! validation notification that the vendor ID is
invalid to the VAS server 18. The VAS server 1 8
notifies the NI -Commerce server 16, which then sends
a nob fieri ionge to the retailer 10, the vendor, and
the mobile phone service subscriber advising of the
failure of the submitted request (operation 621).
1001051 On the other hand, if the vendor content LID
is deemed valid, the vendor content delivery platform
21 sends the designated content to the SMS center 24
(operation 68). [00 061 At operation 70, the SMS
center 2.4 sends the content (i.e. the selected ring
(one) to the mobile phone service subscriber's handset
as a once-only, one-shot dispatch. In other words,
there are no transmission re-tries of the content. The
SMS center 24 then receives the delivery receipt and
returns delivery confirmation to the vendor content
delivery platform 2.1 (operation 72), which confirms
the content delivery was successful (operation 74) and
sends a positive response back to the VAS server 18. 



[001071 The VAS server IS notifies the M-Commerce
server 16, which instructs the c-Wallet server 22 to
deduct the payment amount from the retailer's
electronic wallet account (operation 76). Accordingly,
the M-Commeree server 15 sends a notification SN4S
message to the mobile phone service subscriber
(operation 78) and retailer .10 (operation 80)
confirming that the content has been successfully
delivered, [00108] The respective notmessages are as
similar to the ones earlier described. For example,
where the subscriber has provided target subscriber
information, then a successfully SMS notification
message may contain the following information:
date/time, the retailer's MSISDN, the target
subscriber's NISISDN, the e-wallet platform's
transaction number, and the pm,,Trient amount, [001091
The retailer 10 coilects the currency from the
subscriber (operation 82.) to end the transaction.
1001101 In instances where a transaction is
unsuecessfid, the reserved amount from the retailer's
e-wailet is cancelled and the e-wallet is not debited.
[001111 Referring now to Fig. 6 (comprising Figs. 6A
and 6B), a flow chart of au enhanced service
subscription purchase transaction in the form of a
color ring tone, is illustrated. A color rina, tone
(or `ring hack tone') is best described as an audio
file, which is usually a recording of a song, that a
caller hears when the caller calls another subscriber
of the color ring tone service. The song replaces the
normal telephone ring tone that one would otherwise
hear when one calls another. The audio file is
preferably, though not necessarily, stored on a
central server connected to a mobile operator's
network. [00112] in the transaction depicted in Fig.
6, the pre-pay or post-paid mobile phone service
subscriber provides the retailer 10 -,,vith his/her
mobile phone number (IVISISDN) to subscribe to the
color ring tone service. The retailer 10 then uses a
mobile phone 12 as a point-of-sale device to initiate
the color ring tone subscription transaction from the
SIM menu (operation 90). [00113] Preferably, the SIM
application menu displays appropriate prompts, as
earlier described, for the retailer 10 to enter the
data provided by the subscriber. The retailer 10 then
enters its NI-PIN and confirms the transaction.
Alternatively and/or optionally, the SIM menu may
provide for the entering of a target subscriber
NISI:S.1)N, which is different from the. subscriber's
MSISDN. '1-his enables subscribers to purchase gift
VAS vice(s) for family, friends and others. [001:4]
The SIN/I application constructs an encrypted color
ring tone subscription SMS message containing the
entered data, and sends the message to a SMS center
24. The SMS center 24 routes the color ring tone
subscription message to the MCommerce server lo" winch
determines that the color ring tone subscription
message is a color ring tone subscription transaction,
decrypts the message, and authenticates the e details
(operation 91) on the e-Wallet 



serveIn addition, the NI-Commerce server 16 liorwards
a subscription request to the VAS server 18 (operation
91), preferably passing along the retailer's MSISDN
and the content ID, [00115] At operation 92, a
decisional issue is whether the retailer 10 is
authorized to sell the designated enhanced service.
The goal here is to prevent the unauthorized sale of
subscription services by an unauthorized retailer 10
in addition to preventing the sale of unauthorized
erthanced seto a mobile phone service subscriber. If
the retailer 10 is not authorized to sell the
designated enhanced service, the VAS server 18 does
not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a nonvaiiciation
notification to the NI-Commerce server 16, which then
sends a notification SMS message. to the etailer 10
and mobile phone service subscriber that the
transaction was unsuccessful (operation [001 16] If
the retailer 10 is deemed to Inc authorized to sell
the designared enhanced service. the next question is
vhemer the m [bile operator's content ID is valid
(operator 91) If not, the VAS; server 18 does not
validate the mobile operator for that sale transaction
'The 'VAS server 18 sends a nonvalidation notification
to the IN1-Corninerce server 16, which then sends a
notification Si[vIS message to the retailer 110, the
mobile operator and the mobile phone service
subscriber that the transaction was unsucec-ful
(operatiOn 93), 100117] However, if the operator
cometh ID is deemed valid. then the VAS server ; S
retrieves the corresponding rilOhne operators (or
other authorized content provid r's) content ID, price
and retailer commission and passes this -do 'nation to
the M-Comineree server 16 'The Tvl-Commerce server 16
requests the eWaI let server 22 to verify that the
retailer has sufficienta Funds in Os electronic wallet
and to reserve the retail price less retailerThe Nil-
co rnerce server i 6 then requests the VAS server 1 to
initiate the subscription request to the  color ring
tone platform 17 (operation 95), pref amy passing
along the target mobile phone service subscriber's
1VIS1SDN, content ID and N4-Commerce server
transaction ID. 



[00118] The next decisional issue is whether the
subscriber has already subscribed to the color ring
tone subscription service (operation 96). if so, the
color ring tone platform 17 sends a notification to
the VAS server 18 that the subscriber is already
subscribed (operation 98). The VAS server 18 notifies
the M-Commerce server 16, which then sends a
notification SMS message to the retailer 10 and mobile
phone service subscriber advising that criber is
already an existing customer (operation 99). [00119]
However, if the subscriber has not previously
subscribed to the color ring tone service, then the
color ring to tforni 17 activates a subscription l'or
the desired subscriber MS1SDN (operation 100). The
color ring tone platform 17 then sends confirmation to
the VAS server 18 that the subscription process has
been initiated (operation 102). The VAS server 18
notifies the M-Commerce server 16, which instructs the
e-Wallet server 22 to deduct the payment amount,
preferably a recommended retail price less commission,
from the retailer's electronic wallet account
(operation 104), and sends a nmilication SIMS message
to the subscriber (operation 106) and retailer 10
(operation 108) confirming that the subscription
request has been registered and when service will be
provided. The respective notification messages are
similar to the ones earlier described. [00]20] The
retailer 10 collects the currency from the subscriber
(operation 110). When the color ring, tone platffirm
17 completes the subscription process t sends a notice
to the subscriber confirming successful provisioning
of the service (operation 112). [0012]] The decisional
operations of Fig. 7 (comprising figs. 7A and 713)
showing a flow chart of an enhanced service
subscription purchase transaction in the form of a
color ring tone song  purchase, in accordance with the
present invention; is similar to the decisional
operations of Fig. 6, except that the transaction is
allowed to proceed only if the subscriber has
previously subscribed to the service, in other words,
if the mobile phone user was not previously
subscribed, then the subscriber and retailer receive
notifications instructing the user to subscribe to the
color ring tone service first. [001221 To explain
further, referring to Fig. 7A, the subscriber provides
the retailer 10 with his/her selection of a desired
song by way of a content ID number and his/her mobile
phone number. The retailer 10 then uses a mobile phone
12 as a. point-of-sale device to initiate the song
purchase transaction (operation [20). 100123]
Preferably, the SIM application menu displays
appropriate prompts for the retailer 10 to enter the
data provided by the subscriber. For example, the SIM
menu may include such prompts as: "Please enter
Purchasing subscriber mobile number"; "Please enter
Target Subscriber mobile number"; "Please enter
Content ID"; "Enter your Nit] N''; "Confirm sale of
<content ID> to <MSTSDN>". The retailer 10 enters its
merchant identification number (i.e. M-PIN) and
confirms the transaction. [001241 Note the option to
include a prompt directed to target subscriber
information, if desired. This option allows the mobile
phone service subscriber to purchase VAS content
and/or enhanced services Ihr one or more family
members, friends and others as a gilt. 



[00125] The SIM application preferably constructs an
encrypted song selection SMS message containing the
entered data, and sends the message to a S.MS center
24, which in turn routes the song purchase SMS message
to the M-Comincrce server 16, which determines that
the song purchase SMS message is a song purchase
transaction, decrypts the message, and authenticates
the retailer's details (operation 121'.., on the
e-Wallet server 22. Additionally, the NI-Commerce
server 16 transmits an nitiate-sono request to the VAS
server 18, passing along the retailer's NISISDN and
the content [001261 At operation 122, a decisional
issue is whether the retailer 10 is anihorized to sell
the designated enhanced service. The goal here is to
prevent the unauthcirized sale of subscription
services by an unauthonred retailer 10 in addition to
preventing the sale of unauthorized enhanced services
to a mobile phone service subscriber, If the retailer
10 is not author'yed to sell the designated enhanced
service, the VAS server 18 does not validate the
retailer 10 lor that sale transaction. The VAS server
18 sends a non-vabdation notification to the
m-Commerceserve 16 vhieli then sends a non flcation
S1VIS message to the retai er 10 and mobile phone
service subscriber that the transaction was
unsuccessful (operation 123).  00127! lithe retailer
10 is deemed to be authorized to sell the designated
enhanced service he next question is whether the
mobile operator's content LE) is d (operation 124). If
not, the VAS server 18 does not validate the mobile
operator for that sale transaction. The VAS server 18
sends ion -validation notification to the m-Commerce
server 16, which then sends a notification 5Mb message
to the retailer, the mobile operator and the mobil-
phone service subscriber that h transaction was
unsuccessti (operation 123). 1001281 However, if the
operator content ID is deemed valid, then the VAS
server 18 retrieves the corresponding. mobile operato
(or other authorized content provider's) content ID.
retail price and retailer commission and passes this
in formation to the M -Commerce server ;6, The
IA-Commerce server 16 requests the e-Wallet server 22
to verify that the retailer has sufficient funds in
its electronic wallet and to reserve the retail price
less retailer commisThe Nil- Commerce server 16 then
requests the VAS server 18 to initiate the song tequto
the color rinb,  tone platform 17 (operation 125),
preferably passing along the target mobile phone
service subscriber's MSISDN, content ID and M-Commerce
server transaction ID. 



1001291 The next decisional issue is whether the
subscriber is already a subscribing customer
(operation 126). If not, the color ring tone platform
17 sends a response to the VAS server 18 that the
subscriber is not a current customer (operation 128).
The VAS server 18 notifies the M-Commerce server 16,
which then sends a notification SIAS message to the
subscriber and retailer 10 advising the subscriber of
the aced to enroll in the subscription first
(operation 129). The failure notification message is
similar to earlier ones described hc.;:rein. [001301
However, if the subscriber is found to be an existing
customer, then the color ring tone platlbrm 17 act
ivates the selected song request and delivers the
selected song to the subscriber (operation 30). The
color ring tone platform 17 also sends confirmation to
the VAS server 18 that the song has been delivered
(operation 132). The VAS server 18 notifies the
M-Commeree server 16, which instructs the e-Wallet
server 22 to deduct he payment ain0Unt, prelerably
recommended retail price less commission, from the
retailer's electronic wallet account (operation 134),
and sends nolifieation messages to the subscriber
(operation 136) and retailer 10 (operation 138)
confirming that the selected song was activated for
the pre-pay or postpaid mobile phone subscriber's
service. dile respective notification messages are
similar to the ones earlier described, At operation
140, the retailer 10 collects cash currency from the
subscribe.[001311 Referring now to Fig. 8 (comprising
Figs. 8A and 813), there is shown a flow chart of an
enhanced service purchase transaction in the tbrm of a
virtual calling card. In this instance, the subscriber
generally requests a card product, such as a virtual
calling card or a VAS card, from the retailer 10.
Using the mobile phone 12 as a point-of-sale device,
the :retailer 10 initiates a  card purchase
transaction from the .S1M menu (operation 1.50)
entering pertinent details provided by the subscriber,
[00132] As earlier described, themenu is
user-friendly, providing appropriate prompts of the
necessary input information. In addition,the menu
similarly provides for the option of gift card or VAS
service(s) purchase for family and fri ends. 



1001331 Upon confirmation of the transacuon by the
retailer 1 0 he SRI application constructs an
encrypted virtual calling carand/or VAS card SMS
message containing the entered data, and sends the
message SMS center 21. For simplicity, the discussion
will he had to a calling card product although it may
be a calling card and/or a VAS card. [00134_] The SMS
center 24 mutes the card purchase SMS message to the
M-Commcrce server 16, which determines that the card
purchase SMS message is a calling card purchase
transacuon, decrypts the message. and authenticates
the retailer I 0 details (operation 151) on the
e-Wallet server 22. Additionally, the M-Com -Tce
server 16 transmits a retneve PIN request to the VAS
server 18, passing along the Retailer's MSISDN and the
service ID. [001351 At operation 152, a decisional
issue is whether the retailer i 0 is authorized to
sell the designated enhanced service. The goal here is
to prevent the unauthorized sale of calling card
services by an unauthorized retailer 10 in addition to
preventing the. sale of unauthorized enhanced services
to a mobile phone service subscriber. If the
retailernot authorjzed to sell the desiv.nated
enhanced service he VAS server 18 does not validate
the retailerFor that sale transaction. The VAS server
18 sends a non-validation notification to the
1-Commercer 16, which then sends a notilicadon SMS
MCSSa rc to the0 and mobile phone service subscriber
that the transaction L S unsuccessfbl (operation 153  



100136] If the retailer 10 is deemed to be authorized
to sell the designated enhanced service, the next
question is whether the mobile operator's content ID
is valid (operation 154). 11 not, the VAS server does
not validate the mobile operator for that sale
transaction. The VAS server 18 sends a.
non--validation notification to the m-Commerce server
16, which then sends a notiatation sms message to the
retailer 10, the mobile operator and the mobile phone
service subscriber that the transaction was
unsuccessful (operation (i53). [00137] However, if the
operator content ID is deemed valid, then the VAS
server 18 retrieves the corresponding mobile
operator's (or other authorized content provider's)
content ID, retail price and retailer commission and
passes this information to the M-Commerce server 16.
The M-Commerce server 16 requests the e-Wallet server
22 to -verify that the retailer has SU Ificicnt funds
in its electronic wallet and to reserve the retail
price less retailer commission. The NI-Commerce server
16 then requests the VAS server 18 to initiate a
calling card PIN request to the vendor content
delivery platform 21 (Operation 155), preferably
passing along, the target mobile phone service
subscriber's MSISDN, content ID and M.-Commerce server
transaction ID. The vendor content delivery platform
returns a content ID validation notification to the
VAS server 18, which selects an identifleation number
(PIN) from a calling card PIN database (operation
156). [00138] At operation 158, the VAS server 18
transmits a SMS message containing the PIN to the SMS
center 24, which in turn dispatches a message to the
target MS1SDN as a once-only transmission (operation
159). The SNIS center 24 receives a receipt of the
calling card information delivery and passes along the
delivery receipt confirmation to the VAS server 18
(operation 160), which conlirms the content delivery
was successful (operation 161) and sends a positive
response back to the M-Commerce server 16,  [00139]
The M-Commerce server 16 instructs the c-Wallet server
22 to deduct the payment amount, preferably the
recommended retail price less retailer commission,
Iron the rler-s electronic162). The M-cotnnieree
server 16 sends a notification STVIS message to the
subscriber (operation 164) and retailer 10 (operation
1 66) confirming that the PIN was successfully
delivered The respective ptilleation messages are
similar to the ones earlier described. The transaction
concludes when the rendler 10 collects cash currency
from the mobile phone service subscriber (operation
168). [00140] Road:tatcomprising Figs, 9A and 98), a
flow chart of an enhanced service subscrit"ri purchase
transaction in the ibrm of an alert service,the system
of the 



present invention, is illustrated. In this scenario
the subscriber provides the retailer 10 with his/her
selection of inlbrmation alert(s), such as news,
weather, or the like, and mobile phone number
(N4S1sDN) to subscribe o the information alert
service. The retailer then uses a mobile phone 12 as a
point-of-sale device to initiate the information
subscripnon purchase transaction from the IM men
(operation 170). [00141] Preferably, the SIM
application menu dsplays appropriate prompts, as
earlier described, tor the retailer 10 to enter the
data provided by the subscriber. The retailer 10 then
enters its Nil-PEN and confirms MC transaction.
Alternatively and/or optionally, I menu may provide
for the catering oF a arget: subscriber MSISDN. which
is differ n iron the subscriber's. This enables
subscribers to purchase one or more gill VAS services
for family, friends and others. [00142] The SiM anpi
ication constructs an encrypted information alert
subscription SMS message containing the entered data,
and sends the message to a. S 4S center 24. The SMS
center 24 routes the 1f01110/1 alert subscription
message to the M Commerce. server 16 which  determines
that the infeirmation alert subscription SWIS message
is an inthrmation alert subscription transaction,
decrypts the message, authenticates the retailer's
details on the e-Wallet server 22 (operation 171).
[00143] At operation 172, a decisional issue is
whether the retailer 10 is authorized to sell the
designated enhanced service. The goal here is to
prevent the unauthorized sale of subscription services
by all unauthorized retailer 10 in addition to
preventing the sale of unauthorized enhanced services
to a rriobile phone service subscriber. If the
retailer 10 is not authorized to sell the designated
enhanced service, the VAS server 18 does not validate
the retailer 10 for that sale transaction. The VAS
server 18 sends a non-validation notification to the
M-Commerce server 16, which then sends a notification
SMS message to the retailer 10 and mobile phone
service subscriber that the transaction was
unsuccessful (operation 173). [00144] if the retailer
10 is deemed to he authorized to sell the designated
enhanced service, the next question is whether the
mobile operator's content ID is valid (operation 174).
If not, the VAS server 18 does not validate the mobile
operator for that sale transaction, The VAS server 18
sends a non-validation notification to the in-Commerce
server 16, which then sends a notification SNIS
message to the retailer 10, the mobile operator and
the mobile phone service subscriber that the
transaction was on (operation 93). [001 43j However,
if the operator content ID is deemed valid, then the
VAS server 18 retrieves the corresponding mobile
operator's (or other authorized content provider's)
content ID, retail price and retailer commission and
passes this information to the M-Commerce server 16.
The It/I-Commerce server 16 requests the e-Wallet
server 22. to verify that the retailer has sufficient
funds in their wallet and to reserve the retail price
less retailer commission. The NI-Commerce server 16
then requests the VA S server 18 to initiate the
subscription request to the inforrnation 



alert platform 2:3 (operation HS), preferably passing
along the target mobile phone service subscriber's
WISISDN content ID and M-Cominerce server transaction
ID. 1001461 At operation 176, he next decisional issue
is whether the subscriber is already a customer of the
information alert subscription servtce. If so the;
')ion alert platform 23   forms the VAS server 18 that
the subscriber is already subscribed (operation i 78).
The VAS server 18 notifies the M-Commerce server 16,
which then sends a notification SI\48 message to
inform the mobile phone service subscriber and
retailer 10 that the subscriber is already an existing
customer (operation 179). [001471 However, Nbc.
subscriber is notexisting customer of the subscription
service, then the information alert platfor activates
a subscription for the specified alert service
(operation 180) The niorrnanon alert ruattoErn 23 then
sends aeonfirrnation to the VAS server 18 that the
subscription process has been initiated and was
successful E on 182). The VAS server 8 notifies the
M.-Commerce server 16, which instructs the cWaliet
server 22. to deduct the payment amount, preferably
the recommendea retail price less commission, from the
retailer's electronic wallet account (operation and
sends a notification SMS message to the  subscriber
(operation 186) and the retailer 10 t',0  oration 1
88) confirming SUCCeSSIIII subscrintion. 



The respective notification messages armilar to the
ones earlier describedact on concludes when the e Het
1 0 coliects cash currency from the subscriber190).
[00148] Having now described a few embodiments of the
invcnton, it should be apparent to those skilled in
the art that the ibn. Mig is rnerely illustrative and
not limiting, having been presented by way of example
only. The above embodiments are only to be construed
as examples of the various different types ot computer
systems that may be utilized in connect:on with the
computer-implemented and/or computer-assisted process
of the present invention:  Numerous modifications and
other embodiments are within the scope of the nvemion
and any equivalent thereto, it can be appreciated that
variations to the present invention would be readily
apparent to those skilled in the art, and the present
invention is intended to include those alternatives.
[00 1.49i Further. since numerous moth Ilcations will
readily occur to those skilled in the art, it is not
desired to limit the invention to the exact
construction and operation illustrated and described,
and accordingly, ai suitable modifications and
equivalents may be resmted to as Failing within the
scope of the invention.  CLAIMS What is claimed is: 



A system for providing at least one of content and
services to at least one of a prepaid and postpaid
mobile account using a wireless communication device
as a point of sale device said system comprising:  (a)
an application layer for performing transacuon
processing functions, smd application layer including
a mobile commerce server module for managing an e
d-to-end mobile commerce transaction, a services
server module fiar managing the transactional
processing between a retailer and a network entity of
a third party provider, and an electronic wallet
server module for managing interactions with a
retailer's virtual wallet account;  (b) an interface
layer for simplifying integration of one or more third
party network entities, said interface layer
comprising at least one interface module for each
network entity; and  (c) a middieware layer,
interposed between said apm.cation layer and said
interthce layer, for siandar(Fying and
manawincommunications between the application layer
and each network entity. 2.The system according to
claim I said mobile commerce server module comprising
an agent registration and management sub-system for
registering and managing one or more refilller virtual
accounts,         The system according to claim I,
said mobile commerce server module comprising a
parsinL and transaction management sub-system For
managing end-to-end transaction now and interaction
between all modules.  4. The system according to claim
I,, said mobile commerce server module comprising a
transaction log, audit and reporting sub-system for
capturing and storing end-to-end transaction data. 



5. The system according to claim 1, said mobile
commerce server module comprising a settlement and ree
mciml on sub-system for calculating u-ansaction fees
and commissions for all parties to a transaction in
real time.  6. The system according to claim I. said
electronic wallet server module comprising an
electronic wallet transaction management
sub-systemmanaging interaction with a retailer's
virtual account.        The system according to claim
I, said electrontc wallet server module comprising an
electronic wallet stored value sub-system tbr managing
internal interactions within a retailer's V;ItUal
iccowit 8.The system accordine to claim I said
elcctronie wallet server module comprising an agent
authentication and security sub-system for
anthemicating, requests from all modules itiClUdirl;z
retail .1-requests.         The system according to
claim I, said services seri.er module comprising a
transaction management sub-system for mat iilivery of
at east one of content and a service. 



10.The system according to darn I, said services
server lodnie comprising a content mapping sub-system
for managing confirmation of deliver) of at least one
of content and a service. The system according to
chumsaid services server module comprising a retailer
verification sub-system for managing at east one of
content and a service saleable by a retailer. The
system according to clainH services serverlu.ic
comprising a pricing; and commission sub - stem ;for
managing at east one of charges and commissions for
the 13.The system according to claim I. said services
server module comprising an identification database
for n:anagirig each identiication -lumber for each at
least onecontent and a service qiered for safe. Id.The
system according to claim I said interlace module
consisting of a content interlace 



for managing transaction load on a content delivery
platform. 15.The system according to ciairri 1. said
interface module consisling of a color ring- tone
interlace for managing transaction load on a color
ring tone platlormn  managing transaction load on an
intbrmation aleri platform. 17.The system according to
claim 1, said interface module consisting of a
postpaid interface for managing transact ion oad on a
postpaid hilling platform.         The s stern
according to claim 1 said interface module consisting
of a short message service in Fact for managing
transaction toad at a short message service center.
19.in a system thr provisioning one or more value
added services to at least one of a prepaid and
postpaid rnohile account using a wireless inobi le
device as a point-of-sale device, a computer
implemented method comprises the stops of: 



(a) inputting a user request into said wireless1e; (b)
confirming at least one ot inputted user information
and retailer information; and  (c) initiating delivery
of user request to at least one of a prepaid and
postpaid mobile device oI the user. 133.-m Ioiling one
or n re value added services to at least one of a and
postpaid mobile account sing a wireless
comtrinnication device as a point-of-sale. dev
computer implementedactions or. (a)receiving user
input; (h)authenticating a desired transaction
information;  verifying the validity of content
identification;  (d) verifying authorization of a
seller to sell content data; 



(e) transmitting delivery of content of said
transaction to said wireless communication device; and
(I)deducting cost of content froms electron        in
a system fix provisioning one or more value added
services to a prepaid mobile account using a wireless
communication device as a point-of-sale device, a
computer implemented method comprises the steps of:
inputting a user request into said wireless
communication device; (1))confirming at least one of
inputted user information and retailer information;
(c)initiating delivery of user request to a wireless
communication device of the user; and transmitting
delivery notification regarding delivery of said user
request. 










