MOBIL -2, PHONE AS A PO NT OF SALE (FOS) DEVI CE ATED
APPLI CATI ON 10001i This application clains priority
fromU S. Provisional Application No. 60/733, 266
filed On Novenber 4, 2005, which is incorporated
herein by reference. ELI) OF I NVENt I ON [ 00021 The
present invention relates generally to the enabl enent
of wire ',.ss conmuni eahon devices as b nsaction
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relates to a systemand nethod for enabling a wirel ess
handset as a point-of-sale (POS) device. BACKGROUND OF
| NVENTI ON [ 0003] W [ f. Wi el ess phone
access and u (7 ¢ E I ATRLIES is fast
becom ng nore and nore avail able in devel opi ng
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roviders qr operators are fjnding captive consuners
fled of kB 4 d Ikt ORECTY o F”Cﬁﬂ’r?i"at‘?dch%ﬁl%%é "dBilsces.
particularly pre-pa ift phone cards. [0004] The

hal | owdor art patent represent the state of the art
fbr the transtc of AL NIZOX nobi | e devi ce,
and is hereby incorporated by reference:

[0002] The present invention relates generally to the enablement of wireless communication
devices as transaction gateways. More particularly, the present invention relates to a system and

method for enabling a wireless handset as a point-of-sale (POS) device.

BACKGROUND OF INVENTION

[0003] With the explosion of wireless phone access and usage, cellular phone service is fast
becoming more and more available in developing countries where landline infrastructures are
generally considered insufficient. Consequently, mobile service providers or operators are
finding captive consumers in these countries for mobile phone services, particularly pre-paid
phone cards.

[0004] The following prior art patent represent the state of the art for the transfer of digital data
to a mobile device, and is hereby incorporated by reference:

[0005] U.S. Patent No. 6,714,797 to Rautila discloses a system, method and computer program

for ordering, paying for and downloading digital products to a mobile device. The mobile device
accesses electronic shop server web sites that contain digital products for sale and hotspot
network locations where these digital products may be downloaded to the mobile device via the

short range transceiver located in the mobile device. Using the system, method and computer

-1 -



[0005} U S. Patent No, 6,7 14,797 to Ran Lila

di scl oses a s sLeni, nethod and conputer program for

ordering, paying For and downl oadi ng digital products
to a nobile device. !he nobile device accesses

el ectronic shop server web sites that contain digital
products for sale and hotspot network bocai ons where

t hese di ghal products may be downl oaded to the nobile

prografehbA8sel tigrding: $BPbta MBRUEIdVARSER! HRIn1dR0ALE dmbihit BEdigital data
nobi | e deV|ce Usi ng thesystem nmethod and conputer

withoRERABM R ARIOPLILAELEN, cgiser of a mobile dev ce
do

| arge a unts oF digital data MAthOUt

0006]I %(%lv(/e!\/lepg ?ob“? h%‘lﬁq r veurrllatloge s 1Ch sget QS 1r1ﬂex1b1]1ty
pro em w ove-menti one prior ar
ten1|s its |aneX|bJI|t Fro the nohile operators

From f‘?vﬁ R PR we@;z?%wr%négrcsmmm  SPeCpayifeht iar pre-payment

plications do not allow for the dellvery of digital
apphcq%)ﬁﬁ Enok gl op\ffé)r We}mgy [og dtghtéh@ngq%g)cmp@éy @obg@hone subscribers,
prevalent and growi ng i n devel opi ng eountnes. Such
so preyalnt end giomph @ medsvelppioasowitrigy Sughasurent ingyetenaidnaekpre-payment
flexibility, ease of inplenentation and respons
systemSUNMVARY b0kt y | NHENT PN dQ0ioh aithezsporesentssi nvent i on
satisfies, to a great extent, the foregoing and ot her
needs not currently satisfied by existing nobile
conmer ci al appl i cAUMMARYOFBINVIANTIONSul t 1S
acconplished, in an exenplary nbodi nent, by a system
and nethod that activates the delivery of digital
[0007]c ortteeprieseak iid/eationt baispeg-tpay gietige0ent post fopayimgnindodther needs not
nmobi | e operator and/or third party goods or services

currentp kG fiad B £:8LBSI ORI IARpHI&YibEE as a transact on
gateway by one or nore retailers or nobile operators.

[0008]F0fh|§%§§lt %facgélﬁﬁ]%% an an Exém ﬁl?te%tJo@rment by au@%mtef?\d method that

fer to one or nore. € operator agents and
actwatla@‘{’f?eog%f\%%g lfl)(['i‘ Qiq)fggl cﬁr&t?htnng?d/?lﬁ&gl [.I> g pggﬁgrﬂo&p&s't g?}'rhc%@ of mobile

operat(%;l %RCJ,/ %INE%Q grsge(re‘@%vl Ej]g aSl“ﬁVe egi)%f) nftpglﬂew c‘éﬁon dgwce as a
Teollcit (ST t he virel ess conmuni cati on
tfansaca'@m%“@esrﬁmﬁ Lt B R EHO 1O P ISRt FOhFE et glegion, the

conmer ce server The nobile comerce inerce) server p
term, Fejade adcBEE oI rAMYE Of MerceBroPBn opeigior diggte gnd/or independent

products supplied fromthe nobile
retailers.

[0009] Using a mobile based application protocol, such as, but not limited to, short message
service (SMS), wireless application protocol (WAP), the Java 2 Platform Micro Edition (J2ME),
SIM Application Toolkit (STK), BREW, etc., the wireless communication device communicates
with or browses an electronic mobile commerce server. The mobile commerce (M-Commerce)
server provides access to a range of electronic or digital products supplied from the mobile
operator and/or one or more third party providers available for purchase by the mobile phone

service subscriber through one or more independent retailers and/or mobile operator agents.
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operator anone or nore third party providers avail able
for purchase by the nobile phone These third party
provi ders may take the form of one or nore specialized
servers such as a SMS center, WAP gateway or a PN1E
server, which open.ates in conmunication with the /Ty
Com nerce server. [00]0j In one aspect of he present

i nvention, aval ue-added services (VAS) server is

These GR0fpagY b?{ﬁ‘/l&e?s RAPMIE ﬂwe%hﬁ@?@ﬁje wﬂb&abec%?ﬁtedeggrvéy d/i@f as a SMS
enhanced serV|ces to the purchasi ng nobil e phone
Sen €,.8 c i he )
R AT g S R
or nore enhanced services for pre-paid and

one
Cmnme%§§a%%]d mobi | e ph One subscribers. in addition, each

enhanced servi.ce is configurable t emperate wt .

(00101518 Gt e ? et mneRt HI B Gh Vaﬁ\séﬁ e &V{’ﬁn@ewer s
tone platform a post-paid b||||ng pl atf orm_  vendor

configptht@ntrovds |60%me<g|daaﬂiagrcmlte@naﬂ<i/¢reenhawéed feogces toTHe purchasing
VAS content or enhanced services include ring tones,

mobilerpleineservice subatritsal Hachgnlparcdsdigital paoIRndRo e ivs tapreiagable as a
the VAS server preferably includes the provisioning of

VAS wmonrheptrcbiscadt@d dromoracitahyedofervicesgfor gnepaidl amgosast-paid mobile
pi cture nmessages, video. nusic, nanes and ot her

phone 6®BEHREs. ThRdbiibs, daegai@dncddnerVASs serfkarabdd loaM@rdpefate with one or
content ;election From anavail able: ha:. of

more e‘?&%ﬁi@ﬁﬂﬁ’t‘f&ﬁ{s' sRd AYa 88PNk Cioﬁboﬁl”aﬁ&% @Béyt Bhid billing platform, a
retailer. The VAS server may also provid

vendor%‘dpt%ﬁtrde‘ﬁ%rgrblétf%r@h&@' R jikd N tone servi Ce aI | ow ng

or song sélect rom avail able Ilist of nUS|ca

c advert Se er at or and
[0011] ; 2[{]‘15 corﬁentt(ﬁ enﬁians%% c%rwrcrzgssgnglu%g in \}(i)nceé TW ésmuql Sl lling cards,

subscrl tian g es for . news, orts, horoscope and
and Sh%ra@ﬁssiaf#) S5 ROV R SHOS T H@ v | abl ¢ from t he
VAS server For ultlnate pass through to the subscriber
[0012],d&F Insjance dies Yﬁ§ﬁ;el vlehplleﬁ%slltéy] t‘@gld\‘?\hg\eé” ‘vistppng af content directed to
operator or third party pros C enpoys its own calling
a varicpaeldripd @ineeregost PetuvASeseesserideonfhiigurgiblce ang oprcovpident. In this
virtual calling" or VAS card personal identification
regard,ibheryerS sqrivs)allbor fusenamt tdiectopdran on 'agaitiblet It d cpaerttyadvertised
provider's platfo
by a mobile operator and/or retailer. The VAS server may also provide a subscription to a color

ring tone service, allowing for song selection from an available list of musical content advertised
by a mobile operator and/or retailer. Further, short message service (SMS) alert subscription
services for news, sports, horoscope and such information may also be made available from the
VAS server for ultimate pass through to the subscriber user. In addition, in instances where a
mobile operator or third party provider employs its own calling card platform, the VAS server is
configurable to provide virtual calling card or VAS card personal identification numbers (PINs)

for use on the operator’s or third party provider’s platform.



[ 00131 Notably, these VAS server content or enhanced
services are preferably nodular in that each
content/service nay be enabled or |isabled as desired
on an individual basis. [00141. In a preferred

enbodi nent, the VAS server incorporates a content
managenent system which nanages the server's
operational functions, The content managenment system

[0013]d0€siat1Ptthi@edA § QerSEIB Rl 0d&IHaNRE sMARCS ARt GBterdb®y &B@ular in that
target nobi | e phone service subscriber, integrate(

each chHtérl?/sérbﬁ ?rga?rb‘%%h@}&? 55?%% a3 GO %ﬂtap‘?'r% Mﬁeﬂ%aﬁé atfor

respon3| or the actual servi

[0014] pr[]gv:p% rﬁ%n%nggd?r\r/}fn&te&]o b/S@%erge%rlncver(}/ratf:/%éc%n ent maglagement system,
t hr ouco nea.,ion wth t gpnneree server

which jngiopges; tag S%E%%Q*’?ff‘“‘é[‘%é@]“'?‘%‘& VR FOPIeat FRRRESHIEN LAY does not
enhanced services to one or nore retailers, and Jig ,

need tersite Ayeldor ¥AcoptBt elhe vaigyt ploats onmma éer§’éﬁcP“PWé'ber It is
content or nhanced services to the target subscriber.

integrafad with grerapgapdiatetivadoontamtnt delaraapkiemt, slyish ensimnsible for the
in providing several functions, such as: the gene ion

actual §rvicepitow &ldnzethnAS coadasieliadry dathicomgafmatAB phodesrvice subscriber.
managenent of VAS prices by retailer group or

The vgsaghaphh@abh teghonicai@Nage RO M-0bmWAR piceesfabiitates access of a
retailer margin definition and cal cul ation by retail ed

desired VR 9TcoBRAIEAPH Edland@TcPNiesa¥blcall hotey r@fileMABN®Nriggers the
retail er group or *coo M ca! region; pronorion of

vendoﬁ@%&ﬁt@ﬂtcdeh}f@\? Ebétffn% 3! &hd %é“éggt%lgle%glﬁﬂ%‘d %é&lvfces to the target

regi on; reporting Al'ternative

subscn%elt Wﬁ rt} il gﬁagtgrat Iﬂ1ee c%g{%n‘[e r';]]tanarmnargtesg?tgrtn a%élthts ‘?nm r%g%dlr%[several functions,
connec 0O°"one Oor nore epar e ven

del ed b hes
such sy i BT ErfsOERY ) SEnt GHES ey Bm Y OF BUt HE etipnigent of VAS

i1 mar _Trueut systen1such that the content delivered
prices by IR VRS s&OPEPh ghlareging; BYmEIcagRr Nt Priys Patailer margin

directly.
definition and calculation by retailer group or geographical region; availability of VAS by

retailer group or geographical region; promotion of specific VAS by retailer group or
geographical region; and other reporting.

[0015] Alternatively, rather than the content management system being connected to one or
more separate vendor content delivery platforms such that the content is delivered by these
platforms remotely, content may be stored locally on the content management system such that
the content is delivered from the VAS server via the content management system directly.

[0016] The M-Commerce server also manages the interoperability of the VAS server with
other platforms, such as the mobile operator billing system, the content provider VAS platform,

etc. In a preferred embodiment, each retailer is equipped with electronic wallet accounts, which



100161 The M Commeree sere- al so nmanages the
interopc-b.lity of the VAS server with other
plattbrnms, such as the nobile operator billing svsem
the content provider VAS platiorm has pmpaid
credits. Wien a purchase is requested, the value is
deducted fromthe retailer's prepaid e-wallet accoult.
The retailer's e-wall et account al so operates with a

has pre%.'ia&?‘gj bledM1EWBBY a heLAhd8E RqBYedS BlctVaficas 8QMBES fthi fe retailer’s pre-
| e operators periodic 1- 00L71 I n anot her aspect of

paid etvt/l«ﬁlep WERBRE I EREHERS quaﬁfeg a@%uﬁ’[ Lo ! @&te\é' Sh Caf okl whereby
ver con ion the system o rese I nvention
|dd|emare | ayer

ses an
reta““&ﬁ% @ﬁFCOPP ‘”l '39%‘:1'6 "F‘T‘F?Z ‘5B%r|‘?d° {tPon | ayer perforns
all of the transacti on processin ctions na es
[0017]; i egithiet SrPSikt ity tﬁweﬂﬂ@r ISR HSY %ga*ﬁ?'?& Pe'ggtcm WogF ¢ server

provi der network entities and the application |ayer
configyraiden ¢ angmselbthe prespr . InRECH CRAPTIBRAD ARplFcas prakigal @ apiddleware
manages conmmu: rueat ions between all external network
layer a@d)aanidterfaec hydul ébe applicsuds layer performs)aj_] ofhide transaction processing
application |ayer. The interface |ayer conprises one
functions, amdrearaptseinfcceionodtd g@rawi tdteorkbmtieas hhisppaiyngovider network
target platform for exanple. Each interface nodul e
entiticd £ @BRPHISaBos RE6I fb6u] EOMAKULGREEORS TRE @liddiOkare layer standardizes
faci,itating plug-and-play integration with tbrd party

and m#Ha ?é’s! &ﬁﬁmGﬁEan beiveSn %ndex@pélllf%tmﬁreﬂﬂf?@s Het Wehkodules and sub-
ities NOL81 More speci fluffily, the app] kaliyer

systemg %% %&?Ic%tteb:'nelg eqﬁvg%%s ?ver gé;sh%ré/erﬁore 1ﬁt@1q'ace modules
wrltten orrﬁ%leé Sp?Ch P a%g)lzﬁpongo%gdex%%p§eUbgfj lrﬁgl?ace modulci: Plemems a

rce server e conprlses

sub systenms or in fupcti bl ocks .
specifif é@ﬁg%ﬁf‘%ﬁﬁ YK pé%awiafﬁérﬁ@ﬁeapmgpa&ﬁﬁwn@%@ﬁa“ p6aRe party provider
transacti on managenent; transaction |og, audit and
rw“Nm#éBBF?VWﬁﬂ&ﬁ@e§€P?F%ﬁ@ﬁp”hﬁﬂnﬁéconc|Ilatlon .1 he
e-Wal | et server nodul e conprises three sub- systens
[0018]e-NAatel ertecificalhs abe iaonlitninagerss nompeisypa et modoleadymnr&ommerce
and agent authentication and security, And the VAS se
server,nthil gl Walls seomposiedy 8 stivee Sub-of yettems serviASnodules are composed of
transacti on managenent; con Lent mapping etail cr
sub-symemb.f Feaddadiple, VASHECdehage andler@bdild esmEORmI@sisonsysanes or four
PI N dat abase. Each of these sub--systems confl gured
main fuRctRART BILER S @E@ﬂdrgastféﬂ%ﬁtdn@nﬁarfa aMbiftefa9fgtd@nd-to-end transaction

respective server frodul e. [00] 91 The m ddl e\vare
managlfﬂlﬁ%lgtg Itlgﬁsélpﬁé]t ngg@g beg . %{ﬁ) giéer?&?rga tEMeBty?ﬁn%lé‘cgﬁﬁhatlon The e-
Walletns%pv% m‘(ainFe ct%urepWstgthqegfsg%%gqurgglt | M%E]Xttt?%%%&%ﬁ(m;ﬁmgemem e-Wallet

stored ?ﬁ]ge %ﬂgeag%gt%gguﬁntln%yg?glé%%@ﬁlﬁttéheﬁ{?jéF? X@GS ﬁe%;tépwo% ule’is composed of

five sub-systems: VAS transaction management; content mapping; retailer verification; VAS
pricing and retailer commission; and PIN database. Each of these sub-systems is configured to

perform intended functions required of the respective server module.



[00201 The interface layer is -- posed of a plurality
o nterfac.e nodul es that incorporate features designed
to manage the transaction |oad on the target network
entity and sinplify integration of third party network
entities or nobile, operator network entities.ln this
enbodinent, the interface nodul es conpri seSMsC
interface;" NAP interlace,a content interfac,- a color

[0019] I @ HRIAR WAL BYdras 8e@BedcAbAT BRthe @BmPleRItY bﬂE&éff@}ﬁ:ﬂon@m ¢hanages,
a postpaid terrace, each of which preferably

such Q@%@]%Q%Q&ng oman%g%ﬁ%ﬁptdu\éﬁmgl %és%g@ QEllJE%de I‘%R/Elj}/y system

it supports e conufgunition of

momtoqﬁ‘vg Itié:tg‘ Iol?egtloﬁiyt?ansﬂlgg ln?awg%eqnen?‘%ﬁé loagggn I Qllic? {hegﬁ(% e}%?‘%s between

Vi Si O

h n% ﬁ Iess conmuni cati on deV|ce as a

teap@H?H? ye'<d g“ﬁ@@f e PRt |s h|ghly scal abl e, robust
and secure. As to seal abil nodul es ar.. designed to

002O]acThea§‘teé@Fear'1’fHeél'Soﬁ‘énpcﬁ%@é%lé@raﬂ‘%f’f eﬁwﬁ%ﬁlre%&%emhﬁthmcorporate
ot her nodul es, preferably via XM. nessages over TCP/IP

features odeieemed tormanﬁgﬂjmeegamgilqne@adj@noﬂnetth@egaﬁwoslerev@tw angr simplify
b Iist3-ihur.ed over a network or a cluster. Mdul es

integraioe af storde @afty guetadylke ertdies eord mmbss agestdro netwowl tenplies.  In this
nmodul t hus al | ow ng, | oad bai OnCiri g throughout the

embodiéedel Merayenhsduppbinpatd ansvisayinelfae:; beMbur étlerface, a content
across nultiple servers. In addition, nultiple

interfatSLRANG €% g Afnctif@rRduh 850 @ndoh BRI RAES; AMYa P&tpaid interface, each
configurable intar node acr 0ss mul ti pl e stand-al one or

of which preferably corresponds to a respective platform or network entity it supports.

[0021] The configuration of the application layer, middleware layer and interface layer
modules and sub-systems provision a system and method for enabling a wireless communication
device as a point-of-sale device that is highly scalable, robust and secure. As to scalability, the
modules are designed to act as ‘stand-alone’ processes that communicate with other modules,
preferably via XML messages over TCP/IP sockets. The modules may reside on the same server,
or be distributed over a network or a cluster. Modules are also configurable to send messages to
multiple modules, thus allowing load balancing throughout the three architecture layers.
Applications may also be distributed across multiple servers. In addition, multiple instances of
the modules and interfaces may be configurable in fail-over mode across multiple stand-alone or
clustered servers.

[0022] As to robustness, each module provides shutdown and re-start procedures that allow

pending transactions to be processed if possible. In addition, if a module sends a message to

another module, and that transaction fails, it will automatically attempt to re-send the message to



clustered servers. [00221 As to robustness, each
nodul e provi des shutdown and -start procedures that

al | ow pendi ng transactions to he processed if
possible. in addition, if a nodule sends a nessage to
anot her nodul e, and that -ansaetion fails, it wll
automatically cttenpt to re-send the nessage to a
redundant nodule. Also, if an attenpt to re-send the

a reduhda@N$B6d1k ONIs&! i O hiddrhi 16 HCnashd warkh@ios a6 f@ifs angRlabiethe case
thilure then the nmessage i s spooked to disk, and an

of abshIDe&hiMAE rtﬂé?\”lthg Ws%g@ by %gké@ tlold@(t L&t m&é?na{l@n&%ﬂné fead will

message at a [ater t1me. to securlty, secure

attemp%n&ﬁ%%r?e@? LAy oHanent. the arCh' tecture of the

esent 1 nven on ensures that sensitive data IS not

rom sed. Modul e-to-nodul e t|o
[0023lpr€? G BTG Tendy it e UTRHLS o ACLa e F RgFTRgE of the present
Supported encryption al gorithns include 3DES,

mvenqucﬁﬁpqrgﬁthahgsmgg@ataalﬁdlof ﬁ@nprowésedsd}gﬁwl@ gamﬁgglﬁlclq@mumcatlons
algorithms (for nmessage integrity checking) include

are profprBly SHAYPtedrid eofiee nckwge Litplk 8y worppastetl enerapti@nglgeril@gs include
are also preferably encrypted with any of the above

3DES, b tivalr, eA bR s aldgioeiltkkhniSuppoFaxd dwalrieg bassthnen@orympedsage integrity
inocu es (1-1SM may be integrated to encrypt

checkibhgamsmat iNONS, SHAM exties mat. iltihieswith QRRA]al Thxid daslso preferably
t hus been outlined, rather broadly, the nore inportant

encryphddal c s, Ffthd hRve Byt 8fkscl RIQFHREs. tinadwirb@adateatdypGon modules

descrlptlon thereof that o!ows may he better

contri bution
L i I e S

[0024] Coﬂ%esga?q]%& P@eﬂahut ﬁ%‘é UL &R I'Oél}:du/e thg igffljel l%ohgﬁt fe\ﬁdtulrés of the

Fibe urt relna

invenUtOH él? Sf‘i{%}??e%?%%aw c(ljleisizript]og'ﬂimegcta%fj 6F aﬁzt %&P&n@o@t&eh%denstood and
the invention is not limted |n its application to the

in ordgydhafjthePrspent AREPYRAN 8 the ATaAEY 06 BERE WPFesRifeeicse . of course,
the conponents set forth in the foll ow ng description

additiqpl feptpigs Of HedavanHon Hat oiab drgeribetiierthonhentiaga-i s capal
- of other enbodi nents and of being practiced and

[0025]cadnrthiedespertt, haforg axplowsamaysist esotboiimeans of e hevention in detail, it is
understood that the phraseol ogy and tentii nol ogy

to be enplsoyedhhelicinneaioa if @t liheeduriposelioftiodes drei @tdiBrofandtruction
shoul d not be regarded as limting. [00261 As such,

and totiROgeangkhbiliedf ih8 cbMPoits ot Fdlth&ﬁ@lﬁeﬁﬁbﬂlaﬁv&gtd%&hgﬁlbﬁ or illustrated in
concepti on upon which this disclosure is based nmay be

the drdv@REN Brhe inddntioNi £ApRSc Br BRSH SnbREmENEaleS 1 @MHNFaQfced and carried
ot her structures,

out in various ways. Also, it is to be understood that the phraseology and terminology employed
herein are for the purpose of description and should not be regarded as limiting.

[0026] As such, those skilled in the art will appreciate that the conception upon which this
disclosure is based may be readily utilized. as a basis for the designing of other structures,

methods and systems for carrying out the several purposes of the present invention. It is



nmet hods and systens for carrying out the severa

pur poses of the present inventionis inportant.

ierethr that equival ent constructions insofar as ey do
not depart fromthe spirit and scope of the present
invention, are included in the present invention.
[00271 What is nore, the detail d description that
follows nmay be presented in terns of program

importBtOGREAUSBSthaX &fiN Acht QBnAruCOIMUL&ITar0Ls el Wohkt @dpart from the spirit
conmput ers. These procedural descriptions and

and scép%ﬂff%eeﬁ}tag%{ fﬁ(léqt%eaﬁe%l%é%th%%?&entbﬁv&h&?e -killed

the art to nost effectively convey the substance of
0027]t h\ﬁhgt \glol!horet Q%eOtdlejtgrléd giiésclrllqygn fﬂlpa)t/ tf%g%\gsg: téna 1%Of)§esént€d in terms of
onS|stent sequence of ste

prozca e gl T oSt T Rog At a7 @?%ré o éa%wﬁeﬁg These procedural
physi cal mani pul ati ons of ntities.

deSC“FttWB%J@fH’ KBECSHRH OGS aFci ths?/m@awﬁ% P}( ﬂ@ée £ h@ Réhg %ﬁ Fﬂ la?st titectively
el ectrical or magnetic signals capable of being

conveysthe septance andeie moddio desrbblibgd in teosthbar ed and ot herwi se
mani pul ated. It proves )rivenient at tines"

[0028]prA meicpairk ys hoe, Bdswnsradf, wormon tndageselft@nsiekersetgence of steps
these signals as hits, values, elenents, entities,

leading ynbdbsdred ragudict Bicse steps B, thowenb@risng phydidaé nlahipshoiuhdof physical
he noted, however, that all of these and simlar terns

quanti@dse U@u:ﬂ@/ &ﬁ@%ﬁ' I%te&c@éshlhlyt ie:s@RPhQRTes akie: PRy ®r@abf electrical or
guantities and are nerely convenient |abels applied to

magnehbess?&aﬁu%bfe' &6 be{ngoggﬂed FuhhHeked, thg bl QHJn@EHe@ne?nd otherwise
formed arc often :referred to I'n termns, such as

manlpll%t%éf.I ﬂlprb\%@%gﬁve%?eht gtotﬂj{n%sr %ﬁ%l ?c”y SO ns g Com ﬁtﬂl %‘éeto refer to

asSoCl a operatli ons pertrorr
t
v Bl FAR B  PPRE AUB v

of th operatlon escrlb re|n whi ch form part
It Sh"@?ybﬁﬁé’t‘iﬁir BeBRYer; MPBAY gﬁ Best A0 SRR FGHotta e beEHICHERd with the
operati ons. Usef ul machi nes f or perforn1ng t he
aPPrO%‘;ﬁ@rF&Wléﬂ qefpnigicp ped distMTAY SARYHIN| [96¢sdep! G hehge quantities.
pur pose digital conputers or simlar devices, 190301
WOZQTHéHﬁwesbmnmnmvbﬁmMQMW®m$qia@Hékese%oeéusysméwmﬁUMWasm0deg
perform ng these operations. This system may be
inputtisgeaindithyn gcansimpcingd whonh  sheconeoily eskopiargdoseh onertt operations
may conprise a general purpose conputer as selectively

perfor@6d \bat £dudaRkYoparaG®NMPMb educPreagibalty SEfox &dmiaf operator is necessary, or
conmput er. The procedures presented herein are not

desira DG BBkYcal&! ALY oFohBoRAioh ¢ HERFib&ORMREH &Fhi@ form part of the present
invention; the operations are machine operations. Useful machines for performing the operation
of the present invention include general purpose digital computers or similar devices.

[0030] The present invention also relates to a system for performing these operations. This
system may be specially constructed for the required purpose or its may cmﬁprise a general

purpose computer as selectively activated or reconfigured by a computer program stored in a



ot her system or apparatus. Various general purpose
machi nes may he used with prograns en in
accordance with the teachings in. or it nmay fe nore
convenient to construct nore specialized

systenf apparatus to performthe required nethod steps.
The required structure for a variety of these machi nes
will appear fromthe description g '31 10031li For a

compulR@t T8¢ plepeRi &t RaEhRE hefeird 41€ nbNYiBaEHONe]dtddSto a particular computer or
operati nages and the ains attained by its uses,

other sr)@tfeﬁ{ &N Qﬁpsarzﬁ@sq uhd,Bes %@9‘31‘5]0 JrB@seaﬁQQﬁ'fpe%nMii}n 9 dlsBWMNES programs
and descriptive natter mhlc% IlTustrate preferred

writtenﬁ'ﬁkﬁ?w 8%@5 %fer_t%zgc%ir% gg \ﬁgw_ﬁ?, | or : %ﬁg gﬁ%@@l}%ﬂ%ﬂgﬂ -J[-(Hgonstru ct

server coniiguratic'f a.systemfor, 6 enabli W rel.ess

more B SRIBAPRiGUPES ReEeB bt frevgrd BRIV SBP el ehfife] iructure
accordance with a _preferred enbodi nent of the presen

for a virighpt qhe%ﬁf,m%g@awﬁﬁjgap%@?reéme FSEWLOP &Y ser ver
configuration of the systemof Fig. |I. 0034) Fig. 3 is

[0031]a T sgbetier omdemsianding ddl t@aaneengpn,Fitgy op@ating@@smtagpggnd the aims
/1A and 43 show a flowhart of a post-paid hill pay

attainet! rrgnisactes.onfetmgs shellé ysthamh tofthFagempingng d2awip@086] descriptive
Figs. 5A and 5B show a flowchart of a con Lent

matter piichhdserate @agacd eobodimebhef fheriaveatioa rim tone using
he systemof Figs. 1 and 2.

BRIEF DESCRIPTION OF THE DRAWINGS

[0032] Fig. 1 is a physical view of the server configuration of a system for enabling a wireless
communication device as a point-of-service device, in accordance with a preferred embodiment
of the present invention.

[0033] Fig. 2 is alogical view of the server configuration of the system of Fig. 1.

[0034] Fig. 3 is a diagram of the middleware of Fig. 2.

[0035] Figs. 4A and 4B show a flowchart of a post-paid bill pay transaction using the system of
Figs. | and 2.

[0036] Figs. SA and 5B show a flowchart of a content purchase transaction in the form of a
ring tone using the system of Figs. 1 and 2.

[0037] Figs. 6A and 6B show a flowchart of an enhanced service subscription purchase
transaction in the form of a color ring tone using the system of Figs. 1 and 2.

[0038] Figs. 7A and 7B show a flowchart of an enhanced service subscription transaction in the

form of a color ring tone song purchase transaction using the system of Figs. 1 and 2.



0037] Figs. 6A and 613 show a flownart of an enhanced
servi ce subscription purchase transaction in the form
of a color rim tone sing the stemof7 Figs 1 and 1
1003gl Fies. 7A and 73 show a flowchart Cal service
subscription 1. ransaction in the [:9039] Figs. 8A
and 813 show a flowchart of an enhanced service
purchase transaction in the tbrmota virtual cal dng

[0039]carigé g\ ERESIS K868 NAINgS,of hnaddarded k&Ofé@]puﬁihg& tré&action in the
and 9B show a fl owchart of an enhanced service

form 0$th§rﬁfal gll']l%qcaw’ ﬁé;ﬁ'g?‘% 's%?erh %fﬂ?ﬁ f Q{dr@ of n alert

service using t system of and 2. DETAI LED
004O]DEI§I%QI9PTI PF sho @%F#(I)% %Qrt%l}@%g }l\éEl\grdsse[qugeA's%]osc i [ransgction in the
ures wherein Ke'rers ce nurber s
icate like. el ements 1 Fig. here shomn an
ﬁ“m(%ﬁ%ﬁBFéPy“eﬁﬁﬁaﬁhﬁﬁ?wBVD égEhéfor enabling a

Wi rel ess comuni cation deV|ce as a point-of-salc (POS)
devi 042]
theS)thh (LR L 0 ; i 55O
unlcatlon devi ce 12 such s a nobile phone i's used by
tailer or il e operat 10. as S device to
10041 g dkelggingnow pabt E IBHEY ST gkﬁb‘?ﬁfé‘i"@é‘”@;ﬂ?fe&ﬁﬂ’éf‘t@ gycIcEments; (o
server 16 thron0O a 2.5G third generation (.13(3) or
Fig. 1| ahese igl doan ey seemplasy amisidirecré opmansysem dhr ( ngl 4, wircless
Mobi | e operator network entiiies, sneb as a SM5
connnméaﬂ@nﬂevw@n@@pwmawkath@Slﬁwﬁb@erver, are preferably
coll ocated at 14 and comunicate with the N --Comerce
[0042]s eky @epibtet! hinoariphiysi SVE/iee ndfethecadidiciNARergait eweliguration, the wireless
interfaces. The M Conmerce server 16 communi cates via

comménibatiddliewas €2, | ayiehs 4 MoBNe BhiMel IselkseSBY ¥ &ltaik? oPRRbHe operator 10 as
t op- up di stribution server 20 and a VAS

a POS device to access an electronic mobile commerce (M-Commerce) server 16 through a

2.5G, third generation (3G) or later global system for mobile communication (GSM) 14. Mobile
operator network entities, such as a SMS center, WAP gateway and a J2ME server, are
preferably collocated at 14 and communicate with the M-Commerce server 16 through SMS
center and WAP gateway interfaces. The M-Commerce server 16 communicates via a
middleware layer to an e-Wallet server 22, pre-paid top-up distribution server 20 and a VAS
server 18. The VAS server 18 in turn communicates through interfaces with target platforms 23,
17,19, 17, which may be owned by one or more third party providers or mobile operators.
[0043] For ease of discussion, retailer 10 is used to refer interchangeably to one or more mobile
operator agents and/or independent retailers.

[0044] The M-Commerce server 16 provides a menu of one or more electronic or digital

products. These products may be supplied by the retailer, the mobile operator itself, or from one

- 10 -



server 18 The VAS server 18 in turn conmmuni cates
through i terraces with target platforns 23, 17, | 9,
17; which may be owned by one or nore third party
provi ders or nobile operators. [0043.] For ease of
di scussion, retailer 10 is used to refer
i nterchangeably to one or nore nooil e operator agents
and/ or independent retailers. [0044] The N4-(?ornrne6
or motRr@wvicdeprosideBNdp@fenddiieasovaliBddeic € k&elceo (W &SP Eordérgiab@br enhanced
or nore content providers represented as val ue-added

serviceSEWNich 8Berbt¥APlan8QRLEMa BPSHQpcRRIaNG@dmeSr vi ces, which
operate in tandemwith a nobile operator's systen(s).

00451 Q04R1spMBE&ISPEE N1 CRLhdrce EdMPer N COBIBLGR: SS-¥RalBgic 1
[ ]prov?%gs fﬁ%®bpera§§%%al?Togié_tgpnanggézgﬁ%eng?toggn%nmn%x
an end-l\{l'o-(g;(r)]m-lbc renngerraent‘?eian%gét%pl’ int 151]8;“%%[1 lg(ft Qb Anl iﬁ{ehgge l%gi:c - such as
an interface ogi C - Such'as wr el'es's application
' .
wire]e%lr %% ig%ﬂn,(wvl\"g{:))&bt %rpén gfo?ﬁ%@%%}ge %%r,r\v/l\{cigg&]\flggﬁ%%iaﬂlgtfgrm Micro
. Tool kit (STK), etc. - for integration with a nobile ,
Editiop plaMHtlop N Zspbied onchratikl S )pasi Ry iHiegRdon yith édeplyle operator’s
and process transactions fromvarious access devices .
access fHpmgls Persmdveic e nededsedndi mpeass deesapigyis drong various access devices
transacti on managenent logic to control performance of
using diesi sbede-treansadt inasicestgic;as contenn punegasat logic to control
transactions, enhanced service subscription
perforiAiRRSATHds DS (ragAbBRGE duchedsv t@eerp puehasetrifsaniBact émdasced service
and the like; integration capabilities to facilitate

subscriplib8 Ik AkA@BNM ElhaPR QrvilPIRir&HAB: S8R NEns SMEAh@Sikkhentegration
VAS server 18, pre-paid top-up distribution server 20

capabiﬁﬂgs t%_'f‘ﬁ@!i{a?et in?e%f*éfﬁ)ﬂ\%%i oGy ﬁ%tﬁegub%%ﬁg,' QRAlas SHPRAKT server 18,

capabilities including but not imted to
onfi gu pon, T j it c

pre-pafb B 30 oon, SGRRL20 W 2D P 3 g B Sl supvon
t.he transactional .processing .that occurs between the

capabi iy BRG B LR TR Ft P B Py RSO R Bt For m
such as the color ring tone platform 17, vendor ,

[0046]¢c ohtcetA efivgeryp Bravidesr W29 AP A nf ¥ ridt "enAes) Byt transactional
platform 23 depicted in Fig. |I. '[he VAS server also

procespiga ﬂ@aégcquﬁ%bthmtagﬂ'¢t@1ﬂ@|10@15@@3 ghlfdgpqrqyaqrowé@rmlgtform, such as the
between the retailer 10 and the nobile operator's

color plgatohephrfosud R, asdoheonpos delpaid plitbin A apd atiboranog alert platform
[0047] More specifically, the VAS server 18 provides

23 deyoped at Fenal TleghveS whiechldsonehndesthbutankstinedl drodesdied that occurs
to: an interlace logic tbr integration with a nobile

betwe@RBE ddifler $0 aFC S SENRMPElasoraatforinhbuct ap@tct posPpAY birKg platform
platthrm a transaction managenent logic to contro

19 performance of desired transactions, such as content
pur chase transacti ons enhanced servi ce subscription

[0047]22@8&%@%!3@9%% J&NPanGed s e }éio“v‘?de%;)&%ﬁ‘&%l Hg]"f‘({]%%ﬂ Q0Rudes but is

er operafional” suppoft capa ties

not limited to: an interface logic for integration with a mobile operator’s access channels and a
third party provider platform; a transaction management logic to control performance of desired

transactions, such as content purchase transactions, enhanced service subscription transactions,

11 -



including but not limted to mapping and vati dati on of
nmohite operator content R), authenticating authority
For retailers to cell specified content and/or
enhanced services, establishing retail iprices and
conm ssi ons. system configuration, reporting,
auditing, etc. [0048] The color ring tone platform 17,
whi ch preferably exists in the network of a nobile

enhan@8 es'éﬁIJ & piftth ats@ 'trﬁrqsapt%nts YanBNRY llg@ ra’nd ' (§he|i] %@gﬁﬁﬁ&%l @G;gport capabilities
sof tmare used house or storé) f the col

mclud{ngrﬂ)gt L QT6hi&qRs %gépm% Dad \r/]a%dgtrlo (%fsr%(%’ﬁerb%{e %Oorr r%ngllitgﬁtl ]Sbl, thchentlcatmg

Servi ces. one

erconne b Ie o er at or switching. .. I

author| S ERPE T b BebePt ot el P RiRe S5F fobe Co Shing retail prices
sel ected song faor another network. ring tone in a

and cogpgTSpBeteET (RANgEsHON. 19AY) 2, W@ﬂ%@tc pai d billing
platform 19. preferably exists in the network of a

[0048]rpblid eolgpersatane roatfarmi Fd vpueh properaly daistsi is thamdvearle of a mobile
and software used to capture call records, generate

operat@ce obind sargnolovidokispayiveint sndf S@lftwpmsdspa't(m(ﬁledf i g@s the audio files of
[ 0050] The vendor content delivery patlorm 21, which

the colpf elngrtadd von@xit.Sthshé Prdviveneinorf Kolof rifg rbiskei@pethatcolor ring tone
or third party provider, is hardware and softvare used

platfort® 1NQUSRerBENNSERd & di GbliRl oAb RN twitdiind hEraBk QYIS tORLRGiute the
of digital content, vendor content delivery platform

audio @l% o'f S skIBLES %gqglcén%gleP Qet@/onplk?ﬁ é onORE( &%chrlb%] §W4111fd§&' ng

I nfrastructur del 1 ver sel ected content

[0049] f ﬁdsﬁ%g%n mﬁggﬁa?ftorm Qogé} th?gfetsat% oLl ¢ ﬁleaﬂ bl of a mobile

refer exi |nnetmork
rat or, or. art ovid har

operatgi Lﬂas? BEF Bl het gregﬁnds%@%m. %F%F‘ir%ﬂpi%%ﬁ A0, generare

dat a. E t he provi si oni ng of obscriptiot'r ices them on
accourﬁ?@ﬂ'ttr%c BEYTEEMOI RO PANREN EBnnect od Lo a nobil e

rator',.:itching intructure to deliver selected
[OOSO]S uB};:qungpr ggmtent delivery platform 21, which preferably exists in the network of a

mobile operator or third party provider, is hardware and software used to house or store digital
content. In the provisioning of digital content, the vendor content delivery platform 21 is
interconnected to a mobile operator’s switching infrastructure to deliver selected content to a
subscriber’s handset.

[0051] The information alert platform 23, which preferably exists in the network of a mobile
operator or third party provider, is hardware and software used to house or store information and
data. In the provisioning of alert subscription services, the information alert platform 23 is
interconnected to a mobile operator’s switching infrastructure to deliver selected subscription

information alerts to a subscriber’s handset.
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in formal ion alerts to a subscriber's handset.

[ 0052] A preferred enbodi nent of a |ogicat view of the
server configuration of the systemthe present nvc.:.
ion shown in FiL,. 2. The application architecture
pertornms H of the on processing thnctions,
and manages i ntegration anonst and between the serve
nodul es 16, 1S, 22, its sub-systens, the m ddl ewarc

[0052]15A p?&@rré’cﬁérh%n&ﬂ'(ff d BREINIAEHMHKseRleREorf?i duBBiof of & system of
23, and any nobile operator network en postpaid

the pr&eb ﬁrﬂfgxzt?(i %f &%wglﬁh}:{gg%\/i% @Eﬁ%&f%%&dﬁt@ﬁ Werforms all of the

transacér[ip Fnﬁ)rr%?{slf Bgtfﬁéﬁgntf :%Bf h%ﬂggegﬁlat%g{] gﬁﬁl taghba%stb%dk betw%en the server
frastruCLU C, [ 0053] Preferably the mddle re

modula% 160 IBg2¢nEs SHESEEHRer hamidtewpis AP efrarawus 44ird 258y network
are collocated with the M -Conmmerec server 16.

platforgjspd Zardly 231 #nd, anyrimsibde eweriewr Ingpreark Btiagsd sedheas the postpaid billing
interfaces 2la, 17a, 2.3a, 19a are preferably

platforgoll p odat BdS wietfar PHe tAS Adegatewa(8). 2Fiandlthe J2¥Reserver(s) 26. The
m ddl eware | ayer 15, in the absence of any interface

applic@hnarpldireeniks alsoi rBare@td deabed-ewd tdantihiereoWakdpettirgesnde monitoring
22. 00541 As depictedthe M Comi eree server 16,

infrastivci¥@l | et server 22 and VAS server IS may be viewed as
the three primary niodal es devel oped to support a VAS

[0053]C oﬂ%ﬁpatbl)a@l% GRRIANELA1SE1 15 AP SALIORer JA?}' WAPSmEIPleaces 24a, 25a

Li p: rhea:jot] layer. hese nodul es contain

are coﬁg&k&eﬁlﬁg tﬁglt]\g-dg%me? ser uncﬁl} %Rﬂ%l]%o&gtnlnggl Igrrgzdla%xe]S and the

ar a i'scre i ona | ocks

! a .t h each ot%er an@ W th tﬁf n1ﬁg C
o THEd avirs. 5 G0 ETIEG, CORARGT & TLHE. N> e Rerder!y: the
...server 16 includes four functlonal bl ocks tiane
middleyehiay felgh St PaF PR BreMEg TP Stk ' %Jélocaée \artea‘wgﬂ LALL
and end-to-end transacti on managenent bl ock
server P2 ansaetton |l og, audit, reporting bl ock 16e. and a
,settlenent and reconciliation dock 16d. [ 0056] The
[0054]ag/é$1tiem@gd gt Figt i.dhe & ommmagesmertr 161 otkallel bdraerpi2oaniddeéss server
t he business | ogicregiste
18 may be viewed as the three primary modules developed to support a VAS content and
enhanced services application. This is the application layer. These modules contain the business
logic for each particular solution, and are separated into discrete functional blocks, which
interact with each other and with the middleware and interface layers.
[0055] For example, the M-Commerce server 16 includes four functional blocks; namely, an
agent registration and management block 16a, a parsing and end-to-end transaction management

block 16b, a transaction log, audit, reporting block 16¢. and a settlement and reconciliation block

l16d.
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and manage an agent'sretailer's) virtual account.

Bl ock 1621 al so includes, but is not [imted IC the
operational logic 0-1 t: peribrns hregstration
timetion, and allocates the agent against a group of
agents. Preferably, fOr exanple, each retailer has
parat eters that govern their characteristics and
operations, such as sales cumm ssil s, maxi num and

0056]n%lalg§ﬁt rp@Lt?a@l%ﬁ aﬁ@%g?%ﬁ%hm%ﬁi'& Jirgﬂdé/so[héjgﬁsu%@ﬁ)glc to register

maxi mum t ransacti on caps products t

and ma%ld%@z% %%ﬁp%g% e ade{ s) v1ﬁtbatllrglgc unt( | na?epaq 0 1nclfud<ﬁ,]glét is not limited

to, the O[pre{'jlgf)fﬂ? égglcrg}bql 8%@%%{5]]& e %&é&%@%g nﬁ]@cg&érﬂnd allocates the agent
regi stration and managed ut bl ock | 6a enables the

agamsto@p%fPaP 8t 2ghtse Pesagrablpnier sxanprie.-cagt slrplsT terasaresierh Uiy saysm their
represents one or nore sets of parameter conbinations.

charactprigiieswhidnoreegjiost.erichgis asatest @nimissionshencpprevratad mreymum . e-wallet
assign aretailer to a grouR and the retailer

balancavtmratdaxoalh ytradapos wohenc ciar ackenirs densacfion vhlatcaps, products
group. In this way,the retailer registration process

they art aubriganb iseigSin{ khedlikel @sSoftadiar de@e@NY Bhs 4 @t nB8ABE of combinations
specific retailer) and whol esal e changes to a |arge

of thesB paREet@, L&t & theleSorMBYr QEnMMATH \é\ﬂrlﬂﬁﬁjrepy]:&%@égbf‘glaﬁe{g%ment the
group paraneters. 100571 The parsing and end-to-end

agent rEélm%ﬂtdng%mgégﬁe en |69%Hab:1'g§t{hfp 5 htgfatsb (‘frP OQHGQ’ bGRSR groups

| 0gi ¢ to nmanag -to-end tran actlon

where J&é%} a tsrlggllré%egfstc\)’\%eor alolr% sert]sr gﬁ)atrar? l’l!er comé) r{agolésn T]%Hst IJ”IF]&&G&]S&I ing
a retal]ﬁ ?lie;o%?aé{)ﬁn%ég ggt%e ea\é\%%aélklh}?naegrg[lrgga{ﬁlg ﬁh %{%é}ngl&atﬁpally adopts the
Application Protocol (WAP),etc.; a parS|n? )

CharaC%@}'Cé Toigh#agein,dn b WY dee gty RSP AL CF AR Ines (ic. less
vari ous access devices |) iocois associated with one

data togpter dyreadlpticedicpriatied pas Woolshrlashasms WaPagatewkyr @ etailers may
12ME. se.rver 26, etc.; a decryption alcmathrn to

be impewnigdtby:chammrg thagrawpgsaciess. transacti on managenent
logic to control the end-to-end transaction fl ows;

[0057] sdftewarsénd ard eantowdridhirdrlectioh hednap@tett @socksubhprasidehehe business
e-\Wallet server 21 and the V A c server 1 8; and -

Jogic to manage the end-to-end transaction flow and interaction between all three modules 16,
22, 18. Block 16b also includes, but is not limited to: an interface logic to integrate with the
mobile operator or third party provider access channels, such as SMSC 24, Wireless Application
Protocol (WAP), etc.; a parsing logic to receive and process transactions from the various access
devices using the protocols associated with one or more source platforms such as SMSC 24,
WAP gateway 25, J2ME server 26, etc.; a decryption algorithm to decrypt incoming messages; a

transaction management logic to control the end-to-end transaction flows; software for

integration with the other modules, such as the e-Wallet server 22 and the VAS server 18; and
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software to provide all of the operational support
functions inclu ng, but not mMmited to, system
cunhgur auon, reportEng, auditing, etc. 10058] 1 he
transaction |l og, audit and reporting bl ock I6c

provi des the business logic to capture and store the
end-to-end transaction data. This bl ock ide al so
includes, but is not imted to: transaction data

softwat©@Urb@dé HMGF tiRNpef@bnLRApIP RAEtidnk aNF@kkd, BSiot limited to, system
audi tion functions; and reporting functions. [0059]

configdRBo$ e¢fd-GEA i cfceconci i ation block | 6d provides
the business logic to calculate transaction fees and

[005 8];: Iofrﬂg t?eﬁtlseg:gé% :ioog; ?12(114 zlarr)%:rg]&#r{g §g b8t h@c 6%?@@%@% 'ck:)gg?%sg é&g?catlo capture

€ or varia en

trapsactijon anmounts or. both. [ 0060 he. e- VMl | et . .
and st s Ry PR B e R R oA B ot ot limited to:
nang%y, t he ?-Vﬁlle% transaction nmanagement bl ock 22a, .
transaqiyg dalaigps'ae TEICEPEIO) AP UE Bl OERISIINNS 4EI R URGEAT: and Teporting
~authentication and security block 22c The c-Wall et
functignsansacti on management bl ock 22a provides the business
logic to manage the interaction with the agent's or
[0059]r etlai $etitensnyiand wedonaitieioumnblocTHéd papadis! tht ibesiness lbhicgo calculate
bl ock 22a include, but are tot limted to: routing
transadtioarfseslandrsmirignint doit diepdvti ooy canss@ionan rdb tiared 1t hgports fixed
VAS serve 18; transaction data |logging -h:n; c-Wllet

fee or Patfbld fRgccade F@RAESINNGrouhB06dboth The e-Val | et st ored
val ue bl ock 22b provides the operational logic to

[0060]MBRRAS WG Bi{@ast intise! (Rl ABNNSI Rl B%tc@;ln%'egv the e-Wallet
virtual account. The capah [ities ot this block 22b

transadé{&%ﬁ?rzfgem%w bRk tIhE né—%qjlett %forg’act] Sﬁiuggbl%ylg tri?g%;and the agent

t
t° account bggﬁnces, st at us nf or ma

authenﬁﬁ%%&%%}%‘ég&% él%]\gye@gcki%fce 1@1%%?%@%3@%%%@ Bltﬁ gganel\é]e%oeéwglrogl?Q% provides
trans,...tien is being processed by either of the

the bupp e ARHLF K MAREECVAS THERGAIGY 1B ey a8 A BT ft\ig account. The
funds to or fromthe virtual account once a ,

capabitifigsrigdbis ibbiski2ga difdiedss BRTe YoiclimstdetoeEputing dpeRetimg from/to the M-
ease of discussion herein, it is assuned that a

Commeese gpiver | Gaml det\anisoveal §; etanfragors ditd ilagigent foc pellaltes auditing and
for the desired transaction. Alternatively and/or

reportiopt i onal Iy, the retailer 10 nmay use non-el eerrorne
mechani sns to effect a nobile phone rel ated sal es

[0061]t rERSABI lekorsdicRluasiose e bidviiet e @esitibad 18@bid Ranage the intra-
phone-rel ated product frorn a | ocal/renote catal og.

actiond 8063Lclihe ra8@ M AUERERBEAUO NTIRNG L SR GHES drihil BNk RO &lcludes, but
Hock 22.c provides the business |ogic for managing
3 L ag U et : - :
are noBithREN: SRR AR BORHIL ¥ UNEULRRE schudtha inforpatian; regponding
c.stori a t's or ret ers N rce

t 0, ] an Iy ol > Con .
to balance in uTries the gf-ﬁommerc and gﬁﬁ) servers Ig,%seﬁ\ﬁﬂ%é?n;ds while a

Serve ntificatiron nunber i N a Secur

and respondi ng to agent/ret ai aut henti cation
”ansacr“é?Ei'ﬁj?F'@ ?"PB%F?‘%?BY c?t"ﬁ%”ro UL’E@T@F"C@?M ﬁé%aﬁrﬁas 16, 18; and

validation ol the NI-PIN. [0061] The last of the three
commignenfipds ReaLeEShE Esiuat EEOTH OpPYE IrahspH VASISeTs (R completed.

whi ch conprises five main functional Hocks; nanely, a

VAS transacti on managenent bl ock 18a, a content

mappi ng block I 81), a retaler verification Hoek 18c,

a VAS pricing and retailer comm ssion block 1Sd and a

PI N dat abase bl ock 18e, [0065] The VAS server

transacti on managenent hi ock 8a provi des the business

| ogi ¢ to manage the transactio aspects of delivery of

the conk it or enhanced sea v ice. The capabitilies of

bl ock I 8a include, but are not hire. itcd to; routing

transactions fromto the Nl1-Commerce and e \Wall et

servers 16. 2 , ;fluting transactionsfromto the

interfaces 2la, 17a 23a. 19a for the platfo s 21, 17,

. e~ om o~



100661 The content | D mapping bl ock 18b provides the
busi ness | ogic to nanage the confirmati on aspects of
delivery of the content or enhanced servi ce.
Thebilities of block 1813 include, but are not hrnited
to: generating centralized VAS codes for nobile
operators CE VAS codes to content; and napping
operat or VAS codes to enhanced service provider

[0062]SR&E 1 dak& of AMEREoC ALER: lﬂ%ogs%ﬁmE@Qtheé thi®d’s electronic wallet has
verification functional block 18c provides the

t C
sufﬂcnwzh{aﬁ r '[9%8&511‘%(? t%ﬂ@t@%é /K]l? rﬁeﬁ{v hea%?g)tr gg‘&? he reftaller 10 may
C 1Sc i ncl ude, . bu n
wse @Ry mpPi ot Yt abil 1L, "%%%9 a%é etaansam“ Psuch as

by retailer grou nd pronpt i Speci

Select%ﬁlﬁ@e%& %élérp@f”&f‘eé?lat gt figm &ﬁaﬁalggm%tﬁ el 10
services, by region and/or by retailer group 100681

[0063 ] TR eviaS iprilranFigat A cing é?‘é‘irlt)éfur'@bﬁﬂﬁl SickAZppeetdes g business logic
provi des the business |logic to manage the charges and

for mapagmg ssthenzafigr antheccagenvhetamai [Tbe cafabditcaptbidckti2egnclude, but
of block 1Rd include., but are not limted to:

are notnfernagi 1ogstYAS: arf 1@ess byretaig’ o M pmamadcoderveeidintiBeation number (M-
distribtrtion trees, such as by retailer group; and

PIN) idefstairngaang. sal &sﬂoaﬂin@go hedn@irdt@ler ABRIhGHRalyn FeRQE@NSh the other
and/or retailer group(s). 10069] Lastly, the PIN

1n0dulgsalt@b§3ﬁc]t|’(li19§l@aluﬁﬁoﬁﬁ@fﬁh@t@?lﬁ]he business logic to

manage the sets of 1717,1s for the serV|ces bei ng
0064]:])]; 1%&%% ort]“gfti‘ee h?@eD@bthljlytrh&;hé&L%ﬁ%%f?ii 'g!n}q £ fgstﬁs'»”&é Eé’r@er 18, which
B R D F a&fémsvtk@mk
o e e guccessiul Lysseverl JOUIOL L\ v

the nobile operator network entities 24, 25, :9 and
“m"nﬁﬁ@“PWFkd&b&ﬁ@?Pgﬁﬂﬁmbﬁmﬁkﬁﬁﬂéér network entities 21,
17, 23, are acconplished through interfaces 24a, 250.

[0065]196he Y18, sV, ragagtionespeageingel Hloclarida arowiddi dgalnusiness logic to
| ayer 15. [007]1 For each of discussion, the

manage neerfrae@®n 2sfats bde)ive®apf tHd Gyntedn? ar anfcthﬁiaseu:‘dmar Teecapabilities
of blocin] 8a include, but are not limited to: routing transactions from/to the M-Commerce and e-
Wallet servers 16, 22; routing transactions from/to the interfaces 21a, 17a, 23a, 19a for the
platforms 21, 17, 23, 19, respectively; and transaction data logging for VAS service auditing and
reporting.

[0066] The content 1D mapping block 18b provides the business logic to manage the
confirmation aspects of delivery of the content or enhanced service. The capabilities of block

18b include, but are not limited to: generating centralized VAS codes for mobile operators or

third party providers; validating operator/third-party provider VAS codes; mapping operator
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interface layer, which inplenments a specific
communi cations protocol. As depicted, each intern:tee
is used to separate the connection logic Fromthe
busi ness |l ogic, thereby sinplifying the integration
of nobile operator and third-party network entities.
Thi s provides environnment for standards based network
entities. [0072] in this regard, a primary function of
VAS dobies fondoatchaead haypingi getatireeA § Rbeks(1d enlid compagiee bRgider specific
corn mnuni cation sessions with the target platform
contenBtisdsas the color ring tone platform17; (L) to
convert a VAS server 18 request to the required target
()O67]pI "ﬁjfel (RfaF15r Je?ﬁ'@?tg nal%qcéo%gfjblbsk 1R §DGakke %gﬁﬁesg ?6C§(,e{o manage the
platform and 3 to |nterpret the target pla m
servwes%ﬁ oarr]lsae ’e?t?re]t%{ %rolrs“slg[ef/tgr ﬁ‘t (;Irh gpafg%eﬁé)f %Eog%q? 1%1'1(%5 But are not
each inter , 23a an :
"m'te@b@ﬂa qgééyrwr}"e% Pt obD0n of Salue it s e hersaon saot gy reler
For exanple. the alert interface 23a is witten for
group; G PreP HEAPEG AC Wi tuR-2 el sorfiessmiitahor 2alleptd’ pr atrottnspyices, by
Simlarly, the postpaid interface 19a is wuten for
region @o@nuby eitiicogrowbt h t he postpaid billing platthrrn 9.
Each interthee al so incorporates features designed to
[0068 Jmaiag ¥ AtSheridian sac tré¢teifer| @adniesioa btk gkl pret o kheehtsirteys logic to
This iheilitates a seam esspl ug-and-pl ay integration.
managd Q0d 4harkbe ans ddmhewadie foayes dodt/i@aikd. - TIGUESAbIIGies of block 18d
st andardi ze and nmanage the conmuni cati ons between all

includéT0Ri g Q(E’Lel'frﬁit&f to@Mehnkbink NKA S Mrictd B reddhifis)t 8/drNE@8er distribution

server :nodules 16, 2 18 It manages core functions

trees, s%@ﬁj a§¥$'i§£§§eq g?’dﬁ?)haﬁdsdefﬂ\ R e?cu%ﬁﬁq&aﬁ&%ﬁg@eﬁmgﬁn(s) and/or

server 18 a t’h

retailel Bﬁkgace | ayer, preferably using NNW an interna
q%. g systen1that rout es inessa -s fromthe server

dul.es 1 2 terf r to, internal
10069 RUF 0% B CtaFinocks B Bl RS heR ISy WetnE S dhe sets of
of third-part: networic connections, internal thre

PINs ﬁuélﬁpegerv%@scbel(ngmo{fﬁlegvemwe 51‘%lbﬂ1t‘§?ld’f|ﬂi‘)‘§d1]?f§) 18e mc]ude dbut are not

initialization and (graceful) shutdown sequences;
limitedgiebergmenttiaudl PN ogyi e scane diatsasadobbeet 06Ny seraing of PINs to

that collects performance statistics.
the requesting module(s); and the marking of PINs as ‘used’ once successfully served.

[0070] Communication between the server modules 16, 22, 18, the mobile operator network
entities 24, 25, 19 and the third-party service provider network entities 21, 17, 23, are
accomplished through interfaces 24a, 25a, 19a, 21a, 17a, 23a, respectively, and a middleware
layer 15.

[0071] For each of discussion, the interfaces 24a, 25a, 19a, 21a, 17a and 23a comprisc an
interface layer, which implements a specific communications protocol. As depicted, each

interface is used to separate the connection logic from the business logic, thereby simplifying the

-17-



transaction logging attributes of the m ddl eware | ayer
15 may be better appreciated with [0076] The
transacti on managenent attri butes of the m ddl eware
| ayer 15 incoi of features to guarantee delivery of
transactions so that transactions are never |ost. As
depi cted, nessages received fromthe server nodul es
16; 18, 22 by the nmddletkare IS are through dedi cated
integraties eif wetbilt hpeacs abdahiikhpse messdgesitias. e Thlsacedddésm pllng-and-plug
i nbound queue 15b to await processing. A dedicated
enviroMREK g didniedd bdka ntakes edthrsmessar A7e of f queue and
processes it, if a response it to be sent, or if the

[0072]@%3@1@@6&@3% ta%rpﬁar?mﬁgn gpthet nﬁﬁaéet lal & 19&@@@%](! ‘M1 manage the
out bound queue 15d. A pool ed collection of sending

commi Eat?%g%?sjs%ﬂs W‘t‘ﬁﬂhﬂa&%ﬁ%{aﬂ‘o%sﬁ?ﬂ ag e RS %qf%egg%%oc‘r%ﬁ 2)to

I on server I nstance
moni t attr but es

conva] KC b ARoratss Y e bahgrefaa ipea phledbPinaldcah i to e
) nage and pt|n1ze t he perfor the la
intendEb o Gy Bl LS Fha ¢ GRS YBT RAGPE aTReoRTGppert tha

conpl i ance aspects of nmessages within the server
respOnRHEUINESPIPETiate BespoiBedpitne HVorireRH U Pe2 28 8- These

conpl i ance aspects include thread activity, nessage
[0073]s evdiilrly, eavtl inededey Rdg,25quelie 13i.z8Radndpt Giceswiittg for each specific

statistics, nessage denvery redries, nmessage agi ng and
target tdv@otk dogity. Hdr caddple] o aleaiihtcend ShSs atiget fangosiyshemtion with the

15g provides notification of unportaiternai events(
inform®lidfBalatt lkfond 28 S SpRSEIDOIR pokbip@dGhterface 19a is written for communication
with the postpaid billing platform 19. Each interface also incorporates features designed to
manage the transaction load on a target network entity. This facilitates a seamless plug-and-play
integration.
[0074] The middleware layer 15 is configured to standardize and manage the communications
between all mobile operator and third-party network entities, and the three server modules 16,
22, 18. It manages core functions and systems, such as: a message-passing system between
multiple server modules 16, 22, 18 and the interface layer, preferably using XML; an internal
queuing system that routes messages from the server modules 16, 22, 18 and interface layer to
internal worker threads; a monitoring system that monitors the status of third-party network
connections, internal threads, queues, etc. (with event alarm and logging); initialization and

(graceful) shutdown sequences; debug and audit logging; and data collection system that collects

performance statistics.
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Short Message Peer to Pee (SML3.13), Sinple Network.
Pagi ng Protocol (SNIPP:), tir.iv sal Conputer Protoco
(VCR), Conputer interface to Machine D stribution,
version 2 (CINI1)2) and other protocols. Alerting
systenms may al so include Interactive Voi ce Response
(I'VR) systens and Multinmedi a Messagi ng System (M M5)
wi Lb graphical illustrations if desired( Two ot her
[0075]dyAanbe dduiledrdsduegoy er Yias Gafactich HARABhel&ystem monitoring and
transaction logging attributes of the m ddl eware | ayer
tran sac115n plro?gﬁhg OftrBued B0 CARRIN AL YayeP BARLYT 8f SecncrSifh&iated with
or eritical steps in the transaction processing
mﬁxakguay% g loss of critical data. Inbuilt even and audit
 oggi ng to disk 27 provides a continuous trace of

sage ressGBnera retailer |o 5b

007 2R SRR PRGNS Tl PRE b BBl i’ SR b Rue o v

£ of crltlcal(ig d raw dat a Lo a Uni.ver sa

ol fealhed HE AW TOT (5 g&fér (FaRyacEORs sOthyt {BPSacHEIMS N966 1%t FRdepicted,
TJIL server is a centralized data col l ection system

messageR A st Pesthseter sy mantdesst &t |%t32c8Y It myddeware 15 are through
transaction data in a standardi zed formal so that if

dedicajed rpgcewenltredtlsi aa Theis¢ imedsagiee atateéxt padtt@dndyueue 15b to await
reportin2 tools. Each transaction is preferably

processidgntAl fddadated byrksethwiad e St yges tha ansagt o fdmuenepard(f@o@sses it. If a
bal ance inquiry, top-up, etc.), date/lime, MSISDN, and

responkEis pORSEnG 06 . thédmagRgddI€8e passed on, thendtikdldcBd in & outhdund queue
1 wanhical user interface (GJ) al | ows oper ati ons and

15d. PUBLABS ToH&EHS JrOHHBY BrehdNdSe Qliensért?é'\g'\; i119Ssend UGD n@Ssage to its
Vi ew ng an i ndi vi dual "service by N or view ng

destndioh <SSENDERS: BY iSUSM, Preferably, each scenariois
contr ol one or nore filters. [0080; Ir a
pr dInE report.i no
07715 ke t‘/ﬁt@fqﬁﬁ% S E R

that d dual (ﬁ@llcatlon 0 consol i dat data $°ﬁ5
a Coé‘i“f e'BE{BI e Hsma’&%ﬁ{n%tl F OBy BReMBrPeHBIRAEF |4 s, laver.  For

Ehe reporting nodul e may create reforts M a. range of

example BRAHPHRS ”‘é‘%ﬁ@ﬁ 1é§k%eplsé“ﬁ‘6'ﬁ ©f 81 caggrayatieepcsedfvipesagepyvithin the
transaction t . all transa-tion) 32

server ggydutes 1]339)18R@%@f1t' §hmvd(élp\§@reb‘25 c’lp hestt edn@rneggsregiatiedude thread
services by relailer/ancnt or on individua

activits engiseg( sodinEharolughlecitvivg, meper sizevy imoical ejocnsbigl @atistics, message
operators or third -party service providers nay create

deliverl hreitfiesrenclsage p@inksandl e .like. In addition, a built-in e-mail and SMS alerting

system 15g provides notification of important internal events. SMS alerting is possible through
Short Message Peer to Peer (SMPP), Simple Network Paging Protocol (SNPP), Universal
Computer Protocol (UCP), Computer Interface to Machine Distribution, version 2 (CIMD2) and
other protocols. Alerting systems may also include Interactive Voice Response (IVR) systems

and Multimedia Messaging System (MMS) with graphical illustrations, if desired. Two other



the presentti on to activate deli vcvarious
contentservice using a wireless COW Ldevice as a
transaction gatewa [ 0082Cperationally, and with
respect to H 4, there is shown a flow chart of a
postpaid bill paynment transaction using the system of
the present invention that enables a nobile phone
servi ce subscriber to pay their nobile phone
systemop@hadiorg attp@sts prideadyeaid losli bgapings (iaadase wf r@rdyading) and
pesosrupees, pounds, etc.) over the counter to an

dynamaUaN@tirg@dery@tradakebf hQuref.00831 I n the exenplary- Fig.
4 transaction,the retailer 10 uses a nobil e phone 12

[0078]14ST }Qoirmsa&fo'%aiogglqEvdtﬁ'ﬁ)ufeg dfML A8 clvaROBl 2P @k C})r@\l' bds a common
pay transact as at operation 30. In'a preferred

capablgpgﬁﬁﬁaﬁtgw a dbéakf!—set? ai WYgatd %Q%g?%%%%%ﬁ%ﬂqeﬂ? a&rﬁ%g dp%%ésﬂ% to avoid

ers e au oriz

s oF LA ML S AL ST Ty M

smart card, that is inserted. into a nobile device's
messagen REPLERSS: THENeE| MPEreEBist ilgRaRY 1pb ¥or@igh t"aﬁsp"F“"“ logging 15i
_ication on it that is controlled by a nmenu )
provideshgaf¢ siorapped] Ghicehgaubi Irew diald ou Uharraget rysieion, Logger (UTL)
controll ed by the handset's navi gation keys. [0084f
server Nott alldiwn). a transacti on i nay be perfornmed using any
desired user interface on a variety of nobile based
[0079]apfHel DAL nvgar ot Ocohislizsdichtaasollebtidn Rpderh i thatt @dtures, performance
short nessage service. (Sfyls), wreless application

statistiBd 03 Q6@ lraksatthd dhawia aZtarBhfi Al eonM: 66 MaEdid freenied 2ME)mified view
BREW etc. Each of the transactions discussed in Figs.

and ex%rat:tlaﬁ ngl'%p& UWQXO(Q grpllﬁ}fh %@ﬁsa@ﬁ&ﬁ rsegre'fé?!llﬁfl f]é’&]%@ nglgttf}’/céélrvnce type,
Qperation 30 Is perforned en nobi | e phoné

transa ?%[1 \f%&ee e%gg?]%éeblga n@%q%{ﬁ_ggh%(th g%a{em) l]\ﬁ?thIDT\il' aW'd &ponse code. A

d d
L L v i I ge%fs%%“é%hgtousmess users 19
M Commerce server 16 e

view a range of scenarios, such as v1ewmg an individual service by MSISDN or viewing all
services by MSISDN. Preferably, each scenario is controlled by one or more filters.

[0080] In a preferred embodiment, a reporting module communicates with the data collection
system to extract data for any individual application, or to consolidate data across all
applications. Controlled by one or more filters, the reporting module may create reports for a
range of scenarios, such as a report on aggregated services by transaction type (e.g. all top-up
transactions by service type). Reports may also be created on aggregated services by
retailer/agent or on individual service(s). Through the reporting module, mobile operators or

third-party service providers may create their own reports also.
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100861 Preferably, the SIM application displays the
appropriate pronpts to the retailer 10 via the SIM
menu such "Pl ease enter Subscriber Postpaid nobile

no." ' Confirm Subscri ber Postpaid nobile no." "Pl ease
enter bill reference lo."; 'Please enter
paynent anount”; "Enter your NI-PIN'; and "Confirm

paynment of <anmpount> for Postpaid no sMSI SDN> with ref
[0081]n0A nsdot ldbtatl@f éaseryg@nne ndW . présanted hegardivey dseratiohef the architecture of
retailer 10 selects the corresponding options frorri

the predat ShWhii@nto aoeh @ntieiery e Jagbad conipitomiddedvidys LiRg a wireless
subscriber in oi ration 30. The retailer 10 then

comm@rmzﬁfo% de{n%e M COMEBHLS SRLMEr [ dentification number
(i PIN) and s the trahsaction. 100871 ' The SIM

p | (o) Y
oos2f @égg@nsgfva@w@e& BB BB g
nessa cent ch in tu

paym BB Ui VBIY 10y SRS B n N oCoRoF B eufppobile phone
16. Th MCorme ce server 16 determnes that the bill

servicpaPifesgalfe PR IV ahh T aPREEL T GRSRIWE AHS! (e physical
nmessage, and authenticates the retailer's 10 details

currengin (itth @ewal HBECSsRIUPEY, e ovastharowpertanh ewhgrzedroodsi! i f
there are sufficient funds in the retaile s electronic

[0083 Jnalinltbt emoptamt’jz. thengc(ibetthesetailer 1 2@scholngdilt peoalrasnt point-of-
anmount in reserve and the M Comreree server 16 i iates

sale davipaysremtiate eqpestpa{d@par aty arn82)iod,0asaathbpdrhtiamg30. In a preferred
platform 19 of the nobile operator 10 through the VAS

embodS@EMEBiILEy PiRheloak krdhgerdginall lisingfa Ehe maxmnteddiReUeS that have
include information directed to the nobile ?Myvie

author8d \é'lé'é@oﬁb'b%fe’[ B&MmiSsiRR Sy PR sé'@?lpi't}] e TRURIDELs a subscriber identity
(MBI SON) : the paynent anount. and bill reference

modul® mecfong\gpﬁds%]%aljt @%\nlgrl?}o@#sllﬁ)éértgaiynt(') Q%o%qg dg\nge Qﬂé{r{B%&t The SIM
r: uni nmer ce server transaction
s con QR0 5 R E08, PP Elun L n
atldrrn : 9 h bil e operator. verifies
mob”%iweﬁ% CéeeﬁhawecoggP@?dﬁ%vn@angﬁtgse?avggaw@? is a
ai d account by crossrcthrencine the detail the
0084]pa1§}ﬂtéhlty EYURLORDIG Bt 1o A1 desissitsepigilace on a variety of
dat abase. 11 no matching data is lotind,the billing
mobilgbased @pphickOomotdtédodss su¢hhes, \PASnelerweed 18 ‘shert pikpssage service (SMS),
m smat ch, as at operation 36. The VAS server 18
wirelexsoetp‘piib:e@ntmetoédl-(\?@@ﬁ)mlne:éavse? Verfodt Mishi Ehition (12MBR), BREW, etc.
sends a notification SM5 nessage to the retailer 10
Each afidtigubsasdchers akeusenginofrighe 3f airbugte Df mhfieemploy any desired
submitted request (operation 38), An exanple of a
mterfagyp@gcbper notificati on SMS nessage for a failed
transaction may read: "<G ven nanmem there has been a

0085]pr@€ r&BNPIRS §§bl%dy%1uaahbﬂ)lleoﬂ%%9érv§g@n%shtlﬁéii pP&i ?es the retailer

m SSi on at e> at <subm ssion tine> ease
S | n_<phane er >
10 w1t‘£x?hr %{ﬁ%ra% S 8a1\c4 IB(% i phorrjle numﬁb e &{IO{JP] Qel?%galdhgrﬁdda b]lfl reference

subscri ber r|f| d as a.va ost

b s P PHE BT TG ATt A FoRee ApnE T HaciAgerver 16
Server's 18 paynent request and posts the paynent

menu.nrocess, as at operation 40. [00911 Next, at operation
42, the biH ng platfOm 19 sends a confirmation
message to the VAS server 18 that paynent has been
accepted I br processing. The VAS server 18 notifies
t he M Conmerce server 16, {ch instructs the
et-wal |l et server 22 to deduct the appropriate paynent
amount fromthe retailer's e-wall et account (operation
44). [0092] The N -Comrerce server 16 also constructs
a notification SVM5 nessage to the nobile phone service
subscri ber (operation 46) and retailer 10 (operation
48) confirm ng that paynent has been successfully



100931 Simlarly, a succ-cful SIVIS notification
nmessage sent to the retailer 10 preferably contains
information on the date/tinme of the paynent, the
subscriber's NAS1ISDN, the Is/- Commerce server's
transacti on nunber, and the paynent anount. An exanple
retailer notification SMS nessage for a successfUly
accepted transaction may read: "On <date> at <tine>

[0086]y dtre tﬁbﬂu tthediMeaphatioy dspbynthe froroppestprpapd thithd retailer 10 via
paynment of <subscriber MS1SDN>. Trans 4 <transaction

the SIMDnrunmberck.ds POOSA entdt StibkcsibgruPetpsie mabie nodbi“Cenfirm Subscriber
operator or retailer I 0 accepts cash fromthe nobile

PostpaRh90Bi S 86.V] ‘GBe8¢IBSGF bidek fcr@Remat’t OPleSB.enk®P8adedt tandosint”; “Enter
worth noting that any or all of the VAS content and/or

your NEIPIRNCEH) S(%n\f?rlﬁe}ﬁaym\éﬂleémeimalngi tféj PE&QRIERSL. @\“/ISISDN> with ref no.
SUbSCflptlon services, 1S avail able to pre- pald

<bill r@fgr%kcep {>” ﬂp@[h&l—:rewwagr%ﬁe l‘ie‘ﬂi?ﬁeﬁb*é&%és %ﬁje%r@t\éﬁ P%gaons from the

ph ySIC& currency over the counter to an a

SIM mre.ﬁltj al, téersglh% (g %?Ps o[f\’r/@%]ﬂ% ?yeglgtsgl?]s%nﬁggg géeer% hogtej'{ éﬁ]&retall: 10 then
v LI o banel o o Cee g Toeterare, e,

configured as its own content/service delivery

[0087]p) Hhter g% Hhli¢aHen VASS Bty #r en@ypied b paRshet rrmeﬁ@ag@ gervice (SMS)
Fig. 5 (conprising Figs. SA and 5H)i s shown an

contaiigRe thyl careyed dada aoh aendsdific messogt @t Sigirashias @4 twhaes Bicttiimomutes the
in the formof a ring tone purchase transaction using

bill pay hessysteethe 8i-Cotrhergresent 6. ikeM-Comntechatsewnabd éseraines that the
pre-pay or post-paid nobile phone subscriber to

bill pay @e8ka¢e idh @ilt pdy canbenh, aacriyts ihaheRandses autldnitisatbSthe retailer’s
achi eved by delivering physical currency to an authori

10 det Rl & Ller dPver DOORTL ofehon 32he nobi | e phone service
subscri ber selects a speC|f|c ring tone, thr exanple,

0088]ar]@|t}1l%¥é)é% g@ﬁic{en@fuﬂg@n tfre %gfec@&n%%%l%t a 50ui]19t nﬁ{)lﬂva let server

he cont ent er an one nu

22 holéé ttheer naattﬂe\ﬁ? %lrﬂdlnoregelr\(/)enaalu }11 I{/Ihg r%%%?c% rsleR/%r .}.ﬁf%tlates a payment
a S ec or cture
12 as olnt-o0

requesld@Fréig ﬂﬁ%q%'fq% pf%@rrgq?d)fthepnqg&?e operator l% tﬁrough the’ VES server

I8. Preferably, the details of the payment request include information directed to the mobile
phone service subscriber’s post-paid mobile number (MSISDN), the payment amount, and bill
reference number. Optional information may include the payment type and a unique M-
Commerce server transaction number.

[0089] At operation 34, the decisional issue is whether a valid post-paid account exists. Here,
the billing platform 19 of the mobile operator verifies that the mobile phone service subscriber’s
MSISDN is a post-paid account by cross-referencing the details of the payment request with

information in a post-paid database. If no matching data is found, the billing platform 19 notifies
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tone purchase transaction by accessing a M Conmerce
server 16 nmenu (operation 60). [0098] Preferably, the
SIMa plication nenu displays aporopriate pronpts for
the retailer 10 to enter the data provided by the
subscriber. The SIM nenu may include such pronpts as:
"Pl ease enter Purchasing Subscri ber nobile nunber”;
"Pl ease enter Target Subscriber nobile nunmber' (11
the VAthiservent§ i ihs thesfatdhl ankt opdueront Hedéhe 'VAS bergert B8 npigies the M-
subscriber' 11), "Please enter Content ID'; "Enter your
Commblice BeNer [16r whshlie tafh sc@dnt ewntifi¢dsntMS Nh&SkEPND "the Aftdigr 10 and
the retailer 10 cutets merchant identification
subscribef BOEEiM BF Ne fdilne: sethai duemiddd egqidst (sprdide 38). An example of a
transaction. [0099] Note the option to include. a

subscr®kf f]@tﬁfﬁﬁﬁon tsmgﬁl%ssa%\l%r%ﬂb@ n%ﬁé%'cﬁé@ﬂ]a& Qeédhe<leen name>, there
subscriber's I VESI S desired. This option all ows

has bée[ﬂe {?)'b‘éﬁ‘ﬁﬁ g)hﬁ&:gsn r%u?%ﬁupﬁﬁéﬂpesru i uroﬁh%%%m\{ﬁos‘%n date> at

ont anced ‘'servi ce or

and others 0010
<submigsiof 57 el P S ity p%oaeeaﬁfﬁ ( 5 chaasection 1D
SM5 nessage contuning the entered data, and sends the
n“meEéssage to a SMS center 24, which in turn routes the
ont ent Purchase nmessage to the M -Cornnerce server 16
[0090]: 1Orhéhq\n>t eoifer ddhs sviperber 8s tvrahecat v aiihesstipit accpgt, then the
content purchase SivlS nessage is a content purchase
billingtptafrsacitdi aoeeptieibe Wit sSerhe’ wEspragent madesagtdantsitbapasnent process,
the retailer's details on the e-Wallet servoperation
as at ogdption 40.addi ti on, the (AComerce server 6 forwards a
delivery request to the VAS server 18, passing al ong
[0091]t ecxtedtabliefioss Nt SN candfdrimel centientodPmali@0h0dkhgdMo the VAS
operation 42, a decisional issue is whether the

server N8t Rk BYmIR fa3 b’él&'ﬁ léié-‘treb?eﬁclPOIt Broe&lsingt henedesk gRE.t €8 notifies the M-
content. The goal here is to prevent unauthorized sale

Commgﬁceﬁgxevg & rU\/l%cl‘F anteak t}k&ye %]l&ns% epgﬁ'tg %gdlfcﬁ&l%' :Jﬂag)Foplgte payment

ition to preventlng he sal e or unaut

ser.vi ce.subscriber, If the
amourf BRI s S PR P R R0 ™ e et gnat o

[0092]Coﬂ”tneell\q/l—(?0mlbqgrce server 16 also constructs a notification SMS message to the mobile
phone service subscriber (operation 46) and retailer 10 (operation 48) confirming that payment
has been successfully posted. A successful SMS notification message sent to the post-paid
mobile phone service subscriber preferably contains information on the customer name,
date/time of payment, the retailer’s MSISDN, the M-Commerce server’s transaction number, and
the payment amount. An exemplary form may read: “<Given name>, your bill payment
submitted on <submission date> at <submission time> has been successfully processed. Your

receipt number is <post-paid receipt #>. Trans # <transaction 1D number>.”



VAS server 18 does not validate the retailer 10 For
that sale transaction, Accordingly,the V. S server 8
sends a on validation notification |lo the M Conineree
server 16, which then sends a notification SVM5
ni essace to the retailer 0 and nobil e phone service
subscri ber that the transaction was unsuccessf ul
(operation 63). 1001021 On the other hand, if the

[0093]r eftimiilhdy, 4 Oudcsssfidt @vifi medictirbecsaghoeitziedht geigder 1§ pecferably
desi gnated content, the next decisional issue is

containsh gtfhr@rativheonmdfel Hac/oper af o€ pagonteric hibsirdbeval MGISDN, the M-
(operation 64). If not, the VAS server 18 notifies the

CommMcCONVdrt ek @Rsas @V qun{-b@r Wi Ghe | fiyhdhtn 26R0AS An example retailer
notification SM5 nessage to the retailer 10 and the

notifi C?E% }S@lSDnl‘%E‘s% ec-‘%rvil)%ﬁcc%ysqﬁlw 'a&%f;te@q}’dn%c@ign q;]a}I l?b%nd “On <date> at

| ure of e submtted request (operation’6

<t1me> gou nﬁ f’e?grdy u?rlen yb(:)naiounfg0 rlé)g?t [%_?g(pbl g/prsay}antsgf% y@&,rlggreMS]SDN>

descrs e operato
ont ent i sh e VAS server 18 retrieves the
Tram%<??’?§§ﬁ5’ﬂ?3prf§’"ﬁﬁbl ie operator's (or -the tithong-xl t
rovider's) content IDretail prjce and ret
[0094]¢ a%ﬁhsSsJ%qﬁuranfae pdsle SPERI0E Of fﬁt%jkﬁap.aewpﬁocag\h&om the mobile phone
M Comrerce server 16. The M Con iugree server 16
servicer e es oppratien YMal | et server 22 to verify that the
retailer has sufficient hinds inits wallet and to
[0095]r ds erwath ndtegriedtany opril ©€ tHee4S rcentant] ar/oc entrinssi enviTdse whether
M Cor nneree server 16 then requests the VAS server 18
digitalt@ntdnt tok aluBsciibgorc eatvent, delvalgrly to got-peidt ort podifpeid mobile phone
vendor content delivery platform21 (operation r

subscriRERTISr @ivirin PASSIcADcRIA0E oldiehd a5G&dr tb ARRLIHEiRIORRler 10. Each
servi ce subscriber's MSISDN, content |ID and M Comrerec

VAS cBRlEeNESr eﬁqm{&@g&b@@ d %n&@%qg@ oTiEgn('ﬂgd(tan@ Hﬁ@tve%am&vm disabled
is whether the vendor content 'IDis A'n(opefation 66)

d nt e d n
singly gkt a.'s‘i%% R Thet Rl 3’2‘% AERe vﬁ%ﬁ%ﬁ-‘@% Bty
idtot VAS. server A rv
conﬁgws%‘.a% 168 reRy el B BlrodP S RS sends
a nob fieri_.ionge to the . retailer_10, the vendor, and
100961 HEF BRI Fihon&osgFvingd isupscid e s 5 gBr Hplary flow
failure of the submi tted request (operation 621).
chart of gOrPOBAL E¥fChite UBkHEROThErbe TaT ¢lhver Ve Hils PUEHRATEHNSIqDN using the
Is deened valid, the vendor content delivery platform
system2df SemdsentHevaiesi g tcethlconpentayt @ olepBiBIcbdnpepnegpibscriber to
(operation 68). [00 061 At operation 70, the SM5
receiveeinttarcodtiedt semdbeit edsontlents achiceed bhéelsetiecplediaal agrency to an
(one) to the nobil e phone service subscriber's handset
authorg8d aetainreeoonl y, one-shot dispatch. In other words,
there are no transmission re-tries of the content. The

[00971SMR6 ERE GlobAd pﬁ&]ﬁ%efﬁ&%uﬁ?@ﬂb@h%]&@ 4 YREN I RGabRL f@r@(ample and
returnS del |Very confirmation to the vendor content

prov1dgf hb Yi&lbYie lﬁ@}%itfof fM@aiter (QR&MAhLL Q&tgrﬁh?ombgpalﬁqﬂg% qg%bdle phone

e conten Ivery wasS SucCcCessS peration
numbe?. Rﬁjternatlgeq‘y:’Iatnldvc%t]rogglpyoqﬁe Sllgs%il(l telomtar)]/ese a> specn ic ]10%0 or picture

Y



[ 001071 The VAS server IS notifies the M Commerce

server 16, which instructs the c-Wallet server 22 to

deduct the paynent anmount fromthe retailer's

el ectronic wall et account (operation 76). Accordingly,

the M Conmeree server 15 sends a notification SNAS

nmessage to the nobil e phone service subscri ber

(operation 78) and retailer .10 (operation 80)
messag@0The karaiRg 10 ah ustea @obilletionbas abeenins UL eass8dvidel tY initiate the ring

delivered, [00108] The respective notnessages are as
tone pBchast @andaBlid g, RUesigarlil@meesstdbad.c Flu E¥@ME0).

where the subscri ber has provided target subscri ber

[ C : [ :
[0098]&@%8%‘1};&&%& Sclﬁt |l%alt$(ﬁ]e&§§ﬁfh V{ﬂll%égaﬁyﬁfog?[re rré)%(?ng}%g ke retailer 10 to
enter (FET8 bl Ecn 30T SREE S 0SSN B b g proms as: <Prease

rgnsactj on nunber, and the nom, Trient a nt, [001091 .,

enter B @RSBE PRy DYOTEBHT BUDRCT hel AP FBHy DA PHADT TObITe number
.. .Subscriber (operation 82.) to end the transacti on.
(if thisiengryrig 1eti Plaphdbanbesysipardsiaylts fahesebicaifer sMSISDN); “Please enter

unsuecessfid, the reserved amount fromthe retailer's
Conterg-I\¥aj [‘éntei gous dAdBNI eCamdnt e ef wapntett D5 wotMUEBINEd After the

[001111 Referring nowto Fig. 6 (conprising Figs. 6A
retaileah@l cBB)s, itambichwnt chartificaforasuretndhe d-1Eeh vihe ectailer 10 confirms the

subscription purchase transaction in the formof a
transactiohor ring tone, is illustrated. A color rina, tone

(or “ring hack tone') is best described as an audio

[0099]f iN®e tMhb&Ni 6 iMGUR! 4 YifRrdreCRFENASAIDI i$ Msiort RAthe &ubscriber’s
caller hears when the caller calls another subscri ber

MS]SIﬂtI, frhesical oFpid bﬁg)n_tagfa@vs%ﬁé }Hoﬁﬁe p]:l_(n]% s%Rn%dJUB%i%&et% ;Mp&ase VAS

nor mal tel ephone ring tone that one wou ot herw se
] I nother. The audio file is. .,
contenl LS ORI aBhece PR B bl i gpers
tr server connected to a nobile operatgr'.s -

100100 s SO e SO B T R ea g comaining
6, t¥$ pre-peé or post-paid nobile ghone service

the enigifs€rd Bar sprbvhaassige ¢ ardYlP epnign2d, Wiirk i Hirg repes the content
nobi | e phone nunber (1VISISDN) to subscribe to the

purchapME$sags Hythe dfré osere/feeerverhlé. ridedyitermmerce hamerukel$ern determines
nobi | e phone 12 as a point-of-sale device to initiate

that the hentedlporchriengMb omesapabs e coptitgurtheansactiton, fecomtt the message,
SIM nmenu (operation 90). [00113] Preferably, the SIM

and audjpplidacatthoretaiend ddiaipbayis: appiilopsdrad @2 o@apic, 613S In addition, the
earlier described, for the retailer 10 to enter the

M-Corgidti@e BeQ¥ dedoardshe dsiNas e ekt to Tthe Vies adl@r 18l Qatdi@Nalong the
enters its NI-PIN and confirns the transacti on.

retailer VR GBNIME N Bpdhom optional Iy, the SIMmenu may
provide for the entering of a target subscri ber

1 S I N, ich is. differ I S scr.i ber'
0001 e sl 2 ElislRach el llenlsh & s IMACEIGRFRaTo sen e
. VAS vi ce( for, fam friends and.others.. [ 001: 4]
designd G T BB Toie tat PicietBRr GHon gt e daiihontent by an
ri.ng tone bscrjpti on SM5 nmessage contai ning the .
unauthglh%e gl arafg’m gqutl%wdgrey%mﬁég% éad% of 611%1&3%6% Spiitept to a mobile
24. The SM5 center 24 routes the color ring tone
phone ggipise spisciibi. nedwaghilen!§ Hendreihwerekelossthibe d¢sienaigidrehtent, the
determ nes that the color ring tone subscription
nmessage is a color ring tone subscription transaction,
decrypts the nessage, and authenticates the e details
(operation 91) on the e-VﬁJift



serveln addition, the N -Commerce server 16 |iorwards
a subscription request to the VAS server 18 (operation
91), preferably passing along the retailer's NMSI SDN
and the content ID, [00115] At operation 92, a
deci sional issue is whether the retailer 10 is
aut hori zed to sell the designated enhanced service.
The goal here is to prevent the unauthorized sal e of
VAS s8ti8 €8 dpdsi i valedavd Gesetbyeraid fanaiat o irzedctiet aidcerdiddy, the VAS
in addition to preventing the sale of unauthorized

server QBtsaﬂi@%%nS\ﬂﬂlgat%nmiﬂc@umr{ﬁe %Cﬁh%r@&%? I]@e\/(/]‘llclll then sends a
the retailer 10 is not authorized to sel

notlﬁc%%tﬁl' gg/fst ﬁ%s%@?ﬁ(gc‘tﬁgtr‘gﬁ 1% ¢ ’angihﬁolyﬁé ﬁ&{ae?/gerrw%g sggﬁﬁber that the
ransacti on A v 18 sends a nonvaii ci ati on
“ansactﬂo{] T Ca uccess{h&ipﬁrg rmer ce ser ver 16, which then

[001 OQjﬁ(ﬁn fp&&thnegﬁqmgé%é ge:t]@ FNEO ésu%ei trtg Ib}al gtelthglageldl tg rsell 816 designated
transacti on was unsuccessf ul eration [001 16] If

content, ok e dpqigpnal (rsps sy t}tf‘omPWEe YT YRt B deydlid (operation
t he desi gnared enhanced service. the next question is

64). Jhestertha %{ésme[rtﬁrl 18 opdcatty Ms-Coomasert sdrperi &, wdli¢hdin turn sends a
(operator 91) If not, the VAS;, server 18 does not

notificytain St endskrenoldicl retadperatrar the arobilbahosaleevite absaibe advising of
"The ' VAS server 18 sends a nonvalidation notification

the fatl@ct bietHeNduHotitied nequeer s@eveion 163). Wixehplahe maiseadsotification SMS
notification Si[vlS nessage to the retailer 110, the

me$a§@Qkﬁgegp@f@&@fb@md t he nobi | e phone service
subscri ber that the transaction was unsucec-f ul

[001 03(] QR&L Ak} %t}%s%perétgpélgaterglqw&evrahd' {he{u/r{g e ADES %r%r g retrieves the

cometh I'D is emed va server

corresﬂ'o%h{n'g%ioﬁofl’lﬁtooh Bra 0or r(g)r Seglgéug}?oor\l/ze% ccr)lgltsstopg%w rgst) cPrB’(e)lgtp]PI, éeéail price

retail.er conm ssian. asses this -do 'nation to

and fe&aﬂ@‘ MIEBHFIRBASE PEEFY &S 1607 Wﬁ@nm %%erg%m?r g The M-
requests the eWal |et server 22 to verify that the )

Commeist 2F1Ver |Ads1usp fiheicalplet PaRES 2P o asTiél 86t rnicaiwalihpepullicient
and to reserve the retail prlce | ess retailerThe NI -

funds woity yyall@ eind dp veserve Be tr¢ieih prieg less teaifdiecomagsser. v éhe M-Commerce
initiate the subscription request to the <color ring

server fl oieenpeatcsorthe YA Y sper diitonni@ste, thprefieranyglipasg séqugst to the vendor
al ong the target nobile phone service subscriber's

contenL¥tI8EEDPatfoomn e nbpdridi@nels)NareCanbe rassigelies the target mobile phone
transaction ID.

service subscriber’s MSISDN, content 1D and M-Commerce server transaction 1D.

[00104] The next question now is whether the vendor content 1D is valid (operation 66). If not,
the vendor content delivery platform 21 sends a non-validation notification that the vendor 1D is
invalid to the VAS server 18. The VAS server 18 notifies the M-Commerce server 16, which

then sends a notification SMS message to the retailer 10, the vendor, and the mobile phone

service subscriber advising of the failure of the submitted request (operation 67).

26 -



[00118] The next decisional issue is whether the
subscri ber has already subscribed to the color ring
tone subscription service (operation 96). if so, the
color ring tone platform 17 sends a notification to
the VAS server 18 that the subscriber is already
subscri bed (operation 98). The VAS server 18 notifies
the M Conmerce server 16, which then sends a

(001051 0®n flicowltdar bandSMBhoessiageortiont iR és detrail velid, 10 emdomwminidnedelivery
phone service subscriber advising that criber is

platforal ? eadys @B dex psitdd@neusioahesMSapekard @peQ9pn 6§00119]
However, if the subscriber has not previously

[00106 U@ﬁ@ﬂe%a@i%ﬂ 700tht RIS 04 24 RFdd @PCO BN ].E8he 53]‘&%&1#\% tone) to the
color ring to tforni 17 activates a subscription |

mobild Bﬁon@es%hrl@edsﬁggﬁ)(‘er's F}d&@gég\éhQ@Bﬁlgagné)g}]&c&@pa‘[cﬂ—hﬁl other words,

co or ring tone plat orn117 en s s confirmation
1 ha
there atr)e %OY nsln?c'lgr%/ne‘rge -t %%ér gke con%ﬂgz SC%.M ({%%\tgr ggér?lge%sr%ieéves the delivery
lecelptna(l)l\tﬂ:hrfelugnss éﬁ:g?%rél\{tccog %Fogeta JE%/ \e/e{rWérG ﬁ%\/\%cﬁg nléerr%gtykf%rm 21 (operatlon
preferably a recommended retail price |less conmm ssion
72), Wﬁqubnwﬁémr Steaf e BT GY PHOrECRIP| GpeEUBBUHD and sends 4 positive
Eeratlon 104), and sends a nmlication SIM nessage
responpgby <ﬁé°§@6§%$ﬁ%é@*@operatlon 106) and retailer 10
(operation 108) confirm ng that the subscription
(0010 etheeS A Shras/cheé@motiégi Seeyldcbnanccohamerser, witdeh wisirhcthée e-Wallet
provi ded. The respective notification nessages are
server SR Mo ldaduct thetfagmenesn@at Kioer thdeseildrBedect o] O]et A@unt (operation
retailer 10 collects the currency fromthe subscriber

76). ARpeiady,afe ULO)mmih&nsehRe 16 QbS5 o ddiGicat ANGVIBI Bk fdertthe mobile
17 conpletes the subscription process t sends a notice

phonefg& icP ‘%ub%an?t%% r(b;;é%m%%? hﬁﬂe%ef%?ggx%gﬁ 8 &)\ﬂ"%ﬂ 'tﬂbgt e content

the service (operation 112 eci Si ona

MBlmgﬁﬁkﬁ%H%ﬂ§ g“@r 7 (conprising figs. 7A and 713)
ow ng F OW C art of an enhanced service

chase transaction in t
000 g teh R e GBRE P eptrienase: STiiet dRusfe it Reted. For
resent invention; is simlar to the decisiaona
exampﬁep&h&’n DRsUBTCrippighasgprowyled Freq sabscrifer NFRSH R B p guccessfully
allowed to proceed only if the subscriber has
SMS pteFRBs IEsEghsiBRY sediatio theh&llparing ddormatiopt Klate/tigpy dge retailer’s
if the nobile phone user was not previously
MSISIghbe tipedsubsdnénr’s MSISLIDs tird derllandatfeena frersastepeiweer, and the
notifications instructing the user to subscribe to the
paymeaodrosunti ng tone service first. [001221 To expl ain
further, referring to Fig. 7A, the subscriber provides
[00109] hEner Rllct 80 blleWs tife Ringéhgr re@! @ELORIBE: @peRshE @d? to end the
song by way of a content ID nunber and his ﬁ nobi
transad®fd@ne nunber. The retailer 10 then uses a noblle phone
12 as a. point-of-sale device to initiate the song

[00] 103%91?&5 g&vﬁ{]ﬁgctg? %&t]gﬁfseJﬁ@écg&ﬁllztgé e %R%ﬁ%g?;}]é)unt from the retailer’s

ref erabl application nenu

e QFLER LSRR L 7 200 e e,

nmenu may |nclude such pronpts as: "Please enter

Pur chasi ng subscri ber nobile nunber”; "Please enter
Target Subscri ber nobile nunber”; "Please enter
Content ID'; "Enter your Nit] N'; "Confirmsale of

<content ID> to <MSTSDN>". The retailer 10 enters its
mer chant identification nu r (i.e. MPIN and
confirns the transaction. [001241 Note the option to
include a pronpt directed to target subscriber
information, if desired. This option allows the nobile
phone service subscriber to purchase VAS content
and/ or enhanced services Ihr one or nore famly
menbers, friends and others as a gilt.



[00125] The SIM application preferably constructs an
encrypted song sel ecti on SM5 nessage containing the
entered data, and sends the nessage to a S. M5 center
24, which in turn routes the song purchase SM5 nessage
to the M Com ncrce server 16, which determ nes that
t he song purchase SMS nessage is a song purchase
transaction, decrypts the nessage, and authenticates
[00111t] Htefereinainber tosFideb dcdrsprisopeFasi oh an@ BB), a flom thwet of an enhanced
e-\Wal |l et server 22. Additionally, the N -Conmmerce
services@ibv@iptid® ptircamsnidnsacann i thedbie: sbmoolvedqueshetio illuseatdASA color
server 18, passing along the retailer's N SI SDN and
ring toh&@orcant Bk (hROL26s Abs@Ped & Artfudi2Rle, @hidB6d SN recording of a
Issue is whether the retailer 10 is anihorized to sel

song, dhhe, dagl gnat e epnhanted AR Mb&er suR& Pak (RefFor $hd @ne service.
prevent the unauthcirized sale of subscription

The so%?%%ﬁ]&%? th%y oﬁﬂalutg gﬁ%&qﬁn%gta{ﬁ{h%{ !)r?erw(;llgﬁ ioﬁ’le?\glgci-: M:aqmﬁeg one calls

enti ng e sa ori zed enhanced servi ces

to.a bi Le.phope service subscriber, |f the retailer

anothel, 1R R, S (P RERy R b B bl e Aol oba Safifl S conneated
service, the VAS server 18 does not validate the

to a mehile opprafor fECPHIKL hat sal e transaction. The VAS server
18 sends a non-vabdation notification to the _ _

(00112 [ogheriee sy depigied it diig- @ Hbn P&eprysOrap¢ibmaif] Bapijcophone service
S1VI S nessage to the retai er 10 and nobil e phone

subscrider piogies tlosctrildeld whiahisthee mobansla@einombaagVISISDN) to subscribe to
unsuccessful (operation 123). 00127! lithe retailer

the coldPrihgtoteesreite! Thbetait hotheneded omskeild pitone 1des ik gnat-etsale device
enhanced service he next question is whether the

to initinRBhd &1 QREILALRY suSsG b e NhndaBlon Soif (KOPRT Akh@bpddida OO
not, the VAS server 18 does not validate the nobile

[001139PSEREBly, T B &MAt 188t &(iL1 ARSACTdiYPhys TR YARUS E¥RbIs18is earlier
sends ion -validation notification'to the m Commerce
.SQryer, -whi S p [ .

descrlbt%g, %{OE thel%tall:gfég ?0 Ieﬁtgpth‘%% pr%w'ag(ﬁ 'b% t]?eagdgg‘{}hbgmngg?faﬁgw 10 then

e reta nobi ['e operator an
_ph ervi ce.subscri ber .t hat,,h tr.ansaction was
enters J AR ¥ Sty RE ey’ BT RGO Bp Ry g S1M mene
operat.or content IDis deened .val] en t he. VA
may PERfdfefor §e BTGy 8 attﬂ@%eba@éeb%n@%@ﬁn&@mhe'Soglfffa% from the

(or other authorized content provider's) content |ID. i
subscripgt aiNISISAN el THh Rt ar ke ikesmie PaTdmcasid PassesvieHpks for family,
in formation to the M -Comrerce server ;6, The
friendy ghd@diramer ce server 16 requests the e-Wallet server 22
to verify that the retailer has sufficient funds in
[00114]t Bhee 18C 8 prpoinatoonvainbtedctaamdertcoy pregisettareinzhenda ebedriptipn iS6&S message
| ess retailer comm sThe Nil- Conmerce server 16 then
contaifiRguestBerbNAadAS & eddethel Bietsagd M hiSAM® cther 3ONTht SO Oenter 24
the color rinb, tone platform 17 (operation 125),

routes Be€fo®raloYoRas Sl piiah angsdoh e thamngtonhEd &rRRaBEwhich determines
servi ce subscriber's MSISDN, content | D and M Conmmerce

that thREEM&T rihé Q&?eagﬁﬂs&ri‘pdd% message is a color ring tone subscription transaction,

decrypts the message, and authenticates the retailer’s details (operation 91) on the e-Wallet

-28 -



1001291 The next decisional issue is whether the
subscri ber is already a subscribing custoner
(operation 126). If not, the color ring tone platform
17 sends a response to the VAS server 18 that the
subscriber is not a current customer (operation 128).
The VAS server 18 notifies the M Comrerce server 16,
whi ch then sends a notification SIAS nessage to the

server 20bsc rnideon, amdM-Ebainicere tO cady ifsiwaglistchaibserhsionirbgrrestab the VAS
the aced to enroll in the subscription first

server (| ®p&featiionV 1l 28¥eradlRgadsaid Aisgy; thotdtdi ieeaM QI8DMESRIaBEcdn$ent 1D.
simlar to earlier ones described hc.;:rein. [001301

(0011 31OMEY Rk atiohfoot lﬁ"de@i‘ékﬁglr isherisivhefiepag Itegulglel@ns gxh&t4090 sell the
custoner, then the co or ring tone platlbrm 17 act

d, s
Rl e et BSCE PP B0, By g e
r|n ton sends conflr

SR BT, BT AT g Ha S pea s 'S@?eﬁ rhorized

peration 132). The VAS server otifje :
e“hamﬁg et Bt raabi 1%9 hopegs SeryIGE SYPSFEt ffép%refaht@ 20 WHOF @fthorized to sell
server 22 to deduct he paynent ainOUnt, prelerably
the desi gnogisrishensad payiar the MViAdeseres 4 8 dopmi s ypbnte ﬂ“ﬁé?ﬁ“ﬂ%éo for that sale
retailer's electronic wallet account (operation 134),
transacied. déndsAhetrivéri Batendna messalision oot hetisw s dhei MeFommerce server
(operation 136) and retailer 10 (operati on 138)
16, wlednfhien semly d hatfichtien SBlSeotedgsongewasilact( wat edbflophone service
the pre-pay or postpaid nobile phone subscriber's
subscribef hiC@e traish&ionespaskiotessNoibfdgahioon messages are
simlar to the ones earlier described, At operation

[00116440 thetB@ilEretoal i8fmdDOioaR! duotise L@ WJ&%‘EX tedl EAMNEDEservice, the
subscri be. [ 001311 Referring nowto Fig (conpri si ng

next Ql!l:és Sn IS%G%F‘ tff%]rﬁgbllet({:bga?or SoRfiiMh R Jali ?Kﬂpceﬁeﬁ&t 9b4?f qu'P)t the VAS

anced service purchase transactl on

server\ﬁ%rc}ogél ?tc\%lhldatthc?nro%lle olpdran)rsf%r sa ¢ ?rﬁnsactl kll}%'%c R)Artéesewer 18

A Vi f
I|n ard or..a VAS card, on1the retailer
sends ﬁsm@- R uR i HoneS 35 Y GTRBHIE. %ﬁw%al‘é abihclien sends
.retailer 10 initjates a card purch
“Ot'fC?W%h%“éétm%fﬁaaerteﬁbft Fgailegq Na W@ﬁﬂpl{ll@p@pl&mr(ﬁqd :Ehesgr)oblle phone service
entering pertinent details provided by the subscriber,
subscribgothaiAie manseeirdn; vegs wescessBBdoperiemdRl i s
user-friendly, providing appropriate pronpts of the
[001 1 de¢esear.yf ihnpptraianfconwat T, debmeddadliid, itom, thhey At murver 18 retrieves
simlarly provides for the option of gift card or VAS
the cosetpundieg sjobpeophase sfof ofhamityoianrd donienep@sider’s) content 1D, retail

price and retailer commission and passes this information to the M-Commerce server 16. The
M-Commerce server 16 requests the e-Wallet server 22 to verify that the retailer has sufficient
funds in its electronic wallet and to reserve the retail price less retailer commission. The M-

Commerce server 16 then requests the VAS server 18 to initiate the subscription request to the
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1001331 Upon confirmati on of the transacuon by the
retailer 1 0 he SRI application constructs an
encrypted virtual calling carand/ or VAS card SMS
nmessage containing the entered data, and sends the
message SMS center 21. For sinplicity, the discussion
will he had to a calling card product although it nay
be a calling card and/or a VAS card. [00134_] The SMS
color BEDISH RA4ITHL € (6&%tf§)ﬁrﬁ>_),pﬁ'éfeﬁ‘eﬁ§}e p%gnﬁ&%% et BRbile phone
M Co det erm ne a

mcrce server 16, whic s th t he card

service?é”bgaﬂ)%ﬁ S %gﬁ?ﬂs §@rg§ntil ad mldohﬂrger ook SW eP H%r%laa:?o% 1D.

ransacuon, ecr’ypt t he nmessage. aut henti cat es
retailer. I 0 detai eratign 151) on the .
[001 1%% e decisional Is5ae lsAvaﬂaeﬁl%ei(rg eafli%)sl(,:r] K aﬁv%l&g?% _s&h@grlbed to the color

server
serv 16 request to the

. r transmits a.retneve PIN VAS
ring 1 hBreripgon aa@éqenépaﬁaewﬁhé?@@t U SPOrSTINS| O8BN  H H™t h sends a
service I D. [001351 At operation 152, a deci siona

notificplda e the WehetHesr Bhigat @ ailserbar ipalready sebreripybpegtion 98). The
sel | the designated enhanced service. The goal here is

VAS savasr B eptiligshde uMalethoeicz egrsal 16, ofhidaltennggndsardnotification SMS
services by an unauthorized retailer 10 in addition to

messagy evéntretagert HeandabbilOphamraatiar subedibenhaviced tseniv aéscriber is
to a nobil e phone service subscriber. If the

already e atib@ignotioadt hpejazesd ot sell the desiv.nated
enhanced service he VAS server 18 does not validate

[001] S? higow &l ik elcRObsciBat hadaloe plek ANSIFGHbLAbedRehYAS oS BRY Blne service,
8 sends a non-validation notification to the

then the>d Ghe pilef ILM’”]&:QC‘J\B% a3y Q:?i ﬁor{]ﬁ)trlt]l\é &e@g ' suB¥Riber MSISDN
NCg%gq?% to %Ee% and nobi e pﬁong service sugschEér
(opera{i(r)]ﬁrJl E Od)hefhterc% o ‘Srll(r:\tgit(c))nne pHat%orlrJnnWﬁl%g %g’nfdglcorgﬁ %eaﬁigg it(? ﬁ*nel\;ES server 18
that the subscription process has been initiated (operation 102). The VAS server 18 notifies the
M-Commerce server 16, which instructs the e-Wallet server 22 to deduct the payment amount,
preferably a recommended retail price less commission, from the retailer’s electronic wallet
account (operation 104), and sends a notification SMS message to the subscriber (operation 106)
and retailer 10 (operation 108) confirming that the subscription request has been registered and
when service will be provided. The respective notification messages are similar to the ones
earlier described.

[00120] The retailer 10 collects the currency from the subscriber (operation 110). When the
color ring tone platform 17 completes the subscription process, it sends a notice to the subscriber
confirming successful provisioning of the service (operation 112).

[00121] The decisional operations of Fig. 7 (comprising Figs. 7A and 7B) showing a flow chart

of an enhanced service subscription purchase transaction in the form of a color ring tone song
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100136] If the retailer 10 is deened to be authorized
to sell the designated enhanced service, the next
guestion is whether the nobile operator's content ID
is valid (operation 154). 11 not, the VAS server does
not validate the nobile operator for that sale
transaction. The VAS server 18 sends a.
non--validation notification to the m Conmerce server

purchad® in WloEint e th SIRNGSset ﬂoéﬂt%ﬁﬁa&'sﬁﬂ]lé%tH@Qﬁ@@Q)ﬁalt(Qeltahgns of Fig.
retailer 10, the nobile operator and the nobil e phone

r i he t
- excgﬁst\&gg gqsezrr Q%Eto%egsatmlh%%}ed H)e g&: Og‘]“{%’?j}n V\/E\t/)secrr tbey P 4 ﬁreVIOUS]y
subscr%@grtgttgags%%n% entelee(ghl f]\évg)rgo,r / egh\églw:glgﬂe t ?}g‘gﬁ ug‘er wg‘ssnot previously
t or or. oth r authorized content proyider's
subscr BBt e B b PRSP g s T RL A o i B subseribe
passes this information to the M Commerce server 16.
to the cplQy T\iSCRRMEF e Sk ver 16 requests the e-\Wal l et server
22 to -verify that the retailer has SU Ificicnt funds
[00122] nlq pxplaip eféttel/%nmferwag ltetFignth ttbe selswerive prheideethaitetailer 10 with
price less retailer comm ssion. The NI -Commerce server
his/herlglechen of eglesistdssangebVkSy 9€rnventeh81D muinbit iat Bisher mobile phone
calling card PIN request to the vendor content
numbedeTha@taylepl @thtOuses 2Indideehatd taskBR)int-drsefeeteabt W initiate the song
passi ng al ong, the target nobil e phone service

mﬂdmgy@ﬁﬁgahﬁqoﬁﬂﬁﬁhS@U) content I D and M -Comrerce server
transaction ID. The vendor content delivery platform

00123'\]/%%%1}&%%1&?%” 1'0%10‘6411&%1%;2%5%@@'0 h %)hgﬁlptg Porttﬁoreta]ler 10 to

server ects ati'on nu
o §ELh PgE S IR SR Flfésf‘%"l%@“&g i ncude s
ns a SMs sa inin N.to the SMS
pfomptée?ﬁ oIS SO T T OF ri S st of H@u";glage Pl Rater Tarse

targ eL NBlSDN”a§ a once- onlé trqp§n135|on %peaaglon
Subscripgginobife guigkrs Jdese enisn Coateay Eniepyeyrgyl-Ig "t Heonfirm sale of
calling card i nfornmation dellvery and passes al ong the
<contefel 3 ieryMpEdBYpt  Bentiarpatd oners oS isechyaSdeifigetionti8imber (i.e. M-
(operation 160), which conlirns the content delivery
IHN)amthéMmséESﬁmwmﬁoperation 161) and sends a positive
response back to the M Comrerce server 16, [00139]
[00124T heotdMhCanmpies eeinsiedy e probfptidistiediat @rdeheubgeMl IrgbrnSEoN 8F desired.
22 to deduct the paynment anmount, preferably the

This opeeonmeRdede resisidl pﬂfriecﬁer{n@@%ubﬁtn@éﬂ &F IS $1AN content and/or
Iron the rler-s electronicl62). The M cotnnieree

enhanc@@ﬁé{el"ceslﬁr §§@g§n@e%f1§ l‘rfe%'egnﬁ IV ﬁd@ﬁé@gsea i@, the

subscri ber operatlon 64) and retal er ( %eratlon
00]2% T@]@SIW%&% Pe?‘e%blt Iggns?r]u'l:\ﬁ %‘Ee%ssong se]%ctlon SMS message
l'vere e res éation messa

. es e ier descr tra sactlon
°°”ta‘”&'b%f@F ACY R e T Bt Foutes e
fr nobi | e ne service subscri ber E eration
song pis 5156 %él%ﬂsa%gdgfd‘ﬂc%%w@? g Ve ¢, WO a@@&ﬂ@@es that the song
fl ow chart of an enhanced service subscrit"ri purchase
purchager JHSABESHE i 18 ORS PhIshaedfanaartiah edacr e Vi decstdge. ayistugmpnticates
of the
the retailer’s details (operation 121) on the e-Wallet server 22. Additionally, the M-Commerce



present invention, is illustrated. In this scenario
the subscri ber provides the retailer 10 with his/her
selection of inlbrmation alert(s), such as news,

weat her, or the like, and nobil e phone nunber

(NAS1sDN) to subscribe o the information alert

service. The retailer then uses a nobile phone 12 as a
poi nt-of -sal e device to initiate the infornmation

server §6REGEMPHAR i PUiERASE rdglansaekd O Sf feprartiike iisMn@Hﬂ’ong the retailer’s
(operation 170). [00141] Preferably, the

hdsunﬁﬂghagékbgﬁnp@ﬁu dspl ays appropriate pronpts as
earlier described, tor the retailer 10 to enter the

00]2636}&‘[ oﬂ%acf]\éhq%% gﬁpgnaﬁ; lllgﬁ @Eéth%ng rertg e?l IOeg aL]rtgortl Lo sell the

ters

ernati tlon \ . .

designig Shiietd Fatiefo et Birgat o {/?esgf&rtF%apa%}t@lvre%ﬂ.sa‘m?éhbscrlpﬂon
is differ n iron the subscriber's. This enables

services s @p i P OT gedpiailiasd Bnaddronge ergienting/As sdf wif cgguthorized
for famly, friends and others. [00142] The Si M anpi

enhangegd a¢1visas onsebilrathonapereine pyhseraerri Hithe ridilcohO &inet authorized to sell
subscri pti on SM5 nessage containing the entered data,

the desagrdteslemtisiceth ecrmes.shg & AtSoseaver $84iSecaritvelid @A the Thieil SNB for that sale
center 24 routes the 1f01110/1 alert subscription

transadiies S dfpe MAS térecrM Lamien een-vakdaren nbbfivhioaho tidehelsmmese server
that the infeirmation alert subscription SWS nessage

16, whigh @n isBtdRramdtieatdl SMS SHRaES tPtheaBrallErNS &6 OBile phone service
decrypts the nessage, authenticates the retailer's

subscr@etmbtl e B chffor8r Ik Gl SRNY e,a’f%n(@@fr ation 171).
43] At operation 172, a decisional issue is

00127‘(’2’()‘?%}!%%% %elor E%Qém%\rtojb% aluﬁqo‘?‘g ﬁ’)r eﬁ et‘lge (ﬁle%lrg%gt!eh %]ba%ced service, the

nat e anced service.

auth rlzed sal e bscrl i on .ser
next off B hilGirBr FoBe pEraI 216" Y ST GRSREo D7 not, e
preventi ng the of unauthorlzed enhanced services
VAS spiyes§ Apgil o %@ew%e@@e@%sfeﬁ Befalc yrgnspgpen. The VAS server
retailer 10 is not authorized to sell the designated
18 sendphaneedalsdtion cwlileHenVaSrevepmmgrgosyaiott, vabipiidie sends a
the retailer 10 for that sale transaction. The VAS
notificgiemy 8MS18cssegd & thenetrilgal thdandole eretdtéi eat ihenmblole pleone service
M Conmrer ce server 16, which then sends a notification
subscriBM3haess ageattont e imetakedsérl (rand M8pi | e phone
servi ce subscriber that the transaction was
(001289 NSeiesRE ST e opeResr abhent 1Y 3)deeh@@144d, thén thbey ASt@ldrers retrieves
10 is deened to he authorized to sell the designated

the coﬁ&lﬁ@ﬁ‘(ﬁﬁg nﬁ%ﬂé"oﬁ@mt&’@Qop@ﬁ%l 9Mﬁ§tt1ie9rh0h§:ny\43|%tvhﬁr sf Bitent 1D, retail
| e operator's content IDis valid (operation 174).

price a'n erQﬁer CIOE%FI t §1?J Ees]1§|sd|9ﬁ)§mgl%n Yo%klle q@ /@nﬁnﬂeﬁrc@g{{%em The

er at or at S e transacti on, server

ifi h
oGS SR TRV 0 8 B A BT

e to the retailer nDblle oper at or and
funds P RERonee Hﬁ@ﬁea“QéP\fF%?évesih‘SerﬁaI'kPé'rcet RatCigHg commission. The M-
transacti on was on eration 93). [001 43] However

Commpice ppacioldelP et (AUEH e l.ASl rYes | 8 e menty IEisaNe KeHBsst toribe color ring
VAS server 18 retrieves the correspondi ng nobile
operator's (or other authorized content provider's)
content ID, retail price and retailer conmm ssion and
passes this information to the M Commerce server 16.
The 1t/ 1-Conmerce server 16 requests the e-\Wll et
server 22. to verify that the retailer has sufficient
funds in their wallet and t¥ reserve the retail price
| ess retail er conm ssion. The N -Conmerce server 16
then requests the VA S server 18 to initiate the
subscription request to the inforrnation



alert platform 2:3 (operation HS), preferably passing
al ong the target nobil e phone service subscriber's
W SI SDN content I D and M Conmi nerce server transaction
I D. 1001461 At operation 176, he next decisional issue
i s whether the subscriber is already a custoner of the
information alert subscription servtce. |If so the;
")ion alert platform 23 forms the VAS server 18 that
tone pladf@ris Uls (ipek@bn i 1958 preeby s phs ol Hed; (lepergt invsbile pthe service
The VAS server 18 notifies the M Commerce server 16,

subscridBP € MIIDOR, SSRGS 118 aROM-Eb it @nieSkt ddhspRSaDe to
i nformthe nobil e phone service subscriber and

[001 quefh@ i d m&rth"fltlsshc—b?slt?g{lﬁgrrt'hp%[lbécﬁb@l i5 %ﬁ'géﬂyazps%&ﬂ;lhggustomer

ustonmer (operation Fbmever

(operatlon ?f()g HF tI the 12 oer)ﬂ ttlormag GHS on?rs ds al ﬁ)oﬁg@t%ctﬁé R;Asogerver 18
Servi ce, thenthe of et on aler plattor acti vat
ubscription for the s C|f|ed

that gy EPIT oL §0) TS By aNGH ! SPE %a%%ﬁmﬂﬁnﬂié?ﬁ the M-

sends aeonfirrnation to the VAS server 18 that the
CommeigpseiFiptd O PribeessdnnecthiEaton RV BEspcdn dapygscriber and retailer
successful E on 182). The VAS server 8 notifies the
10 advMingCowenebessibseph/die nbed tavpiren in fke pubsereptiondirgivi@peration 129). The
server 22. to deduct the paynent anount, preferably
&Hmembéﬁwﬂbomnsn@eauﬁmﬂaﬁbepﬁbn@ﬁkdssmthhv@sion, fromthe
retailer's electronic wallet account (operation and
[001308 emelserar, nothkefsuieatibans SMbdnessagexisond hstonsubéer theeblor ring tone
(operation 186) and the retailer 10 t',0 oration 1
platforBB)7 6QRkiek MG SHIER IS dubstSIABSRIL AL kiRNselected song to the subscriber
(operation 130). The color ring tone platform 17 also sends confirmation to the VAS server 18
that the song has been delivered (operation 132). The VAS server 18 notifies the M-Commerce
server 16, which instructs the e-Wallet server 22 to deduct the payment amount, preferably a
recommended retail price less commission, from the retailer’s electronic wallet account
(operation 134), and sends notification messages to the subscriber (operation 136) and retailer 10
(operation 138) confirming that the selected song was activated for the pre-pay or postpaid
mobile phone subscriber’s service. The respective notification messages are similar to the ones
carlier described. At operation 140, the retailer 10 collects cash currency from the subscriber.
[00131] Referring now to Fig. 8 (comprising Figs. 8A and 8§B), there is shown a flow chart of an
enhanced service purchase transaction in the form of a virtual calling card. In this instance, the

subscriber generally requests a card product, such as a virtual calling card or a VAS card, from

the retailer 10. Using the mobile phone 12 as a point-of-sale device, the retailer 10 initiates a



The respective notification nmessages armlar to the
ones earlier describedact on concludes when the e Het
1 0 coliects cash currency fromthe subscriber190).
[00148] Havi ng now described a few enbodi nents of the
inventon, it should be apparent to those skilled in
the art that the ibn. Mg is rnerely illustrative and
not limting, having been presented by way of exanple

card @Rdhyse ThBsaah@V eroairhpei STPNthgenar @pemltiyn tiIGohectonst pu€dent details
as exanples of the various different types ot conputer

provid8Y 6} 8BuiRAbe MYy be utilized in connect:on with the
conmput er -i npl enent ed and/ or conput er - assi st ed process

[0013231/?1% Ea?li&f &g&medi e ﬁ’]_@]élhljsn ! -Fr?e%ﬁ%‘é?dﬁdi@%&pﬁ%%%‘o ompts of

enbodi nents are w e sc
and an i val.ent thereto,, it can bge appre i&te% t hat .
the oSSR HRG bt Lo s BET S (Re RIPk it Taclhe iyt of eif
rent to those skilled in the art, and the present
card of P SHENEAY BV RTGARE™ S THEIUEE  hobe al ter nati ves.
%00 1.49i Further. since nunmerous noth Ilcations wll
[00133] ey spngeeiont @ thh Bawsastiin hedeirpfatleyel Oaihre, STM appdicafesn constructs
desired to limt the invention to the exact
an encopisttvitet cdhngpad epéoaliddrraid BMstmesserd candindestde eiedd data, and
and accordingly, ai suitable nodifications and
sends thguhasadgent s Sy deeter @g.ntFed sinpliagy,Rat ldisagssiint il lrbet el to a calling
scope of the invention. CLAIMS Wat is clainmed is:
card product although it may be a calling card and/or a VAS card.
[00134] The SMS center 24 routes the card purchase SMS message to the M-Commerce server
16, which determines that the card purchase SMS message is a calling card purchase transaction,
decrypts the message, and authenticates the retailer 10 details (operation 151) on the e-Wallet
server 22. Additionally, the M-Commerce server 16 transmits a retrieve PIN request to the VAS
server 18, passing along the Retailer’s MSISDN and the service 1D.
[00135] At operation 152, a decisional issue is whether the retailer 10 is authorized to sell the
designated enhanced service. The goal here is to prevent the unauthorized sale of calling card
services by an unauthorized retailer 10 in addition to preventing the sale of unauthorized
enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell
the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the M-Commerce server

16, which then sends a notification SMS message to the retailer 10 and mobile phone service

subscriber that the transaction was unsuccessful (operation 153).
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A system for providing at | east one of content and
services to at |east one of a prepaid and postpaid
nobi | e account using a wi rel ess comruni cati on device
as a point of sale device said systemconprising: (a)
an application layer for performng transacuon
processing functions, snd application |ayer including
a nobile commerce server nodule for nanaging an e

[001361- I @nceRehilBPR) Is @1 GABRY ey i HRDSRLE deANhe @sHBAMH €B8Sanced service, the
server nodul e fiar managi ng the transactiona

next qGés@iQﬁ%?Wgthge&mllgeolrp@lta%rl ecron%lﬂfjlﬁl p@él%{o&ﬁtﬁﬁ&ﬁ t1?14)0f1f not, the

hird party provi an el ectronic
ns wth

erver u nter cti a
VAS sr r(:)vte‘;Jl Pes no&i valedaE[e {hra moqalalg grgcocr: g(drn%at sa ebtfang%ctloﬂt G‘T Ihf: a\é S server 18

sends %g e;v/al{,ﬁjg{rlg\g‘ll% é:ﬁrtlé/ ggl ntg(?r%%%%?g?r?/grco %rtlrlm senés a notlfcatlon

conprising at | east one interface nDduIe for each
SMS meESR t}@rquat]?r 105 4@ m((lzgl)e ORCIiF o @p@mr@hﬂg}pépne service subscriber that
i nter posed between said apmcation |ayer and said
the trapsacieent Weeursageess/ulflopergican(dai( Fyi ng and
manawi nconmmuni cati ons between the application |ayer
[0013Andioeaetr, ifebaopdkatentdrtont 12 isThensyista8m taac e di Af) s¢roer 18 retricves
claiml said nobile conmmerce server nodul e conprising

the coRBsp@@&n} ni@dle Sipeatdranoabtheranager@nionsdbp@ysleeB) E@fent ID, retail
regi steri ng and nmanagi ng one or nore refllller virtua

price MAGRMNESeommission and PEssSY St LMAFERE AN Ge N-@WndhéRed server 16. The
sai d nobile conmerce server nodul e conprising a

M- Coﬂ%e%e%%r@p¢6 tréq%@§§gmte' Qv fehagament,, SKBr a/sé!ﬁlt tﬁ@ré:tgl er has sufficient

nanagl ng end-to-end transaction now and I nteraction

funds In tél\%%ctdoanl](l: bmnﬁg Cor‘rtrgrerre%:évelgr%\}gt%sltﬁgr%nﬁﬁfgs%gét%%e'r‘]rg%oltmgnal{s:%on Mrhe M-
CommiRT8BEL| O 00, SUOLY, RO, LonorLl g U SYSLEMERT e o
vendor content delivery platform 21 (operation 155), preferably passing along the target mobile
phone service subscriber’s MSISDN, content ID and M-Commerce server transaction 1D. The
vendor content delivery platform returns a content 1D validation notification to the VAS server
18, which selects an identification number (PIN) from a calling card PIN database (operation
156).

[00138] At operation 158, the VAS server 18 transmits a SMS message containing the PIN to
the SMS center 24, which in turn dispatches a message to the target MSISDN as a once-only
transmission (operation 159). The SMS center 24 receives a receipt of the calling card
information delivery and passes along the delivery receipt confirmation to the VAS server 18

(operation 160), which confirms the content delivery was successful (operation 161) and sends a

positive response back to the M-Commerce server 16.



5. The system according to claim1, said nobile
comerce server nodul e conprising a settlenent and ree
ncimM on sub-system for cal cul ati ng u-ansaction fees
and comm ssions for all parties to a transaction in
real tinme. 6. The systemaccording to claiml. said
el ectronic wall et server nodul e conprising an

el ectronic wall et transacti on managenent

[0013FubhesS YEUSRTRARGINE | 1Bt BERGES MR WA sdr@lrald 8 d&uct the payment
virtual account. The system according to claim

amourl, px%%'rﬂ)]fltl%clte(:%%%n(%‘al ljegﬁ] v}ﬁ'ﬁ'{]v]@{s %Pa‘#lg Cofif 1’(0|ns K0S f?lg 1etaller S

el ectroni c wal t store e sub-systemt hana

electmnfbt \%]n:‘rfla%co%ﬁ%ge&gt%oonnl%2ycrfﬁe D 80 ! %te‘rmelsgrrveslé/ Senas a notn" cation SMS

stem accordine’t’

messa%%tpﬁ%r ?ﬁ%écg{{b\élgwpg%?aggi@rﬁpgo ha& ﬁggr?er I SI 386) con?gmmg that the PIN

ant hem cati ng, requests fron1a|| nodules itiCl Udir

was S%?Saﬁe ufly di“Yf‘é%fheE‘ﬂ%respecﬂve notifyyEoR SEBATAYE SHHINE fhs ones earlier
claiml, said services seri.er nodule conprising a

descrilyod a RaEtrisarionmaagedrs mhesmlhf—@Spdme}ﬁ f@lectymushi quiienar fyorpfthe mobile
at east one of content and a service.

phone service subscriber (operation 168).

[00140] Referring now to Fig. 9 (comprising Figs. 9A and 9B), a flow chart of an enhanced
service subscription purchase transaction in the form of an alert service, using the system of the
present invention, is illustrated. In this scenario, the subscriber provides the retailer 10 with
his/her selection of information alert(s), such as news, weather, or the like, and mobile phone
number (MSISDN) to subscribe to the information alert service. The retailer then uses a mobile
phone 12 as a point-of-sale device to initiate the information subscription purchase transaction
from the SIM menu (operation 170).

[00141] Preferably, the SIM application menu displays appropriate prompts, as earlier
described, for the retailer 10 to enter the data provided by the subscriber. The retailer 10 then
enters its M-PIN and confirms the transaction. Alternatively and/or optionally, the SIM menu
may provide for the entering of a target subscriber MSISDN, which is different from the
subscriber’s.  This enables subscribers to purchase one or more gift VAS services for family,
friends and others.

[00142] The SIM application constructs an encrypted information alert subscription SMS
message conﬁaining the entered data, and sends the message to a SMS center 24. The SMS

center 24 routes the information alert subscription message to the M-Commerce server 16, which
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services by an unauthorized retailer 10 in addition to preventing the sale of unauthorized
enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell
the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the M-Commerce server
16, which then sends a notification SMS message to the retailer 10 and mobile phone service
subscriber that the transaction was unsuccessful (operation 173).

[00144] If the retailer 10 is deemed to be authorized to sell the designated enhanced service, the
next question is whether the mobile operator’s content 1D is valid (operation 174). If not, the
VAS server 18 does not validate the mobile operator for that sale transaction. The VAS server
18 sends a non-validation notification to the m-Commerce server 16, which then sends a
notification SMS message to the retailer 10, the mobile operator and the mobile phone service
subscriber that the transaction was unsuccessful (operation 93).

[00145] However, if the operator content 1D is deemed valid, then the VAS server 18 retrieves
the corresponding mobile operator’s (or other authorized content provider’s) content 1D, retail
price and retailer commission and passes this information to the M-Commerce server 16. The
M-Commerce server 16 requests the e-Wallet server 22 to verify that the retailer has sufficient

funds in their wallet and to reserve the retail price less retailer commission. The M-Commerce

server 16 then requests the VAS server 18 to initiate the subscription request to the information
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server 18 notifies the M-Commerce server 16, which then sends a notification SMS message to
inform the mobile phone service subscriber and retailer 10 that the subscriber is already an
existing customer (operation 179).

[00147] However, if the subscriber is not an existing customer of the subscription service, then
the information alert platform 23 activates a subscription for the specified alert service (operation
180). The information alert platform 23 then sends a confirmation to the VAS server 18 that the
subscription process has been initiated and was successful (operation 182). The VAS server 18
notifies the M-Commerce server 16, which instructs the e-Wallet server 22 to deduct the
payment amount, preferably the recommended retail price less commission, from the retailer’s
electronic wallet account (operation 184), and sends a notification SMS message to the
subscriber (operation 186) and the retailer 10 (operation 188) confirming successful subscription.
The respective notification messages are similar to the ones earlier described. The transaction
concludes when the retailer 10 collects cash currency from the subscriber (operation 190).
[00148] Having now described a few embodiments of the invention, it should be apparent to
those skilled in the art that the foregoing is merely illustrative and not limiting, having been
presented by way of example only. The above embodiments are only to be construed as
examples of the various different types of compﬁter systems that may be utilized in connection

with the computer-implemented and/or computer-assisted process of the present invention.
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alternatives.

[00149] Further, since numerous modifications will readily occur to those skilled in the art, it is
not desired to limit the invention to the exact construction and operation illustrated and
described, and accordingly, all suitable modifications and equivalents may be resorted to as

falling within the scope of the invention.
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1. rsgys?em for providing at least one of content and services to at least one of a prepaid and
postpaid mobile account using a wireless communication device as a point of sale device, said
system comprising:

(a) an application layer for performing transaction processing functions, said application
layer including a mobile commerce server module for managing an end-to-end mobile commerce
transaction, a services server module for managing the transactional processing between a
retailer and a network entity of a third party provider, and an electronic wallet server module for
managing interactions with a retailer’s virtual wallet account;

(b) an interface layer for simplifying integration of one or more third party network entities,
said interface layer comprising at least one interface module for each network entity; and

(c) a middleware layer, interposed between said application layer and said interface layer, for
standardizing and managing communications between the application layer and each network

entity.
2. The system according to claim 1, said mobile commerce server module comprising an

agent registration and management sub-system for registering and managing one or more retailer

virtual accounts.
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3. The system according to claim 1, said mobile commerce server module comprising a
parsing and transaction management sub-system for managing end-to-end transaction flow and

interaction between all modules.

4. The system according to claim 1, said mobile commerce server module comprising a
transaction log, audit and reporting sub-system for capturing and storing end-to-end transaction

data.

5. The system according to claim 1, said mobile commerce server module comprising a
settlement and reconciliation sub-system for calculating transaction fees and commissions for all

parties to a transaction in real time.

6. The system according to claim 1, said electronic wallet server module comprising an
electronic wallet transaction management sub-system for managing interaction with a retailer’s

virtual account.

7. The system according to claim 1, said electronic wallet server module comprising an
electronic wallet stored value sub-system for managing internal interactions within a retailer’s

virtual account.

8. The system according to claim 1, said electronic wallet server module comprising an

agent authentication and security sub-system for authenticating requests from all modules

including retailer requests.
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9. The system according to claim [, said services server module comprising a transaction

management sub-system for managing delivery of at least one of content and a service.

10. The system according to claim 1, said services server module comprising a content
mapping sub-system for managing confirmation of delivery of at least one of content and a

service.

1. The system according to claim 1, said services server module comprising a retailer

verification sub-system for managing at least one of content and a service saleable by a retailer.

12. The system according to claim 1, said services server module comprising a pricing and

commission sub-system for managing at least one of charges and commissions for the retailer.

13. The system according to claim 1, said services server module comprising an

identification database for managing each identification number for each at least one of content

and a service offered for sale.

14. The system according to claim 1, said interface module consisting of a content interface

for managing transaction load on a content delivery platform.

15. The system according to claim 1, said interface module consisting of a color ring tone

interface for managing transaction load on a color ring tone platform.
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16. The system according to claim 1, said interface module consisting of an alert interface for

managing transaction load on an information alert platform.

17. The system according to claim 1, said interface module consisting of a postpaid interface

for managing transaction load on a postpaid billing platform.

18. The system according to claim 1, said interface module consisting of a short message

service interface for managing transaction load at a short message service center.

19. In a system for provisioning one or more value added services to at least one of a prepaid
and postpaid mobile account using a wireless mobile device as a point-of-sale device, a computer

implemented method comprises the steps of:

(a) inputting a user request into said wireless mobile device;

(b) confirming at least one of inputted user information and retailer information; and

(c) initiating delivery of user request to at least one of a prepaid and postpaid mobile device
of the user.

20. In a system for provisioning one or more value added services to at least one of a prepaid

and postpaid mobile account using a wireless communication device as a point-of-sale device,
computer implemented instructions for:
(a) receiving user input;

(b) authenticating a desired transaction information;



(c) verifying the validity of content identification;
(d) verifying authorization of a seller to sell content data;

(e) transmitting delivery of content of said transaction to said wireless communication

device; and
) deducting cost of content from seller’s electronic account.
21. In a system for provisioning one or more value added services to a prepaid mobile

account using a wireless communication device as a point-of-sale device, a computer
implemented method comprises the steps of:

(a) inputting a user request into said wireless communication device;

(b) confirming at least one of inputted user information and retailer information;

(c) initiating delivery of user request to a wireless communication device of the user; and

(d) transmitting delivery notification regarding delivery of said user request.
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