1 WRELESS SECURI TY SYSTEM FOR COVPUTER WORKSTATIONS Field of the
I nvention [0001] The present invention relates to a security device
and security neasures agai nst unauthorized access to conputers.
[0002] In particular, this invention rdlates to a nobile wirel ess
device acting as an authorization nmeans to allow a user access to a

ter. Th t ' f t ired
br edet or i ned securi 1y WIRELESS SEGORITYSYSTEMESR e mobi 1 ¢
wirel ess device out of range of the conputer’'s own wreless device.

Background of the Inventian bﬁgogl] Information security is an
i mportant concern, not onGOMPUTRRWRRKSTAHONS tary forces, but

al so for other organi zati ons such as commercial entities. Access to
information, particular information held in conputers and conputing

devi ces, must be controlled in r i zations to protect
their proprietary information. Fﬁ%@éﬁﬁ“&'&"&é@ﬁy whi ch unaut hori zed
access to a c@upyt Fhenpresertlinvestiontrerates Usea deanity ddvice ameliseturity
unattended, potentially allow n% non- aut hori zed persons in the

ho

vicinity to afieasiirehadaiprbuRatnonzebaaPsdAEONRIUBISe way by which
unaut hori zed @tﬁ)ﬁﬁs?n H%rula'sr“ﬁl?s HJe%HHﬁtrgf&‘Eé‘sStd a m&di%"\ﬁﬂgﬁ% IRV &g
of a screensaver programwth a passwor requl rement. Anot her

commonl y usedasedma@dithsrizdtorusearts  atiowsaalsesnacdesskto pOEBputer. The

Screensaver prograns_ ar. tili prograns usual |. rovided free by .
computer venaBPORER T e ect R ot more dlasest ReedeieHaIsd seburity
inactivity (nsialdswheretiiingdr sHhgd theYResIwiele Q'd%K/F:b SR\ ¢EndS of'Ple
used), the screensaver programwl| activate and replace the

i nformati on dicepipatess own wvitehesscdenice.er nonitor with anot her picture
or display graphic to hide or

Background of the Invention

[0003] Information security is an important concern, not only for
governments and military forces, but also for other organizations such as
commercial entities. Access to information, particular information held in
computers and computing devices, must be controlled in order for
organizations to protect their proprietary information.

[0004] One way by which unauthorized access to a computer may occur is
when a user leaves the computer unattended, potentially allowing non-
authorized persons in the vicinity to access the computer. A common and
simple way by which unauthorized access under such circumstances is
prevented is by use of a screensaver program with a password
requirement. Another commonly used method is the use of a workstation
lock.

[0005] Screensaver programs are utility programs usually provided free by
computer vendors or at low cost. After a predetermined time of inactivity
(usually the duration a keyboard or pointer device is not used), the

screensaver program will activate and replace the information displayed on



mask the original display. [0006] Wiile the original intention of
screensaver programwas to prevent frequently used pixels of the
nonitor's screen from burni ng out prerr?Lurel y, SCreensavers were
al so found to be useful as a sinple sec€urity feature. Together with
the activation of the screensaver, graphic,. an ﬁg}nidon may be . sel ect ed

wher eby a pas&WCOMRIET MO Vil asnetheiePichae {spiay; grarhic tpigp
to the origi nﬂ‘laéﬂtﬁ@'cﬁ?@inil%%ﬂﬂ%x.w‘i le this may seem as an el egant
una

solution to guard agal nst horized access, in reality, the

aut omat i ¢ act [ooaeli dMhite theherigiaéenteatien of dcrgdnspverl peagrant wasdo prevent
duration has sever a{| di sgldvant agt s. Fir stlg/ i f ft he, durati gn of turel

i nactivity is'gaHeqily Pggd DRE!S OLINEJRGRHOTSY STPRR ronp Buting gHER(RIpaturely,
di spl ay may agkieets@veh Weré iisdi$&lind $o el LiseTal a¥ed sinplRosEiritpFeature.
maki ng a telephone call and while still seated at the conputer. This
i s annoyi ng ather withp thenactivationhef theescrearsaver gypehicnan mptigassay e

ey 1" QLGP 06, MK 008 Hhy g VUARL L o sreen

abl e to accessevdis toahpWriginaMdidptay.he user is otherwi se occupied
away fromthe conputer. LQOOQ] Anot her way to protect access to a
conputer is fE00Th¥Vhilethiso M seend Af RrasledantesAutien kior Supssh agrirst
on t he comput : j : aen f t

i sadvant age SBathoREBEcREsF in IS4 AitofAE! dciEfion LRI Bbrechpiver
of having to ddplaatadter e fixedkdermtionahads eseveyal disadvamagear €istlgy if the

f th ter. Al tively, if.the user is.in_g. rush, they ma
forget o act YEAON RbTASIKGY 5 Fohl i ShpBch inothad drhs< His ssreatsaver
are cl ear| y PHRBRAY s} aldVAHE Wil 8 U3 iMing yRY BRERH: BY making a

several patents or patent applications for inventions to _overcome
t hese di sadvaktlegkesne Tad and wdiilel stilbseatsd ahthd compder. nvidis ii®@anoying

e e Wl AR BR e e B 5 A58 oot Bes

screensaver piredgRout theevorkdgy user | eaves the conputer. The

di fferences between
[o008] If the duration of inactivity is set at too long an interval, another
person may be able to access the computer while the user is otherwise
occupied away from the computer.
[0009] Another way to protect access to a computer is for the user to
consciously activate a workstation lock on the computer by pressing a
sequence of keystrokes. However, the disadvantage now lies with the user.
Over time, most users will tire of having to activate the lock each and every
time they are away from the computer. Alternatively, if the user is in a rush,
they may forget to activate the workstation lock.
[0010] These disadvantages are clearly present and known in the industry
as evidenced by several patents or patent applications for inventions to
overcome these disadvantages. The principle of action of these inventions
is the same — to sense the presence (or rather, the absence) of a user and
then to enable a suitable security measure such as the screensaver

program, when the user leaves the computer. The differences between



3 these inventions lie in the neans to determ ne the presence of the
user at the conputer. [0011] For exanple, Klein has two inventions
to this objective: one a nethod for atiomatically initiating a
conput er security node and/ or screen saver node (US 6,401, 209 Bl) as

well as a systgmfor practici.ng it (US  PTQ Publigation No

2002/ 0099950 ATgee RiveRKBES iR Bne earuto deteriine e pRSenie o tae ks at
based on ultrageesehpudsr.i nfrared or other el ectromagnetic neans to
detect the proximty of a user. [0012] The user proximty sensor
taught by anotlfd] ipreaxampig,LKipiahas bgo pyentieas itenthiey clyecticoosre a
Al') enconpass I .Of. ] ' ~ t

and ai 11 use: R LORaSE Buldialey 3t ing BRRFh (et Bebdil iodd BhuRS s
frequency, sowavenmntodd (U8s®Y0d, 208 Bitlas well pises Sysem dod prastighg it (US
These dedi cated_sensors, .may als used in combination to forma

| b d
"l L di mensi GHER FRdhlisation N PODR(0D8BE0 ATk RIRjuSprEARtiabUERS dedcated
Lo detect L Ne fpGRAR RbrpHSSY oAPaGATRLLRd 0L P Tl LAYSRLLABS:

above are ai at preventing t ctivation of a conp
securi ty neasunearsutthdetectthpgyrewmity-ofeusered screensaver program
The invention by Lignoul also.has the capabjlit f authenticatin
{he | dentity dPoehdistrerRioXiEEe sense) BNt bigodher hugtoqn friagadh Us
i nventions cl gaidiitagRRes 200270098221 AAY ehcBRfshsssSdehsoPs rakify UsTbf
and nethod for secure and access to a co&put er or conputer system by
an aut hori zed paseive imhiagedcesdlestangedarskdifivhe eefiectancddight beaducgntinuity,

burdeni ng the user..to have.tp take tediou asures t
consci enti ousifpagtra dagics Feblefel ol abT IRGHaurd as, wel g picgsure
computer. At tHng weight.t These deeifate® d8BHESS MBYPWIsh Petusedltih\ednthinkiidreto
the wuser is still at the conputer. |deal lt%ﬁ sol utions shoul d be
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si npl e, per sof@Im eomultidmessionansensarunédlittis ledioaied gauipamntsetypto just

e of .48 g Bl SR o ROt DL, racverfert

the sanme obj eqod1sesThasinvértions above are aimed primarily at preventing the activation
of a computer security measure such as a password-required screensaver
program. The invention by Lignoul also has the capability of authenticating
the identity of the user for access to the computer.
[0014] These inventions clearly support the idea that a need exists for a
system and method for secure and access to a computer or computer
system by an authorized user. This need should be achieved without
unduly burdening the user to have to take tedious measures to
conscientiously activate the security measures while away from the
computer. At the same time, these measures should not activate while the
user is still at the computer. Ideally, solutions should be simple, personal to
the user, multifunctional and inexpensive to implement while remaining
sufficiently robust against inadvertent breaches of security.
[0015] The present invention seeks to achieve the same objectives as the

prior art but at minimal cost to the user.



prior art but at minimal cost to the user. 4 Summary of the Invention
[ 0016] The present invention seeks to provide neans by which the
existing security measures for access4to conputers may be easily

i npl enented, supplenented or enhanced.” [ 0017] Accordingly, in one
aspect, the present invention provides a sinple mnethod to control
conput er access wherein a personal, nultifunctional wreless device

that conmmunicates with the ussimm&9 orRthelnehfioRUter is used to
authenticate as well as indicate thé user's presence, hence

permtting the user to access the conputer. [0018] According to this
first aspect, [ane] Jhesgnesest/isventiomseseks tosporsde meamstthodhath the existing

controlling access, to a co ter: the nethod, conprising providin

st of aut horFoliY BEASULERIIqRSGESa 0qEmPHIRIR ey hepdasly implenterited,
installing, iRupprnseHtedofenhandéd. el ess device and a control program
equi pping at | east one nobile device with a unique identity code and

a conpati bl e [@f17lelAesordipalyuitl eae @speehdbe ipngsentriaverdiprepravidtscatsirople

el steri ng, - eB e BSTB Lot Shagit b R el myttypgtional

uni que i dent wikeleseevite thet @dmhrasdates witholbiel wsatRvisiapaisierabmutepis
predeterm ned rules and access policies, permtting access, by the
control progr&8edt o @yghentiaie cas pyelh ass #rdicaligethe tUserst presgiiceghence

nmobi | e devi Cepg%ﬁti %HtB'#c%%é g{ﬁg@véﬁuni cator and a uni que

identity code foun nthelrs sers in the conputer is
wi thin range gfo18ihédoedordihg sesthiefirst aspeCOite] presdnheysterarthiug provddesicess
when the at | east, one nobil e device \{vith a L{ni.que identity code

found on the RiBethed %frﬁ?r”U@ﬁﬂ‘gtﬁcé’F§si%a&?E“WeFange of the wireless

devi ce. the method comprising providing a list of authorized users and their unique
identity codes;
installing, in the computer, a wireless device and a control program;
equipping at least one mobile device with a unique identity code and a
compatible wireless communicator;
enabling wireless communication between the at least one mobile device
and the computer;
registering, in a list, at least one authorized user based on the unique
identity code of the at least one mobile device according to predetermined
rules and access policies;
permitting access, by the control program, to the computer by a user, when
the at least one mobile device with a compatible wireless communicator
and a unique identity code found on the list of approved users in the
computer is within range of the wireless device;
[0019] and not permitting access when the at least one mobile device with a
unique identity code found on the list of approved users is out of range of
the wireless device.
[0020] In another aspect, the present invention provides a system by which
the present invention may be practiced, the system comprising:

a computer equipped with a wireless device;



[ 0020] In another aspect, the present invention provides a system by
which the present invention may be practiced, the system conprising:
a conputer equipped with a wrel ess de\éi ce; 5 at |least one nobile
device with a unique identity code and~equi pped with a conpatible

W reless co i C r: angd. Nt ro rogramcontrolling.,the.securj
st em whor ot iga 3 AAPuE ABTRE Wi BuPRI AR fdd Alld L2t ieh %
conput er af t econigagibRonireleks RoAGR @RS, aut henticated the at | east
one nobil e device as an authorized device and when the nobile

devi ce' s conp&nfiR eOMtiql dregram sonifRling HeoseGWithWsY$ER. oper at i ng range
of the conmput gl S~W el i ri . L DL 1 )
[0021] To pr AT e R UEr biratt petmi3a HebPhodieth B EomAib fdfer
nore fully desior coeltol grpgraay hak axhempticatedvtienat iebet one endlilet device as an

drawi ngs of which; [0022] FIG, 1 is di agr.am of ~a conputer securit
SB%ISttemg?L o_neaug?‘ﬂf dmgﬁ"ﬁ’]% af‘ﬁewﬁreésﬁ}ﬁ m&k’/‘&ﬂe&!ﬁ% B%tltglﬁewwelles%
uetooth wir : N - ; oy :
BbATTUNIEABIW AR %r?@n}’g"ﬁfg@cof{tﬁg %%}nsfult& s @nrb%s%h%wce.

flowchart for the control program ontrol ogram resident
in the conputer for the Bluetooth enbodi ment of the present

invention. [0024] FIG 3 is the diagramof a conputer security system
of another enbodi nent of the present invention based on the IrDA

wirel ess communi cation Stm{rékaDQséﬁ(f gnz@,frﬂqai[j@“ﬁhgge or a personal
digital assistant ; and t[0025] FI i rol flowchart for
5

4A is the con
an | r DA- capabl®2HpoAWa pigfeeedsembgdiments ebtheapesenthaventien wik new be

o o, WA Bl By o BF ey IS IAN rd@ler B BB fince o
present invenwhigh: Detail ed Description of the Draw ngs
[0022]FIG. 1 is a diagram of a computer security system of one
embodiment of the present invention based on the Bluetooth wireless
communication standard;
[0023] FIG. 2 is the flowchart for the control program for the control program
resident in the ‘computer for the Bluetooth embodiment of the present
invention.
[0024] FIG. 3 is the diagram of a computer security system of another
embodiment of the present invention based on the IrDA wireless
communication standard using a mobile phone or a personal digital
assistant ; and
[0025] FIG. 4A is the control flowchart for an IrDA-capable mobile wireless
device, to enable the practice of the present invention. FIG. 4B is the
flowchart for the control program resident in the computer for the IrDA

embodiment of the present invention.

Detailed Description of the Drawings
[0026] A detailed description of the present invention will now be given in

accordance with two preferred embodiments of the invention. In the



[ 0026] A detailed description of the present invention will now be
given in accordance with two preferred enbodi nents of the invention.
In the 6 follow ng description, details are provided to describe the
preferred enbodinents. It shall be ap arent to one skilled in the
art, however, .that. th iny ntlon rac d t hout such

et ai e Some SloWings BegeliEfios FELET e HeaS e 5 Prefepee
not to obscur emdtimeWeN it hall H&Q@ﬁdreﬁhw&n@élﬂlléﬂiﬂvthé%ﬂﬂmﬁﬁ@rOthaifh%
preferred enbodi nents of the invention. One advantage of the

preferred enbdiiantinndnay bemyacticagswithgit| suchtdetailse iSanne efithese details may
D s e e hoPBe kRSAARET 5t fhBur QTBYIRE 1 PSRLANE 1S ipARGbR, C2L! YT N

hi s per sonal can rest

assured know p@zrhdhendeine hhanp\wivaarajesf bbth&pﬁef@@r@ﬂumbodtm@nts of the
present invention will enable a security measure so as not to

other unaut h§MFEANuSAEsadiage of theprefsHsdiambodiotrds is thald S;er will
the user has, pan Qtrﬁlt@ﬂr’%?/ntheap géﬁtol'ﬁ%nf%eid 5!:'5& @r'éaéolrﬂpﬁgdla% long as

wirel ess device WI a uni'que i en it evi ce
i s assigned t belis waimyirg Iwa;pem@maibyobrleawﬂeiesseim«ﬂesommsapemns The user

ther f f tificat ticat th to
Computer syt EAN 8ok asuged BnodBia Rt YR Ednovdn awaydior o pamples, the

kept on the U%Pése?ﬂ(i'n\iélﬂldﬁesmllcéhatﬁé% S0@afity tndbdlire [SB0£D hot B8 pERHAIt Ifher

wi rel ess devi ce can be a nobile phone, a personal digital aSSI st ant
(PDA) conput euneqthlqnlpedusetsthaameuseltbesowmQrm cator, or a notebook

conput er equi el ess _conmmuni.cator. The nobi 10ne..has
computer eaut ISR 1 ek 4 FBE e W€ BePhen. Do FRBpE mHRAE DR
capabi lity. TendbilewWidgleds HelRleonith @anagié identitp cBBADr HuNTEEP UFIRE Ylevice
that do not have their own built-in wireless capability, a wireless

conmuni cat or 'Sp@‘i’fi'@'m ta hing inca way wherely-the dexicg, acls @s 3 meagworanotirr

e ot B Ry SulfEh sk Rt 8 e B A st

probl ens of t bEheprseaurlwrsyﬁémt ethatovecokls aredept oh the user and the device
assigned to him.
[0029] The mobiie wireless device can be a mobile phone, a personal digital
assistant (PDA) computer equipped with a wireless communicator, or a
notebook computer equipped with a wireless communicator. The mobile
phone has its own unique identification number and built-in wireless
capability. To provide a wireless capability to PDAs or computers that do
not have their own built-in wireless capability, a wireless communicator
peripheral, such as a plug-in card, with its own unique identification number,
can be used.
[0030] The intention and object of the present invention is to provide a
simple solution to the problems of the prior art stated above, by means of a
personal multifunction device that is carried by a user and the user alone.
In contrast to the prior art, the means to authenticate the user and to
determine his proximity to the computer is carried by the user himself and is

not dependent on hardware at or around the computer to be accessed.



personal nultifunction device that is carried by a user and the user
alone. In contrast to the prior art, the means to authenticate the
user and to determne his proximty te the conputer is carried by

the user hinmself and is not dependent on hardware at or around the

TP o e R3] e ' bl Bk o

equi pnent . [O(iﬁ’s”téa&bﬁdédkzateﬁ éqmpmﬂﬂal bl ock di agram of one
embodi nent of the é{)r esent invention in which the nobile wirele
device is a BIStb&IR-1d8ua fHeationdi Plockedi@grameof pme emtzqql@emr%ftthe

embodi ment .t eeBLASERABH int W ?ﬁe%g@bﬂ'@%&?i?él@sém&éduée lig! £1H)a8R oth-

aut hent i cat es user as an orized user, nay be permt

access to the equlnpﬁdemobile talephodemcle!) Imithis ﬁrbEemb@&i@néni nherpiremnce of
t he nmobi | e deyj ce also tes imty t he us hi s
conput er or tx bqﬁh >ﬁ’HE'“? @lﬁ@?ﬁi'@atsa é‘§§§ as an

[0032] The Us%tl%r%@%’éé?rg%ﬁ%t}gﬁhﬁﬁteﬂsa@e%& e 28 uttéi’r Uin2tBrdance

and receive signals accor g e Bl uetooth stan o
communi cat es wWithhthehwresesteinventimhithe maehilepdeiies atslmendmataﬂ e proximtyeof

oo oa™ ot B D8ette Mid soolferioto ansthes oS, whish: B3 s prrmitiad

a suitable comgyassati ons port, such as a Universal Serial Bus (USB)
port. AlternativeI%J internal installation of the conputer's
Bl uet oot h wi r é082k (ﬂ‘@vil%‘éf aearaserel2Ag witich ik alsenpavippeddsi tignsmittand

of T < secur g Tasienpls aPgdng GaACBRELE dRfionl REmIGH g ERRAM B

Bl uet oot h deVlUSéSS m@@ﬂmt@@plﬁon@rmd\@b}nm asleer¢®Be BKhhiieg with a
the art and only a brief description is.  included here. [0034]
Bl uetooth is &"W%‘%ﬁ%BﬂlﬂQiagghéW@?aﬁHB?H insdaligd inteallyeprEcgoneatsd as an

speci fication BﬁrHSF 88bide P2, Y@u e0sitdb1& Wt mUARS o}%r;f'dr[ass%ch as

comuni cati on between conpati’bl e ectronlc evi Cces. |rst Atroduce
as Universal Serial Bus (USB) port. Alternatively, internal mstallatlon of the

computer’'s Bluetooth wireless device and fastening of the computer casing
with tamper—probf fasteners is possible and preferred to prevent tampering
of this security feature.

[0033] The methods and means by which Bluetooth devices communicate
are well known to persons skilled in the art and only a brief description is
included here.

[0034] Bluetooth is a radio frequency standard related the IEEE 802.15
specification. Bluetooth was developed for short-range wireless
communication between compatible electronic devices. First introduced as
a replacement for cables connecting computers and their peripheral devices
such as printers, Bluetooth has now found applications in mobile
telephones, pages, headsets and modems as well.

[0035] Bluetooth operates in the 2.4GHz Industrial-Scientific-Medical (ISM)
frequency band and can support up to eight devices in its own tiny network
(a “piconet”). Its transmission 112 is actually omni-directional 114 and does

not require a line-of-sight view with the other devices it is communicating



a replacenment for cables connecting conputers and their peripheral
devices such as printers, Bluetooth has now found applications in
nobi |l e tel ephones, pages, headsets an% nodens as well. [0035]

Bl uet oot h operates in the 2.4GH Industrial-Scientific-Mdical (ISM

frequency band .and n.suppprt up to eight devices i.n i tin
hetunriY (aanSyifh: SRRSHRCAEhsHfsdigns e, 54T of i §8 R 4R can
omi - di rect i opahefrdte solid slsj)ests seh dsamiglig.e a |ine-of -sight vieww th
the other devices it is comunicating 8 with. Bluetooth transm ssi ons

have a range @036 Tooengurs salipkility op cestmunicadioni i onpiskt £nyireRments,
wal I's. [0036] r i ahj-l i i.catiopn.in.”Naisy.
envi ronnents, BT%?@Q?E&%H&?QIV?@%}S‘% E%/%qq{e?egf r u'ggcﬂf/) 6’?)';?)? 'ﬁgqb % effects of
m ni m ze the @ftédetisg efgnaisiterfering signals. [0037] Bluetooth

devi ces are design to connect to each other seam essly, wthoyt
any i nput fronﬁq"t"%le%ﬁi}é'éPPt fMeOER greq tgpenngdd o SQEEXQH&J Ste@fmeSSW’
conmuni cat e oy i c i j.ce ESSNR

headset w || (K:»olmitatg]gt @Byffif"r?wéq%‘?ﬁﬁegbtg Lu%g%tlhl ete %Sﬁ%r% %ﬁg@gﬁéd to
Bl uet oot h pri sbermunichte emiywittatcenpatiple divietsotor exapytier a BoeE38dth

To make a conpection w th anot her Bl ugt oo devi ce .first device
cont i nual 1y oBeagsshwilinSoRitmcats vl % FluctotiimeBiie' et and o
Bl uet ooth  dewjg&sof srintdr WhEcothMiuRidate Wit a\Bluaitdbth@dafutdnese ot her
Bl uet oot h devices _are usually in an inquiry scan state. \Wen queried

wi th an i nqui [9p38) d@ MBke & cermection with anethereBlistpatb\dayicasid first device

eanraing | ¢ PP et O aR iHLSLS gB R BRIl B, fler Bptootn
response WBSSdeeis:esraeeqmlthevtoﬁdt%ﬁmd hathfn raiged ahese -otkBICBIURtooth devices

connection is established, the st device will becone the "master"”
unit. The twareugEalboinarRguiyssaanestate han siuesrdtwitthandrawinhfjemothe

o 308 0 e BTSRRI bRl TR AR

personal to acuostins informaticatregamding itselfpincudiagnitd anique device identity
code. The response messages are collected by the first device. Once a
connection is eétablished, the first device will become the “master” unit.
The two Bluetooth devices then form a piconet and exchange of information
and control data can begin.
[0039] In this embodiment of the present invention, a Bluetooth-capable
mobile telephone, personal to a user, communicates with computer similarly
equipped with a wireless Bluetooth device. The Bluetooth-capable mobile
telephone acts as an authorization means for the user to access and use
the computer
[0040] When the user moves away from the computer, the Bluetooth-
equipped mobile telephone on his person will continue to communicate with
the computer until it is brought out of range; the nominal maximum range
for Bluetooth devices is 10 m. When this happens, the computer will effect
a predetermined security measure, such as enabling the workstation lock or

password-protected screensaver program.



equi pped with a wirel ess Bl uetooth device. The Bl uet oot h-capabl e
nobil e tel ephone acts as an authorization nmeans for the user to
access and use the conputer [0040] Wh the user noves away fromthe
conput er, the Bl uetooth- equi pped nobile tel ephone on his person wll

Fanger the. nofta il iivargdh mUhEanth it webn ol H04RYn Btk
this happens, théetweprgavicss Whridbilef te€lephopepardet@nputeay sfechisi particular

measure, such as enabl ing the workstation |ock or password-protected
screensaver pegpegimest Pg'@?ll}re%mi iReRinT danobfam 8 pisAnstc N kigher level

between two Bloed kYN cﬁ?%th%ﬁ@aﬁ"‘@\edgr;ﬁn%ﬁﬁségﬂbb{' Gthéefn‘?ﬁﬂ?/”ﬁyaﬂ%

conput er) of th| S parti cu I ment resent 1 nvention
not forma pi conmutelf\bndhlt}meeturremébn lmqwqpmfamnsatbyohheahbbﬂe téiaphcbﬂfms

t i Ssi f the in b the return.of an
naui ry T espoRSEORpen A I atisRaiTIBHS §rebIuRBIots PREUNERIGTLpSRdsc i
hi gher | evel @ﬁls@n‘a’&idﬁbht 5pm@{m-§§§ﬁtl iAlemegded in  this enbodi ment of

the present invention. n the conputer (acting as the master
uni t) recei ve§odrle Vidben Ithse compeqﬁm@@tlsg(@ theemastar w)it) rresguaséhe anobile
control progr nt of..the present |nv ntion es

i que i dent 19°RB0RE paREVRLES (aseBnEE0 R aonel ertEAm vt Brament SFthe
internal |ist ppésenitt inQenfied, daBeiREESShel finfghe identiey Radel teﬁtﬁrd&ﬁ@ybbhe
t he control pro ram does not contain the mobile telephone's unique

i dentity codem teeiesiepboméw&forﬁmﬂ@em@ IrﬁitofpauthqrtZ@d adgrasges. If the
activation of; %dﬁ'ﬁtt d%&yﬁﬁ‘é’bh{% :Ho?ﬁﬁllgrﬁ dod¥ PoP &Rt hhe {noblle

security may a so e con rogram ot her securi
measur es suchtelsphoné’ glmm@mem‘my bedeeamés t@dﬂhiemdrhpaib@ﬁs nfﬁ&peﬁhﬁ’@d
be effected. &0%4% I f the F ue |dent|t code returned b%/ t he
mobi | e t el eph8XetNesaghivation o ﬁ@ﬁ%term@?doﬁe%ﬂhﬂﬁ"%ﬂeusg is breachsef

s permitted <bOQA) nfay %1y BE 185988Y e ESREON pRSRAAT CRRGKS8Gurity

i nqui ry nessages |
measures such as notification of the network administrator, may also be

effected.

[0043] If the unique identity code returned by the mobile telephone is on the
internal list of authorized users, access is permitted.

[0044] This cycle of sending, receiving and checking inquiry messages is
repeated until the computer is shut down or control program is terminated.
Thus, with the present invention, a desired security measure such as
locking the computer or activating the screensaver when the user is away
from the computer can be automatically performed without requiring further
intervention by the user.

[0045] FIG. 2 summarizes the method of the control program of present
invention for the Bluetooth embodiment. Upon installation in a standalone
computer or computer server, the control program initializes the Bluetooth
function 210 to run “on top” of the computer’s operating system.

[0046] The user can then opt to manually lock 212 the system or start
registering authorized users by registering the unique identity codes for

their wireless devices. This may be done manually, by keying in the names



repeated until the conputer is shut down or control programis
termnated. Thus, with the present invention, a desired security
measure such as | ocking the conputer activating the screensaver
when the user is away fromthe corrput er can be automatically

erformed wt t. iring further [y b .th [e.4:0045
B 2" sumr Pog s ftttaliph s B el o BRemask e, Ldhyation iy
invention for pehtord bebenghgetheed diknérizddr@itele’s iddvicds, anturA, proximal to
st andal one conputer or corrputer server, the control

Chitializes tMe pomeuisiand algw the RODTY Rregrasm o sfilizeihe Bluefonth function
comput o1 S oPgS Y gl Bha | YL EAR A SGln 5ASm, T B8NS o BRI b
e S Fegi st by

| ock 212 the systé&m or errng authorized user
registering t Ilt&:aﬂellztuludtenth dgwceslasthfeoncmtthbyrsewdrr@j @ﬂanqkameseﬂﬁ and

This may be dgne uaII in the na
| dent {1 cati ofnebFalerip r@ﬁéonﬁ ®r wﬁ@m'nﬁu% Hatq%nqﬁnt'tv codes of

registrati on geyiceB6n q.gzpﬁcwt bringing these authorized wireless
devices, in turn, proxi nal g the conputer and allow the control

programto ut IGO|47]e ThbeccBitttzétpmogﬂam wvilt them compaloe@hesd unigjuegidentity codes
comuni cat i ng, .\ cont.r amw || ate 214

o ot oot h dog il thsacifuts e yish 228 AR uBigue, ine Gt &4 Sfhyics,ip not

then col | ecti REUAESHERS RiterddBlitOfNedddthingstidier M%V%@oéé‘%‘?é%ﬁeﬁﬂ@ﬁ%ll@%
devices in the vicinity. [0047] The control program w | en conpare

these uni que thReaENtry rrOgERM MAY Feainiesd 222 psan amtéoﬁaed usSt amdlng to
the unique i dgfédétéémcﬁfne rgfae\é'qcno éc?ce@gtpollz:@ nd on the internal list,

the adm nistr nay c 00S€ I eqgl or allow the control

program may r e@asyt @fter uséAZhage aéeﬁmé@efsré@dthe&meraﬂwn@tntwmr can then
predeterm ned rul es and access policies. After users_have b

regi stered, tRausgte wmautﬁrﬁ@ senift tar Qslafﬁ Blﬁstpotwey@eﬁ R@%Jﬁm“tserfﬂ%’
"sniff"for othe ﬁotBJh*éeéaﬁ'ﬂ ﬂﬁ}ﬂf & tﬁéf1 B?ﬂ};e% 00 nBIfutef&g bﬁlﬁegﬁorﬁ Blﬁts is

sane "sniffing" as th Tve ot Speci Reron

one effected, oae edfeotegh @it alf&gleér, letos, bhmaoomh’milprpgmm am [0049] For

this functi Ontooglgl]e F%(r)r’t]tglrsoflungtu;)r%J rtﬁg cao%ttrioY%trggSra% gg’él\gtleg a sm%Eng tlmer 226
that sends out inquiry messages 228 periodically, say every 12 seconds.
The responses 230 from any compatible Bluetooth devices in range are
collected and the unique identification codes are checked 232 against the
list of authorized users in the internal list.
[0050] If the current user’s unique identity code is in the internal list, access
to the computer or workstation is permitted. If the authorized unique
identity code ceases to be received, say in the situation of the wireless
device moving out of range, the operating system will effect a
predetermined security measure 234. These predetermined security
measures can include application of a workstation lock or password-
protected screensaver program.
[0051] This embodiment of the present invention may initially be confused
with another invention, Bluetooth Based Security System, by Sundeep (US
2002/0194500 A1) but the differences are clear. Sundeep’s invention uses

a wireless system, preferably Bluetooth, to prevent the physical loss of



that sends out inquiry nmessages 228 periodically, say every 12
seconds. The responses 230 from any conpati bl e Bl uetooth devices in
range are collected and the unique idi?tification codes are checked
232 against the list of authorized users in the internal |ist. [0050

I f the current ! ni g identity code is in the internal |ist,
access o tne el Al e o RER dder Eiopuds, hiebBi Aptiipep coributers
aut hori zed unifigne a bV PatENEE byeRs @fventioRe received, say in the
situation of the wireless device noving out of range, the operating

system wi | | efl9058k 1B conteards dhpi RERPSUclivENYioReiss @iraed3at usieg erersonal
pr edet er m ned SHT t G I ion_of..

wor kst ation | (’)T?:@ﬁg{dcgégs\nv@g%-g 5;"3’6‘5 @@{‘ Lc%‘ﬁéﬁ?rg%\ﬁtg%v'gﬁ%ra%gp%%llg[%?s to
Thi s enbodi nmepermit ddtespte secdmputee sisiem amy to préventl sucheacest wetash the

wi t h anot her invent.ion | uet oot h Based Security. stem. by Sundeep
(US 2002/019&'@6@%?)“585%9@ %fitP?&PmM%r%\P‘ém 'Ef‘igss %%‘Haeeep' S

[ nvent i on Useoosd WAH 168 (RESEAMnRR" %eBhMF@HéﬂedtWitHrEM%{Hoth-

t he physical l'oss of 11 snm I gh-va el ectronl c devices such as
not ebook and lequipped onghiteedevidesoand tComauiers, protket ethtindimeat of the
invention. [0052] In contrast, the present invention is Aai at

usi g per sonaPTesRIIt R 8 ihei s BaSh B r ESs cBicas FLds Oy Mstea o
nobi | e phones HgetoBY déjicé£cess to a conputer systemand to prevent
such access when the device is out of range of the conputer's own

wi rel ess devi E®54] hufsFEdwireless kemnwiieation dewinescsuahaas twose adhering to

i mpl ted w - e i i rs. .
anot her emboa Al R ARRCIABR TR, st s iRy BB TR daipes
wirel ess devi tave SEVEral Apvansigesdvef BllRtoethamvicete D¥e sominbliidations is a
I nfrared w rel ess communi cation devices, such as those adhering to

the Infrared BAE&T AGNbARURY 9PNt irgysRisaRA At dnarEQW BE-draae angisa It also
S cat oSBT PR BB 151 4FL A8, 50t Bluctpoys
narrow 30- degiaey,aoging-directiahab transmission may render it more vulnerable to
unintentional interference with other Bluetooth devices, causing data
packets to be drbpped.
[0055] With its more directional transmission, a mobile device equipped for
IrDA communications such as a mobile telephone 30 or Personal Digital
Assistant (PDA) 32 can be used as by a user to authenticate his identity
and to indicate his proximity to a similarly-equipped computer 36.
[0056] At present, many mobile phones, PDAs and notebook computers are
equipped with built-in IrDA communication ports for the exchange of data
such as contact information, screen graphics or games, between
compatible IrDA devices.
[0057] The directional nature of IrDA transmissions itself is a low-level form
of security as the user has to place his the IrDA port 302 (or 322) of his
personal mobile device within the 1 m range computer’s IrDA port 362. The
two ports also must face each other within the narrow cones 304 and 324 of

infrared transmission.



has a much shorter range of up to 1 mconpared to Bl uetooth.

Bl uetooth's 1long, omi-directional transm ssion may render it nore
vul nerable to unintentional int erfere? e wth other Bluetooth

devi ces, causing data packets to be dropped. [0055] Wth its nore

directional transm ssion,. a nobi.le devige equipped for |rDA.

conmuni cat | ondBE NVLE irshBRILE AEEn ShTIangP e SSRERCiEgHies of DA
Assi stant (PDgbvitésCah Rrabhesbragaly, mfteS€ont,Ohad!idaiidd at RoRidirectional
identity and to indicate his proximty to a simlarly-equi Bped

comput er 36. [W0wel wsternenbere “tharpfratsisl rasiglinmisstrapeméteshay rseesbiile

he. exchange STRANEE Taatieraadhbraliy disodatld 47THA Rl AL AP gie Bihelunir

ganes, betweeRugipandd L3623 tevi sash sPaerls They dalsecbeobahceivably
nature of IrDA transnmssions itself is a lowlevel form of security
as the user h#t¥cargorgtedintpthe present PAepHeR. 302 (or 322) of his

per sonal rmbi 'écfbs WSC it #HB' @IG&%ﬁ@h @rﬁ@&ﬂﬁ}ﬁ?w 'RFeéefn'PArn{?Qﬁttiorggﬁre

The two ports al'so nust face each other w arrow cones
and 324 of i cbnaokprdagramswilssompard thg GakRie Mentity dode of itloe MDA ynalikk
short-range arge charact e{i stics devi c an_ lsraeli ngany,

f IrDA S, 0
nfra-Com haSC¥lc REANS! AlnINeaL b ok aPRIAYFL L dyerbiSn SINO e 2
infrared radi abiih sikldd ﬁrﬂﬁm sl %p%k?at@;]thbﬂeaﬁ i FSAl élaﬁdR%TrﬂM@és not

general ly insensitive to the position of the other unit" (Ruziak,
W0136233A1) . pSaite syt eativaray inhesenbiorovat eeoutilyysudhnas eporyption ohthe

h i i 059], As. wi.th_the Bl uet ooth i ment_of  th
pr asent 1 nventEgRgRLdaG Alsis Rl ahd aricrytiie s LR Hi BitasSsion S
i dentity codetigd uhlfie ﬁj@ﬁti%@éd@mm\ﬂéﬁemwbyaﬂgﬁéﬁ RVBRbrdto&dls lQalfnd

approved user identities. wever, a person skilled in the art w
appr eci at e t happlieglionssuchps theaonliolP@wegsamnot  provide any native or

e o B B IR S A b rBhel e i Fstance
analogous to that of the Bluetooth embodiment’s out of range situation will
happen when the infrared communication between the mobile device and
the computer ié broken. This may happen either by the cessation of
transmission by the mobile device or by a change in the relative positions of
the two devices such that one device cannot receive the transmission of the
other device.

[0061] When this happens, the predetermined security measure is activated
to not permit access to the computer.

[0062] To practise this IrDA embodiment of the present embodiment, the
mobile device’s own operating system must be modified to transmit a
unique identity code. For the case of a mobile phone, this code can be the
phone’s own International Mobile Equipment Identifier (IMEI).

[0063] After the IrDA wireless device’s operating system has been modified
and the control program loaded into the computer, the administrator can
begin to register the list of approved users by keying in the names of the
authorized users together with their unique identification codes.

Alternatively, he can face the infrared ports of the IrDA devices he wants



the uni que identity code nmust be perforned by higher |evel protocols
and applications such as the control program [0060] For the IrDA
enbodi nent of the present invention, ay i rcunst ance anal ogous to
that of the Bluetooth enbodi nent's out of range situation wll

happen when t i I ' i e [ ey

the’ comput er - 189 BRRE EHaRRIRINARLRPET IEPonlbale He et ¥Ry the
transm ssi on lyntrbepragrahegiveriineFI@S. A angrBngith ithe tfingt pat f ithe control
positions of the twy devices such that one device cannot. receive the
transmi ssi on ®FOYMRE illyshatediip fil&e 44, doéhg computeriprauiamatinally fagister the

pr edet er m ned | hayidgasure is activated to not permt access to
the conmputer. \/\?lgeg%éz% %(yd practise this |IrDA enbodi nent of the present

enbodi ment, t ije@e4)rdihic! ordewiec doss dis ypeperiing@nsyBaed cersmunécations port
nodi fied to trgnsmit a ni que.identity code. Faor the case of, a
Tobi | & phone, 420 £0 E5BYalE A idIHeOr Sb e COMRHIPT: AGRIET Bkl hRbERT (e
Equi prent | dem)i;étodkh (doMelol prbg%ﬁ] thé Lidert 8h Idhgdsy! fc?h?a?ﬁJéigvl ' the
operating system has been nodified and the control program | oaded

i nto the conpgpamutenhd23dor stast loakimg toara fitsé iompatible difsared trarsrhission
of approved u'i?rs by keying in the names of the authorized users
together with eir unique identification codes. Alternatively, he

can face the igvbsamee osHtis p?rbgfd]ﬁ dddaitHie viyceadiy wrNemulated serial port
regi stered towards the infrared port of the conputer. He then

activat es the4280a0d ovaify &y the frosmissioriobx ungugnifeptifigation ede by a

first part of -0nt r millustrated in FIG 4A in the
conmputer to aﬁ%’ﬁﬁgg‘?%&f’ﬁé'eﬁg&gg‘%f the wreless devices. [0064] The

conput er does [doBé]s Tihe aemiatig ragistrafiorafiedtionparformetignhemontrol geiyram
emul ate a seri al ﬁdgor,t li ke that for

Bl uet oot h conf®% r'Bdg‘%rﬁP_t”{]pﬁ%gr?@nwg% é%gi'ﬁr!]'@ 10 QiR Hae P{}‘OF%’téBﬁ/ﬁéoz

tcrogﬁg%egsi‘%ﬁ %&g}&@ﬁé altiR&r 464 FHe Corithdi ProGrafP HdrPldptlifs Bir&iss device’s
unique identification code. For a mobile phone, it will transmit 406 its IMEI
as its unique identification Code.
[0067] If a positive acknowledgement is received by the wireless device
from the computer, the transmission of the unique identification code is
repeated 408 by the wireless device. If an acknowledgement is not
received, the wireless device’s operating system stops the IrDA
transmission of its unique identification code 410.
[0068] The control program will then compare the unique identity codes
received with those in its internal list 428. If the unique identity of a device is
not found on the list, the control program may register it 430 as an
authorized user by the network administrator according to predetermined
rules and access policies.
[0069] After the authorized users and their unique identification codes have
been registered, the control program will continually “sniff” 432 for unique
identification codes transmitted by compatible IrDA devices (FIG 4A, 406)
by reading its emulated serial port 434. The control program will then save



[ 0065] The control programdoes this by reading the enul ated seri al
port 426 and waits for the transm ssion of a unique identification
code by a conpatible wreless device. }0066] The automatic

regi stration function perforrred by the control program resident in

Starts bt mor opos BB B ik Athdl 0F A4 [Febre Fendli o Feurn

device's uni geknowleayefriettsignal 488e. For a nobile phone, |t Wil |
transmt 406 its IMEl as its unique identification code, [Q067] a
positive ac knmmdér@mntroé Pregram wil tb9nmmmreémeegrreet/rd@@tlﬂcratm Qw@

conputer, the f:

repeated 408 bgét e wr re rthc}%\F}faégi%t&H%a%ﬁgg\Lﬂftﬁyﬁ ngﬁﬁﬂ)ﬁ'lsdt%()stecurlty

recei ved, themeaseire g 2diéanaeiatioprizent code &ysdoeivest opan tumauthdixed code
i ue |d ntification co 068 The control

1 i f t
program wi I RS oL BN T ek M HRIB0 A AL O rarda Situafgte; vou w

those in its ;[dbtrﬁr 'Wr*th'thét Fe?/%:lerﬁée td?eerW 84€ipbd@nbblited! sdcH B ffobife
not found on the 1ist, the control programmay register it 430 as an

aut hori zed uséelebbone@ ROARorandhaetetask aompuiersorthie niger of such personal
pr edet er m ned §S cce ol iLcies. [0069 After t he gut hori Z 6«
users and therdPV@ﬁ qﬁgqg%@ OE%E%YVt}ﬁ %&%bﬂ rafe ﬁ?é’ @?éPsa“S
the control pwegsd prddtise aRé ipresentyinvétid. F&%&chwew&wwet do not have
identification codes transmtted by conpatible IrDA devices (FIG 4A

406) by readPHE-int KDAnREHER.can F&IA spnmumlcatsms tael By bolusgadgrprevide
w il then savg, &ﬁl tr%%af)ﬂ Sf%%h%lgm gﬁtﬁtsaﬁg@%f“ﬁ@%] li st 436 before

sending a return now ‘edgenen The control

program wi | | {doezy doppeson khﬂedun rtastart deiltagpreeiatotha depeadigidh the
those in its internal |ist 440 and wl| take the appropriate security
measure 442 i WIgesHARERS A Warless P%@@‘%HGB‘?”%W%GB hibe pegsent

code has not;Reafoh eﬁ]%'dtfﬁ:%tl?ﬁ% ?ﬁ& b&%e&dll é@‘f\%defto tRE Gy qu%gﬁsee the

[0071] Wth tfte preval ence o - equi pp evi ces suc
invention. It is foreseeable that the present invention may also be

implemented using other industry wireless communication standards which
may be developed in the future. For the Bluetooth embodiment of the
present invention, few or no modifications are required as the two
communicating devices (mobile wireless device and computer) do not need
to even form a piconet.

[0073] For the control program resident in the computer, the program may
be readily coded in a variety of computer programming languages,
depending on the operating system used. The control program may be
resident in hardware such as read-only memory (ROM), as a file in the
start-up folder for the operating system or built directly into the operating
system.

[0074] There are advantages and disadvantages to each option. If resident
in ROM, the control program will load faster at start-up of the computer and
cannot be easily tampered with. However, updating new versions or

releases of the control program will be more laborious. In addition, a



t el ephones, PDAs, and notebook conputers, the use of such personal
devices, suitably nodified with a control program is a viable neans
by which to practise the present invepiion. For such devices that do
not have built-in IrDA ports, an |IrDA comuni cations card nay be

[0072] A por ssniR! PitufeRRPRE b MirdRoRse YrbiBi, SRRy Mkl

the W rel ess ndewiosiednandnuk®edyeismconmuni cations used in the present
invention, nodifications may be readily nmade to the devices to o
practise the [Q07gkeAriodher means by avhigle thebtentidiarognaen praysentun isvterildrit

ot andar ds. ahi 0D ey Hsaaud ey SIS | T RIOHb: tie dborilsy Had e 85 pRCthe
enbodi ment of fiohe tampesiagtad beRly re¥idehteiv ROMO Hodelek dt iats cafries the
required as the two comrunicating devices (nobile wrel ess device

and conput er) Pgoalyef heing mere difficyltrtemedifpwben eipgradesmged-ta be rade to
control pr ogr%?%ﬁrgﬁnt in the conmputer, the programmy be readily
coded in a variety f conputer programm ng | anguages, depending on

t he operati ng[mys]t dimeyseferrethienmlemientdtian efgthemoméy| pegramsis dieattplacing it
har dwar e such.as, read-only nmeno RO\Q as a file in the start-u
fol der for thé Zﬁﬁrg?r‘HB reﬂf gl?'étﬁﬁ rating r ST | toopf%‘(@’ﬁplé?%fﬁiﬁ@m
system [0074],0d a gg\@ [ FRINh
T aal dent | T e PO UGS gt RN R T CorAe Bhidy
of the conput eppeoptiate aetvearkbighisaséttings.anpered wit h. However,

updati ng new iqns or, releases of .the copntrol programwl|l. be .
more | abori ol AaEeBR Of 116 Bressint sypieft Bgp ZaelhimAeenlse in 2 Nokia
M crosoft’' s(ryeBonailer bheRer tdt Ngas Mt @NvbUilt-ir BlusRIdth Wdndmunicator
Li nux(r) system [0075] Another neans by which the control program

may be run i scepaBililylgnning emthe Brbigieeperating systesm Thaiopesating system

CROO\/lnt r |0-||0V\£\r/g?r ﬂlg% %gqeﬁgseégfé%ngaglé L@%Egﬁ@ % ing‘d?s%OQS}a%"r 6 iag‘?gtcaiuge it to
continually transmit the Bluetooth communicator’s unique identity code. A
computer system, running on Microsoft's® Windows® XP® operating
system has the control program of the present invention coded in C#
deployed on the .Net framework. An external MSI Bluetooth device
connected to the USB port of the computer and controlled by the control
program, allows the invention to be practised.
[0078] The present invention takes advantage of a hitherto non-obvious
combination and use of a personal multifunction wireless device, such as a
mobile telephone, with either one of two proven and current industry
standards for wireless communication, to act as an element of a security
system for computer access. The Bluetooth and IrDA standards can both
be used in the present invention to enable a user to both access a
computer and to activate suitable security means upon departure from the
computer.
[0079] This invention may be implemented and practiced at low cost and
wireless capabilities, in the form of internal cards or external attachments,

can be readily retrofitted to existing mobile telephones and computers.



penalty of being nore difficult to nodify when upgrades need to be
made to the program [0076] The preferred inplenmentation of the
control programis that placing it in,the startup folder of the
operating system To prevent users fro nodi fying the program the

t dm ni st { t.ect it h h i at t k. .
T Ghts oett i ndtosdy e presapt dRuenian reire,pEbIR & Sysiaithoriptising 2
i mpl enent ed i M@hiloliedice! O EomRitef dHPBEcbRRbI Ee fah$, @R Bunkthdd) to

Bl uet oot h comuni cator capability running on t énbi an operating

system The opgentpisracoepsite goniubenscand autoreatieally preveplisaimautiornzed

Bl uet oot comfinrahen. ARG ARGt biuRohes. iR Toast Apiates. the

runni ng on M praisiefs' sfthe pyibndaws(r) XP(r) operating system has the
control program of the present invention coded jn C# deployed on the
Net framewor k[00BH éxpersenl skilsd 1) the abtwilldyegrerizedhahthe sredantinention

Phe. i nventi on 1o Be St oLnesBIg ek SSiRer BvstefisnBr BBy B @40 to

advant age of aupptemeenb onoenbarncoube seobiityamesswaed irsexidting computer
personal nultifunction wreless device, such as a nobile tel ephone,
with either of¥S%6™%wo proven and current industry standards for

Wi rel ess comygassiall @i bbOagifibcRteding SIRMIgIPh fow Prefchicd efmbdffients
for conputer acce]ss. The Bl@e\ft_ooth.and_lrDA%tanol_ar?s can both be
used in the phesvebeenraseribed in detailabarous nwdifications ahddmpeseraents can

conput er and pvate suitabl. ecurit an on.departure from
the’ comput er PerBEde S P arl Sl i His 3 MR ciBRRu AR tetesdriey
at | ow cost afk pidset pwenfigpabi lities, in the formof internal cards
or external attachnents, can be readily retrofitted to existing
nobi | e tel ephones and conputers. 16 [0080] The present invention

therefore provides a systemconprising a nobile device, a conputer
and a control program wth a nethod, to



controls access to conputers and that automatically prevents

unaut hori zed access when the user is away, that overcones, or at

| east alleviates, the problens of thesprior art. [0081] A person
skilled in the art will recognize that the present invention may be
easily inplenented in new conputer systens, or nmay be used to

suppl ement or enhance the security nmeasures in existing conputer
systens. Gl@os®] 1t will be appreciated that although a few preferred

pr overdnt s o B BBt XeRuolinh dtons £ ootRuBE e R Sy R
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0 control program
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and when the (pRidig device's conpatible wireless comunicator is

Wi thin operating range of the conputer's wreless device. 2. A
security syst the soowpuienhgragradi genmits aviseeiaccese toithel eygpudteviafteri the

a Bluetooth wrgel device. 3., A.securi tem accordi hg to C aim
T wherein ¢ nEool Binarat 68 ahithentiaich b A Igag it SePhie Heh Bpeed an
personal di gi hathciidstalice 4ndAwhefUtHe Ynsbikd eévrecdddnisatitle GvitelBss

1, wherein the at |east one nobile device is a Bl uetooth-equipped
conput er . communicator is within operating range of the computer’s wireless device.

2. A security system according to Claim 1, wherein the wireless device is a

Bluetooth wireless device.

3. A security system according to Claim 1, wherein the at least one mobile

device is a Bluetooth-equipped personal digital assistant.

4. A security system according to Claim 1, wherein the at least one mobile

device is a Bluetooth-equipped computer.

5. A security system according to Claim 1, wherein the at least one mobile

device is a Bluetooth-equipped mobile phone.

6. A security system according to Claim 1, wherein the at least one wireless

device is an IrDA wireless device.

7. A security system according to Claim 1, wherein the at least one mobile is

an IrDA personal digital assistant.



5. A security systemaccording to Caim1, wherein the at |east one
nobil e device is a Bluetooth-equi pped nobil e phone. 6. A security
system according to Caim1l, wherei n t at | east one wrel ess
device is an IrDA wirel ess device. 7. securl ty systemaccording to

asi stanf 16 oe iy Ryl %{iﬂﬁ‘*@% ity Tt 2 IGAG oft, oot

at | east one ﬂl@bicb&s adﬂr[DR%ohﬁouQér | rDA conputer. 9. A security system
according to Claim1l, wherein the at |least one nobile is an IrDA

nmobi | e phone. 10. A nethod of control ling access to a conmputer, the

met hod ¢ grrpr | §@curlt€'é9¥ﬂem 58 ggsfo e atlﬁ‘uuﬁ hﬁﬁééﬁgtﬁ'ggf %a@?ﬁn%?ﬁbﬁile is

uni que identity code nsta nput er,

devi ce and a aaritDAImgbilegone. eqU| ppi ng at Ieast one rT'DbI | e device
with a unique identity code and a conpati ble w rel ess comuni cat or;
enabling wrel ess comuni cati on between the at |east one nobile

devi ce gpd t?\%@%’éﬁontﬁoﬁﬂi &fe'sg% a'dbn?putb?tthe%ethéé%bnfﬁ?%mg

aut hori zed user based on the Unique identity code of the at |east
one nobi |l e deprawdingeclist dif agthomzefjrt@em andritheidunigue sdentdly aodes;s

policies; per .acgcess, by the icQ ntr ra to t he canputer
by a user, g}.?ttallrpé 'agh? 88@[‘)“% eaﬁpﬂfﬁ @%‘08 ﬂaﬁ P 85%%(?% e
wirel ess MY DippM P lat A8&staone indolsild dévifcbt\MtﬁQﬂ%nqué”'iﬂeQmw Redeigid a
of approved users in the conputer is within range of the wreless

device; and not pefRiNPAtiply wiceless CamenunieRiost | east one nobi | e devi ce
out of range. SraBftL WibierCEuRlifiedlior Qe R aERASF YRR HREIS dePice
installing further apanives cempatgrer mitting the
registering, in a list, at least one authorized user based on the unique
identity code of the at least one mobile device, according to
predetermined rules and access policies;
permitting access, by the control program, to the computer by a user, when
the at Iéast one mobile device with a compatible wireless
communicator and a unique identity code found on the list of
approved users in the computer is within range of the wireless
device; and
not permitting access when the at least one mobile device with a unique
identity code found on the list of approved users is out of range of

the wireless device.

11.  The method of Claim 10, the installing further comprising permitting the

control program to control the computer;

12.  The method of Claim 10, the enabling further comprising modifications to
the at least one mobile device to enable wireless communication with the

computer.



control programto control the conmputer; 12. The nethod of C aim 10,
the enabling further conprising nodifications to the at |east one
nobi | e device to enable wireless commupjcation with the conputer. 19
13. The rret hod of Caim 12, the enabling further conprising sniffing,

Cont R0, Pt P BRDM 6l 2] 652 SAMER, U "BbudFECha.

conputer’ s wicortiesslyd ey the compitessalirdlees deore, farbthkteatdessicens mobile
W rel ess com‘rum cator neet Bl uetooth comuni cati on standards. 14.

The met hod of devigenwith, campatiblghwirglessusemBIUNeAteF. WhREEIRhEVERMAYter's
the conputer s MdLi&7c Q@M 5E af st Bﬁe%ol%u atféwc%'@m{?%i’éés dcd?ﬁ?ﬁ'uﬁf‘c

wi rel ess conmuni cat or, where the co Er's wre evi ce an
the at |east nueet Biodtobth clnamrmmmmtmrs&dm@xdsommm cator neet |rDA
comuni cation standards. 15. The nethod of C aim 10, the not
permtting access further conprising activating a workstation |ock

of the cagput ghe Hethdd'@r EIRY 2fthEl &haBii fﬁrh‘?rn&mﬁﬁélﬁgté&%tmg the

access further conprising activating a password protecte

screensaver pcogpaterts winedessodevicerand the at least one mobile device’s wireless
communicator, and where the computer’s wireless device and the at least
one mobile device's wireless communicator meet IrDA communication

standards.

15.  The method of Claim 10, the not permitting access further comprising

activating a workstation lock of the computer.

16. The method of Claim 10,} the not permitting access further comprising

activating a password protected screensaver program of the computer.



