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Methods and devices for removing unwanted data from original data

The invention is in the field of data validation and assurance, typically
where a source of original data is made available to or is otherwise stored on a
first data device, or is intended to flow between a first data device and one or
more second data device(s). More particularly, such original data may be for the
purpose of or intended to display or be displayed, be that on a first data device,
or on or via one or more second data device(s).

Until recently the main method in which original data originating, available
from, or stored on a first data device for the purpose of or intended to display or
be displayed, be that on said first data device, or on or via one or more second
data device(s), would be transmitted to a second data device, such as a sepa-
rate display means, would be by using the Video Graphics Array (VGA) ana-
logue standard using a 15-pin connector (be that the DB15 PC connector or the
Macintosh type) to effect data flow. As modern data devices typically produce
digital signals, in order for them to be transmitted using VGA connection types
they must be converted to an analogue signal, and as most modern separate
display means are also digital, a further conversion back to a digital signal must
take place. This takes time and risks a loss of fidelity through each conversion.

To overcome this problem techniques have been developed to permit dis-
play signals to be transmitted using digital connection types and/ or standards,
which can thus use connection types other than VGA. This permits a digital
transmission to take place without the need to convert data one or more times,

reducing time and the risk of data loss. However, such connection types can
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permit a broader range of data to flow than the user intended, such as a request
to deposit new, modify or copy data, or to change settings on a first data device
such, as older connection types such as VGA are limited in that respect.

For example HDMI has advantages over existing audio interfaces such as
analog RCA connectors and digital SPDIF (coax and optical connectors). HDMI
maintains the audio in its pure digital form all the way to the amplifier and benefi-
cially, HDMI combines video and multi-channel audio into a single cable, elimi-
nating the cost, complexity, and confusion of multiple cables currently used in
A/V systems. Further, HDMI has ‘intelligence’ because it supports two way com-
munication between the audio source (such as a DVD player) and the audio ren-
dering device (such as an A/V receiver). This set up enables new functionality
such as automatic configuration and one-touch play. By using HDMI, devices
are capable of automatically delivering the most effective format for the A/V re-
ceiver that it is connected to. This eliminates the need for the consumer to scroll
through all the audio format options to guess what is best and properly sup-
ported. This intelligence provides the problem of an increased attack surface for
malicious users to target.

Accordingly there is thus provided a method of removing unwanted data
from original data for prohibiting unwanted data transfer between a first device
and a second device along a communication pathway located therebetween, the
communication pathway comprising at least one data channel and at least one
control channel, the method comprising:

providing a negotiation means at a position along the at least one control

channel;
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providing original data comprising control data and associated protocol
data from a data source, the control data comprising wanted and unwanted data;

checking that the control data indicates that the associated protocol data
conforms to at least one predetermined protocol mode criteria at the negotiation
means;

terminating the negotiation means and determining the control data to be
unwanted data where the control data does not indicate the associated protocol
data to conform to the at least one protocol mode criteria; and

leaving resulting data which comprises control data which is substantially
free of unwanted data enabling associated protocol data transmission along the
data channel.

Spe_ciﬂcally the method enables protocol data transmission along the data
channel between the first and second device.

The control data can be considered to describe at least one property of
the protocol data and as such the protocol data can be considered to be ‘associ-
ated protocol data’.

The negotiation means is specified as being located along the communi-
cation pathway, and in particular along the control channel. The negotiation
means may therefore be provided in a position intermediate the first and second
device, e.g. integral to a cable positioned therebetween, or between a first and
second cable forming at least part of the communication pathway, Alternatively,

the negotiation means may be provided at or in the first device or at or in the
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second device. What is imperative is that the communication pathway is com-
municatively coupled between the first and second device, with the negotiation
means being located along at least part of the communication pathway.

An original data device source may comprise for example, a computa-
tional device comprising a desktop or laptop computer, tablet, personal digital
assistant (PDA), mobile phone, smart watch, hard disc, solid state disc or drive,
memory, or other smart or mobile device capable of storing and/ or displaying
data or otherwise acting as a data device, or a display device comprising a mon-
itor, projector, screen or the like capable of storing and/ or displaying data or oth-
erwise acting as a data device.

At the checking step of the method, the negotiation means inspects the
control data which describes the protocol mode of the protocol data. The negoti-
ation means then compares the inspected information with the predetermined
data protocol criteria and makes an assessment as to whether the control data
being inspected is unwanted data or wanted data. For avoidance of doubt, the
data which is substantially free of unwanted data is wanted data.

The control data is configured for transfer along the control channel and
the protocol data is configured for transfer along the data channel.

Termination of the negotiation means occurs along the control channel
and considers solely the control data which is a descripter of the associated pro-
tocol data. This is required to prevent the e.g. laptop from hanging in a negotia-
tion and to ensure the method switches to the operative stage of transporting the

data or a new negotiation stage as required.
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Data is determined as being supported by the data transfer means when
the selection criteria comparison at the negotiation means provides a posi-
tive/true result. Similarly the data is determined as being unsupported where se-
lection criteria comparison at the negotiation means provides a negative/false re-
sult. At no point is the content of the protocol data on the data channel assessed
directly or discarded as a result of direct assessment as per known prior art e.g.
EP2418600.

Effectively, the negotiation means is required to negotiate the content that
each of the data channels is permitted to pass and may beneficially specify the
direction of passage of any data.

The step of determining the control data that is unwanted may be consid-
ered to be achieved by defining, classifying or tagging the control data to be un-
wanted data in the case that the control data does not indicate the associated
protocol data to conform to the at least one protocol mode criteria.

Ultimately, the benefit of the invention is to remove the unwanted control
channel data so as to prevent the enablement of a data pathway being negoti-
ated along the data channel itself. So the filtration of unwanted information oc-
curs in the control channel and there is no requirement for inspecting the proto-
col data information or other data content itself. This provides a more reliable
way of reducing the attack surface exposed by a trusted device to a lesser
trusted device than attempting exhaustive assurance of all possible protocols,
protocol modes, and protocol data. The negotiation means effectively acts as a
filter to sort the wanted data from the unwanted data using the control data along

the control channel.
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Termination of the negotiation means may comprise discarding as unwanted
data any control data that does not indicate the associated protocol data to con-
form to the at least one protocol mode criteria.

Alternatively, termination of the negotiation means comprises generating and
forwarding a response to the first data device indicating the control data is un-
wanted data.

Unwanted data consequently means that the associated protocol data in
question is unsupported by the device.

Desirably, terminating the negotiation means may comprise transforming the
unwanted data and forwarding a response to the first data device indicating the
control data to be unwanted data.

Transforming the unwanted data means modifying the control data as re-
quired. For example if the control channel permits connection to a predeter-
mined screen specification, the negotiation step will set the control criteria to
specify this requirement. This control data will be forwarded along the control
channel to the second device. The second device (which does not have a moni-
tor with the correct criteria) may indicate that the criteria has been met in the
hope to enable the transfer of malicious data or data that is not to be supported.
However, by monitoring the control data, the negotiation means will identify that
this protocol mode criteria has not been met and will modify the response from
the second device prior to it being received by the first device.

Modifying the data may include but will not be limited to; changing its for-
mat from one file type to another, converting the data to one or more specified

formats, testing the format the data claims to be to ensure it is that file type,
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moving it to or through a “sandbox” or other safe environment or the like, any or
all of which individually or collectively may provide the user with additional assur-
ance that, for example, the data discarded is not malicious, or if it is, that it is un-
able to function as it may have wished to.

Prior to checking that the control data associated with protocol data conforms
to at least one predeteremined protocol mode criteria, the method may further
comprise the step of

- pre-determining one or more protocols to support;

- checking that control data indicates the associated protocol data to con-
form to the one or more protocols to support, and

- terminating the negotiation means where the control data does not indi-
cate associated protocol data to conform to any one or more of the pro-
tocols to support.

Determining one or more protocols to support permits the user to select
those of interest, data types that do not conform to the one or more protocols to
support are discarded, leaving remaining data. Such protocols may for example
comprise the Internet Protocol (IP) and specific versions thereof, for example
version four (IPv4) or version 6 (IPv6) or indeed both, should the user so wish.

It is reiterated that the invention is intended to prevent the negotiation or
completion of a positive negotiation at the negotiation means in the case that the

protocol is not deemed to be supported.
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As an example, in a preferred embodiment, the remaining data (which
has been determined to be protocol data that is to be supported) is then as-
sessed against protocol mode data to be supported, and any which does not

comprise any one or more of;

display resolution data,

colour depth data,

frame rate data, or
- audio data
is discarded, leaving resulting data, which is substantially free of unwanted data.
The method will thus assure a user that resulting data has been checked
for these criteria, and is substantially free of unwanted data (which does not con-
form to the predetermined protocols and ptotocol modes e.g. data types speci-
fied).

Preferably, the control channel may be bi-directional. The bi-directionality en-
ables the negotiation to take place between the first and second device along
the control channel.

The method may further comprise predetermining a directionality constraint
on the at least one supported protocol data to be transported along the data
channel.

The unidirectional nature of the data channel ensures that data can pass in a
single direction only. The unidirectional nature may be provided by unidirec-
tional amplifiers, SerDes pins or other unidirectional components.

The method may further comprise enforcing the directionality constraint on

any protocol data transfer along the at least one data channel.
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The method may further comprises discarding any protocol data, protocol
mode data or other data that violates the directionality constraints along the at
least one data channel.

The method may further comprise preventing the negotiation along the con-
trol channel for unwanted data thereby triggering the disabling of access to pre-
determined hardware of the second data device from the first data device or vice
versa.

Desirably, the method of removing unwanted data from original data may fur-
ther comprise the following steps;

- identifying at least one return lane in the communication pathway from
each of the at least one second data device, discarding control data in
said return lane that does not comprise control data indicating associ-
ated protocol data which conforms to the one or more protocol mode
criteria.

For the avoidance of doubt, the one or more protocol mode criteria are the
protocol modes to be supported.

The method may further comprise the following steps;

- pre-determining a range of acceptable variables against which the pro-
tocol data mode criteria is determined.

The method may further comprise enabling modification of the variables at

a trusted device. The user will understand that either the first or second device
may be the trusted device and the selection of the variables to define the one or
more protocols to be supported will be carried out on the trusted device rather

than the lesser trusted device. The trusted device will be (for example purposes
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only) a users laptop and the lesser trusted device may be a projector which is to
be communicatively coupled to the users laptop. The user will not know whether
the projector includes malicious files that could potentially be transferred to the
users laptop. This ensures that the variables can be updated by the user as de-
sired e.g. the user can change the variables to enable a specific monitor type to
be communicatively connected. The criteria may define which type of device is
to be connected to the trusted device.

The range of acceptable values is pre-determined for any one or more of;
display resolution data, colour depth data, frame rate data and/ or audio data,
and after the step of discarding remaining data which does not comprise any
one or more of display resolution data, colour depth data, frame rate data and/
or audio data, that data is verified as fitting within said range of acceptable val-
ues for the respective data type, and any data which does not is discarded.

This permits a user to ensure data purporting to comprise any of the
above mentioned data types conform to acceptable ranges of values, to ensure
that, for example, they behave in a manner consistent with those data types,
providing further assurance for the user that it is not merely purporting to be
such data, and in fact comprises something the user may otherwise not want or
be expecting.

The at least one data channel may comprise a communications pathway
where the data transfer occurs at a faster rate than the data passing along the

control channel.
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The protocol data and subsequent data may be passed along the fast speed
communications pathway forming the protocol data channel without any further
negotiation means being applied.

The subsequent data forwarded along the data channel once the negotiation
has been successful along the control channel is not monitored or assessed, in
fact the speed of the channel is configured such that such monitoring is not fea-
sible by low cost devices. Therefore, after the negotiation has been successful,
the device enters a transmission mode which is only terminated by the initiation
of a further negotiation stage or termination of the connection, i.e. by disconnect-
ing the communications pathway, for example by unplugging the cable at one or
both ends. Fast means the data is transferred along the data channel at a higher
data rate than the control data is passed along the control channel. The se-
lected speed of data passing along the controi channel ensures that the negotia-
tion and criteria inspection can be performed. In contrast, there is no require-
ment for the data passing along the at least one data channel to be monitored.
So for a given power/cost/form-factor envelope there may be identifiers that can
be checked syntactically and semantically (which is effectively the control data)
and there is then information that cannot be checked (e.g. protocol data). To
check protocol data the code must run fast enough with enough resources e.g.
do 1,000,000 operations per second. This cannot be achieved within a
1W/$1/1cc volume envelope of a connector. However, 1000 operations per sec-
ond for the control channel in that same form factor can be achieved which is
sufficient to characterise a protocol and associated protocol modes as wanted or

unwanted.
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Whilst the first device is the trusted device and the second device is the
lesser trusted device, it is also envisaged that the trusted device may be the sec-
ond device.

‘The fast speed communications means may be unidirectional permitting pas-
sage of data from the first data device to the at least one second data device
only (or vice versa depending on the orientation of the channel).

The method may further comprise the following steps;

assessing at least one channel in the original data, identifying high speed’
channels and verifying they are unidirectional;

if any high speed channels are not unidirectional, the step of discarding all
original data attempting to pass in the reverse direction is performed.

The channels may alternatively be referred to as lanes. This arrangement
permits a user to assure themselves that lanes which purport to be high speed
behave in a manner consistent with genuine high speed lanes. If they do not, all
data is discarded, in effect substantially halting all data from exiting the method.

The hardware filtration method ensures that there is no ‘reach-back’ from
the at least one second data device to the first data device and that the one way
transfer of data is only received by the areas of the at least one second data de-
vice that have been determined as being permitted for receipt of the data.

This ensures that there is no confusion between the low speed lanes
where the return lanes are permitted and the high speed lanes that are by de-
sign unidirectional.

The method may further comprise the step of retaining control data which

has been discarded to enable use elsewhere.
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This permits a user to identify what data will be discarded, and thus will
not enable the protocol mode data to pass along the data channel, which may
be of interest to the user in determining what that data is, and if for example, its
source or any patterns may be identified.

There may be provided a third device and the method may further comprise
forwarding the discarded data to the third device.

The predetermined protocol mode criteria may be defined as a protocol
mode comprising an image data type.

Alternatively or additionally, the image data type may conform to any one or
more of display resolution, colour depth and/or frame rate data types.

As mentioned previously, resulting data comprises only one or more of;
display resolution data, colour depth data, frame rate data and/ or audio data,
which would ordinarily be used for the purposes of display and/ or presentation
(or as part thereof), which could thus be displayed on a single, first data device,
or alternatively could be sent from such a first data device to one or more sec-
ond data device(s) should the user so wish. The skilled person will appreciate
that if original data only comprises any one or more of; display resolution data,
colour depth data, frame rate data or audio data, resulting data may be no differ-
ent to original data, however the user can thus be assured there is nothing addi-
tional or extraneous included that they were not expecting.

The predetermined protocol mode criteria may be defined as a protocol
mode comprising at least one audio data type.
The at least one audio data type conforms to any one or more of audio proto-

col, audio sampling frequency, audio sampling rate, number of audio channels,
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bit rate of audio channels, audio encoding format and directionality of audio
data.

Audio protocol may equate to the identification of Pulse Mode Modulation
(PMM), which is common, but there are also many formats that may be desira-
ble to monitor e.g. various bitrates of mpeg compressed formats. Audio sampling
frequency is usually 44.1 kHz or 48 KHz, but there are others in use. Sampling
frequency does not apply to compressed formats generally although bitrate can
be used analogously. Separate audio channels usually range between 1 and 8,
with mono, stereo, 5.1 surround and 7.1 surround being typical ones. Channel
number can go up to 48 in Advanced Audio Coding (AAC) with an additional 16
low frequency channels. Concerning directionality, audio can flow two ways for
example in home cinema where the screen may receive sound from the DVD to
play through its speakers, or alternatively the sound may obtain sound from an
inbuilt tuner and transmit it via the DVD to the audio amplifier.

In an alternative embodiment of the invention there is provided a device for
assuring unwanted data is removed from original data arranged to implement
the herebefore mentioned method steps, the device comprising

a first connection,

a second connection spaced apart from the first connection,

a communications pathway positioned between the first and second connec-
tion, the communications pathway comprising at least one data channel and at
least one control channel separate and distinct from the data channel, wherein

the control channel comprises a negotiation means.
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The first device, negotiation device, and second device are connected in
series. The negotiation device comprises identical connectors to those
presented by the first and second device so as to simulate the direct connection
between the first and second device. Such a device configuration is convenient
for the user as it may permit the user to assure themselves the method is appro-
priately deployed.

This arrangement is necessary to ensure that the first device believes that it
is communicating directly with the second device and the second device be-
lieves as it is communicating directly with the first device, when in fact there is
the device incorporating the negotiation means positioned therebetween to en-
sure that a correct data filtration along the control channel is provided.

The connection may in its simplest form comprise a point on a track on a cir-
cuit board. It is the point on the track where the first device believes it is negoti-
ating with the second device. Similarly the second connection may in its sim-
plest form comprise a point on the track on a circuit board. The second connec-
tion is the point on the track where the second device believes it is negotiating
with the first device. Neither device is aware of the presence of the negotiation
means/negotiation device/intermediary device.

Alternatively, the at least one of the first connection and the second connec-
tion may comprise a connector or a display port. In this alternative embodiment,
the first connector is the device input and the second connector is the device
output.

There may also be provided at least one further connection. The at least one

further connection may also comprise a display port. The display port for each of
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the devices may comprise a 8P8C, a USB, an HDMI, a VGA type connection, or
another suitable type commercially available.

Such connections are well-known, cheap and supported by many platforms
without requiring modification to hardware; an 8P8C being more commonly
known as an RJ45. (

There may also be provided an LED or incorporated display flashing red or
displaying and error message.

The device may comprise a processor having software to be executed to pro-
vide at least a portion of the negotiation stage along the control channel.

The hardware core may comprise a Field Programmable Gate Array, an Ap-
plication Specific Integrated Circuit, a general prupose platform (e.g. System on
a Chip form factor) with appropriate software, a general prupose platform (e.g.
System on a Chip form factor) with appropriate software or a dedicated circuit.

Such hardware is well-known, cheap to purchase, simple to configure and
well supported, thus provides ease and flexibility for the user to deploy the
method.

The at least one data channel is a unidirectional channel. Preferably all of
the data channels are unidirectional. Further, the unidirectional nature of the
data channel may be provided by a hardware component.

In an alternative embodiment of the invention there is provided a computa-
tional device comprising a device as herebefore mentioned for assuring un-
wanted data is removed from original data.

Computational devices comprising a desktop or laptop computer, tablet, per-

sonal digital assistant (PDA), mobile phone, smart watch, hard disc, solid state
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disc or drive, memory, or other smart or mobile device capable of storing and/ or
displaying data or otherwise acting as a data device, or a display device com-
prising a monitor, projector, screen or the like, capable of storing and/ or display-
ing data or otherwise acting as a data device are also disclosed, which may indi-
vidually and/ or collectively comprise a device as outlined above for the user’s
convenience.

When the device is integrated into the first device i.e. a trusted computational
device, the first connection may no longer relate to a port or connector and may
be the point at which the data enters the device for control data filtration and the
second connection may refer to the external port.

In an alternative embodiment of the invention there is provided a peripheral
device located externally to the first device comprising a device as herebefore
mentioned for assuring unwanted data is removed from original data. The device
is therefore integrated within the peripheral device. The first connection may re-
fer to an external port or connector, however the second connection may be the
point at which the data exits the negotiation device that provides the control data
filtration so as to pass the data to the peripheral device as required.

The peripheral device may comprise a projector, hard disk, keyboard, dis-
play, camera, network or other device considered by the person skilled in the art
to be a peripheral device. It is a device that is to be communicatively coupled
with the first device and is considered to be the second device in the herebefore
mentioned method. The peripheral device may be connected to the first device

temporarily, or on a longterm basis.
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Such a device for removing unwanted data may be used with 10T products
or display devices, as may be desired (for example smart fridges).

The resulting data therefore comprises control data considered to be wanted
data.

To reiterate, optionally there is provided a method of removing unwanted
data from original data wherein original data and/ or remaining comprises a flow
of data arranged in to one or more lanes between a first data device and one or
more second data device(s).

This permits the user to apply this method between a first and a second (or
more) data device(s). A lane is the common term used to reflect a flow of data in
one direction. If one lane is present, data is simply flowing one way. If there are
two or more lanes such a flow of data may be bi-directional, alternatively or addi-
tionally more than one lane may be used to segregate data in the same direc-
tion, such that high-speed data can be provided with one or more dedicated
lane, and low speed data may also be provided with one or more dedicated lane.
How lanes are organised is dependent on the user’s preference, the protocol(s)
used, hardware (if present) and any limitations or configuration therein. The one
or more second data device(s) may also comprise a computational device, how-
ever for ease of explanation the skilled reader may consider it typically to com-
prise a display device, be that a monitor, projector, screen or the like capable of
storing and/ or displaying data or otherwise acting as a data device, for a typical
purpose of displaying data irrespective of its origin. Such data intended to be
displayed may comprise by way of example only, fixed or moving imagery, au-

dio, text or the like, or any combination thereof.
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Optionally there is provided a method of removing unwanted data from origi-
nal data and/ or remaining data wherein original data and/ or remaining data
comprises a flow of data between a first data device and one or more second
data device(s), wherein the first data device is suitable for ‘permitting a flow of
data therefrom, and resulting data is permitted to continue to the one or more
second data device(s).

This permits the user to apply this method between a first data device which
is suitable for permitting a flow of data therefrom, for example with a specific
configuration, and the method permits resulting data to continue to a second (or
more) data device(s).

Optionally there is provided a method of removing unwanted data from origi-
nal data comprising identifying at least one return lane in the flow of data from
each of said second data device (s), and data in that return lane that does not
comprise display identification data described in a data format such as the ex-
tended display identificiation data (EDID) format including data items such as
screen resolution data is discarded.

if there is no return lane (because perhaps there is only one lane) then no
data is discarded. It is only if a return lane is identified that this step will then as-
sess its content. This permits the user to know that data sent from any second or
more data device back is limited to display identification data, and nothing else
the user may otherwise not want or be expecting will be present, as it is dis-

carded.
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Optionally there is provided a method of removing unwanted data from origi-
nal data wherein one or more input device type which is supported is pre-deter-
mined, and data that does not conform to said device type is discarded; be that
original data and/ or remaining data and /or data in a return lane from one or
more second data device(s). This permits a user to be specific as to the type of
device it will accept data from, and will reject those it does not, ensuring no mali-
cious or unacceptable input device types support, provide or supply original
data, or indeed acts as a one or more second data source(s).

it may be desirable to optionaily provide a method of removing unwanted
data from original data wherein such use elsewhere comprises appending the
copy of discarded data to original data and/ or remaining data which has not
been discarded.

This allows a user a convenient way of having access to both the data which
exits the method, and that which the method has otherwise discarded which is
now modified, for the purposes of, for example, reporting or analysing the totality
of original data, or any part thereof, with the confidence that data which would
otherwise have been discarded is modified, thus this does not permit merely
original data through. The user may select which of original data and/ or remain-
ing data is appropriate to append this to, which may of course result from earlier
method steps.

In an aiternative embodiment of the invention there is provided a method of
removing unwanted data from original data for disabling access to predeter-

mined hardware of a second data device from a first data device, comprising:



WO 2019/158898 PCT/GB2019/000025

10

15

20

21

providing a communication pathway between the first data device and sec-
ond data device;

providing a negotiation means at a position on the communication path-
way;

providing original data from the first data device, the original data compris-
ing wanted and unwanted data;

checking that the original data conforms to an image data type and/or au-
dio data type at the negotiation means;

discarding as unwanted data any original data that does not conform to the
image data type and/or audio data type, and

leaving resulting data which is substantially free of unwanted data which
determines the permitted hardware of the second data device that can receive
further data from the first data device.

It can be appreciated that use of the data associated with the image data
type or audio data type will only be received by the trusted part of the at least
second data device to meet the objective of outputting the visual data or audio
data in the desired way.

Whilst the invention has been described above it extends to any inventive
combination of the features set out above, or in the following description, drawings
or claims. For example, any features described in relation to any one aspect of
the invention is understood to be disclosed also in relation to any other aspect of
the invention.

The invention will now be described, by way of example only, with reference

to the accompanying drawings, in which:-
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Figure 1 shows a schematic representation of a protocol and/or protocol
mode gateway according to the invention;

Figure 2 shows a simple flow diagram of the method steps applying through
a first embodiment of the method from original data through the steps to achieve
resulting data;

Figure 3 shows a schematic representation of a system that applies the
method steps of a second embodiment of the invention;

Figure 4a shows the device integrated in the first data device; and

Figure 4b shows the device integrated in the second data device.

In the Figures like elements are denoted by like reference numerals.

Referring to Figure 1, there is shown a first embodiment of the invention
where there is provided a device 1a for uée in a system 1c¢ for assuring un-
wanted data is removed from original data thereby prohibiting unwanted data
transfer between a first device 2 and at least one second device 3 along a com-
munication pathway 4 located therebetween, comprising

a first connection12a,

a second connection 12b spaced apart from the first connection 12a,

a communications pathway 4 positioned between the first connection 12a
and second connection12b, the communications pathway 4 comprising at least
one data channel 5a, 5b, 5¢ and at least one control channel 6 separate and dis-
tinct from the at least one data channel 5a, 5b, 5c, wherein the control channel 6
comprises a negotiation means 7.

The negotiation means comprises a hardware core comprising hardware

components.
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The hardware core comprises a Field Programmable Gate Array, an Ap-
plication Specific Integrated Circuit, a general purpose platform (e.g. System on
a Chip form factor) with appropriate software or a dedicated circuit. In this em-
bodiment a Field Programmable Gate Array is applied which is cheap to buy,
can easily cope with the plurality of connections as described above, and pro-
vides for simple configuration, diagnostics and testing. Alternatively where a
dedicated circuit is used a user may specify hardware particular to their circum-
stances.

The device further comprises a processor (not shown) having software to be
executed to provide at least a portion of the negotiation along the control chan-
nel.

There is provided at least one further connection (not shown) in the form of a
connector. This enables the negotiating means to be connected to a third data
device to enable the transfer and storage of discarded data. The data channel
comprises a uni-directional channel provided by a hardware component. In con-
trast, the control channel is bi-directional to enable the negotiation between the
first device 2 and the second device 3 to take place.

The first connection 12a and the second connection 12b of the device is a
connector comprising a d»isplay port. For example, the display port is an 8P8C, a
USB, an HDMI, or a VGA type connection. In this embodiment to provide maxi-
mum flexibility for the user all four of these connection types are provided as
both first and second connections. To save on cost a user may consider specify-
ing fewer connections, or simply those appropriate to their circumstances. The

first and a second connection may be configured for wired or wireless use.
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In use, the device carries out a method 1b of removing unwanted data from

original data for prohibiting unwanted data transfer between a first device 2 and

second device 3 along a communication pathway 4 located therebetween, the

communication pathway 4 comprises at least one data channel 5a, 5b, 5¢ and at

least one control channel 6. The method as shown in part of Figure 2 comprises:

providing a negotiation means 7 at a position along the at least one
control channel 6;

providing original data 8 comprising control data 9 and associated
protocol data 10 from a data source (not shown), the control data 9
comprising wanted and unwanted data;

checking that the control data 9 indicates that the associated protocol
data 10 conforms to at least one predetermined protocol mode criteria
at the negotiation means 7;

terminating the negotiation means 7 and determining the control data 9
to be unwanted data where the control data 9 does not indicate the
associated protocol data 10 to conform to the at least one protocol
mode criteria; and

leaving resulting data 16 which comprises control data 9 which is
substantially free of unwanted data enabling associated protocol data

transmission along the data channel 5.

The negotiation means 7 is located in a hardware housing 7a.The negotia-

tion step can be terminated at the negotiation means 7 by discarding as un-

wanted data any control data 9 that does not indicate that the associated proto-
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col data 10 conforms to the at least one protocol mode criteria. Further, terminat-
ing the negotiation means 7 comprises generating and forwarding a response to
the first data device indicating the control data 9 to be unwanted data.

The termination of the negotiation means 7 also comprises transforming or
modifying the unwanted data and forwarding a response to the first data device
2 indicating the control data 9 to be unwanted data.

Prior to checking that the control data 9 associated with protocol data 10
conforms to at least one predeteremined protocol mode criteria, the original data
8 is checked to determine whether the control data 9 indicates the associated
protocol data 10 to conform to the one or more protocols to support. Termina-
tion of the negotiation means 7 is initiated where the control data 9 does not indi-
cate associated protocol data 10 to conform to any one or more of the protocols
to support.

The control channel 6 is configured to be bi-directional enabling control infor-
mation or control data 9 to be passed between the first device 2 and the second
device 3 (and vice versa). This differs to the directionality criteria which is ap-
plied to the data channel 5a, 5b, 5c, of the communication pathway 4 whereby a
directionality constraint is set on the at least one supported protocol data 10 to
be transported along the data channel 5a, 5b, 5c. This directionality constraint is
strictly enforced on all protocol data 10 transferred along the data channel 5a,
5b, 5¢. Any protocol data 10, protocol mode data or other data that violates the
directionality constraint is discarded. By preventing the negotiation along the
control channel for unwanted data, access to predetermined hardware of the

second data device 3 from the first data device 2 or vice versa is disabled.
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The method further identifies at least one return lane in the communication
pathway 4 from the second data device 3 and subsequently discards control
data 9 in the return lane that does not comprise control data indicating associ-
ated protocol data which conforms to the one or more protocol mode criteria.
The device is configured for the user to select a range of acceptable variables
against which the protocol data mode criteria can be compared. This selection
occurs on the trusted side of the network.

The data channel 5 is configured to transfer protocol data 10 at a rate that is
faster than the control data 9 transfer along the control channel 6. The protocol
data 10 and subsequent data is passed along the fast speed communications
pathway forming the data channel 5a, 5b, 5c¢ without any further negotiation
means being applied along the control channel 6. The fast speed communica-
tions means is unidirectional permitting passage of protocol data from the first
data device 2 to the second data device 3 only (or vice versa where the second
data device is determined to be the trusted side of the system).

The device is further configured to assess at least one channel in the com-
munications pathway 4 along which the original data 8 is to be passed, identify
high speed channels and verify they are unidirectional. in the case that any high
speed channels are not deemed to be unidirectional, all original data 8 attempt-
ing to pass in the reverse direction is discarded.

In most instances it is desirable to retain control data 11 which has been dis-
carded to enable use elsewhere. This retained control data 11 is forwarded to

and stored in a third device (not shown).
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Whilst this device works as an effective protocol filter making it suitable to
use as a protocol gateway device for use with |IOT devices, there is an existing
need for such an alternative protocol gateway device for use with currently avail-
able audio visual equipment.

Therefore in an embodiment of the invention, the predetermined protocol
mode criteria is defined as a protocol mode comprising an image data type,
wherein the image data type conforms to any one or more of display resolution,
colour depth and/or frame rate data types.

Further, the predetermined protocol mode criteria is defined as a protocol
mode comprising at least one audio data type, wherein the at least one audio
data type conforms to any one or more of audio protocol, audio sampling fre-
quency, audio sampling rate, number of audio channels, but rate of audio chan-
nels, and directionality of audio data.

The following additional method steps are carried out on the original data

8 as shown in Figure 2:

Checking that the original data 8 conforms to the one or more protocols
to support 13, discard original data 8 that does not conform to any one
or more of said protocols to support 13 leaving remaining data 11,
- Assessing the remaining data 11 and check that it conforms to an im-
age data type and/or audio data type. The image data type, for example
is any one or more of;

- display resolution,

- colour depth or,

- frame rate



WO 2019/158898 PCT/GB2019/000025

10

15

20

28

data types 15. Any remaining data 11 that does not conform to any one or more
of said data types 15 is discarded, leaving resulting data 16, which is substan-
tially free of unwanted data. A user is able to apply the method 1b to a first data
device 2 which may comprise for example, a computational device comprising a
desktop or laptop computer, tablet, personal digital assistant (PDA), mobile
phone, smart watch, hard disc, solid state disc or drive, memory, or other smart
or mobile device capable of storing and/ or displaying data or otherwise acting
as a data device, or a display device comprising a monitor, prbjector, screen or
the like capable of storing and/ or displaying data or otherwise acting as a data
device.

This means the user can be assured that the original data 8 has been as-
sessed, and at the end of the method 1b any resulting data 16 that remains is
substantially free of unwanted data. This is of importance when checking original
data 8 of their own, or of third party origin.

The method 1b will pre-determine one or more protocols to support 13,
which may include for example IPv4 and IPv6 in this embodiment. Any data
which is not either IPv4 or IPv6 will thus be discarded. That which remains com-
prises remaining data 11.

As remaining data 11 is all IPv4 or IPv6 in this embodiment, it is then
checked to determine that the payload of each packet conforms to any one or
more of display resolution, colour depth, frame rate or, audio data type(s) 15,
and any remaining data 11 that does not conform to any one or more of said
data type(s) 15 is discarded by dropping the respective packet. These checks

can take place at a plurality of levels, depending on the user’s preferences,
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which may be influenced by the amount of processing a user may wish to do on
each packet, or how confident they are of the source of original data 8.

Specific video and audio formats such as one or more top-level container
formats including but not limited to Matroska, FLV, MPEG, AVI, NSV etc, etp,
can be checked using simple techniques such as in this first embodiment by ver-
ifying the file extensions (as examples only and not limited to for Matroska
.webm or .mkv, for FLV flv, for MPEG a large range from .mpg to .m4v and .3gp
etc, for AVI .avi, and for NSV .nsv respectively), and simply assuming they are
correct. Alternatively or additionally in another embodiment a user requiring
more assurance may choose to test such an extension using an alternative
means, such as by trying to use the remaining data 11 and determining if there
is video-type content therein, by for example trying to play it using one or more
media players appropriate for the purported file type. Alternatively or additionally
in another embodiment packet headers could be checked using a string com-
pare to verify what the packet payload claims to be using a further string com-
pare on the packet header where its type will be set out.

In all such embodiments checking that remaining data 11 conforms to any
one or more of display resolution, colour depth, frame rate or, audio data type(s)
15 can also include the verification of video and/ or audio coding formats associ-
ated or contained within containers such as those identified above, and a user
may choose what level of detail they wish to use for this. Most containers are
only capable of holding specific file formats, so a user may check that firstly the
container is a validly claimed format using the above file extension(s), and then

may check the content of any such container for formats that are acceptable to
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that container type. In this first embodiment and for the sake of example only to
aid the skilled reader, the user will determine that a container is presént in the
remaining data 11 which comprises a RealMedia® container (thus the file exten-
sion to be checked is a .rm file), and any other data which is not in such a con-
tainer is discarded (by packets being dropped). Then the user will check that the
content of the container comprises only RealVideo® and/ or RealAudio® files,
using in this embodiment simple string compares against packet headers to ver-
ify that only these file types are present. Any packets which do not comprise
these file formats are dropped, discarding the data. This gives an efficiency to
the process, as the remainder of original data 8 at that point is in effect,
cleansed of anything not expressly in these file formats, meaning no further in-
terrogation of data is required to be sure of this. This leaves resulting data 16
which is thus, substantially free of unwanted data.

This means a user can deploy the method 1b on a source of original data
8 (irrespective of its origin), to give themselves assurance that it only comprises
the express data type(s) 15 as set out. This is advantageous not just should a
third party have provided such original data 8 to a user, but also if a user has
created or otherwise has an interest in original data 2 and may wish to display it
or otherwise pass it to any third party (for example a second data device, not
shown), they may deploy the method 1 and be assured that resulting data 6 is
substantially free of unwanted data.

In yet another embodiment as shown in Figure 3, original data 2 and/ or

remaining data 4 comprises a flow of data (not shown) arranged in to one or
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more lanes 5a, 5a’, 5b, 5b’ between a first da_ta device 2 and one or more sec-
ond data device(s) 3.

This permi{s the user to deploy the method 1b between data devices,
which is useful when, for example the user controls only one (or indeed none) of
the respective devices. The user may choose to arrange the protocol data in to
one or more lanes 5a, 5a’, 5b, 5b’ for their own convenience, or it may be dic-
tated by the protocol used or any hardware. One lane alone simply means data
flows in one direction only from a first data device 2 to one or more second data
device(s) 3. More than one lane permits the user to segregate data, be that in to
high speed lanes 5a, 5a’, 5b, 5b’ and low speed lanes 6, 6a, 6b from a first data
device 1, or a return lane 6, 6a, 6b from one or more second data device(s) 3
which could be used to provide acknowledgement or instruction by such second
data device(s).

Optionally in this embodiment a first data device 2 suitable for permitting
a flow of data therefrom using a conventional or bespoke wired or wireless con-
nection, and resulting data 16, which is substantially free of unwanted data, is
permitted to continue to the one or more second data device(s) 3. Such a first
data device 2 and a one or more second data device(s) 3 may comprise a com-
putational device or a display device, however in this embodiment for the sake of
example only the first data device 2 comprises a computational device, in this
example case a PC, and the one or more second data device(s) 3 comprise a

display device, in this example case a projector.
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Optionally in this embodiment where a data flow is arranged in to one or
more lanes 5a, 5a’, 5b, 5b’ between a first data device 2 and one or more sec-
ond data device(s) 3, and a return lane 6a, 6b in the control channel from each
of the one or more second data device(s) is identified, and data in said return
lane that does not comprise screen resolution data is discarded. Identifying a
lane 5a, 5a’, 5b, 5b’ may be é trivial matter if hardware dictates dedicated wires
are used to effect specific directions of data flow; the method will simply assess
hardware using conventional means (eg through sysinfo), or it may perform a
test or request to determine the hardware or software method of creating arrang-
ing the flow of data into one or more lane(s) by interrogation and/ or monitoring
of the flow of data itself. Alternatively or additionally it may be necessary to apply
a unity gain amplifier (not shown) and listen to the content to determine its direc-
tion. If no return lane is identified (because there is no feedback or response
from one or more second data device(s) 3 then no work need be done. If a re-
turn lane is directed, the content is assessed by using string compares in packet
headers to determine the content of packets in the lane, and any packets which
do not comprise screen resolution data are dropped. Screen resolution data
comprises either confirmation of what height and width of pixels are being dis-
played by the one or more second data device(s) 3, either directly with set val-
ues being stated or with a standard being stated from which the width/ height of
pixels can be inferred (eg if the standard is “SVGA” it means a width of 800 pix-
els and a height of 600 pixels). This data may be used by the first data device 2
to modify the data comprising the flow of data therefrom to appropriately suit the

display characteristics of the one or more second data device(s) 3. Any packets
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in this return lane comprising different data are dropped, providing the user with
assurance that one or more second data device(s) (not shown) are only return-

ing or requesting basic information, and is not returning or requesting any differ-
ent types of data.

As shown in Figure 3 a negotiation process occurs at an intermediary
stage 17 incorporating a negotiation means which is located intermediate the
first data device 2 and the second data device 3 at or along the low speed lane
6a, 6b whereby the first data device 2 requests identification of the second de-
vice 3 and in doing so it requires information on a predetermined number of
characteristics of the second data device 3. As such the first data device 2 spec-
ifies that it is only interested in verifying a minimum set of commands and pur-
posefully eliminates verification of advanced features that may be associated
with the second data device 3. This ensures that the information to be verified as
supplied by the second data device 3 is limited to the features requested by the
first data device 2. The permitted functionality i.e. the transfer of data between
the first daia device 2 and the second data device 3 is dependent upon these
predetermined criteria as specified in the method. By applying the intermediary
stage 17, neither the first data device 2 nor second data device 3 look towards
eachother and as such remain communicatively separate and distinct from
eachother at the negotiation stage i.e. the first data device 2 looks towards an in-
termediary stage 17 and the second data device looks towards the intermediary
stage 17.

The second data device 3 which is a projector has native display charac-

teristics e.g. information regarding its resolution as well as additional advanced
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characteristics such as information on its firmware 18, memory 19 and camera
20. The information on the advanced characteristics of the second data device 3
are of no interest to the first data device 2, which is only interested in information
concerning the temporary display of data using the second data device 3. Infor-
mation on these advanced characteristics can be eliminated and as such access
to the advanced features of the projector is prohibited i.e. the method disables
access to unneccesary hardware components in the second data device 3 when
it is connected to the first data device 2. Similarly, whilst the second data device
3 may attempt to provide full identification information to the first data device 2
including information on advanced characteristics, only the protocol data associ-
ated with control data information requested by the first data device 2 and as-
sessed at the intermediary stage 17 (incorporating the negotiation means 7) will
be permitted passage along the data channel return lane 5b, 5b’ and received by
the first data device 2. Therefore, should the firmware 18, memory 19 and cam-
era 20 be manipulated by a third party there is significantly reduced risk that
data from the first data device 2 would be accessible to the third party. This is
because data from the first data device 2 cannot be transferred to the advanced
features e.g. firmware 18, memory 19 or camera 20 belonging to the second
data device 3 (be it for real time or future access). Further, only predetermined
data is transfererred across to the second data device 3 and it is not possible for
a third party to reach back from the second data device 3 to the first data device
2 to obtain information other than the acceptable values that have been prede-

termined by the first data device 2 or at the first intermediate stage 17.
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Optionally in this embodiment a range of acceptable values for any one or
more of; display resolution, colour depth, frame rate and/ or audio data types is
pre-determined, and after the step of discarding remaining data which does not
comprise any one or more of display resolution, colour depth, frame rate and/ or
audio data types, is verified that any of said data fits within the range of accepta-
ble values for the respective data type, and any which does not is discarded. Dif-
ferent levels of assurance may be provided depending on the requirement e.g.
power constraints, time constraints or hardware constraints, to name but a few.

In a first example the verification is achieved through checking packet
headers to determine their content, and then testing the absolute values con-
tained in the payload using string compares being less than or equal to upper
limits and greater than or equal to lower limits. This step ensures that a packet is
not purporting to comprise data of any of these types but exhibits behaviour not
reflective of that, providing the user with further assurance that data being sent
comprises only the express data type(s) 15 as set out above.

Optionally in this embodiment a range of acceptable values conforming to
one or more input device type (not shown) which is supported are pre-deter-
mined, which is tested using string compares against packet headers, and any
packets that do not have acceptable values are discarded. Such an input device
type may comprise a first data device 2 and/ or one or more second data de-
vice(s) 3, or anything connected thereto. An alternative or additional method of
checking input device types is through known Application Programming Inter-

faces (APIs) either custom made or those provided by operating system provid-
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ers, which may also be used by this embodiment. Data will be dropped regard-
less of where it is in the process (original data and/ or remaining data and /or
data in a return lane as the case may be) if it does not conform to the one of
more acceptable input device types, to ensure that for example, data is not be-
ing sent purporting to be from an original data source and in fact it is being pro-
vided by a further data source, perhaps a malicious user or a bot.

Optionally in this embodiment each lane for enabling passage of original
data 8 and/ or remaining data 11 is assessed, if any lane is found to be a high
speed lane 5a, 5a’, 5b, 5b’ it is verified as being unidirectional. The unidirec-
tional nature of the high speed lane is provided by the insertion of a unity gain
amplifier (not shown) with high reverse isolation (ie a diode). The data passing
along the high speed lane 5a, 5a’, 5b, 5b’ unidirectional pathway is not inspected
and as such the data traffic is limited to keep within the power budget as derived
by an electrical transfer means e.g. a cable. The method therefore enables multi
string chaining of devices as a result of this power saving ability.

If the high speed lane 5a, 5a’, 5b, 5b’ is not unidirectional, all original data
and/ or remaining data as may be the case is discarded. As above certain hard-
ware may dedicate lanes to high and low speed traffic, which can be checked in
the manners outlined above as they are in this embodiment. For example with
the Display Serial Interface (DSI) two modes are possible, LP (low power) or HS
(high speed), a key indicator of which is that either the high speed clock is not

enabled (LP mode) or it is (HS mode), which can be checked.
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Optionally in this embodiment data which has been or is intended to be
discarded is retained for use elsewhere. In this context the user may be inter-
ested in knowing what this extraneous data is, and if it is simple unharmful sys-
tem data, for example configuration data, or if it is something which may be mali-
cious, for example a request to copy or modify data that has no display benefit
or purpose, and is perhaps not even original data. In this embodiment the data
which has been or is intended to be discarded is retained by the method itself.
Equally should the method so permit, such data may be copied elsewhere, for
example to a computational device or to a display device (or indeed, both).

Optionally in this embodiment data which has been or is intended to be
discarded is modified. This permits the user to ensure that is renders data sub-
stantially harmless by, for example as all example embodiments set out herein
use IP, the user deletes the header from each packet, retaining only the pay-
load. Additionally or alternatively the user may change or delete only some infor-
mation from such header(s), for example by removing address information, but
retaining sequencing and the like. Additionally or alternatively all addresses
could be shifted so that the packets would not function as the originator ex-
pected, or new headers constructed replacing the originals. Additionally or alter-
natively the user may also decide to change the format of data, by for example
converting one file type to another. In this example embodiment case they would
test that a format is genuine, by transforming data in to a format that should work
if a claimed type is genuine. So for example if a file claimed to comprise plain
text, it would be converted to an Adobe ® PDF format, which is known to work,

and if successful it would show that the original file was that type.
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Optionally in this embodiment “use elsewhere” of data which has been or
is intended to be discarded and which has been modified is appended to original
data and/ or remaining data which has not been discarded. This is convenient
for the user as it means they have access to data which would have exited the
method, but without the risk that data which would otherwise have been dis-
carded poses a threat. Appending data in this manner is a simple join of packet
information as this embodiment contemplates IP as the protocol.

Various modifications to the principles described above would suggest
themselves to the skilled person. For example, the same technique can be ap-
plied to other digital standards by altering the protocols and the file types that
are permitted to pass between the first data device and the second data device.
Further the intermediary stage as shown in Figure 3 need not be separate and
distinct from the first data device and/or second data device and may be an inte-
gral element at the output of the first data device or second data device. The in-
termediary stage is shown to comprise two separate and distinct stages (or de-
vices) located in the first lane 5a, 5a’ and return lane 5b, 5b’ respectively, but
may be instead formed of a single stage formed of a single device having two
separate and distinct lanes passing therethrough. Alternative unidirectional cir-
cuit components may be applied in the high speed lane to give it a unidirectional
nature instead of the unity gain amplifier not shown of Figure 3, for example a
SerDes pin may be applied.

In an alternative embodiment of the invention the first data device may
further be prevented from connecting to an onward device attached to the pro-

jector. The onward device may be connected to the second data device directly
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or via a network, for example an Ethernet network. Therefore the first data de-
vice can be prevented from being in communication with the network to which
the second data device or onward device is connected to.

In an alternative embodiment the first, trusted device may be connected
to multiple lesser trusted peripheral devices. A device must be provided at each
connecting pathway, or alternatively a single device may be configured to spec-
ify multiple data protocol modes and/or protocols.

The variables can be modified at a trusted device comprising either the
first or second device.

The predetermined criteria and relevant thresholds to be negotiated at_ the
negotiation stage may be set in code and/or in firmware.

It may be required for there to be provided multiple intermediary stages
comprising one in each of the data channels as well as the control channel.
Eagh intermediary stage may be configured to be in communication with the
other intermediary stages as appropriate or at least for predetermined filtration
requirements to be mirrored between each of the intermediary stages. The first
intermediary stage 17 along the control channel and the other intermediary
stages along the data channel are, as an example, devices formed of hardware
for example a microprocessor to provide flexibility of use for the user and low
power consumption. Whilst the thresholds can be fixed in the form of firmware it
may also be desirable in certain embodiments for the thresholds to be capable
of being varied through use of code.

As shown in Figure 4a and Figure 4b, the device 1a may conveniently be

provided as part of a computational device 2, a display device, or both, should
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the user so wish, meaning the device is “built in” (be that physically inside or oth-
erwise linked to extant hardware) to save on the user having to carry or provide
a separate device to deploy the method steps and any optional variations
thereof as outlined above. When the first data device in the embodiment is suita-
ble for permitting a flow of data therefrom and comprises a first connection, a
second connection, and a hardware core, for the convenience of the user they
may simply have on such a computational and/ or display device a first connec-
tion to which a source of original data may be connected should the originator be
a third party, or alternatively if the user may wish to send data to a third party,
they may deploy the method on such a computational and/ or display device and
use a second connection to permit a flow of data therefrom, safe in the

knowledge anything exiting has had the method applied.



