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Ethereum (ETH), the third-party service provider may receive 1 ETH. The third-party

service provider may then determine an original transaction amount in fiat currency

(e.g., $170) deduct a fee from the original transaction amount and transmit the deducted

transaction amount (e.g., such as $168 if there is a $2 fee) in fiat currency to transport

computer 130. Transport computer 130 may then transmit the transaction amount in fiat5

currency ($168) to the resource provider.

[0109] In some embodiments where a user may conduct the transaction by

transmitting a cryptocurrency transaction payment greater than the transaction amount

provided by the resource provider, the blockchain network will transmit the difference

back to the user. For example, if a user has 1 BTC and chooses to conduct a10

transaction with a resource provider for 0.25 BTC, the resource provider will receive

0.25 BTC and the remaining 0.75BTC will be transmitted to another cryptocurrency

address of the user.

[0110] As discussed above, the transaction processing system may utilize a

blockchain network 160 comprising a blockchain. FIG. 5 shows block entries of an15

exemplary blockchain within the blockchain network 160, in accordance with one

embodiment of the invention.

[0111] In particular, FIG. 5 shows a blockchain comprising block entries for at

least a block A, a block B, and a block C. The blockchain may also include additional

block entries before a block A and/or after a block C, which are not depicted in the20

figure. For example, the blockchain can include block entries for a block D, a block E, a

block F, etc..

[0112] Each block entry may comprise a header, a digital signature, a nonce, and

information about a set of transactions. In some embodiments, each block entry may

additionally include information from a previous block entry and/or be appended to a25

hash of a previous block entry, such that each block entry is connected with a plurality

of previous block entries.

[0113] Referring to block A, header 501 may include a hash value that is unique

to the block A, such that neither block B nor block C share a same header as block A. In

some embodiments, header 501 include a hash of information from block A, information30

from a previous block (e.g., a hash of the previous block), and/or any other suitable

information (e.g., such as a timestamp, a Merkle tree root, etc.).
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WHAT IS CLAIMED IS: 

1. A method comprising: 

initiating, by a mobile application stored on a mobile device operated by a 

first user, communication with an access device operated by a second user in a 

transaction between the first user and the second user; 

transmitting, by the mobile application, a request for transaction data to 

the access device; 

receiving, by the mobile application, the transaction data comprising a 

transaction amount and a second cryptocurrency address from the access device; 

receiving, by the mobile application from a token provider computer, an 

access token and a private cryptographic key, wherein the access token comprises a 

payment token associated with a first cryptocurrency address; 

signing, by the mobile application using the private cryptographic key, the 

first cryptocurrency address, the second cryptocurrency address, and the amount to 

create a signed cryptocurrency transaction; 

transmitting, by the mobile application, the signed cryptocurrency 

transaction to a node of a blockchain network; 

receiving, by the mobile application, a cryptocurrency transaction identifier 

from the node; 

generating, by the mobile application, a cryptogram using at least the 

access token on the mobile application and at least some of the transaction data; and 

transmitting, by the mobile application, at least the cryptogram, the access 

token, and the cryptocurrency transaction identifier to the access device, wherein the 

access device generates an authorization request message requesting authorization for 

the transaction; 

wherein the token provider computer validates the cryptogram, maps the 

access token to the first cryptocurrency address, extracts the cryptocurrency transaction 

identifier from the authorization request message, and queries the node in the 

blockchain network with the first cryptocurrency address and the cryptocurrency 

transaction identifier to verify that the mobile application previously transmitted the 

signed cryptocurrency transaction to the node of the blockchain network, thereby 
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causing the transaction amount to be transferred from the first cryptocurrency address 

to the second cryptocurrency address based on the verification.   

2. The method of claim 1, wherein the token provider computer 

transmits an authorization response message approving of the transaction to the access 

device after the token provider computer queries the node. 

3. The method of claim 1, wherein the second cryptocurrency address 

is associated with the second user.

4. The method of claim 1, wherein the second cryptocurrency address 

is associated with a third party service provider that is not the second user. 

5. The method of claim 1, wherein the node of the blockchain network 

verifies the signed cryptocurrency transaction with a public key associated with the 

mobile application, before sending the cryptocurrency transaction identifier to the mobile 

application.

6. The method of claim 1, wherein the mobile device is a mobile 

phone.

7. The method of claim 1, wherein the  first cryptocurrency address 

and the second cryptocurrency address are public keys.

8. The method of claim 1, wherein the request for transaction data is 

included within a processing options data object list (PDOL) message between the 

mobile device and the access device.

9. The method of claim 1, wherein the mobile device is a mobile 

phone with NFC capability.

10. A mobile device comprising: 

a processor; and  

a computer readable medium, the computer readable medium comprising 

code, executable by the processor to implement a method comprising: 
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initiating, by a mobile application stored on the mobile device operated by 

a first user, communication with an access device operated by a second user in a 

transaction between the first user and the second user; 

transmitting, by the mobile application, a request for transaction data to 

the access device; 

receiving, by the mobile application, the transaction data comprising a 

transaction amount and a second cryptocurrency address associated with the second 

user from the access device; 

receiving, by the mobile application from a token provider computer, an 

access token and a private cryptographic key, wherein the access token comprises a 

payment token associated with a first cryptocurrency address; 

signing, by the mobile application using the private cryptographic key, the 

first cryptocurrency address, the second cryptocurrency address, and the amount to 

create a signed cryptocurrency transaction; 

transmitting, by the mobile application, the signed cryptocurrency 

transaction to a node of a blockchain network; 

receiving, by the mobile application, a cryptocurrency transaction identifier 

from the node; 

generating, by the mobile application, a cryptogram using at least the 

access token on the mobile application and at least some of the transaction data; and 

transmitting, by the mobile application, at least the cryptogram, the access 

token, and the cryptocurrency transaction identifier to the access device, wherein the 

access device generates an authorization request message requesting authorization for 

the transaction; 

wherein the token provider computer validates the cryptogram, maps the 

access token to the first cryptocurrency address, extracts the cryptocurrency transaction 

identifier from the authorization request message, and queries the node in the 

blockchain network with the first cryptocurrency address and the cryptocurrency 

transaction identifier to verify that the mobile application previously transmitted the 

signed cryptocurrency transaction to the node of the blockchain network, thereby 
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causing the transaction amount to be transferred from the first cryptocurrency address 

to the second cryptocurrency address.

11. The mobile device of claim 10, further comprising a memory storing 

a limited use key, wherein the limited-use key is used to generate the cryptogram.

12. The mobile device of claim 10, in the method, responsive to 

receiving the transaction data, the mobile application performs an authentication 

process of the first user.

13. A method comprising: 

transmitting, by a token provider computer to a mobile device, an access 

token and a private cryptographic key, wherein the access token comprises a payment 

token associated with a first cryptocurrency address; 

receiving, by the token provider computer, an authorization request 

message comprising a cryptogram, the access token, and a cryptocurrency transaction 

identifier from an access device; 

validating, by the token provider computer, the cryptogram;  

mapping, the access token to the first cryptocurrency address;  

extracting the cryptocurrency transaction identifier from the authorization 

request message; and 

querying a node in a blockchain network with the first cryptocurrency 

address and the cryptocurrency transaction identifier to verify that a mobile application 

on the mobile device that interacted with the access device previously transmitted a 

signed cryptocurrency transaction to the node of the blockchain network, thereby 

causing a transaction amount to be transferred from the first cryptocurrency address to 

a second cryptocurrency address.

14. The method of claim 13, wherein the method further comprises 

after querying the node of the blockchain network with the first cryptocurrency address 

and the cryptocurrency transaction identifier to verify that the mobile application 

transmitted the signed cryptocurrency transaction to the node,  
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generating an authorization response message and transmits the 

authorization response message to the access device.

15. The method of claim 13, wherein the mobile device is a wearable 

device.

16. The method of claim 13, wherein mapping, the access token to the 

first cryptocurrency address further comprises: 

accessing, by the token provider computer, a token mapping table; 

matching, by the token provider computer, the access token to an access 

token stored in the token mapping table; and 

retrieving, by the token provider computer, the first cryptocurrency address   

associated with the matched access token.

17. The method of claim 13, wherein the access token is generated by 

the token provider computer during a token provisioning process.

18.  The method of claim  13, wherein the node of the block chain 

network verifies the cryptocurrency transaction by validating the received 

cryptocurrency transaction identifier.  


