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(a) Matrix

(b) ArTag

(c) ArToolKit

(d) ArToolKit Plus

(e) AprilTag

(f) ArUco
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a generation of the graphical watermark is triggered

5802

Y

a QR code carrying identity information of the graphical
watermark is generated

Y

a plurality of graphical markers carrying position and pose information
and identity information are generated; and a pair of adjacent graphical
markers bound a sub-region having a flat surface

Y

S808

arandom secret key is generated

_

Y

5810

hash function of the QR code or the unique identity information
in the QR code is computed by means of the secret key

_

L 4 S812
a random number generator is obtained by a digest from the hash
function

L 4 S814

a watermark pattern is generated and is provided between a pair of

adjacent graphical markers to form the graphical watermark

v S816

the secret key generated is encrypted by using a storage key
S818

A

the encrypted secret key is stored into a database

\ 5820
the graphical watermark is encrypted by using a public key of a
recipient
v 5822

the encrypted graphical watermark is transmitted to the recipient
for printing

|
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Unique identity (72 bits binary) / S902
@llelellelleelelelleloeeellleeeenlle
1l1l1eell9leelellolecealleonlleelooooe

.

Split 72 bits into 5 parts of size

| — 5904
12 bits, 15 bits, 15 bits, 15 bits, 15 bits

For part 1, prepend binary data ‘1’ to indicate

. . ) . S906
this part contains header information. Add 5 more /

bits of header information. For part 2, 3, 4, 5, prepend

binary data 0. Add 2 more bits of sequence information.

:

S908
Each part should be 18 bit. /

Convert each part into the corresponding marker.

(952) \

(954) 1/00001/011010110110
YJololola[2[o[2[o 2] 2]o] /o[ ojol o 2] 2

(956) —_lo/lo1l1 0000011011100 1
_~0[10/101001011010000

(958) o/11/1210001100100000

(960)
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51006

identity information of a graphical watermark is acquired by
scanning the graphical watermark

S1008

a watermark reference is constructed according to the identity J
information

S1010
a plurality of graphical markers of the graphical watermark are
detected. and position and pose information of each graphical
marker 1s acquired
the detected graphical markers are paired up according to the 51019

similarity or correlation score of a watermark pattern bounded by
a pair of graphical markers is computed according to the
watermark reference: a sub-region bounded by the pair of
graphical markers in which the watermark pattem 1s located has
a flat surface

position and pose information of each graphical marker. and a J

S1014

it 1s determined whether the graphical watermark is authentic ,J
according to the similarity or correlation score

FIG. 10
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Detect QR Code
1 $1104

Fetch parameters from server \
S1106

Zoom camera
l ‘\\\‘-51108

Detect graphical markers
1 h\\\-s111o

Crop and send image to server

l \\\-51112

Compute pairs of graphical markers \
S1114

l

Start Camera
7 ™ $1102
-\

For each pair of markers, compute

watermark similarity or correlation score \
S1llle

l

Decide authentication success of failure \
S1118
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a perspective transformation matrix is computed according to coordinates of two
corners of a first detected graphical marker which are adjacent to a second
detected graphical marker and coordinates of two corners of the second detected
graphical marker which are adjacent to the first detected graphical marker; the
first detected graphical marker and the second detected graphical marker form a
pair of graphical markers

LC/)
—_
DO

l

S1204

a perspective distortion of a sub-region of the graphical watermark bounded by a
pair of graphical markers is corrected by using the perspective transformation
matrix

l

51206

a corresponding sub-region in the watermark reference is determined according to
the position and pose information of the pair of graphical markers

NP

51208

the similarity or correlation score between the sub-region in the graphical
watermark in which the perspective distortion is corrected and the corresponding
sub-region in the watermark reference is computed

.
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51302

identity information of the graphical watermark is detected by
scanning the graphical watermark

i

a watermark reference is constructed by using the identity
information

51304

i

51306

graphical markers are detected, and position and pose
information of the graphical markers are acquired

i

51308

the detected graphical markers are paired up according to the
position and pose information of each graphical marker

_

i

51310

a similarity or correlation score of a sub-region of the graphical
watermark bounded by a pair of graphical markers is computed

_

51312

it is determined whether the graphical watermark is authenticity
according to the computed similarity or correlation score.

_
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