-1 - COMVUNI CATI ONS NETWORK Background of the

I nvention The present invention relates to a comuni cati ons network and a
comuni cavongidwateoon for use in a comruni cati ons net woPKT/S&nal 11000248
particular to a communications network using a 5 ring topology for
supporting integrated voice and data exchange with high survivability over
potential equi prent and/or |inkage failure. Description of the Prior Art
The reference in this specification to any prior publication (or
information derived fromit), or to anyl-matter which is known, is not, and
shoul d not be taken as an acknow edgnent or 10 admi ssion or any form of -
suggestion that the prior publication (or information derived fromit) or
known matter forms part of COMMUNICATIONSNETWORKedge in the field of
endeavour to which this specification relates. In a typical Ethernet

net wor k supporting exchange of Internet Protocol (I1P) packets for data
communi catBaokgrouhdofhe lovektiompol ogy is configured in a tree structure. In
the event that a 15 closed loop is fornmed in the tree topol ogy, data '
packet s | dbp prentinventjoncrglatss tya dempinueisations neiorkeand Apemnpioakegstatign for
conmuni cat | | - Whi bk . . ] j | | abl e
bandwi it h"Sng S fSaoihNoRE dndh iRl s dinful G Aal e T2
Pr ot ocal (i8S Rpolngy fGrasuppbrBpginteigrated woine aRd déte exdhafdRSTiEY high swvivabilityowpr f r ee

t opol ogy tQ, prevent bri | s. and ensui ng broadcast radiation. 20 The
protocol s pgﬁeﬁt&ﬁ/ve%mé%?nvt\or‘ggrc}én%?%enfa@gg'i ncl ude redundant links to provide

aut omati c backup paths if an active link fail. However, the convergence

time can tiﬁs%;\{ﬁ{tﬁ) thak pligieafeconds depending on the scale of the network
depl oynent, I cﬁ' I'S unéle5| rable in a practical situation. Summary of the

Present | RyeRetRRedn thid specifichidn B8 $ribOpuitdiRn bR HnatidV&PvEP RomaeKs to
provi de a comuni cations network including a plurality of comunicating .

stations, opiR#RYCBMENMhicktis Ko 43 netnanseshagld ohhe trketbisean ecknofiedament ent
conmunj,CatifGsish 8 A R of saRRA that he' pridd pEOARBEGT loP B¥ornfalibn BErf@d from

it) or known matter forms part of the common general knowledge in the field of endeavour to

which this specification relates.

In a typical Ethernet network supporting exchange of Internet Protocol (IP) packets for data
communication, the network topology is configured in a tree structure. In the event that a
15 closed loop is formed in the tree topology, data packets loop infinitely causing duplication of
messages between two communicating stations, which can in turn lead to a reduction in

available bandwidth and quality of service.

Standard protocols such as Spanning Tree Protocol (STP) and Rapid Spanning Tree Protocol
(RSTP) ensure a loop-free topology to prevent bridge loops and ensuing broadcast radiation.
20  The protocols allow a network design to include redundant links to provide automatic backup
paths if an active link fail. However, the convergence time can be more than five seconds
depending on the scale of the network deployment, which is undesirable in a practical

situation.

Summary of the Present Invention

25 In a first broad form the present invention seeks to provide a communications network
" including a plurality of communicating stations, each communicating station being

connectable to two adjacent communicating stations via respective ring connections, the ring



- 2 - connections being arranged to defne at | east one comunications ring
i nterconnecting the plurality of comrunicating stations, the network being
adapt ed twoanidmwesd partially reconfigure the ring connecriSeneiilionodgsponse
to detection of at |east one network fault. Typically each comruni cating
station is selectively connectable to two adjacent 5 communi cating stations
via respective pairs of first and second ring connections, the first and
second ring connections being arranged to define first and second

conmuni cations rings interconnecting t-2e plurality of comunicating
stations, the communications network being adapted to at |east partially
reconfigure at | east one of the first and second ring connections in

res ponlsle b&uﬂ]gmeuakmlg aﬁﬁrll@ti tb elfaﬁfie irNeast efieeonkmiirticttivns Ak Typeonaedting the
controller t pl urglity of. co nlcatln sta ons CooQ .

sel ecti velP ff!“’ém?‘H‘é"“ﬁ t Sioes: n};[;‘?pf‘itgﬂky Etfgotﬁe ggeﬁf% T‘%gl Y at

| east one r&f)ﬁtég%}e ﬁleklﬁgt&lnactmmspéagdtagetsé@hlo@atmt GheREFEE faltat i on; and,
b) selects a rection of data transfer around at |east one conmunications

ring. a master. controller. o ster s ion elec dve

Gencti var S¥PtiD] el SREHGRIOE oA oo GG EBYSLEN | GurE® « ALRSBH wor k
as an isnl oamigicaigistatidyOvis tdspectivdaii s fiftk artiyetdndl ringrcomfchds) tie fiyst and
deactivates at Jeast one rin conne t| n by at | east pne of: %? di sabling a
Fing port SGP% EE FABReHeAS o defipe Big o shegnd FRRRYRIEARES HRES ng at

| east one uﬁéﬂ’célﬁl@ctﬁlfg the Bl%ﬁih@f oﬁ&oa{m&ﬁbatﬂg/ahﬁ&isl the QomMShiG4tions RétwoH! Bind S
sel ected bga a) having contrql l er of each communicating station acquire

identifiep P@ﬁdt@ahlﬁasbf’%?llycfé?ﬁ?ﬁﬁiuééﬁ lepgy ong ofitheHrst and spyond 5ipg fRPNSCHiBA it of | er
sel f el eCTresﬁ&s@th&%cﬁBn SO 1da! n€ hetWoi@uit.he identifiers; and, 25c) having
the master controller communicate with the controller of each ot her

comuni cating station to jdentify the master controller. 3
10  Typically controllers of the plurality of communicating stations cooperate to selectlvely

configure the network.

- Typically at least one controller at least one of:
a) selects a communicating station as a master station; and,

b) selects a direction of data transfer around at least one communications ring.

15 Typically a master controller of a master station selectively deactivates at least one ring

connection to thereby configure the network as an inline network.

Typically the master controller selectively deactivates at least one ring connection by at least
one of: '
a) disabling a ring port of a communicating station; and,

20 b) selectively controlling at least one switch of a master station.

Typically a master controller is selected by:
a) having a controller of each communicating station acquire identifiers of each other
communicating station;
b) having a controller self elect as a master controller using the identifiers; and,
25 cj having the master controller communicate with the controller of each other

communicating station to identify the master controller.



Typically at |east one controller: a) generates a configuration nessage the
configuration nessage including an indication of a respective identifier;

b) transfwootdmeomonfi gurati on nmessage to each adj acent pcursGaniimaszing
station; 5c) receives configuration nessages from adjacent comunicating
stations; and, d) determ nes a network configuration using the
configuration nessages. Typically for each controller: a) if a received
configuration nessage includes the respective identifier, the controller
determ nes the network configuration; -&8nd, 10b) if a received configuration
nmessage does not includes the respective identifier of the communicating
station, the controller: i) adds the identifier of the comrunicating

station tayphabaﬂmﬁhgmeathanessage and, ii) transfers the configuration
message to gjacent co nlcatln% t|on ﬂ{@'calhﬁl ch cog}roller

peri odi cal | y*)g8HEraRS &CopRgratipnse lgbr)atl &8P AN PR usi ng
t he test nessagﬁﬁresp‘Eyﬁ»eqaédnﬁe@ach control I er: a) receives a test nessage
from an ot her connunlcatlng station; 20b) %Fnerates a response nessage;

and, c) trarRf Banstersibe configiirtien messagrje eﬁ‘él faseny copmuBiSHINGITIAUSR ng st at i on,

each cgntrold efecaeés%ﬁﬁﬁirﬁg)n%é@ﬁtgwdﬁn faéjU(I:etnt éerﬁurﬁ&ﬁHQEtﬁt%nfsr dnd) a
communi cating station is not receiyved 6 each communi cating

station is f réﬁ@mlwﬁﬁémcqnégw\aboraw%moné of BeIsREsS 25 stations via
respective power distribution connections, the power distribution

connectloq§p@ghnmrakﬁa@g@mmto define a power distribution ring.
a) if a received configuration message includes the respective identifier, the controller
determines the network configuration; and,
10 b) if a received configuration message does not includes the respective identifier of the
communicating station, the controller:
i) adds the identifier of the communicating station to the configuration message;
and,

ii) transfers the configuration message to adjacent communicating stations.

15  Typically each controller: -
a) periodically generates test messages; and,

b) detects a network fault using the test messages.

Typically each controller:
a) receives a test message from an other communicating station;
20 b) generates a response message; and,
c) transfers the response message to the other communicating station, each controller
determining a network fault if a response from a communicating station is not

received.

Typically each communicating station is further connected to two adjacent communicating
25  stations via respective power distribution connections, the power distribution connections

being arranged to define a power distribution r1ng

Typically each communicating' station includes a controller for controlling operation of the

communicating station.



- 4 - Typically each conmunicating station includes at |east one switch
coupled to the ring connections. Typically each conmunicating station

i ncl udes:wexos/dobre8t switch coupled to first ring conneetireeao11aneb4s 5b) a
second switch coupled to second ring connections wherein the controller
controls operation of the first and second switches. Typically the first
and second switches are sel ectively connectable. Typically each

comuni cating station includes at |east two ring ports, each ring port
provi ding connectivity for a respectiwd-pair of first and second ring
connections. 10 Typically each ring port provides connectivity between the
first and second ring connections and first and second sw tches

r espect i vdlypicallyy pdchaddmm@icaking Gtauh iifckides Git Séa3t ond) sivite wolgedaton thigbeiig of
device ports for allow ng comruni cati ons devices to be coupled to the
conmuni cafPH§UPst i on, the device ports providing connectivity to at |east
one switch. 15 Typically the communi cati ons devices include at |east one

of: a) a q@piputy&ractsgtﬁﬁxﬁmlcdmhgataﬁ(ﬁﬂ iRclpbsne; and, c) a headset. Typically
each control | is ca ransformn data packets for transm ssion in
20 accor dand® ﬁﬁﬁﬁ“ﬁﬁﬁﬁﬁwgﬁfm Hﬁﬁﬁﬁf@ﬁlpﬁﬁ§ otocols. Typically the

protocgl s i ngl al@&ond switch couled ktb REJAE rinPlcOrirREns wherein the controller controls

operation of the first and second switches.
Typically the first and second switches are selectively connectable.

Typically each communicating station includes at least two ring ports, each ring port

providing connectivity for a respective pair of first and second ring connections.

10  Typically each ring port provides connectivity between the first and second ring connections

and first and second switches respectively.

Typically each communicating station includes a number of device ports for allowing
communications devices to be coupled to the communicating station, the device ports

providing connectivity to at least one switch.

15  Typically the communications devices include at least one of:
a) acomputer system; '
b) a VoIP phone; and,

~¢) aheadset.

Typically each controller is capable of transforming data packets for transmission in

20  accordance with different communications protocols.

Typically the protocols include:
a) Ethernet protocol;
b) awireless transmission protocol; and,
¢) a serial transmission protocol; and,

25 d) an analog signal for audio playback.

Typically the controller includes an electronic processing device.



b) a wireless transm ssion protocol; and, c) a serial transm ssion
protocol ; and, 25d) an anal og signal for audio playback. Typically the
control | ewoizo/oweie an el ectroni ¢ processi ng device. 5PTYsiGealilopozsse
network includes first and second comuni cations rings configured to
operate at | east one of: a) separately; b) independently; and, 5c) as at

| east one back-up communi cations ring. Typically the network includes first
and second comuni cations rings capable of independently transporting voice
traffic and data traffic. Typi cal | y-the network includes first and second
comuni cations rings configured to operate as overl appi ng conmuni cati ons
rings and provide transport nedia redundancy with one 10 communi cati ons

ri ng act i Tgpivallyahknetpoikhieclodds dirst aadrsacnnd edmmusicationgringsygohfiguredytot dperareet wor k
i ncludes firs aqg second comuni cations rings and wherein data traffic
transpor t 8d°BEPELL one communi cations ring is capabl e of being transported
across the ayhgpargeirruni cations ring when configured to operate as
over | appi ng .co ni cationg rings. Typically the network configures so
that a faul ty © ﬁWﬁ%WH&ﬁWﬁg station breaking the 15 conmunication |ink does

not affect Qb@mg@mmu@hgakkg@cgﬁ@mﬁﬁmmﬁkw@gn two or nore other connected
comuni cating stations. Typically the network configures as nmultiple

i sol at ed’ pet, ks, when two, ar nor.e comruni cating stations.are faylt

Typi cal | y LYHEAe tio MRt oA RARST G5t 6 SSFoB AT RLARE <18t SWabie 8l er i ng
from a f audependéhtiltiahsatting voiee raffican€ amnaafficons are Ethernet connections.
In a second %road formthe present invention seeks to provide a

. . Cati ¢ . icati " i di
ol ur al 1 ¢y TSRO HE AR GO0 S aRd PR PRruuniFelin; Tingy Cop BRI PR o
conmuni cabd BgerBippihg @ombminfeatice| ik i ane | provide frasspaR| iedid rédandandy adthnbne

communi cating stations via r%%ﬁ9Ct ve ring connections, the ring
connedfi Oﬁ%mlgg,qnﬁaéloa§ F%ﬁé‘ ely back up the other communications ring.
Typically the network includes first and second communications rings and wherein data
- traffic transported across one communications ring is capable of being transported across the

other communications ring when configured to operate as overlapping communications rings.

Typically the network configures so that a faulty communicating station breaking the
15 communication link does not affect the communication status between two or more other

connected communicating stations.

Typically the network configures as multiple isolated networks when two or more

communicating stations are faulty.
Typically the network reconfigures upon a communicating station recovering from a fault.
20  Typically the ring connections are Ethernet connections.

" In a second broad form the present invention seeks to provide a communicating station for

use in a communications network including a plurality of communicating stations provided in

a ring architecture, the communicating station being selectively connectable to two adjacent
communicating stations via respective ring connections, the ring connections being arranged

25  to define at least one communications ring interconnecting the plurality of communicating
stations, the communication station including: ‘ '

a) a switch coupled to the ring connections; and,



25 to define at | east one comunications ring interconnecting the plurality
of communi cating stations, the comrunication station including: a) a switch
coupl ed twotzhs/a0p28g connections; and, - 6 - b) a contr @Cr&G2010/00@1$ r ol
operation of the switch to thereby at |east partially configure the ring
connections in response to at | east one network fault. Typically the
comuni cation station is selectively connectable to tw adj acent

conmuni cating stations via respective pairs of first and second ring
connections, the first and second ringéconnections being arranged to define
first and second conmunications rings interconnecting the plurality of
communi cating stations, the comrunication station including: a) a first
swi t ch couplgda téntioller foi dofitrolr dpagatiow B the tsiwitdis to thertby at lehst partialty oofigavd t ch
coupled to the ,second ring connections, wherein E?e controller 10controls
operation of tWETNEFAmectiols ITEPORSCIRAL IEFsEane 5Ty 4Y at least partially
configure the first and second ring connections. Typically each v

communi caiypigalBt ahé otommonicuties afatibreaist stlestivelyngomactable eaciws i adjaqeot t

provi ding connectjvity for. a respectiv ir.of first and.second rin

connect i oﬁ%’?‘mumcat”f’ﬁﬁfa a9 Y2 ESRRUYS RRYS Bgﬁfs?ﬁ}d&?f%gé'm&fﬂ%ﬁ?% tﬁ?/ lfjséﬂﬁgen t he
first ands&epdmidg lonecti®iRRids anmgdd andefineefiki fml seatull saniticAions eihgs
respectively. Tx?ically hge_firft and second switches are selectivehy
connect ablerconpEtng| " piuality net sPmEnEaHge SRS, \WhE b QUBMPHERNOR SRR ¢ he
plural ity jRfudiRrmuni cating stations to selectively configure the network.
Typically the controller at |east one of: 20a) selects a conmmunicating
station as & nafitstswitchgpurled todheffirstyyngcoppsctionszands r ect i on of data transfer

around at | egsf sakgd Wwilch&olplbdtio I s&BRA Mg COMARIALAR IR thd@8ntroller
Typically if selected as a naster controller of a master station, the

contrdPler sel exntrpolsepnerationcafi thatfirst and pesand switehes | tathessbin 8t deash parialbher eby
configure the QEHAOE nARsEHd sohd ngSonElARY K-

Typically each communicating station includes at least two ring ports, each ring port

| providing connectivity for a respective pair of first and second ring connections.

Typically each ring port provides connectivity between the first and second ring connections

15  and the first and second switches respectively.
Typically the first and second switches are selectively connectable.

Typically the controller cooperates with controllers of the plurality of communicating

stations to selectively configure the network.

Typically the controller at least one of:
20 a) selects a communicating station as a master station; and,
b) selects a direction of data transfer around at least one of the first and second

communications rings.

Typically if selected as a master controller of a master station, the controller selectively .
deactivates at least one ring connection to thereby configure the network as an inline

25  network.



- 7 - Typically if selected as a nmaster controller of a master station, the
controller selectively deactivates a pair of first and second ring
connect i one 2 o/dobwneby configure the network as an inli reTsetvrko24s
Typically the master controller selectively deactivates at | east one ring
connection by at |east 5one of: a) disabling a ring port; and, b)

sel ectively controlling at |east one switch. Typically the controller
selects a naster controller by: a) having the controller acquire
identifiers of each other .communicating-station; 10b) having the controller
self elect as a master controller using the identifiers; and, c) having the
master controller comunicate with controllers of each other communicating
station t Qypidsiht iff sglettoe aﬁ&smestercmtrbldﬂrlara mastgi satidny tHeheonarohdrrselettively

a) generates .a confi tion nes e the configuration nmessage including an
"l cat | ofSHELEHSLA PAIRQI s A0e STogRf i Faspections to tHereky coniyre fhe Tetyoras am -

conflguramumanan@gage to each adj acent communi cating station; c)
recei ves conflguratlon nmessages from adjacent communi cating stations; and,
d) deter etwork co ration, u e configurati S .

Tt car |y TBse B miStcentolss Seii e s A et it FERTS8RCL i ve
i denti fsi elone e control |l er determ nes the network configuration; and, b) if
a received confj ratlon nessage does not includes the respective-
identifier o9 fi 6ﬁﬁﬂﬁ?@&@?&g station, the controller: i) adds

the identifigrseMctiVdlp caoMARiaCRhdt B8 S¥igthi on to the configuration nessage;
25and,

Typically the controller selects a master controller by:
a) having the controller acquire identifiers of each other communicating station;
10 b) having the controller self elect as a master controller using the identifiers; and,
¢) having the master controller communicate with controllers of eéch other

communicating statien to identify the master controller.

Typically the controller:
a) generates a configuration message the configuration message including an indication
15 of a respective identifier;
b) transfers the configuration message to each adjacent communicating station;
¢) receives configuration messages from adjacent communicating stations; and,

d) determines a network configuration using the configuration messages.

Typically:
20 a) if a received configuration message includes the respective identifier, the controller
determines the network configuration; and,
b) if a received configuration message does not includes the respective identifier of the
communicating station, the controller:
i) adds the identifier of the communicating station to the configuration message;
25 and,

i) transfers the configuration message to adjacent communicating stations..

Typically the controller:
a) periodically generates test messages; and,

b) detects a network fault using the test messages.



ii) transfers the configuration message to adjacent communicating stations.
Typically the controller: a) periodically generates test nessages; and, b)

det ect s avoevwmmbeshaul t using the test nessages. - 8 - pCypiceadilogouhe
controller: a) receives a test nessage from another communi cating
station; and b) generates a response nessage; and, c) transfers the

response nessage to the other communi cating station, each controller
5determining a network fault if a response froma comrunicating station is
not received. Typically the controller8reconfigures the network in response
to detection of a network fault. Typically the controller reconfigures the
network by at | east one of: a) selecting a new nmaster station; and, 10b)
rever si ngTgpicdillyahd ¢ontrolér: data traffic flow Typically the comunicating
station includes .a nunber of 1céiew ce orts for allbag fﬁ conmuni cat i ons

station; 8

devices to Eedprsadey gesies Tonaneih éf"inﬁ’d;‘“"ff‘na‘{gl devi ce ports
provi di ng cq;yn@ﬁgﬂateghyesb&sainegﬁg@tan@ne svm tch Typically the
comuni cati on device_includes a controll apabl.e of transformn dat a 15

packets for & r BHSHrSYE SRPPRSCIRESSITIA LRe Rem commiraie SR P S0
protocels. Typi&élining RenddwerkOfall Sf ianfekpbae from a comnahldét:ﬁgarsﬁabn R$ prcol

received.
Typically the controller reconfigures the network in response to detection of a network fault.

Typically the controller reconfigures the network by at least one of:
a) selecting a new master station; and, '

10 b) reversing a direction of data traffic flow.

Typically the communicating station includes a number of device ports for allowing
communications devices to be coupled to the communicating station, the device ports

providing connectivity to at least one switch.

Typically the communication device includes a controller capable of transforming data

15 packets for transmission in accordance with different communications protocols.

Typically the protocols include:
a) Ethernet protocol;
b) a wireless transmission protocol; and,
¢) a serial transmission pfotocol; and,

20 d) an analog signal for audio playback.
Typically the controller includes an electronic processing device.

Typically the communicating station connects to a power distribution ring to thereby power

the communicating station.

Typically the communicating station includes a fuse for connecting electronic circuits to the

25  power distribution ring.



b) a wireless transm ssion protocol; and, c) a serial transm ssion
protocol ; and, 20d) an anal og signal for audio playback. Typically the
control | ewoi2ocdoeetss an el ectroni c processi ng device. TypiceaiGhy1lone4s

comuni cating station connects to a power distribution ring to thereby
power the comrunicating station. - 9 - Typically the comrunications rings
are Ethernet rings and the first and second switches are Ethernet sw tches.
Brief Description of the Draw ngs An exanpl e of the present invention
wi Il now be described with reference t-®@-the 5 acconpanyi ng draw ngs, in
which: - Figure 1 is a schematic diagram of an exanple of a conventi onal
communi cations network topology; Figure 2 is a schematic diagram of an
exanpl e ofygpicatiyLthe cahmaiisations vingskare Btherdt riggseand ulsd finsi gl seagnd|soddtyhes bee Fi gur e
3is a_scgﬁﬁrrati Cvgfofh%sﬁr am of an exanpl e of power distribution anong the
conmmuni catfigess hs of the communications network of Figure 2; Figure 4
is a schematic diagram of an exanple of Ethernet switches and dual rings of
t he comm%ﬁgb&ﬁgp@tigg%mglqrg%f gure 2; Figure 5 is a schematic diagram

of an exa onmruni cati on bet ween the 15 comruni cating stations of

Figure 2 dyr| 38! tic ALY GhoknBASAL FOPUE dbschiBech I REFBERS, ) 26 am of
an exanpl e of the comrmunications network o Igure 2 configured to provide
an i nl bneaerompamfingsdravipguiewhichgure 7 is a schematic di agram of an exanpl e
of the co i cat ] { 0 (o] [ i i on;
20 i gur ot BitE & 4 AR Rk e b lhfie Sr ybofyhibis RARREECARR: WANGRL

net wor k otopblogure 2 with a faulty master comrunicating station; Figure 9 is

2 e Sl 2R R R TR! b Mn b SRl a Y AR Rl Y ] U e 2

confi gur ed'#E a servrces,
ring topology; '

10 Figure 3 is a schematic diagram of an example of power distribution among the
communicating stations of the communications network of Figure 2;
Figure 4 is a schematic diagram of an example of Ethernet switches and dual rings of the
' communications network of ‘Figure 2;
Figure 5 is a schematic diagram' of an example of communication between the
15 communicating stations of Figure 2 during a self-discovery phase; | .
Figure 6 is a schematic diagram of an example of the communications network of Figure 2
configured to provide an inline network structure;
Figure 7 is a schematic diagram of an example of the communications network of Figure 2 in
a self-healed configuration; |
20  Figure 8 is a schematic diagram of an example of the communications network of Figure 2
with a faulty master communicating station;
Figure 9 is a schematic diagram of an example of the communications network of Figure 2
configured to support separated voice and data services;
Figure 10 is a schematic diagfam of an example of the communications network of Figure 2
- 25  configured to support integrated voice and data services; and,
Figure 11 is a schematic diagram of an example of the communications network of Figure 2

with multiple faulty communicating stations.



Figure 10 is a schematic diagram of an exanple of the comunications
network of Figure 2 25 configured to support integrated voice and data
servi ces;wendi3/debmure 11 is a schematic di agram of an eranmplceonfioiie
conmuni cations network of Figure 2 with nmultiple faulty conmunicating
stations. - 10 - Detailed Description of the Preferred Enbodi nents An
exanpl e of a conventional Ethernet communicati ons network topology wll now
be described with reference to Figure 1. In this exanple, the network

i ncludes a network Ethernet switch/routeer 100, | P gateway 101, 5 data
termnal 102 and I P phone 103 connected in a typical tree topology. The
tree topol ogy can be extended using nultiple Ethernet switches/routers 100,
104, 105 peniled Destriptign ohfhe Preferied Enitkdimentbl es 106, 107, allow ng further
data termnals 108 and/or |IP phones 109 to be connected to the

swi t ches/ Aaudxamplel6fla chdentiaml Hilerwet cbmmuhicstions stetwark, tophdégy wél mowabhes 102,
108 can e ,chalge e 9’2‘;? Vi a El_he ?If‘tghernet sw tches/routers 100, 104, 105, wth
voi ce excHERYEC FIIEIHECHE #8FFed utilizi ng Voi ce- Over - | nt er net - Pr ot ocol
(Vol P) techni que begins between | P phones 103, 109. Any other communication
pl at f or nsIn thisclRarapleythe eétwerk includess nktwlork Eft@rnetswitcbhaouterck00 B gatewaydOhor k vi a

ekt 2 eI PR R oA RGOy i OB o IR ART oo,
gt erryi g iy meer sk

i ncr easi n?j{a%ﬁléer?ﬁﬁ ﬁ‘l‘}’é%al&?y@s hé?%’t’g i rc‘i?gtf?%iﬂ?léﬁgga%équlpﬁé)wgg?jgowel P
Egﬁggi L Lﬁox??%aii/\?y%e swiddhe§Edudls 104, 1DE dsrskéwi.opoihxiyistarics, ddietetnidals 10Dat a

royi ded be en the, Ethern swi.tches/routers 100, 105,
S oG P BES G PG S eaesisobm P s [l Wb APl R aer ol | y
undesiip abban% B&dred MiliAifpUV Gite-Ov b BtehRaPfotddd]l PAsTRPleshnique Yegifls Betwaeh IPhe

Et hernet switches/routers 100, 104, 105, which can in turn adversely affect
net wor k pBRIEY H¥né®- To address this, standard protocols such as
spanni ng-tree-protocol and rapi d-spanni ng-tree-protocol deployed in nost

;:ﬁmrgr ci alanfrlobRF Berhmaication/ ﬂlﬂﬂirﬁﬁ,ssu?lehﬁﬁﬁre&iﬂjrabi’ogdk %,suqh cdrpamg(e)ct trl@mvgr :
e detection tine to convergence of net range 1rrom to SeEconds
dependi ngneotkea diedPeaisray {BL. (4 epniigls J0glfs re abic to cxchange data packets

with the wireless radios 111, 112 via the IP gateway 101. Likewise, IP phones 103, 109 may

15 exchange voice packets with the wireless radios 111, 112 via the IP gateway 101.

The network size can be expanded by increasing the number of Ethernet switches/routers,

data terminals, IP phones, IP gateways, connected in the tree topology.

In the event that a connection 110 is provided between the Ethernet switches/routers 100,

105, this results in the network having a loop configuration, which is generally undesirable.

20 In particular, this leads to packets looping among the Ethernet switches/routers 100, 104,
105, which can in turn adversely affect network performance. To address this, standard
protocols such as spanning-tree-protocol and rapid-spanning-tree-protocol deployed in most

' commercial Ethernet switch/routers detect and break such loops. However, the detection time

to convergence of network range from 6 to 30 seconds depending on the scale of the tree

25  topology.

An example of a communications network using a dual ring topblogy will now be described

- with reference to Figure 2.



In this exanple, the comunications network includes a nunber of

communi cating stations 200.1, 200.2, 200.3... 200.N, with each

communi cavongizaedsoon 200. 1, 200.2, 200.3... 200.N bei ngcrsoneqloeesg o t wo
adj acent communi cating stations 200.1, 200.2, ,200.3... 200.N via
respective pairs of first and second ring connections. Although four
comuni cating stations 5 200.1, 200.2, 200.3... 200.N are shown, this is
for the purpose of illustration only and in practice any nunber of

comuni cating stations can be used. Inlbhny event, the first and second ring
connections are arranged to defme first and second Ethernet conmuni cation
rings 201, 202, thereby interconnecting the plurality of comunicating
stati ons. Inlfhisl@mpis thefcominfudicatichd nsaok thetudesral RurdBdr iof Bommnnisatigl saationd he

network t fLoure the co ni cating stat] operate j.n. a
variety o 0&2@83%&) xgzr‘?’gh,W‘?‘h%acg]lgg?f“u%‘ﬁﬁmgé%ﬂﬁ5@@%&#02@'@h?°b&gs can
be oper at geing @Bicateety twé Bdigqandanihlnyicatig staiof 200. €082, LEESL. POVN hack- up
comuni cation ring. first and second, co%(g:ﬁti ons rings.can be used

The
for i ndep&sBRtive WWSrOétﬁLgﬁaP‘i S5 BRE EPDPFSHIORS. A £Quz commpRICLing, Statigns e

confi gyr edog. 9, SRS, 2b6.3 aS 20BN YE RN tHIE i CRAMENbERIsE ORSIIUsiratih Il aid avi de
transport nedia redundancy w th one communications ring actively back up

t he ot her PrashseARY Bumbes o commynicating statipngrorn e Bsednsport ed across one
comuni cations ring is also capabl e of being transported across the other

communi caty axseveht) theMi@NafORtoUigcdnfe®idRs adeQurRfigedsdeBiPfiRPand second
communi cations rings. Additionally, the network can be dynam cal |

.Aa . Ly
reconf i guEdS™ISh ¢qRERUNicaign| fipesc mRat thergby ointerconnestng  thsk ipHgalith e of
communi cat;j,rgﬂu}liw}ﬁgqt:&g&snot affect the comunication status between two or
nmore ot her connected communi cating stations. In one exanple, this can

i ncl ude having the network_ reconfigure as l'tjple isolated networks when
two orl%mor8e usrrhiistaad ngn%e%{lemwga%ap élns%ﬂ[%.tﬁ%fév_vﬂ@ttag? RO igHred %% dhshe
adapt ed 't Qoxﬁhlhﬁ‘i@ﬁﬁxﬁ?s@tibﬂs foesiRibtd B ParltRes WaysO b Bkandilé, e HEsBhAd echREOVEr S
froma fault. 25 This allows the comrunications rings to be used to provide

r edundanc yorBmRgnisationsrEngycandier onststadesspargply; Mdensadenilxngr 9proyidesst lpast gae we| |
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of this wll described 1 h nore detai elow - 12

independently transporting voice traffic and data traffic or can be configured to operate as
15 overlapping communications rings and provide transport media redundancy with one
communications ring actively back up the other communications ring. Data traffic
transported across one communications ring is also capable of being transported across the

other communications ring when configured to operate as overlapping communications rings.

Additionally, the network can be dynamically reconfigured so that a faulty communicating
20  station breaking the communication link does not affect the communication status between
two or more other connected communicating stations. In one example, this can' include
having the network reconfigure as multiple isolated networks when two or more
communicating stations are faulty. The network can also be adapted to automatically

reconfigure when a communicating station recovers from a fault.

25  This allows the communications rings to be used to provide redundancy and automated self
correction in the event of a fault, as well as allowing for separation of different types of data

if required. Examples of this will be described in more detail below.



In addition to the ring connections, each comuni cating station 200. 1,
200. 2, 200.3... 200.N can be connected to two adjacent communi cating
stati ons WOQoMB/002350. 2, 200.3... 200.N via an optional peaESGAILEN2BSIti on
connection to thereby defne a power distribution ring. This allows the
conmmuni cation stations 200.1, 200.2, 200.3... 200.N to be powered via the 5
networ k, as opposed to requiring separate power sources. An exanple of a
power distribution ring within the network will now be described with
reference to Figure 3. In this exanple]2a single external power source
connects to a power distribution ring 203 via a T-joint term nal 213.
Grcuits 211.1, 211.2, 211.3 and 211.N in the respective 10 comuni cating
st ati ons AD&ddition26 heZing2Bfnedtiansfleath GohimanieatingGtation 200. Wi200.2y 260H CtA00N

built-in fuse 212.1, 212.2,  212.3 and 212. N. be [ po fromthe
power di ¢ BB G0 fsersormAraciings LGRS BB HO MR | ve
curr enéI C@ﬁtidbdhi ,poxbé}aiiitﬂmioﬁlo%nﬁd&doﬂ S@Hﬁt@yidelﬁﬂé gqiowef eistrrbruﬂ?lc $ingr Olgiist heh _
power distribution ring. Thus, po i s . suppli.e I nUous to .the other
heal t hy cém%ﬂ\’fa?qnﬁgmg‘ia&?‘i‘ St St%@{]]t’_%r%a?sr Jﬁgg{)ﬁ’ ‘Fri’_ol’”%@_‘ie‘(}%ﬁ}t‘e that a
15 segrenhetwdriO RESppetddas tdgbiing REPARIte pbivedr kdudeds! on can be mai ntai ned fl ow ng
in the reverse direction, as shown by the arrows 214. This ensures that
power distribution is maintaiped in a variety of failure situatiqns., A
Porber Cof AMSEHER YiuaPorEdar PO e RSB Peserk BULROY IR A i
station 2@dfereddeit6 Bigude 3.ncl udes first and second sw tches coupled to the 20
first and second ring connections respectively, as well as a controller for

controlli t he swjtches and configuring the network, .as.will .be described
o hore QUL SoBPlu Sele SHEMBLANST SourrrhRErlD gL SRR AR o
sel ecti Veh}’TCjGiﬂﬂﬁtsxﬁtﬁﬁdl_?_ﬁl3a| t@Wi@glzﬂm,azn n2,bei1t.s gﬁlﬁif Qll[.glli ibeigl%%pd‘c?ﬁé _
communi cations ripngs. .-The controllers \ 0 be capabl.e of fransform ng
RN AYE FYRRY '

data pAc ké?‘ngﬁlFat:ﬂﬁéF?élﬁ?%%qoolnEP% 200G rofgctedyitihtesReg I i ons

25pr ot ocolfgse 2321¢122, 242 F4nASN DA bebore tpafd| powdr Bbh BePowet disiddilichSARN
protocol, a serial transm ssion protocol and an anal og signal for audio

pl ayback.

: Faﬁltylgon;municating stations drawing excessive current can trip the fuse 212 and isolate
internal electronics from the power distribution ring. Thus, power is supplied continuously to
the other healthy communicating station without power disruption. In the event that a

15 segment is open-circuited, power distribution can be maintained flowing in the reverse

direction, as shown by the arrows 214. This ensures that power distribution is maintained in a

variety of failure situations.
A numbser of further features will now be described.

Each communicating station 200 typically includes first and second switches coupled to the
20 first and second ring connections respectively, as well as a controller for controlling the
switches and configuring the network, as will be described in more detail below. In one
example, the first and second switches are selectively connectable, allowing data to be
.transferred between the communications rings. The controllers may also be capable of
transfonﬁing data packets for transmission in accordance with different communications
25 protocols, such as an Ethernet protocol, a wireless transmission protocol, a serial

transmission protocol and an analog signal for audio playback.

Typically each communicating station includes at least two ring ports, which are typically

Ethernet ports, for providing connectivity for a respective pair of first and second ring

.



connections, and optionally the power ring. It will be appreciated that in
one exanple, the first and second connections, and the power distribution
connect i omoars/deepr ovi ded in a single cable, thereby nmekirsg26aibeng up of
t he network straightforward. Each conmmuni cating station also typically

i ncl udes a nunber of device ports for allow ng 5 conmunications devices,
such as a conputer system Vol P (Voice Over | P) phone, or the Iike to be
coupl ed to the comruni cating station, and hence to the network. An exanple
of the internal structure of the commuh3eating stations will now be
described in nore detail with reference to Figure 4. As shown, each
comuni cating station 200.1, 200.2, 200.3... 200.N includes dual Ethernet
10 swi t chesnnédbnd, and ptidnall AHe power 2img?2 It WRUbSappLatiatédl that i Dde bkand1&.the

Et her net zmjtches 2%4.1, 224. 2, §F4.3...224.N formthe first Ethernet ring
221, whi | st enthareond conertignes ashie povish disibutians connection ey, b Y {ieshcond
Et her net’ kingk cae, thextByanakieg deffingap loethe nkwvobestiaigherspaird.ed wi t hi n each ring.
The Ethernet switches are typically coupled to respective controllers

226.1, 226.2, 226.3... 15 .226N, which. i nclude a.processor. executing
Chot ruct 1 gt cRBRuSAg SEPh Ak SRS DS Aurie: o6 PREE RS (AR hes ¢ o
be contsr okbmunititiehs devieesC Qithradlal @bfpuide Systei] VSIPi(Vpice et &) phohe) orahy
suitably ? nfigureq(flectronic, rocessin evi ce such as a m croprocessor,
ni crochip 18? dE<gpRled fo;the gommuni lp%ﬁéq‘qnyg’éﬂ?ﬁ?ﬁ QRS IR: i npl ementing | ogi ¢
such as an FPGA (Field Programmabl e Gate Array), or the like. 20 Wilst a
si ngl e cominrexhinple of shesiieital stfuctufcofthe vemmuEioguing statibnswillll nobebeadeseribed &t ed
that this may, al.ternativel €F igplenented as nultiple controllers, for
exanpl e b\}“olﬁ%ﬂlﬁtﬂ With 1, ?ﬁ@&?‘? EYEdntrol | er associated with each switch 224,
225. It will also be appreciated that the Ethernet sw tches 224, 225 and

t he cont r @lslsaswsn,23¢h canmmiiricating atatio200. 2002y 200.3.s. 200N imehidesoduatl Eddenxee. | n

cont i gir e Sohtres g Las il S et il 267 RS B o iR SERRS R
Cont T ol | Cra Be ae P aC ot o o ey el ot o wi i ¢ he
(r:rggt er st'&??gﬂl&%&ng’é}@l EtSF‘??anétg‘?q?eécfmgo%ofaﬁ%?‘gB@ rREkeIL o h‘? SARTPOREL i r st
and secongim@neasitigati ons rings. - 14 - The controllers select a naster

controller by determning identifiers of the plurality of conmunicating
a nmast.er. station usin

stations d selectin . the identifiers., | ne
oxanpl o, 1A EUegtes yehss arocyP R SGPIES o P Y e PorpIGACRS Lotin 2061 n

st ati q:al aQQ&IitI,Lﬁhi'bﬁi ! i ht1@des a Phoceeoh exdctitiy m@mir&ieﬁslcazsﬂ S@mpleaini e forenef of the
controllers en self elects as a master control |l er usi t

i dent i fi eP¥Vae a@&ﬂ%lé"' [FRUERFS of E%éoﬁ% ni E@’t‘?’n es"‘t"&frf’lgq%s ﬁggl g Phe

hi ghest i dapkinbhted - usitige affR SSuftiblF Obnfi@hre & elédi@hic C ProeiRing Ai@sceWsiidh fea
controll ers of each other comunicating station to identify the master

cont r ol | eMIiCIPPFOER$EOTs BHEPEHIR PEGCASHAT, eflmtV@r%@mwBytqqfog}atqdhéﬂtgdmpkam@% can

generate %g@@éﬁfzﬁ%‘iﬁﬁ@&%ﬂﬁé%xﬁ@dlé’éﬁt@% ), oPge@RE on of a correspondi ng
identifier,” wth the configuration nmessage then 10 being transferred to

each adjacent conmunicating statjon. The controllers recej vg configuration

messag@s Wil asingle sontralleninshevimin theyabovs exasmple, dnwill heeppiseiaigd that Bt By ne a

net wor k CQﬁérhﬁ%%t bOfnplthe& 44 MultPle cdntrofers efofieXarble B HadinEad telpecii®SSage
by a controller does not_ include the , .
controller associated with each switch 224, 225. It will also be appreciated that the Ethernet

switches 224, 225 and the controllers 226 can form part of the circuits 211 mentioned above.

In use, the controllers 226 of the communicating stations can cooperate to configure the

25 network. This may be performed in any suitable manner, however in one example, during an
| initial configuration phase, the controllers select a communicating station as a master station,
with the master station then selecting a direction of data transfer around the first and second

communications rings.



corresponding identifier, this means the configuration nmessage has not been
passed around 15 the entire ring, so the controller adds it's correspondi ng
i denti f i ewot01doe2éoonf i gurati on nessage and transfers tipreTsonbiigueasi on
nmessage to adj acent conmunicating stations. Qherw se, once the
configuration nessage has been passed around the entire ring, this allows
the controllers to determne the relative position of the comrunicating
stations on the rings and select a master station. 20 Following this, the
controllers periodically generate testléessages and detect a network fault
using the test nmessages, for exanple, if a response from anot her '
communi cation station is not received in response to a test nessage being
sent. Whemhe chbaudllers scletetaembset, cdnrellerebyvdetermiaingbidemifiersmaf theaplusality of
reconfigured, for, exart]BI e hy @Fel ecting a new naster. sgﬁti on and rever sing a
di r ect i on “PmyRFating stafipRs.andisglgeting-a paster.stafion pying e identipiers, i ongrexpingle,
control | eftfis IsaichieWdd uUlavirdgheconeroM&@rdf eddt ¢onitimidutingl eGtion frdire idemtifieds det ai |
with reference to Figures 5 tog 8 - 15 - Initiall t he.conmuni catin :
stations S%8 HefefYynupicating Sttior o\ 2ns, Ogmfs%m’FB l%fFI%’W éej% AIEEES s i MRSET ng
stati 0B t QorfioBeOYsg the fdehfifidtt, fbi &amPIIbdsed od théQoR@fiinich@iSstatfont Ha®ing the
comuni cating stations _on the Ethernet rings. Upon power-up, .intelligent

sof t war e Bighest identifiete Thimagiey equtrolig: them, gommunissiess With the, gentsellers pf spcts an

identity bLfhef QpnRdHiQER Etaﬁ&lmhﬁ?fttﬁé‘ﬁaﬁér%ﬁ)ﬁ@]ﬁr. so for exanple, the
communi cati ng station 200.2 transfers a configuration nessage i ncl uding

it's owmn identity ID-2 to th ,corgima‘gcat 'rpﬁ{% stations 200.{1, 200. 3. The

i dentity UhANeBEARSCABIPIR B achig¥nts fecoRtRiierssian Brresale a EonEsHam MEsPEhg
stations {RageUiH BuRhiYon e bdrtdspehdingliabntder, 3t ReadafigfsionMiéssatanass, or
the like, with the indication typically being in the formof a suitably
conf i glr ebeingt Ensfspaé ket cachhadiacspin FAmEnicatng siiPens The cemiPHes t ke ssage
t hen appegghihifkibn M¥Ssabéleidh bifjaddnf cohARRFtng sitibACarddis8 GRS 1o &kGRAR 4 NI
stations. Thi's process continues, so that as the nessages are passed round
t he ring, nefworksqonfigurptémt i fi ers representing the order of the communicating
stations around the ring is constructed within the nessage. This continues
until messagesicdiar, NAEreBaed PRTREMALS ImBQEPWY £abhtndlled ldatd ARSncRASItNE t he
identity of "all other communicating stations, allowi ng the controller 236
of each” cepmasnending Wentifientthis mepnnthe goriguestion Taestage ha neft hegr P eroBRE of
each cemyp 'Crﬂ%é Do S 8 Ihd Rordfoflehldyl fi's L3RedpbiBihd Slenfitifidto AR SHFEBRLEoPT the
above ‘descri bed seff-di scoveryréphase I's shown ih Figure 5. Follow ng the
sel f - di scoessage pind steansfetse they serdigation rmessagef toe pdiaeenh gophwBisating getiensni ne a
20 naster [ [ ' [ ' [

oper at s RN, Stk (08 oSithidin riifusdip Heaf pARMIERR) B ShEL o, 00

det er mi ne aBow the coritmiiersfio detervaite the relative poptarkefithe eommunitating statiensfanrtbe and
second Ethernet, rinas.. ln one particular exanple, the identifier includes a
nuneri cal ngﬁsaaélfl S\e/\}le‘?%“?#éﬂ(s:tgﬁrﬁhni cating station having a highest identity
nunber being elected as the naster. However, it will be appreciated that
any suit aBbkowig this thendontrolivay pasiodigaldstigeneratet thst mepssagesnandeigtentod eetworkefault

. . ) 0 > ¢ ) ) '

control | o sig uE et bfladihor plabfe, B3 -EboR3 P ol Blrm IHERCA BB fe olZ, |

to the comeveived at resppnsd tatai tesh m28@gdbeifgsent x Winph e fiwt isldetedséd, tig retworkichrer net

: Ieggl ,P f)r : Il'?g §1§P%'18tr1%g§ rre?:?%%éﬁ?%d? gor} %)_(éjr%%g P;' lse%gtiplg a'ngw%llagfélr( Waebsh aglld rre?s%%ix?é]a As a
direction of data traffic flow.

25  Examples of the operation of the controllers to configure the network will now be described

in more detail with reference to Figures 5 to 8.



transforned into two inline networks automatically. This all ows data packet
transm ssion over an inline network, in accordance with suitable protocols,
as will bsoapmrmeeicat ed by persons skilled in the art. Decisg2oaioosuk
operation, the controller of each conmunicating station 200 will generate 5
and send test nmessages through the inline network to detect for any change
in network structure. This will typically be perfornmed on a periodic basis,
for exanple in accordance with instructions in the operating instructions.
In one exanpl e, optional. responses arel$ent by ot her communicating
stations, to confirmthe test nessage has been received. In the event that
a communi cating station is faulty, or another break in the inline Ethernet
ri ng exi stmitialfyhthe 1ébn@hikricating detions 200 duéerg® af iftdiscevérp phaset ac hilovy ehtte

faulty station 200. An exanpl e of network response.to a_fault L
Cammini s ePRgEEa e AP Cben e RERTES sd FIOF Read Bt R Foinfpgicaring
comuni Cakfafighsohdlid Bherdélings.i s faulty, whjch is identified by the
controllers of the conmunicating station 200.1 (outgoing self-elected

master) and the comunicat] n%wst ti.lgn tgoo. hr OL{%B a Iosqs of. c{iopnecg vity
with the {267 PSVETR IGHIEsBLsOFWaregilyE s SopFPlc Y SHGRESIP AP MYBHPLRE  ve a
FeSpQ”&ﬁ-hﬁ) i&éﬁﬁt}l &S then®ijavan _esomrhllﬁﬂqfaﬁbg Stzdggmebiztggewg o é,fthla_e:ahtmg' icatigse. In
articular, .t munj cati ng. stations . 1, .20Q,, et er m ne_t hat

P onneot i veijon, 357 HEh St SAMIEED PrREepBrbLTBass pwis SRSy RS Boie | ost

In the cucéBminiestRQeBbas 20061, 260.5 ~Fleqadnti€) A Yehy EMTOMddiFibNEatSnaleOn
al ways stops traffic passing through the left ring port for_ 20 cgnfiguri ng

the ring FHEFOMAIFAIAETBIBE P I%Fs“qi‘ll‘%eb’s‘fi?‘éicﬁé@’ ﬁuﬂ’ 8 FulP ea_dér.essAé%(l:& HeBy, in
this exang} ghe HiRE vEANhE AhdiGkioR ftypibklly CRABURI B tforRD of b akitably Mtigdredasdes t he
master role fromthe comunicating Station 200.1. Data traffic direction is
mai nt dPne®2et h t he conmuni cating station 200.3 di sconnecting the Ethernet
ring into inline topology by disabling cormmunication via the left ring port

231.3. 25Tht cWiniunReridP BafsHsae@ivihg dhe isdafd ShefXaHPRAE the@26¥n Qéentifie and
comuni cating stations 200,1, 200.3 can_each determ ne the sanme outcone

based on f@nsEyt tofhe aacentngtghbaringFiationm M RIPFSHCQNHBIGS L0 i 8h theyprssagy

al | owi ng gjf ;;a@geﬁ%uﬁotﬁmr‘ﬁ%,c@ﬁétﬂﬂ' i@dnBtiLiQ PepréLntiRCAE biddk b L e NBmARIWafikg even
in the event that the faul't prevents the communicating stations from
comuni casfatiens aroundzthe ripg isappnsixeatqsl within thes messaged This cpRjipues wtil gnessages

sel f-el.ec R ks - a0 ; | Sminlls) , and
in a (rarlgn n%g&sﬁéﬁ)gﬁe{% t hat ‘ﬁgéea?g f%ltéﬂﬁe{%yg,ﬁh{ lﬂgﬂtf;%?f\./%lg?thg c(?:)om’ru}lcigca i ng
stations statigye pllewisg Itife- ¢nmtrbilerR30hefseach sempunieafingt station 208 dandgtermaing ithgy

station 2 L S.:eel . 3 ti f
communi catt SRR T FRE o B hisG Y R TR e PRREAEL B I eiagof
communi catherahowt desiribed st diseveryphaseheshoynrirFigdrisni strated into the network
wi t hout system reboot or operator intervention. Existing el ected nmaster
retains r d Ll CAAnE [\ 63 ¥ndinfaR! 5 dierdlindat 2
traffic i g%ﬁ%@hgﬁf;ﬁ[ E%lgglé&fd%)lg re- ggém¥ SFésﬁ% Egttéfsﬁgge a reué%\?er ecf coemm]rﬁécati ng
st ati 0. master communicating station., The master communicating station 200 operates to control

overall operation of the network, for example to determine a direction of travel for data
packets on each of the first and second Ethernet rings. In one particular example, the
identifier includes a numerical code, with the communicating station having a highest
identity number being elected as the master. However, it will be appreciated that any suitable

25  mechanism may be used.

In the current example, the communicating station 200.1 is elected as the master.
Accordingly, the controller of the communicating master 200.1 disables the ring connections
to the communicating station 200.N, for example by disabling the Ethernet ring port 235.1,

thereby forcing data flowing in clockwise direction. As a result, the Ethernet rings are



An exanpl e usage of the above described comuni cati ons network arrangenent
w Il now be 10 described with reference to Figure 9. In this exanple, the
comuni cawpans/aetenor kK i ncl udes a nunber of comuni cati RGTSGRI1ONER4200. 1
200. 2, 200,3... 200.N, each including respective Ethernet sw tches 241. 1,
242.1, 241.2, 242.2, 241.3, 242.3... 241.N, 242.N. The Ethernet sw tches
241, 242 are interconnected as described in the above exanples, to thereby
define first and second 15 Ethernet rings 243, 244. A power distribution
ring is not shown in this exanple, forl@tarity purposes only. In this
exanpl e, the Ethernet rings 243, 244 are used to host concurrent voice and
data services respectively, so that voice and data traffic is transferred

i ndependemthsforared tilte tweﬁmlh&t:&nﬁirheamahatrdahgs Thidsallaws elatal gacket otagemissiaf f i ¢ on
one Et hernet rlnﬂ does interfere. %ﬂéo traf i c_on,the othe t her net
T ar t hePisyan e AESREr e JFTOramar iy Brags ARty & B PRICEed Y dat o
transf er. pheanrskille@inthe &t.data termnal 247.1, coupled to the comunicating
station 200.1 via a respective device port, can exchange Ethernet packets

with a da ternln 247.2 cou to th nnunl atin 200.N. In
this oxa B perish % oufolch 3¢ baF, SRTDERRARL saforh bt WL ghdnd,

mast er sst aﬁd @dEh.d ﬁst lessages hiedugtb di¢einlind herGﬂcpbeﬂetédD féri gy ehafige dahetwpeicket s
fromthe data te 'na 247. 1 are ferre o,the_.data term nal .247.2 via
t he Et her ABYCYE Efg]ﬁe‘gl c%Elly ‘Mf’gﬁm 7w & Pe”ﬁ?t? Resish f‘FrFéa‘BBl&% ﬁ?“é’é‘{ai“ﬁeg
stations Z@.idstrud¥ds 7h thd Oferating. instRIGtidMs. In-ond 8xampiQ| Ioﬁ&orﬁﬁfe‘s’pdﬁ@& a@@ﬂ‘en

provi ded via any appropriate equi pnent, for exanpl usin ets 245.1,
245. 2 coupMECaRMITeAtiag Tiafinse i F9RGm™ e fegfaessiss. s %%ore%ﬂ\gﬁ HEELt ve

devi ce pOkfaBa coimbhMitating saAbh & fal§), 6Lareie bR@S inth irffike Eﬁi&ﬁﬁﬂnﬁ)@éme fhe
comuni cating stations.using . the Ethernet 'sw.tches 241.1, 241.2,

241. 3. 1024£aU|11|lsé%eqteécﬂw%@ﬂu@énW%t%@e&ﬁlﬂﬁfﬁﬁp%m%g station 5 200.1 being

configured as the master, comunication between the headsets 245.1, 245.2

is viat h%n%kﬁkﬁﬁl@@fn&%ﬂ&%ﬁns%‘i&a faulty 6dmrunidstih gfitaa&i isliBovin mSHigufré her net ring
243. I n anot her exanple an operator usi ng headset 245 1 can communi cat e

wth exte ation at.f or Vi

wirel ess i‘hg}iuf) e§%p t B i ﬁ'ﬁ% Z@ggl ﬁgfn@fya TtlpeRuBY gﬁ%at hs

bet ween t wontllerdUbft thel ConvhiiritAing dtzﬁiéh 0300214 Gouitgoing self-elected master) and the
communicating station 200.3 through a loss of connectivity with the faulty station 200.2, for

15 example through failure to receive a response to the test messages, thereby triggering a self-

healing phase.

In particular, the communicating stations 200.1, 200.3 determine that connectivity via the
right and left ring ports 232.1, 231.3 has been lost. In the current protocol, the self-elected
master communicating station always stops traffic passing through the left ring port for
20  configuring the ring into inline topology as illustrated in Figure 6. Accordingly, in this
example, the controller of the communicating station 200.3 assumes the master role from the
communicating station 200.1. Data traffic direction is maintained with the communicating
-station 200.3 disconnecting the Ethernet ring into inline topology by disabling

communication via the left ring port 231.3.

25 It will be appreciated that in this example, each of the communicating stations 200.1, 200.3
can each determine the same outcome based on rules, without requiring communication
therebetween, thereby allowing different communicating stations to reconfigure the network

even in the event that the fault prevents the communicating stations from communicating.



10 246.2 attached to the comruni cating stations 200.1, 200.2 can al so be
used to allow operators to comrunicate wrelessly, enabling two or nore
ext er nal wWoOpsr@dmoconuni cation platfornms to interoper @CE/SGRoN1406248 t her
exanple, a Vol P (Voice Over LP) phone 245.1, 245.2, coupled to the

comuni cating stations 200.1, 200.3 can be used to call and conmunicate
with any other 15 operator, other Vol ? phone and wireless radio attached to
any ot her conmunicating stations. Thus, voice comunicating devices such as
headsets, Von) phones and wirel ess radids can be attached to the

comuni cating stations 200, allow ng the conmunicating device to establish
connectivity with, and hence exchange voi ce nessages with the other

comuni Catd figexd@piedBestratéd & Figare8a keﬂflélét:tﬂ heted ebmphicativgStation tsrfanltyehpect ive
communi cati.ng 20statjon 200. 1, 200. %g%ﬁ‘g cﬁ&d 200. N. A second exa

usage of tHeISBRFe GRR thaét QXEriRe SHTYIXIRG SREAUD{EAYY now be
descri bed swléﬂa i@ £ BdChdalind bBrasE €A Q. re!sd]t, tthe Sorfasadipdtiag stdmen Qo0Nusireat i ons
networ k i ncl udes a nunber of conmuni Cf(;[% stati ons @o L, 00.2, 200, 3.

200. N, eaékctedas t&}ﬁﬁﬁ&%@%&?%@@ﬁ% opmyiRation oft. ' 95 251, 2.
252.2, 251.3, 252.3... 251.N, 252.N. The Ethernet svmtches 251, 252 are

inter cgnnﬁc&fb&ea&nmmmaﬁlfy ddﬂﬁm&ﬁ)@ﬁﬁg suitioTe @R erstand bélfy ebadntieiftrated fir st
and second Et hernet ri n s 253 54. A power distributjion.ri rlg ?ﬁs not shown
in this edeieenetygrk Wiyt system FE)‘%?QEQr 8H‘Fr9‘°f interyention, Fxisting, eléqted master

exanpl e, @etﬁmm siféd itPRARRLRLcliGitPhAVALded) BisdblRemdidat diffieist dsrbahes
251.1 and 252.1, 251.2 and 252.2, 251,3 and 252.3, ..251.N and 252.N in

each of tﬁéorbfsmwmm&greg?‘é?ﬁd&ﬁwaﬁng $#i92 200.3... 200.N. By
i nterconnecting the Ethernet switches, this allows the netvvork topol ogy to

t r ansf or mainfékempeRisape oF thappovedieEdribed bRhm{hitgdns BetWhk agtdadentchieilngiv b NgS
overlap and provide integrated voice and data services, wth network :

sur vi VAbi Pescyibsdayighyrefersnch i Fighednced by al | owing the Ethernet rings 253,
254 to act as nutual back ups to each other. As will be appreciated by

persons sl thisekamplel tR cdfmmunichgors aETwok GRtudena ﬂa'hlbbr l@ébmnmbzhﬁxglitdﬁeﬁsﬂ et
swi tches 251

C be sel ectively controll.ed the.res
control | eF0- ’niqo 2102%5@0“&"3-@?@% uding, fGSAstive Fé*?%’&‘ SYitghes p2éﬁ ;éﬁ%ét wor k
confi gur atzupﬁls 2up2beasi sphament edi NThp Nt heThae Ewerrét Gamclies S£1, €247 wed ¥
swi t ched from separate I ndependent_rings, to acke:f} or c%nnect ed ri gs, as
requi r ed. intercenaected: appsleserise i gjﬁq' @bays ex,amp@@,r tor therepy qebing, fstjand,secend, " ces

can bespr eyerflrings0I43e 241PA Gowdr MQHButRAGD 1286t HOWR it thid &ainpR, FPRIMEA} cat i ng
station 200.3 can conmuni cate 15 with a software inplenented Vol P phone

instal | edPhiposes@dlya terni nal 257, coupled to the conmunicating station
200.N. In this exanple, comruni cati on woul d be achi eved via Ethernet

swi tches Zphid exahiple, the Zferidt rings 243, 244 are used to host concurrent voice and data
services respectively, so that voice and data traffic is transferred independently on the
separate Ethernet rings. As a result, voice traffic on one Ethernet ring does not interfere data
20 traffic on the other Ethernet ring, thereby helping maintain quality of service for both voice
and data transfer. '

Accordingly, a data terminal 247.1, coupled to the communicating station 200.1 via a
| respective device port, can exchange Ethernet packets with a data terminal 247.2 coupled to
the communicating station 200.N. In this example, with the communicating station 200.1
25  configured as the master station, as described above with respect to Figure 6, data packets .
from the data terminal 247.1 are transferred to the data terminal 247.2 via the Ethernet
switches 242.1, 242.2, 242.3..242.N in the communicating stations 200.1, 200.2, 200,3...
200.N.



I n anot her exanple, the data termnal 257 can be used to conmunicate via a
wreless radio 258.1, coupled to the conmunicating station 200.2. In this
exanpl e, wetaizypmeiset s from data 20 term nal 257 transverse/schoawgie4s he

Et hernet switches 252. N, 252.1, 252.2 before reaching the Ethernet swtch
251.2. The controller (not shown) in the comunicating station 251.2 can

i nclude a processor for trans-coding the Ethernet packets into another
suitable formof serial comrunicating nedia, allowing this to be
transferred to the wireless radio 258-18-for overthe-air transm ssion. 25
In a further exanple, a software Vol P phone installed in the data term nal
257 can exchange voi ce nessages with wireless radio 258.2, coupled to the
conmmuni catvioivg ssitvitkes cdh BOftoilided/via ah appropristenajuipdnt, fhieaxaipl, Dsing béaddsts 251. 1.

Vol P pack f data termnal 257 are.tr f.o into anal.og voice by
Uhe. contr 1 b8 ol he iR muftinE bR ae Vb h Vet tie e Pork

Oxer -t he- a4 thié E}?@i&ﬁﬂé, S®idRsemiicds \atd Etchsifget detwe 28mmunicatingOstatiofd uexigrd € of
the network configuratjon t r__more cogmuni.caling stations are
i AT TR AT AR R Y M R R St
comuniscabpMy beialcbeibtredOQ. the maAREy, Lommtbicationdbvedn tHDRbabsets 24300 2Bk e

connected via respective first and_second Ethernet rings 261, 262. In this
exanpl e, ~ V2 the)Bthernetsikitohas 241 L i 1 At - Hesthe Giost Ethemsbring 283 faulty, this
results in two isolated inline networks, with the first network being
formed by Lt QABME edniph) &l dpérads uefl@. Headddtl 2480. tdn SstfimERiCAS dvitietex@msl bei ng
formed by communi cati n% stations 200.3 andé&roo. 4. Comruni cation i s

mai nt ai neQOBMBAGHORPIEORMY N ER1AIAGE ¥Pise PRI Shigpghiselptsgadip 249 @gached to

sub- net WogksimuNiifheatdibeno0l. tARId pathd Betw QRTRIDI o Hhilfidle WinlesOPRAids2a0N ET ed,
the two isolated networks are re-joined 10 to original comrunication status

wi t houf s749-2 rattaedhivd rtoctpe | comppunisping satonsn?Q0: L ei0i2o fian Alse dedrsegl ¥, alie above
descri bed ogéstmr Ko AIHARGRRERE! WHRRSsIFONnbBIA e tralmdrt NekBRhI ' difiifard O
i nterconnect communicating stations, thereby allow ng a range of ‘different
net wor k ceemmyuicationpiptfornas todntereperatdent ed. I n particul ar, the above
described arrangement uses a ring topology including a closed 15 network
path as opposedikP RafiPELat VA (VABAlOVeF 6P) (hBRY 0d¥.1, DAshuthiped enhrgnce the
network survivability, an_additional ring 1s added into the topology. Each
of the coreompeigatinggtasions Ukl 2084 e hequsrdreerlivandhcomnyyiqae yitpny other
connegg| V'oéé{'atoif, Ofhe Y BIBInEnd S Whretdd }aamﬁtg {130 Sy ol €6mmARRAHGRkiLANS
devi ces, assisting operators in voice and/or dat'a comunicati on. The
conmmruni cating stations can also functions as _a network access node to the
dual Et herThét Voige companiraimesyicerciugh es beadseshV olk phenss aad wireless 1adigs ek need
for addi t i,onghcHIG WO BRHURTRINg Stidhs2500S QRGN R SthEldRiMRlcatilY WENES tdHubs.
In a further exanple, a power distribution ring_is incorporated wth the
dual Et heestehlish pepnestiyify e tvithet apdeMengsj guehange ovpiRgnineasagey Witht thengther
Ext er nal r o Saur . oW o ' ' [ ring
a1 tho aroEiSalE R ITHE bbb haREhiplcEh flekige ! QmlfcaliRf 11O
20  station 200.1, 200.2, 200.3 and 200.N.

A second example usage of the above described communications network arrangement will

now be described with reference to Figure 10.

In this example, the communications network includes a number of communicating stations
200.1, 200.2, 200,3... 200.N, each including respective Ethernet switches 251.1, 252.1,
25 2512, 252.2, 2513, 2523... 251N, 252N. The Ethernet switches 251, 252 are
interconnected as described in the above examples, to thereby define first and second

Ethernet rings 253, 254. A power distribution ring is not shown in this example, for clarity

purposes only.



25 communi cating stations can be equipped with a built-in self-healing
fuse, such as a circuit breaker, allow ng the communicating station to
saf el y utwbi2es/meer fromthe power distribution ring. PoTiScoB0eNUst hat a
fault occurs with a comunicating station, the fuse is triggered its
internal fuse to isolate fromthe power distribution ring without affecting
other - 21 - communicating stations, thereby inproving the survivability
of the systemin .addition to the dual Ethernet rings infrastructure. Link
redundancy is achieved for both the Eth®fnet connectivity and power supply,
thereby allow ng the communi cating stations to be powered via the network
connections. 5 The communicating stations typically include controllers

i mpl emrent iHogvesaf invhiseximpleds ¢omshuniction path isprovided bettvben the Etheret sWi'tcrhgs

cont 1 gur edShb PALAedS Fiang L1 B e rRa b R ST Brect 3ot on
22 | ]Loiag E) n?itortﬂriug?lldamig Sthtivs rmto.1r izmgsz i200.3ast200N. UBE ﬁ@fcoﬁebﬁngimc&neﬂm

nd self-h i npr o t he converging tine.as
corpar ed. PUIGIsAAHOB BF SEE OB CHAREIOER P g AR GO emeCrines
i npl ement qHe hdl HitierRAER meﬂwa:ﬁqsrm& ﬁfe@iatddWmo@'ah@&étﬁlgeﬁlbés Woﬂatl ng
stations to performthe foll automatically upon powe

Sel f - di sc&WEMpbilfy hemg fyrthes renlaaa | dlopingghe EeinshiRgs a3, r?Sf* ﬁ%aca daMUfehg

i nfrastrughdks to each other. Self-electing a naster to "breaking" the ring
into inline topology for data 15transm ssion and prevent infinite | ooping

of packets; Sel f-nmonitori f the system/link s

Sel f - heal Atg¥rbe %P@ree@mﬁiuw EfafqnaﬁﬁuﬂFﬂ% et o q%wv%aﬂa%wﬁa%amn the,
optional  exfectichakitdRO2SE rlztsntcaﬂs tsaeatﬁalsv RhS 61 OBFHRI reip e WohtfolRAC thot
conmuni cat i ng stations SpECI I ng the static syst em confi ﬂ@l’ atl on upon

power Mp &P Potherehy |aH°‘W&Ea?giaﬁ§e phdiflsrentypetwerk Condighiations torre Emmlamsatedat i on

i nfrast rughid ehe nERork CAHBE Vefediiveldswitchéd RO sEpabatd hﬁﬁ@ﬁeh@éﬁt ﬂ§gsatorb°at:ws kr access
node to partlg’égate in the dual 'Ethernet rings, wth each communi cati ng

station alkeme @qgnwawx@dw th audi o connectivity, radio connectivity and
data term nal connectivity to support exchange of voice and/or data

nessages GoRyLEiaathid Bf Tigule PACHRlFatddl {dicd bME dath QRFALRS Gah Ibe ratiddd. OFor
attached to the 25Ethernet rings infrastructure. For exanple, an aqperator

can att acKxamRle ran¥eIPcRhonei A% T seupksd tadhs savemunicatag station Ss3 631 egnminicate
15 with a software implemented VoIP phone installed in a data terminal 257, coupled to the

communicating station 200.N. In this example, communication would be achieved via
Ethernet switches 251.3, 251.N, 252.N.

In another example, the data terminal 257 can be used to communicate via a wireless radio
258.1, coupled to the communicating station 200.2. In this example, data packets from data
20 terminal 257 transverse through the Ethernet switches 252.N, 252.1, 252.2 before reaching
the Ethernet switch 251.2. The controller (not shown) in the communicating station 251.2 can
include a processor for trans-coding the Ethernet packets into another suitable form of serial
communicating media, allowing this to be transferred to the wireless radio 258.1, for over-

the-air transmission.

25 In a further example, a software VoIP phone installed in the data terminal 257 can exchange
voice messages with wireless radio 258.2, coﬁpled to the communicating station 200.1, via
the Ethernet switches 252.N, 252.1, 251.1. VoIP packets from data terminal 257 are
transformed into analog voice by the controller (not shown) of communicating station 200.1

before over-the-air transmission via wireless radio 258.2.



t he conmuni cating station. The comuni cating station converts the data
and/ or voice nessages transmts by the operator into 1P packets to exchange
wi t h ot hewoiot3eed - 22 - communicating station via tirerBGhennes24si ng
infrastructure. The arrangenent can al so be used to support various forns
of comuni cation nodes for voice and data traffics, such as:

Poi nt -t o- poi nt communi cation; Point-to-nmultipoint comunication; 5
Broadcasting; Inter-Ethernet ring conmunication. As a result, the
comuni cating stations can offer a var2®iy of voice, data and contro
services, but not limted, to the following: Selective party for

poi nt-to-point voice call; 10 Conference voice call anpbng a group of

parti ci paAnngampRIBMthe attwoek Sérdigufation wWhah aWb 1vg nidre 2omAwihiosting dtdtions takee

conmmruni cating station to. syppert.interoperabjlity of different nmake and .
type of r&"&‘?tg&‘ﬁn% e issEbe f"ag”FQEﬁ“B%tog&% in 2 communi cating stations to
support interoperability of different nmake and type of radios; 15 Radio
conf er encimeisexdanapléli dohmiaidating lseatiasd200y 20012, 2601B,023004,t 200fed 200.N haee

{2 o par SEFERE eBThe RGBS . 26 208 R SEP Bt en 2 or
nore dat acéemihibaing statib@CIoec, 200.5 e falty, his raogtivodidlael Biliaé haworks, t he
Ethernet Qvlitﬂgtlhent?rtst\/\r?erwié(%rk being formed by communicating stations 200.1 and 200.N, and second

network being formed by communicating stations 200.3 and 200.4. Communication is

maintained among the communicating stations within the survived sub-networks. When

either of the Afaulty communicating stations recovered, the two isolated networks are re-joined

10  to original communication status without system power cycle or operator intervention.

Accordingly, the above described network arrangement uses configurable dual Ethernet rings
to interconnect communicating stations, thereby allowing a range of different network

| configurations to be implemented.

In particular, the above described arrangement uses a ring topology including a closed
15 network path as opposed to a more traditional tree topology. To further enhance the network
survivability, an additional ring is added into the topology. Each of the communicating
stations can be equipped with a variety of connectivity, for example using suitable data or
voice communications devices, assisting operators in voice and/or data communication. The
communicating stations can also functions as a network access node to the dual Ethernet
20 rings infrastructure thereby further eliminating the need for additional network equipment

such as separate Ethernet Switches/Hubs.

In a further example, a power distribution ring is incorporated with the dual Ethernet rings
routed between adjacent communicating stations. External power source connects to the
power ring distribution for powering all the attached communicating stations. Each of the
25 communicating stations can be equipped with a built-in self-healing fuse, such as a circuit
breaker, allowing the communicating station to safely‘ utilise power from the power
distribution ring. In the event that a fault occurs with a communicating station, the fuse is

triggered its internal fuse to isolate from the power distribution ring without affecting other



20 Function as I P gateway to facilitates exchange of nessages between 2 or
nore non-| P equi pnent. The usage of the dual Ethernet rings is software
conf i gur alybeotsmoswpar ate voice ring and data ring for dieCiscentiobynes of
data traffics and ensuring quality of service, or alternatively to
integrate voice and data traffics in one ring while the other functions as
active redundant |ink. 25 The above described network can therefore be used
to provide dual Ethernet rings for transporting voice and data traffics in
different rings or to provide integratZld voice and data transm ssion in one
ring whilst the other ring functions as active redundant link. - 23 - only
a single comunications ring. In this instance, each comuni cating station
need onl ycémhniciting satiog| theeby iraproving Heestirvivability gf the systen iroaklitfonrto the
connectio&fﬂiﬁ two, adj acent communi cating stations. Even though only a
single co fhemet BERPUTCysed, it will be appreciated that the
majority of the above described configuration and self healing 5

t echni quekinksedindayrie achidvied doralbatio thedEthérhe commaetivitycatdi morver suppdy, ithdrebyan
inline netywor.k, .and the re-election of a er co nications station upon
det ect i on2Fing thg GPmmyicsng Skaﬁgnsntgt%ﬁB?‘K?re{rgisﬁtd?tnle oqggonﬁlg% n Q'Per sons skilled
in the art will appreciate that nunerous variations and nodifications wl|
becones apph¢ enmmuAichtirpu statiomar fyatcaliyn snchld  comttofiérs dmplementvg séftviare ased
apparent to persons, 113skilled in the art. should be. ' d.t al |

o Eh et nSERR SIe g S, BRmbReb® Rodone B0t s 0RL BRHE el
descr i bedincorporated-theréifr tdbe ¢ Il gided b\lebiiFredHE hisNVBMT tHeNomRfunidatifgGitdtionSto 1) A
conmmruni cat.i ons network including a plurali f muni cat | t at i ons,
each connh’ﬁ’f’%%{’t Fsipgriof ﬁﬁ‘fg‘ﬁl Pﬁg?rﬂ% r@ﬁﬁﬁ%@%ﬁ‘ﬁ%‘%" {)05 s‘%iﬁg ‘S%?af’ac%e#{'gf}ﬁ%‘h‘?“c ating
stati ons wndselftealaptimpfovingiBe CANERREitiRiRs cohiparéd 10Gtadddrd ptdcoBs bei ng
arranged to define at | east one

10 In particular, the software is implemented within each communicating station, allowing the
communicating stations to perform the following automatically upon power-up:
e Self-discovery of the other communicating station within the dual ring
infrastructure; '
e Self-electing a master to “breaking” the ring into inline topology for data
15 transmission and prevent infinite looping of packets;
¢ Self-monitoring of the system link state;

e Self-healing of the communication link when failure is detected.

An optional external management system can also communicates with each communicating
stations specifying the static system configuration upon power up and policy in managing the

20  dynamic usage of the communication infrastructure.

The communicating stations can function as a network access node to participate in the dual
_Ethernet rings, with each communicating station also be equippable with audio connectivity,

- radio connectivity and data termiﬁal connectivity to support e)ichange of voice and/or data
messages converted into IP packets with other communicating station ' attached to the

25  Ethemnet rings infrastructure.

For example, an operator can attach external communication equipment and/or accessories to
the communicating station. The communicating station converts the data and/or voice

messages transmits by the operator into IP packets to exchange with other intended



5 conmuni cations ring interconnecting the plurality of comrunicating
stations, the network being adapted to at |east partially reconfigure the
ri ng conreot2omm®oien response to detection of at | east omeTrsekowmrokofigaul t. 2)
A conmmuni cations network according to claim1, wherein each conmunicating
station is selectively connectable to two adjacent communi cating stations
via respective pairs of 10 first and second ring connections, the first and
second ring connections being arranged to defne first and second

conmuni cations rings interconnecting #22-plurality of comunicating
stations, the communications network being adapted to at |east partially
reconflgure at least one of the first and second ring connections in
response t:@mﬁ&iueﬁﬁ)g@ﬁtleﬁ vidtthd Ethérhetaing mmtsmcrtkrefm drranééineﬁ) caf alsoroewsédcat i ons
net wor k accor laim 1l or c¢claim?2 ?h #Jers of the
plurality ‘bsf“pE ’r‘?f‘% fgt comgpyniton madss Vé’lcte&“ Hf‘ 6% 50085t i gure t he
network. 4) A gopgiilidcsdiht@omnii@ica@dnk according to cIa|n13 wherein at | east
one controller at |east one of: a) sel ects a comuni cating station as a
mast er station® 3nmbu2wbymg@n@mnmwnyaammect|on of data transfer around at

| east Sne comyinigg (%%&%pﬁ ring. 5) A communications network according to
claim whereln a e® controller of a master station sel ectively
deacti vat es ate| &aatEtheraetrringgomannieationon t o t hereby configure the network
as an inline network. 6) A conmuni cations network according to claimb5,
e o o AR TRk he SOMLALLSE ARRIEE LNl wrdFAPLANAYES R cdiBBPLerfiR | 1O
connecti on by at’ Tea § |ng a‘ring port a communi cating
station; &aumdcot binited tethe folloyngcont rol i ng at | east one switch of a master

station. 7) A co ni cations ne rk accor ng to any one of the clains 3
to 6, wherein & EEEFQFF@ﬁ% 8??%&9‘¥“V8P88?Ld by: 30a) having.a controller

of eacglh communi c@ohfeeensd %lemn&ﬁﬁug 5.grduﬁ@ﬂ?drﬁmﬁdtﬁl?Qémﬁi@ﬁibatﬂfgh&tion;
comuni cat i ng stati on; %%1 havi n a control el ect as a mas,t.er
control | er usi hg Petshing g&4 ¢adias avithin the epommunigating station to support interoperability

of different make and type of radios;

¢ Coupling of 2 radios between 2 communicating stations to support interoperability

of different make and type of radios;
15 ¢ Radio conferencing among different make and type of radios attached at the

various communicating station on the Ethernet ring network;

¢ Control of radio parameters such as frequency, power, etc;

¢ Data exchange between 2 or more data terminals attached at the various
communicating station on the Ethernet ring network;

20 ¢ Function as [P gateway to facilitates exchange of messages between 2 or more

non-IP equipment.

The usage of the dual Ethernet rings is software configurable to separate voice ring and data

ring for different types of data traffics and ensuring quality of service, or alternatively to

" integrate voice and data traffics in one ring while the other functions as active redundant link.

25 The above described network can therefore be used to provide dual Ethernet rings for
transporting voice and data traffics in different rings or to provide integrated voice and data

transmission in one ring whilst the other ring functions as active redundant link.

Whilst the above described examples have focussed on the use of a dual ring network, it will

be appreciated that the above described techniques could also be used on a network including



c) having the master controller conmmunicate with the controller of each

ot her communi cating station to identify the nmaster controller. 8) A
comuni cavoanss/geiewor kK according to claim 7, wherein at pceasRonneo24s
controller: a) generates a configuration nmessage the configuration
message i ncluding an indication 50f a respective identifier; b)
transfers the configuration nessage to each adjacent communi cating station;
c). receives configuration nmessages from adj acent comuni cating stations;
and, d) determ nes a network ce2i+guration using the configuration
messages. 9) A communi cations network according to claim8, wherein for-
each controller: 10a) if a received configuration nessage includes the
respecti venlydesiiglé i:cmlimum&mioﬁzoﬁﬁg olnl thfs Me,rﬁaﬂe&mhm1mm;gmahom oceddiaply at i on;
and, b) it ,’;1 received c ur.afion. message. does not | des t

ospect i Ve ek SHRCY KSORIghte MAEEPHGSHn, b ForRaroT Ry 319 Apeent

i) adds tjbgnmgﬁiﬁiﬂnkls&hoﬁﬁ Eva mmwm;cmmgﬂ c@hﬁhﬂfm@d’hoh@nh@@ wed)fit giltbg i on
nmessage; an ers the confi atio

adj acent @RReRIFIEE Ahat nihe s‘?‘%)ﬂlﬁ)ng% 9)abave: SRTfTRE é’PP%ﬁgat’r?Bt Meég‘%@r‘%ﬁ ng to

any oneg OtechAlues! fichs ?ecb@ﬁg%raﬁaﬁ@fq;erboaﬁﬁhu@a&tsrmgl i@to andhlifehdt@eike and Y
gener at es test nmessa and, 20b) detects a network fault Uﬁ ﬁ .the test

nessages. thele-elect r"F1 ’@&%t"r'ro‘i%mﬂ‘é’é%@ks ST, WpaRgdetestien of !l éhe, each
contr ol | efetwork, 8dn HiRGRWVES @ test nessage froman other communicating
station; b) generates a response nessage; and,

Persons skilled in the art will appreciate that numerous variations and modifications will
become appé.rent. All such variations and modifications which become apparent to persons

10  skilled in the art, should be considered to fall within the spirit and scope that the invention
broadly appearing before described.



c) transfers the response nessage to the other communi cating station, each
controller 25determning a network fault if a response froma comuni cating
station iwonoismemwei ved. 12) A communi cati ons networ k aecwosdizog/obesginy one
of the clains 1 to 11, wherein each comuni cating station is further
connected to two adj acent comruni cating stations via respective power

di stribution connections, the power distribution connections being
30arranged to define a power distribution ring. - 26 - 13) A

communi cati ons network according to an34one of the claims 1 to 12, wherein
each comuni cating station includes a controller for controlling operation
of the comrunicating station. 14) A communi cations network according to
cl ai m 13, THECTAIMSDERININGTHE QSVENTIQN ARBAS FOAEOWEs at | east one switch

C1ar m 14, DhitbreaTI e oA el i cRIFBHD) RE ageniant by it 1D 1 ©

swi t ch couplceghniu@ichiings §tatidnnBeifd BiBeEtalla 3ot Adjacent commubicatingseativnsl véam t ch
coupled to second ring connections wherei e controller, controls

int
100per at i on TBPCEIE TErCOMeTHANSs ficog SARPPLRBS betng prraneed dprirfineatti LB OMet wor k
accor dsng t Qofmhitini¥atléns MAETiRleRohliRtidd fthd pARElitS €SO REMMBhicANGS stafichs, the
sel ectively connectable. 17) A communi cati.ons network according to claim

15 or cl ai mreBvorkheirgadapted épatdeashRasial iirpeogtigyrs thede) REISGHS 1B fesPISE {0 ¢ wo

ring ports, RackbndfieR?bhe MrRNkd 15connectivity for a respective pair
of first and second ring connections. 18) A communications, network

accor di ng2k ¢t eerampigationsypriverkicedaging £q Agimpbrivhefrin gach cemeyRiGang statioy ivet ween
the first a%@le&%&“%nﬁé&ﬁal&%%&d'&@ﬁt ERindridafihg 3RHREAL REpSHIE GBES of
respectively. 19) A conmmunj cations network according to any one of the
cl ai n8014 t dirstand weeending eenopctRos dhentirst andiseeogd sing coractions being arrapgadiftber  of

devi ce port Sdef‘u?{ af?l{sdo%%?%egggmrﬁlﬁ'ﬁéaﬂgﬁs q‘ﬁl:%k C Etert PnDGing OHR ?ﬂuﬁlﬁyt Be

conmmuni cating $ evice ports providing connectivity to at |east
one switch. catmuAicatingsiationstthe pammunivasioks networkdieing adepted &0 ah l¢t patialtei n t he

communi cat i Orgc?é)aneric: i Iseasit %ﬁé Hfd fhe Hrst laﬁ@?&coﬁ)&]ﬁng I:dnnections in response to detection
- of at least one network fault.
15 3) A communications network according to claim 1 or claim 2, wherein controllers of the
plurality of communicating stations cooperate to selectively configure the network.

4) A communications network according to claim 3, wherein at least one controller at least
one of
a) selects a communicating station as a master station; and,

20 b) selects a direction of data transfer around at least one communications ring.

5) A communications network according to claim 4, wherein a master controller of a master
station selectively deactivates at least one ring connection to thereby configure the
network as an inline network. '

6) A communications network according to claim 5, wherein the master controller

25 selectively deactivates at least one ring connection by at least one of:
a) disabling a ring port of a communicating station; and,
b) selectively controlling at least one switch of a master station.

7) A communications network according to any one of the claims 3 to 6, wherein a master
controller is selected by:

30 a) having a controller of each communicating station acquire identifiers of each other
communicating station;

b) having a controller self elect as a master controller using the identifiers; and,



25a) a conputer system b) a Vol P phone; and, c) a headset. 21) A

communi cati ons network according to any one of the clains 13 to 20, wherein
each contwol2bsroopmocapabl e of transform ng data packet sptorsGeo@nsessi on in
accordance with 30different conmunications protocols. 22)A comuni cations
network according to claim 21, wherein the protocols include: a) Ethernet
protocol; - 27 - b) a wireless transm ssion protocol; and, c) a serial
transm ssion protocol; and, d) an anal og signal for audi o playback. 23)
A conmmuni cations network according to-2nhy one of the clains 13 to 22,
wherein the 5controller includes an el ectronic processing device. 24) A
communi cations network according to any one of the clainms 1 to 23, wherein
t he net wor k d) nkdviige shef iniaster asoditralize otutnmunicatn ivaddt itlen sontrollgs afoedchguathed t o

operate at |least one of: a) separately; 10b) independently; and, c) as at

| east one back‘-’%n%?‘?ﬁﬂﬁftﬁé‘ﬁtBﬁ%nﬁfyﬁbé./m?%? c)ﬂmé‘g%runi cations network

?ccor di ngs; Qkacb’igmﬁlﬁ&ti@fls ﬁdﬂﬁoﬂa@édﬂﬁnﬂ.tot@aiﬂl@%w\h&efn&it leaithoae baitrotiek i ncl udes

i rst and second comruni catipons rings, ca | e.of independently, transporting
f hf 5riEclyiling, gt jod

voi ce traffi® SHEralFseLORNEH3top mepsags ghe RNEgURtion mess WAL di ng
to anysone of §Bresedtivdtdehtitier; 25, wherein the network includes first and
second commruni cations rings- configured to gperate as overl appi ng
cormmuni cat i dstrinskgtha FRRtigrEHeRBessASETS SerhadRERnt SOPBHRARIRASRINGt h one
comuni cat i QiSrebdig cBffidu¥fior nRaGies Porh REa@hh\@mmeaidRAg &aidn@dd i Ng.  27) A
communi cati ons network according to any one of the clainms 1 to 26, wherein
the d) determines a network configuration using the configuration messages.
9) A communications network according to claim 8, wherein for each controller:
10 a) if a received configuration message includes the respective identifier, the controller
determines the network configuration; and,
b) if a received configuration message does not includes the respective identifier of the
communicating station, the controller:
i) adds the identifier of the communicating station to the configuration message;
15 and, '
ii) transfers the configuration message to adjacent commuﬂicating stations.
10) A communications network according to any one of the claims 3 to 9, wherein each
controller:
a) periodically generates test messages; and,
20 b) detects a network fault using the test messages.
11) A communications network according to claim 10, wherein each controller:
a) receives a test message from an other communicating station;
b) generates a response message; and,
¢) transfers the response message to the other communicating station, each controller
25 determining a network fault if a response from a communicating station is not
| received.
12)A communications network according to any one of the claims 1 to 11, wherein each
communicating station is further connected to two adjacent communicating stations via
respective power distribution connections, the power distribution connections being

30 arranged to define a power distribution ring.



20 network includes first and second communi cations rings and wherein data
traffic transported across one comruni cations ring is capabl e of being

t ranspor two 2880t he ot her communi cations ring when ceuafrisgasamodas oper at e
as overl appi ng comruni cations rings. 28) A conmunications network accordi ng
to any one of the clains 1 to 27, wherein the 25 network configures so that
a faulty comm wunicating station breaking the comunication |ink does not
af fect the conmunication status between two or nore other connected .
comruni cating stations. 29) A comuniZfations network according to any one
of the clainms 1 to 28, wherein the network configures as nultiple isolated
net wor ks when two or nore comuni cating 30stations are faulty. 30) A
conmuni cat3)ensommtnicationaaetovork agoidingatoyang rode @f thehdaitdsal ns12, wieerd® eackher ei n
t he network reconfigures upon conmruni caf.i ng. statjon recovering.froma
fault. - Zéomn?ﬂbcat%‘gcos i B’afﬁidS%Sa n‘é‘f%h? %8%0?0 ”ﬂl&“goo%eﬁ?}loélng’fofhet he
clains 1 toc3Rmundestingistativhe ring conngctions are Ethernet connections. 32)
A conmmuni cating station for yse in a comrunjcatiqns network.including a
ol ural | ty 19 ESRUHIFAIRRT AR QRSP SHIOE 9 SITidts WHeTen FRofFORPRARCRLRE SRR ( he

comuni cat i Rgcldedht 1843t HRIsMatcPcsiPleddsd thé @iy coRaemEabl e to two adj acent
communi cat | ng stations via respect| ve rin connect i ons, the.rin

.On. | ng .rLng .
connect i ohd HEIHPURIEILIRLBAWETS 39eqriing toplamd Ad Wherdn R RTAIMURIRURE StptigRy
i nt er connectjdighel.he plurality of communicating stations, the conmunication
station including: a) a switch coupled to the ring connections; and, 10b) a
control | er tad &Bist vaich spunlestp dirst 5ipg coraeddigng:@dt o t hereby at | east partially
configure t i i i : aul t .
33 A commut car ot SPRATELAE 1) oD AR Sk ichl yhe Rl e e il St
commundcat i on eperatipnaf the fissé Andcsepand|syvitekepsnect abl e to two adj acent

conmmuni cay @0;9 %ﬁ%ﬂﬂigﬂ%ﬁé fg}%w&&%@@og&ibg % 82k 5, Yhefeldd tﬁ% i Gn ?e%@dlfjsvx;'{c?%

connecti on secon ng connéctions bei'ng arrange

15def i ne fi rastsekentivedyeeomnettabdaamuni cati ons rings interconnecting the
plurality,of, comuni in i.ons.. th : icati st at| i n¢l wdi ng:
a) a fi rst1 ﬂsAvm ‘%0@% u@éc(éﬁﬁglgd%f%‘lo?{]ea% clmrilg % ﬁ %g‘mgg #ne%t ic%nﬂns; i%ng’:ﬁ&ein %%clﬁa
second swi t chmemnjohting s@atibthéncheleor leasn gwooring qlortgnsgchwtieg giort progiding
contrqller cont rol.%ztolper ation of t ?etf i({st nd seconf}i switches to thereby
at | edst parrPTEFTYYIECDIFPRGUYEPAT RS ISt AT SeERY TEE SR PRy connect i ons.

18) A communications network according to claim 17, wherein each ring port provides

connectivity between the first and second ring connections and first and second switches
respectively.
19) A communications network according to any one of the claims 14 to 18, wherein each
20 communicating station includes a number of device ports for allowing communications
devices to be coupled to the communicating station, the device ports providing
connectivity to at least one switch.
20) A communications network according to claim 19, wherein the communications devices
include at least one of: '
25 a) acomputer system;
b) a VoIP phone; and,
c) aheadset.
21) A communications network according to any one of the claims 13 to 20, wherein each
controller is capable of transforming data packets for transmission in accordance with
30 different communications protocols.
22) A communications network according to claim 21, wherein the protocols include:

a) Ethernet protocol;



34) A communicating station according to claim 33, wherein each

comuni cating station includes at |east two ring ports, each ring port
provi di ngvoanmsawbicui ty for a respective pair of first amrdTsecon®doeusg
connections. 35) A communicating station according to claim 34, wherein
each ring port provides 25connectivity between the first and second ring
connections and the first and second switches respectively. 36) A

comuni cating station according to any one of the clains 33 to 35, wherein
the first and second switches are sel e2tively connectable. 37) A

communi cating station according to any one of the clains 32 to 36, wherein
t he 30control |l er cooperates with controllers of the plurality of

communi cat i g swatlesnanimissied gotocolednd, confi gure the network. - 29 - 38) A
comruni catin sta,t1 on- accor di no%]t damy one of the clainms 32 to 37, wherein
the contr ol %2 $f1a] EARSPISHAR PRofOcO a) selects a communicating station
as a master @ta{an@m,gsigﬁﬁlforaudloplaylbhcksel ects a direction of data transfer
around at _| east one, of first g{ld second 5co @(Al ca} rings. 39) A

comuni ca?y "%’f‘%‘tuplﬁ?fm&é (E‘S‘P‘G’Fk‘n gecowting to; 3pyagne Qfthe glapmy ?%c‘i’%c“ééhea

nast er scont rghte@ler Ricluled BRirofit plocRingdbdcontrol I er sel ectively
deactivates at |east one ri ngléconnect ion to thereby configure the network

as an inl PHed semppyRications GRtwork AeRorHNG: 18 Ay oRs at erflaime or i #ty Whsrein dhem 39,
wherein if sghigk adiies firdfBad Scofi® @&rﬁﬁhﬁ@éﬁo?a@%g@c&lﬁ%ﬁx%ﬂ 18 loBbraMt 1¢3€
controller selectlvely deactivates a pair of first and second ring
connections Omofhereby configure the network as an inline network. 41) A
comuni cat i ng % accordl ng to claim39 or claim40, wherein the naster
controller seleCtl v y deactivates at |east one ring connection by at |east
one of10 a) dJ)smb¢pen@Fndy,rand,g port; and, '

¢) as at least one back-up communications ring.

25) A communications network according to any one of the claims 1 to 24, wherein the
network includes first and second communications rings capable of independently
transporting voice traffic and data traffic.

15 26)A communications network according to any one of the claims 1 to 25, wherein the
network includes first and second communications rings configured to operate as
overlapping communications rings and provide transport media redundancy with one
communications ring actively back up the other communications ring.

27) A communications network according to any one of the claims 1 to 26, wherein the

20 network includes first and second communications rings and wherein data traffic
transported across one communications ring is capable of being transported across the
other communications ring when configured to operate as overlapping communications
rings.

28) A communications network according to any one of the claims 1 to 27, wherein the

25 network configures so that a faulty communicating station breaking the communication
link does not affect the communication status between two or more other connected
comrhunicating stations.

29) A communications network according to any one of the claims 1 to 28, wherein the
network configures as multiple isolated networks when two or more communicating

30 stations are faulty. _

30) A communications network according to any one of the claims 1 to 29, wherein the

network reconfigures upon a communicating station recovering from a fault.



15b) selectively controlling at | east one switch. 42) A comunicating
station according to any one of the clains 38 to 41, wherein the controller
sel ect s awvomstanomwontrol | er by: a) having the controlpcerscacqwneas
identifiers of each other communi cating station; b) having the
controller self elect as a master controller using the identifiers; and,
20c) having the master controller comunicate with controllers of each

ot her communi cating station to identify the master controller. 43) A
communi cating station according to cl a2¥ 42, wherein the controller: a)
generates a configurati on nessage the configuration nessage including an

I ndi cation of a respective identifier; 25b) transfers the configuration
nmessage t 0lpacémmdpieations nerworkaccarding ng asit @tei afnhe claims)l toS0ewherein the ring
configuration nessage '%ron1ad'acent comuni cating stations; and, d)

det ermi nes aﬁoﬂ%etcﬂﬁ)‘}s%%% ?rflalff)ﬁ‘{elcg?flsusi ng the configuration nessages. 44) A
conmuni caBRyw comuhiofting Geios iforguse Gn @l dmMusRatiotaiesidik including a phjalitf ofi

recei ved configuration nessage, jncludes the respective i.dentifjer, .the
control l er 368 %Wﬁ%@at{oﬂ%p‘rgﬁ’gmﬂrka BB PCBiRCIS b compunigging station being | o ¢

confi gyrat i QelefReEBAecndaasie MOt twon&djaldas cobhRuAICAMRCIthtions | e tdpbithe @ig t he
communi cating station, the controller: -30- |sd)§ adds the identifier of the

communi cat i fgnRSCHPNSothe ringoRBnectons; ReineATaBgrd e defiprat Iggst one communications

ring interconnecting the plurality of communicating stations, the communication station
| including:
a) a switch coupled to the ring connections; and,
10 b) a controller to control operation of the switch to thereby at least partially configure
the ring connections in response to at least one network fault.

33) A communicating station according to claim 32, wherein th¢ communication station is
selectively connectable to two adjacent communicating stations via respéctive pairs of
first and second ring connections, the first and second ring connections being arranged to

15 define first and second communications rings interconnecting the plurality of
communicating stations, the communication station including:
a) a first switch coupled to the first ring connections; and,
b) a second switch coupled to the second ring connections, wherein the controller
controls operation of the first and second switches to thereby at least partially
20 configure the first and second ring connections. ‘

34) A communicating station according to claim 33, wherein each communicating station
includes at least two ring ports, each ring port providing connectivity for a respective pair
of first and second ring connections. '

35)A communicating station according to claim 34, wherein each ring port provides

25 connectivity between the first and second ring connections and the first and second
switches respectively.

36) A communicating station according to any one of the claims 33 to 35, wherein the first
and second switches are selectively connectable. ' ‘

37) A communicating station according to any one of the claims 32 to 36, wherein the

30 controller cooperates with controllers of the plurality of communicating stations to

selectively configure the network.



i) transfers the configuration nmessage to adjacent communi cating stations.
45) A conmuni cating station according to any one of the clains 32 to 44,
wherei n twe 2b3md60l | er: a) periodically generates test poessagaspoasd, b)
detects a network fault using the test nessages. 46)A conmunicating station
according to claim45, wherein the controller: a) receives a test nessage
from anot her comruni cating station; and 10b) generates a response nessage;
and, c) transfers the response nessage to the other conmunicating station,
each controller determning a network-2ault if a response froma

comuni cating station is not received. 47) A conmunicating station
according to any one of the clains 32 to 46, wherein the 15controller
reconf i guB8pA tcommuaicatg station escpniirpetol anydetieeof thenclaifnsa32net 8@ rihdreinlthe 48) A
conmuni cat i ng %t ?t i oj\%f?ccor. ing to claim47, wherein the controller
reconf i gur e PPRAIHaY SRS RI9RF at | east one of : a) selecting a new nast er
station; andy) klectsev@itnudiatngititihtas @master sdation; dndaf fic flow 20 49) A

conmuni cat i station,accordj to a one . of the clai 32 to 48, erein
Eho commni Ot ST B LREHo A AftacEnaleh AR b leatb e B (5t G ePBu ng

communiscat i onsceieMbfiefiohoridps. coupl ed to the communicating station, the
devi ce ports providing connectivity to at |east gne switch. 50

| . L A
conmuni catPh CERBPREHING StafpRpqegrding tg flping A8 vhereim i selected gs adpastes c)a@{ol\ﬁher ei n

t he 25comunirGahid sth@ivh,Gle cottouetescdtivedn HéRliVRes 4t ARBOIR g dohAGEbR N NY
data packets for transm ssion in accordance with different comrunications

protocol s. ShyrebYceoReHF Ewtrempri ppan ipkineareeitii ng to clai m 50, wherein the
pr ot ocol s 4pyIg kitHRuniBdtingsRBENRlcofii2tO €Rim 39, wherein if selected as a master controller

10 of a master station, the controller selectively deactivates a pair of first and second ring
connections to thereby configure the network as an inline network.
41) A communicating station according to claim 39 or claim 40, wherein the master
controller selectively deactivates at least one ring connection by at least one of:
a) disabling a ring port; and,
15 b) selectively controlling at least one switch.
42) A communicating station according to any one of the claims 38 to 41, wherein the
controller selects a master controller by:
a) having the controller acquire identifiers of each other communicating station;
b) having the controller self elect as a master controller using the identifiers; and,
20 ¢) having the master controller communicate with controllers of each other
. communicating station to identify the master controller.
43) A communicating station according to claim 42, wherein the controller:
a) generates a configuration message the configuration message including an indication
of a respective identifier; '
25 b) transfers the configuration message to each adjacent communicating station;
¢) receives configuration messages from adjacent communicating stations; and,
d) determines a network configuration using the configuration messages.
44) A communicating station according to claim 43, wherein: ,
a) if a received configuration message includes the respective identifier, the controller
30 determines the network configuration; and, _
b) if a received configuration message does not includes the respective identifier of the

communicating station, the controller:



b) a wireless transm ssion protocol; and, 30c) a serial transm ssion

pr ot ocol ;
conmruni cawvonrgistadsnon accordi ng to any one of the clai mpC3RGea1bdg248vher ei n

and, d) an analog signal for audio playback. - 31 - 52)A

the controller includes an electronic processing device. 53)A

communi cating station according to any one of the clains 32 to 52, wherein
the communi cating station connects to a poWer distribution ring to thereby
54) A communi cating station according to

claim 53, wherein the comunicating st3+on includes a fuse for connecting

power the 5communi cating station.

electronic circuits to the power distribution ring. 55)A comrunicating
station according to any one of the clains 32 to 54, wherein the

conmuni cat i onsi)r iaddsStharidentifiCresfhe comAgmicaig sthxdonf for the camfibusation messagef ches

are Ethernet _103vviéches’.
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ii) transfers the configuration message to adjacent communicating stations.
45) A communicating station according to any one of the claims 32 to 44, wherein the
controller:
a) periodically generates test messages; and,
b) detects a network fault using the test messages.
46) A communicating station according to claim 45, wherein the controller:
a) receives a test message from another communicating station; and
b) generates a response message; and, |
¢) transfers the response message to the other communicating station, each controller
determining a network fault if a response from a communicating station is not

received.

'47) A communicating station according to any one of the claims 32 to 46, wherein the

controller reconfigures the network in response to detection of a network fault.

48) A communicating station according to claim 47, wherein the controller reconfigures the

network by at least one of:
a) selecting a new master station; and,
b) reversing a direction of data traffic flow.

49) A communicating station according to any one of the claims 32 to 48, wherein the
communicating station includes a number of device ports for allowing communications
devices to be coupled to the communicating station, the device ports providing
connectivity to at least one switch.

50) A communicating station according to .any one of the claims 32 to 49, wherein the
communication device includes a controller capable of transforming data packets for
transmission in accordance with different communications protocols.

51) A communicating station according to claﬁn 50, wherein the protocols include:

a) Ethernet protocol;
b) a wireless transmission protocol; and,
‘c) _a serial transmission protocol; and,

d) an analog signal for audio playback.
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52) A communicating station according to any one of the claims 32 to 51, wherein the
controller includes an electronic processing device.
53) A communicating station according to any one of the claims 32 to 52, wherein the
communicating station connects to a power distribution ring to thereby power the
5 communicating station.
- 54) A communicating station according to claim 53, wherein the communicating station
includes a fuse for connecting electronic circuits to the power distribution ring.
55) A communicating station according to any one of the claims 32 to 54, wherein the
communications rings are Ethernet rings and the first and second switches are Ethernet

10 switches.



