- 1 Data Storage Method and System Field of the Present Invention The present invention relates
generally to a data storage 5 method and system, of particular but by no means exclusive application
in a transaction system for managing entitlements, such as reward entitlements in a loyalty or similar
system. 10 Background of the Present Invention The background art includes transaction systems that
employ smart cards (i.e. cards with an IC chip) for storihgdata in a portable manner. Smart cards are
advantageous in such transactions systems as they can 15 store data in a secure manner; this makes
them suitable for storing monetary Vaaka s s8de thietdratoiansleSystietoupons” (or
"e-coupons”). A suitable electronic terminal is used to read, validate and mark (or “clip") the
e-coupons when rgi%yl greorgdﬁﬁg%j rfgg éEet ank\J/eer}letfi}%ﬁlssociated with them. Such a system is
typically made s £ H i tored on the smart card and/or in the
terminals. These K&§sRFeS8BE biMEREERNcA@bakrsheeediadbyatd ienfadia 1S tatfRdficate
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10 Background of the Present Invention
The background art includes transaction systems that
employ smart cards (i.e. cards with an IC chip) for
storing data in a portable manner. Smart cards are
advantageous iIn such transactions systems as they can

15 store data 1In a secure manner; this makes them suitable
for storing monetary value, such as In the form of
“electronic coupons” (or “e-coupons”). A suitable
electronic terminal 1s used to read, validate and mark (or
“clip”) the e-coupons when they are redeemed for the

20 benefits associated with them.

Such a system is typically made secure by employing
cryptographic keys stored on the smart card and/or in the
terminals. These keys are used by the smart cards and the

25 smart card terminals to authenticate each other; the smart
card gives the terminal access to the e-coupon(s) on the
smart card only if this authentication i1s successfully
performed.

30 However, 1t i1s cumbersome and costly to manage these
cryptographic keys, as iIn the background art they are
stored i1n each smart card and terminal. This 1is
particularly so when smart cards are shared between
organizations, such as where one organization wishes to

35 allow another to access the first organization’s smart
cards. Sharing of access to the smart cards require
sharing of cryptographic secrets and such sharing reduces



cards. Sharing of access to the smart cards require sharing of cryptographic secrets and such sharing
reduces - 2 accountability and increases the risk that the cryptographic secrets will be exposed or
otherwise compromised. 5 Summary of the Invention The present invention in a first aspect provides,
therefore, a data storage system comprising: user token for storing said data; and data terminal for
reading from and writing to 10 said token; wherein saiddata terminal includes a first module for
generating a digital signature from at least some of said data and for writing said data and said
signature to said aciesiibald dddoncamddiircioeasaindhe Jalslatthatd $hid signature from said

token, for regengipjipgsgichpEnetuse dpatat lppsiseae & saiskdatrindbRepNisanner as said
first module, andéﬁ%ﬁp&ﬁ’gi@g said signature read from said token with said regenerated signature
to determine whether said sighature 20 is authentic. Thus, the signature is generated from at least
some of the data, so - in some of embodiments - it may be generated from all the data, in others from
a subset of the dgtamRaranoif stil@theneniadiments from a combination of some or all of the data

and other data. Iq&@;g%@em\;@ﬁg%inﬂydgsﬁ@id{fé}%’&@iﬁ&gﬁfgég a particular

embodiment, the I'is 30 operable to read said token identification ata’from said token
rather than from ERATEERTEd B FEHGnSEAHARY TR SOTRE LRHAlre on the basis of said

token a user token for storing said data; and
a data terminal for reading from and writing to
10 said token;
wherein said data terminal includes a first
module for generating a digital signature from at least
some of saild data and for writing said data and said
signature to said token, and a second module for reading
15 said data and said signature from said token, for
regenerating said signature from at least some of said
data i1n the same manner as said first module, and for
comparing said signature read from said token with said
regenerated signature to determine whether said signature
20 1s authentic.

Thus, the signature i1s generated from at least some of the
data, so — In some of embodiments — i1t may be generated
from all the data, in others from a subset of the data,

25 and in still other embodiments from a combination of some
or all of the data and other data.

In one embodiment, the data includes token identification
data. In a particular embodiment, the data terminal 1is

30 operable to read said token identification data from said
token rather than from said data, and to perform said
regenerating of said signhature on the basis of said token
identification data so read.

35 Thus, the system can detect whether the signature has been
generated from the token on which the signature iIs stored,
or — 1f not — has been generated on some other token and



identification data so read. 35 Thus, the system can detect whether the signature has been generated
from the token on which the signature is stored, or - if not - has been generated on some other token
and copied to the immediate token. It should be understood that the terminal may comprise a terminal
housing with token reader, and a processor 5 located remotely from the housing but in electronic
communication therewith. In such embodiments, the first and second modules may be located with
the processor. The signature may be in the form of a message 10 authentication code, and that code
may be generateddiyi @ceke dhecdprirfapitie Kekenene embodiment, the data terminal system is
configured to write the data and the signature to the token as a 15 record that can be read by one or

more other data jermipalswithout pri orizatj f such other d terminal atis, the record
can be read by ar@onr%él 8ﬂ1le\% d%t%‘s?é@%ﬁ%%lﬁ y&is%?}%\%dzﬁ,e ra%%ﬁ',{] B@%i'e %én o%imeg gi(!:]l §d I‘:%tilgnature.
The first and sec$R8MidHAe HRIES IBIpHol Tt dtK8RiHadAbduRNBaRiRIRELSBES the signature

generation &hd Aptegercratmoaelyerfaronedindhbsagingaboer)in @ padtoatariembodiment, the

data storage sys ﬁﬁﬁﬁ ceamiiISW Jagkele ent stbeur%ﬁlv% ﬁghﬁﬂigﬁ‘ﬂéen ll?}@oefﬁgtplurality of

customer cards (such as smart cards), 30 and said data terminal_is one of a plurality of transaction
terminals. A tran@4ioRGEARM MRV ARSI HE REmIGCAE e IR AT DEPFent terminal, a

personal computer, a personal digital assistant, a set- top box, or a mobile handset, where necessary
provided The signature may be in the form of a message
10 authentication code, and that code may be generated by
means of a cryptographic key.

In one embodiment, the data terminal system is configured
to write the data and the signature to the token as a

15 record that can be read by one or more other data
terminals without prior authorization of such other data
terminals.

That is, the record can be read by anyone — the data’s
20 Integrity is provided, rather, by the use of the digital
signature.

The first and second modules may be provided as a single
module (particularly since the signature generation and
25 regeneration are performed in the same manner).

In a particular embodiment, the data storage system is an
entitlement management system, wherein said token Is one
of a plurality of customer cards (such as smart cards),

30 and said data terminal i1s one of a plurality of
transaction terminals. A transaction terminal may be iIn
the form of, for example, a credit card payment terminal,
a personal computer, a personal digital assistant, a set-
top box, or a mobile handset, where necessary provided

35 with a suitable token reading peripheral device and
software. Further, the data i1n such embodiments may be iIn
the form of an electronic coupon.



35 with a suitable token reading peripheral device and software. Further, the data in such
embodiments may be in the form of an electronic coupon. - 4 The present invention in a second
aspect provides a method of storing data comprising: generating a digital signature from at least some
5 of said data; writing said data and said signature to a user token; subsequently reading said data
and said signature from said token; 10 regenerating saftl signature from at least some of said data in
the same manner as said generating of said signature; and comparing said signature read from said
token with said regenerated signature to determine whether said 15 signature is authentic. In one

embodiment, thedpsa ﬁ%&tokﬁo&m&iﬁaﬁ@n datecitithespetedipeliiigs Seaerrtiaigone
signature fromt d%t@ IPC|H3 Ie%%t the I r{gldentification 20 data. In a particular embodiment,
the method includes readlng en dCRtif! ca't ‘data from the token (rather than from said data),
and performing said regeneraﬂﬁ(j‘%\rﬁﬁ' Sgnatid 9htad bat@erkHE oldrPTdeHifibeAST 8RN read
from the toksn. Byfthisad@lagproagch, it is possible to determine whether the data had been altered

without a proper signature bei g%@ﬂr (%%lifar Mt dé%ﬁ %si%@lpg tlag dgt% plld Thus,

the signature maﬁ be generate from a sired 30 in this embo ment that

subset includes énidennﬁcanonckua

subsequently reading said data and said signature
from said token;

10 regenerating said signature from at least some of
said data In the same manner as saild generating of said
signature; and

comparing said signature read from said token
with said regenerated signature to determine whether said

15 signature i1s authentic.

In one embodiment, the data includes token identification
data, and the method includes generating the signature
from the data including at least the token identification

20 data. In a particular embodiment, the method includes
reading the token i1dentification data from the token
(rather than from said data), and performing said
regenerating of the signhature on the basis of the token
identification data so read from the token. By this

25 approach, it is possible to determine whether the data had
been altered without a proper signature being generated
for the altered data, thus rendering the data invalid.

Thus, the signature may be generated from any desired
30 subset of the data but — iIn this embodiment — that subset
includes the token identification data.

The method may iInclude generating said signature in the
form of a message authentication code, possibly by means

35 of a cryptographic key.

The method in one embodiment includes writing the data and



The method may include generating said signature in the form of a message authentication code,
possibly by means 35 of a cryptographic key. The method in one embodiment includes writing the
data and - 5 the signature to the token as a record that can be read by other data terminals without
authorization. In one embodiment, the method is used to store data in an 5 entitlement management
system, wherein said token is one of a plurality of custémer cards. The data in such embodiments
may be in the form of an electronic coupon. In the various aspects of the present invention, the data
10 may constitutdBedtd geedidiRaitieo chleeofEopiarliyg oft siehekth drkdsarhdeasdicareyhay

then include softwgraaier gaemaigally P NEA MiaeseNeYi nstgmanted counter to each of
these data records, so that each of the records is associated with a counter number 15 that is

assigned by this software. The terminal would preferably have no control over the counter value. In
such embodiment® tABRiERALHBEBAch BEM RRBAPHE d SuHeRsh SOhe kAt hblIPke

understood that, esftiiettherenteranalpsoebad sy Siberemanieds ithissaid 200kened initlee
broadest sense ot mger S 'svalye is | S, e each time. For
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example, the counter may er value each time or, indeed, decreased or
otherwise progreSHER LIRS BaY tiRR, BrokliEd iR (ig8e & eSkEGOLSsiGRNR each data

record so that such duplication can be detected. Thus, if one copies a data record with a valid
signature and adqs HRACKQPOINE UsShERHED dFapibeplakedt raeidnttrdiPPytith@agh having
zis@nau"%EPSSﬁQQ constitute a data record that is one of a plurality of
such data records. The user token may then include
software for automatically assigning a progressively
incremented counter to each of these data records, so that
each of the records i1s associated with a counter number
15 that is assigned by this software. The terminal would
preferably have no control over the counter value. In
such embodiments, the signature for each data record i1s a
function of the counter. It should be understood that,
while the counter iIs described as “incremented”, this term
20 1s meant iIn the broadest sense and not merely to suggest
that the counter’s value is increased by one each time.
For example, the counter may be increased by some other
value each time or, iIndeed, decreased or otherwise
progressively altered each time, provided that a unique
25 value 1s assigned to each data record so that such
duplication can be detected.

Thus, 1T one copies a data record with a valid signature
and adds i1t back onto the user token as another data

30 record, the copy — although having a signature possibly
calculated with the correct card number - would be
assigned a new counter value (such as N+1). Hence, unless
the signature is regenerated using the new counter value
(e.g. N+1) before being written to the user token, the

35 copy will be rendered invalid.

When the data storage system of the invention comprises an



calculated with the correct card number - would be assigned a new counter value (such as N+1).
Hence, unless the signature is regenerated using the new counter value (e.g. N+l) before being
written to the user token, the 35 copy will be rendered invalid. When the data storage system of the
invention comprises an entittlement management system, or the method of the invention is used to
store data in an entitement management system, and fhe-data is in the form of an electronic coupon,
a valid coupon may be redeemed and its 5 value offset against the price of immediate purchase.
Indeed, in some enfbbtiteaeR thaaegganed tlayohencouponthtayediiode@f g&herated on the

basis of that immpgiaie tiwahase . u€bBrigioD et intionpfdhg Prawinsnipiardemeyat the invention may
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10 Brief Description of the Drawing
In order that the invention may be more clearly
ascertained, an embodiment will now be described, by way

of example, with reference to the accompanying drawings,
in which:
15 Figure 1 is a schematic view of a transaction
system according to an embodiment of the iInvention;
Figure 2 is a schematic view of a point-of-sale
terminal and a customer card of the system of figure 1;

and

20 Figure 3 is a schematic depiction of the Message
Authentication Code generation procedure of the system of
figure 1.

Detailed Description of Embodiments of the Invention

25 According to an embodiment of the present invention, there
IS provided a transaction system, shown schematically at
100 in figure 1. The system 100 includes a transaction
server 102 and a plurality of point-of-sale (“P0S™)
transaction terminals 104; the POS terminals communicate

30 with the server by means of a public computer network, iIn
the form of the internet 106.

The system 100 also includes user tokens in the form of
customer smart cards (not shown iIn this view); these are

35 i1ssued to respective customers so that those customers can
access and therefore use the system 100.



100 in figure 1. The system 100 includes a transaction server 102 and a plurality of point-of-sale
("POS") transaction terminals 104; the POS terminals communicate 30 with the server by means of a
public computer network, in the form of the internet 106. The system 100 also includes user tokens in
the form of customer smart cards (not shown in this view); these are 35 issued to respective
customers so that those customers can access and thefefore use the system 100. - 7 Figure 2 is a
schematic view 200 of a representative POS terminal 104 and a customer card 202. The POS
terminal 104 inchatigy Eedigitdipracesienat khd tewnéfiedafe@td airegsiatia Ay onP206 and

random-access rgeRein 2494 B OS Eidtithd PAcselinzhes akeyrass2 3@ an faedipt printer

212, a display unjt{n the f a liquid crystal displ 4. a accenpt The card
acceptor 216 is r|c1)irt(()j\5/iidi'nrg'] Oggbe%e%ir%{g #591'2&%? \%ntian%géét%'é c%est%n%%{rg darég%gé?ggg conform to 10
International StaddHS 781 624y @ I E(AGcMaa 52 @6uRNEN EREERFIAOFEEE apaie ¥ rminals

used in credit capd@ayniehé spgismeeaonioraiing 0a thd sorépayMrsticrmakeyiaa o2 E]V standard

specifications). 15 r‘:g(gﬁé%rpﬁ?g?rdz%%’ i%lwﬁm?twﬁ%diqr'%ﬁ%% errising a digital

processor 220 and, cor ereto, read-on(lg:,E y 222 containing ware (for performing a

number of functid&J i theetris 6k, hRlaYacckds AEitoR) S hAEGERERMEMBry 228%which
can be 20 freely aegabsadraptan i2pot/ausp piriotarthioec? 280 T hee anputioufpuemtarfdce 228 is

configured to cORyPpPREe tWRHEe CRIGESHREPIGEZAGTI0e PQp erednFoydrt Erch customer card

202IndUd%ﬁaﬂWﬁsgﬁﬁé%{gﬁal Standards 7816 Parts 1 to 3 (such as those

found on Electronic Draft Capture terminals used in credit
card payment systems conforming to the Europay-Mastercard-
Visa or EMV standard specifications).

15 Each customer card 202 includes an integrated circuit chip
218 comprising a digital processor 220 and, connected
thereto, read-only memory 222 containing software (for
performing a number of functions) in the chip 218, random-
access memory 224, non-volatile memory 226 (which can be

20 freely accessed) and an input/output interface 228. The
input/output interface 228 i1s configured to communicate
with the card acceptor 216 of the POS terminal 104.

Each customer card 202 includes a file stored in non-

25 volatile memory 226 and referred to as the “coupon file”,
which can be accessed without initial mutual
authentication; this allows any POS terminal 104 to read
and modify data in the Coupon File without employing any
cryptographic or other key. Each customer card 202 also

30 contains a card i1dentifier, being card identification
information that — 1n this embodiment — comprises a card
number. This card number i1s readable by the POS
terminals. The POS terminals are provided in their non-
volatile memory 206 with software (referred to as

35 “issuing” and “redemption” modules) so that the terminals
104 can both write e-coupon records to the coupon files
and allow the redemption of such e-coupons.



25 volatile memory 226 and referred to as the "coupon file", which can be accessed without initial
mutual authentication; this allows any POS terminal 104 to read and modify data in the Coupon File
without employing any cryptographic or other key. Each customer card 202 also 30 contains a card
identifier, being card identification information that - in this embodiment - comprises a card number.
This card number is readable by the POS terminals.-TH& POS terminals are provided in their non-
volatile memory 206 with software (referred to as 35 "issuing" and "redemption” modules) so that the
terminals 104 can both write e-coupon records to the coupon files and allow the redemption of such

e-coupons. 8 Thqﬁeﬁ%tpeadﬁeﬂndeﬁ@mwnebé@@ﬁdra dig¢al slematurgigingaiprm of such a

Message Authengcathor} |W| %‘2% 'Iitbe £-C _Fpg é‘qt%c?gﬂ%]%gg%g A |cﬁ %ﬁ{%er&téjgr of coupon

identifier, validity Yates (e a date ordates de nlng e perio e e- coupon is valid),
the value of the &0688dMARD terniR8 RIcFAHPAIMBBLS HaMBInliPabtt §8RErated the coupon,
and the dateSand|tﬂeath¢ee)oupancmqatsaue@lentﬁﬂﬁ@etated I'Tod tAQatgengriptes agcording to

ANSI 9.9 stand %ll Qegpc m}qgrmcgg)f mawgm%éo\mq &?“(fﬁ@f g'ue e-coupon.

The card |dent|f|er Is that qf the car to WhICh the e-coupon was originally issued and thus, in this

embodiment, coriBNOYa Esrd/ 2 Hbhbetfava !JHﬁ]L%ftOt(HSt ExrdO¥RARoubBR |Jé?ﬁmép%bmpnses
data indicative ofi@lanforrgtionnaibeut ik tieekdngneaapaitinadnh dpe nehiett étk ddngparowpsissued

(e.g. a campaigrykienfifier) dheenarsapiser %Hglcg_pggwggﬁ T whpsagthegceypon is applicable, a
senalmﬂnTg Ormﬂérated The MAC i1s generated according to ANSI 9.9
standard specification, using cryptographic key known only
to the issuer of the e-coupon. The card identifier is
that of the card to which the e-coupon was originally
issued and thus, in this embodiment, comprises a card
15 number that is unique to that card. The coupon i1dentifier
comprises data indicative of or information about the
marketing campaign under which the coupon was issued (e.g.
a campaign identifier), the merchants or service providers
to whom the coupon is applicable, a serial number, or any
20 combination of these.

The e-coupon data i1s used, together with a cryptographic
key, to generate the MAC for the e-coupon. Hence, the MAC
IS a signature that i1s derived from the e-coupon data

25 i1tself and, because that data includes the original card
number, 1s tied to the particular customer card to which
it was originally issued.

Figure 3 i1s a schematic depiction of the MAC generation

30 procedure 300. Referring to figure 3, this procedure
employs an initial vector IV that is kept as a secret so
that the resulting data block to be encrypted in the
derivation of the MAC is unknown; this iIs essential to the
security of the algorithm. The procedure also uses a

35 cryptographic key (the MAC key). According to this
procedure, the e-coupon data — including the card number -
iIs divided into 8-byte blocks, Data;_g being the first 8-



20 combination of these. The e-coupon data is used, together with a cryptographic key, to generate
the MAC for the e-coupon. Hence, the MAC is a signature that is derived from the e-coupon data 25
itself and, because that data includes the original card number, is tied to the particular customer card
to which it was originally issued. Figure 3 is a schematic depiction of the MAC generation 30
procedure 300. Referring to figure 3, this procedure empBloys an initial vector IV that is kept as a secret
so that the resulting data block to be encrypted in the derivation of the MAC is unknown; this is
essential to the &¥ARILPIPLIE al§ediaom1d HENeroseaordalSo biggs admelyptardpisio ke (the MAC

key). According to this procedure, the e-coupon data - including the card number - is divided into

8-byte blocks, Datal _ 8 heing the first 8 by, bloé 9 16 the second 8-byte hlpck, and so on.
Thus, an Exclusi?llttg2I1 OR o%éra |o|?:nelléJ %('a\r{‘é)rré%d %ﬁ Hgﬁﬁf%—l\’gct‘a?ﬁ Em%%ba gll%%g The triple DES

(Data 5 Encryptidi &thaibryesgabtion ¥ paifsinRatan e re50R ddidg ke RAT k@9 tanhe resulting
output vectos is tEaonppttfboa repeaideittiy bopsiusiMel OR derpdefandettipte DEfestepsuldt this

time the next porﬂlc%r(i) g%te}%%y Wg&?ta (li;ﬁéa 't W@d%ﬁ%ﬁﬂ%"v{} é% -gweig J&ghis process

is repeated until a of e-coupon data have been used. The last output is the MAC.

Alternatively, in tHBR o dJ@ment BRPRAR S hettie aketflly' Sty Ge 15 aBRE LI 8B Dligest” of the
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the MAC using thepigsyRingdesh@aieayt, 19 the Male gengrationdiRCcq e dpsrEbead above.
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This process is repeated until all of the 8-byte blocks of

e-coupon data have been used. The last output is the MAC.

Alternatively, In this embodiment the 1V may be created by

15 generating a “message digest” of the e-coupon data using
commonly used hashing algorithms such as SHA or MD5, and
then generating the MAC using the resulting hash as iInput
to the MAC generation procedure described above.

20 In use, system 100 is employed by customers either to
store e-coupons issued by retailers or other service
providers, or to redeem such e-coupons. When an e-coupon
IS Issued, the POS terminal 104 — by means of its issuing
software module — generates the e-coupon (including coupon

25 data and MAC), and writes the e-coupon to the coupon file
on the customer card 202. The MAC i1s generated as
described above and i1llustrated in figure 3.

Depending on the coupon issuing authority and as
30 programmed In the issuing module, the “value” of the e-
coupon may be expressed as, for example, discount
entitlement information (e.g. percentage of discount), an
absolute monetary value (e.g. $10), or an “electronic
ticket” comprising entry permission (such as to a cinema
35 to watch a movie, take a ride on a train or bus, etc.).

When a customer wishes to redeem an e-coupon (or In some



20 In use, system 100 is employed by customers either to store e-coupons issued by retailers or other
service providers, or to redeem such e-coupons. When an e-coupon is issued, the POS terminal 104 -
by means of its issuing software module - generates the e-coupon (including coupon 25 data and
MAC), and writes the e-coupon to the coupon file on the customer card 202. The MAC is generated
as described above and illustrated in figure 3. Dependi#§ on the coupon issuing authority and as 30
programmed in the issuing module, the "value" of the e- coupon may be expressed as, for example,
discount entitlenf@gesfomatdit (EhepeeEdtagenss disstampt kanapsslutemohekhy vBRE (e.g. $10),
0_3 an "electronic ﬁ@k@i'rra))mmmnct@nw p@ﬁﬂﬁs'ﬁ)rdéﬁahdmzo wipe@ée%&wa@a@m%& take a
ride on a train or bus, etc. en er wishes to redeem an e-coupay (or me - cases a
part thereof), theér)§3g§r1ﬁtigr\':\i nqao’duiég %%ﬁ%% eté%nélur%?goﬁg \'/vcﬁ_igf?) {ﬁe{be%d%g%é presented
reads the coupoR ¥&8aciteyRAE-8up&tGaliPbr Bhe dkicansacd ICbup G, e bF lies
transaction, &nd teifiesAt theol AChéoréhe eupmmpanybyreeconmutingghe hAGAGIngstiheg etdaaipon

data and the pro%e_q%a cala agﬂ&e.ﬂhgﬂzp gﬁﬂ%’am@ wggﬁ%z%{%ﬁbfgggﬁﬁ{gd MAC is

the same as the MAC stored in the coupan the customer car eemed

valid and the POSCHSIEPRRRD 18231 bG sThadastad: bheqLesenetssh M\ forthe Bifefits
encoded in the "wine" fasd thehddCcapmnedf the ctbmnoawgomes 9d, ke GO S erndoatidve removes
the redeemed e-ggmprgﬁggm thﬁé:ogpealji&rﬁigh%§gﬁ1\gare\,glf|thg issHiNg pRd pedemption modules
uses the Cf‘éd nu{g?%riﬂa{ ef&itoﬂ%ro%srd Og &}:Sursegg%deelg Igo redeem the e-coupon

for the benefits encoded in the “value” field of the e-

coupon. If the customer does so, the POS terminal 104

removes the redeemed e-coupon from the coupon file.

15 The software of the issuing and redemption modules uses
the card number of the customer card 202 as recorded 1iIn
the e-coupon iIn the derivation of the MAC; this associates
the e-coupon with the particular card. Since the card
number of each customer card 202 is separately readable

20 from the card by the POS terminal 104, the redemption
module can detect when the e-coupon is iInconsistent with
the card i1In which 1t i1s recorded, that i1s, has been copied
from another card. |If this iIs detected, the redemption
module rejects such a copied e-coupon and deletes 1t from

25 the customer card 202.

The MAC also allows the receiving POS terminal to check —
by determining any such inconsistencies between MAC and
regenerated MAC - whether the e-coupons” coupon data has

30 been altered without the proper MAC key; i1f the MAC 1is
invalid, the POS terminal rejects the e-coupon or e-
coupons.

Thus, the issuer of e-coupons need only have a

35 cryptographic key (the MAC key) and the IV —in order to
generate MACs, and to provide the MAC key and the IV to
merchants and service providers who will ultimately accept



the e-coupon in the derivation of the MAC; this associates the e-coupon with the particular card. Since
the card number of each customer card 202 is separately readable 20 from the card by the POS
terminal 104, the redemption module can detect when the e-coupon is inconsistent with the card in
which it is recorded, that is, has been copied from another card. If this is detected, the redemption
module rejects such a copied e-coupon and deletes it ff{dm—25 the customer card 202. The MAC also
allows the receiving POS terminal to check - by determining any such inconsistencies between MAC
and regeneratedtiIA G- GoeHIShd @Icol@d@spidPpon daib He sl bedi alfetcevgitifie the broper

MAC key; if the M:&gus rigdalithéhe RS2 I THaR RIS CEDINSRrCFINeR OpA- €PPFs THMErthe issuer
of e-coupons neqd, iy PP gARRE R R MAG I g e e 1,0

a 35 cryptogr %1 qﬁ” generate
MACS, and to providethé Acvﬁﬁey and%ﬂw@?@ 0 merchants and service rowderswoom\%ﬁl ultimately

accept - 11 the &eb@SomebresteMpddt d@neaidetn keydnte tvanadgiréd wHa® accessing the
coupon files®n tish avdtogesfcadpdd2n ndtinh sieplifies theashargeofribeailbtamer cards between

multiple parties. %8? %Qgthﬁi%ﬁhﬁri?ﬁoﬂg‘é?rdéfn?%ﬁ&g V\mrjgslgég%ﬁ i&ﬁ{sc%@borates

with a number of banks to Issue coupons to ers of th nks' cards; the retailer wou

a
subsequently acQP L EoGforddor PaRpHGR T Per LPGhE SLAK &KUYt other partner
retailers. This 10smisedjoent i uiiCakgwt tHehea i goeers cipantsredesep tustomer icehes fratn all the

participating banigh,withghie fifd €X¢187918¢ CAPIBHAP I OEENOF CR&tailers. This
10 embodiment would allow the various participants to use
customer cards from all the participating banks without
first exchanging cryptographic keys for card
authentication and access.

15 The system 100 can be further enhanced so that coupon
records redeemed at the terminal are checked against a
list of previously redeemed coupons to prevent cardholders
from making copies of the e-coupons and redeeming the
coupons multiple times (if the business rules for coupon

20 redemption so prohibit).

The customer card 202 may also contain further
applications, such as a credit card payment application
and a loyalty application. Further, the POS terminal 104

25 1s configured to inform the customer or other cardholder
of any coupon award being issued In association with a
transaction by displaying and/or printing on the receipt
printer 212 the relevant messages pertaining to the e-
coupon award.

30
In addition, records of redeemed e-coupons are either
deleted from the customer card 202 i1f they are not
required for further analysis or processing, or captured
by the POS terminal 104 and transmitted to the server 102

35 for further analyses and management decision support.

A customer card 202 is presented at a POS terminal 104 for



authentication and access. 15 The system 100 can be further enhanced so that coupon records
redeemed at the terminal are checked against a list of previously redeemed coupons to prevent
cardholders from making copies of the e-coupons and redeeming the coupons multiple times (if the
business rules for coupon 20 redemption so prohibit). The customer card 202 may also contain further
applications, such as a credit card payment applicationl@nd a loyalty application. Further, the POS
terminal 104 25 is configured to inform the customer or other cardholder of any coupon award being
issued in associdfiedenpid oaedaciion &yanswaningantzeldintihg @otheactepd prvkbr Thethe
reIevgrr:t mzsslaggg}ymgﬁiﬁir’gﬁe ﬁbg.&;h@g@oaﬁwd.ﬁ@m adcﬂti@'ncrl%ﬁameqfh r@geglrr@@lze. -coupons
are either deleted from the cu er car they not ired fo r analysis or
processing, or car%?efrég'%y %%Jés: Lﬁ(n)}sl é?%%r%a%%’gﬁgagn’daégngmét%%%}ér%e éélrftr/éer%lé%'b% T%)r%urther
analyses and marB8EHEntakeiseRMUbPbRY AvdudioBe cENV2 @t ansiasentedldt SSHES terminal 104
for - 12 red&mptcasesan &eoupos tywealiina Eonagetien yitbdranpayinads fdoparcbasast an item.

The customer cafsh 202 Py SUCHRISHTINARGES, be PRI LA SUEBASh it

complying with the EMV standard. In such 5 cases, the POS tefminal may be programmed to locate,

as part of the paRianY plGtetLeafeppidarte CouPat in Hee nERURRLIEFeh& >Ghark the
coupon as ‘redeemdd'them theageedead Withthe ppsymeen tiutustizadrz ptaass pivassesen a nett

payment amountihalg esahihbetsgiment amount that is equal to the sales

10 amount less the value of the redeemed e-coupon. By thus
linking the redemption of an e-coupon with the payment
process, it i1s possible to minimize the risk that the
retailer will fail to process the e-coupon electronically
at the POS terminal 104. Such an arrangement is useful to

15 prevent the retailer from under-reporting the number of e-
coupons presented for redemption, as retailers may be
tempted to under-report when they have to pay a fee to a
service provider for each e-coupon presented for
redemption.

20
In another embodiment, the customer card 202 includes
software in non-volatile memory 226 for automatically
assigning a progressively iIncremented counter to each of
the e-coupons written to the free accessible non-volatile

25 memory 226, so that each of the records is associated with
a counter number that i1s assigned by this software. The
transaction terminals 104 have no control over the counter
value. 1In this embodiment, the signature for each e-
coupon is a function of the counter. To generate the

30 signature, a transaction terminal 104 first interrogates
the non-volatile memory 226 of a customer card 202 to
determine the counter number (N) to be associated with the
next e-coupon to be written to the non-volatile memory
226, and includes that counter value N iIn the data used iIn

35 the derivation of the signature. When the e-coupon 1is
written to the non-volatile memory 226, the customer card
202 automatically assigns N to that record. Thus, i1f one



10 amount less the value of the redeemed e-coupon. By thus linking the redemption of an e-coupon
with the payment process, it is possible to minimize the risk that the retailer will fail to process the
e-coupon electronically at the POS terminal 104. Such an arrangement is useful to 15 prevent the
retailer from under-reporting the number of e- coupons presented for redemption, as retailers may be
tempted to under-report when they have to pay a fee'tdl@ service provider for each e-coupon
presented for redemption. 20 In another embodiment, the customer card 202 includes software in
non-volatile memigy @2€dodapdieatalltratigpipdpeogrésaveydnéreviedtdd sbgnetiidedch of

the e-coupons wien-&athpritea ecqassiblan@nivaiide a’éerlgmm £#6gsa hasgarh €b theheecords is
associated with a ch)unBe‘ a('fmibern% %t |§ 5%‘9 1Lay th n/&arfa}'hgu %%%%?ecpon tegmga? 104

have no control over the counter va ue. I this em he Signature Tor each e- couponis a
function of the chM@erS%%e%@fhé’%lﬁgnatWF@% W&’dé&‘ﬁ@me@ﬁnﬁﬁﬁd&ﬂ%‘i‘ nﬂeﬂ@ﬁates the
non-volatile Bnemeny 226 of vaoustorNen caroBfEhtovdateintize/ thetbeurgsameus bgnutbdie so
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counter value N in the data used In 35 ivation of he signature. When the e-coupan Is written to

the non-volatile rREMBRF326aRE LIREr-cardC8EY Shitorat 3éll§'é§s@ﬁ§§” Radhatosdstd. Thus, if
one - 13 were todupticatesthghatooopondhavisgentalidisiginattise)cbyindadiny é Frem and

immediately writing #ack i Fae arkola§GraeeeY £46 RbgarrsiieiatcCysieRisr €aE] A%
10 counter value N+1 before the copy of the e-coupon is
written to the non-volatile memory 226, that copy will be
rendered invalid.

In yet another embodiment, each of the terminals 104 may

15 be in the form of a “set-top box”, of the type used to
access cable and satellite television networks; In this
embodiment, the network 106 is in the form of the
television network and thus comprises a fibre optic cable
network or a satellite network. Each of the set-top boxes

20 1s equipped with a smart card reader and an issuing
module. The issuing module can be iInstalled at the
manufacture or sale of the set-top box, or programmed
subsequently via the network 106. The set-top box can
then be controlled remotely to write e-coupon data and

25 signatures iInto smart cards. This occurs when a customer,
possibly prompted by messages broadcast on the television,
inserts his or her smart card into such a set-top box.
The smart card loaded with e-coupons and can then be used
at merchant outlets equipped with conventional POS

30 terminals that have been loaded with the redemption module
for the purpose of redeeming the e-coupons loaded by a
set-top box.

Modifications within the scope of the invention may be

35 readily effected by those skilled in the art. It is to be
understood, therefore, that this invention is not limited
to the particular embodiments described by way of example



the second copy would - when written - be assigned a new 5 counter value N+1. Both would have the
same signature, so both would have a signature generated on the basis of the correct card number.
However, only the original would have a signature consistent with its counter value. Hence, unless the
signature is regenerated using the new 10 counter value N+1 before the copy of the e-coupon is
written to the non-volatile memory 226, that copy wilkbd4rendered invalid. In yet another embodiment,
each of the terminals 104 may 15 be in the form of a "set-top box", of the type used to access cable
and satellite tele\1§iba HeAROME: in this embodiment, the network 106 is in the form of the television
network and thus comprises a fibre optic cable network or a satellite network. Each of the set-top
boxes 20 is equipped with a smart card reader and an issuing module. The issuing module can be
installed at the manufacture or sale of the set-top box, or programmed subsequently via the network
106. The set-top box can then be controlled remotely to write e-coupon data and 25 signatures into
smart cards. This occurs when a customer, possibly prompted by messages broadcast on the
television, inserts his or her smart card into such a set-top box. The smart card loaded with
e-coupons and can then be used at merchant outlets equipped with conventional POS 30 terminals
that have been loaded with the redemption module for the purpose of redeeming the e-coupons
loaded by a set-top box. Modifications within the scope of the invention may be 35 readily effected by
those skilled in the art. It is to be understood, therefore, that this invention is not limited to the
particular embodiments described by way of example



hereinabove. - 15 Claims: 1. A data storage system comprising: a user token for transporting said
data; and 5 data terminal for reading from and writing to said token; wherein said data terminal
includes a first module for generating a digital signature from at least some of said data and for
writing said data and said 10 signature to said token, and a second module for reading said data and
said signature from said token, for regenerating said s#fpature from at least some of said data in the
same manner as said first module, and for comparing said signature read from said token with said 15
regenerated signaha&ns determine whether said signature is authentic. 2. A system as claimed in
claim 1, wherein said data includes token identification data. 20 3. A system as claimed in claim 2,

wherein said datg termingl is_operable tQ rea id t identification data from said token rather
than from said data, arr?‘d @)A%aerf%rr%rsgaq re egnéeéﬁirﬁ%gﬁﬂ dad Isrﬁ ature on the basis 25 of said token

identification data so read. 4. Asy§8h X9KRIMED In EEAISPYHetBR SAd dighakae ANH the form of
a message &uthentication coddal@ 5tArsystenl afctaimeadirapifrbmwberginvsdit kagnioal is
operable to genegzggdsa%ﬂgﬁature by means of a cryptographic key. 6. A system as claimed in claim

1, wherein said data 35 terminal system is configured to write said data and said __
wherein said data terminal includes a first

module for generating a digital signature from at least
some of saild data and for writing said data and said

10 signature to said token, and a second module for reading
saild data and said signature from said token, for
regenerating said signature from at least some of said
data i1n the same manner as said first module, and for
comparing said signature read from said token with said

15 regenerated signature to determine whether said signature
I1s authentic.

2. A system as claimed in claim 1, wherein said data
includes token identification data.
20
3. A system as claimed in claim 2, wherein said data
terminal 1s operable to read said token identification
data from said token rather than from said data, and to
perform said regenerating of said signature on the basis
25 of said token i1dentification data so read.

4. A system as claimed in claim 1, wherein said signature
iIs In the form of a message authentication code.

30 5. A system as claimed in claim 1, wherein said terminal
Is operable to generate said signature by means of a
cryptographic key.

6. A system as claimed in claim 1, wherein said data

35 terminal system is configured to write said data and said
signature to said token as a record that can be read by
one or more other data terminals without prior



signature to said token as a record that can be read by one or more other data terminals without prior
- 16 authorization of such other data terminals. 7. A system as claimed in claim 1, wherein said first
and said second modules are provided as a single module. 5 8. A system as claimed in claim 1,
wherein said data storage system is an entitlement management system, wherein said token is one
of a plurality of customer cards, and said data terminafli€ one of a plurality of 10 transaction
terminals. 9. A system as claimed in claim 8, wherein said data is in the form of an electronic coupon.
15 10. A system asthomegait eeimo vinsbinoddie datie tarntieamisnsksable to locate any valid
electronic coupons stored on any of said customer cards presented for reading to said data terminal.

20 11. A system gs clajmed i im_10, wherein said data. terminal i erable 1g redeem the value of
a valid electronic?l Cquall‘onggé ?o‘%@t?cf' aceqlié:!‘, t%&e] p'rﬁce((‘jo?l a'nn% ir%nmevg?a%éo%”ﬁc%ags%a 2%%124.%« %ys em as
claimed in claim $alfef§¢a[d Madudasstalies Rraxd decbdnat 8 UH@ls prvdiRy of such data

records, andbsaid user token includes software for automatically assigning a progressively

incremented couypter to ﬁ%‘t@n]fhg e thc‘?irrﬁé:ﬂr% 38 135 A iystmeq%(i‘lﬂir’g%q &p ggjfg 12, wherein
said signature for each data record is a function of sald' counter. 35 14.” A method of storing data
comprising: storage system iIs an entitlement management system,

wherein said token i1s one of a plurality of customer

cards, and said data terminal i1s one of a plurality of

10 transaction terminals.

9. A system as claimed in claim 8, wherein said data is
in the form of an electronic coupon.

15 10. A system as claimed in claim 9, wherein said data
terminal 1s operable to locate any valid electronic
coupons stored on any of said customer cards presented for
reading to said data terminal.

20 11. A system as claimed in claim 10, wherein said data
terminal i1s operable to redeem the value of a valid
electronic coupon so located against the price of an
immediate purchase.

25 12. A system as claimed in claim 1, wherein said data
constitutes a data record that is one of a plurality of
such data records, and said user token includes software
for automatically assigning a progressively incremented
counter to each of these data records.

30
13. A system as claimed in claim 12, wherein said
signature for each data record is a function of said
counter.

35 14. A method of storing data comprising:
generating a digital signature from at least some
of said data;



generating a digital signature from at least some of said data; - 17 writing said data and said
signature to a user token; subsequently reading said data and said signature from said token; 5
regenerating said signature from at least some of said data in the same manner as said generating of
said signature; and comparing said signature read from said token with said regenerated signature to
determine whether said 10 signature is authentic. 15. Afnethod as claimed in claim 14, wherein said
data includes token identification data, and the method includes generating the signature from the
data including 15 at least the tokdritkr@tifieditbrogdia. a6dA paditlos bgreditieel ihal&nmJIss wherein
said method inclygrefeading said token identification data from said token, and performing said

regenerating of said signature 20, on the basjs,of said 1 I% identificgtion_data so.read - f the token.
17. A method as claimed in cleslglr%bf%%]h'aﬂ%ﬁnﬁ g'é%ﬂ%eaa{t('i% %’:‘%u'cg11 sié%aa{%rg%n thse%g?mgo'fiﬂr%lggfaege
authentication 25f¢&e. 3B1A helfRid:as claimed in claim 14, including generating said signature by
means of a &yptographic key. 3hEhek atethgd sa nthigegratlate F;onclatinpesrdthgseae ddta and
said signature to §§ﬁt°&§%§‘si{?’| reﬁg)éd Ec%nﬁégag%ygmg %@ﬂé‘?’rﬂﬁﬁﬁ V&Lih(g.g i'aalthorization.
35 20. A method as claimed In claim 14, wherein said method

signature; and

comparing said signature read from said token
with said regenerated signature to determine whether said

10 signature i1s authentic.

15. A method as claimed in claim 14, wherein said data

includes token identification data, and the method

includes generating the signature from the data including
15 at least the token identification data.

16. A method as claimed in claim 15, wherein said method
includes reading said token identification data from said
token, and performing said regenerating of said signature

20 on the basis of said token i1dentification data so read
from the token.

17. A method as claimed in claim 14, including generating
said signature in the form of a message authentication
25 code.

18. A method as claimed in claim 14, including generating
said signature by means of a cryptographic key.

30 19. A method as claimed in claim 14, including writing
saild data and said signature to said token as a record
that can be read by other data terminals without
authorization.

35 20. A method as claimed in claim 14, wherein said method
IS used to store data In an entitlement management system,
and said token is one of a plurality of customer cards.



is used to store data in an entittement management system, and said token is one of a plurality of
customer cards. - 18 21. A method as claimed in claim 20, wherein said data is in the form of an
electronic coupon. 5 22. A method as claimed in claim 21, including locating any valid electronic
coupons stored on any of said customer cards presented for reading to a data terminal. 23. A method
as claimed in claim 22, including redeeming 10 the vaii® of a valid electronic coupon so located
against the price of an immediate purchase. 24. A method as claimed in claim 14, wherein said data
constitutes a data record that is one of a plurality of 15 such data records, and said method includes

automatically asgigningaa peagieasiselydiel pientqch ceyatpnt@eachypk teqse datfdedares. £8. A

(r;r:)eutgtoec: as claimelg}intﬁlgir[} gﬁmwggreailﬂ sgi.de gg %glri%tuaeofd) OerqE:h data record is a function of said

5 22. A method as claimed in claim 21, including locating
any valid electronic coupons stored on any of said
customer cards presented for reading to a data terminal.

23. A method as claimed in claim 22, including redeeming
10 the value of a valid electronic coupon so located against
the price of an immediate purchase.

24_. A method as claimed in claim 14, wherein said data
constitutes a data record that is one of a plurality of

15 such data records, and said method includes automatically
assigning a progressively iIncremented counter to each of
these data records.

25. A method as claimed in claim 24, wherein said
20 signature for each data record i1s a function of said
counter.



