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A collective authentication process between the verifying node V and the

/101

proving nodes is triggered.
v

Each of the proving nodes calculates a first value based on a
predetermined public system parameter and a random value selected by
the each proving node and sends the calculated first value to its parent
node.

_/ 102

2

Each of the parent proving nodes in the network calculates a first unit value
based on the first values of its own and its child nodes and sends the
calculated first unit value to its parent node if any, or the verifying node V
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v
The verifying node V computes a first verification value based on at least
one first unit value respectively calculated by at least one proving node
directly connected to the verifying node.
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Generate a random number for each proving node in the network

\

Each of the proving nodes in the network calculates a second value based
on the random value selected by the each proving node, the private key of
the each proving node, and the random number generated for the each
proving node, and sends the calculated second value to its parent node in
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the network.
¥y

Each of the parent proving nodes in the network calculates a second unit
value based on the second values of its own and its child nodes and send
the calculated second unit value to its parent node if any, or the verifying
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node.
2

The verifying node calculates a second verification value based on at least
one second unit value wherein each of the at least one second unit value is
respectively calculated by at least one proving node directly connected to
the verifying node in the network
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The verifying node determines whether authentication of the plurality of
proving nodes is successful based on whether the first verification value,
the second verification value and the random number generated for each
proving node satisfy a predetermined authentication condition
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FIG. 1
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V computes x by multipling all
vV values received from the first
level parent nodes.

X567

P, computes
Xy 23,47 X1X2X3X, mod n,
where x, =r,2 mod n

P, computes
X5.67=X5XgX7 Mod N,
where x; =r;2 mod n

Each leave node P,computes
x; =r? mod n and sends x;to its parent node

FIG. 2.



P, stores e and
forwards this value
to its children
nodes, if any.
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Each leave node P;stores e.

FIG. 3

V generates a random vector e=(e,,
..., €;) as an authentication
challenge (AC-message) and sends
it to all first level parent nodes.

P, stores e and
forwards this value
to its children
nodes, if any.
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V computes y by multipling all
values received from the first level
V4 parent nodes and checks the validity
of (x, y, e) according to the Eq. (6).

P, computes

Y1.2.34=Y1Y2YsYs Mmod
n, and sends it to V,

where
i
.
v, =T ﬂ 5, ?" mod n.

j=1

P, computes s 5 7=VsYsY+
mod n, and sends it to V,

where

Each leave node P; sends y;to
its parent node by computing

K
.y
V=7 i l s, modn.
i

i=

FIG.4
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601

A collective authentication process between the verifying node and the

\\

proving nodes is triggered.
v

Each of the proving nodes calculates a first value according to the
Equation (10) and sends the calculated first value to its parent node in the
network.
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v

Each of the parent proving nodes in the network calculates a first unit value
based on the first values of its own and its child nodes and sends the
calculated first unit value to its parent node if any, or the verifying node.
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v

The verifying node computes a product of all the first unit values received
from its child nodes in the network to obtain a first verification value

v

Generate a random number for each proving node in the network.

v

Each of the proving nodes in the network calculates a second value
according to the Equation (12) or (13) and sends the calculated second
values to its parent node in the network.
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v

Each of the parent proving nodes in the network calculates a second unit
value based on the second values of its own and its child nodes and send
the calculated second unit value to its parent node if any, or the verifying
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node
]

The verifying node calculates a second verification value according to the
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Equation (14).

The verifying node determines whether authentication of the plurality of
proving nodes is successful based on whether the first verification value,
the second verification value and the random number generated for each
proving node satisfy a predetermined authentication condition
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FIG.6



