USERAUTHENTI CATI ON MANAGEMENT BACKGROUND [ 0001] In a conputing environnent,
websites often utilize user authentication for security purposes, for
exanpl e, wo amoEs®7server or website content or to perf ecmus2e00061199
transactions. User authentication typically requires that a user register
their identification information with tZgwebsite, of ten suppl yi ng a uni que
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SUMMARY

[0002] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key factors or essential features of the claimed subject matter, nor is it

intended to be used to limit the scope of the claimed subject matter.

[0003] Often, when a user of a website wishes to access certain information or perform
certain transactions on the website they are asked to enter a user name and password into a
user interface (UI). Using a password associated with a particular username can provide
for authentication of the user, for example, because the password is typically known only
to the user who is registered with the website (e.g., a shared secret). However, security for
remote access to websites can be compromised if passwords are used by those other than
the registered user (e.g., by identity thieves). Multi-factor authentication can be used to
add one or more layers of security to user authentication, for example, when a user

performs an online purchase.



perfornms an online purchase.[0004] Current nmulti-factor authentication
techni ques include utilizing tel ephones or nobile devices as a second

aut hent i caDi20r/d48@ror . As an exanpl e, when a website useCTASL@IP6E9? 0
purchase an itemonline, the host website can send a short nessage service
(SM5) nessage (e.g. a text nessage) to;}ﬂf user's nobile device (e.g.

nobi | e phone%. In this exaqple, after receiving the SM5 nessa t he user
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[0006] Previous and current solutions do not typically allow end user (e.g., users going
through a multi-factor authentication process) management of the authentication process
and related account information. For example, in current systems, an end user may not be
able to readily access information concerning transactions that have occurred using their
authentication information. Further, end users do not typically have a ready ability to
manage when and how a multi-factor authentication can be used, or to shut down the

service to their designated mobile device, for example.

[0007] Techniques and systems are provided herein for providing registration and
account management of a multi-factor authentication service to Internet users and third-
party websites. In one embodiment, registering a third-party website can comprise
receiving a valid digital identity certificate (e.g., an SSL certificate) that covers the third-
party website wishing to use the multi-factor authentication service. Further, in order to
register the third-party website, the authentication service can receive an agreement to
terms of use of the multi-factor authentication service for the third-party website. Once

these items are received, in this embodiment, the multi-factor authentication service can



register the third-party website, the authentication service can receive an
agreenent to terns of use of the nulti-factor authentication service for

t he thirdwpantopo4smbsite. Once these itens are received, PCh/ushéms/oerBodi nent ,
the nulti-factor authentication service canenable the third-party website
to utilize the service (e.g., swtch t ngervi ce on, or send an

aut hori zation key to the third-party Site). [0008] In this enbodi nment,
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drawi ngs. DESCRI PTI ON OF THE DRAW NGS [0010] Fig. 1 is a block diagram
i[Tustrati[ngogn eXeni acymehtiotknienthedbregoinulahd faattdendssehie falldviapt i cat i on.
[0011] Fig, 2.is a flow chart diagramillustrating an exenplary method for
provi di ng GEsETHEION 208 enpsred drayipes S&&@H@fﬂeﬂﬁ@ﬁ%&w@ﬁ? agnscls afder of a
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DESCRIPTION OF THE DRAWINGS

[0010] Fig. 1 is a block diagram illustrating an exemplary embodiment of a multi-

factor user authentication.

[0011] Fig. 2 is a flow chart diagram illustrating an exemplary method for providing
authentication service account management to a user of a multi-factor authentication

service of third-party websites.

[0012] Fig. 3 is a flow chart illustrating one exemplary embodiment of a user utilizing

a provision of authentication service account management.

[0013] Fig. 4 is an illustration of an exemplary embodiment of a user registration

window from a multi-factor authentication website.

[0014] Fig. 5 is an illustration of an exemplary embodiment of a user account

management window from a multi-factor authentication website.



managenent w ndow froma nulti-factor authentication website.[0015] Fig. 6

is a flowchart diagramillustrating an exenplary nethod for registering a

third-parwo 20892 to utilize a nmulti-factor authenti caCirars2@envilee.

[0016] Fig. 7 is a block diagramillustrating one exenplary enbodi nent of a
thirdparty website registering with a qv% i -factor authentication service.

[ 0017] Fi%. 8 is an illustration of another exenplary enbodi nent of a

t hi rd- par t)01Mbsi Fig- payp Sowrahay disigeam dlustipting gnaeieadlay Meshnd featagaiers@rayi ce.
0018] 7t Snirf-ohity BRud WAL L O F AR SHERLAGY sciomaut er - readabl e e um

conpri sing processor-execu e 1 nstructions con ured to enbody one or
nore of t ovi sions s rth herein. [0019] Fjg. 10 i.l1ust es an
exenpt ary 108FuL 1 B 2avk Plosh it dhSlfimg drstmbled srbodimefyiibidng "o
forth her gaftyRRipstierdeipramanited muRETAld: BRHESERLRTENe[ 0020] The cl ai ned
subject matter is now described with reference to the draw ngs, wherein

like refergppg NURES 8lisatfiRstiiRA Jrand@ECExchPldrl KRLBHBIERNGSa thitaQaghout . I n
the foll ow ng description, for purposes of explanation, numerous Specific

det ai | s arwecbsae rdemtermg witloa dedti-fastgraothicdacaionborviaggh under st andi ng of the
claimed subject matter. It may be evident, however, that the clai ned

subj ect nH00E8] nma¥yigh@ ipamdhustcanwiftathentmplhgsengpeaitadabtbanadihs. cohmprieiniger

i nstances, structures and devices e %Eomn in block diagramformin order
to facili tpé?“ees%i’é'seéfﬁ‘?%?tﬁ@Hlsﬁé“bqnéicﬂéég% foeERbAF ONE PT MPFHHTIC RiqyISioNs;Sgt 4
illTustratigpnh@begn exanple nulti-factor user authentication 100. In this
exanpl e, a browser page 102 conprises a first authentication factor 104 in

the form gy usefid 98 iliiralds b Gx @SS AR AL InRASINAE Theidhedr iRt 108
H E g therr us

initiates ‘authenti cation by enteri rnane and password into the
| ogi n box dfGkk pravsemenet fbel abreof maypbhemtlemattcdn can, for exanple, be
present in a second franme 106 on the browser page 102. In this exanple, the
second frane can contain an inmage of distorted text (e.g., a CAPTCHA
image), and a status nessage telling the user that a nessage will be sent
to their nobile device 110, a”@ﬁ@Aﬁﬁﬁﬁ’pﬁ§§PﬂgﬂF@ﬁ% on how to proceed.
[0022] In the exanple authentication 100, in order to proceed with the user
aut hent i cd00HH, aTheekim@bsubiseinater is hewreswbge wihrrebrancatp tatdnenngsat i on
on their W belr!cig like reference numerals are used to refer to like elements throughout. In the

following description, for purposes of explanation, numerous specific details are set forth

in order to provide a thorough understanding of the claimed subject matter. It may be

evident, however, that the claimed subject matter may be practiced without these specific

details. In other instances, structures and devices are shown in block diagram form in

order to facilitate describing the claimed subject matter.

[0021] Fig. 1 is an illustration of an example multi-factor user authentication 100. In
this example, a browser page 102 comprises a first authentication factor 104 in the form of
a user log in, using a username and password. When a user 108 initiates authentication by
entering their username and password into the login box 104, a second level of
authentication can, for example, be present in a second frame 106 on the browser page
102. In this example, the second frame can contain an image of distorted text (e.g., a
CAPTCHA image), and a status message telling the user that a message will be sent to

their mobile device 110, along with instructions on how to proceed.

[0022] In the example authentication 100, in order to proceed with the user
authentication, a user 108 receives the message concerning authentication on their mobile

device 110. In this example, the message may comprise a SMS-based text message, and



device 110. In this exanple, the nmessage may conprise a SMS-based text
nmessage, andcan include instructions on how to conplete authentication. The
user 108 wearowensnda reply to the nmessage, which incl udegCrhs2aoens11eode from
the distorted text image in the frame 106 on the browser page 102. Having
received an appropriate response to th t henti cati on nessage, the user
108 can be authenticated. [0023] In on€ enbodi nent, users my w sh to
access a wehsndledingrucsongen ke themapipilauthenteatiani dhe aersl 08 crbsandiacpiyer
(e.g., a e S I f

clinic). %?@h S’SSE% @?%eﬁghaﬁtﬁgtéxggéq/eﬁéﬁ{gkhea%gggéﬁgeg {“?%%nglei f%aq%gs?on% a
pr e-regi stoartae bmenpam 180 d Haasgwocdyedvdni a@brapmlatehespmawtottbe wetharttichtyon

aut henti cation informatjon n t he user. from a dat abase. However, if a user
i's atterrptm??éa%eoq@d@%rs@gt%g S RERGHS | on service for a first time, for
exanple, certain registration informati on may be needed in order to process
user aut hd@92Yat i bhonemmbadimsnpices may wédrto #wsmwbm th@t@ompénsesfapwl e
device th e h t

it hont i caroRaE e RO DG AL SR PRl PR PRI
websi t e t hatordd frbmzeding)min this erﬁmlmematﬂehemsmﬁmy@sk seseriteg ih asingxanpl e,
to performonllnetransactl(g y fir %edtor ter with the

L L1 -1 ac (RS TeRHHER U BTG RIS . WhIFhGAB DE RSP rﬁ%‘r‘i‘fl Y PEBFEICRERN on can

i nclude prigirdhiith MeRBENEER o thlBa TRRIAE:, @pyhs%?lsaaqféﬁ@angaﬂscceg%ﬁ@ as a
nmobi | e phone nu hat a second authentication f the user can
utilize tmathmbcdt@ndemaeefor fFOrd hiere, farexémpls, mlp&nﬁeglstrhtéomﬁnnmsiyn wiagfbet o
manage det a| | s, .0 multi-fa ut henti cation service, exanpl e,

f

e as RIS @ PP URETHERIE 1 B AT SAe0H TR, &
exanpl e, 3&%1915{[3 dRRRAIABAbe 153 B HO abitR¥icdBoRbdront Ret: s@n&lﬁgﬁuth@nt{dﬁt{&ke a
nobi | e device's designation for authentication. [0025] Fig. 2 is a flow
chart of ancsesgsspl ary nmet hod 200 for providing authentication service
account managenent to a user of a nulti-factor authentication service of
t hi r dpart y00R4si thsoneTatspecexaemetaf g/thﬁtceltlirmmy wBitbdgi nslizs a20dtidadoi nvol ves
registering _a user with t nmul ti-fact fhentlcatlon service, at 204.

Regi st er i iyeAECHOBSCAS ﬁﬁ?fiﬂglé 19l Eﬂﬂﬁa IR gansachons; ey HrshBESddR of
avai | abi | it 1s1‘éf wlith%hefﬁlﬁhtti faEt%%%eﬁ&Haﬂ@@&ér%&' Hﬂo&%n%dﬁ%nerﬁ%@gtrgﬁbﬁ é”h%' r

locality, a . As an exanple, a multi-factor authentication service may
utilize a 1s¢io¢16t pmsis@g@e sgwme@etl(m))ﬂebé@e@b aeewreddé, sudl asof mabildphmmiecat i on,
that may bhe

number, so that a second authentication for the user can utilize the mobile device. Further,
in this aspect, the user may wish to manage details of their multi-factor authentication
service, for example, such as viewing past transactions involving their authentication. In
this example, account management may also involve allowing a user to revoke a mobile

device’s designation for authentication.

[0025] Fig. 2 is a flow chart of an exemplary method 200 for providing authentication
service account management to a user of a multi-factor authentication service of third-
party websites. The exemplary method 200 begins at 202 and involves registering a user
with the multi-factor authentication service, at 204. Registering the user can comprise
providing the user with a notice of availability of the multi-factor authentication service,
based on their locality, at 206. As an example, a multi-factor authentication service may
utilize a short-message service (SMS) based second level of authentication, that may be
particular to a country in which the user is located. In this example, if a user may be

utilizing this service in a country that the multi-factor authentication service does not have



particular to a country in which the user is located. In this exanple, if a
user may be utilizing this service in a country that the nmulti-factor

aut hent i caDI201/80971 ce does not havea capability to operaralS2@9noetivpce can
be provided to the user (e.g., on a website where a user may be
registering) that tells that the servi i s not available. [0026] At 208,
regi stering the user can further conprise providing a | ocation-specific
aut hent i catGapabisBrtpioperatp BinpEchERdsPreyded toghe Heer (&r On pakbeitowhern gjuser

| ocal ity. { i devi ce designated by a
user of tHégg%$%ﬁ§gyﬁgbﬁgg%%??%%ﬂgﬁnn(%ﬁ%nngﬁgahgn this enbodi nent, a
short -cod be by. the yser to ess the nulti-factar.. .
authent AP oerRls ik HEher G Farg Romdns Bo b8 iqusmegiie, ¢
an aut hentiugthti@NioABSSaGemetild RceYRbYe foltBe 8&F W& biPTheRISQURL Tnher mat i on.

Further, in this enbodi nent, short-codes used by nobil e phones can be
speci fi ¢ tanbpdiyae fgp Aramplecampbilc deyigerlcaignated byiatpsy, of il sceviediB. 1 n this
enbodi nment i fi . - i r for
sccessi ng alySCHaqizRAGhe 15 RO R MaRRolt PR B dIRAPRY 0027,
At 210, i ractdse tlexaopl-factr pehhoitald®Oserviegushgthengnédltiie phoas, foaekapld, her
conprise registering the user's desired rrtt%bi | e. devi ce (e.-gf , hpbil e phone)
with the rfEPRite phawBenticatiplamergs PoIR BIEFXANE 8oTvics Tpfercay THIgFMefin; ng

mul ti - f act RN ENRR! LARIdA. HRAREXARIS mONRSRIEOR 1 BIARed 2

regi stere ti-factor authentication’service can send a SM5 nessage
(e.g., a tgergrapkissagd)y, sechasuswuhsy.dosexgngtiedinphsrentafiineenttheunser | ogs

onto a thirdpart bsite .that .utjlizes the service. In this exa e, in
ortor 2t o ReBEF hert Folklduf vbartyidtdsp B Gt B edryng T en i ot XA RS Ia 1o
t he SM5 nmeggraBcaMohRe®i&ode di spl ayed on the website (e.g., or in another
enbodi nent, the user can enter a code into the website that was sent to

their pho SMg) 216,97 Pipl e nfXfARlon" fied fuft i

| nt er net - ggge user a%’coﬁ%lexlree\?oa?gtl on sg?i/%ég{eg?etéa% }B%Q%g (C)%/}% éleﬁ;gp (\:/\Oh%lgbé ' can
conpri se acgistering ttearséidc des{rell Indbiatleakt Gvg, mobidephdane) weh dicemaltidasiognat i on
of a nobile _device for.fut reglégggl ti-factor .authentications

) by the
mul ti - f actiOfeRHEHORSF VS frgluripg multi-factorauthenticatione Av Dle,

mul ti - f actpie aWdbeBphERd is %‘%ﬁ@ﬂe_&j £RUNRTRdr AuiheSEcatibe seRE cen SeMicavishat
t hey designated for the authentication service, they may not be able to

access ar ensssade (websitext mévazgeltd 4 iisce’stdasigsaed plaame afgr thihassr 1pgs o 8 thasdanpl e,
I anot herpapt%\rrvx?e%rs]itg far l(ljtiﬁzlgse th%ostejri'vlicee. b llng g}kar}lpll@/in Ceder ?oe be authenticated (e.g.,

by a second level) the user can reply to the SMS message with a code displayed on the

website (e.g., or in another embodiment, the user can enter a code into the website that was

sent to their phone by SMS).

[0028] In the exemplary method 200, at 212, an Internet-based user account revocation
service can be provided, which can comprise a user interface (UI) that allows a user to
revoke a designation of a mobile device for future multi-factor authentications by the
multi-factor authentication service. For example, if a user of the multi-factor
authentication service were to lose the mobile device that they designated for the
authentication service, they may not be able to access areas of website that utilize the
service. Further, in this example, if another person found the mobile device, they may be
able to authorize transactions to which the user was not a party. Therefore, in one
embodiment, a user can log onto their account with the authentication service and

deactivate the lost phone for use in the authentication, for example.



able to authorize transactions to which the user was not a party.
Therefore, in one enbodi nent, a user can |og onto their account wth the
aut hent i caDI201/@80971 ce and deactivate the | ost phone foPCUAS2000/061109

aut henti cation, for exanple.[0029] In another enbodinent, the

I nt er net - based user account revocation,i vice U can provide a user with
an ability to allow authentication without using the user's designhated
nobi | e devlB] AsImgnoshcs spbedimant, ghe Bserngiehased wser aerountyeyecatipmbpireicadlli ce
and deacti -he (e ' ' ' r Vi cey r account
u, a usef%ﬁégnégﬁ?ﬁﬁﬁﬁSﬁi#%%gg¥ggﬁkﬁﬁ%gﬁggggﬁél&gggﬁfégﬁﬁwgwgﬁgiIize t he
mul ti - f actdesiganttthanbiledtvion Aenvbceapld,if & hics vexatlbe thtinencbilt devitt edt i on

service cap allow a user to authenticate without havinq to utilize the |ost
mobi | e de\ACRE!VARIPE HEYICC PR BiGEHENTHCAAON STV S RAGTRYI Yint USH MY ¥¥ipe of

override, fof (¥R 'tﬁiird-b&’rt?%b&{'egﬁla?ﬁfiﬁieethé %@'t?—%éét&%u%ﬂ%lﬂﬁcﬁitoﬂ Blvideeagtivate

a security protocol. In another exanple, a user may be |located in an area
i n whi ch ttheyexgaplentt antherticatomsssagesn tldow haeser tdesthgmatatdviinbit hevidgtwa ce

e.qg., out of cell to ange)., .or the pobile device may. not. .b bl
(o O Satueliee B oty RN eFyrRronl SRR isefon Sves a0t i SafBF) *°
thi's exanp)\grideNfor 2Rl foGRkitRi KE6NI r6ucTBYg Bhl PV rdiSBYat@a sQSity | ME

override" for using the nobile device, by perform ng additional security
measur es (oigeol. dhanethicrsxempte, Pupgs mayhzer lechtedkigrastarepiasyiiomthey seendt from t he

user's accQunt on the . aut hentication site 0030]. I.n. the exempl ar

method s00ette ShsheS B e R R dBH S e O st DM D B can e
provi ded, mbbificeaR g3t bs pérable (¢.patcced@ydraindd Blittcre.dosiMatt@&§t damhdged
transaction to the user. For exanple, a user may wish to review online
transact i ole¥icerie.)-hBMisrpIp e theraptheptication peivicsrmatllosh? Pesari ehe-S8kvi ce,
such as s (el | . . . I o 1N this
cxanpl o, U 1 e BE e B 5 BRrtotind SUBRNS ol WS Ree o e +
account f ahaifcd acdciiIdlseshiatcdncorkt genesal ctag dmumnthecngeuiqeosen thiavi ng

provi ded an account reporting service, the exanple nethod 200 ends at 216.
[0031] Fi guthenfieationyeiitehart illustrati ng one exenpl ary enbodi ment 300 of
a user utilizing a provision of authentication service account nmanagenent.
In the exd3Ury Enhedrempleryznethad ge@rat dhh andpicrrctpasgduscraachunt FepPOaEr

aut hent | ?asteiv‘i’% c'sdﬁrb\é!p?(ﬁ\'id&f \xfh?cﬁl caﬁ’%ﬁl riS@R UL HEl VYB3 UOR K9 KGRy ©f at ed
information a ong w a nobile devi ce access

transaction to the user. For example, a user may wish to review online transactions that

have utilized the multi-factor authentication service, such as secure logins, online

purchases, or downloads. In this way, in this example, a user may have an ability to

monitor activity associated to their account for fraud prevention or general accounting

purposes. Having provided an account reporting service, the example method 200 ends at

216.

[0031] Fig. 3 is a flow chart illustrating one exemplary embodiment 300 of a user
utilizing a provision of authentication service account management. In the exemplary
embodiment 300 a user can register with a multi-factor authentication service, at 304,
which can include supplying user-related information along with a mobile device access
number (e.g., mobile phone number) the user designates for multi-factor authentication.
As an example, Fig. 4 is an illustration of an exemplary embodiment 400 of a user
registration window 402 from a multi-factor authentication website 404. In this exemplary
embodiment 400, a user registering to utilize the multi-factor authentication service can
enter a username 406, a password 408 (e.g., a shared secret comprising an alphanumeric

string), a country in which the user will be utilizing the service 410, and a number for their



nunber (e.g., nobile phone nunber) the user designates for multi-factor

aut hentication. As an exanple, Fig. 4 is an illustration of an exenplary
enbodi mrerw04200/0@809a user regi stration wi ndow 402 from aPgmiuszeovactioy

aut hentication website 404. In this exenplary enbodi nent 400, a user
registering to utilize the nulti-factor ﬁythentlcatlon service can enter a
usernane 406, a password 408 (e.g., a s ared secret conprising

al phanu merdegigaated mgpile ahensRr(g-r avhigh R sevece gg psarfor b serondilgyed Qf ng the
service 410, eﬁggnﬁnyunber for theirdesignated nobile phone 412 (e.g., which
the service can use”for a second |evel of authentication). [0032] In

h sked d
i or mat | 00 Aucn iyt EnpOiinet® SREEDa] Be Rl BEE MR Bl

i nf or mat i dAfor@BGoishdt 4G rehlf RALTREL Eﬁﬁl&eﬁ a@dressl, bthar €%dct inforass06] aidadilingt h
the authentication service) Furt in this enbodinent, the user may
suppl y an iafespetion §.&; 1§ E)é@frtﬂfr esuieisd hon thaauthersicalion soracels Eurtapt, In tow, i n

case the p%‘ﬁﬁﬁ&lt the ngr%rért S%,EP'I Yanla &Stg égﬂ& %ﬁl%ﬁrm lltjl%/al’t reﬂep %ﬂl%tlﬂgf

enbodi ment", ere a user e|r Ice wth at
| east one willHaowpar &(BEIthefpaSsvﬁ)fdﬁﬂJifoegottteh®yl1l]$691ﬁsel’f&&&dd\litlshaltyouﬁﬁioth,em a separate
per sonal |dentlf|cat£on code (PILC), which may be nerely knomqr ¥ t he user
In this we§mbodimen; ¥ @R&ﬁ*ﬁ?rénam%}aéq theyr HeSIa@?é?d l@ahﬂea@ﬁVﬁ“é’n"t’liﬂ%:%tt g2y, 8n59fhethe

mobi | e de Ie%.% [OO%% 1}11'5]@ the gser%y%ﬁﬂ?@w uP&'s é&?itgﬁp{ggnélh@e#%hg&?on%ﬁ%nm

know t he n Fig. 3, "at 306 Iinthe e ary e I ment
mul ti - f act(8fCrauwhidhinhaychd mwlﬁmowmbzy thamscietle this neywhehik exampit heatlycthti on

services can be offered in the user's localit country), and if they
rer | br ovi BEr Gnegtinhos b oo Ol R i game e 1. B o008 biakbnudng s
service rqﬂgh@hﬁ/ankmﬁ%ﬁﬁnﬁe I n one enbodi ment, the user can enter a
location (e.g., a country) where the user wi shes to utilize the

aut hent i caphf] Sefi 503, at 306 1Mk oCORPElEAodi HOK WA i ihigoser vi ce can

det er m ne whet her services can ere in t e country in which the
user pl ansautl@nuwlomservmrwnccleterrhmewheﬁleemthplhte:,atlom sermigbd ¢anft&aifmred in the

authentication service a acilities or er at |t|es
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that partigel @lac6Qy ﬂ{ers\érvnl;eolg%lelil ToPOQLEE. BRediBBimen? thOGRE taNeREr 4 he
regi stered user can be determ ned using a reverse |nternet protocol (IP)
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offered in the country in which the user plans to use the service. In this example, the
multi-factor authentication service may not have facilities or operational capabilities in a

particular country, thereby limiting availability of the service in that particular country.

[0034] In another embodiment, a location of the registered user can be determined
using a reverse Internet protocol (IP) lookup. In this embodiment, for example, the service
may retrieve an IP address for the computer used by the user during the registration and
perform a reverse IP lookup to determine a geographic location of the user (e.g., in which

country the user is located).

[0035] In one embodiment, a short-code can be used by a mobile device, such as a
mobile phone, to contact the multi-factor authentication service. The short-code can be
used, for example, to reply to an authentication message from the service or to access user
account information from the service. In this embodiment, a short-code may be particular
to respective geographic locations. For example, a user located in the United States may

use a first short-code, while a user in France may use a second short-code to access the



performa reverse |IP |ookup to determ ne a geographic |ocation of the user
(e.g., in which country the user is located). [0035] In one enbodinent, a
short - codwocamn/iasrvased by a nobil e device, such as a nolpCiraspivone;19¢ o
contact the nulti-factor authentication service. The short-code can be
used, for exanple, to reply to an authgﬂiication message fromthe service
or to access user_ account information ffomthe service. In this enbodi nent,

a short - codenchtigation spaiqc feam amaeboledssisectn his evgtapivireultideeier ons. For
exanpl e, % utrfific %ﬁ%&ﬁfgcel da ép&n&g‘é glﬁ)gt-g;[d%ttg ﬁ}er{m{r tﬂﬁtecaﬁ;tl)%glgg&s in%ﬂé) E(gdn?&de’

while a user 1n France mayn se a second short-code to
t heaut hentih edti¢hothe sisgrinterddSto aiiliac tiwBeilvecedevi ce. I n this exanple, the
mul ti-factor authentication service can provide a short-code to the user

that can heo3sed n3phm BeWREMYl atyenudekicdt3O0Uhe multiMfgisisutiRnttdtionze the
service. [0036] At 308 in the exenplary enbodi nent 300, the multi-factor
aut hent i caeneer wamgrfesn eaest pelti-srctarauthsgticatignt Fof exammic, ay ordsntd dedrore  For
exampl e, 1 A5l JQiGLATMAE MDEL DS v AeqdesloNalediIORld/S deyia. can be
used for authenticatl n, an 1or s grve the User sone experience in
utilizi ng dsbesomd dxipefiact o uhlitihe thcing@ltiifactor dthlkensieation ehecarvigerah@erfoan hest
aut hentication while wal ki ng the user through the steps. e engodi nt of
a nul tif aderutightrsfen adile orplkiag thejuser thepugy thestensg Ong embggimepd ofagyyliipeqd

above. [0%?‘[& ﬁfttp}e’%ﬁ@aﬁdﬂsﬁlﬂsﬁa@ﬁ@&ﬁiﬂp%%, Lhges3fbdd fpycan send a test

second- | evel authentication nessage e user's nobile phone, for
exanpl e, th I ' [ rd fi - | evel
aut hent | caPPEN | omsdFhin SRt PaHneh ML AR QRLH SIS | 100, the
user 108 cartheatit@iontrh8bdgeus SieNABEs aiddilppbewDfad ck impRdafedr thdescBRIMSE' S
webpage 102,. and the Eervice can send a SMS nessage to the user's npbile

? 1

phone 110, heifPRIROPTHAE ALY S Ct HEheSRUoIgeRh MHeRRPALieN c SApPEMPIS: & shown in
aut hent i C%gqnlod BR3RE: i Shantdr %&ﬂ%ﬁﬁ%ﬁ%ﬁﬁxss%?@ﬂi iz t@%‘%m}f\é‘g le

perfornming the tést nultifactor aut tication can conprise having, the
user can rvegipygd 002, hed thestrviessagendse M oyecsshge wehe e’ susibilg phbhet £ 1hobi | e

phone, with .an. appropriate response. As an exanple, in Fig. 1, 100, the

oer 108 1OigbRBR Heafiy ! (GHTE SisniSe d5mBRECHP he ser vi co wi ¢ h a

code that is shown 106 on the service's, mebﬂﬁge.,ln t his exanple, the user
M

108 can erP&8lt heAPSpIBPFXEBIETL OBLPHIEES (e pihjlc sRECTRISE Mrdc¥amltit o t he
service ushigr dufRCLadiPds bRpridE AR, M LREAELYIE tld QEDAesIRRI b wevi ce.

the service using their mobile phone, with an appropriate response. As an example, in Fig.
1, 100, the user 108 is asked to reply to the SMS message sent by the service with a code
that is shown 106 on the service’s webpage. In this example, the user 108 can enter the
displayed code 106 into a reply SMS message sent to the service using a short-code for

accessing the service from a mobile device.

[0039] In another embodiment, for example, an SMS message sent to a user’s mobile
phone may contain a code. In this example, the user may be asked to enter the code from
the SMS message into a box on the service’s website. In this way, in this example, merely
the user that receives the message on their mobile phone, and who is utilizing the service

from a computer, can enter the code for a second-level authentication.

[0040] In Fig. 3, at 314 in the exemplary embodiment 300, after the user is registered
with the multi-factor authentication service, the user may begin to access one or more
third-party websites that utilizes the multi-factor authentication service. In one
embodiment, a user may wish to manage aspects of their multi-factor authentication

account. At 316, a user may lose their mobile device that was designated by the user for



[ 0039] In another enbodi nent, for exanple, an SM5 nessage sent to a user's
nobi | e phone may contain a code. In this exanple, the user may be asked to
enter thewoadw/ds®m t he SVMS nessage into a box on the secwiuseoms/osmbsite. | n
this way, in this exanple, nerely the user that receives the nessage on

t heir nobile phone, and who is utilizi Tﬁ/ hhe service froma conputer, can
enter the code for a second-|evel authe t2i cation. [0040] In Fig. 3, at 314
in the exanplmg Puiirbsirrathentaoion it 84 8 tfaecismle.jagispiggindesptd thiit Multhe

mul ti-fact tjeatl ' r ) i cess one or
nore thir dtg %’8r %ﬂﬁlﬁ@%ﬁcﬁ‘e&s&%@? {1%%6%'%}(%E%%ﬁ%%ﬁ%%_s?%%ﬁg%ﬁog}uf? entication
servi ce. lautlengcaivhodismardkxampleuBRY 5i®ah ilfusthation ofanagaenplapeahlsodideritS@0r

mul ti-factor authentication accolgcpt. &t 316, a user ma% | ose thejbr. mobi | e
devi ce t het! AHST AFSQY Mmanagerpsnt tRdqys &Y2 fram ismultiviagiopgpipenticafipmpebsite. In

aut hent i CahjsQhbofimcit 800.fsQtn XA ihe st 24ly &AT8%uABh 906 B e Wliphid act or
aut henti cation account and revoke the nobi e device's designation for

aut hent i cahitean adenaticdkaeplogs tHei uyer’ $mobilaphadneldgsignaidndimomthean exenpl ary

enmbodi nent 500..of. a user count managenent w ndow ., 502 froma multi-factor
aut hent i ca?t“gﬁﬁn&‘ﬁé‘r%‘iaf%‘?unfﬁlcnﬂﬂo GEFPE‘HB‘%W&H > SEHEING S iﬁ%@%ﬁp%?mﬂ% “user may
activate achsink ahy206b108 ukfiao WelRA9L diffddnt GRIbild db AR Edr@athkitidagiBRV e t he
user's nobil e phone designation fromtheir authentication account. In

anot her engggiMeniy 3361 yiald v EOBbiRRANEI0 SMERL3 iaistRaPRG O (HBY
enable a trJTger ]to act?@’a{te axgglip?ae ent r%oﬁﬁﬁ e devi %'e ’faors au%}ﬁgent éat ?%n.
[0041] At 1820notiile dehiec eceingy mayaenivodingenholBl0dayiceFiAg.323, a escus@r utifery

reacquire the | ost nobil e device r they. m ire a new nobil e device.
n o35 o heSconghimtermoy EresSioe B b R et B e e

nul ti - f actipg frml heHile GRLicObrIghMtivar 4 Rew BRGIE Y& fohsd Pundtitm&ibt e devi ce,
or to activate a new nobile device for use in nmulti-factor authentication.
[ 0042] Af tamthenti¢dtioni ng the nul ti-factor authentication service, for
exanple, via thirdparty websites, a user may wi sh to review transactions
for which [0642]r addeuntlitiestheeerititfsad: avthenB2&idnsethee, dorenxpinaley varthiodd nment
300, a user can. log onto a nmulti-factor authen icaﬁ.i or]@servi cehwebsi te
(e.g., as MAYPIYSS; 2 BAR5 0V INBMATE PhEF PSS doft Whigh theB 6 ocqups hirsigen pay
review a tysaNsAEL2@M th€BRhplady RmuYARRI 800 WiecmABe bRe! MidgltRfabiost Of
transactions attributed to thé user's account. In Fig. 5, 500, a user

t ransact i cwhenggrsion seicecrebsto (qg.i sand’ig.iss 60Qfto avwegnthcmar¢onint. yAt 324}, the

exanpl e, Iu%gll rlfll%llp ietv&g g r%r?‘s%tc ignnre?)g‘ltt,e for g‘%[nllp e,’wlgghmca‘elmninc tuldle b £i5¢ OF transactions

attributed to the user’s account. In Fig. 5, 500, a user transactions report 504 can comprise
a list of account activity, for example, including transaction date, action, domain utilizing
authentication, and location from which the authentication was initiated (e.g., by the user).
In one embodiment, the transactions can be sorted by the various elements in respective
transactions (e.g., date, location, etc.). Managing account transactions, for example, may

facilitate fraud prevention for the user, whereby fraudulent transactions can be identified.

[0043] At 334, a user can access the account management services to change settings
for the account. As an example, in Fig. 5, 500, an account settings box 508 can be located
on the authentication service webpage 502 for the user’s account. In this example, a user
may select from a list of account settings that can be changed. As an example, a user may
wish to merely have a third-party website utilize the multi-factor authentication service
upon initially logging on to the site, and not require the multi-factor authentication for a
certain period of time after the initial logon. In this example, a user can manage their

account settings to determine a length of time between multi-factor authentications. Other



aut hentication, and | ocation fromwhich the authentication was initiated
(e.g., by the user). In one enbodinent, the transactions can be sorted by

t he vari owe 2eloeas0ys i n respective transactions (e.g., @aras2000at19on,
etc.). Managi ng account transactions, for exanple, may facilitate fraud
prevention for the user, whereby fraudyL&Qt transactions can be identified.
[0043] At 334, a user can access the accOunt nanagenent services to change
settings faseoumsctipg Bighean hsmainged.dapexamnle nEygnclgde googingrs uset dorefile
settings - : ] L on: 7 502
for the usst-diudBELifng RREHRGRRT Ao NI A AR R of SrobiRARRE: °0F
account sgfattysgss, httitatiagn shacd hbgedevidscaid (exddspliged dbouspturnmy-off @h t o
merely have a third-party site utilize the mylti-factor authentication
servi ce uﬂSﬁﬂPtﬁﬁ&tihSﬁ?rylcFo@giE@n%ﬂg £ &'90Hg dsyice desighdtinbt require the

mul ti-factor authentication for a certain period of time after the initial
| ogon. | n [0%44 exéﬁé%,m&lwemp@éhemhﬂ@g@n{) HQ. p usraBwhescdieeir melde deyice

det erm ne f ti { - f. r t J:.QN .
a hor accouniaR: e sedqt REaBRClMcke, Wik Ploc Bk B L EBETI NS Cangi ng
a user's pntfodirgerteat@28, 4 met teeh 92gd Aigubiyrtg thevholtinfatiod Buthbringied8ekvice
restricting-auégentication for specific thirdparty sites, activatin&@a

shar ed moBPiNg HEFXREPIE RN heodgeisgreshiag ifpruaion coesining 2dts tigpsacler figkt i ng

t he servi i nﬁ@%i Wo 10 j: ] 324, in

t he exenpﬁ%?;%gﬂﬁﬁgﬁﬂgﬁggggo, a1h§g§%§%§gﬁg§®¥hZ?Ph§§BP$%8%é3??§2f%énanage
t hei r ser weorccamoaeply withahe ecqangstdinfovntabiont I thggivmg fonixemaloselosirtrgay I n t hi s
enbodi ment, at 328, a user. can ﬁe@%aa 8€§r% to the nult&-factor

aut hor i zatTHHE8 B FEOHE PNGE NSl heinBPile Covdfrdr - Py dendipR ERILSY 1

i nfor mat i QRfFARGST &Y tBGhandeasting§ansaction that was conpl eted and/ or
attenpted for the user's account. In this enbodinent, at 332, the service

can reply [%{]% tha (BeAUGREL Al mﬁgéﬁ%dt?ﬁgﬁ t&%{)&%@gwﬁ%@ohﬁ& t@%’ﬁg&?éﬁmr@- user

may nmanage their account using rely Vi ce ., by sending
request s frartyisitéothatttilon tier mtiloi-ab@ngethsetdiingsdrvicE,0Pab] thaAmuBdfictar user may

request that future trgnsactions involving the user, at thirdparty sites
hat uti | ihepigation 17 BRSerbodiigrn Bir it i toarth tauht duss i theRgrvice Wing

nul ti - f actipgir alebheBtvicdiddhe abddsd ide (@%@@l‘iﬁ o) f3rBe §QNHEShs GRRBxARpISENt DY
the user to the service using their nobile device and the access code

(e.g., shorusccodghaveoset tpehegarcodund to msrednutaasrthd multafagtsauimytidatioe faet up
their accq 9@ t& g@rq}¥ u%jl% e thj nqlti-g ﬁéo%:artp%ptgcahgonanQ
thi rd- par t)SPPES SR R Br ek idnEBpaTRdioHies RNy wER!C. Aserfeg
exanpl e, ae{if8f thé@dll future logons to the third-party sites utilize the multi-factor authentication.
[0046] It will be appreciated that, while some examples of user account management
service have been described in the embodiment and example above, the techniques
described herein are not limited to these embodiment and examples. Those skilled in the
art may devise techniques and systems for alternate user account management services that

can be utilized by the techniques and systems described herein.

[0047] In another aspect, in order for third-party websites to have their users utilize
multi-factor authentication services, they can register with the multi-factor authentication
service. In this aspect, setting up a multi-factor authentication service on a third-party
website can be cumbersome. For example, prior business relationships, hardware and
software installation and setup, and other human intervention are typically needed to have
this type of multi-factor authentication for a website. However, a method can be devised

for registering a third-party website to utilize a multi-factor authentication service, while



request that all future logons to the third-party sites utilize the

mul ti-factor authentication. [0046] It wll be appreciated that, while sone
exanpl es WO 208@8@Ccount nanagenent servi ce have been destnish@d/osmn9e he
enbodi mrent and exanpl e above, the techni ques described herein are not
limted to these enbodi nent and exanpl?EQ4Those skilled in the art may

devi se techni ques and systens for alternate user account managenent

servi ces tAgigadzhusean ipiaryensign Hotwese thedbirdipguis vebpite A\idhe meltiéastati bed

her ei n. [Qgﬂ%%ﬁgﬂmﬁ@Q her aspect, in order for third-party websites to have
their users utilize nulti-factor authentication services, they can register

with the j,-factor .authentication rvice. In this aspect tting up a
L 1 et Rl PEC St MR it SlaaBih ARy o Doty SRARES00TR! be
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software installation and setup, and other human intervention are typically

needed t o HawelarnrmbedipenfOtheastis-af 602 ord eampiisas fegitdrtg thethird-etysi t e.
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utilize a ent1cation'se gating
i nt er vent iaathcagtaipancivive reduividg panliy digebsidestitqodrtificate fod the tHiricpaty
aut hentication service. [0048] Fi.g.. a flow chart diagramijllustrating
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an exenpl atsPstiet hycF*600!% H%Orfi]%‘gtio_églélﬁie ity g HIAERER Wtk Byt i 1§ ze a
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602 and conprises registering e Site. 6, registration
of the thipadypeabsiye vembdsi seet todhe moltpfactoe atthentmation séract.ofn gus Wantin dat i on
service receiving a valid digital .dentit ertificate for the third-party
websl te. | FORMBlKaS e rFearady 4 wiraT it o G iR e bl palthose

regi strati@gponsiblt bR) R FRERLHfHta PRarREENONS BetvreN &dndl(d3ubbilih gk @dit-down
certificate that certifies an identity or the thirdparty website can be
sent to t I seyigeR-fiabt or aut hentication service. In this way, in this
exanpl e, the service can know a valid identity of the third-party website
(e.g., and004se A¢spRnsgibiraioharf tha thirflgrartf wtebsite @ateentpiriat tHermusdettbons

bet ween theﬂ} ge. ge billing, .shut-down of services, etfc.g. LOEM?O% At 608,
regi st rat | BCBHCHI0B SPHIGIeIRYIPS ADAHEITENoRA0 t5MHPT Be AfHRS mUIttTackotct o

aut hent i caftiRAtSRINIsERidaBLINkIREd-BAHAGEMNIRS T8RSN Ae, iR bAB c@bodARNO b e

mul ti-factor authentication service for the third-party website. For

exanpl e, imcaveg evbbdpnidn keyakrtdicateghatiogitiigs an vddntity grub¢ therdkeytycrebisité,i cat e

that cert itflé gl%ltlal?ac%o(%%ﬁ hie;[n)fca?iron tsgr%icte%ieﬁ({j th ?err%}é o\f%ts)es Ioft e multi-factor
authentication service to those responsible for the third-party website. In this embodiment,
those responsible for the third-party website can return an executed copy of the terms of
use, or another indication that they acquiesce to the terms. In another embodiment, the
terms of use may comprise language that indicates to those responsible for the third-party
website that initiation of the multi-factor authentication service by the third-party website

indicates acquiescence to the terms of use.

[0050] At 610, in an absence of additional human intervention between the third-party
website and the multi-factor authentication service before the third-party website initiates
utilizing the multi-factor authentication service, the multi-factor authentication service can
enable the third-party website to utilize the multi-factor authentication service on the
registered website. As an example, after registration of the third-party website to the
multi-factor authentication service, the service can activate the service for the third-party
website. In one embodiment, activation of the service can comprise send an access code to

the third-party website that can be used to access the service. In another embodiment, the



the multi-factor authentication service send the terns of use of the

mul ti-factor authentication service to those responsible for the

t hird-parwo 20e0e8@92. I n this enbodi ment, those responsi pCe&/USee090hE99
third-party website can return an executed copy of the terns of use, or
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I n one entwehodithitedotembatlinegntofor bibtérasion vi the sediceccRmpsdribed abma@d. an access
code to the third-party website that can be used to access the service. In

anot her engstijmentig. thesslo¢k aRgramy ilkStrasid te&@m?bérys tAPd ARt TODAS attRiri-he
third-party website, that a devel oper can install in the site to utilize

t he servi dartyvebsioragisteragyod aawdti-facks agdeyticatiopsgivise. Aethivemealimgnthavi ng
the mul ti-f.actaqr, . i i Vi QM +nst al hrd-party
websi e s HoneinRb A NGRS B2 SR R A} ARk OEDR cprdifficl 3pasTaR
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devised by those skilled in the art. Further, the techniques and systens,
descri bed B¢ & Amaihfthg serviGeqrquestingoreaiainmmalong vithangttarkodk BUOHC &€V t he
service as..fAgsgrd bed above. [0052] Fig. 7 is a block diagramillustrating
one exenpl ary enbodi ment 700 of a thirdparty website registering with a

mul ti-fact ut h L cald on [AVING I TS i nen , e
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750 t o t hewithtitatioaGtBiccaldRlvankémiatindoRse Yordthe §&ice FO2 teetha fiitdeparsy
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aut henti cation service can se terns of use for the service 2 to the
t hi r d- par tthird-party website 704, so that they can begin utilizing the service.

[0054] In another embodiment, a third-party website developer may respond to an ad,
for example, which incorporates terms of use for the multi-factor authentication service.
In this example, acquiescence to the terms of use may comprise a sending of the digital

identification certificate to the multi-factor authentication service provider.

[0055] In another embodiment, registering and activating a multi-factor authentication
service can be associated with website development services available from a website
development portal. For example, a third-party website developer may utilize a website
development portal to facilitate development and management of their website. In this
example, the multi-factor authentication service can be one of a plurality of a la carte
services available from the development portal. As such, in this example, the third-party
website developer may register with the development portal (e.g., including supplying a
valid digital identification certificate), and later select the multi-factor authentication

service for their website.



website 704. The third-party website 704 can then send an indication that
they accept 754 the terns of use for the service, and the service 702 can
send an awWOI20BKG48097code 756 to the third-party website POZ/USS@INLEADI t hey
can begin utilizing the service. [0054] In another enbodinent, a
third-party website devel oper may respopd,to an ad, for exanple, which

i ncorporates terns of use for the nulti-factor authentication service. In
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[0058] It will be appreciated that those skilled in the art may devise alternate
embodiments of registering and enabling a third-party website to utilize an authentication
service, while merely having the service receive a valid digital identification certificate,
acquiescence to terms of use, and enabling the third-party to use the service. However, the
techniques described herein are not limited to the embodiment described above, merely
that the steps described are performed in the absence of additional human intervention
between the third-party website and the multi-factor authentication service before the

third-party website initiates utilizing the multi-factor authentication service.

[0059] Still another embodiment involves a computer-readable medium comprising
processor-executable instructions configured to implement one or more of the techniques
presented herein. An exemplary computer-readable medium that may be devised in these
ways is illustrated in Fig. 9, wherein the implementation 900 comprises a computer-
readable medium 908 (e.g., a CD-R, DVD-R, or a platter of a hard disk drive), on which is

encoded computer-readable data 906. This computer-readable data 906 in turn comprises



enables the third-party website to access an APl for utilizing the

aut hentication service on their website. Additionally, a secret key 804
(e.qg., awbanwb48®cret between the third-party website aod/ush@demed opnment
portal) can be generated, which can be used to authenticate the third-party
websi te when accessing services. [0058]l /25 wi || be appreciated that those
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Fig. 2, for exanple. In another such enbodi nent, the processor-executable

i nstruct i crempB4formyobieptandritggrtgclaimsper f orm a nmet hod, such as the
exenpl ary nethod 600 of Fig. 6, for exanple. Many such conputer-readable
medi a may [P@6evi esedls@yintthisappldﬁation Ahatrms Séarhponient, 't 'hmochlﬂet " Ydystemédy e
configured to 0 erate | accorda e w t.h the techn ues isﬁcgnted her ei n.
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to struct q{a?dwefrgaat HnSsin AR FhafiRiaROSQ] QEivead, s@ﬁ‘&@r’e ot so'ﬁ%za?@lnté%eé{ﬂ{éﬁr st ood
that the subject’ matter defined in the appended clainms is not necessarily

limted t darksamplecd farepdneat maebe,dut matos littsd ta bang,alpoesss Ramingron & he

specific features and acts described a e are disclosed as
P processor, a processor, an ogject, an execugl%ye, a{f}nreacfj of execu%lon, a program, and/or a

computer. By way of illustration, both an application running on a controller and the
controller can be a component. One or more components may reside within a process
and/or thread of execution and a component may be localized on one computer and/or

distributed between two or more computers.

[0062] Furthermore, the claimed subject matter may be implemented as a method,
apparatus, or article of manufacture using standard programming and/or engineering
techniques to produce software, firmware, hardware, or any combination thereof to control
a computer to implement the disclosed subject matter. The term "article of manufacture”
as used herein is intended to encompass a computer program accessible from any
computer-readable device, carrier, or media. Of course, those skilled in the art will
recognize many modifications may be made to this configuration without departing from

the scope or spirit of the claimed subject matter.

[0063] Fig. 10 and the following discussion provide a brief, general description of a

suitable computing environment to implement embodiments of one or more of the



exanple fornms of inplenmenting the clains. [0061] As used in this
application, the terns "conponent," "nodule," "systent, "interface", and
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software in execution. For exanple, a cf@/g‘gonent may be, but is not limted
to being, a process running on a processdr, a processor, an object

] ) I, ] , an
execut abl @rOWSIPRY #h &gt haswiac e eacraingewaioameneeidiiar 104s oshucarxample algy of
illustrati i i . I :
controll ersggaatgggég%%gn%gﬂﬁéﬁlt%m %ﬁég ggﬂ&&%gggdgg%ggéé%@ I&rrg{;at?dés |53£a1v%i thin a
process andoms oftuse eathnofiomstiec of tho bpantn @codporRentExamplbeorhmaalgidedeon one

comput er and/ or distribuyted between two or nore conputers. 062]
Fur t her morBolug QUEITS PREMEEH 00 BETSORA COMPHEL BEVSTHOMPHERY ilam[agelg OREPHRA,

appar at us, rt el £ : | d-.nr ] d/ or
pp de@ced rr}ﬁd‘tﬁle%e@we Quf Achybif m@@ PelsBRdasi gzﬂ Ah’@fsga'ﬁ‘@ ('?@Ags?,

. . S
engi neering techni ques to produce sof re, firmware, hardware, any

conbi nat i onedibhplagof, and thohke)omukipcanepior systeros, icompiuere atectriecglinsoil osed

bj ect tt The .t "articl e, .of. fact N d herein, i
oUDL 0L TR sSSP bl oLy PRI ACL AL SRy S0 T RIO By o

conmput er - RRFRRL Sy e 6€deve@k! dfdlithe Ake.Nedi @. O course, those skilled in
the art will recognize many nodifications may be made to this configuration

it hout d [ L f |- aj ' tter.
w t hou .%@(gég' ”géfltglﬁléf@r#ﬁtﬁrgﬁg, egﬁbo'%l%éﬁtk afdc i gng't ; g?«’flpécﬁﬁéxt er

[ 0063] Fig. an I SCUSsi on provi genera
descri pt i drombputar saiditdbinstrecommat beigg exacutedrbysme o marerpdrepwenig denivosli nent s of

one or nore of the i.sions. set forth herein. The operating environment of
B'o. 10 CofytorBl Bl RREToR ek BF (R E Shah semRyCEReT I eRE ana T not
intended t@issWdSEBLIORNYChinPuikAtch @bl @mstrOctions nG MREmBlentthe s phégrethi onal ity
of the operating environnent. Exanple conputing devices include, but are

not | i m t gdodulss, penhsis diaictionsnobiostss Applegatien Peagrpumerssintdituaed (4dile), datal apt op

devi , bile d h bi, | . | .Di.qi i
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environnments that include any of the above systens or devices, and the

li ke. [ooeddistibuiedigrdased MeiiopeenvieRBsHaisnent s are described in the

general context of "conputer readable instructions” being executed by one
or nore cdfipefili ngFuel) désstrates an example of a system 1000 comprising a computing device

1012 configured to implement one or more embodiments provided herein. In one
configuration, computing device 1012 includes at least one processing unit 1016 and
memory 1018. Depending on the exact configuration and type of computing device,
memory 1018 may be volatile (such as RAM, for example), non-volatile (such as ROM,
flash memory, etc., for example) or some combination of the two. This configuration is

illustrated in Fig. 10 by dashed line 1014.

[0066] In other embodiments, device 1012 may include additional features and/or
functionality. For example, device 1012 may also include additional storage (e.g.,
removable and/or non-removable) including, but not limited to, magnetic storage, optical
storage, and the like. Such additional storage is illustrated in Fig. 10 by storage 1020. In
one embodiment, computer readable instructions to implement one or more embodiments
provided herein may be in storage 1020. Storage 1020 may also store other computer
readable instructions to implement an operating system, an application program, and the
like. Computer readable instructions may be loaded in memory 1018 for execution by

processing unit 1016, for example.



Comput er readabl e instructions nmay be distributed via conputer readable
medi a (di scussed bel ow). Conputer readable instructions nmay be inpl enent ed
as progr aworeotl4e®; such as functions, objects, ApplicarconsRogsann ng
Interfaces (APIs), data structures, and the |like, that performparticul ar
tasks or inplement particul ar abstract lfjﬁha types. Typically, the
functionality of the conputer readable ifistructions nmay be conbined or
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communication media.

[0069] The term “computer readable media” may include communication media.
Communication media typically embodies computer readable instructions or other data in
a “modulated data signal” such as a carrier wave or other transport mechanism and
includes any information delivery media. The term “modulated data signal” may include a
signal that has one or more of its characteristics set or changed in such a manner as to

encode information in the signal.

[0070] Device 1012 may include input device(s) 1024 such as keyboard, mouse, pen,
voice input device, touch input device, infrared cameras, video input devices, and/or any
other input device. Output device(s) 1022 such as one or more displays, speakers, printers,
and/or any other output device may also be included in device 1012. Input device(s) 1024
and output device(s) 1022 may be connected to device 1012 via a wired connection,
wireless connection, or any combination thereof. In one embodiment, an input device or
an output device from another computing device may be used as input device(s) 1024 or

output device(s) 1022 for computing device 1012.



be used to store the desired informati on and whi ch can be accessed by
devi ce 1012. Any such conputer storage nedia may be part of device 1012.
[ 0068] Dewoce101@8®7may al so i ncl ude comruni cati on conne®Cirarseayp/04092% t hat
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one or more of the operations described may constitute computer readable instructions
stored on one or more computer readable media, which if executed by a computing device,
will cause the computing device to perform the operations described. The order in which
some or all of the operations are described should not be construed as to imply that these
operations are necessarily order dependent. Alternative ordering will be appreciated by

one skilled in the art having the benefit of this description. Further, it will be understood

that not all operations are necessarily present in each embodiment provided herein.

[0074] Moreover, the word "exemplary" is used herein to mean serving as an example,
instance, or illustration. Any aspect or design described herein as "exemplary” is not
necessarily to be construed as advantageous over other aspects or designs. Rather, use of
the word exemplary is intended to present concepts in a concrete fashion. As used in this
application, the term "or" is intended to mean an inclusive "or" rather than an exclusive
"or". That is, unless specified otherwise, or clear from context, "X employs A or B" is
intended to mean any of the natural inclusive permutations. That is, if X employs A; X
employs B; or X employs both A and B, then "X employs A or B" is satisfied under any of

the foregoing instances. In addition, the articles "a" and "an" as used in this application



| ocations interconnected by a network. [0072] Those skilled in the art wll
realize that storage devices utilized to store conputer readable
i nstruct iwo0mess®e di stributed across a network. For epamfiiSeqooascngnputi ng
devi ce 1030 accessible via network 1028 may store conputer readable
instructions to inplenent one or nore ?gagdinents provi ded herein.
Conmputi ng device 1012 may access conputing device 1030 and downl oad a part
or all of aHdhcenpsudasclaizrde &enprr@élvrbe@@nsgln@dﬁ%me@x'éé@tqr@mrew&l@ﬁt%nati vely,
conput i ng dexheeod@Ad TBYeidaYRl-Pash Bl 58 B8 afleidd 1S ORI GEnE cadabl e

S, ed, S be” execu

instructio as nee or sone instructions nmay ‘ed at conputing

device 10 d sqne comput i.ng devi ce 1030. [ 007 ar,i ous operations of
erbod: ment8Vle. Aoy AUIRERE 5o SR hETab B et Corrd PibredRSH BB

oper at i onsré@se impReheiBYosD) BGLil dlbhteleRmBHE &id heddaftds Wik bEslgtd ethersst or ed
on one or nore conputer readable nmedia, which if executed by a conputing
devi ce, wiskilledande arnasedrnpan 4 irgdinavné endasstpedingpeithistecgpertioniapdshe
descri bed., The (of A6t k.“ﬂ{‘é‘aigéloﬁ%ﬁncﬂ{dﬁé%ﬂl ﬁjh hORAORRBLhP MR Hchs dRE & | Ped
shoul d not™be const rGed as to I nmply at’ these operations are necessarily
or der depdimiestonlAby eicndbp/ef the delowigg whalnhs. Ha papube raiagditolilic omtowski | 1 ed in
the art having the benefit of this description. {urther, it wll be

under st oodUP#tENs RERorad Ryfhe AR VGiHesAibed FERBSIANS (oyE I GBEHS resRUESBIFIc.),
ebodi menty Pl et Bt be shAPdshindBhS Aehientififio MRtk Qlotierly e used
herein to nean serving as an exanﬁfe, I nstance, or Illustration. Any aspect
or desi gn iddisaed,bednhesrepancaswhiek eepfbans/the ispeonfdd finectemsHithd gestobdie

construed as advant ageous over ofher .aspects or designs. Rather,.use of the
Nord exemSOIIPIFE (e DItk B oG e i B L&D TOHER M B T AL as
used in thhsdReBLdCALRR whitg peBbihs BE TulcBioh T @RAGELIH AUIRARI BXerhflfyusi ve
"or" rather than an exclusive "or". That is, unless specified othefw se, or
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f or egoi ng masbaswRtsined WitAdaé bi @Mbre dthe faithics bethe olhcramglchditatiass aksagy ba this
appl i cationand the appended clains may general ly be construed to nean "one
or nore" ulspsakandpdypnipeapup fdienyicsener pattisaler ppdivpiéeht/axtherorsetodht ect ed to
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described wth respect to one dr nore’inpl’enentiations, equival ent

al t er at i onsthanttic woeiléd dattipisn ovthé clamed)sudhae@hd@e sntended to be inclusive in a

manner similar to the term "comprising.”



skilled in the art based upon a readi ng and understanding of this
specification and the annexed draw ngs. The disclosure includes all such
nodi fi catwonsiaagoal terations and is limted only by thecCsasp@otiivhe
following clains. In particular regard to the various functions perforned
by the above described conponents (e.gleglenents, resources, etc.), the
ternms used to describe such conponents %re i ntended to correspond, unless
ot herw se indicated, to any conponentCLAIMS performs the specified function
of the desgrj e hat | - ' ' vt sEVEN
hough not™ ST CoaTEy PRtk s fune ¥ Bier SrdERHLahanip BRI 81 Bireta
per f or ns trheltitfacrot awtheritivatidrescdmaceomthitd-pstyradietde xemptising: | npl enent ati ons
of the disclosure. I.n additign, while a particular feature of the,
di scl osure may TREVETIBBRNSH vEH] b Splifqioradlisatieation seise (&b Sormresins al
| mpl ement ations, SUGHoHEREULGYIRIRG of AR AR it ABRi A sl RIGOALORY the
features of the other I nplfenentatiohs as nay be desired and advant ageous
Iﬁr ?ny gi ven ?mgﬁamedcmﬂanmampkkﬁayKﬁﬁD;F?rthernnre,_to thfhextept t hat .
e terns "includes", "having",."has"." Y, ..0r varian ereof, are use
i el ther the det ai ITEOMABEAPHEIBRPEHTE ARTENIERHE s fieh Mo REC e R nded
to be inclusiveht fscd bARAMAthS Lt sabcalify ©08); g M " conpri sing. "CLAI M5 A
met hod (200) for providing authentication service account nmanagenent to a
user of a nulti-factregiststingensircedasoed mebid devienwithihednpéirfagtionebsi t es,
conprising: registeri a user-with the.pulti-factor authentication service
(208) conpri si nymepieyRaRel roRbis b SR PP A6 hent i cat i on
service noti ce grovitlihg addeterieadeed alertdd€ouis eévjoaatldmawi&eycdnﬁﬂfs)ﬁg Pigyi ding a
| ocation-specific authentication service nobile access code to the user
based on tiAEiage(U1s thapaliaws e puseydy revake use grugration gt a mabile'dgvige &rreytinpbi | e
device wt ] = . thentication service for use in nulti-factor
user authgggéﬂggﬁ%%&%g%%?ﬁ p?@@iding an | nternet-based user account
revocation ser wreedmgraprihetnegbascdser deodeit fapoetingdeyvitdhadmaisimys Ul Hat user to
revoke user designation of a.nobile device for multifactor authentication
(212); and CRATBAVAT O g4 R Eifistio Hidar HéeetFanéﬁfé@B_ﬁ‘t‘om%%%% 157G 26008 ce
conpr|3|ngwavﬁ§cyhyt reports one or nore transactions to the user, the
transacti ons conprising user account

2. The method of claim 1, registering a user with the multi-factor authentication
service comprising:

the user receiving a test message on their registered mobile device from the multi-
factor authentication service after registering the mobile device; and

the user replying to the test message from the multi-factor authentication service,

using the user’s registered mobile device, to confirm receipt of the test message.

3. The method of claim 1, comprising providing an Internet-based user account
revocation service comprising a Ul that allows the user to revoke user designation of a

mobile devices for multi-factor authentication.

4, The method of claim 1, the Internet-based user account revocation service Ul
providing a user with an ability to allow authentication without using the user’s designated

mobile device.



activity (214). 2. The nethod of claim1, registering a user with the

mul ti-factor authentication service conprising: the user receiving a test
nmessage owmotzheiwsmegi st ered nobil e device fromthe mul t iPCRAISOE09/061199

aut hentication service after registering the nobile device; and the user
replying to the test nessage fromthe gﬂbhi-factor aut henti cati on service,
using the user's registered nobile devicé, to confirmreceipt of the test
nessage. 2. Thelheaneibed of clainni rpompristggrowimg agpeliledienigedisiduser #rspubased
user acco i - Ve {:Sl | to
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aut hent i cakivace thdt. dirtes themhbdfaefor alithiemichtioh bavicoterdyatst basedaatser account
revocation service gl provi.ding a user with an ability to aILPM/ .

aut hent i cUSRUGHIORARE FHRICHYE 18 UARFIQS IS GHRAEY Wiph s dhad aliieeths mufiie
met hod of gLl MidentCHMOY de5ifg Providing a nobile device-based user account
revocation service conprising a user sending a nessage to the multi-factor
aut hentication service that directs the nulti-factor authentication service

to request, multj-facto thenti cation fo espective user transactions on
thi rd-part§ wesiarmanehaf it TinERiing et e deSRP R i peRE e PO e vi ce.
6. The methpgeccdonflrRin® aluscP§Mind I \ghcfP the nRRYiftorRagRAti LSRh saSFR@URt
reporting service conprising a user sending a query to the multi-factor

aut hent i catiuors asiepeit cemphsing pe o mercgdransgsdions elohprpess pegourfeactvityror e
transactions of the users account activity. 7. The nmethod of claim1l, the
availability of service notice conprising a notice informng the user of an

avail abi | i1y ofTHehBethvd bf clhiact ahe awdilaBility 68dchabe S&fc¢icemplidihghvtidser based
on a locality of the user, the |ocality determ ned by a reverse | P | ookup.
8. The netiRBAMHR the sonof an pypilapdibnet We sruliidcteyruthentipaiion sgivieedht theaseion

Lansact] U, FATRIASHOR AR, (REAR] peb ISP FRIPIaghgresct on £ e
initiating authentication transaction; and
8. The method of claim 1, the reports of the one or more authentication transactions
comprising one or more of:
transaction date;
transaction time;
IP address of user initiating authentication transaction;

location of user initiating authentication transaction; and

domain of third-party website where authentication transaction was initiated.

9. The method of claim 1, registering a user with the multi-factor authentication
service comprising performing a test multi-factor user authentication using a Ul on a

multi-factor authentication service website and the user’s designated mobile device.

10. A method (600) for registering a third-party website to utilize a multi-factor
authentication service, comprising:

receiving of a valid digital identity certificate for the third-party website by the
multi-factor authentication service (606);

receiving of an acquiescence to terms of use of the multi-factor authentication

service for the third-party website by the multi-factor authentication service (610); and



domain of third-party website where authentication transacti on was
initiated. 9. The nethod of claiml, registering a user with the

mul ti - f acworosw4B®At i cati on servi ce conpri sing perform RETASL@91061199

mul ti-factor user authentication using a U on a nmulti-factor

aut henti cati on service website and thezlégr's desi gnat ed nobi |l e device. 10.
A nethod (600) for reqgistering a third=party website to utilize a

nul ti-factor aupblitg Eueiednths arlii-dectorcayihisntieitiog seviceethgithigd-partawohtifedo
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mul ti-factor ~authenticatl on Service (6 ; recelving of dn acquiescence to
terms of usehadbstdve ofalditiofidduoan anttRenioncsdtwos the thitdsgarfyowelisite ahdhihied- party

website by the nulti-factor autheptjcation service (61Q).; andenabling,
t hrough t HBURTREIPT F1EREBICAtON $EYIES Befbieghe Gl vghaee PH%“FBS-‘H Hi82 Website to
utilize thﬁmﬁﬁ%&%f&ﬁﬁ&ﬁ&mﬁﬁ%ﬁfﬁkécatiOn service on the registered website,

in the absence of additional human intervention between the third-party
website and the nmulti-factor authentication service before the third-party

website initiates utjlizjing t mul t.i - fact.or aut hentication service.  11.
The: et hod lof - ciis ke Stotat  Eicititinerblifed drobeiRi bt vhich wifidmi on
thirdparpxmﬂgaﬁﬁ%ﬁg@g&gﬁ@p&ﬁagég&ggpess, to: provide an application
programming interface (API) key to the third-party website devel oper that

al | ows the thi rdoyde ey apmissiiereprogramming zetetfhes (AR} keyftadheothirdtpatzmabsist i on
service; pyovide shared secret key.t.0 the third-par websi te devel oper
6 HBT By RLS e FRE Tt § bR b oo iR oI Bl

t hat can be y a srte n quest to
utilize thervigd;ti-factor authentication service; provide ternms of use of
the multi-factor authentication service to the third-party websjite; 12. The

met hod of cl ai ravide g gearedhsqeaet gy 9/ thadled-paty wehsite devdgpanithas cembe wwddyoper
tal - A Ce . e - . ‘ h
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portal to sprvisd;de nmanagenment of account details for the nmulti-factor

aut hentication service to_.the t ird-P?rty m%bslte deve| oper, the account
details conpri Sﬂrﬂ@d%ﬁ‘émé Pf pgsrqf thg multi-tactor authentication service to the third-party

website;

12. The method of claim 11, the third party website registering with the developer

portal comprising providing verified identification information for the third-party website.

13.  The method of claim 11, utilizing the developer portal to provide management of
account details for the multi-factor authentication service to the third-party website
developer, the account details comprising one or more of:

API keys;

shared secret keys;

application tokens;

billing information; and

website 1dentification certificate information.

14. The method of claim 10, the acquiescence to terms of use of the multi-factor
authentication service for the third-party website comprising a notice of acceptance of the

terms of use from an individual responsible for the third-party website.



APl keys; shared secret keys; application tokens; billing information; and
website identification certificate information. 14. The method of claim 10,
t he acquiwecenodswe terns of use of the nulti-factor auPhentSe@asam service
for the third-party website conprising a notice of acceptance of the terns
of use from an individual responsible 5 the third-party website. 15. The
nmet hod of claim 10, enabling the third=party website to utilize the

nul ti-factldr auvkhsenethedief dains B wneldingrihe dardrpagiysydsel tawBiettlee wglpfacsrng
one or nor 0 ivat i i1 ird- bsite to
utilize thagt%flfa?@%asc%drerbgﬁ? gééggltécrg{l %Jg{r)la%ecio\%gghgpogg\%? |0¥neg¥\§ode that all ows
t he third-part yactiedsigta dbditaddd thatherdtfretymudtisite teamtlor thumbkinfacoat i on
service; and provjding.one or nore keys to the third-party website that

al | ows t héU{RPHeAN9ESEY Skebsite to activate the nulti-factor authentication

service. providing code that allows the third-party website to activate the multi-factor

authentication service; and
providing one or more keys to the third-party website that allows the third-party

website to activate the multi-factor authentication service.



