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| NVENTI ON The present invention relates to a nethod and system for enabling
user interaction with conputer software running in a conputer system The
i nvention has been devel oped primarily to allow hand signing of docunents
in the context of a surface-based interface which allows a user to
interact with networked information in a conputer system Although the
invention will largely be described heyein with reference to this use, it
wi ||l be appreciated that the invention is not limted to use in this field.
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BACKGROUND Presently, there is concern over the security of transactions
conducted via conputer systens, such as credit card transactions via the
Internet. Irrespective of whether this concern is well- supported, many
users prefer the concept of manually signing their nane when authori zi ng
transactions, and particularly those involving noney. Part of this is based
on the physical nature of a signature conpared to, for exanple, entry of a
personal identification number (PIN). 4n particular, anyone who obtains
anot her person's PINin relation to, for exanple, a bank account can

i npersonate that person with respect to the bank account. However, it is
relatively difficult to successfully forge an average user's signature.

Not wi t hst andi ng thi s, paper-based recording of signature information |acks
many of the advantages of conputepy ordi ng, such as online
verification of signature dynam cS. OF | NVENTI ON According to a
first aspect of Prieenibnvlert kommcemhperet scopityvf tedactionetivoded va eoatslce a user

to interaghent fubh SRRMELT rSQELMNBHLHE RN BrelldeBe SOMPHL Al SYRMENt 1 11 2i ng
a formpri ntedg#‘)nto a surf t he fgrm ipcluding information relating to

the. comput BPPOLEs (Y d5o%y RSIeE i spberoh gl d8eine des momh e epbweBs
si gnat ur e fangkbihns, eddataitiogarlyGhosdrievobanginel PEOIfthiGE Bascd dhehelpaishtalthatui @k a1di Ng t he

steps of (M)Iﬁllg.r hrt'c? fgrQe JB Ee e:%}r\g%f H%grgdnalrlge(ﬂ\gﬁc&mn%hmﬂner &ﬁlﬂ) Coarl]iP ult e

system |n|cat|n datd an ma sensin " he
i ndi cat i ngEUHREE Hhe &’Eﬂiﬂ’&’épeéffm t HE % 1elyhent tonfer ckdmploch batﬂh@cqm\ﬁem@mrsoaat a

i ndi cat i Vet berscABME F@ﬁ&t t@lile EalﬂEacS&lﬁﬁ HB\@evg'e’ Vis Fefatﬂ}e@)} BiibNSo §u@ce§sﬁ1ﬁy foakm the

sensi ng deV| ce, V\[nen v relatiye to the sjgnature field,
gener at i ng"THE THA® ?ﬁ?%ge%ﬁg‘m‘%’é%%ﬁ paperpasgrcosie ot é‘?*"i‘aﬁ}“eo‘f’rg"%ﬁ%‘ﬁ logks at | east
sone of themgoddaly dintrtegend ©ubgtrdaded atcbyding smill bamdde Strificgen eff aighdage t he
nmovement dghascsand identifying, in the conputer systemand fromthe
indicating data, the signature field, and operating the conputer software
at least partially in reliance on the novenent data and on instructions

associated with the si gnaturesftjnﬂ\hmYBFN\mmhxbu, the first aspect includes
the step of veri novement ta represents a ndwritten

si gnature of the‘{%u%rg'gg Eolﬂ?géﬁt &F ach e‘f”f?%uofl’ltﬁﬁ’sg"é’ g%it“?ellpc?liffd’ég?"t%“é"c ep of
identifyi dgemﬁwltmwmutemﬁwwgﬁ@mbtqnpmyr systrsi widjzing vefonmopriang bito 6 airface,

Al ternati Mgl Yo chluhlﬂg aﬁs;i;n;dog Relath'® bl ClpuRS BEGhPHE bEHAD,Yind g%%wﬁ%as t he

step of rece|V|n conput er system data indicative e identity
of the usePdeaiygo ii%i’ﬁ“f“ie@ﬁ]fi EHqgE B F"éf“é?ﬂ“@ﬂs"@%“c’a dhermsthed mCI‘EdP’I@ teisterstofas pect
i ncl udes the st qpovafinghied@insé Meused; N t he conputer system data from storage
means of the Neégi%?u_g,slg; ﬂ% computer system, indicating data and movement data from a sensing
device, the indicating data indicative -of the signature field, the movement data indicative of
movement of the sensing device relative to the form, the sensing device, when placed operatively
relative to the signature field, generating the indicating data based at least partially on sensing at least
some of the coded data and substantially simultaneously generating the movement data; and

identifying, in the computer system and from the indicating data, the signature field, and

operating the computer software at least partially in reliance on the movement data and on
instructions associated with the signature field.

Preferably, the first aspect includes the step of verifying that the movement data represents
a handwritten signature of the user.

Preferably, the first aspect includes the step of identifying the user, more preferably by
using the movement data,

Alternatively, or in addition, the first aspect preferably includes the step of receiving, in the

computer system, data indicative of the identity of the user. In a particularly preferred embodiment,

the first aspect includes the step of receiving, in the computer system, data from storage means of the
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sensing device, the data being indicative of the identity of the user. In a
preferred form the first aspect includes the step of generating, in the
conput er system and using a signature key of the user, a digital signature
of digital content related to the conputer software. Preferably, this

i ncludes the steps of generating a fixed | ength hash based on the digital
content and encrypting the hash in accordance with the signature key after
the signature has been verified, thergby generating the digital signature.
Preferably, the signature field is associated with a visible signature zone
defined on the interface surface. According to a second aspect of the

i nvention, there is provided a systemfor enabling a user to interact with
conput er sehdingaledcel thindatarbging indieatiCOiT)d ideiitinsyftHe@sgr. ut i 1 i zing a form printed
onto a surface, rmmincluding. inforpation relating to the conputer
sof tware, the _surhifg‘%%fg eg\%%nﬁngec%ggs gcéa]nt&g%s g%ﬁfpcga}lg?nsrélgngfmgwé’? Hat AFE fi el d
rel ati ng t#dtubjee ¢oiapredrey sbie wan e digitH sigoapse efifiginlcdonselit majpteddo e vpuiver syst em
Whi ch: T eCRmrves PREEII hid thorldd IeARps FOURIRRY o filc@Tndn BRASADTLRY ibha L he
indicating data .indicatjve of a sjgnature field relating to the conputer

sof tware affd HEOL AP g dheatash i grconiegcs aith the sgnatye key affr hhenewfdphbptlevi ce

rel ati ve twerfifiiethérehyrgenetalive teatistingndesi ce, when placed operatively relative
to the signaturepftehd 98 td e.tndi.cating data based. a east
partially on sens{erfg gtﬂ% s{l&s%e[régs %)Jf]m%aﬁg%tggéﬁlb%asfgamgﬁ ngsl%_lsn %%’{‘llh%l ly

si mul t aneo®$t4e swfasker at i ng the novenent data; identifies, fromthe

i ndi cati ngadadiag td HecesldgREUTRhef nRhihn, BAE iORSARY %%ys’%enlefopgﬁﬁh%%rusé% tware at
| east partia ata_and Instructions

te]!altyémgased on.reliance on the novenent ‘d

associ at ed G RERUWEVEF BUPoER f omBPIST AP FLing 4 OPHEA oA SEHE ¢ hi r
aspects, thefooripldeg idystiemrtiging anfhe gommdr tdtwaey hé yurfatdiabing baledroaenent
data repres&ntis @aagdamﬂefdtrggmgfgquwuﬁe¥ gyafﬂ?%%eg%%imﬁfdsger ably, the

conput er systemis confi gured ent | e user, nore preferably by
usi ng the novenehtPmBYFas=mibistef erred forns of the second aspect, the

conputer systemis ceffvegudietnd ditd 08 Govehestaton a dchthy GatideY e Rlicidag dicdent ity
of the user. I\/br.edig[ivefgfr tEé?d comput er s stem i %oar}lgi ured to receive

je Hgrhdttati ve of

& aa.blllgl% (=] 14 [ 1)
data from storage neans b ePRE 4, Lolate athp campufen &
the identity of indiativesdmovemnpnt pf the sersing devisaripdtivate Hie fonpfthd seing do@advhas pect |

t he conputer - Syshfe d:ap'éraﬁ:@f}fr-blwg %jthg Qoddife fhid, één%ﬁfg%eein&ﬁ%goéatatﬂﬁd yser to
generate a digital signature of digital content related to the conputer

! g L0
sof tware. Pref erSBiRFEENHE sesing ol et seps pidha soded daia prdgipsisatially sigrelisasonte a fi xed
| engt h hash basegnepiing hemovdingik a8, content and to encrypt the hash in

e tance il L0 BRAAS AL AL SRl e Do been ver oo
operates the computer software at least partially based on reliance on the movement

data and instructions associated with the signature field.

Preferably, in the second and third aspects, the computer system is configured to verify
that the movement data represents a handwritten signature of the user.

Preferably, the computer system is configured to identify the user, more preferably by
using the movement data.

In preferred forms of the second aspect, the computer system is configured to receive data
indicative of the identity of the user. More preferably, the computer system is configured to receive
data from storage means éf the sensing device, the data being indicative of the identity of the user.

In preferred embodiments of the second aspect, the computer system is configured to use a
signature key of the user to generate a digital signature of digital content related to the computer
software. Preferably, the computer system is configured to generate a fixed length hash based on the
digital content and to encrypt the hash in accordance with the signature key after the signature has

been verified, thereby to generate the digital signature,
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NPX028-SG 4 Preferably, the signature field is associated with a visible
signature zone defined on the interface surface. In a particularly
preferred form coded data is provided in the formof tags printed onto a
pi ece of paper, the tags being configured to be read by a sensing device in
the formof an optical sensing stylus. The tags are preferably printed
using an ink that absorbs near infrared |light but is substantially
invisible to a human vi ewer under nornpl lighting conditions. Wien a user
brings a sensing end of the stylus close to the surface, one or nore of
the tags are inmaged, interpreted and decoded to provide an indication of
the signature field within which the user is operating. The novenent data

can be generated Pi'e[bra’ﬂ]?ymé)hgrﬁtufblﬂémeiﬁ a@tfr:la%%&th ah[%xbﬁ:%nfftﬁé Bane WbReCOO@E data
i ncludes inf rrraur%on i ndi cative of positions of points within the region,

and the novenen ata is based on coded data sensed by the sensing device

as it is noved r & apatigaladyopreihied §umfoaded datdistpervidat invielfyrm of tabreprined enent  dat a
can be genﬁécefoﬁgdpwmw&yb&%tmﬁffgm@& &helrOaatth & s&{aﬂlgqe\@@a@me G faf ASophlda US€ Of

accel erometers W thin the sensing device or ﬁ‘? ysical roller baI l's or
wheel s assHRISEEES- T‘e%taﬁsr?ée Pr%f&rﬁlgvr Prpted eipe & ink ‘tﬂkf@i‘bsﬁaﬁé@[a@?d &ght ppieis
i nventi on ssbdtdntidtie covisbleap p et vidwend tadereRehhan gehiile conditidne Wiheh 8l edeAbringda

descriptio her. embodi ment the.invention.. BRI EF
DESCRI PTI C%P gg %{/ﬁ\@%ﬁr %teo(r)ér’e and ot her 81;%16 HER ey [ eeteldnv‘gntl on

wi |l now biecdledieprotidelan itsljcatipmpf b¢ Simtnre ﬁblrimthmwycfe&@mll@pmm with reference
to the accorrpanytrﬁegn@eaamms;anb Jbeldthin anfloBduBibdr of Fay@ BCREBRL e cRfq @ the

rel ati onshi I nt.ed net and its online page .
descripti o‘ﬁ?gl?f? &ff‘r“ém fﬁla?%l °§‘8’ﬁ§ﬁﬁfﬁ’%’s P@Wﬁ&%“%mﬁ Frep: a&cl%%ovs%%p

net page petmsedan melbdegescrped by tte sensiag dreibga fies ipavgErelagv@ro/ie surfan. dAmmrae\tepage
appl i cat i of). $8tMRE: dalal IVHE 5éleaalea %agﬁtngéﬁﬁteg% LEGhd 9%&1‘ su&e%pbﬁg% e 3P VETS

and printers Interconnected via a networ ure vi ew of
a hi gh- | evasfelesqnpetses Within B¢ seasipgr Jeiceer Wemhpd%‘@bm&ﬁhﬂﬂﬁ ©5 wbqqlsuawemmﬂg@th the

descri pti ogasingldgiisee 5 is a plan view showing a structure of a netpage tag;
Figure 6 is a Vi ew | at i onshi p bet ween set of the tags
shown in Figur 2} L%Qer At 0? eff Heng%nfm@?eévﬁueo?paée”ﬁg?“b%?ﬂjé“g%ﬁgpﬁﬁg g&irte in the
formof a @@Dptaﬁgefmémedﬁn@meeemtomer@cﬂh@mmm of a tag inage processing

and decoding al gorithm Fi grigt sEdcRIFIBR CEEAWNRsYI ew of a netpage pen and
its associated tag senS| ng field-of-view cone; Figure 9 is a perspective

expl oded vi ew of PrefrEed dad oibeg embodisenth of e nYenmgiif sovgbe described, by way of non-

limiting example only, with reference to the accompanying drawings, in which:

Figure 1 is a schematic of a the relationship between a sample printed netpage and its online page
description;

Figure 2 is a schematic view of a interaction between a netpage pen, a netpage printer, a netpage page
server, and a netpage application server;

Figure 3 illustrates a collection of netpage servers and printers interconnected via a network;

Figure 4 is a schematic view of a high-level structure of a printed netpage and its online page
description;

Figure 5 is a plan view showing a structure of a netpage iag;

Figure 6 is a plan view showing a relationship between a set of the tags shown in Figure 5 and a field
of view of a nctpage sensing device in the form of a netpage pen;

Figure 7 is a flowchart of a tag image processing and decoding algorithm;

Figure 8 is a perspective view of a netpage pen and its associated tag-sensing field-of-view cone;
Figure 9 is a perspective exploded view of the netpage pen shown in Figure 8;

Figure 10 is a schematic block diagram of a pen controller for the netpage pen shown in Figures 8 and
9
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Figure 10 is a schematic bl ock diagramof a pen controller for the netpage
pen shown in Figures 8 and 9; N PXO28-SG 5 Figure 11 is a perspective view
of a wall-nounted netpage printer; Figure 12 is a section through the

| ength of the netpage printer of Figure 11; Figure 12a is an enl arged
portion of Figure 12 show ng a section of the duplexed print engines and
gl ue wheel assenbly; Figure 13 is a detailed view of the ink cartridge,
ink, air and glue paths, and print enggnes of the netpage printer of
Figures 11 and 12; Figure 14 is a schematic bl ock diagram of a printer
controller for the netpage printer shown in Figures 11 and 12; Figure 15
is a schematic bl ock di agram of dupl exed print engine controllers and

Menj et - prFigr Badispersp&tRGiedt o8 flwi héimikdRtiagd pihe;, control | er shown in Figure

14; Figure 16 j.s a schematic bl ock diagram of the print engine controller
shown in Fi'guf 1ezsIS PHSRG™ gl;tge ‘E?%ﬁ’?%‘* iaﬂgﬁe§r1§teb‘5ﬁ:¥ﬁr§8[’i ve view of a single
Menj et TM pFigunt 12ags @l clamnd porties ofiBigde L hshotiog a exxdomf ée dedkeed vt paige apd i nt er  of

Fi gures 104OnldassEgur € 18 is a perspective view of a snmall part of an
array of I\ﬁe,nj etTMprinting elements; Figure 19 is a series of perspective
views il uSEFatl i detiedoisdr oftheriak extifes. 8% airgad manpasisTaor privtsegineg of & enent
shown i n Fiegugesridier of Fio@rtir1@ a012 S a perspective view of a short segnment of a
pagew dt h ] £t.TM printhead. Figure 21 i chematic view of a user
cl ass di agls{%% 3 |€bsﬁ?eén agﬁbq?cgq%gr %%ﬂer?anfﬂfrccm\l/tfoé%?% AR BT SR AR gr am
Figure 23 lNgmélkchematic view of a pen class diagram Figure 24 is a

schemat i ¢ mpewsQf o RRrARPILE AR oSdufiSRa PR oA LonkbIBH 8 Midnib® BindCRE ma; ic

view of a docunent and gage description class diagram Figure 26 1s
schemat i ¢ ¥foeedyithihepsiasirontollentbrypdyidewsiier shi p class diagram Figure 27
i S a schenBir€16ui £3hephatichldeR Bifirdf 1RlpaiR Al SRR oA Ffires 1058 14i agr am

Figure 28 i.s a.schematic Vview.of. t at el.enment specializatio | ass
di agram  ERFES 3GoTReete Ye¥ hbtels Ve e rRey f el ah S avPle B o

di agram Fictpegeen@er of Bigaesd@rel®at i ¢ vi ew of a hyperlink el enent
spect all 2k o sGl ARRpdl AR a sofalt B & aPbrgl, St eI SR Gioal, W OF 2
hyper | i nked group class diagranm Figure 3271 schentic view of a form
cl ass di adfigiq 19 i gerice o3@rspestive i divettatins the engratifs qolelpigthe Mlemiet Tk puiritins s
di agrant  clement shown in Figure 13;

Figure 20 is a perspective view of a short segment of a pagewidth Memjet™ printhead;

Figure 21 is a schematic view of a user class diagram;

Figure 22 is a schematic view of a printer class diagram;

Figure 23 is a schematic view of a pen class diagram;

Figure 24 is a schematic view of an application class diagram;

Figure 25 is a schematic view of a document and page description class diagram;

Figure 26 is a schematic view of a document and page ownership class diagram;

Figure 27 is a schematic view of a terminal element specialization class diagram;

Figure 28 is a schematic view of a static element specialization class diagram;

Figure 29 is a schematic view of a hyperlink element class diagram;

Figure 30 is a schematic view of a hyperlink element specialization class diagram;

Figure 31 is a schematic view of a hyperlinked group class diagram;

Figure 32 is a schematic view of a form class diagram;

Tigure 33 is a schematic view of a digital ink class diagram;

Figure 34 is a schematic view of a field element specialization class diagram;

Figure 35 is a schematic view of a checkbox field class diagram;

Figure 36 is a schematic view of a text field class diagram;

Figure 37 is a schematic view of a signature field class diagram,;
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Figure 34 is a schematic view of a field el enent specialization class
diagram Figure 35 is a schematic view of a checkbox field class diagram
Figure 36 is a schematic view of a text field class diagram Figure 37 is
a schematic view of a signature field class diagram NPX028-SG 6 Figure 38
is a flowhart of an input processing algorithm Figure 38a is a detailed
flowchart of one step of the flowhart of Figure 38; Figure 39 is a
schematic view of a page server connan€ el enent class diagram Figure 40
is a schematic view of a resource description class diagram Figure 41 is a
schematic view of a favorites list class diagram Figure 42 is a schematic
view of a history list class diagram Figure 43 is a schematic view of a
subscri pt i Bl it ¥RfhaRlo0inQfAl procefsingblfRikd 1S a schematic view of a

hyperlink r.equest class di agr Figure 45 is a schematic view of a
hyper | i nk I'Ea{ ‘i%l}\efﬁfsiagﬁtal%ggi’%‘%%f (fafg}’elffeﬁﬁ%e fﬁ’%“‘?ag °§F1§‘E‘h3egrrati c view of a form
subm ssi onFigrodgcoichematirdviewif g paze sedvEr dogmandshvenrakésdiapeyw of a conmi ssi on

bayment  prakecsls » DEERALLER PESCRIETLON G RRERRREED AND OTHER ENBODI MENTS
k of Silver

Note: MenjetTM.is a trade mar f S brook Research Pty Ltd, Australi a.
In the pref@FFHds ebBgicistof 2 fapites g slieidBaams configured to work with the
net page nEtuORkeckcRaBmUERI of 5 Kisibi9 Mt cAssdRfab] ed overvi ew of which fol |l ows.
It will be.appreciated.that .not _every inplenmentation will necessarily
embody al FFI reo‘{e?’\}seansgﬁr?om%ttmvéef’votfﬁséu%%cﬁ%t?flld%ﬁé'e%grftaofﬁs and extensions discussed
bel ow i n riggus 44cme chemativevidyad it bypsrlink request tlowdivsay; t he system i s described in
its nost copRl Bli& schRhdb i of SRPEE REAGGHd-Qr external reference when
attenpting to understand the context in which the preferred enbodi nents

and aspect S8BT 40itAschsmatcaif of plraptbaisionratapeand n prief summary, the
pr ef err ed Fig#en70f a clmaiisidpademyntideibahgt figGed conputer interface in the

formof a mapPakralEAtseribbn dF PREFINREL Ao BtHERBBdifENTEn! 31 NS
references to a map of e surface maintalined In a conputer System The
map ref er fte YepigH™ e tgdpanated Stwerbanek Besoarddity Idd. dusimbimsi ng devi ce. Dependi ng

upon the specifif indplamentatditin tRenBRL S eMENEED MBY hE Bheaded
visibly or invisibl and dq&hged in such a | ocal query on the

, a way that _a _
mapped surTHEEe] PEIPHE" SHfem indsRiTITEe™ Mo phiFt folpen B Bt pPritrierd ettt map and
anong di f fesere ntplaepstion Hilbnecanaply tedbods it brerencart of denrpeaifin détik eddatisdns about
features q f . | pf ” £an . r.etrieved
based on nﬁsﬁﬁsgggfbg?‘ggﬁgg&g fj’p‘%ﬁ’?sé“d@%%”:rﬂg’%ﬁ% I[hg%”s%%\ﬁ/si d%%n%génd‘g\%oftﬁ r?;}%ege mapped
surface. THE P fftse hanfed fPr cxiproa rofesrrs vhpreitompting todivdersidng the eqnppxigh whidtthons whi ch

are initi air@dred¥miolneQOMA Wipets 3308 bR&hQveRBR Slcfatedf the

In brief summary, the preferred form of the netpage system employs a computer interface

A

in the form of a mapped surface, that is, a physical surface which contains references to a map of the
surface maintained in a computer system. The map references can be queried by an appropriate
sensing device. Depending upon the specific implementation, the map references may be encoded
visibly or invisibly, and defined in such a way that a local query on the mapped surface yields an
unambiguous map reference both within the map and among different maps. The computer system can
contain information about features on the mapped surface, and such information can be retrieved
based on map references supplied by a sensing device used with the mapped surface. The information
thus retrieved can take the form of actions which are initiated by the computer system on behalf of the
operator in response to the operator’s interaction with the surface features.

In its preferred form, the netpage system relies on the production of, and human
interaction with, netpages. These arc pages of text, graphics and images printed on ordinary paper, but
which work like interactive web pages. Information is encoded on each page using ink which is
substantially invisible to the unaided human eye. The ink, however, and thereby the coded data, can

be sensed by an optically imaging pen and transmitted to the netpage system.
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operator in response to the operator's interaction with the surface
features. In its preferred form the netpage systemrelies on the
production of, and human interaction with, netpages. These are pages of
text, graphics and images printed on ordi nary paper, but which work |ike
interactive web pages. Information is encoded on each page using ink which
is substantially invisible to the unai ded human eye. The ink, however, and
t hereby the coded data, can be sensed,by an optically inmaging pen and
transmtted to the netpage system NPX628 SG7 In the preferred form
active buttons and hyperlinks on each page can be clicked with the pen to
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for the da‘X It al so commes I n t abl et op, desktop, portable and niniature
versi ons. teractive netpages. Unlike a personal computer, the netpage printer is an appliance which can be, for

example, wall-mounted adjacent to an areca where the morning news is first consumed, such as in a
user’s kitchen, near a breakfast table, or near the household’s point of departure for the day. It also
comes in tabletop, desktop, portable and miniature versions,

Netpages printed at their point of consumption combine the ease-of-use of paper with the
timeliness and interactivity of an interactive medium.

As shown in Figure 2, the netpage pen 101 interacts with the coded data on a printed
netpage 1 and communicates, via a short-range radio link 9, the interaction 1o a nelpage printer, The
printer 601 sends the interaction to the relevant netpage page server 10 for interpretation. In
appropriate circumstances, the page server sends a corresponding message to application computer
software running on a netpage application server 13. The application server may in turn send a

response which is printed on the originating printer,
NPX028-SG



Net pages printed at their point of consunption conbine the ease-of-use of
paper with the tineliness and interactivity of an interactive nmedium As
shown in Figure 2, the netpage pen 101 interacts with the coded data on a
printed netpage 1 and conmmunicates, via a short-range radio link 9, the
interaction to a netpage printer. The printer 601 sends the interaction to
the rel evant netpage page server 10 for interpretation. In appropriate

ci rcunst ances, the page server sends a,correspondi ng nessage to application
conputer software running on a netpage application server 13. The
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regi stration server 11 and |inked to
server or application server,

1

A netpage pen can also be registered with a netpage registration server 11 and linked to
one or more payment card accounts. This allows e-commerce payments to be securely authorized
using the netpage pen. The netpage registration server compares the signature captured by the netpage
pen with a previously registered signature, allowing it to authenticate the user’s identity to an e-
commerce server. Other biometrics can also be used to verify identity. A version of the netpage pen
includes fingerprint scanning, veritied in a similar way by the netpage registration server.

Although a netpage printer may deliver periodicals such as the morning newspaper without
user intervention, it can be configured never to deliver unsolicited junk mail. In its preferred form, it
only delivers periodicals from subscribed or otherwise authorized sources. In this respect, the netpage
printer is unlike a fax machine or e-mail account which is visibie to any junk mailer who knows the

telephone number or email address.
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one or nore paynent card accounts. This allows e-commerce paynents to be
securely authorized wusing the netpage pen. The netpage registration server
conpares the signature captured by the netpage pen with a previously

regi stered signature, allowing it to authenticate the user's identity to an
e- commerce server. OQther bionetrics can also be used to verify identity. A
version of the netpage pen includes fingerprint scanning, verified in a
simlar way by the netpage reglstratlog server. Although a netpage printer
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intervention, it can be configured never to deliver unsolicited junk mail.
Inits preferred form it only delivers periodicals from subscribed or
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only where it is defined,

1.1 NETPAGES

Netpages are the foundation on which a netpage network is built. They provide a paper-
based wser interface to published information and interactive services.

A netpage consists of a printed page {or other surface region) invisibly tagged with
references to an online description of the page. The online page description is maintained persistently
by a netpage page server. The page description describes the visible layout and content of the page,
including text, graphics and images. It also describes the input elements on the page, including
buttons, hyperlinks, and input fields. A netpage allows markings made with a netpage pen on its
surface to be simultaneously captured and processed by the netpage system.

Multiple netpages can share the same page description. However, to allow input through

otherwise identical pages to be distingnished, each netpage is assigned a unique page identifier. This
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1.21 Tag Data Content

in a preferred form, each tag identifies the region in which it appears, and the location of
that tag within the region. A tag may also contain flags which relate to the region as a whole or to the
tag. One or more flag bits may, for example, signal a tag sensing device to provide feedback
indicative of a function associated with the immediate area of the tag, without the sensing device
having to refer to a description of the region. A netpage pen may, for example, illuminate an “active
area” LED when in the zone of a hyperlink.

As will be more clearly explained below, in a preferred embodiment, each tag contains an
easily recognized invariant structure which aids initial detection, and which assists in minimizing the
effect of any warp induced by the surface or by the sensing process. The tags preferably tile the entire
page, and are sufficiently small and densely arranged that the pen can reliably image at least one tag
even on a single click on the page. It is important that the pen recognize the page ID and position on
every interaction with the page, since the interaction is stateless.

In a preferred embodiment, the region to which a tag refers coincides with an entire page,
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1.2.1 Tag Data Content In a preferred form each tag identifies the region
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descrlptlon of the region. A netpage pen may, for exanple, illum nate an
"active area" LED when in the zone of'la hyperlink. As will be nore clearly
expl ained below, in a preferred enbodi nent, each tag contains an easily
recogni zed invariant structure which aids initial detection, and which
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The (15,
.2.2 Tag Data Encoding

The 120 bits of tag data are redundantly encoded using a (15, 5) Reed-Solomon code. This
yields 360 encoded bits consisting of 6 codewords of 15 4-bit symbols each. The (15, 5) code allows
up to 5 symbol errors to be corrected per codeword, i.e. it is tolerant of a symbol error rate of up o
33% per codeword.

Each 4-bit symbol is represented in a spatially coherent way in the tag, and the symbols of
the six codewords are interleaved spatially within the tag, This ensures that a burst error (an error
affecting multiple spatially adjacent bits) damages a minimum number of symbols overall and a
minimum number of symbols in any one codeword, thus maximising thé likelihood that the burst error
can be fully corrected.

1.2.3 Physical Tag Structure

The physical representation of the tag, shown in Figure 3, includes fixed targei structures
15, 16, 17 and variable data areas 18. The fixed target structures allow a sensing device such as the
netpage pen to detect the tag and infer its three-dimensional orientation relative to the sensor. The
data areas contain representations of the individual bits of the encoded tag data.

To achieve proper tag reproduction, the tag is rendered at a resolution of 256x256 dots.
When printed at 1600 dots per inch this vields a tag with a diameter of about 4 mm. At this resolution

the tag is designed to be snrrounded by a “quiet area™ of radius 16 dots. Since the quiet area is also
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up to 5 synbol errors to be corrected per codeword, i.e. it is tolerant of
a synbol error rate of up to 33% per codeword. Each 4-bit synbol is
represented in a spatially coherent way in the tag, and the synbols of the
six codewords are interleaved spatially within the tag. This ensures that a
burst error (an error affecting nmultiple spatially adjacent bits) danages
a m ni num nunber of synbols overall and a m ni num nunber of synbols in any
one codeword, thus maximsing the |ikelihood that the burst error can be
fully corrected. 1.2.3 Physical Tag St'Pucture The physi cal representation
of the tag, shown in Figure 5, includes fixed target structures 15, 16, 17
and variable data areas 18. The fixed target structures allow a sensing
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symbols of the same codeword.

In order to support “single-click™ interaction with a tagged region via a sensing device, the
sensing device must be able to see at least one entire tag in its field of view no matter where in the
region or at what orientation it is positioned. The required diameter of the field of view of the sensing
device is therefore a function of the size and spacing of the tags.

Assuming a circular tag shape, the minimum diameter of the sensor field of view is
obtained when the tags are tiled on a equilateral triangular grid, as shown in Figure 6.

1.2.4 Tag Image Processing and Decoding

The tag image processing and decoding performed by a sensing device such as the netpage
pen is shown in Figure 7. While a captured image is being acquired from the image sensor, the
dynamic range of the image is determined (at 20). The center of the range is then chosen as the binary
threshold for the image 21. The image is then thresholded and segmented into connected pixel regions

(i.e. shapes 23) (at 22). Shapes which are too small to represent tag target structures are discarded.
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The 15 4-bit data synbols of each of the six codewords are allocated to the
four concentric synbol rings 18a to 18d in interl eaved fashion. Synbols
are allocated alternately in circular progression around the tag. The
interleaving is designed to maxi m se the average spatial distance between
any two synbols of the sanme codeword. In order to support "single-click"
interaction with a tagged region via a sensing device, the sensing device
nmust be able to see at |east one entiﬁg tag inits field of viewno matter
where in the region or at what orientation it is positioned. The required
di aneter of the field of view of the sensing device is therefore a
function of the size and spacing of the tags. Assuming a circular tag

shape, then{gisﬁ.j;mdmnq&agm‘a@rsh@fmm@c&@ﬂgpr fi el d of vi ew is obtained when
the tags are til donaeml er trian hown in Figure 6.
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nor mal i zat ciilgtﬂz§ p@t%Ltiv@ gﬂrge@ ial%ggsyttchl%cognize, and the target closest to each estimated position is
taken as a match. The original centroids of the four perspective targets are then taken to be the
perspective-distorted corners 31 of a square of known size in tag space, and an eight-degree-of-
freedom perspective transform 33 is inferred (at 32) based on solving the well-understood equations
relating the four tag-space and image-space point pairs (see Heckbert, P., Fundamentals of Texture
Mapping and Image Warping, Masters Thesis, Dept. of EECS, U. of California at Berkeley,
Technical Report No. UCB/CSD 89/516, June 1989, the contents of which are herein incorporated by
cross-reference).

The inferred tag-space to image-space perspective transform is used to project (at 36) each
known data bit position in tag space into image space where the real-valued position is used to
bilinearly interpolate (at 36) the four relevant adjacent pixels in the input image. The previously
computed image threshold 21 is used to threshold the result to produce the final bit value 37.

Once all 360 data bits 37 have been obtained in this way, each of the six 60-bit Reed-
NPX028-8G



perspective distortion can hide the axis target's axis. The axis target's
original rotation provides a wuseful approximation of the tag's rotation
due to pen yaw 29. The four perspective target structures 17 are the | ast
to be located (at 30). Good estinates of their positions are conputed
based on their known spatial relationships to the ring and axis targets,
the aspect and rotation of the ring, and the rotation of the axis. Matching
proceeds by applying the ring' s nornqllzatlons to each shape's nonents.
Once their second-order moments are normalized the circular per spective
targets are easy to recogni ze, and the target closest to each estinmated
position is taken as a match. The original centroids of the four
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tag numbering scheme, they can also share the same tag map.

The tag map for a region must be retrievable via the region ID. Thus, given a region 1D, a
tag ID and a pen transform, the tag map can be retrieved, the tag ID can be translated into an absolute
tag location within the region, and the tag-relative pen location can be added to the tag location to
yield an absolute pen location within the region.

1.2.6 Tagging Schemes

Two distinct surface coding schemes are of interest, both of which use the tag structure
described earlier in this section. The preferred coding scheme uses “location-indicating” tags as
already discussed. An alternative coding scheme uses object-indicating tags.

A location-indicating tag contains a tag ID which, when translated through the tag map
associated with the tagged region, yields a unique tag location within the region. The tagrelative
location of the pen is added to this tag location to yield the location of the pen within the region. This

in turn is used to determine the location of the pen relative to a user interface element in the page
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1.2.5 Tag Map Decoding a tag results in a region ID, a tag ID, and a
tag-relative pen transform Before the tag ID and the tag-relative pen

| ocation can be translated into an absolute |ocation within the tagged
region, the location of the tag within the region nust be known. This is
given by a tag map, a function which nmaps each tag ID in a tagged region
to a corresponding location. The tag map class diagramis shown in Figure
22, as part of the netpage printer class diagram A tag map reflects the
schenme used to tile the surface regioﬂjmjth tags, and this can vary
according to surface type. Wien nultiple tagged regi ons share the sane
tiling scheme and the same tag nunbering scheme, they can also share the
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vi sual preference, the document is paginated and otherwise formatted. Formatted terminal elements 835 will
in some cases be associated with content objects which are different from those associated with their
corresponding terminal elements, particularly where the content objects are style-related. Each printed
instance of a document and page is also described separately, to allow input captured through a
particular page instance 830 to be recorded separately from input captured through other instances of
the same page description.

The presence of the most abstract document description on the page server allows a user to
request a copy of a document without being forced to accept the source document’s specific format.
The user may be requesting a copy through a printer with a different page size, for exampie.
Conversely, the presence of the formatted document description on the page server allows the page
server to efficiently interpret user actions on a particular printed page.

A formatted document 834 consists of a set of formatted page descriptions 35, each of

which consists of a set of formatted terminal elements 835. Each formatted element has a spatial
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el ements on the netpage as user interactive elenents in that a user can
interact with the printed page wusing an appropriate sensing device in
order for tag data to be read by the sensing device and for an appropriate
response to be generated in the netpage system 1.3 DOCUVENT AND PAGE
DESCRI PTI ONS A preferred enbodi nent of a docunent and page description
class diagramis shown in Figures 25 and 26. In the netpage systema
docurnent is described at three |evels. | At the nost abstract |evel the
document 836 has a hierarchical structlire whose terminal el enents 839 are
associated wth content objects 840 such as text objects, text style

obj ects, inmmge objects, etc. Once the docunent is printed on a printer
with a paréxteﬁwr%negagﬁthg b#ee. BidicMes B abiRDardaQ f BipRtadlehbid kel as UHRAMS HEal €
factor pref ?{%ﬁ the docunent is paginated and otherw se fornatted.
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to a page wésoexi ghiaciRls,an dfagd dkenchtBrBii @ clssokdrgad Azt elemdnessh, appgkic tlasdhance 830
describes @oshfdh gss&megtsgg 5515}&?957“%99090%1, L @R 851" 605 A8dild RIS O 20 Of
t he netpage. age Instance is not ocument | Nstance i |

repr esent s° &Ct@éﬁyaﬂ GFd“aCthzf{j’élefr‘ééﬂJ@é‘t fé‘(fssofiﬁeq aygip gin ehipct 89 pﬁgéCﬂphgl@reﬁﬁt:e

consi sts of53 Q@@,tass@&at&ﬂ;eﬁptaggctgbagmtm mmages 832. An el enent inst ance
_onI y exist S| f %\(flr‘ageeci?llfj{%%ee z}gsa:,ll%nkgroumpﬁqé 8&3 wingg 18 ugc%t tlc)C:‘QcordTaI;]xgscllgltzﬂ ut‘]yperl I nk

I nstance exl sts
captured on the page which does not apply to a specific input element.

In the preferred form of the invention, a tag map 811 is associated with each page instance
to allow tags on the page to be translated into locations on the page.
1.4 THE NETPAGE NETWORK

In a preferred embodiment, a netpage network consists of a distributed set of netpage page
servers 10, netpage registration servers 11, netpage ID servers 12, netpage application servers 13,
netpage publication servers 14, and netpage printers 601 connected via a network 19 such as the
Internet, as shown in Figure 3.

The netpage registration server 11 is a server which records relationships between users,
pens, printers, applications and publications, and thereby authorizes various network activities. It
authenticates users and acts as a signing proxy on behalf of authenticated users in application
transactions. It also provides handwriting recognition services. As described above, a netpage page
server 10 maintains persistent information about page descriptions and page instances. The netpage

network includes any number of page servers, each handling a subset of page instances. Since a page
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el ement because it records a transaction ID 55 which is specific to the
page instance, and a field instance exists for a field el enent because it
records input specific to the page instance. An elenent instance does not
exi st, however, for static elenments such as textflows. A term nal el enent
can be a static elenent 843, a hyperlink element 844, a field elenent 845
or a page server command el enent 846, as shown in Figure 27. A static

el enent 843 can be a style el enment 8§é wi th an associ ated styl e object

854, a textflow elenent 848 with an associated styled text object 855, an
i mge el enent 849 with an associ ated i nage el ement 856, a graphic el enent
850 with an associ ated graphic object 857, a video clip elenent 851 with an

associ at edseikOfR nskrkahs uQ@P1nBE tvaiBRor ek p@é&%s@m&:l HintS LSRR %5%111%; Ra@n
associ ated audi o cl IF’&‘E?‘J §Ct 859, or script el enent with an

associ at ed™®es et 8 B@PPropgaty ﬁ%?\ﬁ/rf’ew‘ﬁ *RIFRSDE mﬁ'pb“é‘"‘g@y T&tEite has a
backgr oundrehiteleth88riptinohthé @respeding page.ecord any di git al |nk captured on
the page which dacqaol uABRLY 15 QudySPaEldde mAUL, ELERE hgadpr eferred
formof the invention, ag map 8 IS associated wt eag i nst ance
to all ow t‘ﬁ&‘é"‘%ﬁrf’f?%éSep‘ﬁ@é“atﬂéﬂbfé‘o‘taﬁmheﬁlﬁed into |locations on the page. 1.4
THE NETPAGE NETWaRKipdge pﬁnttﬁlh@fs B IR Eh-EPABIBNANe SREREDRAIE sRELVRIGONSI St s

Cervers 114 et gD Bt B AR or S pr it PR PRR T T8% ot page

publicati oregsiestarer s 14, and netpage printers 601 connected VI a a network 19
such as. the Int a; %the aﬁ:ﬁcaﬁ \éﬂeﬁlﬁ asgijt’ r&vhi hh(;gﬁﬁltepeﬁ \Q;%gsagg %h&ti(gﬁtﬁl on
server i 1 is a server which records at1ons et ween ‘users, pens,
printers, %FpIiEklicrionserghif ‘f)%fb‘fPP]éCé‘Eqncﬁ?fﬁef Walﬁleimtbh%?f»éﬁvagam%wszegetﬂﬁatr i ous

net wor k aCIBrintél'stTlﬁﬁareHJscnbaﬂﬁhﬁ&{mmS‘eﬁﬁ:ﬁ& users and acts as a si gn| ng pr oXy on
behal f of aut heniql cagesgwgrgec%s N a[}g(pl i catl on SLransa cti ans, agr

provi des handwr it hg recagnition Set vitcds ™ Rs GIEEr] bseeave’é ov%rms Het page
page ser vegmufi@urers jugh aﬂUﬁM I{é@fl%trfb@kem anfl fino Mkt le ostpagrowrtts page coesomilpt | ons

and page i&st alfasst, hHG Bt Qeﬁl&?canrb%tdﬁ@ﬂfted el HElEDer YosRUSRE or A ofARIE
servers, each handling a subset of page instances. Since a page NPX028-SG

17 server "é‘?)naﬁtﬁlpﬁ)t"ﬁ%‘éy Troage RSt m{}éll‘ patcufag, fhe é“é{’é‘l‘?”ﬂ%%“)]’lﬁ%‘tb&%“ew clients
such as ne&paged geiphdeatsersandlso lsne;trmage dirgaitn aCietp@tabpliaficd sich@s apgga@pr i at e

page ser vergmte%rgleaﬁ%%«g CSERNEL, Nt enprets any such input relative to the
descri ption orrespondl n page, R het page I D server 12 allocates
docunent 1158 51 &wE NEFRAGRFRINGERI pr ovi des | oad- bal anci ng of page servers via

its I D allocati OfheSiheriné aoﬂs&agsphmce%ﬁﬁ isUspRRrel e kR Wep 36 byl Shd | DUt ed
Nane System %fd?oh@mmlar to res page I'D 50 into the

etp
net wor k adtiPEIEP e dEyind garyda & ?”9@10“ I‘Fﬁﬂ’cﬂ nﬁgh"ﬂlaém&‘ﬁrpf’%‘%’p@rﬁt ng

and is connected to the netpage network via a network such as the Internet, ideally via a broadband

connection.

Apart from identity and security settings in non-volatile memory, the netpage printer
contains no persistent storage. As far as a user is concerned, “the network is the computer”. Netpages
function interactively across space and time with the help of the distributed netpage page servers 10,
independently of particular netpage printers.

The netpage printer receives subscribed netpage documents from netpage publication
servers 14. Each document is distributed in two parts: the page layouts, and the actual text and image
objects which populate the pages. Because of personalization, page layouts are typically specific to a
particular subscriber and so are pointcast to the subscriber’s printer via the appropriate page server.
Text and image objects, on the other hand, are typically shared with other subscribers, and so are
multicast to all subscribers’ printers and the appropriate page servers.

The netpage publication server optimizes the segmentation of document content into

pointcasts and multicasts. After receiving the pointcast of a document’s page layouts, the printer
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page i nstance. A netpage application server 13 is a server which hosts
interactive nel page applications. A netpage publication server 14 is an
application server which publishes netpage docunents to netpage printers.
They are described in detail in Section 2. Netpage servers can be hosted on
a variety of network server platfornms from manufacturers such as |BM

Hew ett - Packard, and Sun. Miltiple netpage servers can ran concurrently on
a single host, and a si ngl e server can be distributed over a number of
hosts. Sone or all of the functlonalléy provi ded by netpage servers, and
in particular the Rinctionality provided by die ID server and the page
server, can also be provided directly in a netpage appl i ance such as a

net page prﬂiﬁmdnmmmﬁmgampu&mmmwarkstat|on on a local network. 1.5 THE
NETPAGE PRI NTER The rint 601 s i ance which is registered
with the netpagezgys gﬁggmyﬁ??ﬁ g“‘mFB émﬁ%@ﬁﬁgﬁ? Ogﬁmhgﬁﬁﬁ%’a Y via
subscrlpt|@mmmﬁhehﬂpmkhwemuwagmabuquue prlnter ID 62, and is connected to
the netpage net w@ﬁé%rmge@maere@sta\a@g 15348 BndPRerd fes sBufinBRly of BRRLdY oMhd 2

br oadband _connection art omidentity and secur|¥ settings In

non- vol at i Y2tk Feajns @‘ﬁ’éxeﬁeﬂrﬁhﬁ’@%r@ﬁo@?w Ed A P eﬁ%neﬁé‘lﬁbﬁ'l@t Mamicdt or age.

As far as minth&Rs 350Fora@posted, "the network is the conputer hbtpages

fancti on |nterac&hve1 acr osSs S| n wth t %E ‘%

LPorri buted ot ettt uPBe §6mS Utatcl s e Pt e Rt page
printers. aHexpastiop agieriptingrf page imeg®i The sassuibsgerprdoessbr @Ppagp@tscb@wrmmb@ from
net page puﬂnﬁeﬁ@bbpsnﬁ?%%%rlﬁ pgﬂ%llel Eﬂlg h:luﬂ%&l rﬂglﬂtenéu?e §(;1161IS y\# (letgﬂln\'o parts:

t he page | ayouts, and the actual text and inag | ects popul ate the
pages, BecRRresorsFhiteramhalithes apdipept pags dsey %gfélulfl@ swcérmergﬁﬁmthrhp We?ﬁ@hqffl ctoa

parti cul arth&pHiagmedds e pAREngi@s.ar € poi nt cast to t he subscriber's prlnter vi a

the appropriate page SeLNSL e, Ao a0d. LIBge, 0bLeqls .0 LS oLher, hand,

are typically share cri CREE 1o al
subscr i berigk, alfiopghttigy @SW&S M@tlzfp?pve@plpwwe;s ] &ng eagse‘\dkhquh sucl prgesrteipage

publ i cat i OfniRERHGEnAR AT Sihech BRcS GORNA LM Lheyi@EUMENt CONtent into
poi ntcasts and multicasts. After receiving {he pointeast of a docunent's

page | ayouts, th& J5Fihpspace W?@%@%@SI@HW@S PRPFF- Migre pecipdiped netpggeany  to
listen to. prﬁmeﬂay lpeint phto mioer spétiaisell @@ fates,csdcht 48 @lobes) rmhleﬁrmtepagﬁords atyleast @eand

obj ects that, define smgfagsv&mgﬁh%dg&%mprame&%»[ag F%rg%e thg pdocument..

The printer rastérize rint and even S|nu eou y on both
si des of tipemerRblethich EleS@@PFt % e Waplsdwpy a%}ﬂllhpseéﬁ‘gplmé acdpaunpep] basemes 760 and

print engiH@siatkt ithi itk MGuddardo Hatd document’s tags can be cotrectly interpreted.

Figure 2 shows the neipage printer class diagram, reflecting printer-related information
maintained by a registration server 11 on the netpage network.

A preferred embodiment of the netpage printer is described in greater detail in Section 6
below, with reference to Figures 11 to 16.
1.5.1 Memjet™ Printheads

The netpage system can operate using printers made with a wide range of digital printing
technologies, including thermal inkjet, piezoelectric inkjet, laser elecirophotographic, and others.

However, for wide consumer acceptance, it is desirable that a netpage printer have the following

characteristics;

. photographic quality coler printing
. high quality text printing

. high reliability

. low printer cost

. low ink cost

. low paper cost
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printheads 350 for this purpose. The printing process consists of two
decoupl ed stages: rasterization of page descriptions, and expansion and
printing of page inages. The raster image processor (RIP) consists of one
or nore standard DSPs 757 running in parallel. The dupl exed print engine
controllers consist of custom processors which expand, dither and print
page images in real tine, synchronized wth the operation of the
printheads in the print engines. Print?rs not enabled for IR printing have
the option to print tags using | R-absd ptive black ink, although this
restricts tags to otherwi se enpty areas of the page. Al though such pages
have nore limted functionality than JR-printed pages, they are stil
cl assed as. net pag@se opfrafidl Ml netpage printer prints netpages on sheets of
paper. Morge speC|a ed netpage printers may print onto nore specialised
surfaces, such a¥™ 313 1Egch printer supports at |east one surface type,
and supports at hﬂasmm@mﬁwdag tiling schene, and hence tag map, for each
surface type. Thg .Lag.d 18dq y describes the tag tiling schene
actually used to print a docune econes associated with that docunent so
t hat the dbcunentomgactRgaiegein be correctly interpreted. Figure 2 shows the
net page prd nter Ghassretnagipdm reflecting printer-related information
mai nt ai ned by a registration rver on the n network. A preferred
embodi ment of th@ %ﬁFﬁﬁﬁgyﬁ?W%gémeﬁ é@@%@”ﬁ%ﬂl?&Bﬁgﬁﬁ?ﬁ?sﬂktall in Section
6 below, wth r&berbhcepbdchingdipesers Fith teskGhardkicBstits, Me praadnt dgplidnd it heads
The net pa 1 Mol e of
PAGEAUEL D 5 ﬂtgy%rggatr&e&éak rb?]\ﬁ{n ot ?e'é}ﬁlolgafjﬁ[e}r%({ is9 d}@}p% b

digital printin ogies, Inc t her nal ezoelectric

i nkjet, | al@gstt gvéfﬁhwwﬁfﬁma%m%erlf@ﬁﬁérf@ﬂcwvvé%ﬂucrqemmme@em@bnsurrer
accept anC&systd:Iis qmmtgsmlamg@ Fig@at 12 shéRad S@iie piing Gliment [B0010 G Mphe qual ity
col or print t ext printer

cost IOV\V'"gld 8sf%gf h%?MH“%%QFB“M%E&H%gmgﬁggm?ﬁﬁggﬁbbpﬂgéﬁmﬁgbe t he

fol | owm ng Pefewidh dprlex m@r dithisoprinten elgmlitapecgily enits pyapninagaga, yellow, black, and
infrared inks as well as paper conditioner and ink fixative,

|

The printing element 300 is approximately 110 microns long by 32 microns wide. Arrays
of these printing elements are formed on a silicon substrate 301 that incorporates CMOS logic, data
transfer, timing, and drive circuits (not shown).

Major elements of the printing element 300 are the nozzle 302, the nozzle rim 303, the
nozzle chamber 304, the fluidic seal 305, the ink channel rim 306, the lever arm 307, the active
actuator beam pair 308, the passive actuator beam pair 309, the active actuator anchor 310, the
passive actuator anchor 311, and the ink inlet 312.

The active actuator beam pair 308 is mechanically joined to the passive actuator beam pair
309 at the join 319. Both beams pairs are anchored at their respective anchor points 310 and 311. The
combination of elements 308, 309; 310, 311, and 319 form a cantilevered elecirothermal bend
actuator 320.

Figure 18 shows a small part of an array of printing elements 300, including a cross
section 315 of a printing clement 300. The cross section 315 is shown without ink, to clearly show the
ink inlet 312 that passes through the silicon wafer 301.

Figures 19(a), 19(b) and 19(c) show the operating cycle of a Memjet™ printing element
300.

Figure 19(a) shows the quiescent position of the ink meniscus 316 prior to printing an ink
droplet, Ink is retained in the nozzle chamber by surface tension at the ink meniscus 316 and at the
fluidic seal 305 formed between the nozzle chamber 304 and the ink channel rim 306,

While printing, the printhead CMOS circuitry distributes data from the print engine
NPX028-SG '



hi gh printing speed sinultaneous double sided printing conpact form
factor | ow power consunption No conmercially avail able printing technol ogy
has all of these characteristics. To enable to production of printers with
t hese characteristics, the present applicant has invented a new print
technol ogy, referred to as MenjetTMtechnol ogy. MenjetTMis a
drop-on-denmand inkjet technology that incorporates pagew dth printheads
fabricated using m croel ectromechani cg)o systens (MEMS) technol ogy. Figure
17 shows a single printing elenment 300 of a MenjetTM printhead. The

net page wal | printer incorporates 168960 printing elements 300 to forma
1600 dpi pagew dth duplex printer. This printer sinultaneously prints
cyag_, mg%ﬁﬂl@&_&hﬁ@?@m@ﬁ%ﬁ cleR 1at&hea‘tﬁe_acraa,danF ersal&Bdwg kd driRSthPARBEdes v 110
condi ti onef, a n xatjlve. . rintin enent I S approxi mately

i cr ons 1 g bo 33 BN E S AP e By R AR s e SBPURE ar &

f ormed on @irsy8 ife ebous ey tisraseen@ Gdsultigin Joukcleaiier Heaenp@MDS thagbccresutfiag a

transfer, #dnionE headfilkatted HEbdah bRHdsSy LBl ANAVAsive MRILRE beqlngaf%vg%s Rf the
printing el ement 300 are the nozzle 30 the nozzle rim303, the nozzle

chanber  30BF2e¢: ficdops nof ependsresyiting fpse stiessdliffererce Reiche v prayprnis.(Ihs steyer ar m
307, the adiffirstes isamittldiyt solNae &N thatantild@8d chd16f BasKitvBeatt bkad afmdpeany pai r

309, the acti.ve actuatar h 10, t assive actyator anchor, 311, and
the ink in eg%mggﬁa.r&s Yo BE qﬁn@ép@g Uatror %g%mgsaﬁi“rs 35 ellggo trgreet(‘?ﬁzéenclh%“éblef y j oi ned
to the pas¥ivieaerlsghanberici@hmopailout (§0 Suicyins tortke fogilipn BDhGr in Bgtrh 1Y Bafiss pai r s

are anchorgdeaads te i phesuRSRREL i 82 PAE Qe B3R H0S aﬁdléauﬁmfg%e%ﬂémemm@m to
conbi nati on of elenents 308, 309, 310, 311, and 319 forma cantil evered

el ect r ot he? a1 T @' T tHaroPntsoink mepjiirs I dromyiairading actss the sydace ofghe an arr ay
of printi ngzad dweirt 304300, including a cross section 315 of a printing

el ement 300. The i I w t hout. i nk | early show
the ik inl et iort RRpiRae oot *%%?%ﬂaéa@ﬁﬁé%@f O e a0, SLERELY 2
19(a), 19(Bkingrasitioy his sifrol tethacalspl oAt gy despist &1 70Fompthevinkj3at Mvhemrozakt | ng
el ement  30fBamifet, G4ih@wmlif) €nire $I1OVBhe nbR1c AbHnBEGEBE D OSthS 4Rk o? fhe bdBcel idbliod NI SCUS
316 prior t ri.ntisgg an ink droplet. Ink is retained in the nozzle

N

chanmber by 86 PPHEE sion at the ink nmeniscus 316 and at the fluidic seal
305 fornmed bet weEigurt B¢ stwoz 2 |segrefraniib arintBOd 38N dn b hepaga kricdiathn Rhetll 6itha306.

Wi | e prifiinfid id el labloR Be fhptYPRcAl, b foktheh o mflbiftbEduBYE 5. SRR f&m t he
print engi ne N PX028-SG 20 . .
0.4 mm long (about 0.2% of a complete printhead). When printing, the paper is moved past the fixed

printhead in the direction 352. The printhead has 6 rows of interdigitated printing elements 300,
printing the six colors or types of ink supplied by the ink inlets 312.

. To protect the fragile surface of the printhead during operation, a nozzle guard wafer 330 is
attached to the printhead substrate 301. For each nozzle 302 there is a corresponding nozzle guard
hole 331 through which the ink droplets are fired. To prevent the nozzle goard holes 331 from
becoming blocked by paper fibers or other debris, filtered air is pumped through the air inlets 332 and
out of the nozzle guard holes during printing, To prevent ink 321 from drying, the nozzle guard is
sealed while the printer is idle.

1.6 The Netpage Pen

The active sensing device of the netpage system is typically a pen 101, which, using its
embedded controller 134, is able to capture and decode IR position tags from a page via an image
sensor. The image sensor is a solid-state device provided with an appropriate filter to permit sensing
at only near-infrared wavelengths. As described in more detail below, the system is able to sense
when the nib is in contact with the surface, and the pen is able to sense tags at a sufficient rate to
capture human handwriting (i.e. at 200 dpi or greater and 100 Hz or faster). Information captured by

the pen is encrypted and wirelessly transmitted to the printer (or base station), the printer or base
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controller to the correct printing elenment, |latches the data, and buffers
the data to drive the electrodes 318 of the active actuator beam pair 308.
This causes an electrical current to pass through the beam pair 308 for
about one m crosecond, resulting in Joule heating. The tenperature increase
resulting fromJoule heating causes the beampair 308 to expand. As the
passi ve actuator beampair 309 is not heated, it does not expand,
resulting in a stress difference betMﬁzn the two beam pairs. This stress
difference is partially resolved by t cantil evered end of the

el ectrot hermal bend actuator 320 bending towards the substrate 301. The

| ever arm 307 transmts this novenent to the nozzle chanber 304. The

nozzl e Chadm&{m{é@ﬂmﬁglﬂeﬂﬁtam@kb&pe&t\ﬁ&chmkﬁdwﬂﬁﬁlgé@m&nﬂ@ posi tion shown in Figure
19(b). This i ncreases sure, forci ng ink 321 out of the nozzle

S
302, and causi ng P "“H‘%"r‘ﬂ“é"i’:‘ﬁ ﬁ‘ﬁi‘%“’%*’“’“ﬁﬁf@ °"Pri‘éaﬁ82’£‘1 pprlfin
prevents tdné as mkommakigrcugus3TIE harlom sprebdieng, Aarosssdtydorsusing deaepiget he
nozzle chagher . 304 A, LRImeLALY e ' 9
equal i zes, tﬁgeaact ﬂ‘é@%ﬁg 20 returns lgu?%g;Qolp?ﬁgﬁ}g?ﬁc%é%fé%lﬁ%g%r?g aids in
t he br eak-8§i¥ereskwitife tetasee st et hasaqmqvﬁ BvhIPRE Filwe 23 ﬁ@wr fhe pqpagrse gl

chanber, afiaghdiQWediing bhogtibed hBf6ation THBLRAZE) £ RN Eeries 11 6f e lmegagby t he
action of tpe surface tension at the neniscus 316. Figure 20 shows a
segnent of "a prl nt head 350. In a netpage printer, the length of the
printhead is theWhed kithed dibhis @f cdnkret pekp@rneimgypthca)bﬂ yet@th@esity position hed
direction &éﬂmomgau%@g,mﬁ@ﬁagé h@mbléma&eél 1 WRirde qalgor(ﬂlti%tfgﬁe %/a@tans conpl ete

printhead). Wien printin er 1 s noved pas fixe rinthead in
the dir ect‘P‘ﬁ‘ﬁre%Zelat‘Tﬁé’ i)glfeﬁ‘t"llfle‘ad & Ygeteiie B if ﬁ‘tPerOEi ‘b’iWPatTéH $¥erit i ng

el ement s 3QEractiviéleditint dhghd fage 16 bX ‘cGAED Ib$ pRssing WRIL e dn it ka oﬁdep(alréqa&t by, t he ink
inlets 312, To.brotect th eFfral%lIe sy rface of t he r| nth r| n

operati on, amr?gzz - fbrﬁeg”r’ ?3616 RS NE %ecfl %0 tmt“?lué vzf)‘rml tﬁt ealsubstrat e
301. For ethfcﬁaﬂflwﬁp@f?,@@awwe@@wsﬁed correspondl ng nozzle guard hole 331

t hrough whi ch th@haﬂakdaérﬁaﬂés%@po@m Jnalz,g&tat&pof@tg g%%ﬂtthetngﬁagg%éda guard hol es
331 from tgec bl ocked b)é{ g@g fibers or other debris, filtered air is
punped t hr “u‘@ﬁ” dFRCCLY. af PRPd okihopags i theéﬂfﬂm%‘rfﬂieﬂé’ Ir‘lﬁffﬁc}eéth@%’feﬂ tZ’IEE(‘]P"es during
printing. chopyesehamsitisnti t32d thbmtchy iapgomtitebrozd baspgdias dstbrion @and ed whil e
the printef, of the
net page s y . faéee?ntaF g:ldﬁl;/epl%l%v% %Iaget%} I‘R@a&g iﬁ%&ﬁlm%ghatﬁiﬂo&gon re?snﬁhon%gg %?y

cont r ol | erbel®y beqagsedlsi tag ﬂeGSI'E@Btt‘E?rI@gealﬁ@lver&L)bﬁel’oﬁRn%@sﬂlﬁ Faéﬁlzf’a@sﬂdﬁlﬁt&n a page
via an i ngg8tionSe0m&n.is uREhiEHTBYEIBE IS Anirnn @sofBbd EqutAbOcHeN tafivkikayi ded
with an aﬁgro rlate filter to permt sensing at only near-infrared

wavel engt Pldescribed in nore detail below, the systemis able to sense
when the nib is Paacont @stivew 4 ietphirarsuptiat® 2 saivsloftsheep dntrdls cabilsieofz0 sense
tags at a Ghlbic 6 ERlstabBla®ed ShsicGRRR HE Fagh YERLRG R BN dobvh Bdnt(aha 0 dpi or
greater andtlﬂllé3 I-tlz St ?éagme}?bsm | nf orrgrﬁa@g tion ca9tgre HE) m(ah C%mgn ?g}p

encr ypt ed %erﬁabsmuﬁ*épwwyeﬂt Adiekeiisalsg tpeged with e mgrsﬁ% @roféﬁﬂetwa%@hewatt%n) t he

printer orpafaB&hanges, which, under normal circumstances, is at the commencement of the stroke.

Each netpage pen has a current selection 826 associated with it, allowing the user to
perform copy and paste operations etc. The selection is timestamped to allow the system to discard it
after a defined time period. The current selection describes a region of a page instance. It consists of
the most recent digital ink stroke captured through the pen relative to the background area of the page.
It is interpreted in an application-specific manner once it is submitted to an application via a selection
hyperlink activation.

Each pen has a current nib 824. This is the nib last notified by the pen to the system. In the
case of the default netpage pen described above, either the marking black ink nib or the non-marking
stylus nib is current. Each pen also has a current nib style 825. This is the nib style last associated

with the pen by an application, c.g. in response to the user selecting a color from a palette. The default
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NPX028- SG 21 station interpreting the data wth respect to the (known) page
structure. The preferred enbodi nent of the netpage pen operates both as a
normal marking ink pen and as a non-narking stylus. The marking aspect,
however, is not necessary for using the netpage systemas a browsing
system such as when it is used as an Internet interface. Each netpage pen
is registered wwth the netpage system and has a uni que pen JD 61. Figure
23 shows t henet page pen class di agran}I2 reflecting pen-related i nformation
mai ntai ned by a registration server on the netpage network. Wen
either nib is in contact with a netpage, the pen determnes its position
and orientation relative to the page. The nib is attached to a force
sensor, angb thie isf ey ©. stan asfs@ﬂiteﬂlﬁkikh Itk& cuﬂrd'ﬂf 1@]5 mm@@pﬁ&h@ﬁtﬁuﬁﬁa E)Ql e tﬁéyé@s hold to
i ndi cate whet ggmtjnngb eE "up; 0 % / 3 d #ﬁﬁratrve

el ement on"the page to ve" "EicKe ﬁsarﬁsu Ser’%egiyrﬁpdo ucet tyrté“ﬁpé B n order
t 0 r equest nib gdywith yhighdhepret taegedf r om a network Furthernore, the force is

captured as a CORfLRUQUS aéﬁltsweﬂ]ma%t lo®Worirt@Wvith whidf itf bl LonSl¥Ri gfgs G p2f a

signature to be verified. eterm nes the position and ori Feht at i on
of its ni bSIOW flpsesrist %1@% 5P ‘Efbrg thegpen fpfls tp Jecoglp rs‘éqk%&"l%lﬁ%@t $eipsESah ar ea
193 of them@agerilyRctvites ii“eddd? LFD.OFheh i@ pod Miccebds id@caigs dbhe ragat @stke t ag and

conmputes t ROsSIL elative to the tag fromthe observed
per specti v‘ggdr sommm%acma&tlhs thiEf)ged tag and the known geonetry of the pen

optics. Alt houghAtshrmensesf captered strekes fsutferesa too digld ink ARjsirvhipk fopes thedwsis oecause
the tag demshibival @hinbe o @BFinds Snd narler%t,yfop&ﬁmpretdg%at oft BndwitBind ah 8} z€, the
adj ust ed (E)nﬁ)m ti.on rets)ol ution is quite high, exceeding the mnimm

resol uti on° Y& B¢ rbie 8t Ehr ate handwriting recognition. Pen actions
relative to a nefpageisarielesapt tneds aRitd ik és thesoydge p&hﬁﬂd{zeeshomsgerrmiﬁe

consi sts a SQHH%E oSl t.

initiat edq%k e en- o i g%entlgg%g’%%g?n(%%g?agy Secufl sﬂ%:g%laeﬁgfﬁlfé%%cédﬁt up
event. A s‘ﬁﬂt?R@lOF@mat drys Bybrd@n abhip eYrat thengae 11@135*@11@?1% it prigtpage  whenever

the page | D chang@sthe yiiCsu-of @E bf AP bieFsQERLANS §Rmal Renftly, Wlgh
comrencement of the stroke. EacE net p q}ﬁn en h aglcurrent sel ection 826
St g‘ﬁlﬁ‘l

associ at ed* CFATY °f §1F ERiTHY R Goﬂi'g@ BB AAYS B8 ¥ %ber at i ons
et c. The sweigectdwintei, 8 ransip stydnfieel digitaladd. ow the systemto discard it after
a defined time PROEOM: I RGNS bftltny SEREEL RS SICHLRAG S Bt O ARl 3 PACE

i nstance. It consi sts of "the nost recent stroke captured

t hr ough t HEREH dPB| %t page 9(“6 qpige B%R‘,’berﬁuhéi“% Velpmgteria! (feich aRgister 2| pen jiss

i nterpret edmmlanngaﬁmlatdﬁﬁpdr@ma&p@cr fic manner once it is subnmitted to an
application via r i nk. ac |vat C en_h a._current
nib 824. This isgtp ﬁa?e S%m rmép en &f Gﬁ’n£ hes “E)agerrt dft't%'a‘{’ Eeece%‘ﬁ/ﬁs'teg)ﬂ% i 't he
case of tr‘refe@eﬁalﬁlsmnétmge pen descrl bed above, either the marking bl ack

ink nib orq$he nQEmREY KtRAcTioN

The netpage printer 601 receives data relating to a stroke from the pen 101 when the pen is

used to interact with a netpage 1. The coded data 3 of the tags 4 is read by the pen when it is used to
execute a movement, such as a stroke. The data allows the identity of the particular page and
associated interactive element to be determined and an indication of the relative positioning of the pen
relative to the page to be obtained. The indicating data is transmitted to the printer, where it resolves,
via the DNS, the page ID 50 of the stroke into the network address of the netpage page server 10
which maintains the corresponding page instance 830. It then transmits the stroke to the page server.
If the page was recently identified in an earlier stroke, then the printer may already have the address
of the relevant page server in its cache. Each netpage consists of a compact page layout maintained
persistently by a netpage page server (see below), The page leyout refers to objects such as images,
fonts and pieces of text, typically stored elsewhere on the netpage network.

When the page server receives the stroke from the pen, it retrieves the page description to
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stylus nib is current. Each pen also has a current nib style 825. This is
the nib style | ast associated wth the pen by an application, e.g. in
response to the user selecting a color froma palette. The default
NPX028-SG 22 nib style is the nib style associated with the current nib.
Strokes captured through a pen are tagged wth the current nib style. Wen
the strokes are subsequently reproduced, they are reproduced in the nib
style with which they are tagged. V\her}gver the pen is within range of a
printer with which it can communicate,” the pen slowy flashes its "online"
LED. When the pen fails to decode a stroke relative to the page, it
nonentarily activates its "error” LED. Wien the pen succeeds in decoding a
st roke r el wHidghve ﬁr&ce&abﬁles Iﬁ%gﬁtenﬁlﬁes m?lmem@ﬁi dfy’he@)ﬁéeid\v!s%ﬁlﬁﬁn iht E:mk@iﬁters&cﬁ::) Ak
sequence a red strokes.1s re In Digital in

f or ns theol{t)asgfig oF ™ ret% e Biteg Xé%%‘e afsdh“elg" lem?ﬂﬁ‘ handwri ting, for
online recogniti Md@fk’ haﬁmkf: whérp e distarge ﬁl@rtune@ntbwpﬂnehmm fidvineatitiop pndthe

si gnat ur eSg,dRntPEThplpdsitith bR bEE %ﬁﬁﬂ s&ﬁeas&%m&xﬁnm Qh bl m&a if éatl\;atég bi':?t page
printer via a short-range radio link. The transmtted digital

encrypt ed §i6F vpfaly aealyreaﬁelmé lde Atryedatd A adied aJengerske éflswo@ii &ht falure

transm ssi &m perbidtion] siclbds WaydbpF|clikkhe ebe B iRinfliSdied B the ek VS rdsSon@ TR IR pet’sTe| Y

handl i ng |‘nkt printer. Wen the pen is out-of-range of a printer it
buffers di g|t ‘ink in internal nmenory, which has a capacity of over ten
m nut es of conti Mrovase trarkidy eftinoniplengiiein atnbipagp eaze descriptiore bepgdinks apd folm n - r ange
of a print&diss. thiut Moﬁ@%ff&ﬁsﬁeﬁ'aéﬁa Yt ees e alivBioh 8 an bidiciatBnRRMncan be

regi stered vvlth ﬁn%ﬂp er of printers, but because all state data resides
in netpag'b bot RY 'ﬂ‘éper and on the netvvork, it is largely immterial
which printer a peppeifkisea@rmsbf ealing B Geihds b Atma@nypplatidnj @ typically kitas a A
preferred h is described in greater detail in Section 6
bel ow, wit 9 ‘{egkggeg%“c‘gg’%e%%%sﬁ%‘?‘es 8 to 10. 1.7 NETPAGE | NTERACTI ON The

net page print er B0wparkinkedlognsa Sdétlfkmr%# the japrjication 3! wrhielp kandley esivatipeofpibn 101

when the pgPeriik, a 114% @554 PhidhdcBHAE the Wpbrdinkdo ms&@ﬁaaonlan JisregRd@tdatien 3 of the

tags 4 is rea en jt is us cute a nmovenent, such as a
stroke. THES dtg? é%tﬁF‘ItB\Mg’ﬁH%\gg uﬁeéﬁtaF‘ElS‘ia%’F ﬁaﬁéﬁ Ga?r‘f‘lﬂl?u}fyﬁ‘iﬂmﬁa‘"’d'évaﬁ?ﬂldaﬂ aSsoci at ed
i nt eract i viescebt@meihich fs@sed evhehahectyparing s revadiedas aifavdite artapi@ars Oif thet use’s hidloat | ve

posi ti oni nﬂmm‘me}hﬁgel%&clagsec{la%;a}n\{gshg% Wﬁgurpggge to be obtained. The indicating
data is transmtted printer, eére it resolves, via the DNS, the
page | D 50 of th&het Pdweeﬂmlﬁlé sptfatch hnOIR SEE B84 btk hat peRjetiphge

server 10 sombiieR offie Abt@bRSThE RdliGA6T @ﬂa@msh #YGn PO eibI ISt ANGE 13 aﬁmcalutm t hen

transmts the s &)k to t s recent|
18 résolved 1in

| dent i 11 adreslvedin fhe sgmalyayiidie NS, X ar dﬁ’F?tﬁ?‘“’éP&R&e““gﬁa PSR | e

addr ess 863, form hyperlinks 865, and selection hyperlmks 364, as shown in Figure 30, A general hyperlink

can implement a request for a linked document, or may simply signal a preference to a server. A form
hyperlink submits the corresponding form to the application. A selection hyperlink submits the cwirent
selection to the application. If the current selection contains a single-word piece of text, for example,
the application may return a single-page document giving the word’s meaning within the context in
which it appears, or a translation into a different language. Each hyperlink type is characterized by
what information is submitted to the application.

The corresponding hyperlink instance 862 records a transaction ID 55 which can be
specific to the page instance on which the hyperlink instance appears. The transaction 1D can identify
user-specific data to the application, for example a “shopping cart” of pending purchases maintained
by a purchasing application on behaif of the user.

The system includes the pen’s current selection 826 in a selection hyperlink activation.
The system includes the content of the associated form instance 868 in a form hyperlink activation,

although if the hyperlink has its “submit delta” attribute set, only input since the last form submission
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of the relevant page server in its cache. Each netpage consists of a
conpact page | ayout maintained persistently by a netpage page server (see
bel ow). The page |l ayout refers to objects such as inages, fonts and pieces
of text, typically stored el sewhere on the netpage network. Wen the page
server receives the stroke fromthe pen, it retrieves the page description
to N PX028-SG 23 which the stroke applies, and deternines which el enent of
t he page description the stroke intergﬁcts. It is then able to interpret
the stroke in the context of the type of the relevant elenent. A "click"” is
a stroke where the distance and tine between the pen down position and the
subsequent pen up position are both |l ess than sone snmall maxi num An obj ect
whi ch i s aintNatethe Byted inchillds Gkefleytivt Skl pathueUypeaitik activdtiomsk t 0 be acti vat ed,
and accordi ngly, | anger stroke is ignor The failure. a.pen action,
such as a "sli oppf}‘%y%elrl R &8 Sgéébsi St %lﬂagl e’?%%ﬁg ‘(‘:’ié}f% L Sﬁrilast“?’f’é‘te?%{@l?ﬂ‘glf’ * esponse
fromthe pégwisin Figyfe"31| Wilen il peu fleoughvenyidichiddenoht i e gtous [tertereigkisid a

net page pag@cHes ik el Kty iDYRGILd DKBpaRtked Qo cdl Rl @S tol ABULe LiPe@gh a form
field can al so trlgger tﬁe act|vation of an associated hyperlink 1.7.1

! $ .€a _nyperiii 3
Hyper | i nksPeBEVIY Bish # fisiksuplsass cheeklhos: Thean alsbh gl i cREwStiggavith e asubpiidilie
appl i cat i oduribwde atfoyHaihg@iiny, tedrovédstcSotiBnonPinpud toad appBSRGN B Qanl titrdiddebei@ddpage
system A rld.nk. el ement .844 jdentifi.es the application 71 which handl es
SEivati or P b e IR Ao A B AP R B R B RS er
to the apptéeeation, an "alias required" flag which asks the systemto
i ncl ude thgrpsergsmappl ication alias ID 65 in the hyperlink activation, and
a description which .? used when the hyperlink is recorded as a favorite
or appears in t ni R s ficelfegfiop of relplid iRy S Pk orRitR ATIIRIISE O BPdYr am i s
shown i n Fhgughe pritted Mg, A fhyppdiods adserits submlt omadr @tre phlafctpagen 3gilivaibn sends a
request to i [: where on the network. The application is
identifi efogemﬁﬁgééﬁwg%&ngae% 64, and the application IDis resolved in
the normal way virdoré’ Prsrour et &8 dn hidasement/iiarachyf It pimasely ¢onkeins a wener al
ther i nk?f tcBBidal ﬁg@ 51?431;@1@@5. L&:f&lﬁﬁns%ﬁ%_,%i%ﬁ’reéﬁé @ﬁtn}e@ hstBR 6ol thrK S ccﬁﬁfé{s as
shown in Figure - engral . hyperlin C [ enent request r a
1 ked doctietet B e Lo FRebamd B B pERes T bhs brgdac 56 or m
hyper | i nk igwioed lias at lsgocierd valsp&tidivhige fype deptrals bin ére agp lof Ga tebresspondings@dlect i on
hyper | i nk SRR idn hile M LG inpid BhEEH ARichi ohies BRPLUGAL LOBroulf oiklae curr ent
sel ection contains a single-word piéce of text, for exanple, t he
appl i cat i dRCTiREipter BeRaes- the Lriglew digergm sabrmielieyiZvi ng t he word' s meani ng
Wi thin the cont egichifdim idh@had § staRPETARGiIch QlicRest wiRIAE| e fo@Nis lafilve), Rzl f f er ent
| anguage. ch h rlink type i.s characteriz at ipformation i
subi 1 od THRLEL b B X' ifacBISLRE SBL pERA Rt oL Pl a6
records a signggh ddorm wepnjefxubiitedhdnct ore goffy ithsabmission hyperlinks has been activated, unless

the hyperlink has its “submit delta” attribute set. A form becomes void when the user invokes a void

S
2

form, reset form or duplicate form page command. A form expires when the time the form has been
active exceeds the form’s specified lifetime. While the form is active, form input is allowed. Input
through a form which is not active is instead captured in the background field 8§33 of the relevant page
instance. When the form is active or frozen, form submission is allowed. Any attempt to submit a
form when the form is not active or frozen is rejected, and instead elicits an form status report.

Each form instance is associated (at 59) with any form instances derived from it, thus
providing a version history. This allows all but the latest version of a form in a particular time period
to be excluded from a search.

All input is captured as digital ink. Digital ink 873 consists of a set of timestamped siroke
groups 874, each of which consists of a set of styled strokes 875. Each stroke consists of a set of
timestamped pen positions 876, each of which also includes pen orientation and nib force. The digital

ink clags diagram is shown in Figure 33.
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specific to the page instance on which the hyperlink instance appears. The
transaction ID can identify user-specific data to the application, for
exanpl e a "shopping cart” of pending purchases namintained by a purchasing
application on behalf of the user. The systemincludes the pen's current
selection 826 in a selection hyperlink activation. The systemincludes the
content of the associated forminstance 868 in a form hyperlink activation,
al though if the hyperlink has its "subpyit delta"” attribute set, only input
since the last form subm ssion N PX0Z8-5G 24 is included. The system

i ncludes an effective return path in all hyperlink activations. A

hyperli nked group 866 is a group el enent 838 which has an associ at ed
hyperlink, as shaw eie&eﬁtewa@b&]checmﬁdh epzu; tcREEH BB, § AbOHOtIENY, ok b el d

el ement in_the erI 844 ate th. th oun is

et vat e sty HeR Ry R RS S s 0 HBtSH Aty s banavi or
with a fiedeléumhe Bds asigheolivdrld. 1t can al so be used, in conjunction wth
the "submit delt chec@iao&rﬂeﬁlassequsoaatédq;oammsgésh%,show uphgl\{é geAﬁ,o,ﬂ&nuous

i nput to an appllcatlon It can therefore used upport
" bl ackboar @ ArEfsat ttiokn? fith gesee. °r°) &P de %cheﬁb?ﬁﬁelds% ZE%‘H?W&H@PW?\H efore
shared as &O@dinébio thefel@edhes. 1. 7.2 Forns A form defines a collection of

related i nput 11603 dasg LOGRRIATE, LSkALEGREL, A, LIBULS ufiy uoh 2

printed netpage. orma ubnl one ers to
an appl|caﬁwmndﬂsbkmﬁhMengogmGMﬂWEmnmwgﬂthamSeqm@memm&ﬁmmmm8ﬁﬁnms a group

el ement 8384l £:pR ag%w@me FRIIE L ALE BYlline hhndWhifde TR &t GORIRALAR B §&L  Of
termnal field elenments A forminstance 868 represents a prinfed

i nstance ofr FapRys-Fpppegs %&ngl%f%‘ndgfw%{‘ﬂ?&t “Ke S?‘ieéf‘iliei’“ﬁg‘t%d’é"s‘l% itifhi ch
corres pondRetcagnithe fiIEER dragdaaivents PR ﬂﬁalyﬁub&nd MaﬂﬂmeEﬁi@:hhgefnbeehd)l.lz, metsance has

an associ ajed 871 S e .depe on th e of the
correspond‘[u(la ¥ mm %ﬂ%ﬂ?lﬁﬁ e% e {%9?53%?' i nput through a
particul ar print édlgrl@trrﬁf $lhiaps prrpseeciated (bgltaltSItﬁrl@ﬂsrg Falus$83, @y showrpp Eigyre Bhtdey

net pages. J&Ra1 hobpfeh 8SSsidklhae GAR kshe SROWRatcily Fhiids ®1ﬂ31%spet!f_-m HQkifok NSt ance
has a stat 872 ich indicates mhet%gr t he &h ¥1 |ve frozen,
Fetarop oy

subni tt ed, tﬁ% rOoRep P g el Figpeis o tepiisnte FSIP frlddgpartas £ or m
becones f rgmmtedoand @ssighedi ts theSieljisevdlne. Ahd dipiml bgeorss gaerbnd ﬁsﬁxedheqm @seone of its

subri ssi oL ByPRLLlAkS, BASKNE AR ARLLYALEL o HLERT ChIE SHRSE IiRkalidp | LS

"subm t ute se orm becones vol e user 1 nvokes a
void for nvelk@ée@&tooﬁ&%f%ﬂmw Rlamendons By apd Gdgeetts Oy S@Wﬁf@k@? es when
the tinme the vf/ﬁxermd&ﬁﬁcab@en Thastaievcﬁe t}QX&E’egﬁteﬁlh&:ctfgﬁftiBﬂ, S/oSPEGIoh] o] hd et i nme.
Wil e the for tive, orn1|§ isf med. | nput through a form
which is nSF4Y |ve 18 AT AL PRIRY §¥ﬂ?%83“%“ Yhe background field 833 of the
rel evant page |HﬁkdﬁkammV%@mkmH@Sﬂmﬁwfmgﬂawu$weAdﬂmknﬁd@ﬁ¢mﬁobﬁn®ubnission

is all O\Aedhavm}{npﬁ{ JofdGata p%é?; aﬁ&lm fot Qccept input. It can have an associated field value which is

included in the form data when the form containing the field is submitted.

“Editing” commands, such as strike-throughs indicating deletion, can also be recognized in
form fields.

Because the handwriting recognition algorithm works “online” (i.e. with access to the
dynamics of the pen movement), rather than “offline” (i.e. with access only to a bitmap of pen
markings), it can recognize run-on discretely-written characters with relatively high accuracy, without
a writer-dependent training phase. A writer-dependent model of handwriting is automatically
generated over time, however, and can be generated up-front if necessary,

Digital ink, as already stated, consists of a sequence of strokes. Any stroke which starts in
a particular clement’s zone is appended to that element’s digital ink stream, ready for interpretation.
Any stroke not appended to an object’s digital ink stream is appended to the background field’s

digital ink stream.
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formwhen the formis not active or frozen is rejected, and instead elicits
an formstatus report. Each forminstance is associated (at 59) with any
forminstances derived fromit, thus providing a version history. This
allows all but the latest version of a formin a particular time period to
be excluded froma search. Al input is captured as digital ink. D gita

ink 873 consists of a set of tinestanped stroke groups 874, each of which
consists of a set of styled strokes 8;@ Each stroke consists of a set of

ti mestanped pen positions 876, each of "which also includes pen orientation
and nib force. The digital 1ink class diagramis shown in Figure 33.
NPX028-SG 25 A field el enent 845 can be a checkbox field 877, a text field
8|78 addr awi ng fb@ﬁd B Qapt@dd & thSib@dkgtBWdeﬁdid @I ﬂlteﬁ;&@ad &he sélécﬁ%rﬂg@iuﬁm??t g
class diagramis sho .captured in ield s
Cone 58 | conuieEnE Y e habk bt kil bt R e e it tmerel

bool ean vadbisets.@Bibughake astd interireiation gapndic@Bu-spiific. rark  (a tick, a cross, a
stroke, a fill ergjgeaﬂmmﬁ;rges)theg@vgﬁ&gﬁéﬁn{tg}ac@m]ﬁwg(&% Jield s zone causes a
true value to be assigned to the field' s val ue %ext field has an

associ ated text value 882, as shown in Figure 36. Any digital ink captured
inatext field s zone is automatically converted to text via online
handwriting recognition, and the text is assigned to the field's val ue.
Online handwiting recognition is well-understood (see, for exanple,
Tappert, C., C Y. Suen and T. Wakahara, "The State of the Art in On-Line
Handwiting Recognition", |EEE Transactions on Pattern Analysis and
Machi ne Intelligence, Vol.12, No.8, August 1990, the contents of which are
herei n incorporated by cross-reference). A signature field has an

associ ated digital signature value 883, as shown in Figure 37. Any digital
ink captured in a signature field s zone is automatically verified with
respect to the identity of the owner of the pen, and a digital signature
of the content of the formof which the field is part is generated and
assigned to the field' s value. The digital signature is generated using the
pen user's private signature key specific to the application which owns
the form Online signature verification is well-understood (see, for
exanpl e, Planondon, R and G Lorette, "Automatic Signature Verification
and Witer Identification - The State of the Art", Pattern Recognition,
Vol . 22, No.2, 1989, the contents of which are herein incorporated by
cross-reference). Afield elenment is hidden if its "hidden" attribute is
set. A hidden field el enent does not have an input zone on a page and does
not accept input. It can have an associated field value which is included
in the formdata when the formcontaining the field is submtted. "Editing"
commands, such as strike-throughs indicating deletion, can al so be

recogni zed in : :
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formfields. Because the handwiting recognition algorithmworks "online"
(i.e. with access to the dynam cs of the pen novenent), rather than
"offline" (i.e. with access only to a bitmap of pen markings), it can
recogni ze run-on discretely-witten characters with relatively high
accuracy, without a witer-dependent training phase. A witer-dependent
nodel of handwiting is automatically generated over tinme, however, and
can be generated up-front if necessary . Digital ink, as already stated,
consi sts of a sequence of strokes. Anf stroke which starts in a particular
el enent’'s zone is appended to that elenment's digital ink stream ready for
interpretation. Any stroke not appended to an object's digital ink stream
i s appended to the background field's di gital ink stream NPX028-SG 26
Digital inéhﬁa tyred in. the li)ack roun ld is interpreted as a sel ection
gest ure. ecg' pmatyiof Renyintefagtiogs r""e'1 9&cts is generally interpreted
as a sel ectlmsjectf theTyplercurrsd?anbmht objj ect s, al t hadtigh t he act ual
i nterpret i on .\,at."“kspec:f.\, Tahte—2 o Fi-ses—thesevari ous

pen intergc [4oF (;Hié W ergl net 3qe N PXOZ@“%%‘)“[‘%' "cef'on Summary |[of pen
interactiqns wth gonmet pageCthj ect TypePémbm'Hpnnt ia@pplsation

Hyper | i nkGener al d EIEE[&H”‘ Cik LT O 10 agpAiCidctn tb_%[:mbdtlbﬁ;}(buum t] formto

applicatiqn-SelectjonClicksubmt selection to application Form
fi el dChecKBBRARY rrEEPR%@?’gn AYmEtE o fi el SORMMAMRNG ti ngConvert dilgital ink
to text; gssign tefextt 0 I el4bnER@ingNODI gChdert il ik Gttet! GBsigAtext K |t 0 fiel d
Verify di ital ink|signatue; generate fSlégnat ureSi gnaturedi gital |signature
of form 4gssign dipital signature to file | NoneG rcunscriptiongsign
digital ink to cur i jgitlabink The syé%segmdmmmi%tpﬁgda current gelection

g
I
for each pen. The [ STSSi Umfyd@{d B gndilte geh&iae 1t gt r oke
[
Y

1
captured iin the background|field. The selection is cledred after jan
i nactivit timeouf to ensdre predict anfigiahignalyrepf form; assign digital
signature to field

T

None Circumscription Assign digital ink to current selection

The system maintains a current selection for each pen. The selection consists simply of the
most recent stroke captured in the background field. The selection is cleared after an inactivity
timeout to ensure predictable behavior.

The raw digiial ink captured in every field is retained on the netpage page server and is
optionaily transmitted with the form data when the form is submitted to the application. This allows
the application to interrogate the raw digital ink should it suspect the original conversion, such as the
conversion of handwritten text. This can, for example, involve human intervention at the application
level for forms which fail certain application-specific consistency checks, As an extension to this, the
entire background area of & form can be designated as a drawing field. The application can then
decide, on the basis of the presence of digital ink outside the explicit fields of the form, to route the
form to a human operator, on the assumption that the user may have indicated amendments to the
fitled-in fields outside of those fields.

Figure 38 shows a flowchart of the process of handling pen input relative to a netpage. The
process consists of receiving (at 884) a stroke from the pen; identifying (at 885) the page instance 830
to which the page ID 50 in the stroke refers; retrieving (at 886) the page description 5; identifying (at
887) a formatted element 839 whose zone 58 the siroke intersects; determining (at 888) whether the
formatted element cérresponds to a field element, and if so appending (at 892} the received stroke to
the digital ink of the field value 871, interpreting (at 893) the accumulated digital ink of the field, and

determining (at 894) whether the field is part of a hyperlinked group 866 and if so activating (at §95)
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The raw digital ink captured in every field is retained on the netpage page
server and is optionally transmtted with the formdata when the formis
submitted to the application. This allows the application to interrogate
the raw digital ink should it suspect the original conversion, such as the
conversion of handwitten text. This can, for exanple, involve human
intervention at the application Ilevel for forns which fail certain

appl i cation-specific consistency checks. As an extension to this, the
entire background area of a formcan be designated as a drawing field. The
application can then decide, on the basis of the presence of digital ink
outside the explicit fields of the form to route the formto a human
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voids the corresponding form instance and then produces an active printed copy of the current form
instance with field values preserved. The copy contains the same hyperlink transaction IDs as the
original, and so is indistinguishable from the original to an application. A reset form command voids
the corresponding form instance and then produces an active printed copy of the form instance with
field values discarded. A get form status command produces a printed report on the status of the
corresponding form instance, including who published it, when it was printed, for whom it was
printed, and the form status of the form instance.

Since a form hyperlink instance contains a transaction ID, the application has to be

involved in producing a new form instance. A button requesting a new form instance is therefore
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the field value. 1.7.3 Page Server Commands A page server command is a
command which is handled locally by the page server. It operates directly
on form page and docunent instances. A page server comrand 907 can be a
void form command 908, a duplicate formcomand 909, a reset form conmmand
910, a get formstatus command 911, a duplicate page command 912, a reset
page conmand 913, a get page status command 914, a duplicate docunent
comman d 915, a reset docunent conma g 916, or a get docunent status
command 917, as shown in Figure 39. A vord form command voi ds the
correspondlng forminstance. A duplicate formcomuand voids the
correspondi ng forminstance and then produces an active printed copy of the
current fo®ﬂ&awﬂﬁmﬁﬂﬁ@th&@mLmeld vaIues preserved The copy contains the
same hyperlink transaction
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voi ds theww0m¢bshmmdiﬁgiﬁ@mmﬁwmeﬂdﬁmewandmmmenﬁpm@duwasdadmacﬂmw@epr|nted

copy of thg,fQkMabd Sd@NGE iMnfelpretdal £! dapBlaeS il atAnEed e B8 Jnfga St at us
command produces a printed report on the status of the corresponding form

i nstance, PAEPHd RGShOPHebIthestraerrending pRgeninftncg déth dhei brekeepund §eld BN it was
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P elr? values discarded. If the document contains any forms, then the reset document
command resets the forms in the same way a reset form command does. A get document status
command produces a printed report on the status of the corresponding document instance, including
who published it, when it was printed, for whom it was printed, and the status of any forms it contains.

If the page server command’s “on selected™ attribute is set, then the command operates on
the page identified by the pen’s current selection rather than on- the page containing the command.
This allows a menu of page server commands to be printed. If the target page doesn’t contain a page
server command element for the designated page server command, then the command is ignored.

An application can provide application-specific handling by embedding the relevant page
server command element in a hyperlinked group. The page server activates the hyperlink associated
with the hyperlinked group rather than executing the page server command.

A page server command element is hidden if its “hidden” attribute is set. A hidden
command element does not have an input zone on a page and so cannot be activated directly by a
user. It can, however, be activated via a page server command embedded in a different page, if that

page server comumand has its “on selected” attribute set.
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by a standard graphic indicating successful signature verification. A
dupl i cate docunent command produces a printed copy of the correspondi ng
docunment instance with background field val ues preserved. |If the docunent
contains any forns, then the duplicate docunment conmand duplicates the
forms in the sane way a duplicate form conmand does. A reset docunent
command produces a printed copy of the correspondi ng docunent instance with
background field val ues di scarded. If35he docunent contains any forns, then
the reset document command resets the fornms in the sane way a reset form
command does. A get docunent status comrmand produces a printed report on
the status of the correspondi ng docunent instance, including who published

it, when iigwas BriNdh@sFeaiuies vBREPAtEsVAS print ed, and the stat us of any

forns it contain he erver nd'.s,"on se ttribute is
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“hi dden" ajgri buyged Sep8ste Ni dden command el ement does not have an i nput
zone on a page and so cannot_be activated directly by a user. can,
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net page is prlnte (%mhe?page |l ogo at the bottomto indicate that it

i's a netpage andﬁ¥WefEﬁ@¢emhegmwnteract|ve properties. The logo al so acts
as a copy . butt ogy.ieldlndiPstmcases pressing the | ogo produces a copy of the
page. In the case of a form the button produces a copy of the entire
form And n thedeeyeatiggciop=8eyre document, such as a ticket or coupon,
t he button-el|C|b§maﬂmmﬁgh&naMom@mm@te or advertising page. The default

si ngl e-page copy (fYNeLLon L3 nandl, d(gn%{ngag%xlb%owﬁg H‘Sn&?l é’é’yﬁ% netpage page

server. Special copy func rons” are ' nking 0go button to an
appl i cation. 1.9 Tusprogmfmc@wgEmndlylesihpioldwirefeglicsfibodi nent, t he net page
printer has a S|ﬂgﬁgmgy&gq&mh§pelled "Hel p". When pressed it elicits a

single page of information, including: status of printer connection
print a clean copy of a form

. print the status of a document

A document function is initiated by simply pressing the button and then touching any page
of the document. The status of a document indicates who published it and when, to whom it was
delivered, and to whom and when it was subsequently submitted as a form.

The netpage network directory allows the user to navigate the hierarchy of publications
and services on the network. As an alternative, the user can call the netpage network “900” number
“yellow pages™ and speak to a human operator. The operator can locate the desired document and
route it to the user’s printer. Depending on the document type, the publisher or the user pays the small
“yellow pages” service fee.

The help page is obviously unavailable if the printer is unable to print, In this case the
“error” light is lit and the user can request remote diagnosis over the network. -

2 PERSONALIZED PUBLICATION MODEL
In the following description, news is used as a canonical publication example to illustrate

personalization mechanisms in the netpage system. Although news is often used in the limited sense
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status of printer consumables top-level help nmenu docunment function nenu
top-1 evel netpage network directory The hel p nmenu provides a hierarchical
manual on how to use the netpage system The docunment function nenu

i ncludes the following functions: print a copy of a docunent print a clean
copy of a form print the status of a docunment A document function is
initiated by sinply pressing the button and then touching any page of the
docunent. The status of a docunent |ancates who published it and when, to
whomit was delivered, and to whom and when it was subsequently subnltted
as a form The netpage network directory allows the user to navigate the
hi erarchy of publications and services on the network. As an alternative,

the user C@Revapdpbr ahb@w@ﬁig@ﬂﬁaeﬂe&mtreﬂfded Q0 "in ﬂﬁuﬂ@o&{t conte)(ﬂ!; wRw. pages” and
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case the "error” |ig Is it € US€er can request renote |agn03| S
over the m%rswerswlmmgtzﬂ_lereﬁrlssﬂoe}xfﬂa@\ﬁewmci n the follow ng
descripti om1 newEpircrIALFes@ALIZATRANONI cal pubI | cation exarrpl e toillustrate

personal i zation hani sns. i n the t m is often
oed T tho |1 (ot aBHe byt <& BR5 i ks ot Ml e i1 pe. neve,
t he i nt ended tesofe dehivet hevsprtremenWhito e piblicgions delaggrdgﬂett ng adeddpagbe syst em

the edi torﬁuﬁillshé}oﬂéu%%eaﬁﬂdaré Qﬁgreégé/oe&{hlnsbﬁg n@Q@}f_ §he10f>r By 9§ 1a11£%HtHe€v§at Ion
are personal I zed USi n%&dl fferent nechani sns he editorial content is

per sonal i ZB&°8aE G iPPRYicatignst ticathe stistPord (g, r3fifiorpak Reyysnapesy W DFRIAEITS cit ]y
capt ur ed i vitile h8& ktramoOEah beman?b@i afides ‘trivs’ina@ fecd @ioin @ Mbwsl s&viPE b SABEM striped

accordi ng o t he .r eader tl(mﬁalbu}fe and ﬁ][mr)eggeﬁghl C.mar 1 EDI TORI AL

BI‘S oumn, £
PERSONALI scrl can draw on m‘gls oq’l news sources: those

t hat deliver nem@hwwhsedabhcetws servey ryepppitiotbe pubheationgef| cdijed mewempblitioneans. Wi l e

news publ iGatdsOfRs a e@at@ﬂ%'f%ﬂﬁ;&a@%@«@%e@ﬂé tE‘g‘zdhaQ&imé h?& agPeDlibS RArhendd@s St reans
are aggregtat ed eit a news BﬁUbl i sher speci al i zed news

aggr egat or°TRENE fiﬂﬁ?ﬁ ?“6 i PR St By fh’flreé‘iff rﬁé?ssfj‘ﬁ?‘idﬁ "tbﬁ ¢ Plagiatyeinag o
newspaper Spagn dven ewsiniagbziisndss no editorial control.

The subscriber builds a daily newspaper by selecting one or more contributing news
publications, and creating a personalized version of each. The resulting daily editions are prinied and
bound together into a single newspaper. The various members of a household typicaily express their
different interests and tastes by selecting different daily publications and then customizing them.

For each publication, the reader optionally selects specific sections. Some sections appear
daily, while others appear weekly. The daily sections available from The New York Times online, for
example, include “Page One Plus”, “National”, “International”, “Opinion”, “Business”, “Arts/Living”,
“Technology™, and “Sports”. The set of available sections is specific to a publication, as is the default
subset. _

The reader can extend the daily newspaper by creating custom sections, each one drawing
on any number of news streams. Custom sections might be created for e-mail and friends’
announcements (“Personal”), or for monitoring news feeds for specific topics (“Alerts” or
“Clippings™).

For each section, the reader optionally specifies its size, either qualitatively {e.g. short,
medium, or long), or numerically {(i.e. as a limit on its number of pages), and the desired proportion of
advertising, either qualitatively {e.g. high, normal, low, none), or numerically (i.e. as a percentage).

The reader also optionally expresses a preference for a large number of shorter articles or

a small number of longer articles. Each article is ideally written {or edited) in both short and long
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whil e news streans can be nmany and varied: a "raw' news feed froma news
service, a cartoon strip, a freelance witer's colum, a friend' s bulletin
board, or the reader's own e-nmil. The netpage publication server supports
t he publication of edited news publications as well as the aggregation of
mul ti pl e news streans. By handling the aggregation and hence the
formatting of news streans selected directly by the reader, the server is
able to place advertising on pages O\égr which it otherw se has no
editorial control. The subscriber buil'ds a daily newspaper by selecting one
or nore contributing news publications, and creating a personalized
version of each. The resulting daily editions are printed and bound

t oget her i Rl @suppor@liepriawrpaper. The vari ous nenbers of a househol d
typically express t ffere st tastes b el e g
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publ i cat i owphittivion efabiercadop tor ormbl Yo wetischddraisand #dubf sgmns d?rias appSmmJe sections
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none), or rical %as a percent age) . 1Yhe reader al so opti onaIIy
expresses ﬁ“ﬁéﬁref erence for a large nunber of shorter articles or a snall

nunber of | onger aafclel Gl ShighEathtiarahd Gt lifStihed Q@) Ihireffel dil8ivel{ QbnsRigled €d) 1N

both short and.lo PX028- SG 32 forns to su rt this preference. An
article na?seaﬁ‘aéffacﬁ’%b ‘fqtgﬁ‘a G e‘é&‘fefegﬁc)mcszda‘f thgbrsgﬁfrsverm ons to match the
expected sophi sttheatdenptioflly fpecifice aderendipfiofactex sitipd @ultivgy Gna deorchoit dren’ s
and adul t Sgr$er 5l AR Fumelibify. @‘Hﬁéh%%d@ptlt? factxﬁ5§érpeﬂe {h&s@ﬁlu&etf&%a%ﬁgmhgg to the

reader's age Thé reader can sp readi ng age" which takes

pr ecedence®odtharetitediprng B%@ft&falpak%g%nmrlﬁﬁlyahﬂi tfl%froggspwchﬂé pretiraRe! brfiledich
section ar® ieeteatsestcilitdcapicind B diffeZeCedptidit) Gc@fléah 6¢ Secifed or dERLR days oBSSI gned
a useful |t!hf etekrre By default they are delivered to all relevant

subscri bers: ¥ priority order, subject to space constraints in the
subscri bers' edi thowgler also optionally spemﬁes topics of particular interest within a section, and this

modifies the priorities assigned by the editors.

The speed of the reader’s Internet connection affects the quality at which images can be
delivered. The reader optionally specifies a preference for fewer images or smaller images or both. If
the number or size of images is not reduced, then images may be delivered at lower quality (i.e. at
lower resolution or with greater compression}.

At a global level, the reader specifies how quantities, dates, times and monetary values are
localized. This involves specifying whether units are imperial or metric, a local timezone and time
format, and a local currency, and whether the localization consist of in sity translation or annotation.
These preferences are derived from the reader’s locality by default.

' To reduce reading difficulties caused by poor eyesight, the reader optionally specifies a
global preference for a larger presentation. Both text and images are scaled accordingly, and less
information is accommodated on each page.

The language in which a news publication is published, and its corresponding text
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In sections where it is appropriate, the reader may optionally enable

col l aborative filtering. This is then applied to articles which have a
sufficiently long lifetinme. Each article which qualifies for collaborative
filtering is printed with rating buttons at the end of the article. The
buttons can provide an easy choice (e.g. "liked" and "disliked ), making
it more likely that readers will bother to rate the article. Articles with
high priorities and short lifetines arg therefore effectively considered
essential reading by the editors and are delivered to nost rel evant

subscri bers. The reader optionally specifies a serendipity factor, either
qualitatively (e.g. do or don't surprise ne), or numerically. A high
serendi pi teacddagtiOk plope foSthé ble)h&alﬁﬁmbabtc& ;ﬂ&@@hcé Expressad lfymerhge;dmswda@ the

col | aborative flkterlg ég ctor p@k §mm %nq£q %%%I t hat the

cor r espondi°RgEe TN RO T va Lo I ) PREHER BV ERES ¥ ed capacity. A
di fferent %%rendApVEtRyISINabO@M-IZeH@NMT@p@@NGl ed for different days of the

week. The reader ppl ﬁé?sog BLienak |ﬂ§é &ﬂ&ﬁﬂ brﬁ'e%t LRRIF Serkls tf?@ﬁ&v%ﬁ&hl)ggﬁon{eﬁit erest
within a section, and this_nodifies grlorltles assi gned

editors. éaugep?é}é‘?ﬂﬂsﬁlﬁ % %ﬁéca}llé%‘i?? 't°se"P‘ﬁ’t‘ 8’F qetore spmet aéﬁ f"éé’f“’?ﬂeﬁ’é@ quality
at whi ch | fARgeRlCAMtpRer intheddvdl @Efith th%&semaaa dhe @epliel @m&l eldyorﬁp@ﬁielftlt@Sn a

Pr ef erence d]:!é?‘trl.se; (gnwE{efore tg%lse é)glghsl%e 1es m 1ts abl ggttra(‘)crblarga L}mbers of daderf I;.'hutgb er or
size of | mages 1's no en elirvere ovver

qual ity (itightdempgraphisiuer resol ution or W|th greater conpression). At a

gl obal level, thes eadeheaRRCHIJIRS BOWcBIROLE idcRRy aﬁa&%%graﬁtﬁcgeﬁocﬁﬂﬂ
nonet ary val ues are |ocalized. Thi s invol ves specifying whether units are

i mperi al offeterpgs | REoximty) {3 aytioylar ey isese TSGR (Sfomernd fpﬁ‘Flﬁ‘ét’f mt%{?ﬂ:? and | cgpeggps
currency, ﬁﬂﬂm&bﬁﬂhﬁﬁb&b&mhmmahmiaﬁmﬁﬁmmﬂmﬁmgﬁﬂmﬁdﬂﬁmﬁ&ﬁ&hﬁMﬁﬂﬁhamlOn or
annotation, Th ived fromthe reader's locality by
defaul t. 5“?% ﬁ%%a?eadgmﬁ ?%?%%ﬁwgﬁés caused by poor eyesight, the reader
optional |y speci finegs aubhﬁprcﬁb'mst petitilie pRdst i adverisiharsgee™ p @sipsh.  Bot h

;gﬁgnﬁgga; d gﬁweacdgﬁﬁbgﬁh%ﬁgp%gﬁﬁﬂh%gm?ﬁg;ﬁfiﬁeghﬁgﬁg puL??gg?ﬁg% i's
publ i shed, g%ﬂﬁ“*?%a%%ﬁ?%?ﬁﬁﬂﬁ?ﬂﬁﬂ?gfﬁ‘ﬁ5?628 SG 33 encoding, is a property
of the publ|catlhnmamﬁmaowmanpMEﬁmmsﬂmbmemmnasaedmhymMhemmsnmmehhMBver t he

net page Syéﬁx&%&ﬁﬁhzéoﬁf é:%m idaGMF £ 1k Pva}Méu%es AU LQMBLL G ordoh 0SS Bl 'ﬁm?er vices
i n various gul ses. DVERTI SI NG LoCALI A?ICN AND TARGETI NG

per sonal i zaafquefr%rubllﬁéoneweesﬁnhgl coyegage: by seefiop's aapspshipr the cies of geh 5&%% tising

content, éaaﬁabm@n,aadc\heéamralamgmbﬁg Isryﬂanﬁalahcyeam raecaad; defogeRt. Ol t the editorial
context. Travel ? for e ear in a travel

)
section than el sew§Epgsoapp %‘% ﬁlgd%fthe goe ?'S[tem aﬁlc’% i a‘?ver%fmgt Bacg° S'be

orral con
defined in greater detail, and allows smaller pieces of it to be sold separately. It therefore allows it to .

be sold at closer to its true value. .

For example, the same advertising “slot” can be sold in varying proportions to several
advertisers, with individual readers’ pages randomly receiving the advertisement of one advertiser or
another, overall preserving the proportion of space sold to each advertiser.

The netpage system allows advertising to be linked directly to detailed product
information and online purchasing. It therefore raises the intrinsic value of the advertising space.

Because personalization and localization are handled automatically by netpage publication
servers, an advertising aggregator can provide arbitrarily broad coverage of both geography and
demographics. The subsequent disaggregation is efficient because it is automatic. This makes it more
cost-effective for publishers to deal with advertising aggregators than to directly capture advertising.
Even though the advertising aggregator is taking a proportion of advertising revenue, publishers may
find the change profit-neutral because of the greater efficiency of aggregation. The advertising

aggregator acts as an intermediary between advertisers and publishers, and may place the same
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advertiser (and therefore to the publisher) lies inits ability to attract
| arge nunbers of readers with the right denographics. Effective
advertising is placed on the basis of locality and denographics. Locality
determ nes proximty to particular services, retailers etc., and particul ar
interests and concerns associated with the |ocal comunity and

envi ronnent. Denographics determ ne general interests and preoccupations
as well as likely spending patterns. A, news publ i sher's nost profitable
product is advertising "space", a nmult |-d|nenS|onaI entity determ ned by

t he publication's geographic coverage, the size of its readership, its
readershi p denographics, and the page area avail able for advertising. In

t he netpag@wamﬁﬁaﬁMnhh@k@ama&g@ publication server conputes the approxi mte
mul ti- di nensiongl. si tion's s dvertising space on a
por - secti on basi L= FafPae i 8 PR Edin el TRBR PR S REHS g R R

cover age, nlhem@emtthmblyatﬁoead@@xmﬂalpommﬂsbemsedhe hlchtimsadertisiog ssa@ot | on

edi tion, eagh Jgadefnik idRME thd ﬁll @an&&&%f%&é&ﬁatxoﬁ%@ﬁa@é%ﬁve&ﬁ@rﬁ QliveRtisin
denngraphlc In conmparison with other media, the netpage system al %oms t he

adverti si n@%ﬁ%a‘{d@u@&hﬁﬁ e el forgy el F‘eqa’é? sy Pé?Ydie%lF‘Inﬁv@é‘mg’ﬁ‘ﬁ‘f | er

pi eces of suppoitOfob hegOhegothRpar iaigling. subliortt foee@bmitad Atdodnst bdverting Qﬁce80| d at
cl oser t0 \L S, LEuS VAN EOLuRXAMR Sracllf SR RONELL LBLI Gene Sk Qfay C27 b
sold in varying pro % or't1ons é? ﬁver%lsers h Fndi vi uaI
readers' p%g%@s@éwaynﬂyhwé@éhvmmyykh@mﬁhﬁﬁmﬁwgeﬁent of one advertiser or

anot her, overal | oRE§284NhINMs Ee'@@na@&tﬁ&@ rthd QPre@for &9%@ mﬁ%ﬁ!; theDad®R36G:Bment
advertiser. The net page sy ;ten1a Hgyertl to be |inked dlrectly

detai | ed prO&GREs ‘t‘?"rﬁfﬁ'ﬁ’ﬁgéta ﬁfﬁ"e‘éﬁa‘“é?ﬂ“?‘ ﬂ?ﬁfﬁ“g’f s fhe ad plagementonthe i ses
t he |ntrln@kﬂmwﬂhuga@%hﬁh&l&ﬁMEFWMﬁthnﬁp@@@dﬂmﬁb@&ﬂﬁflﬁemﬂoﬂain%ﬁﬁlOn and

| ocal i zat ';%&ox%flfedgn?o'ﬁ%%g xtg}df:s%&év%'ab%m@ﬂle&?fr&@% Bl dscatd.on servers, an

adverti si ng aggregator provi de arbitrari coverage of both
geogr aphy &hd dURERfTROSKESS. The subsequent dlsaggregatlon is efficient
because it24% auhmﬁﬁhhsnpmahﬁgnakes it nore cost-effective for publishers

to deal with adveytisin ators t n to djrectl e adverti sing.
Even t hough the &P &Swsgr&ﬁhsw FHORKTI % S8ﬁ'8$"f ?%{B‘FF“ crie
advertisin@uﬁ@ﬁknmmmapdbhmﬁhers may find the change profit-neutral because

of the greater e&%mg&gqumggtgggregatlon The advertising aggregator acts
as an internedi ary between a%vertlsers and publishers, and may pl ace the

same NPXO28- SG DHebg@tieiltereemesirs in multiple publications. It is worth
noting that ad pbaggaagg in a netpage publication can be nore conpl ex than
ad placenent in_the cation's traditional counterpart, because the
publ ication's ad§gP??§?ﬁ'e§%5ce is nore conplex. Wile ignoring the fal
conpl exities of Mmegotstoatizagms obet pwbbntiadvse typicgdlr pyblicetiveptcif®] npgl so the

customization information is maintained by the relevant netpage publication server.

A collaborative filtering vector consists of the user’s ratings of a number of news items. It
is used to correlate different users’ interests for the purposes of making recommendations. Although
there are benefits to maintaining a single collaborative filtering vector independently of any particular
publication, there are two reasons why it is more practical to maintain a separate vector for each
publication: there is likely to be more overlap between the vectors of subscribers to the same
publication than between those of subscribers to different publications; and a pﬁblication is likely to
want to present its users’ collaborative filtering vectors as part of the value of its brand, not to be
found elsewhere. Collaborative filtering vectors are therefore also maintained by the relevant netpage
publication server,

Contact details, including name, street address, ZIP Code, state, country, telephone
numbers, are global by nature, and are maintained by a netpage registration server.

Presentation preferences, including those for quantities, dates and times, are likewise
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aggregators and publishers, the preferred formof the netpage system

provi des sonme automated support for these negotiations, including support
for autonmated auctions of advertising space. Automation is particularly
desirable for the placenent of advertisenments which generate small anounts
of income, such as small or highly localized advertisenents. Once pl acenent
has been negoti ated, the aggregator captures and edits the adverti senent
and records it on a netpage ad server.,.Correspondi ngly, the publisher
records the ad placenent on the relevant netpage publication server. Wen
t he net page publication server |ays out each user's personalized
publication, it picks the rel evant advertisenents fromthe netpage ad
server. 2. @thERmBR@EMhEﬁkamﬁﬂaylnfornation Filtering The personalization

of news and ot hetfh ocallzag%tolég vgrtig1e rlel%S F]? tlﬁe ?)cah m 1ca 5"3 rt!he uOJrsléloSn% tdS fg.l?CI fic
profile information, THE T Bl SRR AR )

col | abor at while teitdrgeting qudvvmtlg)qcbes 0®pfu;®m1 afrmdior aick s dgie pﬂél#e Bxtnddr, naamital

pr ef er enceg,nkhfeoml %Pd?ésﬁénz Sudabh, &f quiitdivielifaftleds QR hsSipd Ytk SRl ih¥me range.
publ i cati on-speci f i and so the custornization information is nmaintained

by the rel evant ﬁ‘érttb"é@é%‘iﬂﬁf’ F‘t"ﬁi‘“’ 19 fevead pigopal inforpigfiop 495 S ISYBPFREEHS ng
vect or Conﬁfoﬁ:ﬁaﬁomﬁs infiftaitksicly e rraévlamg&tp@ge Rgifttatidaeserner mmNSabeetued"rSf sukE 1S

used to corgel i.fferen ser erests for the ur pos rrakl ng
" ecormendar FEG A ERGTLR vt WBFGP an b DERSTI ot Rl P RTSEP Rl
col | abor at ¥Wer #IPt4 €de-ng vect or i ndependently of any particul ar

publication, t heEﬁ‘ch%Ee% ﬁeﬂ\q)nﬁt%a%ﬂé‘anwoduier hudl aﬁlﬂ[cﬁwmsaé%&gn@@lts e PRuOtain a
separate vect eac publication: there is be npre overlap

bet ween t hideniBgy a&ﬁéhe&?tp% FrgistFatipfseryen Taintaing t%ﬂafﬁ}émﬂﬁ%??t?f%?? ihsm B ENRELt ween
t hose of sSEibs&rialbes, 23 ol Zh. Féx&bﬁsﬁaﬂqﬁqh{pmeatal @blsher aNgl spreifi Mdldi of apliomtion s | 1 kel y

to want tg pre t m%g%%r g dove filtering vectors as part of
t he val ue I%? (liet S rpéln lo ecm of%g eI sewhere. Col | aborative filtering

vectors are ther &gt mOswhwﬂqoweﬁwswym@er@lp@#@tﬁ%ﬂzn@@ prEbeintes gmy i cat i on
server. CoflbaGhy Iﬁi&ta@lof lﬁers tonfd itl @hdaglseaaﬁa,smgé H&aﬁtt pﬁda r(@ 86), to &hith fembBsal St at e,

country, te hone obal are nt ai ned by a
ot page r AP EBIEY fi (oER) bF terpiouli o st 8 B 8L SiPHE TahBERose 1 o
quantiti estlrocﬁltvels:haﬂdset is mesactirgr Bhelsérkee viegsaradlX O RiEh 13615358 gisolbad authorired

mei nt ai ned, gﬂntttchﬁ%e §s@{‘;ede%¥pnn1-e?%ﬁx@ﬁ&ér'd%é&%ﬂ@cof&fth@iﬁ o Gy pakiBr bBkdr 8 ON T he

locality indicated in_the user's contact detail
instead resolves the ID when it is required.

When a user subscribes 808 to a publication 807, the publisher 806 (i.e. application
provider 803) is authorized to print to a specified printer or the user’s default printer. This
authorization can be revoked at any time by the user. Each user may have several pens 801, but a pen
is specific to a single user. If a user is authorized to use a particular printer, then that printer
recognizes any of the user’s pens.

The pen ID is used to locate the corresponding user profile maintained by a particular
neipage registration server, via the DNS in the usual way.

A Web terminal 809 can be authorized to print on a particular netpage printer, allowing
Web pages and netpage documents encountered during Web browsing to be conveniently printed on
the nearest netpage printer.

The netpage system can collect, on behalf of a printer provider, fees and commissions on
income eamed through publications printed on the provider’s printers. Such income can include
advertising fees, click-through fees, e-commerce commissions, and transaction fees, If the printer is,
owned by the user, then the user is the printer provider.

Each user also has a netpage account 820 which is used to accumulate micro-debits and

credits (such as those described in the preceding paragraph); contact details 815, including name,
NPX028-5G



while the targeting of advertising relies on personal information such as
date of birth, gender, marital status, incone, profession, education, or
gualitative derivatives such as age range and i ncone range. For those users
who choose to reveal personal information for advertising purposes, the
information is nmaintained by the rel evant netpage registration server. In
t he absence of such information, advertising can be targeted on the basis
of the denpgraphic associated with th§6user's ZI P or ZIP+4 Code. Each
user, pen, printer, application provider and application is assigned its
own unique identifier, and the netpage registration server maintains the
rel ati onshi ps between them as shown in Figures 21, 22, 23 and 24. For
regi strati @ireBUbPRELBne MMPE |gioBA @fefekeficed 8 BPREldilg Peivitel dofiveBRpd iotaikdtion

provider, apnd a _publication is a special kind of application. Ea user 800
ay be. aut Baies e RieleE2be Bebds ReSBSEL colllfe B B8R GBI il BE o7y
al | ow any fngerbrent 86 ctgisae handwiging gredgl 1819 Baterhpticpdly majpiaimed by tha ghstergl efida 8B . pri nt er
(at 66), t@ybi &l ek Gah whithblohEatd A0St Heldiver ed by default, whil st
pages pri Réeg on_denand .are delivered to the printer through which the
user is i mefact AP eFtdStser ver keeps track of which publishers a user has
aut horized to painalpag Qsck b rus@ilin Slistl @f2aid Favapifes Nt 18ks to Aseflll Bbcusbi@retcdaes not
record the ticular printer, but .inste resol ves the | D when
[ ECr et ks bl Hhe e aflibd B 6L By ok U FRARE RS o4t Uy

publ i sher Ba@chyiof flders 91, ia ersfeirend empedinengd whigh) B)shgwan i the bless idiagraim froFigird Nt to a
specified printer or the user's default printer. This authorization can be
revoked at gy thn? b{_%he user. Each user may have several pens 8 0 1, but
apen is 25% ci fI'E'T¥ 8" single user. If a user is authorized to use a
particul ar pri nt @he systhemdidtads  histodyelist 92% 60 @ith 288 s aRyald koriding USRS 't6 pens.
The pen I D] | iser . I le maintained by a
par t| oul ar e EE bR Bt BogPh! SIRRIMAD I Flpli L W2 SR, 20 X
Vb t ermi resirefgEg crbpdingse ofivhithGs showmin the clays dingram i FigupsdPt i cul ar net page
printer, athow ngreYebnir@etardid net page docunents encountered during Wb

AT S UL o e
comi ssi onsmsontizeil pddipsiorear Neciob-hy-eggin basispBiladei ngatt ad rteninis atedulthe forth e
provi der ' SorPiotHEf Rcranpl e AERIE: G phBhShe ARUALLAGL NI | eeS,
click-through fees, c-comferce conm ssions, and transaction fees. If the
printer is. own&k Hyertising rafie & a secfierneap heachigesr with wildie vasyiRepdestisise édibder .  Each
user al so dasdiaduaeiBRGRhRA GO on, G20 thehd GRout SightHIRE elpQitd G UTH BbBthm is
e e P LR A
f’or roofing material specifically withi;l the publication because of ’a special feature on do-it-yourself

(

roofing repairs.

The editorial content selected for the user, including text and associated images and
graphics, is then laid out according to various aesthetic rules.

The entire process, including the selection of ads and the selection of editorial content,
must be iterated once the layout has converged, to attempt to more closely achieve the user’s stated
section size preference. The section size preference can, however, be matched on average over time,
allowing significant day-to-day variations.

2.5 DOCUMENT FORMAT

Once the document is laid out, it is encoded for efficient distribution and persistent storage
on the netpage network.

The primary efficiency mechanism is the separation of information specific to a single
user’s edition and information shared between multiple users’ editions. The specific information

consists of the page layout. The shared information consists of the objects to which the page layout
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address and tel ephone nunbers; gl obal preferences 816, including privacy,
delivery and |l ocalization settings; any nunber of bionetric records 817,
containing the user's encoded signature 818, fingerprint 819 etc; a
handwri ti ng nodel 819 automatically maintained by the system and SET
paynent card accounts 821 with which e-comerce paynents can be made. 2.3.2
Favorites List A netpage user can maintain a list 922 of "favorites" -

| inks to useful docunents etc. on th% net page network. The list is

mai nt ai ned by the systemon the user behalf. It is.organized as a

hi erarchy of folders 924, a preferred enbodi nent of which is shown in the
class diagramin Figure 41. 2.3.3 History List The system naintains a

hi story | isfers32don ire@aheraphid, aisl pefak&xt. containing links to docunents etc.
accessed by the er .throu age syste I I ed as a

dat e- ordered | i s# ,ﬁex{ %{’Jeﬁ{cé)?tgms e o%&% %?re% SRS tﬁ‘mnsmbfsg’rlr/g"rwnp Ea“g'faﬁce cl ass
di agr am i n(XMLgwsieg H Ex@nsible| W@b@t GEERPRGE). LY Qudvideh ereriest palge opaldxi cat i on

server aUtQH@&&Q%&&&ME%M%f&H%g%ﬂ%mpaﬂa§m9ﬁmﬁﬁgamy§€%méhmﬂﬁE&8@@%&3 d
publication on section-by-section basis. Since nost advertisenents are in

the form oirovidsg é?y s Yot Eae le¥lcRRigigFoaains pbsgded rlanewes e Brenehe 2HRRFES bef or e
the edi t ortraddlation RidibeddddIgplRaition lintSioRY with pirfzrdpR forBat®@Ct | on can be achi eved
with wildly varyin adver LsSin ratros Vi d es Wthin the
section, and the angEd% mg gor1th exf£%F§ga@H¥gcg+ﬁ£g 5?$%H%F

confi gur edormgt. étgraehrmblqctﬁne@ﬂslaé’@ar@hlein@erw VertetiGrertics (YViGa Foratd advertr sing

COBT entt sucB asTid l%?trlgelﬁgﬁsmtsf({?ﬁ sgri@péﬂpﬁged @ﬁ@grapﬁpeaba‘@ Gadkd aéxrmvr hin the
publication, because of a specia ure on ou roofin

repairs. TohisS st e g oglees &8%@@8&“%@ t“rr@t h%l%*r as errePr?drw 8%t and
associ at edwdtaragle segind Thee dphiit ©Bigctd e bilidirikei il Totld 3.armedarydntngesta0c0maerct ous

aest hetic ﬁ*ﬂa%?mﬁgaﬁ ﬁﬂ&hﬁ%ﬁ@&Bﬁ%&é&m&%C|“ding the selection of ads and the
selection o Itorial content, nust be iterated once the | ayout has
converged, to attenpt to nore closely achieve the user's stated section
size preference. The section size preference can, however, be nmatched on
average over tine, allowng significant day-to-day variations. 2.5
DOCUMENT FORMAT Once the docunment is laid out, it is encoded for efficient
di stribution and persistent storage on the netpage network. The primary
efficiency nmechanismis the separation of information specific to a single
user's edition and information shared between nultiple users' editions. The
specific information consists of the page | ayout. The shared infornmation
consists of the objects to which the page | ayout
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NPXO2&SG 37 refers,
obj ect contains fully-fornmatted text
(XM.) using the Extensible Stylesheet Language (XSL).

Language

provi des precise control
into which the text

the | ayout.
automati c

transl ati on,

i ncl udi ng i1 mages,

over text
is being set,

gr aphi cs,
r epr esent ed

and pieces of text.

A text
in the Extensible Mrkup
XSL

formatting i ndependently of the region

phenati on

which in this case is being provided by
The text object contains enbedded | anguage codes to enabl e
and enbedded

hints to aid with

paragraph formatting. An image object ‘encodes an inmage in the JPEG 2000
wavel et - based conpressed inage format. A graphic object encodes a 2D
graphic in Scal able Vector Graphics (SVG format. The | ayout itself
consists of a series of placed i mage and graphi c objects, |inked textflow

obj ect s th*%HQQ‘%Qh%ﬂ”%§§&°ﬁ@&§CtS flow, hyperlinks and input fields as
. a er mar

descri bed above regi ons. These | ayout objects are

summari zed i hayiall e 3. Th¥tribayeout uses Borowhpiact{ format suitable for
ef ficient di§%kkpution and storage. N b 3§.§ 3B Table 3 - netpage | ayout
objects Layout” Attrj buteFormat of obj pj ect |1 magePosition- | nmage
obj ect | 92000 Greg¥ihcPosition Grjaphi ¢ obj ect| | DSVG ext fl owextfl ow | D
Zone Optignal text HRIgEeheHIVLT XSL HyP&s bodakype pne Application ID, etc.-
Fi el dype Ngankng—emg \atermarkone
raphic osition -
Graphic object iID SVG
Textflow Fextflow ID -
Zone -
Optional text object ID XML/XSL
_ Hyperlink Type -
Zone -
Application ID, efc. -
Field Type “F
Meaning -
Zone -
Watermark [Zone -
2.6 DOCUMENT DISTRIBUTION

As described above, for purposes of efficient distribution and persistent storage on the
netpage network, a user-specific page layout is separated from the shared objects to which it refers.

‘When a subscribed publication is ready to be distributed, the netpage publication server
allocates, with the help of the netpage ID server 12, a unique ID for each page, page instance,
document, and document instance.

The server computes a set of optimized subsets of the shared content and creates a
multicast channel for each subset, and then tags each user-specific layout with the names of the
multicast channels which will carry the shared content used by that layout. The server then pointcasts
each user’s layouts to that user’s printer via the appropriate page server, and when the pointcasting is
complete, multicasts the shared content on the specified channels. After receiving its pointcast, each
page server and printer subscribes to the multicast channels specified in the page layouts. During the
multicasts, cach page server and printer extracts from the multicast streams those objecis referred to

by its page layouts. The page servers persistently archive the received page layouts and shared
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2.6 DOCUMENT DI STRI BUTI ON As descri bed above, for purposes of efficient

di stribution and persistent storage on the netpage network, a user-specific
page | ayout is separated fromthe shared objects to which it refers. Wen
a subscribed publication is ready to be distributed, the netpage
publication server allocates, with the help of the netpage ID server 12, a
unique I D for each page, page instance, docunent, and docunent instance.
The server conputes a set of optimzed,subsets of the shared content and
creates a nulticast channel for each Subset, and then tags each
user-specific layout with the nanmes of the nulticast channels which wll
carry the shared content used by that |ayout. The server then pointcasts
each user' &mk@youts to that user's printer via the appropriate page server

and when the pointcasti sts the s ntent on
the specified chg)nneal plg]?af receweg(r:r}gllh\%oﬁém e WE"CIQ n‘%aée youts ket er eppage server

and pr|nte@ﬁ@ﬂﬁpéﬂvb@%bﬁphﬂhamﬁﬂﬁmmﬁggwa@hamﬁéls speC|f|ed in the page

llayouts. During yUfi&r néRkhitdid@slasoes, %%@aﬂatsaﬁgey%e@m By it 8¢ ad¥ddaact s _from
the nmulticast streans those ohjects referre its page | ayouts. The

page servefSUPR & e ff F3rh Rpeer cracred withy imagss: \}]éﬂoa"ffaﬁjé’%%% aifiee oflers Samr ed
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and then rasterizes an rornts it nor ma e printer
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prints at ﬁmmahﬁﬁaﬂﬂﬁmbbpagﬁmpﬁMW$a®OﬂﬂmyBﬁﬁsﬁm$HMQEWWMmm€m®mMGm¢@QKB or
about 3|Vb|g;£l typgggmg@ta per second, which is simlar to the highest
expect ed rate o page data dellvery over a broadband network. Even under
abnor mal ci r cunsHavieesif theypspfersnthd prempy dpgsitirer thenhepriptgr wifbe pagbleto it s
likely 't hﬁikehé}&)fblﬁﬁ]ilca\ﬁﬂdrhlen hersadabes. trRe ﬂe@@ée@ﬂﬁlﬁﬁoﬁ RevePRRetre SIPR bimikef ore the

printer's 100-pa ernal .sto ca .S exhaust ed. However, if the
orintor o FrbBRA Ry AR PIFT * SR e KESBPR AL BTl Pl < BEThabl e {0
make use owmasﬂ@&tﬁpasmmmheﬂMQmﬂmw@mg@@@uwsmsThe netpage publlcatlon

server thereforecgld ORudhl REBASY, ol Q@M frodt QAUCRLcS afpBbad &MLkl GRS S.
When a critical nunber of requests is received or a tinmeout ‘occurs, the

server re- Wﬁ??ﬂ%ﬁgﬁﬁk?ﬂ@a@HPP@?ﬁ%ﬁﬂ@%@hﬁﬁaFﬁﬁmﬁﬁ]ects Once a docunent is
printed, a2print en-DemAnpDoadegrsan exact duplicate at any tine by

When a netpage document is requested on demand, it can be personalized and delivered in
much the same way as a periodical. However, since there is no shared content, delivery is made
directly to the requesting printer without the use of multicast.

When a non-netpage document is requested on demand, it is not personalized, and it is
delivered via a designated netpage formatting server which reformats it as a netpage document. A
netpage formatting server is a special instance of a netpage publication server. The netpage formaiting
server has knowledge of various Internet document formats, including Adobe’s Portable Document
Format (PDF), and Hypertext Markup Language (HTML). In the case of HTML, it can make use of
the higher resolution of the printed page to present Web pages in a multi-column format, with a table
of contents. It can automatically include all Web pages directly linked to the requested page. The user
can tune this behavior via a preference.

The netpage formatting server makes standard netpage behavior, including interactivity
and persistence, available on any Intermet document, no matter what its origin and format. It hides
knowledge of different document formats from both the netpage printer and the netpage page server,

and hides knowledge of the netpage system from Web servers.
NPX028-SG



retrieving its page layouts and contents fromthe rel evant page server. 2.7
ON- DEMAND DOCUMENTS When a net page docunent is requested on demand, it can
be personalized and delivered in nmuch the same way as a periodical.
However, since there is no shared content, delivery is nade directly to
the requesting printer without the use of nmulticast. Wen a non-netpage
docunent is requested on demand, it is not personalized, and it is
delivered via a designated netpage forgatting server which reformats it as
a netpage docunent. A netpage formatting server is a special instance of a
net page publication server. The netpage formatting server has know edge of
various Internet docunent formats, including Adobe's Portabl e Docunent
Format (PD¥), andeddppertext Markup Language (HTML). In the case of HTM, it
can nake uge of ckﬂﬁohi h;r resolution of the printed page to present Wb
pages in a nulti-colu Pornat, with a table of contents. It can

aut omat i cal | 'y i n€hvaderapdly is uwiglio pretge sendiive déringtioh,bathedstdrage trllan wraasjuesltted page.

The user &ﬁ@m&&@&m&@E%mﬁ&@&%ﬁqma¥&éw%cﬂ&@iﬁ%gﬁﬁﬁqmyﬂﬁw&ﬁkﬁﬁﬂéz&QQUHtting
server makes standard netpage behavior, including interactivity and

per si st enclEy SYPErRl andopublfrley) FYRIPSTRNY: dBEurRENee DeBothatstsePoturkeses ©5 ori gi n
and f or matcrypidgraphydes know edge of different docunent formats from both the

net page printer and. ihe net e. page server and hi des _know edge of the
net page Syst em 1 VRS EEFURY &8 (RS B Ly S T o B TOCR ST OGRAPHY
Cr ypt ogr aphyrybtsing decelpt o mosseeetro pativs iMishipe td pklongramiseaipes dyet firsti avasgede age and
in transitg.aifetRnecMtOepkdycate parties to a transaction. There are two
cl asses of cryptography in w despread use: secret- key cryptography and
publi c- key cryptB@*ﬁ?ﬁ@?”ﬁﬁ%”ﬂ%tﬂ%b@ﬁW@@WBr% FruREety, CRPRgraptin e Bsey) fiwd

Crypt ogr aphyrydes kab.-the ywokeyspisiiaphncallyatised ielod i vad thitngfesSygaatypled
cryptograp t d e t rypt. a ness 1. TWO
o (i o8 o e SHAED e M BOURBRY e e EL IR, OB ulESLY Bin pHRER AR, |
exchange theothe ésrkent piaie: TiPgBilic kelipysedie yisrptana phsace dfeaded fasthsheldes of he as
asynmmet ri Cp:ahty RéyOOK RRYsptedl 88 thaiblicQBE f YilkbshRRark@Wbe dddiBiel WinohRYRivAL €
nathenaticaIH% related in su?h qFﬁ%y thatw@§ fggﬁs%%e e cr%Pte usi ng one
key can oniS B H&EFYFCEFHE NG TSR yt. o ¢ WEYLEPs t hen
publ i shed, Toduidrethattiverigdidiey isisscukeeipts npurial/fat the hoklkreofphelpkivae kegyo deseraisidel t 0
encrypt any.,prssage intended for the holder of the private key. Once

encrypted using the public key, a nessage can only be decrypted using the
private key. ThE®le-wry cpaicerrby cadn ussdioreat ¢ digial igmays- The sddrgelshegrivtiout fir st

havi ng t 0 RXeHNRIR aknSACHET of l @éssage and then encrypt the hash using the private key. Anyone
can then verify that the encrypted hash constitutes the “signature™ of the holder of the private key with
respect to that particular message by decrypting the encrypted hash using the public key and verifying
the hash against the message. If the signature is appended to the message, then the recipient of the
message can verify both that the message is genuine and that it has not been altered in transit.
To make public-key cryptography work, there has to be a way to distribute public keys
which prevents impersonation. This is normally done using certificates and certificate authorities. A
certificate authority is a trusted third party which authenticates the connection between a public key
and someone’s identity. The certificate authority verifies the person’s identity by examining identity
documents, and then creates and signs a digital certificate containing the person’s identity details and
public key. Anyone who trusts the certificate authority can use the public key in the certificate with a
high degree of certainty that it is genuine. They just have to verify that the certificate has indeed been
signed by the certificate authority, whose public key is well-known.
In most transaction environments, public-key cryptography is only used to create digital

signatures and to securely exchange secret session keys. Secret-key cryptography is used for all other

purposes.
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To ensure that the private key is secure, it is normal for the hol der of
the private key to generate the key pair. Public-key cryptography can be
used to create a digital signature. The holder of the private key can
create a known hash of a nessage and then encrypt the hash using the
private key. Anyone can then verify that the encrypted hash constitutes
the "signature" of the holder of the private key wwth respect to that
particul ar nessage by decrypting the gncrypted hash using the public key
and verifying the hash against the nessage. If the signature is appended
to the nessage, then the recipient of the nessage can verify both that the
nmessage is genuine and that it has not been altered in transit. To make
public-key crypt Bgﬂﬁﬁh}bwﬂ@rd(scusﬁlhtervﬂleiha&er&ﬁe thm&ieV\ﬁYthd Qechbe StahdntMsibe opubl i C
keys whiche S i rsonation. IS n

certificat esggﬁo ebceEe“Fe “?’R: a%eémgtu ARl |e§sWhatK°mﬁlgrhfppf’l cgﬁé%ﬁtﬁ’fjﬁgﬁ is a
trust ed t hihy grvpdyqesfifigots. athertigatbrehwithaeferense torfbe qeuifiprtscauthernty, lyees tbeewrbhaquubl ic key
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identity by examinjing identjty é:umsnts and then creates and signs a
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key. Anyonsomliferinier USt S the certl ficate authority can use the public key in
the certifigate WF %P degree of certainty that it is genuine. They
just have to verl ks e certlfl cate has indeed been signed by the
certificate aut hB?OhElVPagV\hU%felswéﬁiﬂﬂ'?dcﬂ gyl pdquovidprtifigmgiime of manggire phighsact i on

envi ronme ruf§storm9 l-eh@odf)eﬂ{enfbhylﬁﬁﬁ%ﬁ&laﬁ(d ih the Rébaye HERMIdnQerbdr aa%&basednﬁ itsal
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is that the printer eserv certificate, authentlcates it
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and then uses cret session rypt the nessage data

session key® Sata ase‘f ' Sa‘fce%fs e CERTEVE §¥h EXRS )rﬁa&r‘ PSPt g {ggsla? FEfTR. 3.2
NETPAGE PRIONH‘IEEE SEeQuRleTY pﬂa@ P{Dnetdpmlglec pgnatmteekeyl sndag@psgthederdifipei n f  uni que
identifiergyi@hidnldiea@f manufacture which are stored in read-only nmenory in
t he prlnter and in the netpage registration server database. The first |ID
62 is public andTRffCHERSIESIUBRETYT &6 % Rericri FEtonigror s etipey stret wor k.

The seconchak fdcdssto SRRF @formaBfichllb\Gind IS @ e Riheek enspr i nter is first regi stered

on the network. men ! hesu?sﬁ:nbes %I’ gu%Pcagc(): ! % retcgrdtls g’eat ?tup ﬁ’llge neet: },e\D{stlkatlgrP r the
first time after install R eat es ure pu B € private key

pair. It tsenershiabase Mﬂ@n@,@cth@pubh{belatndmnthhe lplhbqatl@ tkelyc wa e Weledlypringr prve

specified printer. Every document sent to a printer via a page server is addressed to a particular user
and is signed by the publisher using the publisher’s private signature key, The page server verifies, via
the registration database, that the publisher is authorized to deliver the publication to the specified
user. The page server verifies the signature using the publisher’s public key, obtained from the
publisher’s certificate stored in the registration database.

The netpage registration server accepts requests to add printing authorizations to the
database, s0 long as those requests are initiated via a pen registered to the printer.
33 NETPAGE PEN SECURITY

Each netpage pen is assigned a unique identifier at time of manufacture which is stored in
read-only memory in the pen and in the netpage registration server database. The pen ID 61 uniquely
identifies the pen on the netpage network.

A netpage pen can “know” a nmumber of netpage printers, and a printer can “know” a

number of pens. A pen communicates with a printer via a radio frequency signal whenever it is within
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net page regi stration server. The server conpares the secret |ID against the
printer's secret IDrecorded in its database, and accepts the registration
if the IDs match. It then creates and signs a certificate containing the
printer's public I D and public signature key, and stores the certificate in
the registration database. The netpage registration server acts as a
certificate authority for netpage printers, since it has access to secret
information allowing it to verify printer identity. Wien a user subscribes
to a publication, a record is created i'n the netpage registration server
dat abase authorizing the publisher to print the publication to the user's
default printer or a specified printer. Every docunent sent to a printer
via a pagerasge rof & pi‘iﬁteﬁd)dée&ﬁﬁeﬂdnd Prirfer ﬁﬁrréglmﬁdamewﬁ@ﬂmiy aﬂiﬂaﬂgs sesdi@ned. by the
publ i sher in ubl i.s e si.gnature key. rver
Dert i1 s, ity b Bl Moker bl ol e VPRI Sr FReP RIS hor 1 s
to deI|verﬂ?%mmvuﬁ$m@hvﬂbmmimk¥h@ﬂgp@mmﬁd@wwcuyer The page server verifies
the signature usiangn fbies Sedboh 8he5, eserpmkemm,m@&h%yp%@e r 115,910 4 Riter

bas

publisher's certificate stored in th eg{stratlon da The net page
regi st rat i BHSESPYEP kY Wt PRdlinees fdexgd ifoth hayy aalﬁfﬁﬁw fiDiesIoREs o t he
dat abase, @pacltofitsekbn kdygas! Wik Guecd Sssidh Beylofik Iebs&teeﬁﬁlﬂ)\rﬁﬁsad tsipERectsegy. St ered to
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nows, in y.printer .| tores a session _key for every
pen it know ls:%an dtélgg?il By pen lté' éotﬂﬁ' pﬁ%f?fe“é“ﬁ AFYE B, ‘F’éDEf oPage
capacity fl@tpagers&atrmnl@eyg Tlametvwgbderafe@ageswlakesé@stheopnnicegndman & use, and

| east - r ecelukary tn&iths BRASLsSod ey RAEERARL. Yi-ats Y EBnR REF) £ RIESidY ge Of a
printer, the y en anté prlsn(t)ercydl scover t\/E\l/ﬁet her tahg& know ea%lﬁéng?ﬁ%

they don' t™ RAEPCHRET <oyt HERTHfE bR testondet létﬁrﬁflﬁégd%ﬁévﬁépeq P.is
supposed tad trkdu@it thmcrp;fml ses§ibih Bey fd @dfen The pénGifored X3 KRS, ke RGAUISL nidied pen
bel ongs tq)qhep L. who is registered to use the printer. If the printer is
meant to know'the pen but doesn't, then it initiates the automatic pen
regi strati on prodéiigughe fﬂlqeﬁlcﬂtqq?emwfﬁwﬂteppqnsmfh@ pamecgittrativopritaeybotheregerm  t hen it

agrees W tdin bddSptieiiesion ke BHsMitted by the printer.

When a previously unregistered pen is first registered, it is of limited use until it is linked

to a user. A registered but “un-owned” pen is only allowed to be used to request and fill in netpage
user and pen registration forms, to register a new user to which the new pen is automatically linked, or
to add a new pen to an existing user.

The pen uses secret-key rather than public-key encryption because of hardware
performance constraints in the pen.
3.4 SECURE DOCUMENTS

The netpage system supports the delivery of secure documents such as tickets and
coupons. The netpage printer includes a facility to print watermarks, but will only do so on request
from publishers who are suitably authorized. The publisher indicates its authority to print watermarks
in its certificate, which the printer is able to authenticate.

The “watermark™ printing process uses an altemative dither matrix in specified
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it until the pen is placed in a charging cup, at which tinme it initiates
the registration procedure. In addition to its public ID, the pen contains
a secret key-exchange key. The key-exchange key is also recorded in the
net page regi stration server database at tine of manufacture. During
registration, the pen transmts its pen IDto the printer, and the printer
transmts the pen IDto the netpage registration server. The server
generates a session key for the printes and pen to use, and securely
transmts the session key to the printer. It also transmts a copy of the
session key encrypted wth the pen's key-exchange key. The printer stores
the session key internally, indexed by the pen ID, and transmts the
encrypt ed ‘sessniT rdgiyis bfahetpage. PRR-to-bhbEpape RorBdiDmhesr-inAe vaesSkiOBeile Which
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3.5 NON-REPUDIATION

In the netpage system, forms submitted by users are delivered reliably to forms handlers
and are persistently archived on netpage page servers. It is therefore impossible for recipients to
repudiate delivery.

E-commerce payments made through the system, as described in Section 4, are also
impossible for the payee to repudiate.

4 ELECTRONIC COMMERCE MODEL
4.1 SECURE ELECTRONIC TRANSACTION {SET)

The netpage system uses the Secure Electronic Transaction (SET) system as one of its
payment systems. SET, having been developed by MasterCard and Visa, is organized around payment
cards, and this is reflected in the terminology. However, much of the system is independent of the
type of accounts being used.

In SET, cardholders and merchants register with a certificate authority and are issued with

certificates containing their public signature keys. The certificate authority verifies a cardholder’s
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therefore include the user's photograph which was captured when the user
regi stered bionetric information with the netpage registration server, as
described in Section 2. Wen presented with a secure netpage docunent, the
recipient can verify its authenticity by requesting its status in the
usual way. The unique ID of a secure docunent is only valid for the
lifetime of the docunent, and secure document IDs are all ocated
non-contiguously to prevent their pregdiction by opportunistic forgers. A
secure docunent verification pen can be devel oped with built- in feedback
on verification failure, to support easy point-of- presentatlon docunent
verification. Clearly neither the watermark nor the user's photograph are
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both to thg REMIERisGRn SURY.- Thﬁ%TdoBélﬁl ARkt & enDREARIIRL B L, YherPar L1y

because cardholder mai nt enance of keys and certlflcates i s conS|dered
bur densome™® PAREHS 7 08 cpMGRE tt\ﬁﬁi’”@n%‘lsﬁ]? 5F SILREH &Y Yféﬁedk@]if’sbl%{‘?‘i’dlc is
certificat @ﬁtm@dlarﬂ s®ed Uethe @#dratinvetabiie ldad Bhiel vees raat.ahs usl sphatofragsywor d have

met W th SQUE SUCHESHtured and linked to the record. The SET cardholder registration process is
completed, and the resulting private signature key and certificate are stored in the database. The

vser’s paymeni card information is also stored, giving the netpage regisiration server enough
information to act as the user’s proxy in any SET payment transaction.

When the user eventually supplies the biometric to complete a payment, for example by
signing a netpage order form, the printer securely transmits the order information, the pen 1D and the
biometric data to the netpage registration server. The server verifies the biometric with respect to the
user identified by the pen ID, and from then on acts as the user’s proxy in completing the SET
payment transaction.

4.3 MICRO-PAYMENTS

The netpage system includes a mechanism for micro-payments, to allow the user to be
conveniently charged for printing low-cost documents on demand and for copying copyright
documents, and possibly also to allow the user to be reimbursed for expenses incurred in printing
advertising material. The Iatter depends on the level of subsidy already provided to the user.

When the user registers for e-commerce, a network account is established which
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4.2 SET PAYMENTS In the netpage systemthe netpage registration server acts
as a proxy for the netpage user (i.e. the cardholder) in SET paynent
transactions. The netpage system uses bionetrics to authenticate the user
and aut horize SET paynents. Because the systemis pen-based, the bionetric
used is the user's on-line signature, consisting of time- varying pen
position and pressure. A fingerprint bionetric can al so be used by
designing a fingerprint sensor into tf3e pen, although at a higher cost.
The type of bionetric used only affects the capture of the bionetric, not
t he authorization aspects of the system The first step to being able to
make SET paynents is to register the user's bionetric with the netpage
regi strat i quaresss \tiitro-pahbtiess. iThe d@Necdives @ sa@mbl oh laod:uen Gislspmnideat settfeciy exanpl e
a bank, wh Ll.C.Can t the sane tine as the user's
identity |§Its\%1é?]%l (li%glgba?arf{ﬁtu Lh%m?r%n‘rj%?%paﬁgg%%g%ﬁ%ed and stored in the '
regi strati on dat dbarsbrork feeprrtganty extpnded 18 agetegaty wpsorintion fppdonpsrqdicels, phigh ogr aph
is al so op&ilddRlolhYrwiahd pisefbddNEe dskiikBefobPofilifid8GRkMensThe SET car dhol der
regi stratlgg process is conpleted, and the resultlng private signature key
and certiff8ate AFHNSESTNSY in the database. The user's payment card
information i s aVgen susereghestgd netpagmhﬁarﬁmhp@gl&atﬁoagmm #eiaplicAied ¥akle enough
informatio r. tr on. Wen
the user esrpeal i ARlse bl B plel ARk LgRARR L A1S ARk O

exanpl e by“'l&s%trﬁnwgmal :eﬂtl%g @ppbipatienyis fherply able Fmesﬁsblismwprsﬁ@tsrcemw for Téﬁsm ts
the order isafQagumtion, the pen ID and the bionetric data to the net page
regi stration ser r..The seryver verifies the bione 1%rlc Wi t pect to the
User i dentified BY HES PSR B0t fcpaps whity aR W R uce de g o oy
conpl et i ngmtshese SigTuserjs a;yimritientlw ansablish onontekt. 3 i GRAaRAY MedNS addig inet page
system i ncﬁ&hﬁiggreqmﬁf@oc&%g PHBel e WePE AirelhRYs S cort OroagrLtQnge & 4 Bfaci] 0 be

conveni ently charged for printing | ow cost ‘doCunent emand for
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r ei mbur sedprbvefit dekpRINBHiGation Gbk i frbo edgilyi ddfrdlABg indehuieledtly SécBGulived Rhdvatal The

| atter dep nags on the level of subsidy already provided to the user. Wen

t he user reglsters for e-conmerce, a network account is established which

NPX028- SG 45 aggilbgetrage m1mam>npﬁaly¢remesd mihfeinygemoryeow vle®nshinstctitecen®ent on a

regul ar bagksSind ;ﬁﬁgplﬁﬂﬁn %@E tu!u%e 3y m e tshandh ﬂgurg@p%erg@elr ABEEr HeialkPa t he
st andard paynent nechan net wor k account can be extended to

aggr egat e SR He8d ik ﬂ?‘“’e g ftS‘E‘?‘iteoH‘F acirage PaghiepRr askidlip ngtrage SESERIARr wi se be
present ed deoetth@andiae theiatkodidi@ sb@iciion D 64) eHighthedl svah the pal IProR[ihts an AliadD 65.

TRANSACT! CH% alias ID is then submitted {o the hyperlink’s application.

The application maintains state information indexed by alias ID, and is able to retrieve
user-specific state information without knowledge of the global identity of the user.

The system also maintains an independent certificate and private signature key for each of
a user’s applications, to allow it to sign application transactions on behalf of the user using only
application-specific information,

To assist the system in routing product bar code (UPC) “hyperlink™ activations, the system
records a favorite application on behalf of the user for any number of product types.

Each application is associated with an application provider, and the system maintains an
account on behalf of each application provider, to allow it to credit and debit the provider for click-
through fees etc.

An application provider can be a publisher of periodical subscribed content. The system
records the user’s willingness to receive the subscribed publication, as well as the expected frequency

of publication.
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When a user requests a netpage in a particular application context, the
application is able to enbed a user-specific transaction ID 55 in the
page. Subsequent input through the page is tagged wth the transaction |ID,
and the application is thereby able to establish an appropriate context for
the wuser's input. Wen input occurs through a page which is not
user-specific, however, the application nust use the user's unique
identity to establish a context. A typical exanple involves adding itens
froma pre-printed catal og page to the user's virtual "shopping cart”. To
protect the user's privacy, however, the unique user ID 60 knowmn to the
net page systemis not divulged to applications. This is to prevent

di fferent @@pliCREmnnchathabssAmmnnwaaﬂhiy correl ating independently
accumil ated Denaylphaka efth i N 08L PR LEAS AL 01 SRLNGL A5 ead
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resource description class diagramis shown in Figure 40. docunent
and cont erfe™§BiFEETe feRP! HeH B deFPHEdity ine af?rge‘??ff‘lué‘“}‘ é@ﬁ@? oo ﬁég EMiht i ons
842. Resouxse ties@ipapin appgocdse the Dublin Core netadata el ement set, which

I's designedy to fagidhbAbepeLvery PROTOCOL

A preferred embodiment of a subscription delivery protocol is shown in Figure 43.

A large number of users may subscribe to a periodical publication. Each user’s edition
may be laid out differently, but many users’ editions will share common content such as text objects
and image objects. The subscription delivery protocol therefore delivers document structures to
individual printers via pointcast, but delivers shared content objects via multicast,

The application (i.e. publisher) first obtains a document ID 51 for each document from an
ID server 12, It then sends each document structure, including its document 11} and page descriptions,
to the page server 10 responsible for the document’s newly allocated ID. It includes its own
apphication ID 64, the subscriber’s alias ID 65, and the relevant set of multicast channel names. Tt
signs the message using its private signature key.

The page server uses the application ID and alias ID to obtain from the registration server
the corresponding user ID 60, the user’s selected printer 1D 62 (which may be explicitly selected for
the application, or may be the user’s default printer), and the application’s certificate.

The application’s certificate allows the page server to verify the message signature. The
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di scovery of electronic resources. Dublin Core netadata conforns to the
Wrld Wde Wb Consortium (WBC) Resource Description Franework (RDF). A
resource description may identify rights hol ders 920. The netpage system
automatically transfers copyright fees fromusers to rights hol ders when
users print copyright content. 5 COMMUNI CATI ONS PROTOCOLS A conmuni cati ons
prot ocol defines an ordered exchange of nessages between entities. In the
net page system entities such as pens,,printers and servers utilise a set
of defined protocols to cooperatively handle user interaction with the
net page system Each protocol is illustrated by way of a sequence di agram
in which the horizontal dinension is used to represent nessage fl ow and
the verti cgbe diveRNSiued td Be tgi@ehidndsel&THiB St applicaidn 1D EaiCiasciDtdob’y iofd@her
represente e containing the name of the entity and a verti cal
col um reg?ng a%‘tlhlscné{“f%heél|feI|ne of the entity. During the time an entity
exists, t he | i f elTheneags sergh omnaligentey defumins dnd pagpmstarg Msrpgd fomeardsi teepagn ent ity
is active, degcﬁaldng fiRhbiRE pdgs ISR BSpridtet WRIRIed I RieviBEEAMSRNERE cRhRE OCOl s
consi dered here do not (freate or destroy entities, lifelines are generally
cut short BEIYIIFHEHAEHPty ceases to participate in a protocol. 5.1
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appl i cation's celtsiRFPEEAlmIF d‘i’/@s‘h"cIW%S ﬂ’ﬁ@@“’%@? s of e pageissripr { fpdandling age
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subscrlptlon
location to the page server.

The page server loads the page description 5 identified by the page ID and' determines
which input element’s zone 58, if any, the click lies in. Assuming the relevant input element is a
hyperlink element 844, the page server then obtains the associated application ID 64 and link ID 54,
and determines, via the DNS, the network address of the application server hosting the application 71.

The page server uses the pen ID 61 to obtain the corresponding user ID 60 from the
registration server 11, and then allocates a globally unique hyperlink request ID 52 and builds a
hyperlink request 934. The hyperlink request class diagram is shown in Figure 44. The hyperlink
request records the IDs of the requesting user and printer, and identifies the clicked hyperlink instance
862. The page server then sends its own server ID 53, the hyperlink request ID, and the [ink 1D to the
application.

The application produces a response document according to application-specific logic, and
obtains a document ID 51 from an ID server 12, It then sends the document to the page server 10b

responsible for the document’s newly allocated 1D, together with the requesting page server’s ID and
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The page server then all ocates docunent and page instance |IDs and forwards
the page descriptions, including page IDs 50, to the printer. It includes
the rel evant set of nulticast channel nanes for the printer to listen to.
It then returns the newy allocated page IDs to the application for future
reference. Once the application has distributed all of the docunent
structures to the subscribers' selected printers via the rel evant page
servers, it nulticasts the various subgets of the shared objects on the
previously selected nulticast channels. Both page servers and printers
nmoni tor the appropriate nulticast channels and receive their required
content objects. They are then able to populate the previously pointcast
documnent sthe weéliskasquesTim. s al | ows the page servers to add conpl ete docunents

to their databa rint rint 4 uments. 5.2
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the hyperlink request |ID and tglcatlon
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| ogi ¢, and obtawmaxmmdmﬁwﬂmmep&ﬁDBL1&b@mpaMxniR5eemgeniﬂ)mﬂhmkhemlsends

t he docunenE%%¥ Rﬁggﬁ@ﬁq“%r 10b responsible for the docunent's newly
oge

al l ocated T er w te requesting page server's |ID and NPX028-SG
48 The page scrver loads the page description 5 identified by the page ID and determines

which input element’s zone 58, if any, the stroke intersects. Assuming the relevant input element is a
text field 878, the page server appends the stroke to the text field’s digitat ink.

After a period of inactivity in the zone of the text field, the page server sends the pen ID
and the pending strokes to the registration server 11 for interpretation. The registration server
identifies the nser corresponding to the pen, and uses the user’s accumulated handwriting model 822
to interpret the strokes as handwritten text. Once it has converted the strokes to text, the registration
server returns the text to the requesting page server. The page server appends the text to the text value
of the text field.

54 SIGNATURE VERIFICATION PROTOCOL

Assuming the input element whose zone the stroke intersects is a signature field 880, the
page server 10 appends the stroke to the signature field’s digital ink.

After a period of inactivity in the zone of the signature field, the page server sends the pen

ID 61 and the pending strokes to the registration server 11 for verification. Tt also sends the
NPX028-SG



the hyperlink request ID.- The second page server sends the hyperlink
request I D and application IDto the first page server to obtain the
correspondi ng user ID and printer ID 62. The first page server rejects the
request if the hyperlink request has expired or is for a different
application. The second page server allocates docunent instance and page

I Ds 50, returns the newly allocated page IDs to the application, adds the
conpl ete docunent to its own database,y,and finally sends the page
descriptions to the requesting printer. The hyperlink instance may include
a meani ngful transaction ID 55, in which case the first page server

i ncludes the transaction IDin the nessage sent to the application. This
al | ows t heapplqaiiini ID## koevidted witb thalfinh siwidcht theespant fielis pRE @4 didlieis MO Rk XD f or t he
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server |oads O 5 T'dentified by the page | D and
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page server text to . the text value of the text field. 5.4
S| GNATURE Wﬁ?‘g‘ft‘&*ﬁhﬁ\? it SEPANTR R @R 16 coErRoping: ™ bne t he

st roke i nttee sgetadonisgva 18i gnature field 880, the page server 10 appends the

stroke to 4 ge S'ﬁgﬁﬁ@§8“§kﬁk9§ﬁmﬂ§&5ta' ink. After a period of inactivity
ie

in the zone of the signature t he page server sends the pen 1D 61
and the pending é@ﬁﬁ%@%ﬂﬁﬁmmhéOﬁéﬁméﬁﬁﬁﬂﬂwwwﬂﬂﬂﬁﬁm@mwﬁmf@weﬁ7f|cation.It

al so sends the nane-commerce environment, fees and commissions may be payable from an application
provider to a publisher on click-throughs, transactions and sales. Commissions on fees and
commissions on commissions may also be payable from the publisher to the provider of the printer.

The hyperlink request ID 52 is used to route a fee or commission credit from the target
application provider 70a (e.g. merchant) to the source application provider 70b (i.e. publisher), and
from the source application provider 70b to the printer provider 72.

The target application receives the hyperlink request ID from the page server 10 when the
hyperlink is first activated, as described in Section 5.2, When the target application needs to credit the
source application provider, it sends the application provider credit to the original page server
together with the hyperlink request ID. The page server uses the hyperlink request ID to identify the
source application, and sends the credit on to the relevant registration server 11 together with the
source application ID 64, its own server ID 53, and the hyperlink request ID. The registration server

credits the corresponding application provider’s account 827. It also notifies the application provider.
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NPX028- SG 49 application I D 64 associated with the form of which the
signature field is part, as well as the formID 56 and the current data
content of the form The registration server identifies the user
corresponding to the pen, and uses the user's dynam c signature bionetric
818 to verify the strokes as the user's signature. Once it has verified
the. signature, the regi strati on server uses the application ID 64 and user
ID 60 to identify the user's applicatign-specific private signature key. It
then uses the key to generate a digital signature of the formdata, and
returns the digital signature to the requesting page server. The page
server assigns the digital signature to the signature field and sets the
associ at ed formn $f tstapplissioh provifiar agédro crédiethahirgyiet @bvidt, @;rsaﬂumeprinfwbru-d&s t he

Capture mi T & GERLPRRRAN a6k o il i bR BE I

preferred Btk prpt Hb'lo l@ﬂﬁfb foerpanitsrAnd ssndsriharresit 9w byl thy fsle@mﬂlﬁtrﬁtr?ﬂ Birggur e 46.

For m subni &gdiRPwRaE i SiteMDATIR r§o@krioR YRR drdtK h@Cdmedparldin® Printdr prol st Scch@k | ows t he
pr ot ocol ?1 fined in Section 5.2, with sone formspecific additions. In the

case of a Torm hyperlink, the hyperl i nk activation nmessage sent by the page
server 10 to th&hapmkdecablicativn Aitovites & croingatly mstifieth eof figr /edtly) SHthanded he

current d a!tpﬁh&é?d?ltp?o@fderoind th %nrtt&é%fdér of bR Fy%'% 0 %‘3&!& %&lrp r RSaANovRLgnat ure

fields, then the application vérifies each one acting the alias ID
65 associ&ted \/\P‘FT{’AFEBEN:B'?SECE'EE%dl ng digital signature and obtaining the
corresponds.ing cerenmecahresf rom the registration server 11. 5.6 COVM SSI ON

PAYMENT PROTOCOL referred e di ment of nment otocol is
shown in Figure H‘%‘%f‘%m 1£1g“éescgo r cePEhETFs rf%’ﬁ’?“atea z’&e ‘55’6! E@r ons may
be payabl einfledorm lamsiggplfP inchet fownof aplagivs dedidghadnguril 103 efiningran tierigdspdebir oughs,
transacti O3 f&%uﬁﬁ,lg ﬁé penqgﬁpan b?ﬁkspexq Q)pfl&eﬁ ﬁ%g?tgg?dggﬂbﬁé#o(aﬁﬁd zQ@ne eg(irm ssi ons

may al so be payable fromthe p Isher to t 5?“ nter. The
hyper | i nk }Oéqlﬁé&thovswg&s@?u%sq&%gepwn% yErel 03 lﬂfsé‘é‘f%‘rtoé‘%ﬁrﬂl??@’éﬂ@ﬁ 18% ekitht from
t he tar gethouaiilor.aat @& 107 B Visdl@modQal pissticg -and FoehiaiTom stfi-Hall@ar&i® A6

appl | o3t T o SEYLARE W08 (1 i PRl LPRSE i Ly AEOT e, 0U" fe agpl | cat i on

provi der 706 print er provi arge ei ves
t he hyper| 1% kncﬁlé@fm@n A Y0P oirich ebstprdighty swegupdsrthe] hd\iR® pf thehimusilgyI9érahd ok i s

first actiygteds p@tamcl@@ Qrﬁlhﬂ)ﬁg]eét@baggff&ﬂz 22 m'ém%m Wéﬁd'&‘@%ﬁﬁ %ﬁeseaa@lh cation
needs to credit th source app icati ng£l’ ovi er it sends th B@%I cation

provi der ci¥dit fwdt%g‘ad‘ﬁllbl%aﬂf th desing dP%; &y radip apjennh &2 imevpied rlink
request | Drojddneg paipe 156 Mitkih thd 3@8ing IR, Byyethieida i 1T @auiasihg nDRpérard deaba fy t he

source ap pl]hé go@ér 19;l are gt@%ge%%@ g:%en;e Gnd gncciilpwceo pl4t igc:lu{r| mg cgr?és;?o\lllging screw%gatdr ation

server |11 togethe
115. The metal end piece 114 is removable to enable ink cartridge replacement.

Also mounted within the cover 107 is a tri-color status LED 116 on a flex PCB 117. The
antenna 112 is also mounted on the flex PCB 117. The status LED 116 is mounted at the top of the
pen 101 for good all-around visibility.

The pen can operate both as a normal marking ink pen and as a non-marking stylus. An ink
pen cartridge 118 with nib 119 and a stylus 120 with stylus nib 121 are mounted side by side within
the housing 102. Either the ink cartridge nib 119 or the stylus nib 121 can be brought forward through
open end 122 of the metal end piece 114, by rotation of the pen top 105, Respective slider blocks 123
and 124 are mounted to the ink cartridge 118 and stylus 120, respectively. A rotatable cam barrel 125
is secured to the pen top 105 in operation and arranged to rotate therewith. The cam barre]l 125
inclndes a cam 126 in the form of a slot within the walls 181 of the cam barrel. Cam followers 127
and 128 projecting from slider blocks 123 and 124 fit within the cam slot 126. On rotation of the cam
barrel 125, the slider blocks 123 or 124 move reiative to each other to project either the pen nib 119

or stylus nib 121 cut through the hole 122 in the metal end piece 114, The pen 101 has three states of
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source application ID 64, its own server ID 53, and the hyperlink request

I D. The registration server credits the correspondi ng application

provi der's account 827. It also notifies the application provider. N
PX028-SG 50 If the application provider needs to credit the printer
provider, it sends the printer provider credit to the original page server
together with the hyperlink request ID. The page server uses the hyperlink
request ID to identify the printer, and sends the credit on to the rel evant
regi stration server together with the printer ID. The registration server
credits the corresponding printer provider account 814. The source
application provider is optionally notified of the identity of the target
applicatiommpﬂmw$ﬂMmmgamdmﬂm%mmmﬁmvemp@ﬂeumﬂemm@iathe identity of the
source app) |catlgﬂmg59MLq§n)t . NETPAGE PEN DESCRI PTION 6.1 PEN MECHANI CS
Referring to Figures 8 5 the pen, generally designated by reference
nuneral 1071, |n@¥ﬁﬂ§§¥éﬁ%mmgpﬁ@3§@2 in the formof a plastics noul ding

having wald s 103N§l§ér|nﬂt|cﬁlﬁld§€nlll3Hﬁ)@[g&fnéaﬁﬁsel%ﬁigﬁlf&{ mounting the pen
conponents. The pen E{ggexkgi&? I n operation raot athabl Yqom)unt ed at one end
e

106 of the housi iig®f 1 PSS oP &R Eleusvey chasyy 130svhict sty wilhin e t he
opposi t e emasink(082.Jhe teband flpOR(SH 17§ mibOiRs an'liiilﬁre@lo,@erwllfd.?pmﬁdlaé isfearddfiradiabitdl ded

Phehess il RUTRO A0 6l LABRSORL BNL I Shhela gl Mgl AR, 500,
cover 1072 frerasersias wiieier rdigtentonobe swifice rThs EFB@M{H’E PGH 1% abmmpwmm he end

3.08 of ht hefrdg@esi dip 13)vhR thel@des PY RF 8&kihiRG aRORE fe%eﬂm AM3htfolerRhi Jl?‘-p[%ls back
romthe na

d fits wthi ndln 11 forned in
Lhe a1 s ot BE oberop i hen 1 o ont B 58 BRRED paled kw}fet@a Hehi nd t he
proj ect i ngvifsorthe emer 110D andpirgibritsrentiffardd dersi mge GO Emrfaﬁcanéwmm égdss chib3he
sur roundi Ng.RNRARARS. %@erﬂsa%ﬁ WRs 136 Qe QG coPohedd & 1B sfe@oﬁaﬁ&ﬁc% L§¢ei ve a

nmetal end piece 114, includi'ng corresEl ndi ng screw t hread e netal
end pi ece PRI Fagiapty b\ apnhareypouatad within the kamy bael 128 o tepraipstl AdBesemteets toahas o

mount ed Wi Haﬁﬂrﬁcohthﬂs muﬁmeldazz bhiel 825t Amn&@b10feclﬁltgaabm$atiegﬁsd&ﬁwﬁlmn fhe Ednex PCB

117. The ted an the flex P tus LED
116 is nou%l?éelg 'f”? %“ge ag‘frﬁcon A A PR oha m&fmpﬁo SPSid gl(? tFam lity.

The pen cafcophirXCB I%vhnaéb r@hmgrrélthemmlﬁﬂgm miucpan Tiersebordsileca PABM29ar ki ng

stylus. Anisb m@mtp@mfﬁ@atﬁbd@ﬁanalr&aaea idtddiofe @1%@5}9&& (ﬁ%)mtéﬂa%?tt%zhg? wtn{lg f;{' us

nib 121 are ted side wt ousi ng

cartridge bﬁ?@%‘@eﬁflﬁ’?ﬁ@ 5&%(“)?Ila%orﬁl?eb“kﬁlf‘d@%lhlgbseusfﬁjrfﬁh‘ﬁﬁ’f’g’f“b?f%éfctfnﬁlﬁaough
open end X2@mafatitrhe thedtrad bemp eppbibdeo he kilrfhce Bythd gk atbi lmmoﬁfyluts b6 1pEMhé P 105.
Respect i V%h&!)dl(ﬁlg r14fp&e%gt§ ﬁ%hl ﬁ%m ﬁ%ﬁﬂ L%844€r1§reﬁgclflo %@q slt-xqwna eﬁl ién t I‘ I dge 118

and stylus 120, respecti r ot at e cam barre I's secured to the
pen top 10%ckd2dperdti on and arranged to rotate therevvlth. The cam barrel

125 Rubber grip pads 141 and 142 are provided towards the end 108 of the housing 102 to

assist gripping the pen 101, and top 105 also includes a clip 142 for clipping the pen 101 to a pocket.
6.2 PEN CONTROLLER

The pen 101 is arranged to determine the position of its nib (stylus nib 121 or ink cartridge
nib 119) by imaging, in the infrared spectrum, an area of the surface in the vicinity of the nib. It
records the location data from the nearest location tag, and is arranged to calculate the distance of the
nib 121 or 119 from the location tab utilising optics 135 and controller chip 134. The controller chip
134 calculates the orientation of the pen and the nib-to-tag distance from the perspective distortion
observed on the imaged tag.

Utilising the RT chip 133 and antenna 112 the pen 101 can transmit the digital ink data
(which is encrypted for security and packaged for efficient transmission) to the computing system.

When the pen is in range of a receiver, the digital ink data is transmitted as it is formed.

When the pen 101 moves out of range, digital ink data is buffered within the pen 101 (the pen 101
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includes a cam 126 in the formof a slot within the walls 181 of the cam
barrel. Camfollowers 127 and 128 projecting fromslider blocks 123 and
124 fit within the camslot 126. On rotation of the cam barrel 125, the
slider blocks 123 or 124 nove relative to each other to project either the
pen nib 119 or stylus nib 121 out through the hole 122 in the nmetal end
pi ece 114. The pen 101 has three states of N PX028-SG 51 operation. By
turning the top 105 through 90 steps, 4he three states are: Stylus 120
nib 121 out; Ink cartridge 118 nib 119 out; and Neither ink cartridge 118
nib 119 out nor stylus 120 nib 121 out. A second flex PCB 129, is nounted
on an el ectronics chassis 130 which sits within the housing 102. The
second f| exrcR@BindlR®s pbuffit sraaged infiaradigichl inkEBitd 81 apbokimpteioV 2 ahinags sMiierpas ed

radi ati on mgt%opﬁlgguggge} H""Q%Q”‘E‘nggd%%{&f ace. An inmmge sensor 132 is provided

nount ed on the second receiving reflected radi ation from
the surface. TheT8ewsfrlicTdhigl3Peporrd oafhsercpndler Bl 1P dniborenflplefigeméy chi p
133, whi Ch1shBEJ:ldtﬁH§&nﬁﬂhsﬂané h%ﬂﬁamlatﬁﬂ @ ardtiebnfRE ofﬁl%Q&'ltl’éﬁ’eﬁ' chlﬁﬂd BonfOnbio! | er
chip 134 f% contr 2&‘?’ e% on of the &% H& optics. block 135
(formed fr g ataon e g {20l Fups wnob ferfnien g LD T tam
projects ariuripdtionkidel 1 1 eheiRdmt osetshed BDUIAS ackthafode sceoephe@siodenages ont o the

i mge sensor 132Th£19e%5nﬂ%ﬂé?mu¥ 19 [n9§deg'§§on9r91ﬂ£§c\;\ﬁgce%&el4gOﬁmqﬁgnr% R, t he

second flex PCB 129 to battery contact are nounte ?n n the
cam bar r el “xghpgee Oﬁxd%‘%?‘?‘ﬁ’eﬁ%?"mf%“‘é irfhretopioliprhipd4. Fingh memapy lﬁ?r‘i‘t“h@:ﬁ@ K1]387 and
t he cam babprail 122 5e ako inkin®e AtOdnkiog- @@Q&ﬁgaa@kee 1408t biednYed k3 Enbdit Be Mhibhi N t he

cam barrel 5 ont act contacts. An induction charging
coi | 140 |slgnét?)ﬁtﬁ’ntt%Ie Orc%sensf’rpth%&mdgé%otﬁ ‘}2 nl?'}(:B 129 to enabl e rechargi ng of

the battery 139 wthdmpggdaesti bsrfacFHE2 duahrrd Withake REE: 1@9r 1a2.5b mmpdeiMes an
infrared LE&Rrohé3i5808k daf fafld ﬁgu1pmta%dilsg%luae%4o En?cﬁ‘faéé%ﬁ%e n! SPLAGET™N 1N

the cam barrel 125 when either the stylus 120 or the ink cartridge 118 is
used for wPTHGEHY RFicoug ! deand B’Bfeé‘ﬁ‘étﬁ‘lsé“dénd“ﬁ%‘f Lorepstisddntptateptid 13-0r ce bei ng
applied to the suhdf apeolly frdes@pans naaplauemaﬂd @dcodiel Ydcatn [ith frﬁ;ﬁ]tags-ﬂ%& thdR

phot odi ode, ugf%é V‘lq %}e :;gg &{\5‘% %(2 Lllgirgtg}s or%_e?s&rlﬁg'%ﬂl%tgtﬁoéé 124 I;.:oerftrlole(ght %ﬁé %Ot shown)

nmount ed on t e sI| and 142 are
provi ded tBhardid* h'él lapdies 15bBt- f@lﬂgetﬂlf@ roNpipior] O ﬂtedaduasmsmvelglﬁﬁ piviisg t he pen

101, " and tlmalumﬁ&h&@e{ﬁmg%&eﬁlﬁl}do&lﬁék?prg&gsmcl i pping the pen 101 tO a
pocket . pen 101 is arranged to determne th

posi tion 01'c i tsqu]i’ebpr(’%efsg‘?T 5@ 41%“]12'?“‘5?"6 ARePeP r (Fag ‘Vernfoﬁ“TTQ)ls%?“q nmagi ng,
i n the inflrsbad cspdcti4)umagannar @arfak 151 dashutdagel47 and H1eKB IDRAM 148 @f t he

nib. It rlﬁtgé?gtgﬁng Qﬁglé é%ﬁ@otllkroﬁ&ltg%ﬁo I%Jpégﬁégh%mpgﬁ fgﬂt 159%?8.% QoA AN 1S

arrangedto cal cul ate di stance © rom he | ocati on
tab utili s‘F"r\‘@“’@bﬁ)érﬁpTgﬁedam@e%?%%‘?@qh@r chip 134. The controller chip

The image sensor is a 215x215 pixel CCD (such a sensor is produced by Matsushita
Electronic Corporation, and is described in a paper by .Itakura, K T Nobusada, N Okusenya, R
Nagayoshi, and M Ozaki, “A 1mm 50k-Pixel IT CCD Image Sensor for Miniature Camera System”,
IEEE Transactions on Electronic Devices, Volt 47, number 1, January 2000, which is incorporated
herein by reference) with an IR filter. _

The controller ASIC 134 enters a quiescent state after a period of inactivity when the pen
101 is not in contact with a surface. It incorporates a dedicated circuit 150 which monifors the force
sensor photodiode 144 and wakes up the controller 134 via the power manager 151 on a pen-down
event.

The radio transceiver communicates in the unlicensed 900MHz band normally used by
cordless telephones, or alternatively in the unlicensed 2.4GHz industrial, scientific and medical (ISM)
band, and uses frequency hopping and collision detection to provide interference-free communication,

In an alternative embodiment, the pen incorporates an Infrared Data Association (IrDA)
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134 cal culates the orientation of the pen and the nib-to-tag distance from
the perspective distortion observed on the imged tag. Uilising the RF
chip 133 and antenna 112 the pen 101 can transmt the digital ink data
(which is encrypted for security and packaged for efficient transm ssion)
to the conputing system \Wen the penis in range of a receiver, the
digital ink data is transmtted as it is forned. Wien the pen 101 noves out
of range, digital ink data is bufferedswithin the pen 101 (the pen 101
NPX028-SG 52 circuitry includes a buffer arranged to store digital ink data
for approximately 12 mnutes of the pen notion on the surface) and can be
transmtted later. The controller chip 134 is nounted on the second fl ex
PCB 129 i ninteHege frershoft@bee demgumientidOvithiadasa stiopokneghogegriaten i | | ustrating in nore
detai|l the archi tlrﬁgtfhﬁh@r Qﬁbo:hngntcﬁlgtp[exp ll(gle]fnclﬁ(ﬂg R l;laﬁ of on&%glga? %Qlex%‘magrs shows
representations of the RF c I mge sensor ri-col or
status LED"QUptd inrtheenoprgel Plﬁqewﬁﬁf Pﬁatlpb%fsuie a&cslfromﬁtﬁéIQORrefis@en Eignesdrand ED 143,
and the forwiggsanrsdse. phot odi ode 144 The pen control l er chip 134 includes a
controlling pr 0CESSor 145 us e% s WﬁXChag e of data between
conponents of t hé CBREER e%cﬁeeﬁoni ﬁ?enﬁ?e{is Pt PA T ATy 1Y 8P9KB  DRAM
148 are al mgiop w@hqyd!eﬁreno&mo arfwledxgattomtada gllotvinls tl@cbwmemtaesrto b4 Qmplsd ararlmged to
convert t hganal fehiosh PRl ePRdiRSn LOLS Sr SRS Aine 4u90§1%n &é‘ h |mage

digital SI nal . An i mage sensaor interface 152 inter es Wi t

sensor or R‘afﬂf’lﬁﬁ%%‘?%tr‘s 2 WSEiRterErg it dumpentd{pg alﬁ%f%‘%anﬁhlﬁfﬁn)cﬁl?ﬂ&ﬁ 9eIPD are

al so i ncI ueldiodatiori i viithfnaleQraabf the ibfheeldrentChit PredtFIdoMdT) GBinplt BiGhdsles an RF
circuit 155 and RE accéergl%n%regsum{g khgdalécfrrst 156 cgnpgct ed.to,. the antenna
112. The control IThg procedsBr 45 M dBriras R n e coted PoE&ITERdata from
t ags from intagratedswithfrespest to fige tOW@dFmgest@@nwvem@Bf andygysitioror s t he force sensor
phot odi ode 144, g kO Listitositist delGroke i 3dt 180G, LS ra1fRd p&%ﬁ’sl \%&m a

short-range l;adl 0 cor‘r'crlrunl cation.via the radi o transceiver 15 Is a
medi um per F8FhEA POEIPE PR prouIags Seom i be a8t a°°?‘|‘i@“‘}5‘r ocessor
145, digi tabeletrcmnsammaey hag© pID Feethitidn, (ahd iR SME dvtetfon GO N bifokd, loddr whbd cadd
baseband Cgcgﬁéia{e 434), inmage sensor interface 152, flash menory 147 and
512KB DRAM 148 are Integrated in a single cont roller ASIC. Anal og RF
conponent s7-( RF cNFEAPE PRIBIER DRECRRTIONesONat or s and i nductors 156) are

provi ded |-n1the pgwmjgg...ﬂﬁcg:hl p. The image sensor is a 215x215 pi xel CCD
(such a sensor ced I\/atsu ita Electronic Corporation, and is
described in a p %ilyﬁ"&‘!{ ngtpage IR A dfishoe b pssembiet in Risud &y oshi |
and M Ozakirints't apdgmﬁetefm st2l mbdia CoPddphRGs SenRERE™ bt cdvingd dat hH’d%O:Q@JYEI‘ a

Systent, ;a;gn 995 1O0.El £ctL.onic Ialew ce {ﬁh
d It Tt
January 20 1’5" NCOr por . gt peed par By'T e?aé’?’eér(\)%ﬁ?ss‘%‘/ﬁ g ‘L‘i R
filter. duplexed pnnt engines 602 and 603 Whlch print both sides of a sheet simultancously, in full color and
with full bleed.

An integral binding assembly 605 applies a sirip of glue along one edge of each printed
sheet, allowing it to adhere to the previous sheet when pressed against it. This creates a final bound
document 618 which can range in thickness from one sheet to several hundred sheets.

The replaceable ink cartridge 627, shown in Figure 13 coupled with the duplexed print
engines, has bladders or chambers for storing fixative, adhesive, and cyan, magenta, yellow, black and
infrared inks. The cartridge also contains a micro air filter in a base molding. The micro air filter
interfaces with an air pump 638 inside the printer via a hose 639, This provides filtered air to the
printheads to prevent ingress of micro particles into the Memjet™ printheads 350 which might
otherwise clog the printhead nozzles. By incorporating the air filter within the cartridge, the
operational life of the filter is effectively linked to the life of the cartridge. The ink cartridge is a fully
recyclable product with a capacity for printing and gluing 3000 pages (1500 sheets).

Referring to Figure 12, the motorized media pick-up roller assembly 626 pushes the top
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The controller ASIC 134 enters a quiescent state after a period of
inactivity when the pen 101 is not in contact with a surface. It

i ncorporates a dedicated circuit 150 which nonitors the force sensor

phot odi ode 144 and wakes up the controller 134 via the power manager 151 on
a pen-down event. The radi o transceiver conmunicates in the unlicensed
900MHz band normally used by cordless tel ephones, or alternatively in the
unlicensed 2.4GHz industrial, scientifd,c and nedical (1SM band, and uses
frequency hopping and collision detection to provide interference-free
communi cation. In an alternative enbodi nent, the pen incorporates an
Infrared Data Association (IrDA) NPX028-SG 53 interface for short-range
conmuni cat shea dhﬁcﬂhﬁ@n tha sedis tragytph p@br sﬁﬁbxpﬁgk&: st ipfidt @figine 1602 @tofther dupleded

enbodi nent,, | ude i.%, of ortho na ccel er ters
mounted in t %ﬂogsfembgl l"? ?vh er% T 8% he‘5 SECET BPEREIE ™ 190 are
shown in F‘Ppgeﬁﬂ@sﬂ Qleamentliloﬂmﬁxu@mgtong)th@ Istramét paﬂ@eatbrﬁhvp@mtﬂﬁ & drqwingnto

accel er onmegefist RincdhakifSsob Bj/ RteSHIDRRATE Ptk mroﬂé&%zﬁ Eife a&ﬂﬂoﬁ &d%ﬁz@&% PRt on

Wi t hout reggrence to surface | ocation tags, | owi ngl | ocation tags to
be sanpl ed®™t® ¥oFGad AL Hege aﬂm%&wme&?aﬁxawefsaﬁm%ﬂ@ F?“ecohsé‘h“’ irdekinery an
obj ect of theathenswgiossibittier t han a position on the surface. For exarrpl e, if

the object is a yger inter n eI enent nd but t t hen
the tag I D of eac%gap%c%lg tgeat?r% I\}Ienpe% TR 66(1)%215&’5]? ts{gg PRSTE e’%‘lsg'%%nt can
directly i depls (dligned qlong hp giraighi Eﬂpermath) 'ﬁrhe?h agoeliet atrubb@mzmmn T Bdschyike he

accel er omey ks cdnacmoaetogm&ti SurfSceBRBcoMridll faGh 'ﬂg@ffeea 6%4 lﬂmﬂgeesgéoﬂ& ok

respect to time to produce an i nstantaneous vel ocity and position. S| nce
the startifit P88 ¥%Pon of the stroke is not known, only relative positions
within a str OkERSfélﬁng')talng%ﬁIZQdd 124 thd Yapeg ho4ﬁﬁ§éstﬂo&ﬁheidﬂ;51@@d[ #int &Rin@GEYNMUI at es

errors int eq. cce r.at.l.o cceleroneters typicall. ave high
resol uti on, Q%OSS {(}heeq) e du rl%l{sqsbﬁhed’ g ‘f% FRRES DB ﬁ?ﬁ Spél%ér‘%'?‘}s{ axle
accunul at e570 |“sth 8 Alypys support IYHEF RAEECIRRINNRER A DEGERIPIRT RN aid, alnodRRitNT ERodVECHANI CS

The verti cakd yiehDuil G LAAGR MRIbIPEINESEouflilol asme%m){mort bhdis mﬁqyb' ed in

Figure 11. It r| nts netpages on Letter/ A4 _sized nmedia using g exed
8'/z" Menj GEPRAEPREddn Jiaae BHhspryerd gxle 820 via Benby a5tiqmi cﬁlﬁrcé@Shi and 12a.
It uses a spaaimghdr ppespehis akliafwi th t he paper 604 passing through the

dupl exed print er’lﬂé?ﬁ?wﬁé)e? 3%16 C\(/)\,ripsgs hoff |arrt11t1} b‘%gh Si d ‘%lg heet
si mul t aneousl y, K e | nte r 4B di ng

assenbl y 6‘(9531%)5* theglug S‘S’t’liflhﬁse éﬂl Gy é‘e &kéﬁg‘ldém@%ﬂgﬁeaxtﬁmé &l;lhecp t¢ mgledd  sheet,
al | owi ng i hetiowaah @Js&bst Qint8 bR BB %S BRJugVRan WIGSESHIRIALNSE skt - Thi s
creates a urg]u%(ll tE g"[lue wheel, with an opening at the front. Pivoting side moldings and sprung outer doors
ate attached to the metal bracket and hinge cut sideways when the rest of the assembly 673 is thrust
forward. This action exposes the glue wheel through the front of the molded housing 682. Tension
springs close the assembly and effectively cap the glue wheel during periods of inactivity.
As the sheet 604 passes into the glue wheel assembly 673, adhesive is applied to one
vertical edge on the front side (apart from the first sheet of a document) as it is transported down into
the binding assembly 605.
7.2 PRINTER CONTROLLER ARCHITECTURE
The netpage printer controller consists of a controlling processor 750, & factory-installed
or field-installed network inferface module 625, a radio transceiver (transceiver controller 753,
baseband circuit 754, RF circuit 755, and RF resonators and inductors 756), dual raster image
processor (RIP) DSPs 757, duplexed print engine controilers 760a and 760b, flash memory 658, and
64MB of DRAM 657, as illustrated in Figure 14.
The controlling processor handles communication with the network 19 and with local

wireless netpage pens 101, senses the help button 617, controls the user interface LEDs 613-616, and
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docunent 618 which can range in thickness fromone sheet to several hundred
sheets. The replaceable ink cartridge 627, shown in Figure 13 coupled with
t he dupl exed print engines, has bladders or chanbers for storing fixative,
adhesi ve, and cyan, magenta, yellow, black and infrared inks. The
cartridge also contains a mcro air filter in a base nolding. The mcro air
filter interfaces wth an air punp 638 inside the printer via a hose 639.
This provides filtered air to the pri4gtheads to prevent ingress of mcro
particles into the MenjetTM print heads 350 which mi ght otherw se clog the
printhead nozzles. By incorporating the air filter within the cartridge,
the operational |ife of the filter is effectively linked to the |ife of
the cartri &gl andiiyechfonkesgirRIP DEBET SV sndapriftdngiye con@lys 7éthIteorpise dikCihediint h a
capaci ty fQueRlhdtig segmoagceégpqh@a%amgJpﬁoQ&sa hﬁ%ﬁ% &L Ghd 09 O
Figure 12, the notorized nedia pick-up roller assenb ushes t he top
NPX028- SG Bﬂ"?ﬁ’é‘%f"“ﬁ?lk@é?qVaff}]*@rfﬁeﬁéﬁnﬁléafi@%ray past a paper sensor on the

first print eng| rme &P DSRE Qastehe: ﬁhdpl:@p&ds pd\g‘erﬂe@hﬂiwh@’fd ﬂkhﬁ@dgeamm‘@ y. The

t wo I\/brr]etTM 602 osing in- l'ine
sequent i al P ﬂaﬁ Fog%arti%;afhopﬁm ¢ ft":'ﬁm“’ HF%{?E;?‘F g%aﬁ@?“ﬁﬁ‘f tsfﬁgg “8%5%? 804 is
drawn int oassqched Memstm pringhadd Eﬁmrﬁﬁétuﬁﬂcze layoverB0@ageaper mpnmﬁﬁ“mﬂume;ekpm rollers
626. The POkl LAfRAGiR bk s of dIfcP@REneAR4 15 sensed and full bleed
printing comences I xative is printe | taneously to aid drying in

t he shortest posdhpmester prig. engFFPeCOB'éFﬂéfr%@?(i“tng"lﬁﬁ@PF‘PeféfﬂnSWE‘nqﬂéthMominht engi ne
602 thl’Ougﬂi’sag%ni;@hjuﬁbﬁommﬁiﬁeeﬂst&)QAch@%GK&dMﬁﬁ&E&d@@@Agﬁ@ﬂﬂal ong the straight
paper path), whi cipe r ubbe e, spi ke eel s

rize e
contact the “wet' print ‘éogg%ﬂt%r %aéa%mﬁrﬁ(ayé%gﬁl %ﬁﬂ‘@ S?%“’f"’é%’ﬁ"’?“ﬁ]ée &S 804 into
t he secondﬂﬂWé}%t’W apwelies canfigiratien &@3 ThiHe bapied targpirt roenfelhygid7 @dod Bmand 12a, the
paper 604 passesrtfd fme;sae;sdmp@mdaﬁrag}m u%ﬁggélméou%&%ms mﬂscé%ﬁc&nﬂ&% the

bi nder assenb[a#/ grl nt ed E’ asses between power ed spli ke wheel
axl e 670 (W e 3sePId syt 73 i diaera Bﬂae*fnglaﬁﬂma%ﬁﬁ’éjrﬁﬁﬁélbﬂg‘a’ﬂp@wvﬁt h spi ke
wheel s andRa cirairt ardyRFaedohaddds anglindRctovh 2as) are'ﬁmldémﬁiab&paraawml‘/eﬁ 1assenbly

673 is moup up bracket an traps orward to
interface W tﬂ(&]%fa%e %gm%%eﬁ 38 Fp B0 VI Gears er Iow en%“ﬁog (pme&mr’r% aft. A
separ at e n%‘ttw-smmplsﬁeldl‘ﬁplsﬂ@aﬁ@hafemorﬁﬁeang Ithgéxiwﬁm (6AMBEPRAN 6678 alsonsi st s

of a partighdnp, MRlHaw, Icgnu@ﬁe?s%%p@wﬁatﬂewgmﬁ@yp"ng for the glue
supply hose 641 from t nk cartridge 627. This axle 679 connects to a

gl ue wheel, whi GhvaHE% 6F B%t‘”%{h h*é%ffaefemwleé &h1 Persyidad trdrpreitsuy Retegdli al
hol es. A nmivbedinacics nngaua&auonswar1e¢met&1pmaeorg.lemm£1&al:e 7504 Néibpag&ndaﬁﬂnl ng at

the front. i S, ung. 0or,S attached to
t he net al Igﬁalgt&%%rﬂgeﬁ ¢ &enqua)11 our&gn d%ﬂj ‘vﬁ ﬂk&gcabg nfc’d TodE S | y 673

i s thrust D¥lomedamy satkip §ﬂﬂa@tVF®wu@©np®1§@sxtighﬂera@mfeﬂwm @@bhmmrm:ghers, hed f ront of
the nol dedyihRESbdatloGAHLLT @ASEDs. Tocal interfaces include IEEE 1284 (paraflel port), 10Base-T

and 100Base-T Ethernet, USB and USB 2.0, IEEE 1394 (Firewire), and various emerging home

(J

networking interfaces. If an Internet connection is available on the local network, then the local
network interface can be used as the netpage network interface.

The radio transceiver 753 communicates in the unlicensed 900MHz band normally used
by cordless tclephones, or alternatively in the unlicensed 2.4GHz industrial, scientific and medical
(ISM) band, and uses frequency hopping and collision detection to provide interference-free
cormmunication,

The printer controller optionally incorporates an Infrared Data Association (IrDA)
interface for receiving data “squirted” from devices such as netpage cameras. In an alternative
embodiment, the printer uses the I'DA interface for short-range communication with suitably

configured netpage pens.
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springs close the assenbly and effectively cap the glue wheel during
periods of inactivity. As the sheet 604 passes into the glue wheel assenbly
673, adhesive is applied to one vertical edge on the front side (apart
fromthe first sheet of a docunent) as it is transported down into the

bi ndi ng assenbly 605. 7.2 PRI NTER CONTROLLER ARCHI TECTURE The net page
printer controller consists of a controlling processor 750, a
factory-installed or field-installed fetwork interface nodul e 625, a radio
transcei ver (transceiver controller 753, baseband circuit 754, RF circuit
755, and RF resonators and inductors 756), dual raster image processor
(RIP) DSPs 757, duplexed print engine controllers 760a and 760b, flash
menory 6587.24nd RégiBzafionDRBFRGGNHG as il lustrated in Figure 14. The
controlling proc I e ne mork 19 and with

| ocal wireless ﬁ%%%%ﬁ@%g%hg&fpﬁgﬁggﬁggéi%ﬁgmﬁ%$ﬂégmm?mh 7h“?gn ?ols t he
user |nterWﬁ%@WEEfgmﬁﬂQﬁﬁT@ﬂmaﬁﬁSMNPXU@@R§@P5§7feeds and synchroni zes the

RIP DSPs 757 andTpd Dmts ﬁﬂ%t&@ze%&mtpagalde@ﬁﬁmz @&hcolngremﬁbsaaééréedqia SinfIRdi um -
per for rranc.&f ener al - ﬁ} m cropy ocessor. The gont |11 n% processor 750
e |

comuni cat PR Ré e ?‘?a CCERGHE IR S TEY o vay RilgAdadpERd seri al
bus. 659. TindiifR PSHISRg let esh DEY msterizn d scpanm pas.SThp DERs dedesys pt keptitisit sincd he

netpage pribRlaSmnfATPLESSAPR0S | LR, ve £AGHL RELDL 1E0OLAG, CRNLGE |

- expands, dithers and IPI‘I nts e | mages Its associate
print head '88gfertiplymae SFl“H’EZat(CPW eﬂr&*ﬁ“@%@“@@%ﬁg@s per ninute). The dupl exed

print en g ine co Wafeﬁﬁakl&fe@or@ riJi ﬂl& pd20 H@crﬁah@]ﬁzﬁe Afteresd %%Bnt&ieii@d&lﬁtﬁﬂ %pl'e"o%l y. The

mast er prl 760a ¢9 ntro th a rans and
nonitors i n%‘ap ‘G’%&h I%IOFS%SSE comﬁrﬁsé‘fd t%ﬁeg{}ﬁﬂ? R R %&?@F‘S%&"E{W e % AU the ink
cartridge i@echip 76 1. The printer controller's flash nenory 658 hol ds the
sof tware for bot lind fe.rdf @SSOt nteaeggetcbﬁmg%eéedéﬁgage%@%w Aena@tgrgf The

configuration data. This is copied to nmaln nenor oot tiI
processor 3P8H sixpepachyEah t""ﬁr‘fEF"ﬂﬁs(jﬂ"tp%e Py 3&%@4/@”“‘8&%% iy epgHsEei ver
cont r ol | ereachifg3is gemdatbaﬁeﬁgaﬁudeneaubﬁmt;tor%ﬂ)heaasxﬁprd:sﬁbti@@é ahae in a Si ngl e

control ler ASIC 656, Analﬁgg%gifd,assmaﬂc to(tgacg pgl e ima &8, [ G ?“@E’ﬁﬁ PER eﬁ‘g”?%Z The

resonators and i NGUCOPS re provi par a
net wor k i rieeifallere d6Gydide rring pipine sonjroferr 749 etores ﬂlq@empreisqﬂagee pragqnineitssloal | ow t he

net wor K COoRMRe} hidRtdOndifee dkamligH Ma fnOPagl Lxphdios ok BGdRLls plpliRSh Menory
658 and the 2)%1256J\/tb|t 4)& ?{“& %ﬁ‘f;ﬁg&a soag ﬁ? 8 hi p F Th éeirsggrslInt§d1eng| ne

cont rol | er&°#E0 SFRPHF ?%‘E‘éla“i ptirg é]ﬁMBaﬁ‘ E"%@P@( I&Pag%ﬂnia@t”g/mﬁ’l‘o%et wor k
i nterface mdaul eeklmmm.‘.qwrrmdred each pr OVI d| ng a netpage networKk

interface 751 an i . . I network terface 752.
Net page net work ﬂfﬂﬁé ll|myn?‘}tn§ Jf"g gglp?ﬁﬁc g1 coatmner ’}6E!y FTE%F ber - Coax

( HFQ cabl gughpasAgEER gmsmp@ce 659, a standard JPEG decoder 763, a standard Group 4 Fax

decoder 764, a custom halftoner/compositor unit 765, a custom tag encoder 766, a line
loader/formatter unit 767, and a custom interface 768 to the Memjet™ printhead 350.

The print engine controller 360 operates in a double buffered manner. While one page is
loaded into DRAM 769 via the high speed serial interface 659, the previously loaded page is read
from DRAM 769 and passed through the print engine controller pipeline. Once the page has finished
printing, the page just loaded is printed while another page is loaded.

The first stage of the pipeline expands (at 763) the JPEG-compressed contone CMYK
layer, expands (at 764) the Group 4 Fax-compressed bi-level black layer, and renders (at 766) the bi-
level netpage tag layer according to the tag format defined in section 1.2, all in parallel. The second
stage dithers (at 765) the contone CMYK layer and composites (at 765) the bi-level black layer over
the resulting bi-level CMYK layer. The resultant bi-level CMYK+IR dot data is buffered and
formatted (at 767) for printing on the Memjet™ printhead 350 via a set of line buffers. Most of these

line buffers are stored in the off-chip DRAM. The final stage prints the six channels of bi-level dot
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DSL nodens, satellite transceivers, current and next-generation cellular

t el ephone transceivers, and wreless |ocal |oop (WL) transceivers. Local
interfaces include | EEE 1284 (parallel port), 1013ase-T and 10013asc-T

Et hernet, USB and USB 2.0, |EEE 1394 (Firewire), and various energi ng hone
networking interfaces. If an Internet connection is available on the |ocal
network, then the local network interface can be used as the netpage
network interface, The radio transceivgr 753 comunicates in the unlicensed
900M Fl z band normal ly used by cordless tel ephones, or alternatively in
the unlicensed 2AGHz industrial, scientific and nedical (1SM band, and
uses frequency hopping and collision detection to provide interference-free
cor nnuni cadatagincludiipefixprivieXtd te Megjet™ prinktesd 0@ tik B pdidthead imeticpsat es an | nfrared
Bat a Associ ati onylf il Jolf SLLEGGLRL: BOE YERS G802 o UL Lo fg om
devi ces such as netpage canerds. 11h an alternative  enbodt neAt“ P PRe printer
uses the |fomeuatiene thenare sngironided via 2rshateding ayprraighal 200 Only wiret prinseniging B0y

conf i gur edseRAEPAUEe RRASI maNENRLSinf7 1 2Rnefated thk HRAPERLAAT N dNR-ARLNTI NG Once

the main pr ocessg{1 750 has rece vgd and verified the_docunent’'s page

| ayouts and pagé oBPEsEs copfoliey 98 coninins 3 ST BpiPReesony B fawiclierianeohe t he DSPs
757. The D8Bsexpdifion ad readdringpipdied) cpaigeing s pirtieid 130 vaadbvepeade@Rbbut e,

rasteri Zedm@@&ﬁoﬂi%&esteppeqﬂ&oﬂﬁjifsﬁf ocessor stores each conpressed page

i mage in nenory. e sinplest way to |oad-balance nultiple DSPs is to |et
each DSP rast eri Petha8'Gepraviont ef hagupageprantengimstwe printaingiay sadyerikle g8 Lbgsy  si nce
an ar bi t r agayespeiihigite QbngRSIbAY did@6oPFIRaEAN1), RiGANRE ke of B8 1BL A BBy | N
menory. Th‘_jl S stthr ?%cerg%/ onl.y leads .to potential Iil?/ poor . DSP utilization when
rasteri zi ng"ShBf 1Rt ¢S meRREE BTN R 78 BT Seeitien AP hrins 45 & 4FE %P B5E i on: ar e
rast eri zedminge gongoint sheredimegsioh of thopagd{8¥ieyiehg a Dictrarapt MWikER Theselliosaleess| y
conpr essed,.! Q. N&Ghik Gl S Z8.AR | : I;,]’TE-B f, the conpressed page

i mge. The %n rared (elbckgrat gye? o(% %Clg?‘fu%te p%dtéwglgrll aﬁ%gu%%gtd(gesgnnet page
tags at a deaEiRP¥Hef about six per inch. Each tag encodes the page ID, tag
| D, and comdncobsidN ts, and the data content of each tag is generated during
rasteri zation angd stored in the conpressed page i mge. The main processor
750 passes back-?]g-pﬁ%fwmﬁ%{‘b‘%n TBFagsy eﬁmfh Eft “i"%extgé%ffﬁ“ﬁ‘ﬂ ergho i and

control | errmmy@Of specihaliomative erelgimass. dontven it vall bey Ghresittat Bshdshileotpiessed
page i MBgejfind ffs khqpaalumbé}%m&;emmmﬁ&,aﬁeﬁﬁge Pin BAIS,EHRRDLORAY Printing

pi pel i ne. Page expansion and printing Is pi I ne bec
i mpract i calsodd ihgythe spigit andispqpe of) theympressiinveign | Aceoimel, R withbpalerdegd tiah nenory.
7. 2.2 PRI Nie fnMNadidiEs GEINTEKId lRbe limited to the specific embodiments described in the present

specification, including documents incorporated by cross-reference as appropriate. The scope of the

= O

invention is only limited by the attached claims.
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The page expansion and printing pipeline of the print engine controller 760
consists of a high speed | EEE 1394 serial interface 659, a standard JPEG
decoder 763, a standard Group 4 Fax decoder 764, a custom

hal ft oner/conpositor unit 765, a customtag encoder 766, a |line

| oader/formatter unit 767, and a custominterface 768 to the MenjetTM
printhead 350. The print engine controller 360 operates in a double
buffered manner. \Wile one page is |agded into DRAM 769 via the high speed
serial interface 659, the previously |oaded page is read from DRAM 769 and
passed through the print engine controller pipeline. Once the page has
finished printing, the page just loaded is printed while another page is

| oaded. TheLAIMSst stage of the pipeline expands (at 763) the

JPEG conpressed contone CMYK | ayer, expands (at 764) the Goup 4

Fax- conpressed bi-level black |ayer, and renders (at 766) the bi- |evel

net page tag | ayex n2a6@ 0Bk Qsdr ekt (i BRloudeldaRed rhing GEL 'cal%u 2, all

in parallel. The second stage dithers (at 7é%) t he contone CWK | ayer and
conposi t es™ "4t V¥65) the bi-level black layer over the resulting bi-level
CWK | ayer. The resultant bi-levehfcwmr+l t.dot data is huffered and
formatted (at 767) Tor printing en the Of\llée%l%%tﬁﬂeﬁ?r?pﬁieﬁsg SR dng set of
| i ne buf f egoded dila gdicgive phsieaturd figkbrebiinsfiethscompeterstioraedthe edediataofrfiprigsing p DRAM
The final stagey Vit i 3 idd el ,d : 57 data
(including Foaet Reey té%ﬂa{l]’ﬁg% %ﬁﬁ%ﬁm@*ﬁi hittea WU o ﬁgﬁth%pge?’&?gﬁ?ﬁg"fd

i nt er f ace "PEE MERosENGAPD| print engine controllers 760 are used in

uni son, such as in a dupl exe onf.i ration, .they are synchraoni zed via a
shared |ine synca??ﬁﬁéeg??UEgtﬁ%Vl@ﬁ%yﬁ}?hﬂmgﬁﬁﬂﬁ m*@ﬁ?m% BIUSAEESi a the

ext er nal nadtcartmsisaidensizpme of it codgddrraml gmerttbe | i ne sync signal 770 onto the
shared line. The print engine controller 760 contains a | ow speed processor
772 for synchronifgfafigg defrandicpiiyg ef thosisasiwe brd:ardd r enderi ng pi pel i ne,
configuring the printhead 350 via a | ow speed serial bus 773, and

control | ing the‘gpgﬁﬂﬁﬁfﬁﬁFﬁﬁ%d%W%@P%#B?d?%ﬂFH@W%@@d@%?@%dﬁ§mﬁ?°f%% nel page
printer, tdaing\Werigelindlenemgtings toxBcinteffict Rirfice3fle h@iiibedata RAG@FicRRE ofthaUL €

al ong the I i . e (1 , giving a line rate of 8.8 kHz
at 1600 d%lg@Fﬁagﬁg%%ggm@g$é?§%§%%?e%ﬁ%:hetpage printer, the two print

engi nes each prif¢geiha ideBlihEhie RPIESin BE ComplleYligq.al ong the short di mension
of the page (8 /2"), giving aline rate of 10.2 kHz. These line rates are
wel | withi@ the repematir@icithe GeRGYhOdknstli@eWMan] et TM pri nt head, which in the
current design exceeds 30 kHz. CONCLUSI ON The present invention has been
descri bed @it h rredezing adesttoge & thp e @intet aniiegbsimndatafich thosadagrdende; speci fic
alternative enbodi nents. However, it will be appreciated by those skilled
in the rdPevantidiifingde sigraturcdicld gnthe basisbf tht indivatimadodtingrent s, differing from

t hose specifically described, wll o
(d) opéerating the computer software at least partly in reliance on at least one of the movement

data and the position data, and in accordance with instructions associated with the signature field.

2. A method according to claim 1, including the step of verifying that at least one of the

movement data and the position data represents a handwritten signature of the user.
3. A method according to claim 2, including the step of identifying the user.

4. A method according to claim 3, wherein the step of identifying the user includes using at

least one of the movement data and the position data.
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also fall within the spirit and scope of the present invention.
Accordingly, it wll be understood that the invention is not intended to
be limted to the specific enbodi nents described in the present

speci fication, including docunents incorporated by cross-reference as
appropriate. The scope of the inventionis only [imted by the attached
clainms. NPX028-SG 58 CLAIMS 1. A nethod of enabling user interaction with
conputer software running in a conputeyy systemvia: an interface surface
containing information relating to the conputer software and including
coded data indicative of a signature field relating to the conputer
software, the coded data conprising a plurality of substantially

undi fferentiated marks positioned relative to a set of predeterm ned

nom nal mark positions; and a sensing device which, when placed in an
operative positi 6rrefhet &eordisg ogleimmb Whereia each arark reprpsenscaae oo diyy ¢ficodedast some
of the codeghedlata and generates: indicating data indicative of the
signature field; and at |east one of novenent data and position data, the
novenent data being indicative of the sensing device' s novenent relative
to the interface surface, the position data being indicative of the
sensi ng de%i ce' sApstpd icomdingtoglajnyd viherein ke cpded ealfeaereesgisd bae exprktidwe leaeet hod

i ncl udi ng tAiPHeRSInGS by thdlpdsiibn SIARPHEE FelafYeSh BB ser dfMeadiGERbVREhal NSk
indicating data fromthe sensing device; (b) receiving at | east one of the
noverrent d¥FH%nd the position data fromthe sensing device; (c)
identifying the signature field on the basis of the indicating data; and
(d) operating the conputer software at |least partly in reliance on at |east
one of the;nove PQsl 1.1 . . rdance with
instructi o7n's asg%}egltogg&%@g%t ﬁ%ﬁsl_f 8’?\%%?’5 pg%%@g%@%ﬁgg%g&%?di ng to
claimi1, i#ergsdrergratperipipolgpmpaiingying that at | east one of the novenent
data and the position data represents a handwitten signature of the user.
3. A nmethod according to claim 2, including the step of identifying the
user. 4. met ho i to clai,m 3, rein the step of jdentifying the
user inclﬁ%es usgﬁgggﬂ%awggg %8Wg%gFmFﬁ%%%€$% e 5§F§a%ﬁﬁw?%@mb%%?tion
data. N PX@psuede yg ditanca ofjess Heel l04edlimeirng to claim 1, wherein each mark
represents one of a plurality of coded val ues.

9, A method according to c¢laim 1, wherein the marks have centers and wherein the relative

spacing of the centers of at least one pair of adjacent marks is less than 12 millimeters.

10. A method according to claim 1, wherein each mark has a2 minimum radius and a maximum
radius and wherein the length of a mark’s minimum radius is greater than 40% of the length of that

mark’s maximum radius.

1. A method according to claim 1, wherein any 10 millimeter diameter area of the coded data

indicative of the signature field includes sufficient information to identify the signature field.

12. A method according to claim 1, including the step of generating, in the computer system
and using a signature key of the user, a digital signature of digital content related to the computer
software,
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6. A nethod according to claim5, wherein the coded value represented by a
mark is at least partially determned by the position of the mark rel ative
to the set of predeterm ned nominal mark positions. 7. A nethod according
to claim1, wherein the predeterm ned nom nal mark positions are arranged

relative to a plurality of nomnal lines. 8 A nethod according to claim?7
wherein at | east one pair of the lines are spaced apart from one another
by a distance of |less than 100 mllinmgpers. 9. A nethod according to claim

1, wherein the marks have centers and wherein the relative spacing of the
centers of at |east one pair of adjacent marks is less than 12 mllineters.
10. A nethod according to claim1, wherein each mark has a m ni num radi us
and a nmaxi Bum r Adicsd meddingte rlging 2 twhereindr gighal ofnteat inprokdes bymberisaum radi us i s
greater than 40% of the length of that mark's maxi numradius. 11. A nethod
according to claiml1, wherein any 10 mllinmeter dianmeter area of the coded
data indicative of the signature field includes sufficient information to
identify tHe sighdthptacrordipgto clpim Bavhrzsiedigitad ennigntriyPaseg og daig #put by thecl udi ng
t he step obdsergenisssadsing devick Mhdtih@facomdt.er system and using a signature key
of the user, a digital signature of digital content related to the conputer
software. N PX028-SG 60 13. A nethod according to claim 12, wherein the
digital content is provided by the user. 14. A nethod according to claim
13, wherei B -t he ﬂF@ﬁ?‘h@c%@Y‘ﬂt@ﬁlﬁﬁﬁ 13, fyakse thelodinedha vepiohfseaciating, inlthe commier  vi a t he
sensi ng deyk&g tRRAitl BeRkkaGR WhaGetdS. A method according to claim12
further including the step of, associating, in the conputer system the
digital signature with the signature field, e 16. A nethod according to
claiml, including the step of sending, in the conputer system data to

t he conput B sof Awathed dcerddimeat thoim lofocladingl teasb of sasling) ig tha tompetef syadng datd T A

net hod acc@kdichhulePsofitvat MiidativdMIG 1€, RE0Rl Bli@t ure field is associated with
a visible signature zone defined on the interface surface. 18. A nethod
according to claim1l, wherein position elenments are di sposed on the
interface surface, the sensing device being configured to periodically
sense position ehentnd sccading to dlam US ekbrdinthe dig@wreofidlDis taksacigadr fidcevisitihe nmet hod
inC|Udingd&gﬁm%Eﬁﬁd&%mﬂ%%%&ﬂ&h&ﬂ?&£e|eaSt one of the novenent data and the
position data by ascertaining relative displacenent of the sensing neans
over time with respect to at |east one of the position el enents.

18. A method according to claim 1, wherein position elements are disposed on the interface
surface, the sensing device being configured to periodically sense position elements as it is used to
draw onto the surface, the method including the step of generating at least one of the movement data
and the position data by ascertaining relative displacement of the sensing means over time with

respect to at least one of the position elements.

19. A system for enabling user interaction with computer software running in a computer

systen, the system including:

an interface surface containing information relating to the computer sofiware and including
coded data indicative of a signature field relating to the computer software, the coded data comprising
a plurality of substantially undifferentiated marks positioned relative to a set of predetermined

nominal mark positions; and

a sensing device which, when placed in an operative position relative to the interface

surface, senses at least some of the coded data and generates:

indicating data indicative of the signature field; and
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19. A systemfor enabling user interaction with conmputer software running
in a conputer system the systemincluding: an interface surface
containing information relating to the conputer software and incl uding
coded data indicative of a signature field relating to the conputer
software, the coded data conprising a plurality of substantially

undi fferentiated marks positioned relative to a set of predeterm ned

nom nal mark positions; and a sensing glevi ce which, when placed in an
operative position relative to the interface surface, senses at |east sone
of the coded data and generates: indicating data indicative of the
signature field; and NPXO28-SG 61 at | east one of novenent data and
position data, t#éaspwerrmaremdattdsia bndippgition datd, thetmioyenegifdats heng igtimativenfthedevi ce' s

novement 1 ghael déBeetsOndvitfent WaVe i AHE inflthck 3G Bico, IO SoROS hlid e dRARSE A
i ndicative of t sensi ng device's position relative to the interface

he | ser . :
sur f ace; tT‘?ﬁs%fg‘?%r?]pﬁséti"ﬂ&?%‘wf}'@ﬂlfeéf&cetg‘ﬁfa"‘?;n the conputer system (a)
receive the indi&gt&g &g%@ fro tt.h% sensgngtdevice; (b) receive at |east
one of the moventnt Hara e erReCPd L {BRCENSE f r om t he sensing devi ce:

(c) identi (fay there%\g%mfcgtm%idﬂgonptﬂege:?s%xglagﬁées of the indicating data; and
e

(d) operate the conputer software at st partly in reliance on at |east

one of thepoVenRakve adak@nddtthelddGenRAiSth kM) Blidn A0 Horh e RRGRIGANCE Wi th
20. A system according to

instructions associated with the signature field.
claim 19, @@her ei WedtifyeheGRAFust Bild EWSLIHAMRM Jf the GAREnGBALELGt O verify that at

| east one of the novenent data and the position data represents a

handwr i tt eld) si gnepemategheabmprte sefere.at Rdst palilysy sdliere ac & ddastiongoftime mdvamdin 20,
uherei Nt NGuuCQIRUERioRKA! Al Sor @R LGB SAGAL i delEifhag 22. A
system according to claim 21, wherein the conputer systemis configured to
identify the wuser by using at |east one of the novenent data and the
position data. 23. A system according to claim 19, wherein each nmark

repr esent s20o0ne oA sytefalattosiinis tiey clifr 16,.0d@@in Meabiifter sy3dm ivoblGi8 B REG @i Ng tO
cl ai m 23, | val. ue represented b rk.is at. |east
partially e? %?Aﬁ‘iraﬁﬁelgs%‘%ggﬁgmp%% !ﬂ!lf P %Sﬁlg% 4 atrﬁ’éesﬁ%sra%(ﬁm?dgfjn%tnis\gléa SIRE et of
predeterm ned nom nal mark positions. 25. A system according to claim 19,
wherein the predeterm ned nom nal mark positions are arranged relative to

a pluralita. of nNOKsBRlacchidRg %o cldMPXE) 2BerSahe computer system is configured to identify the

user.

22. A system according to claim 21, wherein the computer system is configured to identify the

user by using at least one of the movement data and the position data.

23. A system according to claim 19, wherein each mark represents one of a plurality of coded
values.
24. A system according to claim 23, wherein the coded value represented by a mark is at least

partially determined by the position of the mark relative to the set of predetermined nominal mark

positions.

25. A system according to claim 19, wherein the predetermined nominal mark positions are

arranged relative to a plurality of nominal lines.
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62 26. A systemaccording to claim25 wherein at | east one pair of the

| ines are spaced apart from one another by a distance of |ess than 100
mllimeters. 27. A systemaccording to claim19, wherein the nmarks have
centers and wherein the relative spacing of the centers of at |east one
pair of adjacent marks is less than 12 mllineters. 28. A system according
to claim19, wherein each mark has a m ninumradi us and a maxi rum radi us
and wherein the length of a mark's mnpnumradius is greater than 40% of
the length of that mark's maxi numradius. 29. A system according to claim
19, wherein any 10 mllinmeter dianeter area of the coded data indicative
of the signature field includes sufficient information to identify the
signature field. 30. A systemaccording to claim 19, wherein the conputer
systemis configured to use a signature key of the user to generate a

di gital sitfnat uré swemgpgidinglto dam e wherairedt fpse ohetpair pike lnermpusp@ed apgrofrennar e, 31.
A syst em agk akoticNty aldRtafdedi 103 8 100RBIBELt he digital content is provided by
the user. 32. A systemaccording to claim 31, wherein the digital content
is based on data input by the wuser via the sensing device and interface
surface. 33. A systemaccording to claim 30, wherein the conputer systemis
confi gured?% o aséoegicatagcordidgao daigi 10 avheinghrahalschawl cbdieré dvd waibrgin deudlaivé | el d.
34. A syst @miaGeaL hidg of R1eht &l Mhilchad IR LEAD; ﬁebsetha%qmgﬁ&&eréyst emis
configured to send data to the conputer software indicative of at |east
the signature field. NPX028-SG 63 35. A systemaccording to claim 19,
wherein the signature field is associated with a visible signature zone
defined omst he iAtgeihacerdsyid@ae 19, 3ereifeadlySirk Ras @ G Agud d & @il 9,
wher ei n posi.ti | enents are disposed on.the interf urface, the
sensi ng de%%%ﬁg gﬁﬁayﬁﬁ%??@&ﬁ%%“?gmﬁg?Fbﬁ?%ﬁf ?m%§%%%%§8@§ % %F%ﬁents as
it is usedugdysmaigmo pdies. si gnature onto the surface, at |east one of the
novenent data and the position data being generated by ascertaining
relative displacenent of the sensing nmeans over tinme with respect to at

| east one,.of th ositign elements, 37.. system for enabling, user
interacti5ﬁ'mﬁthggﬁﬁ%ﬂ?@@mg5?§ﬂ%pgwkﬁﬁﬁwﬁ®) m%“%@ﬂﬂﬁ?é?am?V§gEﬁFmﬁhe

syst em i nchdighiivegf thasigriafutediel achds wffidmentomtion tnidagify thd donmee ificih rel ating to
the conputer software and including coded data indicative of a signature
field relating to the conputer software, the coded data conprising a
plurality of substantially undifferentiated marks positioned relative to a
set of pr etfet er M §BH§m according to claim 19, whercin the computer system is configured to use a

signature key of the user to generate a digital signature of digital content related to the computer

software.
31. A gystem according to claim 30, wherein the digital content is provided by the user.
32. A system according to claim 31, wherein the digital content is based on data input by the

user via the sensing device and interface surface.

33. A system according to claim 30, wherein the computer system is configured to associate

the digital signature with the signature field,

34. A system according to claim 19, wherein the computer system is configured to send data to

the computer software indicative of at least the signature field.
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nom nal mark positions; the system being configured to, in the conputer
system (a) receive indicating data froma sensing device, the indicating
data being indicative of the signature field, wherein the sensing device,
when placed in an operative position relative to the interface surface,
senses at | east some of the coded data and generates: the indicating data,
and at | east one of novenent data and position data, the novenent data
being indicative of the sensing devigg' s novenent relative to the
interface surface, the position data being indicative of the sensing
device's position relative to the interface surface; (b) receive at |east
one of the novenent data and the position data fromthe sensing device;
(c) identify the signature fieldon the basis of the indicating data; and
(d) operate the con?ut er software at |east partl¥ inreliance on at |east
one of the¥roventrystempstodingg clajip 1% Jberein s sgoatae idhé Pycigedviidaridee wi t h
i NSt ruct i Odighatas S@E dainelbnWictiftertbauSicgnat ure fiel d. NPX028- SG 64 38. A system
according to claim 37, wherein the conputer systemis configured to verify
that at |east one of the novenent data and the position data represents a
handwritten signature of the user. 39. A systemaccording to claim 38,
wher ei n t hd- conpbiseicmgpeprding th glaigolf Wpirerpsition dlakents pk ylispdsa! onylsdintedfige usi ng at
lleast one @fadhf FRYLWEAL WAL BonBhFed th BerR@Rdnly QR hakidh e1dlnts & FYILAMW
according to t}cl:l aim 37, wherelin each mark represents one of__ahgl urality of
coded val T8 Ygpag oalp dheaittage &b foat fiy Hdbecryrmiadnt R diegrsitiqfisabgiged val ue
r epr esent egindparedcby Ameaining rédtivé @gbemepai thi sdnding ribadserdritime ditbyspedi® pR&t t | on of
the mark r ive .t et of predeterm ned nominal mark positions, 42.
A system a@%gﬁ%ﬁpﬁaﬁléﬁéﬁgﬁﬁm 37, wherein the predeterm ned nom nal mark
positions are arranged relative to a plurality of nomnal lines. 43. A
system according to claim42 wherein at |east one pair of the lines are
spaced apast fr Oﬂ"lsys_&ﬂﬁfoﬁ&ﬁﬁlb@ ruséﬁynt&acdbrﬁm%pﬁt%r LoBSSe tnhlﬂjﬂg 109 ccﬁﬂldulejr neters.
44. A system a %orsg{urfr%m&g claim37, wherein the marks have centers and
wherein the relattve “Spacing of the centers of at |east one pair of
adj acent marks i35 : - ke . accaording to claim
37, wherein eac he.&nu}l;r_ &hsggﬁgcﬁlaﬁﬁw%ﬁ%?%ﬁamfﬁgmg&@éﬁﬁm?%111 fnﬁféld]%%d
wher ei n t HedyddpfginRicgive of apigpaarstiold lping in hawmpyerisefivwgreethe wdeddyia corg0ispof t he
| engt h of 4 Piadlity BRskos@niEBX ifdiifehiehi USarks 4R sitidhed Yebdi@dMoas 6R Mol ipRBetdrRingd ai m 37,
wherein an%m]%glmn;klli. ter dianmeter area of the coded data
positions;

the system being configured to, in the computer system:

{(a} receive indicating data from a sensing device, the indicating data being indicative of the
signature field, wherein the sensing device, when placed in an operative position relative to the

interface surface, senses at least some of the coded data and gencrates:
the indicating data; and

at least one of movement data and position data, the movement data being indicative of the
sensing device’s movement relative to the interface surface, the position data being indicative of the

sensing device’s position relative to the interface surface;

(b) receive at least one of the movement data and the position data from the sensing device;
() identify the signature field on the basis of the indicating data; and
(d) operate the computer software at least partly in reliance on at least one of the movement

data and the position data, and in accordance with instructions associated with the signature field.
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i ndicative of the signature. field includes sufficient information to
identify the signature field. N PX028-SG 65 47. A systemaccording to claim
37, wherein the conputer systemis configured to use a signature key of
the user to generate a digital signature of digital content related to the
conputer software. 48. A system according to claim47, wherein the
conputer systemis configured to associate the digital signature wth the
signature field. 49. A systemaccording to claim 37, wherein the signature
field is associated with a visible 'signature zone defined on.the interface
surface. 50. A system according to claim 37, wherein position elenents are
di sposed on the interface surface, the sensing device being configured to
peri odi cal & sené@ﬂﬁﬂ&k@h@@teb@MEﬁtwmm@nmQNQOQSEﬁmﬁ@mmﬁggﬂtmhﬁﬁ&mgnature
onto the spidhack orab mb@aéﬁt d&wﬁ]d(&fe pmgn HRY B Hh ARG BARI i on data
being generated in the formof a | ocus of the sensing ans in reélation to
the surface by ascertaining relative displacenent of the sensing neans
with respect to at | east one of the position el enents. NPX028-SG

39, A system according to claim 38, wherein the computer system is configured to identify the

user by using at least one of the movement data and the position data.

40. A system according to claim 37, wherein each mark represents one of a plurality of coded
values.
41, A system according to claim 40, wherein the coded value represented by a mark is at least

partially determined by the position of the mark relative to the set of predetermined nominal mark

positions,

42. A system according to claim 37, wherein the predetermined nominal mark positions are

arranged relative to a plurality of nominal lines.

43. A system according to claim 42 wherein at least one pair of the lines are spaced apart from

one another by a distance of less than 100 millimeters.

44. A system according to claim 37, wherein the marks have centers and wherein the relative

spacing of the centers of at least one pair of adjacent marks is less than 12 millimeters.

45, A system according to claim 37, wherein each mark has a minirsum radivs and a maximum
radius and wherein the length of a mark’s minimum radius is greater than 40% of the length of that

mark’s maximum radius.

46. A system according to claim 37, wherein any 10 millimeter diameter area of the coded data

indicative of the signature field includes sufficient information to identify the signature field.
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47. A system according to claim 37, wherein the computer system is configured to use a
signature key of the user to generate a digital signature of digital content related to the computer
software, '

48, A system according to claim 47, wherein the computer system is configured to associate

the digital signature with the signature field.

49, A system according to claim 37, wherein the signature field is associated with a visible

signature zone defined on the interface surface.

50. A system according to claim 37, wherein position elements are disposed on the interface
surface, the sensing device being configured to periodically sense position elements as it is nsed to
sign the signature onto the surface, at least one of the movement data and the position data being
generated in the form of a locus of the sensing means in relation to the surface by ascertaining relative

displacement of the sensing means with respect to at least one of the position elements.
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