/ 9 DATASRROTECTI ON APPARATUS AND METHOD The invention rel ates gpogeiakly to
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The invention relates generally to the protection
of important or critical data in memory devices, and relates
particularly o protection of such data in postage meters.

When important information is stored in a computer

ut

system it is commonplace to provide security against loss of
some or all of the information, for example by making a

_ backup copy of the information. In some systems, however,

jthe information as stored in the system is what must be
capable of beihg relied upon, and the theoretical feasib-
10 ility of relying on backups is of little or no value. Aan
example of such a sy#tem is the -electronic postage meter, in
which the amount of postage available for printing is stored

in a nonvolatile memory. The user should not be able to
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backup copy of the information. In sone systens, howevér, the information
as stored in the systemis what nust be capable of being relied upon, and

. the theoretical feasib- ility of relying on backups is of little or no
val ue. An exanpl e of such a systemis the electronic postage neter, in
whi ch the anobunt of postage available for printing.is stored in a

“nonvol at iaf€estnthy. sTheed spestaAgriiddtaotinbenybweyt other than

reducing it (by printing postage) or increasing it (by

authorized resetting activities). Some single stored
location must necessarily be relied upon by all parties (the
S customer, the postal se;vice, and the provider of the meter)
as the sole determinant of the value of the amount of . V
postage available for printing. In electronic postage

- meters that single stored locﬁtidn is the secure physical
housing of the meter itself. Within the secure housing one

10 or more items of data in one or more nonvolatile memories
#& éerve to detérmiﬁé ;he amount of postage available for' % :

printing.

Sxperlgnée with modern-day systems employing
processors shows that it is advantageous to éuafd against
15 the possibility of a processor ruﬁninq amok. Generally a
processor is expected to execute its stored program and it
is assumed the stored-program contains no programming
errors. Under rare circuﬁstances, however, a processor may

commence executing something other than the stored program,

20 such as data. <Under other rare .circumstances the processor,
even though it may be executing thé stored program,
nonetheless behaves incorrectly due to the incofre;t
contents of a processor register or a memory location. The
former may occur if, for example, the instruct;on peinter or

25 program counter of the processor changes a bit‘due to, say,
absorption of a cosmic ray. The latter may occur if the
contents of the processor register or memory location are
changed by that or other mechanisms.

In pragmatic terms it is not possible to prove the

30 correctness of a stored program; testing and debugging of
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2- affect the stored postage data in any way other than reducing it (by
printing postage) or increasing it (by authorized resetting activities).
Sonme single stored |ocation nust necessarily be relied upon by all partles
(the customer, the postal service, and the provider of the nmeter)

10

15

20

25

30

the program serve at best tofraise to a réiatively high
level (but not to certainty) the designer‘’s confidence in
the correctness of the code. Nonetheless an unforeseen
combination Sf internal stafes, or an unforeseen set of
inputs, has been known to cause a program that was thought
to be fully debugged to proceed erroneously.

For all these reasons in systems where crucial
data are stored in what is necessarily a single location
under control 3f a processor running a stored program, it is
highly desirable.to p;ovide ways to detect a processor
running amok and to reduce to a minimum the likelihood of -
the processor‘’s harming the crucial data. In the particular
case of a postage meter, it is desirable that the amount of
postage aval.apie for printiné, also called the descending
register, be recoverable by an authorized technician even if
the system is completely inoperable from the cusﬁomer's
point of view, even after any of la wide range of possible
processor malfunctions. o

Numerous measures have been attempted to protect
crucial daté 1n such systems as postage meters. In a system
having an address decoder providing selection outputs to the
various memory devices in the system, it is known to monitor
all the selection outputs of the address decoder, and to
permit the processor’s write strobe to reach ‘certain of the
memory devices only if (a) the address decoder has selected
one of the certain memory devices,_and (b) the address
decoder has noﬁ selected any memory deviqe other than the
certain memory devices.

In another system having an address decoder

providing selection outputs to the various memory devices in
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as the sole determnant of the value of the anmount of postage avail able for
printing. 1In electronic postage neters that single stored |ocation is the:

. secure physical housing of the nmeter itself. Wthin the secure housing one’
or nore itens of data in one or nore nonvolatlle nennrles serve to

et e e e yBIRHNL 1 LPOSIAM B/ BkRhg LRL BLLOLLDG: SugRideence with
' associated with certain of the memory dévicés; and to take a
predetermined actién if any of the selection outputs is
selected for longer than a predetermined interval of time.
S The predeternined action is to interrupt the write strobe
and selection outputs to the certain of the memory devices.
Although these approaches isolate the certain
memory devices (typically the devices containing the c;ﬁcial
postage data: .pon occurrence of some categories of malfunc-~

10 tion, they do .ittle or nothing to cure the malfunction when

it is caused by a processor running amok. That is, it is

important to distinguish the problems just mentioned fromf
the problen :: shysical malfunction of a processor or other
system compens2nt. Simple physical malfunction can be quite
1s rare if conservative desidn standards ére followed and if
the system is used in rated gmbient'conditiéns, so that the
frequency ot zccurrence of such physicallmalfunctions can be
low. But many of the above-mentioned failure modes are not
of a lasting physical naturé and, if appropriately cleared,
20 need not give rise to permanent loss of functionality.
It .s also well-known to provide "watchdog®

circuits in computerized systems. In such a system the code

executed by the processor includeé periodic issuance of a
watchdog signal which serves to clear a watchdog circuit.

25 If an excessive time passes without receipt of the watchdog
signal, the watchdog circuit takes protective action such as
shutting down the system or resetting the processor. The
latter action has the advantage that it may restore normal
processor function if, for example, the malfunction was due

30 to a spurious change in the value of the instruction pointer
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processors shows that it is advantageous to guard against the possibility
.of .a processor running anok. Cenerally a processor is expected to execute
its stored programand it is assuned the stored program contai ns no
progranming errors. Under rare circunstances, however, a processor may
commence exBEUPFAFTIABNEPRRERE ot Rt then vakehdegr edrerbyreamiy striggesrsdat a.

i rC nces_t he processor, .eyven though it may be
gQgth?Lge{ﬁggégogéécgggéﬁéﬁnof a pr%determgned ¥nterva19 and prgéessor

malfunction could conceivably alter crucial data during the
predetermined interval and prior to a watchdog-induced
5 reset.

In another memory protection system, a "window"
circuit is provided at the memory.device inputs. The window
circuit couples the write strobe output of the process;r-to
the write strobe input of the memory device updn receiving a

10 setting signal from the processor and decouples the write
£§b . strobe output of the processor from the write strobe input
T of the memory device either upon'receiving a clearing signal
from the prccessor or upon a counter reaéhing a |
predeternined threshold, whichever oécurs first. As in the-
15 watchdog circuit, this system allows the possibility of the
| processor altering crucial daﬁa in the time'intéryal pgtween
the coupling and decoupling.of the write strobe;
It would be most desirable if crucial data could
enjoy more comprehensive safequards against procéssor

20 malfunction, with the safeguards implemented in such a way

as to permit restoration of proper processor function if
possible.
" The invention and its preferable features are

defined in the accompanying claims.

In accordance with the invention there is provided
25 a data protection apparatus, typically in a postage printing
s&stem, comprising a processor addressing an address space,

a first memory, a bus intercbnnecting the processor and the
memory, a first address decoder generating a first selection
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nonet hel ess behaves incorrectly due to the incorrect contents of a
processor register or a nenory |ocation. The former may occur if, for
exanpl e, the instruction pointé& or program counter of the processor
changes a bit due to, say, absorption of a cosmic ray. The latter may occur
i f the sdanadt snoreﬁneﬂﬁot@swrer%gﬁstlér aoflﬁ’éﬁnryﬁgecm¢mﬁre changed by

t hat or other nechani sns. ragmatic terns it is npt possible to prove
t he said first memory seleé%eégby the first select?onpsfgnal, a P

second address decoder generating a second selection signal
in response to addresses in a second range of addresses

5 nonidentical to the first range of addresses and having at
least one address in common with -the first range, and a
protection circuit operatively_coupled to the processor to
feceive a request signal therefrom, said p;otection circuit"
annunciating the event of generation of second selection

10 signal in the absence of receipt of a request signal.

According to a particular embodiment there

1 is provided: a method for use with a data protection

2 apparatus comprising a processor addressing an addréss

3 space, a first nmemory, a bus ihterconnecting the processor
4 and the memcry, a first address decoder generating a first
S .~ selection signal in response tovgédresses in a first range
6 thereof said first'memory selected by the first selection.
7 signal, a second, address decodgr generating a second

8 selection signal in response to addresses in a second range
9 of addresses nonidentical to the first range of addresses
10 and héving at least one a@dress in common with the first
11 range, and a protection circuit operatively coupled to the
12 processor tcnreceive a request signal therefrom, the method
13 comprising the steps of: |
14 generating a request signal;
is addressing an addreés in the second range of
16 addresses during a-write cycle;

17 generating the second selection signal ip ghe

18 second address,decoder; and
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correctness of a stored program testing and debuggi ng of t he program
serve at best toraise to arelatively high [evel (but not to certainty)
t he designer's confidence in the correctness of the code. Nonethel ess an
unf oreseen conbi nation of internal states, or an unforeseen set of

6A
19 writing to an address in the second range of
20 addresses.
1 . Preferably, the protection

2 circuit 'of the apparatus comprises first and second bistable
3 gates; and wherein the method comprises, after the first

4 generating step and before the second generating step, the

5 further step of setting the first bistable gate to a first

6 state; and wherein the method comprises, after the second

7 generating step and before the writing step, the further

8 step of clocking the second bistable gate.

1 Preferablv, the apparatus
2 further compri:ses a third address decoder responding to a
3 predetermined address, and wherein the request signal

4 comprises a read cycle for the predetermined address.

1 Preferably, the apparatus

2 further comprises postage printing means controlled by the

3 processor and a descending reqister indicative of an amount
4 of postage available for printing; and wherein the first

5 memory is nonvolatile; and wherein the step of writing to an
6 address in the second range of addresses comprises storing

7  the descending register within the second range of

8 addresses, whereby the descending register data are

9 protected from spurious processor write cycles.

—_—
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| nputs, " has been known to cause a programthat was thought to be fully
debugged to proceed erroneously. For all these reasons in systenms where
crucial data are stored in what is necessarily a single |ocation under
control of a processor running a stored program it is highly desirable to
provide ways to detect a processor running anmok and to reduce to a m ni num
the likelihood of the processor'é8 harm ng the crucial data. In the

parti cul ar ' '

The invention can bé put into practice in
various ways, by way of example some of which will_be shown
‘and described with reference to drawings, of which:
Figs. 1, 2, 3 and 4 are functional block diagrams
15 of prior art memory addressing systems;

Fig. 3 is a functional block diagram of the window

]

circuit of Fig. 4&;
Fig. 5 is functional block diagram of a memory
addressing system accbrdinq to the inventiqn, including a
20 protection circuit and chip seleét logic;
Fig. 7 is a functional block diagram of the
prqtection circuit of Fig. 6; |
Fig. 8 is a functional block diégramiof the chip
select logic of Fig. 6;
25 Fig. ¢ is a memory map of the system acéordiﬁg to
the invention;
Fig. 10 is a timing diaéram of the system

according to the invention; and
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case of a postage-neter, it is desirable that the anount of postage

avail able for prihting, also called the descending register, be recoverable ;
by an authorized technician even if the systemis conpletely inoperable §
fromthe custonmer's point of view, even after any of a w de range of . i
- possi bl e processorF i f undtai)orsd ANaire) case nekswirasistave been attenpted to

protect crucial data in such systens as postage neters. In a system
representations of the methods according to the present

. invention.
Like elements in the figures have, where possible,

5 been shown with like reference designations.

- — - ———

Before discussing the present invention in detall
this sect:on zeqins with a discussion of the prior art. 1In
the typical riar art memory addressing system of Fig. 1, a
.ﬂb 10 processor 10 :is caéable of writing data to memory devices
11, 12, and 13 by means of a system bus 19, of which address

bus 14 and wr:-e strobe line 15 are. shown. Some: of the

e
[
]

address i.nes :: @ddress bus 14 are provided’to_é_

conventionai @adress decoder 16, these so-called "high-

15 order" address iines are shown as the high-order portion 17
of the address bus. fhe so-called "low-order" portion 18 of
the address bus 14 is provided to memofy devices 11, 12, and
13, and to other devices in the memory space of processor
10. For clarity the éata lines and other contrcl lines of

20 the system bus .9 are omitted from Fig. 1, as are the other
devices on the system bus, such as keyboard, display, read-
only memory and printer.

In the prior art system of Fig. 1 the write strobe
signal WR from the piocessor 10 is provided by a line 15 to

25 the write strobe inputs 21, 22, 23 of the memory devices 11,
12,.and 12 fespectively. Memory device selection signals
are provided by seiect lines 20 running from the address
decoder 16 to "chip enable" inputs of the memory devices.

For example, select lines 31, 32, and 33 provide respective
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havi ng an address decoder providing selection outputs to the various nenory
devices in the system it is known to nonitor all the selection outputs of

" the address decoder, and to pernit the processor's wite strobe to reach

certain of the nmenory devices only if (a) the address decoder has sel ected

one of theelectasigheI®I o dead meashorarithg( khiphenadliéessputes oty 4ms not

sel ected any nenory device other than the certain nenory devices.

[}
(V]

20

25

30

- memory-mapped input/output devices such as a keyboard, a

and 43 of the memory devices 11, 12, and 13, respectively.
A iine 34 from address decoder 16 is indicative

generally that the address decoder selects other memory

devices than those shown explicitly in Fig. 1. Such memory

devicesitypxcally include ROM (read-only memory), and

display, 2 pr:nter, and discrete input/output latches.

t will be noted that in the system of Fig. 1 the

write strobe signal is provided to all memory devices,

including il, 12, and 13, whenever asserted on line 15 by

the processor :0. If the processor 10 were misbehaving

seriously (as distinquished from the case of a processor or

other syster~ component failing in a physical, permanent way)

the processcr 10 could providg addresses on the address bus
14 that were meaningful to the address decoder 16, énabling
one or ancther Of memory devices 11, 12, and 13 from time to
time. If the write_strobe signal of line 15 were asserted
during one of the periods of enablement, the contents of
some or ali of the memory devices 11, 12, and 13 could be
lost. In ﬁhe case of a postage meter, the descending
register céntents could be lost, a matter of great concern
for both the postal patron and the postal serQice.

Fig. 2 shows a known prior art system for
enhancing the protection of selected memory devices, such as
devices 12 and 13, here called "crucial" memory devices.

Use of such a system might be prompted by the presence, in
memoryldevices 12 and 13, of important postal data such as
descendinq;registér data. In such a case memory devices 12

and 13 may be nonvolatile memories. While memory device 11
_ -
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I n anot hér syst em havi ng an address decoder providing selection outputs to
the various nenory devices in ~the system it is known to nonitor the
sel ection outputs associated with certain of the nenmory devices, and to
take a predetermned action if any of the selection outputs is
continues to receive the write strobe signii 8f line 15,
just as in Fig. 1, it will be noted that the crucial memory
devices 12 and 13 receive a gated'siqnal 40 at respective
write strobe inputs 22 and 23.
5 : with further reference.to Fiqf 2, the selection
outputs 20 of address decoder 16 are connected to respective
-memory devices as in Fig. 1. The system of Fig. 2 dlffers,
however, in that the selection outputs 20 are also prov1ded
to multiple-mput AND gate 61. The selection lines 32 and
10 33 for the crucial memory devices 12 and 13, respectively,-_
are ORed at a gate 65 and provided directly to the AND gate
61. The remainiﬁq éelection lines from the address decoder
16 are each 1&varted by inverters 67 and 69, as shown in
Fig. 2, ana grovided to the AND gaté 61. The address
15 decoder 16 of Fig. 2 differs from many typical addressl
'decoders 16 such as shown in Fig. 1 in that every possible
address of zne high-order address bus 17 is.decoded as one
6r.another of the selection outputs 20. If necessary, a
"none-of-the-above!" selection ocutput is provided to respond
20 to addresses having no intended physical counterpart in the
'system design. The result is that the number of selection
cutputs 20 active at any given @oment is exactly one, no
more and no fewer.
It will be appreciated that the output 63 of AND
25 gate 61 is high if (a) one of the crucial memory devices is
selected and (b) none of the other memory devices is
selected. Signal 63 is one of two inputs to AND.gate 62;
the other is the write étrobe signal of line 15. The

crucial memory devices, then, receive write strobe signals
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selected for longer than a predeterm ned interval of tinme. The
ipredetermned action is to interrupt the wite strobe and sel ection outputs
'to the certain of the menory devices. Although these approaches isolate the
certain nenory devices typically the devices contaihing the crucial- post age
dat a, upowonbgcehErenre ofr somEhest egothescofcial fuenstyt idevicekeysdo little

tor nothing to cure the malfunction when it is caused by a processor running
anok. Thagurgently jkeing selected by the address decoder 16.

In the czrcumstances of a system suffering no
mechanical defect, the system of Fig. 2 offers'no protection
S of crucial data beyond that of Fig. 1. Assuning, for
example, that the address decoder 16 and the address bus 14
and 17 are electrically intact, then the gates 61 and 62
have no effect. The gates 61 and 62 only serve to block
write strobe lnputs at 22 and 23 which would in any event be

10 ignored by memory devices 12 and 13 becausé of the lack of

ﬁ . asserted selection signals on lines 32 and 33. Stated

~8p

differently, a processor 10 misbehaving seriously in a
s?stem of Fig. 2 that is electrically soﬁnd will be capable
of destroving data in the crucial memory devices simply by
15 presenting their addresses on the address bus 14. When the
processor 10 presents a valid address on the address bus 14,
the corresponding selection line, for exaﬁple line 32, will
be asserted and will be received at the chip-enable input 42
of memory device 12.. Likewise, the a strdbe signal on line
20 40 will be made available to the write strobe input 22 of
memory device 12. The possible result is loss or damage to
the cdntents of memory device 12.
Fig. 3 shows another prior-art system intended to
protect data in crucial memogy devices, say memory devices
25 12 and 13. In the system of Fig. 3, the processor 10,
address bus 14 and 17, and address decoder 16 are as in Fig.
1. Memory device 11, which is not a crucial memory device,
receives the write strobe signal of line 15 directly, as in-
Fig. 1, and receives iﬁs corresponding selection signal 31

. . - . /
30 directly, also as in Fig. 1.
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| nportant to distinguish the problens JUSt mentioned fromthe problemit
physi cal mal function of a processor or other system conponent. Sinple
physi cal mal function can be quite rare if conservative design standards are

followed and if thecHysifmiddndisedeickat €9 ? i eqt ﬁéWﬁUéﬁ;”Hb i that the
frequency of occurrence of such physi cal unctions can be |ow. But many

of the aboeeeieatsohection |simnaicies xhe n@&tefsarbsstsmWysical nature

and, if appropriately cleared, '
_ directly. Instead, AND gates 51, 52,

and 53 are provided,
blocking the selection signéls 32 and 33 and the write

5 strobe signal of line 15 under circumstances which will
presently be described.

In the system of Fig. 3, the selection outputs for

'the crucial nemory devices (here, selection signals 32 and o
33) are prcvided t& a NOR gate S5S4. Most of the time the

10 processor .0 .s noc'attempting access to the crucial memory

i ; devices 12 and i3, and so select signals 32 and 33 remain

‘h unasserted (here.assumed to be a low logic level); as a
result the oubpu& §5 of gaté 54 is high. This clears
counter S56.

15 AT such time as the processor 10 attempﬁs to read-
from or write to either of the crucial memory devices 12 or
13, a correspond:ing one of the selection lines 32 or 33 is
asserted. Output 35 of gate 54 goes low, and counter 56 is

able to begin counting.

20 Failure nodes are possible in which an address

line 32 or 33 may continue to be asserted for some lengthy

period of time. For example, a mechanical defect in the

address bus 13 and 17, in the address decoder 16, or in the
wiring of lines 31, 32, 33, and 34, may give rise to

25 continued seiection of a crucial memory device 12 or 13. A
consequence of such a mechanical defect could be a write
instruction from the processor 10 that is intended for, say,
memory device 11, but which, due to the mechanical

malfunction, would cause a chanqé in the contents of memory

30 devices 12 or 13 as well.
: Thig
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need not give rise to permanent |oss of functionality. ft is also
wel | -known to provide "watchdog" circuits in conputerized systems. |In such
a systemthe code executed by the processor includes periodic issuance of a
wat chdog si gnal which serves to clear a watchdog circuit. If an excessive
time passes without Aktreiygh afs tjustwdeshdibbedi gral SYdtam weft Ftigog3circuit

takes protective action such as shutting down the systemor resetting the
processor . offers protection against certain mechanical failures, it

provides only limited protection against the prospect of a

processor misbehaving seriously. As will now be described,

(%]

the system of Eiq. 3 will fail to detect many of the
possible ways a processor may misbehéﬁe, and will be
successful at protecting against only a particular subset of
the possible ways of misbehavior.
Those skiiled in the art will appreciate that

10 .memory read and memory write instructions carried out on the

system bus reprééent-only a portion of'all the bus

activities. Priof to the processor's execution of an

instruction ::raing paft of the stored program, the

| processor ~ust necessarily have fetched the instruction from

15 a memory device on the system bus. From the éoint of view '
of_an observer of tbe bus, the fetch activity is
electrically wvery similar to a memorylread activity, and
each includes a step of thé processor 10 providing an

address on the system bus. The address decoder 16 handles

20 memory read addresses ﬁhe same way it handles fetch
| addresses. n a system functioning properly it is expected
that the fetch addresses will represent retrieval of data
(i.e. instructions for execution) only from locations that

contain data, namely from the memory devices containing the

25 stored program. In a system functioning properiy it is also
expected that fet;hing would never take place from locations
containing data such as the descending register. In systems
such as those discussed herein, where memory devices 12 and
13 are assumed to contain crucial data, it is expected that

30 no fetching would take place from the memory devices 12 and

as &mRTimal
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| at t'er action has the advantage that it may restore normal processor
I f, for exanple, the malfunction was due to a spurious change in

function

t

e value of the instruction pointer -5- or program counter. But the

wat chdog circuit only triggers

wn

10

15

25

30

13. Indeed it would not be out of the ordlnafy for periods
of time to pass in which fetches and memory Accesses (either
reading or writing) occurred on the system bus more or less
in alternation.

Under the normal steps of a typical stored program

(in a system having no mechanical defects) it is expected

‘that processor 10, shortly after initiating bus access to an

address giving rise to the assertion of selection lines 32

or 33, will prcceed to bus access elsewhere in the address

space of the processor. Such bus access elsewhere would

reset the counter 56 and avert the decoupling of gates 51,
52, and 53. |

As cne example, the conventional fetching of
instructions :zr execution.may cause the address decoder to
stop asserting selection lines 32 and 33 and to assert-

instead the selection line for some memory device containing

stored program. This would be the usual process in a system

lacking any mechanical defect. Thus, fetching (at least in
a system that is free of mechanical defect) would generally
Keep the counter 536 reset more or less continucusly, except
in the special case of processor malfunction where the
instruction pointer or program counter happened to point to
a crucial memory.

It will be apéreciated, then, that in the event of
persistent assertion of one of the selection lines 32 or 33
due to a cause other than a mechanical defect, this would be
expected to occur only if the processor happened to be
fetchind instructions for executioén froﬁ_the seledted
meméry. Thus if the processor misbehaves seriously, and if

it happens to be doing so while its instruction pointer or

e
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after the passage of a predeterm ned interval, and processor mal function
coul d conceivably alter crucial data during the predeterm ned interval and
prior to a watchdog-induced reset. In another nmenory protection system a
"window' circuit is provided at the nmenory device _,im_f__lg__gts. The wi ndow
Ci r cui roguphesouhtew L$ ecaus by inagructdpnshéaprbdiddordaR O wite
strobe input of the nmenory device upon receivi@g g .
~be fetched from the crucial data of -one of the memories 12
and 13, the counter 56 would block access to the crucial
memory device after the passage of a presét time interval.
S . In the more general case, however, of a processor
misbehaving seriously with its instruction pointer or
program counter causing instructions to be fetched from a
memory device other than the crucial data, the counter 56
would be periodically cleared, bringing an end to any
10 blocking of access (by gates 51, 52, and 53) to the crucial
memory device. In summary, though the system of Fig. 3 e

protects against some mechanical failures, it does not

comprehensive:, protect against the potential problem of a
processor nmisbenaving seriously. ' §

15 Figs. 3 and 5 show another prior-art system

intended to protect data in cruciél memory devices, say
memory dévices 12 and 13. In the system of Fig. 4, the
processor 10, address bus 14 and 17, and address decoder 16
are as in Fig. 1. The memory devices 11, 12, 13 all receive
20 respective se;ection signals from the address decoder 16
just as in the system of Fig. 1. Memory device 11 receives-
the write strobe signal of line 15 as in the system of Fig.
1. Crucial memory devices 12.and 13, however, receive
inputs at their write strobe inputs 22 and 23 not from line
25 15 but from a window circuit 70. Window circuit 70 receives
requests from the processor 10 by I/0 port transactions or,
preferably, by memory-mapped I/0 transactions. In the

latter arrangement a selection signal 35 from address

decoder 16 is provided to the window circuit 70, and
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setting éignal fromthe processor and decouples the wite strobe output of
the processor fromthe wite strobe input of the nenory device either upon

receivi

predet ermi ned threshol d, whichever occurs first.

ng a clearing signal fromthe processor or upon a counter

reachi ng

As in the wat chdog

ci r cui PFefATaRdysiEmrdpPoRsce heepoka tander agdness pissefton kdwering
data i tgg Bhgelgntervar bet ween the coupling and decoupling of

cruci al
the wi
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In Fig. 5, depicting the window circuit, an output
86 of latch 80 is normally low. The normally-low state of

line 86 turns off an AND gate 81 so that a write strobe

signal 72 for the memory 12 is unasserted. With the line 86

. low, the write strobe signal of line 15 does not have any

10

effect on the output 72 of the window circuit 70. For
similar reasons %n output 73 is also unasserted.

When line 36 and a corresponding line 96 are both
low, which is typically most of the time, a pair of counters

83, 93 are continuously cleared. Outputs 87 and 97 of the

' counters 33, 43 are thus both low, so that an OR gate 85 has

15

20

25

30

a ldwloutput 7t. The processor 10 receives the unasserted
signal 71 at .ts reset input 75,'so is permitted to continue
normal execution of the stored program.

| fnder control of the stored proqram the procéésor
10 gains write access to crucial memory devices 12 or 1; as
follows. Referring now to Fig. 5, to write to memory device
12 the processor.writes a command to the latch 80 -
representative of a request for access. The output 86 of
latch 80 goes high, turning on the gate 81 and permitting
write strobe siqhals of the line 15 to be communicated to
the output 72 of the window circuit, and thence to the write
strobe input of memory device 12. The high level of line 86
causes an inverter 82 to go low, removing the clear input to
the counter 383. Counter 83 commences counting, and if it
reaches a preset threshold its outpht 87 goes high, turning
on OR gaﬁe 85. This resets the processor 10. The preset

threshold of counter 83 is changeable by commands to a latch
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It would be nost desirable if crucial data could enjoy nore conprehensive
saf eguards agai nst processor nmalfunction, with the safeguards inpl enented
in such a way as to permt restoration of proper processor function if
possi ble. The invention and its preferable features are defined in the

a stored program, typically the processor 10 would write a
second command to latch 80 shortly after making its accesses

to memory device 12, causing the output 86 of latch 80 to

(8]

retufn to its normal, low state. This.would reset the
counter 83 and avert any resetting of the processor 10.
:Sinmiiarly, Lf the processor 10 writes a command
{called a setti:ng signal) to a latch 90 to turn on the Eine
96, write access to the memory device 13 will be possible,
10 and the clock 43 will begin counting. In the normal course
of éQents typically the processor 10 would fairly'promgtly
write a second command (called a clearing Siqnal) to latch
50, cutt:nag 9ff the write strobe signal to device 13 an&-
Clearing the counter 93. The counter 23 is programmable by
is commands to @& latch 94. As a consequence, each of the
| counters is individually programmable. This is'desired
because tne.nemorlés 12, 13 are preferably of dlfferent
Storage technologies, for which different wrltlng and access
times may apply. Thus a memory of a technology with a slow
20 access time may be accommodated by prégramming its
respective counter for a longer interval, while memory of a
technology with a fast access time ﬁay be more closely
protected by programming ité respective counter for a
shorter interval. _ _
25 In the system of Fig. 4, a latch 74 is provided;
external to the processor 10 and capable of latching the
reset signal 71. The stored program for processor 10
preferably has steps that cheék, upon execution starting at
zero, to see whether the latch 74 is set. If it is not, the

30 assumption is that the execution from zero was due to

L
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a data protection apparatus,

typically in a postage printing system

conprising a processor addressing an address space, a first nenory,

interconnecting t he processor and the nenory,
generatlng irst sel ection
tia

10

15

20

25

30

a first address decoder
application of poger. If latch 74 i§ 8&f, the

assumption is that execution from zero was due to a reset
from the window circuit 70, and.the processor can
appropriately note the event. Repeated notations of a reset
due to the window circuit 70 will preferably cause the
processor 10, under storéd program control, to annunciate an
appropriate warning message to the user.
| 1  While the system of Figs. 4 and 5 offers some
advantages cver zhe prior art, such as lihiting the
circumstances in which access to crucial memdry devices is
available, a possible drawback is that the system prov1des a
wlndow of time during whlch a processor misbehaving
seriously can &Lier crucial data without being detected.
This is also m'p:oblem with the system.of Fig. 3. As
described above, these systems employ counters which, upon
reaching a preset thfeshold, will reset the processor.
During that vﬁndow'of time the prqsessor has access to the
crucial menory area. Typically, the thresnold will be set
for an interval which is hundreds, perhaps thousands, of
times longer than the length of a write cycle. Therefore, a
processor sisbehaving seriously could write to the protected
area many times over without being detected. As will be
seen, the system of the present invention offers no such
opportunity for the loss of crucial data. Also, the systems
of figs. 3 and 4 have a high component count. A high
component count often means that the system will cost more
to fabricate and consume more power while making the system
less reliable and giving the designer less flexibility.

. Turning now to Fig. 6, a block diagram shows a

system of an embodiment of the present invention. The prime
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signal.iﬁ response to addresses in a first range thereof said first nenDry-
selected by the first selection signal, a second address decoder generating
a second selection signal in response to addresses. in a second range of
addresses nonidentical to the first range of addresses and having at |east
one addfesSsydbEOBYILNiING the §igRilrAdpes Ddicagasotmati @Recircuit
operatively coupled to the processor to receive a request signal therefrom
sai d proigwlismnm raatiitve when they are logic low. Processor 10
provides address signals to the address bus 14, just as in
the system of Fig. 1. The memory devices 11, 12, 13 all
5 receive respective selection signals from the address
decoder 16 just as in the system of Fig. 1. The memory
devices 11, 12, il also receive the write signal WR’ 181-
directly from the processor 10. These memory devices may be.
nonvolatile nemories. The processor 10 provides address
10 signals on the -address bus 14 to the chip select logic 102,
'Unlike conventional chip select logic, the chip select logic
102 of the present invention generﬁtes more than one
sgleétion s:gnal when certain predetermined memory locations
are addressed. In this way, the mémory protection system
15 can be designed to protect ali or a portion of one or more
memory devices. ' For example, in a typical system, one
memory device will corréspond to a range of addresses and
another memory device will have ahother'range §f addresses.
The two ranges will have no address_in comﬁon.. Here, the
20 chip select logic 102 is designed to activate an additional
chip select signal GCS6’ on line 145 if any of a third range
of address spaces is éddressed. fhis extra chip sélect line
145:-4s used as an input to a protection circuit 1i01. The
third range of addresses may encompass all or a portion of
25  either of the first two address-ranges.
This arrangement is shown in fig. 9, the memory
map~df this embodiment of the system. The upper portion of
memory from 80000 to FFFFF, which is memory address area

170, is assigned to memory device 11, an EPROM device.

30 Memory device 11 is selected by a chip select signal UCS’
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annunci ati ng the event of generation of second selection signal in the
absence of receipt of a request signal. According to a particular
enbodi ment there is provided a nethod for use with a data protection
appar at us conprising a processor addr essi ng an address spaCe a first

nMenory, a bus n rcqnnecti rocessor and the
dgcb T odimenk; s EgV P?g

f'réﬁdféggés in memory address area 170. The lower portion of
memory from 00000 to LFFFF, which is memory address area
171, is assigned to memory device 13, a RAM device. Memory
device 13 is selected by a chip select signal LCS’ 146. A
ﬁortion of memory address area 171, the upper 8k froﬁ 1E000
to 1FFFF, denoted memory address area 172, is afforded

protection from spurious write cycles by the system of the

invention. The wemory locations from 20000 to 21FFF,
denoted memory address area 173, are assigned to memory
device 12, an EEPROM device, and are also afforded
protection. Memory device iz is selected by a chip select
siqﬁal Ges7/ 144. Thus, memory address area 172 plus memory
address srea JIX CGomprise a protected mémory area 174. An
address decoder 2f the logic ioz is set up so that wheh.;n
address in the protected memory area 174 is addressed, the
additional chip select signal GCSG'_145 becomes active.

In order to generate the additional chip select
signal GCsSé’ 145, cthe chi§ select "logic 102 may be
implemented by several address decoders, an example of which
is shown in f:g9.-8, or by a single unconventional address
decoder, where a conventional address decoder is one that
operates such that for each one of a multiplicity of
addresses in the address space, exactly one of a plurality_
of selection signals is generated. In fig. 8, address
decoder 140 is a conventional address decoder. The second
address decoder 141 generates GCS6’ 145 which is active when
aﬁ address in the protected memory area 174 is addressed._
Both address decoders 140 and 141 receive the high-order

address lines 17 from the address bus 14. In this

- -

T

a first address

e STRET 31 M FRSE ¢:t“" addresses in a |

e
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thereof "said first nmenory selected by the first selection signal, a second

address decoder generating a second sel ection signal
addresses in a second range of addresses noni denti cal
addresses and having at |east one address in common with the first
and a protection circuit operativel

r equeSIMRSAGAEN Ty hERET FBRTd t 3ATARATH SR OSREr F4PngWRRENSTEPY Be !
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discussed below, receives all the address lines of the
address bus 14. Theladditional selection signal GCS6’ 145
is utilized by the protection circuit 101, along with other
processor-generated signals, to determine whether the
protected memory area 174 ﬁas been intentionally or
erroneously selected by the processor 10, thereby reducing
the likelihcod 3f the loss of important data which may-.
result from sguricus write signals.

in édditlon to GCS6‘’ 145, a requeét sigqal RQST*
180 is input to the protection circuit 101. RQST’ 180 is
generated by the stored program of the prdcessor 10 just
prior to tne nrscessor 10 accessing an address in the
protected wemosy frea 174, that is,'simultangously
generating an ucthe write signal WR’ 181 and an active chip
select signal GCS6’ 145. If the attempted write to the
protected nmenmory area-l?4~is the result of a processor
error, rather than an intended instruction, the stored
program of the processor 10 would probably not have
previously'generated the request signal RQST’ 180. In this
manner, presence or absence of RQST’ 180 lets the protection
circuit lbl know whether the attempted w:ite to the
protected memory area 174 is the result of a processor
error.

In this embodimenﬁlof the invention, the fequest-
signal RQST’ 180 is the conjunction of RD’ 182 and a chip
select signal GCS4‘ 147. The conjunction is implemented
here by an OR gate 136. GCS4’ 147 is generated by the third

address decoder 142 within the chip select logic 102.

I n response to
to the first

range of
range,

coupled to the processor to receive a

|

Unlike address decoders 140 and 141, address decoder 142 = ———
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generating a request signal; addressing an address in the second range of
addresses during a wite cycle; generating the second sel ection signal in
t he second address. decoder; and

receives all the address lines from the address bus 14 so
that only one specifit address 175 will cause the address
decoder 142 to activate GCS4’ 147. GCS4‘ 147 is generated
in response to the processor 10 addressing this
S predetermined address 175 as part of the stored proqfam's
"request" activity. The request activity also includes
generating an active RD’ 182 simultaneously with the -
predetermined address 175.
When the protection circuit 101 receives an active
10 RQST’ 180 prior to an active WR’ 181 during which'en address
in the protected memory area 174 is selected, the protection
circuit 1bi does not take any corrective action. However,
if an address Im the protected memory area 174 is selected
while WR’ 1%t iS active, and the protection circuit 101 hae
15 not previously received an active RQST’ 180, the protection
circuit 101 will annunciate the error by sending'an active
siqnal.NMI 135 to the processor nonmaskable interrupt input
117.
Those skilled in the art will readily appreciate
20 that, rather than using a "read" operation from a predeter~
mined single address in the memory space of the processor,
one could employ any of a wide range of request activities
in this connection without departing in any way whatsocever
from the invention. In other embodiments, one_eould employ
25 a "write" activity to a predetermined address, or an input
or output to or from a predetermine§ port in the I/O space
_of'the processor. Furthermore, in systems where less than
all the address space is filled with responsive hardware, it
would not be neceesary that the above-mentioned

30 predetermined address be a single address; a range of
-
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witing to an address in the second range of addresses. Preferably, t he
protection circuit of the apparatus conprises first and second bistable
gates; and wherein the nethod conprises, after the first generating step
and before the second generating step, the further step of setting the
first bistable gate to a first state; and wherein the nethod conpri ses,
after the saddwesses could be used. Stated differently, the third
address decoder might only incompletely decode the address
bus, decoding less than all of the address lines, for
example. Finally, depending on the hardwére configuration
5 of_the processor, thé request signal could be a discrete
output of the processor, a serial output of the processor,
‘or any other usable signal or combination of signals from
the processor.
it witt also be appreciated that the disclosed
10 embodiment has the output of the.protection circuit as a
!ﬁb' nonmaskable interrupt to the processor. This is felt
preferable, and the software design preferably defines an
interrupt handler for the nonmaskable interrupt that takes
corrective action as requiréd. Corrective action includes,
15 for example, logging the error to an efror log region_in
nonvolatile memory, storing useful debugging information
such as the stack céntents, and manipulating the stack so
that Qhen control returns from.the interrubt handler (i.e.
when the subroutine stack is popped) control willfpass to a
20 well defined address rather than the presumably aberrant
gi address previously being execuﬁed. As another corrective
step, the software activity may include performing a cross~
check Setween the two stored copies of the descending
| register and between stored copies 6f other crucial
25 information such as batch count, piece count, ascending
register, and the like.
- Those skilled in the art will further appreciate,
however, that other output configurations could be employed

without deviating from the invention. For example, the

30 output could be a reset to the processor, which may be
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: generating step and before the witing step, the further step of clocking
“the second bistable gate. Preferably, the apparatus further conprises a
third address decoder responding to a predeterm ned address, and wherein
the request signal conprises a read cycle for the predeterm ned address.
Preferably, t he apparatus further conprises postage printing neans
control | eowghtt ef as a highest-priority interrupt. As another

example, one could employ a hardware latch E§ store the

event of the protection circuit having been triggered.

Then, after the processor has been reset or interrupted, the

S processor could consult the state of that hardware latch to
ascertain the reason for the reset or interrupt. As yet

another example, the output could be an input to a system

that denies further access to the protected'memories by
means of a bard@acerlevel interruption in the bus control

10 signals to the grotected memories. The latter approach
does, of course, increasé the component count and forgoes
the poésibility of a software recovery through the simple
application of bhe.;nterrupt'to the processor. |

gchrFiﬁa.mpw to Figs. 7 and 10, the protgctioh

15 | circuit 101 works as follows. At time 150, the positive
edée WR’ 181 triggers ; bistable gate, here a D-type flip-
fiop 115, at zhe clock anut 125. The D inpgt 132 of flip-

:flop 115 is tied to a low 51gna;. Therefore, flip-flop 115

will be cléared and an output signal FF1OUT 183 at the Q

20 output 120 will be low when flip-flop 115 receives the
positive edge cf ahy WR’ 181. This cledring operation is
also seen to occur at time 153. _

The "set" input 127 of flip-flop 115 is tied to

the output of the OR gate 136, i.e., the request signal

25 RQST’ 180. At time 151, RQST’ 180 is active, causing FF10UT
183 at the Q output 120 of flip-flop 115 to.be set to a high
state. The Q output 120 of flip~flop 115 is connected to
tﬁe clocked input-lzl of a second bistable gate, here

another a D-type flip-flop 116. Flip~-flip 116 is triggered:

30 at its clock input 126 by a signal FF2CLK 184. FF2CLK 184

Sheet Has Been Reﬁlaced

A



10

15

ézo

25

30

addr esses,
Spuri ous pr.ocessor !
P P 2CR3iaR

ﬂfﬁrocessér and a descending register indicative of an arount of postage
avail abl e for printing; and wherein the first nenory is nonvolatile;
wherein the step of witing to an address in the second range of addresses
conprises storing the descending register within the second range of
wher eby t he descending regi ster data are protected from

durlgg gké sxmultaneous occurrence of an active WR’
181 and an active GCS6’ 145, i.e., a wrlte to a protected
area of memory, and is implemented by a NOR gate 11S5. As
shown at 154, if flip-flop 115 has hot been set by RQST’
180, and flip-flip 116 is triggered by an attempt to write
to the protected area,.tbe low FF10UT i83 signal at the
€lip-flop 1i5 @ output 126 is input to flip-flip 116 and the
Q’ output 122 of flip-flip 116 sends é high sigﬁal NMI iés
to the nonﬂaéﬂacle nterrupt input 117 of the processor 10
as an énnuncxaczon of an erronedus write cycle to the

protected memory area 174. Thus an attempt to access the

protected area without the processor 10 having generated a

proper reques: 83ignal RQST’ 180 will cahse an interrupt in
the syétem. '_

On the other hand, if the attempted write to the
protected area is not the résult'of a processor errof, the
processor .9 wiil have generated RQST’ 180 prior to receipt
by flip-flop 116 of signal FF2CLK 184 at the clock input'1zs
of flip-flip 116, thus setting flip-flop 115. In this
case, a high FF1OCT 183 signal will be output from flip-flop
115 and input <o flip-flip 116 when flip-flip 116 is
triggered, 2nd the flip-flop 116 output Q‘ 122 will be a low
signal when triggered by FF2CLK 184. Thefefore, as seen at
time 152, no nonmaskable interrupt occufs. Note that the
entire system will be reset if a SYSRES'’ 186 is asserted.
This signal is received at the "reset" input 75 of the
processor 10 and at the "set" input 128 of flip-flop 116.

The invention as described above has many
practical applicatioqs. The embodiment de;icted in fig. 6

includes a postage printing means 160 .controlled by the

IhmBaml«Thuﬂ
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-8- The invention can be put into practice in various ways, by way of
exanpl e sone of which will be shown and described with reference to
drawi ngs,- of which: Figs. 1, 2, 3 and 4 are functional bl ock diagrans of
prior art nmenory addressing systens;

processor 10. 1In a typical postage printing system, there
is a descending register which indicates the amount of
postage available for printing. The d&ta contained in the
descending register is considered crucial and thus would be
S written to the protected hemory area 174 of the present
invention to protect the data from spurious write cycles.

; ] Referring now to figs. 11(a) and 11(b), the method
of the invention is depicted in flowchart form. Fig. 11(a)
is the methoc :f the invention which is performed when the

;0 processor 10 is correctly writing to the protected memory
area 174. This assumes that the software is running the
correct routine for writing to the protected memory area.
As such, a :equest'siqnal-is generated. The processor 10

then addresses an address in the protected area of memory

15 174 during an active WR’ signal and the chip select logic
102 generates the chip select signal corresponding to the
memory device bpelng accesséd as well as. the chip select
signal GCS6’ corresponding to the protected memory area 174.
Finally, data is written to the protected memory area 174.

20 When the apparatus includes a postage printing
neans 160, having a descending register which indicates the

amount of postage available for printing, the write to the

protected memory is characterized by storing the descending
register data within the protected memory area 174.

25 _ Fig 11(b) is the method of the invention which is
performed when the processor erronéously attempts to write
to the protected memory area 174. This assumes that the
software is not running the correct routine for writing to
the protected memory area and therefore no requeét signal is

30 generated. It is postulated that this could happen if
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Fi g. 5is a functional

bl ock diagram of the window circuit of Fig. 4; Fig.

6 is functional block diagramof. a nenory addressing system according to

the invention, including a protection circuit and chip sel ect |ogic;

is a functional block diagramof the protection CIrCUIt of Fig. 6;

s a funghiongh sk id AER Ol nbN8r80L0sor happefidd €5 start
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executing data rather than program code, for example.
First, the processor 10 addresses .an address in the
protected area of memory 174 during an active WR’ signal.
Then the chip select logic 102 generates the chip select
signal cofrespondinq to the memory device being accessed as
wefl as the chip select signal éCSS' corresponding to the
pro;ected memory area 174. Since this is an illegitimate
attempt to write to thé-protected memory area 174, the
processor 10 1s 1nterrupted.

It will be appreciated that the system and method
of thé present invention have several advantages over ﬁhe

prior art. Ff:rst, the memory protection system of the

‘present invention allows for flexibility in choosing what

memory is to be protected. Unlike conventional memory
protecﬁion systems, the present invention may be implemented
to proteét all or only a portion of a particular memory
device. Additionally memory locations in more than one
memory device may be brotected and these memory devices may
be of differing technoiogies.

Moreover, the memory ﬁrotection system of the
present invention does not wait a predetermined interval of
time before taking proteétive'action as do the prior art
systems which employ "watchdog" circuits, "window" circuits
and circuits which monitor the length of time a selection
output is selected. Such systems provide a window of time
during which crucial data may be lost from the protected
memory area. In the present invention flip-flop 115 is
cleared after each active write cycle. This is illustréted

at 150 and 153 of fig. 10. Thus, if the protected memory

Fig. 7
Fig. 8

This Sheet Has Been Re

I

o ||IIII

laced




sel ect rdgic of Fig. 6; Fig. 9 is a nenory map of the system according to
the invention; Fig. 10 is a timng diagramof the systemaccording to the
i nvention; and

¢

area 174 is selected during a write cycle other than the one
immediately following generation of the request signal,‘the
output of flip-flop 115, and necessarily the input of flip-
flip 116, will have gone.béck to a low signal and the

S protection circuit 101 will interrupt the processor 10 with
a high flip-flip 116 Q’ output. Therefore,-there is no

window of time avalilable to a misbehaving processor in which

the processof could erroneously write a possible
nultiplicity z: byvtes of data to the protected memory area
10 174. .

One further advantage over the prior art is the
low component count of the present invention. 1In its
preferred enbodiment, the protection circuit 101 consists of
only two €fi:p-clops and two logic gates. Other, less

15  effective, memory pfotection measures require numerous

~counters, latches and logic gates. A low coﬁponent count
provides four cenefits. First, the cost of fabrication is
decreased. Typically, the memory protection device of the
present invention will be fabricated on a separate

20 application-specific integrated circuit (ASIC) so
fabrication :s an important consideration. Second, tﬁé.ASIC
will take up less space, giving gfeater flexibility for the
design of ﬁhe overall system. Third, reducing component
‘count reduces power consumption, which is of particular

25 importance in a protection circuit since the circuit is
relied on heaviiy when the system is running on backup
power. Fourth,_reiiability of a circuit which employs fewer

components is greater since there are fewer parts which

i

'
i
i

could fail.
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Fi-gs. 11(a) and 11(b) are flow chart representations of ‘the nethods
according to the present invention. Like elenents in the figures have,
where possi ble, been shown with Iike reference designations. Before
di scussing the present invention in detail, this section begins with a
di scussion of the prior art. In the typical prior art nmenory, addressing
systemof Fig. 1, a While the above is a description of the  invention
in its preferred embodiment, various modifications,
alternate constructions and equivalents may be employed.
Therefore, the above description and illustration should not
S be taken as limiting the scope of the invention which is

defined by the appended claims.

—_—
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processor 10 is capable of witing data to negg%%_ggnges_ii——&2-and
means of a system bus 19, of which address bu and wite be lin
are shown. Sone of the address |ines x address 3 “‘\m‘“i‘ ; ‘jpd to a_—
conventional address decoder 16, these so-calle “ py? ] ddLess
I'i nes areué+§§g%§s t he hi gh-order portion 17 of t*he‘a ress us. The

so-cal | ed tder" portion 18 of the address bus 14 is prOV|ded to
menory devices 11, 12, and

1 1. A data protection apparatus comprising: a
2 processor addressing an address space, a first memory, a bus
3 inﬁerconnectinq the pfocessor and the memory, a first

4 address decoder generating a first selection signal in

W

response to addresses in a first range thereof, the first

6 memory selected by the first selection signal; a second-

~4

address decoder generating a second selection signal in

K:] response.to addresses in a second range of addresses

.ﬁ’; 9 nonidentical to the first range'of addresses and having at
10 least one address in common with the first range; and a

11 protection circuit operatively coupled-to the processor to
12 receive a reguest signal therefrom, the- protection circuit
13 annunciating tne event of.generation of second selection

14 signal in the absence of receipt of a request signal.

1 2. Data protection apparatus as claimed in claim 1,
2 wherein the processor has a nonmaskable interrupt input, and
3 wherein the protection circuit annunciates the event by

4 generating the nonmaskable interrupt input.

1 _ 3. Data protection apparatus as claimed in claim 1 or 2,

2 further comprising a third address decoder responding to an
3 address, and wherein the protection circuit is further
4 characterized in that the request signal comprises a read

S cycle for the address.

1 4. Data protection apparatus as claimed in claim 1,2 or 3,

2 wherein the protection circuit comprises first and second
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13, and to other devices in the nenory space of proce |ty
the data |lines and other control lines of. the Systeg‘ﬂi‘i l\“ﬁlﬂ[a‘!mﬂ

fromFig. 1, as are the other devices on the system ) oard,
di splay, read- only nmenory and printer. In the prior art system of Fig. 1

the wite strobe signal WR from the processor OV|ded line 15
to thelwrlt?bs%‘?mo%l SRt §h?1%lf§t . tﬁfs?'ﬁet?re # %e H)/t%

4 request signal. and set to a second state by a write cycle in
5 the absence of the request signal, the second gate receiving
6 a clocked input from the first gate, the second gate clocked
7 by the write cycle to an address in the second range, the

8 output of the second gate comprising the annunciation.

1 5.  Data protection apparatus as claimed in claim 1,2,3 or 4,
2 wherein the_firsf address decoder generates a third

3  selection éiqnal in response to addresses in a third range
‘ii . 4 - thereof, the third ranée having no addresses in common with
5 the_firét range, the third range having at least one addresé

6 in common with :hefsecond range; the apparatus further

~)

comprising & second memory selected by the third selection

8 signal.

1 6. Data protection apparatus as claimed in claim 5,
2 wherein the first and second memories are nonvolétile, and

3 employ differing storage technologies.

1 7. The data protection apparatus of claim 4

2 wherein the first and second bistable gates comprise D-type
3 flip-flops, the write Siqnal opéraﬁively connected to the

4 cloék input of the first gate, the D input of the first gate
S operatively connected to a logic "low" level, the set input
6 of the first gate operatively connected to the request

7 §ignal, the clock input of the second gate receiving the

3 conjunction of a processor write signal and the second

9 selection signal, the D input of the second gate receiving
-
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12, .and 13 respectively. NénDry device sel ection signals are provided by
select lines 20 running fromthe address decoder 16 to "chip enabler”
inputs of the nenory devices. For exanple, select-lines 31, 32, and 33

provi de respective select signals to correspc,mlmgmm"m"mﬂmr I nput s
41, 42, '

31

10 an output of the first gate, and the output of the second

11 gate comprisinq-thé annunciation.

1 8. Data protection apparatus as claimed in any of claims 1 to 7

2 wherein the first address decoder, second address decoder
3 and protection circuit comprise an application-specific

integrated circuit.

Fys

. 1 ' 9. 'Data-protectign apparatus as claimed in any of claims 1 to 8
2 further characterized in that the first address décoder
3 genératg; a plurality of seiectiqn signalé such that for
4 each of a multiblicity of addresses in the address sSpace,
S  exactly one of the plurality of selection signals is |

6 generated.

1 10. Data protection apparatus as claimed in any of claims 1 to 9,

2 furcther compr:s:ng gostage printing means contirclied by the
3 érocessor and 31 descending register indicative of an amount
4 of postage available for printing; and wherein the first

S memory is nonvolatile, and the descending register is stored
5 in the firs:t -emory within the second range of addresses;

7 whereby the :escending register data are protected from

spurious proccessor wWrite cycles.

o

T
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and 43 of the nenory devices 11, 12, and 13, resp Lvely. A Line 34 from
address decoder 16 is indicative general ly that" tﬁwl ects
ot her nenory devices than those shown explicitly i uch menory
devices typically include ROM (read-only nenory), I w

i'nput / out put devi ces such as a keyboard, a displ ay, a prin mbl 'screte
i nput/output |atches. It will bespoted that in the system of Flg *1 the

11. Data protection apparatus as claimed in claim

1
2 10 when dependent on claim 6, further ccmprising a second
3 descending register also

4 indicative of the amount of postage available for printing;

5 wherein the first deécending register is stored in‘the first
6 memory within.the second range of addresses, and the second
7 descending register is stored in the second memory within

8 the second ranqe of addresses, whereby the descending

‘ 9 reglster data are protected from spurious processor write

10 cycles.

1 ' 12. A method for use with data protection

2 apparatus comprising a processor addressxng an address

3 space, a first memory, a bus,lnterconnectlng the processor
4 and the memory, a first address decoder generating a first
5 selection.signal iﬁ respohsé to addresses in.a first range
6 thereof, the first ﬁemory-selécted by the first seleation

7 signal, a second address deéoder generating a second

8 selection signal in response to addresses in a second range

9 of addresses nonidentical to the first range of addresses

10 and having at least one address in common with the first

11 . range, and a protection ciréqit operatively coupled to the

12 processor to receive a requéat signal therefrom; the metﬁéd
13 conprising the steps of:

14 e addressing an address in the second range of

15 addresses;

16 ' generating the second selection signal in the
17 second address decoder; and -
' . This Sheet Has B
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wite strobe signal is provided to all nmenory dew Including L1, L2,
and L3, whenever asserted on |ine 15 by the proce If the processor

or LO
10 were nisbehaving seriously (as distinguished f Dimwl”m ﬂ’m .
processor or other system conponent failing in a _ §ﬂ nnt way)
t he processor 10 coul d provide addre3¥es on the'address bud’ 14 that were
meani ngful to the address decoder 16, enabling one or another of nenory
devices 11, 12, and 13 fromtine to

18 annunciating in the protection circuit the
19 event of generation of second selection signal in the

20 absence ‘of receipt of a request signal.

1 13. A method as claimed in claim 12, wherein the processor
2  has a nonmaskable ihterrupt input, and wherein the method
3 comprises the further step of:

4 : annunciating the event by generating the

p—l

F ] ] nonmaskable interrupt input.

1 14, A method as claimed in claim 12 or 13, wherein the apparatus
2 further comprises a third address decoder responding to a

3 predetermined address, and wherein the requeét signal

4 comprises a read cycle for the predetermined address, and

5 wherein the annunciating step further comprises annunciating

6 in the protection cifcuit the event of generation of second
7 selection signal in the absence of receipt of the read cycle

8 for the predetermined address.

1 15. A method as claimed in claim 12,13 or 14, wherein the protection

2 circuit of the apparatus comprises first and second bistable
3 gates, and wherein the method comprises, after the
4 generating step and before the annunciating step, the

5 further steps ot:

6 clocking the first bistable gate to a first

- o=

i 7 state;

= 8 receiving the clocked output of the first

9 gate at the second gate; and -—~—"”’*ﬂrﬂ~’”———~—

i




T_ine. If the wite strobe signal of line 15 were asse

eri.ods of

the

) enabl ement, the contents of sone or all of the
1, 12, and 13 could be lost. In the case of a posta e\f\ nﬁ“ B m
descendi ng regi ster contents could be Iost a natterlo or

drt system
10

11

pe

(8]

(4}

)

oth the postal patron and the postal 5¥| Fig. sh oms a known prior

for enhancing the protection 0 selected nennry deV|ces such as

zlocking the second bistable gate, the output

of the second bistable gate comprising an annunciation.

16. A method as claimed in any of claims 12 to 15, wherein the
apparatus further comprises a third address decoderlresponding to a
predetermined address, and wherein the request'signal
comprises a read cycle for the predetermined address, and
wherein the annunciating step further comprises annunciating
in the protection circuit the event of generation of second
selection signal in the absence of receipt of the read cycle

for the predetermined address.

17. A method as claimed in any of claims 12 to 16, wherein the
apparatus further comprises postage printing means controlled by the |
processor and a descending register indicative of an amount
of postage available for printing; and wherein the first
memory is nonvolatile, the method comprising the additional
step of:

storing the descending register in the first
memory within the second range of addresses,
Qhereby the descending register data are

protected from spuriocus processor write cycles.

1 18. . A method for use with a data protection
2 apparatus comprising a processor, a memory device, and an
3 address decoder generating a selection signal defining a

- This Sheet
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devices 12 and 13, here called "crucial" menory devices: Use of such a
system m ght be pronpted by the presence, in nenory devices 12 and 13, of
i mportant postal data such as descendi ng register data. ase
menory devi ces 12 and 13 may be nonvolatile nenories. Wile rm\“ ““ ev ce

) 3 \\\l\ll\ \\\l\\ e

4 protected regién of the memory device, the protected region
S comprising less than all of the addresses of the memory

6. device, the rethod comprising the steps of:
7 addressing an address in the protected region
8 of memory during a write cycle; and

9 interrupting the processor.
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Fig. 1, it will be noted that the crucial nmenory devices 12 and 13 recei
a gated signal 40 at respective wite strobe inputs 22 and 23. Wth furt
reference to Fig. 2, the selection outputs 20 of address decoder 16 ar
connected to respectlve menory devices a8 in Fig. 1. The systen1of F|g P02

differs,
ABSTRACT

- 11 - continues to receive the wite strobe signal of line 15, just as ig

DATA PROTECTION APPARATUS AND METHOD

5 A data protection apparatus has chip select logic
102, a protection circuit 101 and one or more memory
devices 11-13. The chip select logic is designed so that
when protected memory is addressed, more than one
selection signal is generated. 1In this way, a protected

10 memory area may encompass all, or a portion, of one. or
. more memofy devices. The additional selection signal is
processed by the protection circuit which will interrupt

the processor if protected memory is addressed during a

write cycle in the absence of a request signal which the
15 processor is programmed to generate just prior to its
writing to a protected memory area. '
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haqwever, }n that the selection outputs 20 are -al so vided to
mul tiple-input AND gate 61. The selection lines 3 nd 33 for the cruc
menory devices 12 and 13, respectively, are ORed at a gate 65 and provid

directly to the AND gate 61. The remaining selection lines fromthe address —
decoder 16 an4 each inv@rted by invert&s 67 and 69, as shown in Fig. 2,

and provided nto the D gate 61, The der 16 of Fig 2 differs
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hi gh- er der address bus 17 is decoded as one or another of selectio
out puts 20. If necessary, a "none-of-the-above" selection ut is
iprovided to respond to addresses having no intended physical counterparfk in

the system design. The result is that the nunber of selection outputs 2
active at an%ﬂgiven nonent is exactly one, no nore and no fewer.

decoders 16 such as shown in Fig. 1 in that every poséiblesgﬁifess of tne

— !
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It will

of the cruci al
devices is selected. Signal
" other is the wite strobe signal of line 15. The cruci al

be appreciated that the output 63 of AND gate 61 i

menory

devices is selected and (b) none of kg
63 is one of two inputs to AND g
nmenory devic s

then, receive wite strobe signals
FROM PROCESSOR
' A N
80 90
/ / 70
LATCH - LATCH /
2 3 _-96 of
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-12- onl

bei ng s¢g

sufferin
of cruci
addr ess

SRR Iy W

g no {mechani ca

decoder

“when one or another of the crucial menory devi ces, ijsycurrently
ctdd by the address decoder 16. rn the circunstan of a system
defect, the systemof Fig. 2 offers

al dgta beyond that of Fig. 1. Assuming, for exanple, that the

16 fand t he address bus 14
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The gates 61 and 62 only serve to block wite strobe inputs and 23
whi ch woul d in any event be ignored by nenory devices 12 and ecause of
the lack of asserted selection signals on lines 32 and 33. Sta
differently, a processor 10 m sbehaving seriously in a systemof Fig. 2
that is electrically sound will be capable of destroying data in the
crucial nenory devices sinply by

and 17 ‘are electrically intact, then the gates 61 and 62 have go effect.
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presenting their addresses on the address bus 14. \Wen the processor

presents a valid address on the address bus 14, the_ correspondi selectlon
line, for exanple line 32, will be asserted and will be receiv t t he
chi p-enabl e i nput 42 of nenory device 12. Likew se, the a strob |gnal on

line 40 will be made available to the wite strobe input 22 of nenDry
device 12. The possible result is loss or danage to the contents of nenory

devi ce 12.

— L =
AT T z -
-~ - ~ T
\w r "v' :’, ()
Ji Jl J J v
O I I >
{ y
iz — 4 o -
&=
o B e A e o
ol W S A B -
. A ~
4 N AN +
4 N J
P J
N )
I s
NI N 1 @
be gl —
= Z r |1 é
N |
I address bus
I
o
"This Sheet Has Been Rep

(GG I



Fi g 3*-shows another prior-art systemintended to protect data |Jfcyuci al
menor y" devi ces, say nenory devices 12 and 13. In the system of Fi 613, the
procesSor 10, address bus 14 and 17, and address decoder 16 are as {n Fig.
1. Menry device 11 which is pot a_crucial nenory device, receives the
wite strobe signal of line 15 directly, as in Fig. 1, and receives its

corresponti-ng—setecten—sgrab—3t—di+esctly—also as in Fig 1
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si grat-s—e+—t-he wite strobe-si-gnal—directl y'....I.ns.I.ea.d,-..AND-g«:i,_t,_es 51,.
53 are provided, blocking the selection signals 32 and 33 and the wit

13- Crucial nemory devices 12 and 13, however, do not réTerve sel ecrggz
and

-:';.M
1\
_ =4
—_—— = = - . L )
| N9
" L 1 L . L [
___cr_.‘___-.:% - - )
i L - "‘ E
— o — el e e ——— o— e T
- —
\.
- — —n | wee e | s " —ane B —‘---‘-—-*\‘ -
0 .
T —
P ——— - — — — — ‘ .
T T v
p—— w
— —— — — v wwms el w— —— popr—— — el \.-?
—1 e
- S \- _
- N
--__§__.. -
- Q . -
g e = e
\‘ hli_ - ‘_ - & ~
yoo) —ak-- -__T . A -3 — e and
&3 FNITETTY e -
\()- E g ' 2 o . [ -
N U TR S ) «“ _'
\ T—- — . -
! T

- This Sheet 14

= il I i




:J,_r.obe si'g!\altl (%9 l'ine 15. under circunstances whi c'h( (L\)iéﬂ) presently be‘%@
¢l a

de;scri bed. e systemof Fig. 3, the selection outputs for the cr
: eVl CE ere '

men —~sgl ection signals 32 a ar e ided to a
gate 5 .ejmt 16f the ti

s nbteathenpfing

t he processor.

cgucs mepory.deyi ces 12 ynd 13, and gect . signals 32, and 3 remain
uhassgﬁedn%‘uerf% ésrs"i']‘rred toybe a | ow ogiS%_ Igver') ;““as“'é‘/ g \
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result the output 55 of gate 54 is high. This clears counter 56. Atsgast
Lime as the processor 10 attenpts to read fromor wite to either of the
c¢rucial nenory devices 12 or 13, a correspondi ng one of the selection |ines

32 or 33 is asserted. Qutput 55 of gate 54 goes |low, and counter 56 is able.

to begin counting. Failure nodes are possible in which an address B
-1 -

DATA PROTECTION APPARATUS AND METHOD

. The invention felates generally to the protection
of'importanc or critical data in memory devices, and relates'
par;icular'y to protection of such data in postage meters.

When important Lnformatlon is stored in a computer
system it is connonplace to provide secur1ty against loss of
some or all of the'information; for example by making a
backup copy of the information. In some systems, however,
the information as stored in the system is what musﬁ be
capable of being relied upon, and the tﬁeoretical feasib-
ility of relying on backups is of little or no value. An
example of such a system is the electronic postage meter, in
which the amount of postage available for printing is stored

in a nonvolatile memory. The user should not be able to

of REPLACED SHEETS SG REPLACEMENT SHEETS ~ $G
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line 32 or 33 ylcontinue to b sserted for some lengthy period of tinme. .
for exanple, a hapiscNOV d@9éecl | n the address bus 14 and™hipphee 'lh Replaced |
"addr ess decoder {14, or in the wiring of lines 31, 32, 33, aﬁ ;aw l';ﬁl’e :
rise to continugd S&rection of a ¢rucial nenory device 12 ¢ i
consequence of quch_a nechanical-defeet 2ceuld be a wite instruction from
the processor 10 that is intended for; say, nenory device 11, but which,
due to theafgel@nithal stored postage data in any way other than

D

reducing it (by printing postage} or increasing it (by
authorized resetting activities). Some single'stcred
location must necessarily be relied upon by all parties (the
customer, the postal se;vice, and the provider of the meter)
as the sole determinant of the value of the amount of
postage avajilable for printing. 1In electronic postage
meters that single stored location is the secure physicél
housing of the nmeter itself. Within the secure housing one
or more items of data in one or more nonvolatile memories
éerve to determiﬁé ;ne amount of postage available for
printing. '

Expe:xgnce with modern-day systems employing
processors shows that it is advantaggous_to guard against
the possibility of a processor running amok. Generally a
processor is expected to execute its stored program and it
is assumed the stored program contains no programming
errors. Under rare circumstances, however, a processor may
commence executing somethiné other than the stored progran,
such as data. dUnder other rare .circumstances the processor,
even though it mavy be executing the stqred program,
nonetheless behaves incorrectly due to the incorrect
contents of a processor register or a,memory.location. The
former may occur if, for example, the instruction pointer or
program counter of the processor ch;ngés a bit;due to, say,
absorption of a cosmic ray. The latter may occur if the
contents of the processor register or memory location are

changed by that or.other mechanisms.j : . 7 ¥
B B0 AT PN S A

IR LR TRy '
In pragmatic terms it is not possxbie‘to prove the

correctness of a stored program; testing and debugging of
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mal f unction, Mo Rarlge in the contents of nenory devices 12 or !
13 as wel | . Al t ho st} described the system of 'ﬂnﬁshee%H@é‘BeeﬂBeiliced '

S M 9R6.
protection ag'Ei nsi2 chHanical failures, it provid lm MI I",I” F

protection agpipst_th ct} of a
the program serve at best to raise to a relatively high

-3

level (but not to certainty) the desiqner's confidence in
the correctness of the code. Nonetheless an unforeseen
combination 6f internal states, or an unforeéeen set of
inputs, has been known to cause a program that was thought
to be fuily debugged to proceed erroneously.

For all these reasons in systems where crucial
data are stored in what is necessarily a single location
uhder contrecl of a proceésgr running a stored program, it is\
highly desirable to provide ways to detect a processor
runninq amok énd to reduce to a minimum the likelihood of
the processor’s harming the crucial data. In the particular
case of a postage meter, it is desirable that the amount of
postage avali.apie for printiné, also called the descending
register, be recoverable by an authorized technician even if
the system is completely inoperable from the cusfomer's
peint of view, even after any of ‘a wide raﬁge of possible
processor malfunctions.

NHumercus measures have beeh attempted to protect
crucial data i1n such systems as postage meters. In a system
havirg an address decoder providing selection outputs to the
various memory devices in the system, it is known to monitor
all the selection outputs of the address decoder, and to
permit the processor’s wriﬁe strobe to reach certain of the
memory devices only if (a) the address decoder has selected
one of the certain memofy devices, and (b) the address |
decoder has not selected any memory device other than the
certain memory devices.

In another system having an address decoder

providing selection outputs to the various memory devices in
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processor m gbg¢having seriouply. As will now be descrl bﬁ-&ishée@ﬁas
Fig. 3 will faill 26 N0V9996 nhny of the possible ways a p Z“N

m sbehave, apdjwi || be succepsjul at protecting against

subset of thé¢ possi of | m'sbehavi or. Those skiIIe

appreci ate thatl_nempry read anfl menory-whkite instructions carrled out on
“the system bus represent only a portion of all the bus

the system, it is known to monitor the selection ocutputs

associated with certain of the memory devices, and to take a
predetérmined action if.aﬁy of the seléction outputs is
selected for longer than a predetermined interval of time.
thg predeterained action is to interrupt the write strobe
and éelection outputs to the certain of the memory devices.
Although these approaches isolate the certain
memory devices ftypically the devices containing the crucial
postage data: upon occurrence of some categories of malfunc-
tion, they do little or nothing to cure the malfunction when
it is caused by a processor running amck. That is, it is
important to distihquish the problems just mentioned from
the probiem 1t physical malfunction of a processor or other
system coaponenc. Simple physical malfunction can be quiﬁe
rare if consérvative design standards are followed and if
the system is used in rated ambient conditions, so that the
frequency of occurrence of such physical malfunctions can be
low. But many of the above-mentioned failure modes are not
of a lasting physical nature énd, if appropriately cleared,
need not give rise to permanént loss of functionality.
It is also well-known to provide "watchdog"
circuits in computerized systems. In such a system the code
. executed by the processor includeé periodic issuance of a
watchdog signal which serves to.clear a watchdog circuit.
If an exéessive time passes without redeipt of the watchdog
signal, the watchdog circuiﬁ takes protective action such as
shutting down the system or resettiqg the processor. The
latter action has the advantage that it may restore normal
processor function if, for example, the ﬁalfunction was due

to a spurious change in the value of the instruction pointer




activities. Pri KEPLAfiﬁMQNbGHEEE 's execution of aﬁ—rﬁs%fﬂe%reﬁ—%efﬁfn

part of the storneq progrant t pjocessor nust neces ar have ed the
instruction from 34 nfr%wvw n the system bus. Vi ew
of an observer ¢f |t he bus, e Jejch activity is elec |n1lar

to a nmenory read actrrvrty—ere—-tafh inctusles a step o
provi di ng an adglress on the system bus. The address decoder 16 handles
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or program counter. Bur'the watchdog circuit only triggers
after the passage of a predetermined interval, and processor
malfunction could conceivably alter crucial data during the
predetermined interval and.prior to a watchdog-induced
reset. | |

In another memory protection system, a "window"
circuit is provided at the memory device inputs. The window
-circuit coup;es the write strobe output of the processor.to
the write strobe input of the memory device upon receiving a
setting signal from the processor and decouples the write
strobe output of the processor from the write strobe input
of the memory device either upon receiving a clearing signal
from the processor or upon a counter reaching a
predetermined threshold, whichever occurs first. As in thé
watchdog clircult, this system allows the possibility of the
processor altering crucial data in the time Lnterval between
the. coupllnq and decoupllng of the write strobe. |

It would be most desirable if crucial data could
enjoy more comprehensive safequards against processor
malfunction, with the safeguards implemented in such a way
as to permit restoration of proper processor function if

possible.

The invention and its preferable features are

defined in the accompanying claims.

In accordance with the invention there is provided
a data-protecrion apparatus, typically in a postage printing |
system, comprising a processor addressing an address space,
a first memory, a bus interconnecting the processor and the

memory, a first address decoder generating a first selection
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| menory read addresses the sane way it handl es fet-J:":“Ew.w:. r_system

functioning properly it is expected that the fetc §Va~- oy pr esent
-retrieval of data (i.e. instructions for executio?)*oggéh&ﬁp | ogat}i ons

that contain data, nanely fromthe nmenory devi cesf cpn e (stjor ed

program In a systemfunctioning properéy-it is h t [fetching

woul d never take place fromlocations containing dataméuch as the

descendi ng register. In systens P o —
signal in response to addresses in a first ranqe “thereof
said first memory selected by the first selection signal, a
second address decoder generating a second selection signal
in fesponée to addresses in a'second range of addresses
nonidentical to the first range of gddresses and having at
least one address in common with -the first range, and a
protection circuit operatively coupled to the processor to
receive a request signal therefrom, said protection circuit“

annunciating the event of generation of second selection

signal in the absence of receipt of a request signal.

According to.a particular eﬁbodiment tﬁere

is providéd@ a method for use with a datﬁ protection
apparatus comprising a processor addressing an address
space, a first memory, a bus'interconnecting the processor
and the memcry, a first address decoder generating a first
selection signal in response to.gﬁdresses in a first range
thereof said first memory selected by the first selection
‘signal, a second, address decoder generating a second
selection signal in response to addresses in a second range
of addresses nonidentical to the first range of addresses
and hdving at. least one a@dress in common with the first
range, and a protection circuit operatively coupled to the
processor to.receive a request signal therefrom, the method
comprising the steps of:

generating a request signal;-

addressing én address in the second range of
addresses during a write cycle; |

generating the second selection signal in the

second address. decoder; and
. This Sheet Has Been Re
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to contain cfg expected that no fetching, pl ace
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writing to an address in the second range of

addresses.

Preferably, the protection
_circuit of the apparatus comprises first and second bistable
gates; and wherein ﬁhe method coﬁprises, after the first
generating step and before the secgnd generating step, the
further step of setting the first bistablé gate to a first
state; and wherein the method comprises, after the second
generating step and before'the writing step, the further

step of clocking the second bistable gate.

Preferably, the apparatus
further compr:ses a third address decoder responding to a
predetermined address, and wherein the request signal

comprises a read cycle for the predetermined address.

Preferably, the apparatus
further comprises postage printing means controlled by the
processor and a descending register indicative of an amount
of postage available for printing; and wherein the first
memory is nonvolatile; and wherein the step of writing to an
address in the second range of addresses comprises storing
the descending register within the second range of
;ddresses. 'whereby the descending register data are

‘protected from spurious processor write cycles.

e
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of time to pass in which fetches and nenory accesses (either reading or
writing) occurred on the systembus nore or less in alternation. Under the
- normal steps of a typical stored program (in a system having no mechani cal
defects) it is expected that processor 10, shortly after initiating bus
access to an address giving rise to theBassertion of selection |ines 32 or
33, wll proceed to bus access el sewhere in the address

The invention can be put into practice in
various ways, by way of example some of which will be shown

~and described with reference to drawings, of which:

Figs. 1, 2, 3 and 4 are functional block diagrams
of pfior art memory addressing systems;

Fig. 5 is a functicnal biock Qiagram of the window
circuit of Fig. &;

Fig. 5§ is functional block diagram of a memory
addressing systenm according to the invention, including a
protection'czrcuit and chip seiect logic;

Fig. 7 is a functional block diagram of the
prqtection circuit of Fig. 6}

Fig. 38 is a functional block diagram.of the chip
select ldgic of Fig. 6;

Fig. ¢ is 2 memory map of the system-acéording to
the invention;

Fig. 10 is a timing diagram of the system

according to the invention; and

REPLACEMENT SHEET
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space of th FOCESSOr. Suc us access el sewhere would reset the counter
56 and avertf the ﬁRNpr g {off gates 51, 52, and 53. As one exanple, the
gﬂ?ng 0 8

conventional | f et I'ngt rjucti ons for execution nmay calbieShk aced
decoder to sfo | gction lines 32 and 33 and to t “
the selectioh Iine for sone nory devi-c& eontai ni ng stored

woul d be the TOSTar process In a system
Figs. 11(a) and 11(b) are flow chart

representations of the methods according to the present
invention.
Like elements in the figures have, where possible,

been shown with like reference designations.

Before discu;sing the present invention in detail,
this secticn begins with a discussion of the pfior art. 1In
the typical grior art memory addressing system of Fig. 1, a
processor 10 is caéable of writing data to memory devices
11, 12, and 13 by means of a system bus 19, of which address
bus 1: and weite strobe line 15 are. shown. Some.of the
address llnes x address bus 14 are provided to 2
conventionai aadress decoder 16, these so~called "high-
order" address iines are shown as the'high-order portion 17
of the address bus. The so-called "low-order" portion 18 of
the address bus 14 is provided to memory devices 11, 12, and
13, and to other devices in the menory space of processor
10. For ciarity the data lines and other contrcl lines of
the system bus 19 are omitted from Fig. 1, as are the other
devices on the system bus, such as keyboard, display, read-
only memory and'printer.

In the prior art system of Fig. 1 the write strobe
signal WR from the processor 10 is provided by a line 15 to
the write strobe inputs 21}'22, 23 of the mgmory deyices 11,
12,.and 1) respectively. Memory device selection signals
are provided by select lines 20 running from the address
decoder 16 to "chip enable” inputs of the memory devices.

For example, select lines 31, 32, and 33 provide respective



free of nechani cal defect) would generally keep the couﬁf' R
-or | ess continuously, except in the special case of proce H

where the instruction pointer or program counter happened t
crucial nmenory. It will be appreciateds 8hen, that in the event of
persistent assertion of one of the selection lines 32 or 33

select signals to corresponding chip endble inputs 41, 42,

| acki ng any nechani cal defect. Thus, fetching (at | east i n a Sﬁ-stem tﬁtegi S
Fn:

and 43 of the memory devices 11, 12, and 13, respectively.

A Line 34 from address decoder 16 is indicative
generally that thé address decoder selects other memory
devices thah those shown explicitly in Fig. 1. Such memory
devices typically include ROM (read-only memory), and

- memory-mapped input/output devices such as a keyboard, a
‘display, 2 prianter, and discrete input/output latches.

1t will be noted that in the system of Fig. 1 the
write stroce s:ignal is provided to all memory devices,
including L1, t2, and 13, whenever asserted on line 15 by
the processor 10. If the processor 10 were misbehaving
seriously {as Jlscinquished from the case of a processor or
other system component failing in a physical, permanent way)
the processcr 10 could provide addresses on the address bus
14 that were meaningful to the address decoder 16, enabling
one or ancther of meﬁory devices 11, 12, and 13 from time to
time. If the write strobe signal of line 15 were asserted
during one of the periods of enablement, the contents of
some or ali of the memory devices 11, 12, and 13 could be
lost. 1In the case of a postage meter, the descending
reqisﬁer contents could be lost, 2 matter of great concern
for both the postal patron and the postal service.

Fig. 2 shows a known prior art system for
enhancing the protection of selected memory devices, such as
devices 12 and 13, here called "crucial" memory devices.
Use of such a system might be prompted by the presence, in
memory devices 12 and 13, of important posﬁal data such as
descendinq’reqister data. In such a case memory_devices 12

and 13 may be nonvolatile memories. While memory device 11



due to a cause-g? i ni cal defect, this would be expected to

occur only if ¢ pDpened to be fetching i nShisShdet M3 BednWeplaced

execution fronjt oy y. Thus if the process

seriously, and|i{| i2 SINONW®96 tb pe doing so while its i |'ter
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continues to receive.the write stkobe signal of line 15,
just as in Fig. 1, it will be noted that the crucial memory
devices 12 and 13 receive a gated signal 40 at respective
write strobe inputs 22 and 23. |

With further reference to Fig. 2, the selection
outputs 20 of address decoder 16 afe connected to respective
-memofy devices as in Fig. 1. The system of Fig. 2 differs,
however, in that the selection outéuts 20 are also proviﬁed
to multiple-iwput AND gate 61. The selection lines 32 and
33 for the crucial memory devices 12 and 13, respectively,
are ORed at a gate 635 and provided directly to the AND gate
61. The remaining selection lines from the address decoder
16 are each mverted by inverters 67 and 59, as shown in
Fig. 2, ana provided to the AND gate 61. The address
decoder 15 0f Fig. 2 differs from many typical address
decoders 16 such as shown in Fig. 1 in that every possible
address of tne high-order address bus 17 is decoded as one
or another of the seiection outputs 20. If necessary, a
"none-of-the-above" selection output is provided to respond
to addresses having no intended physical counterpar£ in the
system design. The résult is that the number of selection
cutputs 20 active at any given moment is exactly one, no
more and no fewer.

It wiil be appreciated that the output 63 of AND
gate 61 is high if (a) one of the crucial memory devices is
selected and (bf none of the other memory devices is
selected. Signal 63 is one of two inputs to AND gate 62;
the other is the write strobe signal of line 15. The

crucial memory devices, then, receive write strobe signals



program counter |'s

tions (actually, data) to be fetched rq&;d
the crucial datg gf one of the
bl ock access to |t He eraNDYI 1996

ries 12 and 13, the counﬂhes
device after the passage o \‘“ ‘\
time interval. Iinlthe nore genefalf case, however, of a proces

m sbehavi ng serijously with 1ts 1 ngtruetion- p0|nter or program counter

crucial dat gﬂl; hq\ecnouonr;[eero?gnother of the crucial memory devices is

currently being selected by the address decoder 16.
| In the circumstances of a system suffering no
mechanical defect, the system of Fig. 2 offers no protection
of crucial data beyond that of Fig. 1. Assuming, for
example, that the address decoder 16 and the address bue 14
and 17 are electrically intact, then the gates 61 and 62
have no effect. The gates 61 and 62 only serve to block
- write strobe (nputs at 22 and 23 which would in any event be
ignored_by memory devices 12'and 13 because of the lack of
asserted selection signals on lines 32 and 33. Stated
differently, a processor 10 misbehaving seriously in a
sfstem of Fig. 2 <hat is electrically sound will be capable
of destroving data in the crucial memory devices simply by
presenting their addresses on the address bus 14. When the
processor 10 presents a valid address on the address busi14,
the corresponding selection line, for example line 32, will
be asserted and will be received at the chip-enable iﬁput 42
of memory device 12. Likewise, the a strobe signal on line
40 will be made available to the write strobe input 22 of
memory device 12. The possible result is loss or damage to
the contents of memory device 12. |
Fig. 3 shows another prior-art system intended to
- protect data in crucial memory devices, say memory devices
12 and 13. 1In the system of Fig. 3, the processor 10,
address bus 14 and 17, and address decoder 16 are as in Fiq.
1. Memory device 11, which is not a crucial memdry device,
receives the write strobe signal of line 15 directly, as in
Fig. 1, and receives its éorresponding selection signal 31

directly, also as in Fig. 1.
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Crucial ﬂenory devices ;2 and 13. however, do not

receive selection signals or the write strobe signal-
‘directly. Instead, &ND gates 51, 52, and 53 are provided,
blocking the selection signals 32 and 233 and the write
‘strobe signal of line 15 under circumstances which will
presently be described.

fn the system of Fig. 3, the selection outputs for
the crucial memory devices (here, selection signals 32 aad
33) are prcvided to a NOR gate 54. Most of'the time the -
processor 10 1is not'attempting access to the crucial memory
devices 12 and 13, and so select signals 32 and 33 remain
unasserted (here assumed to be a low logic level); as a
result the oubpubt 55 of gate 54 is high. This clears
counter S§.

At such clme as the processor 10 attempts to read
from or write to either of the crucial memory devices 12 or
13, a corresponding one of the selection lines 32 or 33 is
asserted. IOutput 55 of gate 54 goes low, and counter 56 is
able to begin counting.

Failure nodes are possible in which an address
line 32 or 33 may contiﬁue to be asserted for some lengthy
period of time. Ffor example, a mechanical defect in the
address bus 13 and 17, in the éddress decoder 16, or in the
wiring of lines 31, 32, 33, and 34, may give rise to
continued seiection of a crucial memory device. 12 or 13. A
consequence of such a mechanical defect could be a write
instruction from the processor 10 that is intended for, say,.
memorf device 11, but which, due to the mechanical
malfunction, would cause a change in the contents of memory

devices 12 or 13 as well.

, bringing an end to any bLDCkLHg~ﬁf’HCE§§§~’,
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menory He In the systemof Fig. 4, the—processor 10,
addr ess and address decoder 16 are as i Nyfk GheetHas Béea Repaved y
- devi ces rgcei ve respective selection sign
addr ess ' ds in the systemof Fig. 1. %m%‘wm‘&“\gﬁﬂi‘\
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receives the wite stro signal of ki@ ¥5 as in the sys
Cruci al’ and .13, however, receive inputs at their wite

strobe inputs 22 andA%%h%%&hfEQHBLLQQdescr;bed.thé_E?stem of Fig. 3

offers protection against certain mechanical féilures, it
provides only limited protection against the prospect of a
processor misbehaving seriously. As will now be described,
the system of Fig. 3 will fail to detect many of the
possible ways a processor may misbehave, and will be
successful ét protecting against 6nly a particular subset of
the possible ways of misbehavior. B

Those skiiled in the art will appreciate that
memory read and memory write instructions carried out on the
system bus reprééen: only a portion of ali the bus
activities. Prior to the processor’s execution of an
instruction forming gart of the stored program, the
processor must necessarily have fetched the instruction from
a4 memory device on the system bus. From the ﬁbint of view
of an observer of the bus, the fetch activity is
electrically very similar to a memory read activity, and
each includes a sﬁep of the processor 10 providing an
address on the system bus. The address decoder 16 handles
memory read addresses the same way it handles fetch
addresses. 1In a system functioning properly it is expected
that the fetch addresses will represent retrieval of data
(i.e. instructions for execution) only from locations that
contain data, namely from the memory devices containing the
stored program. In a system fuhctioning properly it is also
expected that fetching would never take place from locations
containing data such as the descending register. 1In systems
such as those discussed herein, where memory devices 12 and
13 are assumed to contain crucial data, it is expected that

no fetching would take place from the memory devices 12 and
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of time to pass in which fetchés and memory accesses (either
reading or writing) occurred on the system bus more or less
in alternation.

.Under the normal steps of a typical stored program
(in a system having no mechanical defects) it is expected
that processor .0, shortly after initiating bus access to an
address giving rise to the assertion of seléction lines 32
or 33, Will zDrcceed %o bus #ccess elsewhere in the address
space of the processor. Such bus access elsewhere would
reset the counter 56 and avert the decoupling of gates 51,
52, and 53.

As one example, the conventional fétching of
instructions for execution may cause the address decoder to
stop asserting selection lines 32 and 33 and to assert
instead the selection line for some memory device containing
stored progranm. ‘This would be the usual process in a system
lacking any mechanical defect. Thus, feté;ing (at least in
a system that is free of mechanical defect) would generally
keep the counter 36 reset more or less continuously, except
in the special case of processor malfunction where the
instruction pointer or program counter happened to point to-
a crucial memory.

It will be appreciated, then, that in the e#ent-of
persistent assertion of one of the selection lines 32 or 13
due to a cause other thaﬁ'a mechanical defect, this would be
expected to occur only if the processor happened to be
fetching instructions for execution from the selected
memory. Thus if the_processor misbehéves seriously, and if

it happens to be doing so while its instruction pointer or

W ndow circuit 70 receives requests from

fped
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program counter is causing instrﬁctions {actually, data) to
be fetched from the-crucial data of -one of the memories 12
and 13, the counter 536 would block access to the crucial
memory device after the passage of a preset time interval.

In the more general case, however, of a processor
misbehaving seriously with its instruction pointer or
program counter causing instructions to be fetched from a
menory device other than the crucial data, the counter 56
would be periodically cieared, bringing an end to any
blocking of access (by gates 51, 52, and 53) to the crucial
memory device. In summary, though the systeh of Fig. 3
protects agéinst some mechanical failures, it does not
comprehensiveiy protect against the potential problem of a
processor misbenaving seriously.

Figs. 3 and 5 show another prior-art system
intended to protect data in crucial mehory.devices, say
memory dévices_lz and 13. 1In the system of Fig. 4, the
processor 10, address bus 14 and 17, and address decoder 16
are as in Fig. 1. The memory devices 11, 12, 13 all receive
respective selection signals from the address decoder 16
just as in the system of Fig. 1. Memory device 1l receives
the write strobe signal of line 15 as in the system of Fig.
1. Crucial memory devices 12 and 13, however, receive
inputs at their write strobe inputs 22 and 23 not from line
1S5 but from a window circuit 70. Window ;ircuit 70 receives
requests from the processor 10 by I/O port transactions or,
preiferably, by memory-mapped I/O0 transactions. In the
latter arrangement a selgction signal 35 from address

decoder 16 is provided to the window circuit 70, and
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st of the tine, a pair o
are conti nuousl . ts 87 and 97 of the coun lje t hus
both low, softhat an OR gate 89 has a+4 &8 ocutput 71. The pro -
recei ves the unassertea srgmat—71 at Its reset input 75, so is pernmtted to
continue preferably it also receives low-order address bits from low-
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order address bus 18§8.

In Fig. 3, depicting the window circuit, an output
86 of latch 80 is ncrmally'low. The normally-low state of
line 86 turns off an AND gate 81 so that a write strobe
signal 72 for the memory 12 is unasserted. With the line 86

. low, the write strobe signal of line 15 does not have any
effect on the output 72 of tﬁe window circuit 70. For
similar reasons gn output 73 is alsc unasserted.

When line 36 and a corresponding line 96 are both'
low, which is typically most of the time, a pair of counters
83, 93 are continuously cleared. -Qutputs 87 and 97 of the

' counters €3, 93 are thus both low, so that an QR gate 85 has
a low output 7f. The processor 10 receives the unasserted
signal 71 ac its reset input 75, so is permitted to continue
normal execution of the stored program.

Under control of the stored program the prdcéssor
10 éains write access to crucial memory devices 12 or 13 as
follows. Referring now to Fig. 5, to write to memory device

. 12 tﬁe processor'writes'a command to the latch 80
representative cf a2 request for access. The output 86 of
latch 80 goes high, turning on the gate 81 and permitting
write strobe signals of the line is to be communicated_to
the output 72 of the window circuit, and thence to the write
strobe input of memory device 12. The high level Of line 86
causes anlinverter 32 to go low, removing the clear input to
the counter 83. Counter 83 commences counting, and if it
reaches a preset threshold its output 87 goes high, turning
on OR gate §5. This resets the processor 10. The prese;

threshold of counter 83 is changeable by commands to a latch
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permtting wtte-sisahe Sj s of the line 15 to be conmmunicated to
84 from the processor. In the normal course of execution of

a stored program, typically the processor 10 would write a
second command tdllacch 80 shortly after making its accesses
to memory device 12, causing the output 36 of latch 80 to
return to its normal, low state. This would reset the
counter 33 and avert any resetting of the processor 10.

Simllarly, if the processor 10 writes a command
({called a setzing signal) to a latch 90 to turn on the iine
36, write access to the memory device 13 will be possible,
and the clock 43 will begin counting.. In the normal course
of events typically the processor 10 would fairly promptly
write a second command (calied a clearing signal) to latch
30, cutting off che write strobe signal to device 13 and
clearing the counter 93. The counter ¢3 is programmable by
commands Tto & lacch.94. As a consequence, each of the
counters is individually programmable. . This is desired
because the nemories 12, 13 are preferably of different
storage technologies, for which different writing and access
times may apply. Thus a memory of a technology with a slow
access time may be accommodated by programming its
respective counter for a longer interval, while memory of a
ceéhnoloqy Wwith a fast access time may be more closely
protected b? programming ité respective counter for a
shorter interval. _

In the system of Fig. 4, a latch 74 is praovided,
external to the processor 10 and capable of latching the
reset signal 71. The stored program for processor 10
preferably has steps that check, upon execution starting at
'zero, to see whether the latch 74 is set. If it is not, the

~

assumption'is that the execution from zero was due to
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initial application of power. If latch 74 is set, the

assumption is that execution from zero was due to a reset
from the window circuit 70, and the processor.can
appropriately note the event. Repeated notétions of a reset.
due to the window circuit 70 will preferably cause the
processor 10, under stored program control, tc annunciate an
apéropriate warning message to the user.

#hile the system of Figs. 4 and S5 cffers some
advantages cver the prior aft, such as limiting the
circumstances in which access to crucial memdry devices is
available, a possible drawback is that the system provides a
window of time during which a processor misbehaving
seriouély'can alter crucial data'without being detected.
This is also o prcbiem with the system of Fig. 3. As
described above, these systems employ counters which, upon
reaching a preset thréshold, will reset the processor.
During that \ﬁimlow of time the processor has access to the
crucial memory area. Typically, the threshold will bg set
for an interval which is hundreds, perhaps thousands, of
t£imes longer than the length of a write cycle. Therefore, a
érocessor ﬁisbehavinq seriously could write to the protected
area many times over without.beinq detected. As will be
séeh;'the.syscem of ﬁhe present invention offers no such
opportunity for thé loss of crucial data. Also, the systems
of figs. 3 and 4 have a high component count. & high
component count often means that the system will cost more
to fabricate and consume more power while making the system
less reliable and giving the designer less flexibility.

Turning now to Fig. 6, a block diagram shows a

system of an embodiment of the present invention. The prime
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signals are active when they are logic low. Processor 10
provides address siqnéls to'the address bus 14, just as in
the system of Fig. 1. The memory devices 11, 12, 13 all
receive'respective selection signals from the address
decoder 16 just as in the system of Fig. 1. The memory
devices 11, 12, i3 also receive the write signal WR’ 181
directly freoam the procéssor 10. These memory deviﬁes may be'
nonvolatile nemories. The processor 10 provides address
Qignals on the address bus 14 to the chip select logic 103.
Unlike conventional chip select logic, the chip'select logic
102 of the present invention generates more than one
selection s:gnai when certain predetermined memory locations
‘are addressed. In this way, the memory protection systen
can be designed to protect a;i or a portion of one or more
memory devices. For example, in a typical system, one
.memory device will correspond to a range of addresses and
another memory.device will have another range of addresses.
The two ranges will have no address in common. Here, the
chip select logic 102 is designed to activate an additional
chip select signal GCS&’ on line 145 if any of a third range
of address spaces is addressed. This extra chip sélect line
145-4is uéed as an input to a protection circuit i01. The
third range of addresses may'encompass all or a portion of
either of the first two address ranges.

. This arrangemént is shown in fig. 9, the memory
map of this embodiment of the system. fhe upper portion of
memory from 80000 to FFFFF, which is memory address area
170, is assigned to memory device 11, an EPROM device.

Memory device 11 is selected by a chip select signal UCS’
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processor

10 Wrijtes a command}(¢alled a setting signa

turn on the lijnd 98,5 NOVt189&ct¢e$s to the nenory devic
and the clock |93 will begin cdupting. In the normal c

fng of the processor ﬁ] r , |f the
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typically the{processor 10 woul ¢ fairly aeomtly wite a second conmand

(called a cledring signall). tch 90, cutting off the wite strobe signa
to device 131and

43. 'In the embodiment shown here, there are no protected
addresses in memory address area 170. The lower portion of
memory from 00000 to LFFFF, which is memory adgress area
171, is aséiéned_to memory.device 13, a RAM device. Memory

device 13 is selected by a chip select signal LCS’ 146. A

 portion of memory address area 171, the upper 8k from 1E000

to 1FFFF, denoted memory address area 172, is afforded
protection frém spurious write cycles by the system of the
invention. The wemory locations from 20000 to 21FFF,
.enoted memory @ddress area 173, are assigned to memory
devicé 12, an EEPROM device, and are also afforded
prétection. Memory device 12 is selected by a chip select
signal ces7/ 144¢. Thus, memory address area 172 plus memory
address area J13 Com?:ise a protected memory area 174. An
address decoder of the logic 102 is set up so that when an
address in the protected memory area 174 is addressed, the
additional chlp select signal GCS6‘’ 145 becomes active.

In order to generate the additional chip select

signal GCSé’ 1345, the chip select logic 102 may be

. implemented by several address decoders, an example of which

is shown in €f:9.°8, or by a single unconventional address
decoder, where a conventional address decoder is one that
operates such that for each one of a multiplicity of
addresses in the address'space, exactly one of a plurality
of selection signals is generated. .In fig.-s,.address
decoder 140 is a conventional address decoder. The second
address decoder 141 generates GCS6‘’ 145 which is active when
an address in the protected memory area 174 is addressed.
Both address decoders 140 and 141 receive the high-order

address lines 17 from the address bus 14. In this
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Lkgogfggm éhéithird address decoder 142; which will be

discussed below, receives all the address lines of the
address bus 13. The additional selection signal GCS6’ 145
is utilized by the protection circuit 101, along with other
processor-qenerated signals, to determine whether the
protected memory area 174 has been intentionally or
érroneously selected by the processor 10, thereby reducing
the likelihcod ¢f the loss of important data which may-.
result from Spuricus write signals.

In-additxon to GCSG'.145, a request signal RQST’
180 is input to the protection circuit 101. RQST’ 180 is
generated by the stored program of the processor 10 just
prior to the processor 10 accessing an address in the
protected wemosy area 174, that is, simultaneously
generating an ac:xve write signal WR’ 181 and an actlve chip
select signal GCSS! 145. If the attempted write to the
protected memory area 174-is_;he result of a processor
error, rather than an intended instruction, the stored
program of.the processor 10 woulﬁ probably not have
previously generated the request signal RQST’ 130. 1In this
manner, presence or absence of RQST’ 180 lets the protection
;ircuit 101 know whether the attempted write to the
protected memory area 174 is the result of a processor
error.

In this embodiment of the invention, the request
signal RQﬁT' 130 is the conjunction of RD’ 182 and a chip-
select signal GCS4' 147.° The conjunction is implemented
here by an OR gate 136. GCS4’ 147 is generated by the third
address decoder 142 within the chip select logic 102.

Unlike address decoders 140 and 141, address decoder 142
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programm ng i §s|respecti er for a shorter int efmsadheetﬂnsl}’@ W em of
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l'atching the feget sSig 1 The stored program f or
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receives all the address lines from the address bus 14 so
that only one specifit address 175 will cause the address
" decoder 142 to activate GCS4’ 147. GCS4‘ 147 is generated
'in'response to the processor 10 addressing this |
predetermined address 175 as part of the stored program‘s
"request"” activity. The request activity also includes
‘generating an active RD’ 182 simultanecusly with the
éredetermined address 175.

' when :ne protection circuit 101 feeeives an active
RQST’ 180 prior to an active WR’ 181 during which an address
in the protected memory area 174 is eelected, the protection
circuit 101 does not take any corrective action. However,
if an address ir the protected memory area 174 is selected
while WR’ 18t {S active, and the protection circuit 101 hae
not previdusly received an active RQST’ 180, the protection
circuit 101 will annunciate the error by sending an active
signal NMI 185 o the processor nonmaskable interrupt input
117.

Those skilled in the art will readily appreciate
that, rather than using a "read" operation from a predeter-
mined single address in the memory space of the processor,
one could employ any of a wide range of request activities
in this connection without departing in any way whatsocever
from the invention. In other embodiments, one could employ
a "write" activity to a predetermined address, or an input
or output to or from a predetermined port in the I/O space
of the processor. Furthermore, in systems where less than
all the address spaee is filled Qith fesponsive hardware, it
would not be necessary that the above-mentioned

predetermined address be a single address; a range of
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addresses could be used.

address decoder might only incompletely decode the address

mum M

Stated differently, the third

bus, decoding less than all of the address lines, for

example. Finally, depending on the hardware configuration

of the processor, the request signal could be a discrete

output of the processor, a serial output of the processor,

or any other usable signal or combination of signals from

the processor.

It will also be appreciated that the disclosed

embodiment has the output of the protection circuit as a

nonmaskable interrupt to the processor.

This is felt

preferable, and the software design preferably defines an

interrupt handler fsr the nonmaskable interrupt that takes

corrective actlon as required.

 for example, logging the error to an error log region in

nonvolatile memory, storing useful debugging information

such as the stack contents, and manipulating the stack so

that when control returns from the interrupt handler (i.e.

Corrective action includes,

when the subroutine stack is popped) control will pass to a

well defined address rather than the presumably aberrant

address previously being executed.

As another corrective

step, the software activity may include performing a cross-

check between the two stored copies of the descending

register and between stored copies of other crucial

information such as batch count, piece count, ascending

register, and the like.
Those skilled in

however, that other output

without deviating from the

gutput could be a reset to

the art will further appreciate,

configurations could be emplofed

invention. For example, the

the processar,

which may be
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preferably cause the processor under

(N

menory devices{is avail able, a pg¢ssible 2B awback is that t he systen1
provi des a w ndow-e+—++#e--dur-RgdWhi ch a processor m sbehavi ng

thought of as a highest-priority interrupt. As another

-example, one could employ é'hardware latch to store the

event of the protection circuit having been triggered.
Then, after the proqeséor'has been reset or interrupted, the
processor could consult the staté of that hardware latch to
ascertain the reason for the reset or interrupt. As yet
another example, the output could be an input to a system
that denies furcher access to the protected memories by
means of a Larﬂdtcewlevel interruption iﬁ the bus control
signals to the crotected memories. The latter approach
does, of course, increase the component count and forgoes
the possibility of a software recovery through the simple
applicacion of 6ha.interrupt to the processor.

Re?erflqa.mnw to Figs. 7 and 10, the protection

‘circuit 10! works as follows. At time 150, the positive

edge WR’ 181 triggers a bistable gate, here a:b-type flip-
flop 115, at the clock input 125. The D input 132 of flip-
flop 115 is tied to a low signal. Therefore, flip-flop 115
will be cleared and an ocutput signal FF10QUT 183 at the Q
output 120 will be low when flip-flop 115 receives the
positive edge of ahy WR’ 181. This clearing operation is-
also seen to occur at time 153.

The "set" input 127 of flip~flop 115 is tied to
the output of the OR gate 136, i.e., the request signal
RQST’ 180. At time 151, RQST’ 180 is active, causing FFlOUT
183 at the Q output 120 of flip-flop 115 to be set to a high
state. The Q output 120 of flip-flop 115 is connected to
the clocked input 121 of a second bistable gate, here
another a D-type flip-flop 116. Flip-flip 116 is triggered

at its clock input 126 by a signal FF2CLK 184. FF2CLK 184
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181 and an active GCS6’ 145, i.e., a write to a protected
area of memory,.and is implemented by a NOR gate 135. As
shown at 154, if flip-flop 115 has not been set by ﬁQST’
180, and flip-flip 116 is.triqgered by an attempt to write
to the protected area, the low FF1OUT 183 signal at the
€lip-flop 115 Q output 120 islinput to flip-flip 116 and the
Q’ output 122 of flip-flip 116 sends a high signal NMI 185
to the nonmasrackie interrupt input 117 of the processor 10
as an annunclation of an erroneous write cycle to the
protected memory area 174. Thus an attempt to access the
protected area withogt the processor 10 having generated a
proper request Signal RQST’ 180 will cause an interrupt in
the system. |

On the other hand, if the attempted write to the
protected area is not the result of a pfocessor error, the
processor 10 will have qeneééted RQST’ 180 prior to receipt
by flip-flop 116 of signal FF2CLK 184 at the clock input 126

of flip-flip 116, thus setting flip-flop 115. in this

case, a high FF1O0CT 183 signal will be output from flip-flop

115 and input to flip-flip 116 when flip-flip 116 is
triggered, a2nd the flip-flop 116 output Q’ 122 will be a low
éiqnai when triggered by FF2CLK 184. Therefore, as seen at
time 152, no nonmaskable interrupt occurs. Note that the
entire system will be reset if a SYSRES’ 186 is asserted.
This signal is received at the “reset" input 75 of the
processor 10 and at the "set" input 128 of flip-flop 1l16.
The invention as described above Fas many

practical applications. The embodiment depicted in fig. 6

includes a postage printing means 160 controlled by the

wi t hout bei ng detectéﬂf‘ﬁ?ﬁ???}??ﬁzg;;;f_

times longer than theilength of a wite
Th%@?%ﬁ%ﬁ’dﬂring the simultaneous occurrence of an active WR’

d
oy
sor.

ry



i she o=t ; ld wite to the prot n%mm
times over without] b ing detect d.{.As wi |l be seen,
present inventign jof QYo1996cH dpportunity for the Ios

Al so, the syste figs. 3 an -have a hi gh conponent
conponent count joften nmeans tha he sy&Sem wi | | cost .nore to fabrlcate and
consune nore po t he systemless reliable and giving the

desi gner lqﬁéoééé?géﬂﬂd.tytn a typical postage printing system, there

is a descending register which indicates the emount of
postage available for erinting. The data contained in the
descending register is considered crucial and thus would be
written to the protected memory area 174 of the present
invention tolprotect the data from spurious write cycles.

Referring now to figs. 11(a) and 11(b), the method
of the invention is depicted in flowchart form. Fig. 11(a)
is the methoc of the invention:which is performed when the
processor 10 is correctly writing to the protected memory
area if&. This assumes that the software is running the
correct routine for writing to the protected memory area.

As such, a ceguest signal is generated. The processor 10
then addresses an address in the protected area of memory
174.during an active WR’ signal and the chip select logic
102 generates the chip select signal corresponding to the
memory device being accessed as well as the chip select
signal GCS6‘ corresponding to the protected memory area 174..
finally, data is written to the protected memory area 174.

When the apparatus includes a postage printing
means 160, having a descending register which indicates the
amount of postage available for printing, the write to the
protected memory is characterized by storing the descending
register data within the protected memory area 174.

Fig 11(b) is the method of the invention which is
performed when the proceesor erronecusly attempts to write
to the protected memory area 174. This assumes that the
software is not running the correct routine for writing to
the protected memory area and therefore no request signal is

generated. It is postulated that this could happen if
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executing data rather than proqr;m code, for example.
First, the processor 10 addresses an address in the
protected area of memory 174 during an active WR’ signal.
Then the chip select logic 102 genérates the chip select
signal cofresponding to the memory device being accessed as
well as the chip select signal GCse’ correspondinq.to the
protected memory area 174. Since this is an illegitimate
attempt to write to the protécted memory area 174, the
processor 10 is interrupted.

It will be appreciated that the system and method
of the present invention have several advaﬁtages over the
prior art. First, the memory ﬁrotection system of the
present invention allows for flexibility in choosing whﬁt
memory is to be protected. Unlike conventional memory
protection systems, the present invention may be implemented
to protect_all or only a portion of a particular memory
device. Additionally memory locations in more than one
memory device may be protected and these memory devices may

) be of diffefinq technologies.

Moreover, the memory protection sYStem of the
present invéntion does not wait a predetermined intervai of
time before taking protective action as do the prior art
systems which employ "watchdog" circuits, "window" circuits
and circuits which monitor the length of time a selection
outpﬁt is selected. Such systems provide a window of time
during which crucial data may be lost from the protected |
memory area. In the present invention flip-flop lls.is
;leared after each active write cycle. This is'illustrﬁted

at 150 and 153 of fig. 10. Thus, if the protected memory



provi des address signals to the address bus 14, REEEA@EN¢§HIBH5§WEten10f
Fig. 1. The nmenory devices 11, 12, 13 all recei ettion

"signals fromthe address decoder 16 just as in hr 1. The
menory devices 11, 12, 13 also receive the wit¢ $i rectly
fromthe processor 10. These nenory dewiZces nay |bd or i es.

The processor 10 provi des address signals on th addr ess bus 14 tp the chip
sel ect logic 102. : : - :

_area 174 is selected during a write cycle other than the one
immediately following generation of the request signal, the
output of flip~-flop 115, and necessarily the input of flip-
£lip 116, will have gone back to a low signal and_thé
protection.circuic 101 will interrupt the processor 10 with
a high £flip-flip 116 Q’ output. Therefore,-there is no
window of time avaxlable to a misbehaving processor in which
the processor could erroneously write a possible |

" multiplicicy QE bytes of data to the protected memory area
174. |

One further advantage over the prior art is the
low component count of the present invention. 1In its
preferred enbodiment, the protection circuit 101 consists of
only two €lip-tiops and two logic gates. Other, less
effective, mémory protection measures require numerous
counters;’létches and logic gates. A low combonent count
provides four cenefits., First, the cost of fabrication is
decreased. Typically, the memory protection device of the
present invention will be fabricated on a separate
application-specific integrated circuit (ASIC) so
fabrication :s an important cgnsideratioﬁ. Second, tﬁ;'ASIC
wili take up less space, giving greater flexibility for the
design of the overall system. Third, reducing component
count reduces power consumption, which is of particular
importance in a protection circuit since the circuit is
relied on heavily when the system is running on backup
povwer. Fourth, reliability of a circuit which employs fewer
components is éreater since there are fewer parts which

could fail.



Unl i ke conventional chip select logic, the chip select logic 102 of the
present invention generates nore than one sel ecti on signal when ce certaln

- predetermned nenory | ocati-ons are addressed. In trwﬁaqwaynmﬂhax hady

protection system can be designed to protect all or ne or
nore nmenory devices. For exanple, in-a28ypical systeﬁuﬂﬂ eV|ce
will correspond to a range of addresses and anot her eV|ce w |1 have
anot her range of addresses.

“While the above is a description of the inQention
in its preferred embodiment, various modifications,
.alternate constrpctions and equivalents may be employed.
Therefore, the above description and illustration should not
be taken as limiting the scope of the invention which is

defined by the appended claims.

REPLACEMENT SHEET
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"The two rang_s,_\M_J_L—h&ve-ﬂo-*on’dress In comon. Here, the chip select logic
102 is designed to acﬁw Sga addi tional ‘chip select signal GCS6' on |ine

et oo NS

range of addresses may enconpass all or2e portion of
two address ranges. This arrangenent is shown in fig.

WE CLAIM:

HAAED

1. A data protection apparatus comprising: a

Ilrst

processor addressing an address space, a first memory, a bus
interconnecting the processor and the memory, a first

address decoder generating a first selection signal in

‘address spaces is addressed. This extra chip
#1 i nput .to a protection mlsShcntHasmmﬁllaeedthl rd

response to addresses in a first range thereof, the first
memory selected by the first selection signal; a second-"
address decoder 3jenerating a second selection signal in

response to addresses in a second range of addresses

‘nonidentical to the first range of addresses and having at

-2 SNOV 1996
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least one address in common with the first range; and a
protection circult operatively coupled to the processor to
receive a reguest signal therefrom, the protection circuit.
annunciating the event of generation of second selection

signal in the absence of receipt of a request signal.

2. Data protection apparatus as claimed in claim 1,
wherein the processor has a nonmaskable interrupt input, and
wherein the protection circuit annunciates the event by

¢enerating the nonmaskable interrupt input.

3. Data protection apparatus as claimed in claim 1 or 2,

further comprising a third address decoder responding to an
address, and wherein the protection circuit is further
characterized in that the request signal comprises a read

cycle for the address.

4. Data protection apparatus as claimed in claim 1,2 or 3,

wherein the protection circuit comprises first and second




map of thi nt of the system The upper portlon of e e1¥¢eg

80000 to FrﬁﬁF which is menpry address area 170, Thi ﬁﬁiﬁ ﬁﬁ‘ mermry
+ device 11 W Menory device 11 is sel Iect
si gnal 'ﬂﬂ"’”ﬂw

bistable gates, the first gate set to a firéc state by the

request signal and set to a second state by a write cycle in
the absence of the request signal, the second gate receiving
a clocked input from the first gate, the second gate clocked
by the write cycle to an address in the second range, the |

output of the second gate comprising the annunciation.

5.  Data protection apparatus as claimed in claim 1,2,3 or 4,

wherein the first address decoder generates a third
selection signal in response to addresses in a third range
ﬁhereof, the third range having no addresses in common with
the first.range, the third range having at least one address
in common with the second range; the apparatus further

comprising a second memory selected by the third selection

signal.

6. Data protection apparatus as claimed in claim 5,

wherein the first and second memories are nonvolatile, and

2 5 NOV 1996

employ differing storage technologies.
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7. The data protection apparatus of claim 4
wherein the first and second bisfable gates comprise b-type
flip-flops, the write signal operatively connected to the
clock input of the first gate, the D input of the first gate
operatively connected to a logic "low" level, the set input
of the first gate operatively connected to the request
§ignal, the clock input of the second gate receiving the
conjunction of a processor write signal and the second

selection signal, the D input of the second gate receiving



143. In the enbodi mrent shown here, there are no protected addresses in

menory address area 170. The | ower portion of menory from 00000 to 1FFFF,

* which is nenory address area 171, is assigned to nenory device 13, a RAM
devi ce. l%ﬁﬁﬁ@rﬂEVTCE‘iS—rs—selected by a chip sel eclhis$ ﬂdhsB@SRc abg] A

portion of ea 171, th@lupper 8k from

denot ed mer”u"nz"mn%ﬁﬂiﬁp@ 172, is afforded prot ectl

ens o .

cycles by the syst
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an output of the firsc_gate, and the 6utput of the second

gate comprising the annunciation.

8. Data protection apparatus as claimed in any of claims 1 to 7

wherein the first address decoder, second address decoder
and protection circuit comprise an application-specific

integrated circuit.

9. 'Data protection apparatus as claimed in any of claims 1 to 8
further characterized in that the first address decoder
generates a plurality of seiection signals such that for
each of a multiplicity of addresses in the address Space,
exactly one of the plurality of selection signals is

generated.

10.  pata protection apparatus as claimed in any of claims 1 to 9,
further comprising costage printing means contrclled by the |
processor and a descending registef indicative of an amount
of postage available for printing; and wherein the first
memory is.nonvolatile, and the descending register is stored
in the first memory within the second range cf addresses;
vhereby the :escending register data are pro:ecied from

spurious processor write cycles.

REPLACEMENT SHEET
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"invention. The, nmenory | ocations from 20000 to 21FFF, enoted nenory

addr ess area~$l3f~aL§_§§§nggg to nmenory device 12, an EEPROM device, and
-are also affgrded protectio Menory device 12 is seI'ﬂﬁiS}detml ﬁceﬂel ect

si gnal Ti! l,mm y address area 172 plus rea
173 conpri: s #mmry area-132. -An address d og| C
102 is set up so t hat" mh%n *an address in the protected nenory area
addressed, the

11. Data protection apparatus as claimed in claim
10 when dependent on claim 6 further ccmprising a second
descending register also
indicative of the amoﬁnt of postage available for printing;
wherein the first deééending register is stored in the first
mnemory within the sécond range of addresses, and the second
descending register is stored in the second memory within
the second range of addresses, whereby the descending

register data are protected from spurious processor write

cycles.

12. A method for use. with data protection
apparatus conmnprising a proéessor addressing an'address
space, é first memory, a bus interconnecting the processor
and the memory, a first address decoder generating a first
selection signal iﬁ response to addresses in a first range
thereof, the first memory selected by the first selection
signal, a second address decoder generating a second
selection signal in response to addresses in a second rahqe
of addresses nonidentical to the first range of addresses
and having at least one address in éommon with the first
fange, and a protection circuit operatively éoupled to the
processor to receive a requeét éignal therefroﬁ, the metﬁbd
comprising the steps of:

addressing an address in the second range of
addressés;

qgenerating the second selection signal in the

second address decoder; and '
' REPLACEMENT SHEET
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addi tional chip select si gnal 6' 145 becones active. In order to
generate the ¢ ional chip select signal GCS6' 145, tThe chip sel ect Ioglc

*102 may be inpl ““ mﬁl“ addr ess, decoders, anrh&)Sa H@B@éﬂ a ,
shown in fig. BB‘mm ‘ lus unconventlonal addr ess d

conventional address decdder i § one t-h&@3 ceperates such t e of
anmultiplicity of addresses I n the address space, exactly one o

plurality

annunciating in the protection circuit the
event of generation of second selection signal in the

absence of receipt of a request signal.

13. A method as claimed in claim 12, wherein the processor
has a nonmaskable interrupt input, and wherein the method
comprises the further step of:

annunciating the event by generating the

nonmaskable interrupt input.

14. A method as claimed in claim 12 or 13; wherein the apparatus
further comprises a third address decoder responding to a
predetermined address, and wherein the request signal
comprises a read cycle for the predetermined address, and

wherein the annunciating step further comprises annunciating

in the protection circuit the event of generation of second
selection signal in the absence of receipt of the read cycle

for the predetermined address.

15. A method as claimed in claim 12,13 or 14, wherein the protection

circuit of the apparatus comprises first and second bistable
gates, and wherein the method comprises, after the
generating step and before the annunciating step, the
further steps of:

clocking the first bistable gate to a first
state;

receiving the clocked output of the first

gate at the second gate; and REPLACENE%“‘SHEET

2 5 NOV 1996




of selection signals is generated. In fig. 8, addre
conventi onal add#ess_deggggL;_Iﬂg second address decoder 14 ne aﬁes

- GCS6" 145 which s active when an address in the prot - a%9:174
i s addressed. Eﬁ‘mﬁmnﬁﬁmﬁ ers 140 and 141 receiv }% |1 r
address |ines ITEHOMI ! S bus- B4 4n this : .
clocking the second bistable gate, the 6utput

of the second bistable gate comprising an annunciation.

16. A method as claimed in any of claims 12 to 15, wherein the
apparatus further comprises a third address decoder responding to a
predetermined address, and wherein the request signal
comprises a read cycle for the predetermined address, and
wherein the annunciating step further comprises annunciating
in the prcteccion circuit the event of generation of second
selection signal in the absence of receipt of the read cycle

for the predetermined address.

17. A method as claimed in any of claims 12 to 16, wherein the
apparatus further comprises postage printing means controlled by the
processor and a descending register indicative of an amount

of postage available for printing; and wherein the first

memory is nonvolatile, the method comprising the additional
step of: .

storing the descending register in the first
memory within the second range of addresses,

whereby the descending register data are

protected from spurious processor write cyeles.

18. . A method for use with a data protection
apparatus comprising a péocessor, a memory device, and an

address decoder generating a selection signal defining a

|REPLACEMENT SHEET
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- 22 - enbodinent, the third address decoder 142, which will be di scussed
bel ow, receives all the address |ines of the address bus 14. The ,

- additional selection-signal GCS6' 145 is utilized by the protection circuit
101, along with other processor-generated signals,.to detern1ne whet her the
protected menory area 174 has: been |ﬂtkmt+onally or

protected region of the memory device,'the protected region
comprising less than all of the addresses of the memory
device, the nethod ccmpfising the steps of:

addressing an address in the protected region
of memory during a write cycle; and

interrupting the processor.

REPLACEMENT SHEET
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erroneously sel ected by the processor 10, thereby reducing the |ikelihood
-of the loss of inportant data which may result from spurious wite signals.
In addition to GCS6' 145, a request signal RQST' 180 is input to the.
protection circuit 101. RQST' 180 is generated by the stored program of
the processor 10 just prior to the prohgssor 10 acce55|ng an address in the
protected nenory area 174, that is, ?taneously

ABSTRACT

DATA PROTECTION APPARATUS AND METHOD

A data protection apparatus has chip select logic
102, a protection circuit 101 and one or more memory
- devices 11-13. The chip select logic is designed so that
when protected memory is addressed, more than one
selection signal is generated. In this way, a protected
memory area may encompass all, or a portion, of one or -
more memory devices. The additional selection signai is
processed by the protection circuit which will interrupt
the processor if protected memory is addressed during a
write cycle in the absence of a request signal which the
prcéessar is programmed to generate just prior to its
writing to a protected memory area. -

FIGURE 3c.
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generating an active wite signal WR 181 and an active chip sel ect signal
GCS6' 145. If the attenpted wite to the protected menory area 174 is the
result of a processor error, rather than an intended instruction, the

stored program of the processor 10 woul d probably not have preV| ously_.,_.
generated the request signal RQST 130. I'n this manner{gg Qe i
of RQST' 180 lets the protection circui 8 301 know whet

wite to the
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protected nenory area 174 is the result of a processor error. In this
enbodi nent of the invention, the request signal RQST 180 is the
“conjunction of RD 182 and a chip select signal GCS4' 147. The conjunction
is inplemented here by an OR gate 136. GCS4' 147 is generated by the third
address decoder 142 within the chip select logic 102. Unlike address
decoders 140 and 141, address decoder _142_ '
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23 receives all the address lines fromthe address bus 14 so that only one
specific address 175 will cause the address decoder 142 to activate GCS4'
147. GCS4' 147 is generated in response to the processor 10 addressing

this
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predetern1ned address 175 as part of the stored programs "request™
activity. The request activity also includes generating an active RD 182
si mul t aneously with the predeterm ned address 175. Wen the protection
circuit 101 receives an active RQST' 180 prior to an active WR 181 during -
whi ch an address in the protected nenory area 174 is selected, the
protection circuit 101 does not take aQy4Cerective acti on. However,
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If an address in the protected nenory area 174 is selected while WR: 181 is
. active, and the protection circuit 101 has not previously received an
active RQST' 180, the protection circuit 101 will annunciate the error by
sendi ng an active signal NM 185 to the processor nonmaskabl e interrupt

I nput 117. Those skilled in the art will readily appreciate that, rather
than using a "read" operation froma pgegeger-

FIG. 7
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m ned single address in the nmenory space of the processor, one could enpl oy
any of a wide range of request activities in this connection w thout
departing in any way whatsoever fromthe invention. In other enbodi nents,
one could enploy a "wite" activity to a predeterm ned address, or an input
or output to or froma predeternmned port in the |I/0O space of the
processor. Furthernore, in systens where Iess than all the address space is
filled with responsive hardvvare it
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woul d not be necessary that the above-nentioned predeterm ned address be a
singl e address; a range of addresses could be used. Stated differently,
the third address decoder mght only inconpletely decode the address bus,

decodinglless than all of the address lines, for
-7 -
FRFFF —= \
o e
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exanpl e. Finally, depending on the hardware configuration of the processor,
the request signal could be a discrete-output of the processor, a serial
:out put of the processor, or any other usable signal or conbination of
signals fromthe processor. It will also be appreciated that the disclosed
enbodi ment has the output of the protection CIrCUIt as a nonmaskabl e
interrupt to the processor. This |s feIt
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preferable, and the software design preferably defines an interrupt handl er
. for the nonmaskabl e interrupt that takes corrective action as required.
“Corrective action includes, for exanple, logging the error to an error |og
region in nonvolatile menory, storing useful debugging information such as
the stack contents, and mani pul ating the stack so that when control returns
fromthe interrupt handler (i.e. when the subroutine stack is popped) '
control will pass to a

GENERATE REQUEST | N THE PROTECTED
SIGNAL MEMORY AREA DURING
| A WRITE CYCLE
AngTHEFROTECTEDs )
MEMORY AREA DURNG | SENERRIE AL
A WRITE CYCLE |CORRESPONDING TO THE
1 PROTECTED MEMORY
| AREA
GENERATE A CHP ' - l
SELECT SIGNAL
CORRESPONDING TO
PROTECTED MEMORY | NTERRUPT
ﬁfjr : PROCESSCOR
WRITE TO THE '
PROTECTED MEMORY
AREA
FIG.I I b
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el | defined address rather than the presunably aberrant addresgaﬁﬁés?%usly
. being executed. As another corrective step, the software activity may-
include performng a cross- check between the two stored copies of the
descendi ng’' regi ster and between stored copies of other crucial infornation
such as batch count, piece count,‘%&cending register, and the |ike. Those
skilled in the art will further apprectate; o :

DATA PROTECTION APPARATUS AND METHOD

REPLACEMENT SHEET
28.FEB 1997

The invention relates generally toc the protection
of important or critical data in memory devices, and relates.
par;icularly to protection of such data in postage meters.

When important inform;tion is stored in a computer
system it is commonplace to provide secﬁrity against loss of
some or all of the information, for example by making a
backup copy of the information. In some systemg,.however,
the information as stored in the system is what.must be
capable of'beinq relied uﬁon, and the theoretical feasib-~
ility of relying on backups is of little or no value. An
example of such a system is the electronic postage meter, in
which the amount of postage available for printiné is stored

in a nonvolatile mémary. The user should not be able to
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however, that other output configurations could be enpl ¢gyed w t hout
deviating fromthe invention. For exanple, the output cpuld DbgFER ot
t he processor, which nay be t hought of as a highest-prjority interup
As anot her exanple, one could enploy a hardware' |l atch tp STOTe the

affect the stored postage data in any way other than
reducing it (by pfintinq postage) or increasing.it (by
"authorized resetting activities). Some single stored
location must necessarily be relied upon by all parties (the
customer, the postal seg?ice, and the provider of the meter)
as the scle determinant of ﬁhe value of the amount of |
postage available for printing. In electronic postage

. meters that single stored location is the secure physical
housing of the meter itself. Within the éecure housing one
or more items of data in one or more nonvolatile memories
éerve to determiﬁé ;he amount of postage available for
printing.

Experience with modern-day systemé empldying
processors shows that it is advantageous to guard against
the possibility 6f a processor running amok. Generally a
processor is expected to'gxecute its stored program and it
is assumed the stored program contains no programming
efrors. Under rare circumstances, however, a processor may
commence executing somethiné other than the stored progranm,
such as data. 4Under other rarg.circumstances the processor,
even though it may be executing the stored program,
nonetheless behaves incorrectly due to the incorrect
contents of a processor register or a memory location. The
former.may occur if, for example, the instruction pointer or
program counter of the processor changes a bit ‘due to, say,
absorption of a cosmic ray. The latter may occur if the
contents of the processor register or memory location are
changed by that or other mechanisms.

In pragmatic terms it is not possible to prove the

correctness of a stored program; testing and debugging of



event at t
processor

a$ been reset of

: “”m”"mifﬁwa
EL&QEMENén) “rE It having been triggered. Then, after the
nterrupted, the processor could consult the

‘state of thal Hpg@E® @WI7atphjto ascertain the reason for the reset or

i nterrupt.
t hat denie

| evel intefruption_in_th

A$ yet anot her pxgnple, the output could be an input to a system

THher access t@ the protecé ed menories by nmeans of a hardware

control signals to the protected nenories.

The latter appragCllram serve at best to raise to a relatively high

level (but not to certainty) the designer’s confidence in
the correctness of the code. Nonetheless an unforeseen
combination of internal states, or an unforeseen set of

inputs, has been known tc cause a program that was thought

to be fuily debugged to proceed erroneously.

" For all these reasons in systems where crucial
data are stored in what is necessarily a single location
under contrcl of a processor running a sto;ed program, it is
highly desirable to provide ways to detect a processor
running amok and to reduce to a minimum the likelihood of
the processor‘’s harming the crucial data. In the particular
case of a postage meter, if is desirable that the amount of
postagé avai.aoie for printiné, also called the descending
Eeqister, be recoverable by an authorized technician even if
the system is completely inoperable from the cusﬁomer's
point of view, even after any of ‘a wide'range'of possible
processor malfunctions.

Numerous measures have been'attemﬁted to protect
crucial data i1n such systems as postage meters. In a system
having an address decoder providing selection outputs to the
various memory devices in the system, it is known to monitor
all the selection outputs of the address decoder, and to
permit the processor’s write strobe to reach ‘certain of the
memory devices only if (a) the address decoder has selected
one of the certain memory devices, and (b) the address
decoder has not selected any memory device other than the
certain memory devices.

In another system having an address decoder

providing selection outputs to the various memory devices in



o«

does, of cgdyw conponent count and forgoes the possibility
of a softwareg recovery thrqugh the sinple application of the interrupt to
“the processpr] BRSEEBIW¥§7nqwlto Figs. 7 and 10, the protection circuit 101
works as fol lpws. At tine 150, the positive edge WR 181 triggers a

bi stable gafe, here a Dtype {flip- flop4l:s, at the clock input 125. The D
i nput 132 of_flip- flop.115.'s tied to a |low signal. Therefore, flip-flop

115 the system, it is known to monitor the selection outputs

associated with certain of the memory devices, and to take.a
predetermined action if any of the selection outputs is
selected for longer than a predetermined interval of time.
The predeternined action is to interrupt the write strobe
and selection outputs to the certain of the memory devices.

Al:houqh'chese approaches isclate the cert#in
memory devices /(typically the devices containing. the crucial
pqstage-datay upon occurrence of some categories of malfunc-
tion, they do little or nothing to cure the malfunction when
it is caused by a processor running amok. That is, it is
important to distinguish the problems just mentioned from
the problem 1t physical malfunction of a processor or other
system compon2nt. Simple physical malfunction can be quite
rare if conservative design standards are followed and if
the system is used in rated ambient conditions, so that the
frequency of occurrence of such physical malfunctions can be
low. But many of the above-mentioned failure modes are not
of a lasting physical nature and, if appfopriately cleared,
need not give rise to permanent loss of functionality.

It is also well-known to provide "watchdog"
circuits 1n computerized systems. In such a system the code
executed by the processor includeé periodic issuance of a
watchdog signal which serves to.clear a watchdog circuit.

If an excessive time passes without recelpt of the watchdog
sxgnal the watchdog circuit takes protective action such as
shutting down the system or resetting the processor. The
latter action has the advantage that it may restore normal
processor function if, for ekample, the malfunction was due

to a spurious change in the value of the instruction pointer



wi |l be cllegred ard—am uump t signal FF1OUT 183 at the Q outout-120 wl be
| ow when fjl ijp Iéﬁkéiﬁgj ¢eijves the positive edge of any WR 181. This
“clearing dqpqr een to occur at time 153. The "set" input 127
of flip-fljop 11R ls—iied fo t he out put of the OR gate 136, i.e., the
request si RQST' 180. t time 15F, SRGST" 180 is active, causing F-10UT
183 at th lip-flop 115 to be set to a high

=

or proqfam counter. But the watchdog circuit only triggers
after the passage of a predetermined interval, and processor
malfunction could conceivably alter crucial data during the
‘predetermined interval and prior to a watchdog-induced
reset. | |

In another memory protection system, a "window"
circuit is provided at the memory deviée inputs. The window
circuit céuples the write strobe output of the processor-to
the write strobe input of the.mémory device upon receiving a
setting signal from the processor and decouples the write
strobe output of the processor from the write strobe input
of the memory device either upon receiving a clearing signal
from the processor or upon a counter reaching a
predetermined thfeshold, whichever occurs first. As in the
watchdog circult, this system allows the possibility of the
processor altering crucial data in the time intéryal between
the coupling and decoupling'of the write strobe. |

It would be most desirable if crucial data could
enjoy more comprehensive safequards against processor
malfunction, with the safeguards implemented in such a way
as to permit restoration of proper processor function if

possible.

The invention and its preferable features are

defined in the accompanying claims.

'In accordance with the invention there is provided
a data protection apparatus, typically in a postage printihg
system, comprising a processor addressing an address sbace,
a first memory, a bus interconnecting tﬁe processor and the

memory, a first address decoder generating a first selection
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state. The] off fili p-flop 115 i-s connected to the cl ocked input
121 of a sefo E bhg7g el here another a D-type flip-flop 116.
“Flip-flip 1J16 rlggered t{its clock input 126 by a signal FF2CLK 184.
FF2CLK 184 | t+—26

-6 -

-~

signal in response to addresses in a.first_range thereof

" said first memory selected by the.first selection signal, a
second address decoder generating a second selection signal
in response to addresses ‘in a second rahqe of addresses
nonidenticai'to the first range of addresses and having at
least one address in common with -the first range, and a
protection circuit operatively coupled to the processor to
Eeceive a request signal therefrom, said protection circuit"
annunciating the event of generation of second selection

signal in the absence of receipt of a request signal.

According to a particular embodiment there
is provided: a method for use with a data protection
apparatus.comprising a processof addressing an address
space, 2 first nemory, a bus interconnecting the processor
and the memcry, a first address decoder generating a first
~selection signal in response to.gédresses in a first range
thereof said first memory selected by the first selection’
signal, a second.address decoder generatinq a second
selection signal in response to addresses in a second range
of addresses nonidentical to the first range of addresses
and héving at least one address in common with the first
range, and a protection circuit operatively coupled to the
processor tolreceive a request signal therefrom, the method
comprising the steps of: |
generating a request signal;
addressing én address in the second range of
addresses during a write cycle;
generating the second selection signal iq ;he

second address. decoder; and



us occurrence of an active WR 181 and an

. i{te to a protected area of nenory, and is

gate . As shomm,?t 154, if flip-flop 115 has not
been set by gam‘\Md [{p-flip 116"is triggered by an attenpt .to
wite to the protéected area he | ow FF1OUT 183 signal at the flip-flop 115
Q output 12¢ iks—taput—TO 111 p{flip 116 and the Q output 122 of flip-flip
116 sends afhi gh signal NV _185 '

writing to an address in the second range of

addresses.

Preferably, the protection
circuit of the apparatus comprises first and second bistable
gates; and wherein the meﬁhod comprises, after the first
generating step'and before ;he sec9nd generating step, the
further step of setting the first bistablé gate to a first
.state; and wherein the method comprises, after the second
generating step and before the writing step, the further

step of clocking the second bistable gate.

Preferablyv, the apparatus
further comprises a third address decoder résponding to a
predetermined address, and wherein the request signal

comprises a read cycle for the predetermined address.

Preferably,_ the apparatus
further comprises postage printing means controlled by the
processor and a descending register indicative of an amount
of postage available for printing; and wherein the first
memory is_nonvolatilé; and wherein the step of writing to an
address in the second range of addresses comprises storing _
the descending register within the second range of
addresses, ~ whereby the descending register data are

protected from spurious processor wWrite cycles.



to the nonnastabl e interrupt input 117 of the processor 10 as an

annunci ation of an erroneous wite cycle to the protected nenory area 174.
-Thus an attenpt to access the protected area wi t hout the processor 10
havi ng generated a proper request Signal RQST' 180 will cause an interrupt
in the system On the other hand, if the attenpted Mﬁlte to t he protected
area is not the result of a processor error, the

The invention can be put into practice in
various ways, by way of example some of which will be shown

and described with reference to drawings, of which:

Figs. 1, 2, 3 and 4 are functional biock diagrams
of prior art nmemory addressing systems;

Fig. 3 is a functional block diagram of the window
circuit of Fig. 4;

Fig. 6 is functional block diagram of a memory.
addressing systenm according to the invention, including a
protection circuit and chip seieCt logic;

| Fig. 7 is a functional block diagram of the
pretection circuit of Fig. 65 .

Fig. 8 is a'funetional block diagram'of the chip
select logic of Fig. 6; |

Fig. ¢ 15 2 memory wmap of the syétem aceording to
the invention;

Fig. 10 is a timing éiagram of the system

according to the invention; and
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e T ONGER :
W || have gendrdted RQST' 180 prior. to receipt by flip-flop

processor 1 d
116 of sig FRABKXKB1997 at| tlhe clock input 126 of flip-flip 116, thus
- setting fli “ELQQ“;lé*—%E—LhiS case, a high FFLOUT 183 signal will be
out put fromfflip-flop 1I5ang i nput tt)%lip-flip 116 when flip-flip 116 is

triggered, “&r J=] 116 output Q 122 will be a | ow signal when
triggered by FF2CLK 184. Therefore, as seen at tinme 152, no nonmaskabl e

interrupt occurs. Netgs! hgf(d)h@and 11(b) are flow chart
| representations of the methods according to the present
invention.
Like elements in the figures have, where possible,

been shown with like reference designations..

Before discussing the present invention in detail,
this secticn bYegins with a discussion of the prior art. 1In
the typical grior art memory addressing system of Fig. 1, a
processor 10 is éaéable of writing data to memory devices
11, 12, and 13 by means of a system bus 19, of which address
bus 14 and weite strobe line 15 are. shown. Some:of the
address lines 3 address bus 14 are provided to 2
conventionai padress decoder_ls, these so-called "high-
_order“laddress tines are shown as the high-order portion 17
of the address bus. The so-called "low-order" portion 18 of
the address bus 14 is provided to memory devices 11, 12, and
13, and to other devices in the memory space of processor
10.. For clarfty the data lines and other contrcl lines of.
the system bus 19 aré.omitted from Fig. 1, as are the other
devices on the system bus, such as keyboard, display, read-
only memory and'printer. . |

In the prior art system of Fig. 1 the write strobe
signal WR from the processor 10 is provided by a line 15 to
the write strobe inpﬁts'ZI, 22, 23 of the mgmory devices 11,
12,.and 13 respectively. Memory device selection signals
are proQided by select lines 20 running from the address
decoder 16 to "chip enable" inputs of the memory devices.

For example, select lines 31, 32,'and 33 provide respective



entire systgm EI} a SYSRES' 186 is asserted. This signal is
received at ftle reset" |np t {75 of the processor 10 and at the "set" input
"128 of flip-fl op2§1’7;3E '|1 veéntion as doescrl bed above has many practi cal
applicationg. | %eplcted'l fig. 6 includes a postage printing
means 160 c¢gntrolled by the _

il R e . 1

select signals to corresponding chip enable inputs 41, 42,
and 43 of the nemory devices 11, 12, and 13.'respectively.
A fine 34 {rom address decoder 16 is indicative

generally cthat the address decoder selects other memory
devices than those shown explicitly in Fig. 1. Such memory
devices typically include ROM (read-only memory), and

_ memory-mapped input/output devices such as a keyboard, a
displéy, a princér. and discrete input/output latches.

it will be noted that in the system of Fig..l the
write strobte s:ignal is provided to all memory devices,
including L1, tZ, and 13, whenever asserted on line 15 by
the processor L0. If the processor 10 were misbehaving
seriously (as JiscinquiShed from the case of a processor or
other sysiem component failiné in a physical, permanent way)
the processcr 10 could provide addresses on the address bus
14 that were meaningful to the address decoder 16, enabling
one or ancther 0f nemory devices 11, 12, and 13 from time to

-time. If the write strobe signal of line 15 were asserted
during one of'the periods of enablement, the contents of
some or ali of the memory devices 11, 12, and 13 could be
lost. In the case of a postage meter, the descending
register centents could be lost, a matter of great concern
for'both the postgl patron and tbe postal service.

Fig. 2 shows a known prior art system for
enhancing the protection of selected memory devices, such as
devices-lz and 13, here called “cruéial" memory devices.
Use of such a systemlmight be prompted by the presence, in
memory devices 12 and 13, of important postal data such as
descending register data. In such a case memory devices 12

and 13 may be nonvolatile memories. While memory device 11



- 27- procesqREP SH 'i?l postage printing system there is a _
descendi ng fe ; Mdfcat es the anount of postage avail able for
printing. Theldata containe n the descénding register is considered
crucial and{t hus2 Bi199% wfiften to fhéﬁpfbtected menory area 174 of the
present invention to protectf fhe data fromspurious wite cycles.

e -

continues to receive the write strobe signal of line 15,
just as in Fig. 1, it will be noted that the crucial memory
devices 12 and 13 receive a gated signal 40 at respective-
write strobe inputs 22 and 23..

With further reference to Fig. 2, the selection
outputs 20 of address decoder 16 are connected to respective
.memory devices as in Fig. 1. The system of Fig. 2 differs,
however, in that the selection gutputs 20 are also proviaed
to multiple-mmput AND gate 61. The selection lines 32 and
33 for the crucial memory devices 12 and 13, respectively,
are ORed at é gate 65 and provided directly to the AND gate
.61. The remaining selection lines from the address decoder

16 are each mverted by inverters 67 and 69, as shown in

"

ig. 2, ana provided to the AND gate 61. The address
decoder 15 of Fig. 2 differs from many typical address
decoders 16 such as shown in Fig. 1 in that every possible
address of zne nigh-order address bus 17 is decoded as one
or another of the selection outpdts 20. If hecessary, a
“néne-of-tﬁe-above" selection output is provided to respond
to addresses haviﬁq no intendéd physical counterparﬁ in the
system design. The result is that the number of selection
cutputs 20 active at any given moment is exactly one, no
more and no fewer.

| It will bé appreciated that the output 63 of AND
gate 61 is high if (a) one of the crucial memory devices is
selected and (b) none of the other memory devices is
selected. Signal 63 is one of two inputs to AND gate 62;
the other is the write strobe signal of line 15. The

crucial memory devices, then, receive write strobe signals



Referring n'RERbA MENTL nd 11(b), the nethod of the invention is
depicted inj}fl CE SHEEE g. 11(a) is the nethod of the invention which
‘i's perforne %P #E; cegspr 10 ig(¥§npctly witing to the protected
menory areaflf4. ? | ungs{that thesoftware is running the correct
routine for . pr pt ected nenory area. As such, a request signa
is generatefl. The processor 1P then addresses an address in the protected

area of f“”gﬂﬂ? when one or another of the crucial memory devices is

currently being selected by the address decoder 16.

In the circumstances of a system suffering no
mechanical defect, the system of Fig. 2 offers no protection
of crucial data beyond that of Fig. 1. Assuming, for
example, that the address decoder 16 and the address bus 14
and 17 are electric&lly intact, then the gates 61 and 62
have no effect. The gates 61 and 62 only serve to block
write strobe (aputs at 22 and 23 which would in any event be
ignoredlby memory devices 12 and 13 because of the lack of
asserted selection signals on lines 32 and 33. Stated |
differently, a processor 10 misbehaving seriously in a
system of Tig. 2 that is electrically sound.will be capable
of destreoving data in the crucial memory devices simply by
presenting their addresses on the address bus 14. When the
processor 10 presents a valid address on the address bus 14,
the corresponding selection line, for exanple line 32, will
be asserted and will be received at the chip-enable input 42
of memory device 12. Likewise, the a strobe signal on line
40 will be made available to the write strobe input 22 of
memory device 12. The possible result is loss or damage to
the contents of memory device 12.

Fig. 3 shows another prior-art system intended to
protect data in crucial memory devices, say memory devices
12 and 13. In the system of Fig. 3, the processor 10,
address bus 14 and 17, and address deco&et 16 are as in Fig.
1. Memory device 11, which is not a crucial memory device,
receives the write strobe signal of line 15 directly, as in
Fig. 1, aﬂd_reteives its corresponding selection signal 31

directly, also as in Fig. 1L



174 duri Al 1A , ifgnal and the chip select logic 102 generates the
chip sele signal corredpgnding to the nmenory device being accessed as
‘wel | as the chi®FEBIB9Y i gnal GCS6' go#ge§pondi ng to the protected nenory
area 174.1{ Hnally, data i}jsjwitten to t protected nmenory area 174. \Wen

t he appar ST UdeS—a pgst age printing neans 160, having a descendi ng

regi ster ich_indicates the anount of postage available for printing, the
wite to the

Crucial aemory devices 12 and 13, however, do not

receive selection signals or the write strobe signal-

'directly. Instead, AND gates 51, 52, and 53 are provided,

.~ blocking the selection signals 32 and 33 and the write
strobe siqnal of line 15 under-circumstanceé which will
presenﬁly.be described.

In the system of Fig. 3, the selection outputs for
the crucial memory devicés ({here, selection signals 32 aad
33) are prcvided tc a NOR gate 54. Most of the time the
processor'lo is no:.attempting access to the crucial memory
devices 12 and 13, and so select signals 32 and 33 remain
unasserted (here assumed to be a low logic level); as a

result the ouwfpub §5 of gate 54 is high. This clears

counter Ss.

b

t such time as the processor 10 attempts to read
from or wfite to either of the crucial'memory devices 12 or
13, a corresponding one of the selection lines 32 or 33 is
‘asserted. Output 55 of gate 54 goes low, and counter 56 is
able to begin counting.

failure aodes are possible in which an address
line 32 or 33 may continue to be asserted for some lengthy
period of time. Ffor example, a mechanical defect in the.
address bus 13 and 17, in the address decoder 16, or ;n the
wiring of lines 31, 32, 33, and 34, may give rise to
continued seiection of a crucial memory device. 12 or 13. A
consequence of such a mechanical defect could be a write
instruction from the processor 10 that is intended for, say,
memory device 11, but which, due to the mechanical
malfunction, would cause a change in the contents of.memory

devices 12 or 13 as well.



protecte'gg “EMEQUFQHEET erized by storing the descending register data

withint XXy retrpry area 174. Fig 11(b) is the nethod of the
inventiorn which is p %f d when the processor erroneously attenpts to
wite to|tHe pBFRER ry area 174. Tfhis assumes that the software is

not runnigjng the correct ogtine for witing to the protect-ed nenory area
and therdfore no request srgnal IS generated It is postulated that this
coul d happen.df—e--

- Although as just described ) system of Fxg. 3
offers protectxon against certain mechanical faxlures, lt_
provides only limited protection against the prospect of a
processor misbehaving seriously. As will now be described,
the system of Fig. 3 will fail to detect many of the
possible ways a processor may misbehave, and will be
successful at protecting against only a particular subset of
the possible ways of misbehavior. .

Those skiiled in the art will appreciate that
memory read and memory write instructions carried out on the
system bus repreéent only a portion of all the bus
activities. Prior to the proceesor's execution of an
instruction ferming part of the s:ored-program,.the
processor mus:.necessarily have fetched the instruction from
a.memory deﬁxce on the system bus. From the pbint of view
of an observer of the bus, the fetch activity is
electrically very similar to a memory read activity, and
each includes a step of the processor 10 providing an
address on the system bus. The address decoder 16 handles
aemory read addresses the saﬁe way it handles fetch
addresses. In a system functioning properly it is expected
that the fetch addresses will represent retrieval of data
(i.e. instructions for execution) only from locations that
contain data, namely from the memory devices containing the
stored program. In a system functioning properly it is also
expected that fetching would never take place from locations
containing data such as the descending register. In systems
such as those discussed herein, where memory devices 12 and
13 are assumed to contain crucial data, iF is expected that

no fetching would take place from the memory devices 12 and
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28- throu some Trstort t he processor happened to start executing.data

rat her th n pg? f@ﬁQ@ﬂ& , fDr exanple. First, the processor 10 addresses an
‘address i th g d prpa of nenD[y1%7§ during an active WR signal.

-
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13. Indeed it would not be out of thé éfdinary for periods
of time to pass in which fetches and memory accesses (éither
reading or writing) occurred on the.system bus more or less
in alternation.

Under the normal steps of a typical stored progranm
(in a system having no mechanical défects) it is expected
that processor .0, shortly after initiating bus access to an
address giving rise to the assértion of selection lines 32
or 33, will prcceed %o bus access elsewhere in the address
space of the processor. Such bus access elsewhere would
reset the counter 56 and avert the decoupling of gates 51,
52, and S3.

As one example, the conventional fetching of
inszructioné for execution ﬁay cause the address decoder to
stop asserting selection lines 32 and 33 and to assert

. instead the selection line for soﬁe memory device containing
stored proqramf' This would be the usual process in a systenm
lacking any mechanical defect. Thus, fetcging {(at least in
a system that is free of mechanical défect)_would-generally
keep the counter 56 reset more or less continucusly, except
in the special case of érocessor malfunction where the
instruction pointer or program counter happened to point to
a crucial memory. |

It will be appfeciated, then, that in the eVent"of
persistent assertion of one of the selection lines 32 or 33
due to a cause other than a mechanical defect, this would be
expected to occur only if the processor happened to be
fetching instructions for exécution from the selected
memory. Thus if the processor misbehaves seriously, and if

it happens to be doing so while its instruction pointer or
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Then the chy " ' aptP2 generates the chip sel ect signal
correspondiR] ﬁgtgﬁﬁ%ggh1‘ iljevice bei ng accessed as well as the chip

sel ect sigﬁal GCS6' correspopding to Qe_protected menory area 174. Since
this is antilfl epBtRERNI97at teppt to wite to the protected nenory area 174,

the procesgof 10 is interrypted. It will be appreciated that the system and
nmet hod of fhePpresent 1 nvention have- several advantages over the

program counter is causing instructions (actually, data) to
be fetched from the crucial data of -one of the memories 12
-and 13, the counter 36 would block access to ;he crucial
memory device after the passage of a preset time interval.
In the more general case, however, of a processor
misbehaving seriously with its instruction pointer or
program counter causing instructions to be fetched from a
memory device other than the crucial data, the counter 5§
would be pericdically cleared, bringing an end to any
blocking of access (by gates 51, 52, and 53) to the crucial
memory device. In summary, thouqh the system of Fig. 3
protects against some mechanical failures, it does not
comprehensiveis protect against ﬁhe potential éroblem of a'
processor nisbenaving seriously. |
Figs. 3 and 5 show another prior~art system
intended to protect data in crucial memory devices, say
memnory dévices 12 and 13. In the system of Fig. 4, the
processor 10, address bus 14 and 17, and address decoder 16
are as in Fig. 1. The memory devices 11, 12, 13 all receive
respective selection signals érom the address decoder 16 .
jﬁst as in the system of Fig. 1. Memory device il receives
the write strobe signal of line 15 as in the system of Fig.
1. Crucial memory devices 12 and 13, however, receive
inputs at their write strobe inputs 22 and 23 not from line
15 but from a window circuit 70. Window circuit 70 receives'
requests ffom the processor 10 by I/0 port transactions or,
preferably, by memory-mapped I/O transactions. 1In the
latter arrangement a selection signal 35 from address

decoder 16 is provided to the window circuit 70, and
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rkt, the nenor rotection systemof the present invention

exi @i8 FEB 1987 chodsi ng what mermry s to.be protected. "Unlike
nory protectifjory systens, @ present invention nmay-be

to protect all or fonly a porﬁlon of a particular menory device.

Addi tional |y,

protected an

nenory Jocations fin nore than one nenory device may be
d these nenory devices may be of differing technol ogies.

preferably it also receives low-order address bits from low-

order address bus 18.

In Fig. 5, depicting the window Circuit, an oﬁtput
36 of latch 80 is normally lo&. The normally-low state of
line 86 turns off an AND gate.al so.that a write strobe
signal 72 for the_meﬁo;y 12 is unasserted. With the line 86
low, the write strobe signal of line 15 does.not have any
effect on the output 72 of the window circuit 70. For
similar reasons'gn output 73 is also unésserted.

When line 36 and a corresponding line 96 are both
low, which is typically most of the time, a pair of counters

83, 93 are continuously cleared. Outputs 87 and 97 of the

" counters €3, 93 are thus both low, so that an OR gate 85 has

a low output 7f., The proceésor'lb receives the unasserted
signal 71 at its reset input 75, so is permitted t6 continue.
normal_execution of the stored program.

Under control of the stored program the processor
10 gains write access to crucial memory devices 12 or 13 as
follows. _Referring now to Fig. 5, to write to:memory device
i2 the processor.writes a command to the latch 80
representative cof a2 request for access. The output 86 of
latch 80 goes high, thrning on the gate 81 and permitting
write strobe signals of the line 15 to be communicated to
the output 72 of the window circuit, and thence to the write
strobe input of memory device 12. The high level of liné 86
causes én inverter 32 to go low, removing the clear input to
the counter 3§83. Counﬁer 83 commences counting, and if ié
reaches a preset threshold its output 87 goes high, turning

on OR gate 85. This resets the processor 10. The preset

_ threshold of counter 83 is changeable by commands to a latch
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a stéred program, typically the processor 10 would write a
second commahd cé latch 80 shortly after making its acéesses
to memory device 12, causing the output 86 of latch 80 to
return to its normal, low state. This would reset the
counter 383 and avert any resetting of the processor 10.

Similarly, if the processor iO writes a command
(called a setting signal) to a latch 90 to turn on the Iine
$6, write access to the memory device 13 will be possible,
and the clock 43 will begin éountihg. In ﬁhe normal course
of events typically the processor 10 would fairly promptly
write a second command (called a clea:ing signal) to latch
30, cutting Off the write strobe signal to device 13 and
clearing the counter 93. The counter.93 is programmable by'
commands to & latch 4. As a conséquence, each of the
countérs is 1ndividuaily proqrammablef This is desired
because the nemories 12, 13 are preferably of different
storage technologies, for which different writing and access
times may apply. Thus a memory of a téchnology with a slow
access time may be'accomﬁoda;gd by programming its
respective counter for a longer interval, while memory of a
:echnology with a fast access time may be more closely
protected by programming Lts respectzve counter for a-
shorter interval.

In the system of Fig. 4, a latch 74 is provided,
external to the processor 10 and capable of latching the
resét signal 71. The stored program for processor 10 |
preferably has steps that éheck, upon execution starting.at
Zero, to see whether the latch 74 is.set. If it is not, the

assumption is that the execution from zero was due to
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cleared aftgr jeach active Wigfe cycle. This-%s—%%%as%fa%ed—aL~i50 and 153
of fig. 10. [THusy gifEg 7pr t ect ed nenory 29 - area 174 i's.sel ected

~during a wwwt* cycle ot han t he one |nned|ately follomnng generation of
the request rret—t-re ! 19

initial application of power. If latch 74 is set, the
assumption is that execution from zero was due to a reset
from the window circuit 70, and the processor can
apprépriately note the event. Repeated notations of a reset
due to the window circuit 70 will preferably cause the
processor 10, under stored ptogram control, to annunciate an
appropriate warning meséage to the user.

| thle the system of Figs. 4 and S offers some
advantages cver the pricr art, such as limiting the
circumstances in which access to crucial memory deviées is
available, a possible drawback is that the system provides a
window of time during which a processor misbehaving
seriously c¢an alter crucial data without being detected.
This is alsc ®& prcolem with the system of Fig. 3. As
described above, these systems employ counters which, upon
reaﬁhing a2 preset threshold, will reset the processor.
During that Window of time the processor has access to the
cruciallmemory afea. Typically, the threshold will be set
for an interval which is hundreds, perhaps thousands, of
fimes longer than the length of a write cycle. Therefore, a
processor nisbenhaving seriously could write to the protectéd
area many times over without being detected. As will be
séen, the system oflthe present invention qf:ers no such
opportunity for the loss of crucial data. Also, the systems
‘'of figs. 3 and 4 have a high component count. A high
component count often means ﬁhat the system will cost more
to fabricate and consume more power while making the system
less reliable and giving the designer less flexibility.

Turning now to Fig. 6, a block diagram shows a

system of an embodiment of the present invention. The prime
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~output of flijp Tlop Ilb anajndcessarily the input of flip- flip-2116, will
have gone bagdk tog %pnc and the protectlon circuit 101\M||
I"nterrupt the processor a hlgh‘fépp flip 116 Q. output.

Ther ef or e, - t Herle—+s—ne—wi-reew ¢f tinme avlrable to a mi sbehavi ng processor
i n which the|processor could efroneously wite a possible multiplicity of
bytes of data To the protéec menory area 174.

(') symbol following the signal names indicates that the

signals are active when they are logic low. Processor 10
provides address signals to the address bus 14, just as in
the system of Fig. 1. The memory devices 11, 12, 13 all
receive respective selection signals from tpe address
decoder 16 just as in the system of Fig. 1. The memory
devices 11, 12, 13 also receive the write signal WR’ 181
directly freom the proceéssor 10. These memory devices may be
nonvolatile nemories. The processor 10 provides address
éignals on the address bus 14 to the chiﬁ select logic 103.
Unlike conventional chip select logic, the chip select logic
102 of the present invention generates more than one
seleétion s:3nai when certain predetermined memory locations
are addressad. In this way, the memory protection system
can be designed to protect ali or a portion of one or more
memory devices. 'Fér-ex;mple, in a typical system, one
memory device will correspond to a range of addresses and
another menory device will have another range of addresses.
The two rances will have no address in common. Here, the
chip select logic 102 is designed to activate an additional
chip select signal GCS6’ on line 145 if any of a third range
of address spaées is addressed. This extra chip sélect line
145-4s used as an input to a protection circuit 101. The
third range of addresses may encompass all or a portion of
either of the first two address ranges.

. This arrangement is shown in fig. 9, the memory
map of this embodiment of the system. The upper portion of
memory from 80000 to FFFFF, which is memory address area
170, is assigned to memory device 11, an EPROM device.

Memaory device 11 is selected by a chip select signal UCS’
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prior art is the | owvconporient count of the
present inver

tifon. In its pr¢fgrred enbodi nent, the protection.circuit 101
consists of q¢nlly 28FEB 19 f fogs and two_| ogi ¢ gates. Other;. .|ess
effective, mgnmjry protection asures regli re nunerous counters; ‘| atches
and | ogic gatles. A | ow conponemt count provides four benefits. First, the
cost- of fabrication-is-decr d. Typically, the nenory protection device
of the

143. In the embodiment shown here, thgre are no protected
éddresses in memﬁry addresé area 170. The lower portion of
memory from 00000 to LFFFF, which is memory address area
171, is assigned to memory device i3, a RAM device. Memory
device 13 is selectéd by a chip select signal LCS’ 146. A
portion of meﬁory address area 171, the upper 8k from 1E000
to LFFFF, denoted memory address area 172, is afforded
protection f#rom spurious write cycles by the system of the
invention. The werory locations from 20000 to 21FFF,
.enoted memory @ddress area 173, are assigned to memory
ldevice 12, an EEPROM device, and are also afforded
protection. Memory device 12 is selected by a chip select
siqhal ces7/ 144¢. Thus, memory address area 172 plus memory
address area |13 Comprise a protected memory area 174. An
address decoder cf the logic 102 is set up so that when ah
_address in the protected memory area 174 is addressed, the
additional chip select signal GCS6’ 145 becomes active.
In order to generate the additional chip select
signal GCS&’ 135, che chip select 'logic 102 may be
- implemented by several address decoders, an example of which
is shown in f:9.'8, or by a single unconventional address
decoder, where a conventional address decoder is one that
operates such that for each one of a multiplicity of
addressgs in the address space, exactly one of a plurality
of selection signals is generated. In fig. 8, address
decoder 140 is a conventional address decoder. The second
address decoder 141 generates GCS6’ 145 which is active when
.an address in the protécted memory area 174 is addressed. -
Both address decoders 140 and 141 receivelthe high-order

address lines 17 from the address bus 14. In this
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Second, the [A % ﬁ#f gp |l ess space., giving greater flexibility for
the oV ?e; sysfem Third, PeGUC|ng conponent . count: reduces

t he deS|gn J
power consu of particular inportance in a protection

circuit sin Q“Lﬂg_EhFCUIt Is felied on .heavily when the systemis..running
on backup embodiment, the third address decoder 142, which will be

discussed below, receives all the address lines of the
address bus 13. The additional selection signal GCS6’ 145
is utilized by the protection circuit 101, along with other
processor-generated signals, to determine whether the
protected memory area 174 has been intentionally or
erroneously seléc:ed by the processor 10, :hereby-reduciné
the likelihcod ¢f the loss of important data which may.-
result from Spuricus write signals.

in addition to GCSS'-145, a reqﬁest signal RQST’
180 is input to the protection circuit 101. RQST’ 180 is
generated by the stored program of the processor 10 just
prior to the processor 10 accessing an address in the
srotected wemory ﬁrea 174, that is, simultaneousiy
generating an acthe wfite signal WR’ 181 and an active chip
select signal GCS6’ 145S. If the attempted write to the
protected memory area 174 -is the result of a processor
error, rather than an inﬁended instruction, the stored
program of the processor 10 would probably not have _
previously generated the request signal ﬁQST' 180. . In this
manner, presence or absence of RQST’ 180 lets the protection
Circuit 101 know whether the attempted write to the
protected memory area 174 is the result of a processor
error.

In this -embodiment of the invention, the request
signal RQST’ 180 is the conjunction.of RD’ 182 and a chip
select signal GCS4’ 147. The conjunction is implemented
here by an OR gate 136. GCS4‘ 147 is generated by the third
address decoder 142 within the chip select logic 102.

Unlike address decoders 140 and 141, address decoder 142
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réceives all the address lines from the &ddress bus 14 so
that only one specifit address 175 wil; cause the address
decoder 142 to activate GCS4'’ 147. GCS4’ 147. is geherated
iﬁ response to the processor 10 addressing this
predetermined address 175 as part of the stored program’s
"request"” activity. The request activity also includes
generating an active RD’ 182 simultaneocusly with the
Ipredetermined address 175S.

when zhe protection circuit 101 feééives an active
RQST'’ 180 prior to an acﬁivé WR’ 181 dufing which an addreéess
in the protected memory area 174 is selected, the protection
circuit 101 does not take any corrective action. However,
if an address ir the protected memory area 174 is selected
while WR’ 131 IS active, and the protection circuit 101 hag
not previously received an active RQST’ 180, the protection
circuit 101 will annunciate the error by sendihg aﬁ.active
sighal NMI 185 zo :he.processor nonmaskable interrupt inpdt
117.

Those skilled in the art will readily appreciate
that, rather than using a "read" operation from a predeter-
mined single address in the memory space of the processor, |
one could employ any of a wide range of request activitieé
in this connection without departing in any way whatsocever
from the invention. In other embodiments, one could employ
a "write" activity to a predetermined address, or an input
or outpﬁt to or from a predetermine¢ port in the I/O spage
of the processor. Furthermore, in systems where less than
all the address space is filled with responsive hardware, it
would not ‘be necesséry that the above-mentioned

predetermined address be a single address; a range of
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addresses coule be used. Stated_differently, the third
address decoder might only incompletely decode the address
bus, decoding less than all of the address lines, for
example. Finally, depending on the hardware configuration
of the processor, the request signal could be a discrete
output of the processor, a serial output of the processor,
or any other usable signal or combination of signals from
the processor.

. It witll also pe appreciated that the disclosed
embodiment has the output of the protection circuit as a
nonmaskable interrupt to the processor. This is felt
preferable, and the software design preferably defines an
interrupt handler fzr the nonmaskable 'n;errupt.:hat takes
corrective action as required. Corrective action includes,
for example, logging the error to an error log region in
nonvolatile memory, storing useful debugging information
such as the stack contents, and manipulating the stack so
that when control returns from the interrupt handler (i.e.
when the subroutine stack is popped) control will'pass to a
well defined address rather than the presumably aberrant
address previously being executed. As another corrective
step, the software activity may include performing a cross-
check between the two stored copies of.the descending
register and between stored copies of other crucial
information such as batch count, piece count, ascending
register, and the like.

Those skilled in the art will further appreciate,
however, that other output configurations could be emp;oyed
without deviating from the invention. For example, the

output could be a reset to the processor, which may be
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an address|}space, a nenory afea conprising a first

'nt er conne¢t I no? BIRERRgyFespof and said fjrst menory ||

decoder gepejating a frrst skl ection sTg% in resp in
first rangg of saru—frrst ry sel ected by t he processor, a second

address detoder. _generating al second sel ection signal in response to

addresses in ghsREINGer 3808 RigRESE Spsesr Diy Saivkdriugdl. NAEDayosAkect ed by
t he processor, sald second range of addresses bei ng nonidentical to the

first range cdxalecssoe andluaunpgoﬁtallemdwm dodrars £o stogenthewith the
first range; and a
event of ehe protection circuit having been triggered.
Then, after the p:oqessor has been reset or Lnterrupted;.the
processor could consult the state of ;hat hardware latch to
ascertain the reason for the reset or interrupt. .As yet
another example, the output could be an input_to a system
that denies furcther access to the protected memories by
wmeans of a Larﬂﬁecerlevel interruption in the bus control
signals to the grotected memories. The latter approach
does, of course, increase the component count and forgoes
the possibility of a software recovery through the simple
application of bhe.interrup: to the processor.

ﬂegﬁrflfg.nnw to Figs. 7 and 10, the.protection
circuit 10! works as follows. At'time'lso,-tne positive
edge WR’ 181 triggers a bistable gate, here a D-type flip-
flop 115,.at'the clock.input 125. The D input 132 of flip-
flop 115 is tied to a low signal. Therefore, flip-flop 115
will be cleared and an output signal FF1OUT 183 at the Q
output 120 will be low when flip-flop 115 feceives the |
positive edqe of ahy WR’ 181. This clearing operation is
also seen to occur at time 153.

The "set" input 127 of flip-flop 115 is tied to
the output of the OR gate 136, i.e., the request signal
RQST’ 180. At time 151, RQST’ 180 is active, causing FFlOUT
183 at the Q output 120 of flip-flop 115 to be set to a high
state. The Q output 120 of flip-flop 115 is connected to
toe elocked input 121 of a second bistable gate, here
another a D-type flip-flop 116. Flip-flip 116 is tfiggefed

at its clock input 126 by a signal FF2CLK 184. FF2CLK 184
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protecion fifcuit operativelly coupled to the processor—to Teceive a request
si gnal thefef r @8 FEBi W98r ot dcti on circuit annunciatisng-the—event -
generationf of _a second sellection signal in the absence of .receipt of a
request sipnal. 2. The dat a protectFoﬁsaﬁparatus;of~ctaihrlfmherein t he
processor Bas—a—nRonaask interrupt input terminal; and wherin the"
protection circuit annunci ates the event by generating a nonmaskabl e
interrupt input gighadurihg thbheifaleaReshscCéébr Pede adfiarpfactiiivikewrel ai m
1 or 2, further conprising a third address decoder responding to an address
in said nmenorysaramd amdathisreciGESEMe LAGguUese. signatite to a protected

area of memory, and is implemented by a NOR gate 135. As
shown at 154, if flip-flop 115 has not been set by RQST’
180, and flip-flip 116 is triggered by an attempt to write
to the protected area, the low FF1OUT 183 signal at the

. £lip-flop 115 Q output 120 is input to flip-flip 116 and the
Q’ output 122 of flip~flip 116 sends a high signal NMI iés
to the nonmasracie ianterrupt input 117 of'the processor io
as An annunclation of an erroneous write cycle to the
'protected memory area 174. Thus an attempt to access the
protected area without the processor 10 having generated a
proper request 8ignal RQST’ 180 will cause an interrupt in
the sysﬁém. | _ |

On the ocher hand,.if the attempted write to the
protected area is not the result of a processor error, the
processor 10 wlll_have genefated RQST’ 180 prior to receipt
by flip-flop 116 of signal FF2CLK 184 at the clock input.lzs
of flip-flip 116,'thus-setting flip-flop 115. In this
case, a high F?lOUT 183 signai will_be'output froﬁﬂflip-;lop
115 and input to flip-flip 116 wﬁen flip-flip 116 is
triggered, a2nd the flip-flop 116 output Q’ 122 will be a low
signal when triggered by FF2CLK 184. Therefore, as seen at
time 152, no nonmaskable interrupt occurs. Note that the
entire system will be reset if a SYSRES’ 186 is asserted.
This signal is received at the “"reset" input 75 of the
processor 10 and at the "set" input 128 of flip-flop 116.
- The invention as described above has many

practical applications. The embodiment de;icted in fig. 6

includes a postage printing means 160 controlled by the
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recei'ved byjt cuit conprises a re; ress.

4, The d ' apppratus of either claimi, 2 or 3 wherein the
protection [i ' [ irst and s nd bistabl e gates the first

bi st abl e ga . i rst stafé%%p' t he -request’ 'si gnal and set
to a second state by a wite kycle in the absence of the request signal,
said wite CyctreTTictudes—tssuing a wite signal, the second bistable gate

receiving a 8%88§£§£fr¥%4 In 4 typical postage printing system, there

is a descending register which indicates the amount of
postage available for printinq. The data contained in the
descending register is considered crucial and thus wouid be
written to the protectéd memory area 174 of the present
invention to protect the data from spurious write cycles.

Referring now to figs. 11(a) and 11i(b), the method
of the invention is depicted in flowchart form. Fig. 11(a)
is the method ¢of the invention which is performed when the
processor 10 is correctly writing to the protected memory
area 174. This assumes that the software is running the
correct routine for writing to the protected memory area. -
As such, & request_siqnal is generated. The processor 10
then addresses an address in the protected area of memory
174 during an active WR’ signal and the chip select logic
102 generates the chip select signal corresponding to the
memory device teing accessed as well as the chip selecﬁ
signal GCSé’ corresponding to the protected memory area 174.
finally, data is written to the protected memory area 174.

When the apparatus includes a postage printing
neans 160, having a descending regiSter which indicates the
amount of postage available for printing, thg write to the
protected memory is characterized by storing the descending
register data within the protected memory area 174.

Fig 11(b) is the method of the invention which is
performed when the processor erroneously attempts to write
to the protected memory area 174. This assumes that the
software is not running the correct routine for writing to
the protected memory area and therefore no request signal is

generated. It is postﬁl;ted that this could happen if



§i|e gate, said input signal being an output

gate, the second bistable gate being clocked
EﬁBIEWBy a ftrigger signal derived fromthe wite signal,
indicdtijng the proced8or's addressing an address in the
second range, the output of |the second bistable gate conprising the
annunci at i 'eR—s- Jhe- protection apparatus of either claiml, 2, 3
or 4, furthernceugh sorg fisécondnertiny \pravessod MaPpenedr 8@, sthetein t he
first address decoder generates a third selection signal in response to
addr esses i n exechitidgr daga GP‘BEEr%%%R&PWQEEﬁE(fcﬁénogfraFéémPhé-third range

havi ng no addresses in common with the first range, the Lhirg range having
at | east First, the processor 10 addresses an address in the

protected area of memory 174 ddring an active WR’ signal.-
Then the chip select logic 102 generates the chip select
signal cofreséondinq to the memory device being accessed as
well as the chip select signal GCS6’ corresponding to the
protected memory area 174. Since this is an illegitimate
atfempt to write to the protected memory area 174, the
processor 10 is interrupted.

It will be appreciated that the system and method
of thé present invention have several advantages over the
prior art. F:i:rst, the memory érotection system of the
present invent:on allows for flexibility in cheosing what
memory is to be protected. Unlike conventional memory
protection systems, the present invention may be implemented
teo protect all or only_a portion of a particular memory
device. Additionally memory locations in more than 6ne
memory device may be protected and these memory devices may
be of differing technologies.

Moreover, the memory proteétion system of the
present invention does not wait a predetermined interval of
time before taking protective action as do the prior art
systems which emplﬁy *watchdog" circuits, "window" circuits
and circuits which monitor the length of time a selection
output.is selected. Such systems provide a window of time
during which crucial data may be lost from the protected
memory area. In the present invention flip-flop 115 is
cleared after each active write cycle. This is illustrﬁted

at 150 and 153 of fig. 10. Thus, if the protected memory



one address in conmon with the second range, and REBLACE ';- IFch menory
a

Is selected by the third selection signal. 6. ar at us
as claimed in claim5, wherein the first -and secon k s are

nonvol atil e, and enploy differing storagé2technol giesgqg. B 199%e [ddt a
protection apparatus of claim4 wherein the first Ja bi st dblfe gates
conprise D-type flip-flops each having a clock input termnal, a ¥ nput

termnal, a set input termnal and an out put terniﬁETT“rhewwmjig*_‘.

operatively connected to the clock i nput.
P y area 174 %s selected %urlng a write cycle other than the one

immediately following generation of the request siqhal, the
output of flip-flop 115, and necessarily the input'of flip-
flip 116, will have gone back to a low signal and the
'protectiqn circuit 101 will interrupt the processor 10 with
a high flip-flip 116 Q' output. Therefore,-there is no
window of time available to a misbehaving processor in which
the processor could erroneously write a possible
nultiplicicy oE_bgtes of data to the protected memory area
174. |
One further advantage over the prior art is the
low component count of the present invention. In its
preferred enktodimenz, the protection circuit 101 consists of
only two €lip-ttops and two logic gates. Other, less
effective, mémory protection measures require numerous
counters, latches and logic gates. A low compcnent count
provides'fpur cenefits. ?irst, the cost of fabrication is
decreased. Typically, the memory protection device of the
present invention will be fabricated on a separate
application-specific integrate& circuit (ASIC) so
fabrication :s an important consideration. ' second, the ASIC
will take up less space, giving greater flexibility for the
design of the overall system. Third, reducing component
count reduces power consumption, which is of particular
importance in a protection circuit since the circuit is
relied on heavily when the system is running on backup
power. Fourth, reliability of a circuit which employs fewer

components is greater since there are fewer parts which

could fail.




temnal of the first gate, the Dinput termnal of the first opérativély

connected to a logic "low' level, the set input termnal of the first gate

operatively connected to request signal, bhe clock input tem nal of the
second gate receiving the conjunction of 3Pha write signal and the second
sel ection signal, the Dinput termnal of the second gate receiving an
out put signal of the first gate, and an output signal of the second gate
conpri sing the annunci ati on.

While the above is a description of the inQention
in its preferred embodiment, various modifications,
alﬁernate constructions and equivalents may be employed.
Therefore, the above description and illustration should not
be taken as limiting the scope of the invention which is

defined by the appended claims.
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33 8. DaLapr@LecJ:-l—en—&pparatus as claimed in any of clains 1 to 7
- in the first address decoder, second address deeedep~and~ppepeeppgn

wher ei

"circuit conp ﬁ ﬂm IE“mgn speC|f| |ntegrated i rcuit

protection al;! m “ i in any g?‘ Clains 1 ‘aced
characterized in'that the first address decoder gener l |ty of
sel ection signals such that for

WE CLAIM:

1. A data protection apparatus comprising: a
processor addressing'an address space, a first'memory, a bus

interconnecting the processor and the memory, a first

address decoder generating a first selection signal in

response to addresses in a first range thereof, the first
memory selected by the first selection signal; a second
address decoder generating a second selection signal in

response to addresses in a second range of addresses

REPLACEMENT SHEET
2 8 FEB 1997

nonidentical to the first range of addresses and having at

least one address in common with the first range; and a
protection circult ooeratlvely coupled to the processor to
receive a reguest signal therefrom, the protectlcn circuit
.annuncia:an the event of generation of sédénd selection

sigﬁal in the ébsence_of receipt of a request signal.

2. Data protection apparatus as claimed in claim 1,
wherein the processor has a nonmaskable interrupt input, and
wherein the protection circuit annunciates the event by

generating the nonmaskable interrupt input.

3. Data protection apparatus as claimed in claim 1 or 2,

further comprising a third address decoder responding to an
.address, and wherein the protection circuit is further
characterized in that the request signal comprises a read .

cycle for the address.

4. Data protection apparatus as claimed in claim 1,2 or 3,

wherein the protection circuit comprises first and second



each of a nultiplicity of addresses in the address spacerAEH%HAjffwmrUf—'”

the pluralit ection signals is generated. 10. The dat &%ﬁ&&&&?
appar at us of hrough 9, further conpri5| tlng
means controlﬂﬂ“ﬁ“ \Mﬂ sor and a Uescendi ng regi st
an anount of e awal IsabFe for printing; and wherein

I's nonvol atile, and the descending register is stored in the first nennry

within the second range of addresses; whereby data contained in the
descendi ng p e MR e AUnRCeRestr gALEPHEL Ot DT OLASE Wrad iy el es.

request signal and set to a second state by a write cyéle in
the absence of the request signél, the second gate receiving
a clocked input from the first gate, the second gate clocked
by the write cycle to an address in the secénd range, the

output of the second gate comprising the annunciation.

5. Data protection apparatus as claimed in claim 1,2,3 or 4,

wherein the first address décoder generates a third
selection signal in response to addresses in a third range
thereof, the third range having no addresses in common with
the first range, the third range having at least one address
in éommon vxth the'second_rahqe; the apparatus further
comprising a2 second memory selected by the third selection

signal.

6. Data protection apparatus as claimed in claim 5,

wherein the first and second memories are nonvolatile, and

employ differing storage technologies.

28 FEB 1997

7. The data protection apparatus of claim 4

REPLACEMENT SHEET

wherein the first and second bistable gates comprise D-type |
flip-flops, the write siqnal operatively connected to the
clock input of the first gate, the D input of the first gate
operatively connected to a logic "low" level, the set input
"of the first gate operatively connected tae the request
signal, the clock input of the second gate receiving the
conjunction of a processor write signal and the second

selection signal, the D input of the second gate receiving’




11. Data protection apparatus as clained in claim10 when dependent on

claim6, further conprising a second descendi ng Fegfs%er—a#so“rﬁaTéétlve of

the amount of postage available for pr|nt|ng wher, cendlng
register i's stored in the first rrem)ry fhtn the‘% m»‘m&‘mﬁﬁ
addr esses, and the second descending register is st second nenory
Wit hin the second range of addresses, whereby data contained in the

descendi ng regi ster are protected fron1spurious processor wite cycles.

. an output of the first géte, and the output of the second

gate comprising the annunciation.

8. Data protection apparatus as claimed in any of claims 1 to 7

wherein the first address decoder, second address decoder
and protection circuit comprise an application-specific

integrated circuict.

9. ‘Data protection apparatus as claimed in any of claims 1 to 8
further characterized in that the first address deéoder
generates a'pluraiity of seigction_signals such that for
each of a multiplicity of addresses in the address sSpace,
exaéﬁly one of the plurality of selection signals is

generated.

10. Data protection apparatus as claimed in any of claims 1 to 9,
furcher comprising gostage printing means controlled by the
processor and a descendiné register indicative of an amount
of postage available for printing; and wherein the first
memory is nonvolatile, and the descending register is stored
in the first memory within the second range ¢f addresses;

vhereby the :escending register data are protected from

spuriogs processor write cycles. E&ﬁﬂjﬂjﬂﬂENT S'[-]Eéfq

28 FEB 1997
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- 34 - 12.,
processor

i nt er conngct
decoder ggndr

first rande
addr ess dgc
in a secoqd

d for use with a data protection apparatus conprising a
ess space, a first nenﬁfy—‘a'bﬁ“—’_—’ﬂp—__
. r and said first nmenory,
election sigfal” in resp Bﬂm’ ‘“E“ﬁi\mﬁss in a

nory sel ected by the pr an second
second sel ection signal in response to address

range of addresges of said first nenmory selected by the

pr ocessor ,~saet—second- I of addresses being nonidentical to the first

11. Data protectxon apparatus as claimed in claim
10 when dependent on claim 6, further ccmprising a second
descending register also
indicative of the amount of postage available for printing;

wherein the first-descending register is stored in the first

memory within the second range of addresses, and the second

descending register is stored in the second memory within

the second range of addresses, whereby the descending

' register data are protected from spurious processor write

cycles.

12. A method for use with data protection
apparatus comprising a proéessor addressing an address
space, é first memory, a bus interconnecting the processor
and the memory, a first address'decoder generating a first

selection signal in response to addresses in a first range

-thereof, the first memory selected by the first selection

signal, a second address decoder generating a second
selection signal in response tec addresses in a second range
of addresses nonidentical to the first range of addresses
and having at least one address in éommon with the first
range, and a protection circuit operatively coupled to the
processor to receive a requeéﬁ signal therefrom, the metﬁéd
comprising the steps of:

' addressing an address in the second range of

addresses;

Jenerating the second selection signal in the

second address decoder; and B .
: This Sheet Has Been

[ i~



{ange.éf REPEA

Img at | east one address in common with the first
oRE ui t- operatively coupled P%F%+ﬁrTﬂTﬁﬂiiﬁir_F6L

range, - an
r'ecei ve afrequest signal fherefrom the pethod conpri si mﬂ
addr essi nfj hn 28EBsgyn f he second rafgéof addresses\;\%{ﬂ é‘“\mm\ \
second sef ebtion signal ifn fthe second address decoder, umciatihg in

the protelction circuit whetlher the second sel ection signal has been
gener at ed—+~rA—the—abhsence ofl recei pt of a request signal. 13. The et hod

of claim12 wherein the PrgGesaaclR Fn RIS 1dH YRl d WRY

event of generation of second selection signal in the

absence of receipt of a request signal.

13. A method as claimed in claim 12, wherein the processor
has a nonmaskable interrupt input, and wherein the method
comprises the further step of:

annunciating the event by generating the

nonmaskable interrupt input.

14. A methed as claimed in claim 12 or 13, wherein the apparatus
further comprises a third address decoder responding to a
predetermined addréss, and wherein the request signal
comprises a read cycle for the predetermined address, and

wherein the annunciating step further comprises annunciating

in the protection circuit the event of generation of second
selection signal in the absence of receipt of the read cycle

for the predetermined address.

15. A method as claimed in claim 12,13 or 14, wherein the protection

circuit of the apparatus comprises first and second bistable’
gates, and wherein the method comprises, after the
generating step and before the annunciating step, the
further steps ot:

clocking the first bist#ble gate to a first
state;

receiving the clocked output of the first

gate at the second gate; and

[

This Sheet Has Been Replaced:-



t er mi nal

met hod conprises, after the step of annunciating

”REPEAGEQHET crtirtdl the further step of: ann

Lo |

I n'the et e
‘processqr |t he event of derfjeration of thg_second sel ection sj gt e
absence [of| r8&FEB 197 a|r dquest si gnal %?/ gener at i ng \‘Br“i\Wer apt
I nput sijg 14. The thod of either claim12 or U an she*
apparatas further conprisg¢s a third address decoder responding to a

pr edet erm-red—address ngl wherein the request signal conprises a read

cycle for the predeterm negdo@dfhesche AWLoME ISR JRRENCEALI &gtﬁﬁep
further conprises annanciating in the protection circuit whether the second

sel ection gifgRak BasohéeBistable gate comprising an annunciation.

16. A method as claimed in any of claims 12 to 15, wherein the
apparatus further comprises a third address decoder responding to a
predetermined address, and wherein the request signﬁl
comprises a read cycle for the predetermined address, and
wherein the annunciating step further comprises annunciating
in the protéccion circuit the event of generation of second
selection signal in the absénce of receipt of the read cycle

for the predetermined address.

17. A method as claimed in any of claims 12 to 16, wherein the
apparatus further comprises postage printing means controlled by the
processor and a descending register indicative of an amount

of postage available for printinq; and wherein the first

memory is nonvolatile, the method comprising the additional

step of: |
storing the descending register in the first

memory within the second range of addresses,
whereby the descending register data are

protected from spurious processor write cycles.

18. A method for use with a data protection
apparatus comprising a processor, a memory device, and an

address decoder generating a selection signal defining a

This Sheet Has Been Rerlaced




generated in the absence of receipt of the read cycle for the predeterm ned
addr ess. 15. The nethod of either ctlaim 12, 13 or 14, wherein the

* protection circuit of the apparatus congrrses first -an

gates, and wherein the method conprise3/ after the genﬂlmﬂmﬂmgmlgﬁm
before t he annunciating step, the further steps of: clotkrmglrhe Thrst

bi stable gate to a first state:

protected region of the memory device, the protecced regicn
coﬁprisinq less than all of the addresses of the memory
device, the method comérisinq the steps of:

addressxng an address in the protected region
of memory during a wrxte cycle, and

interrupting the processor.

{REPLACEMENT SHEET
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rﬁégrgr;g an out put signal of the first bistable gate in et
t second bi stabl e cl ocking the second: bi stable gate, an B&P-.
A'he second biatable gate conprising an annunci ati on. 16.
any of clainms 12 through 15, wherein the %%paratus furth
third address decoder responding to a predeterm ned addr g
the request signal conprises a read cycle for the preder
the method further conprises, after the step of generati
sel ecti-on signal and before the step éiiﬁﬁﬂﬁﬁﬁlatlng in rhe~pLaLect|on
circuit whether the second sel ection signal has been generated in T

. DATA PROTECTIO PPARATUS ETHOD

g, 28 BcF B ape)

i heqd and mherel

A data protection apparatus has chip select 1ogic
102, a protection circuit 101 and one or more memory
devices 11-13. The chip select logic is designed so that
when protected memory is addressed, more than one
selection signal is generated. In this way, a protected
‘memory area may encompass all, or a portion, of one or
more memory devices. The additional selection signal is
processed by the proteétion circuit which will interrupt
the processor if protected memory is addressed during a
write cycle in the absence of a request signal which the
proéessor'is programmeq to generate just prior to its
writing to a protected memory area.

FIGURE 3c.
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t he absence of receipt of a request signal, annunciating in the protection
circuit the event of generation of the second selection signal in the
~absence of receipt of the read cycle for the predeterm ned address. 17.
The nethod of any of clainms 12 through 16, wherein thg.apparatus further
conprises postage printing neans controlled by the p
descendi ng regi ster indicative of an anodint of postage e
printings and wherein the first menory is nonvolatild, fthe nethod
conprising the additional step of: In the event of g:n:rd?Bdﬁﬂpﬁqﬁhe s¢cond
sel ection signal after the recelpt of the request
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signal,_l storing the descending register in the first menory within the-
second'range of addreses, whereby data contained in the descending register

are prot W processor wite cycles. - 36 - 18. A
met hod f of] ACEMEN SiﬂE\Tpr_ot ection apparatus conprising a processor, a
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menory device, a protection circuit operatively coupled to the processor to
receive a request signal therefrom and an address decoder generating a

‘sel ection signal corresponding to a protection region of the nenory devi ce,
the protected region conprising |less than all of the addresses of the
menory device, the nmethod conprising the steps of: addressing an address in
the protected region of the nmenory devics during a wite cycl providing an
“out put signal annunciating whether the request signal has been received b
the protection circuit prior to the addressing step; and interrupting the
processor if no request signal has been received prior to the addressing
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st ep. - 37- protected region of the nmenory device, the protected region
conprising less than all of the addresses of the menory devi ce, the nethod
donprising the steps of:
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ABSTRACT
DATA PROTECTION APPARATUS AND METHOD

A data protection apparatus has chip select 1ogic
102, a protection circuit 101 and one or more memory
devices 11-13. The chip select logic is designed so that
when protected memory is addressed, more than one
selection sigﬁal is generated. In this way, a protected
memory area may encompass all, or a portion, of one or
more memory devices. The additional selection signal is
processed by the proteétion circuit which will interxrupt
thé processor if protected memory is addressed during a
write cycle in the absence of a request signal which the
probessor is programmed +o generate just prior to ;ts
writing to a protected memory area.
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CLAIMS
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1. A data protection apparatus comprising: a processor.addressing an address space,

2 memory arca comprisiﬁg a first memory, a bus interconnecting the processor and said first

meory, a first address decoder generating a first selection signal in response to addresses ip a

frst range of said first memory selected by the processor; a second addrss_dccodcr generating a

second selection signal in response to addresses in a second range of addrcsses of said first

memory selected by the processon, said second range of addresses being nonidentical to the first

range of addresses and having at least one address in common with the first range; and 2

protection circuit operatively coupled to the processor to receive a request signal therefrom, said

protection circuit anmunciating the event of generation of a second. selection signal in the absence

of reccipt of a request signal.

2. The data protection apparatus of claim 1 wherein the processor has _anonmaskable

interrupt input terminal, and wherein the protection circuit annunciates the event by generating s

nonmaskable interrupt input signal.

3. The data protection apparatus of either claim 1 or 2, further comprising 2 third

address decoder responding to an address in said memory area, and wherein the request signal

received by the protection circuit comprises a read cycle for the address.

4. The data protection epparatus of either claim 1, 2 or 3, wherein the protection

- -
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the request signal and set to a second state by a write cycle in the absence of the request signal,

said wrjte cycle Includes issuing 4 write signal, the second bistable gate receiving a clocked input
signal from the first bistable gate, said ipput signal being an output signal of the first bistable
gate, the second bistable gate being clocked during the write eycle by a trigger signal derived
from tlic write signal, said trigger signal indicating the processor's addressing an address in the

second range, the output of the second bistable gate comprising the annunciation.

| 5. The data protectiop apparatus of either claim 1, 2, 3 or 4, further comprising a
second memory in said memory drea, wherein the first address decoder generates a third
gclcction signal in response to addresses in a third renge of addresses in said memory area. the
third rapge having no addresses in common with the first range, the third range having at least
onc address in common with the second raage, and wherein said sécond memory is selected by

the third selection signal.

7. The ;.ia.ta. protection apparatus of claim 4 wherein the first and second bistable
gates camprisg D-type Rip-flops each having a clock input terminal, a D input terminal, a set
input terminal and an output termiinal, the write signal operatively connected to the clock input
termixal of the first gate, the D input terminal of the first gate operatively connected to a logic
“low” level, the set input terminal of the first gatc opcratively connected to the request signaj, the
clock input terminal of the second gate receiving the conjunction of the write signal and the
second selection signal, the D input texminal of the second Igate receiving an output signal of the

first gafc, and an output signal of the sccond gate comprising the anpupciation.
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10.  The data protection apparatus of any of claims 1 thtdugh 9, further comprising
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postage printing means controlled by the processor and a descending register indicative of an
armount of postage available for printing; and wherein the first memory is noavolatile, and the
descending register is stored in the first memory within the second range of addresses; whercbhy

» data comtained in the descending negister are protected from spurjous processor write cycles.

1. Data pmtccti&n apparatus as claimed in claim 10 when dependent on claim 6,
fuxther comprising a second descending registex also indjcative of the amount of postage
available for printing; wherein the first descending register is stored in the first memory within
the second range of addresses, and the second descending register is stored in the second memory
within the second range of addresses, whereby data contzined in the descending register are

protected from spurious processor write cyeles.

122 A meﬂlod for use with a data protection apparatus comprising a processor
addressing an addres§ space, a first memory, a bus interconnecting the processor and said first
RIeTROrY, 4 first address decoder generating a fixst selection signal in response to the address ina
first range of said first memory sellected by the processor, a second address Mﬁ generating a
second selection signal in response to addresses in a second range of addresses of said first
merhory seiected by the processor, said second range of addresses being nonidentical to the first
range of addresses and baving at lcast onc address in common with the first range, and a
protection circuit operatively coupled to the processor to recejve a xequest signal therefrom, the

method comprising the steps of:
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addressing an addrcss in the second range of addresses;
generating the second selection signal in the second address decoder; and
annunciating in. the protection circult whether the second selection signal has been

generated in the absence of receipt of a request signal.

13.  The method of ¢claim 12 wherein the processor has a nonmaskable interrupt input
terminal, and wherein the method comprises, aﬁer the step of anaunciating in the protection
circuit, the further step of:

annunciating to the processor the event of generation of the second selection signal in the

absence of receipt of a request signal by generating a nonmaskable interrupt input signal.

14.  The method of either claim 12 or 13, wherein the apparatus further comprises a
third address decoder responding to a predetermined address, and wherein the request signal
comprises a read cycle for the predetermined address, and wherein the annunciating step further
comprises anntmctaung in the protection circuit whether the second selection signal has been
generated in the absence of receipt of the read cycle for the predetermined address.

15.  The method of eithier claim 12, 13 or 14, wherein the protection circuit of the
apparatus comprises first and second bistable gates, and whéxein the method comprises, after the
generating step z;nd before the anniunciating step, the further steps of:

clocking the first bistable gate to a first state:

receiving an output signal of the first bistable gate in the first state at the second bistable
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gate: and
clocking the second bistable gats, an output signal of the second bistablc gate comprising

an ammunciation.

16.  The metbod of any of claims 12 through 15, whercin the apparatus further
comprises a third address decoder responding to a predetermined address, and wherein the
request signal comprises a read cycle for the predetermined address and wherein the method
further comprises, after the step of gencrating the second selection signal and before the step of
anmunciating in the protection circuit whether the second sclection signal has been generated in
the absence of receipt of @ request signal, annunciating in the protection circuit the event of
generation of the second selection signal in the absencs of receipt of the read cycle for the
predetermined address. |

17.  The :r.xéthod of any of claims 12 through 16, wherein the apparatus further
comprises pastage pp' nting means controlled by the processor and a descending register
indicative of an amount of postage available for printing, and wherein the first memory is
nopvolatile, the method éomprisiﬂg the additional step of:

in the event of generation of the second selection signal after the receipt of the request
signal, storing the descending register in the first memory within the second range of addresses,

whereby data contained in the descending register are protected from spurious processor

write cycles.
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18. A method for use with a data protsction apparatus comprising a processor, a
memory device, a protection circuit operatively coupled to the processor to receive a request
signal thersfrom, and an address decoder generating a selection signal corresponding to a
protection regién of the memory device, the protected regiot comprising less than all of the
addresses of the memory device, the methoed comprising the steps of:

addressing an address in the protected region of the memory device during 2 write cycl

providing an output signal anpunciating whether the request signal has been received b
the protection circuit prior to the addressing step; and

interrupting the processor if no request signal has been received prior to the Mﬁng

step.
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DATA PROTECTION APPARATUS AND METHOD

A data protection apparatus has chip select 1ogic
102, a protection circuit 101 and one or more memory
devices 11-13. The chip select logic is designed so that
when protected memory is addressed, more +than one
selection sigrial is generated. In this way, a protected
memory area may encompass all, or a portion, of ocne or
more 'memory devices. The additional selection signal is
processed by the protection circuit which will interrupt
the processor if protected memory is addressed during a
write cycle in the absence of a request signal which the
proéessor is programmed %to generate just prior to :_i.ts
writing to a protected memory area.

FIGURE &
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axample, one could emplovy a8 hardware latch to store the
event of the prctecticn cirzuic havin; been triggerec.

Then, after the processor has'been reset or interrupted, tThe
grocesscr ccould consult the state of that hardware latch ¢
ascertain the reason far the reset or incerrupt. As yet
ancther exanmpls, the ouzput could be an input to a systenm
That cenies furcner access to tne'p;d:ec:ed menories by
means cf a DAardwaré _;evel incerruption in the bus control
signals to the grotected memcries. The latter appreoach
does, of course, increase the component count and fargoes
the pcssibiliﬁy of a software recovery through the siaple
agplication ofthe interrupt to the processc:.

-Referring vow to Figs. 7 and 10, the prctection
circuit 10l wcrks as follows. At time 150, the positive
edge WR’ 181 triggers a bistable gate, here a D-type flip-
flop 115, at the clock input 125. The D input 132 of flip-
flop 115 is tied to a low signa}. Therefore, flip-flop 115
vill be cleared and an output signal FFlOUT 133 at zhe Q
QuUtPUT-120°will be low when flip-flop 115 receives the
pesitive edge of any WR’ 181. This clearing operation is
also seen to occur at time 153.

1 The "sat" input 127 of flip-flop 115 is tied to
tHe output of the OR qate'lzs, i.e., the request signal
- PQST’ 180. At time 1S1, RQST’ 180 is active, causing FFLOUT
18] at cthe Q output 120 of flip-flop 115 to be set to a high
s:écg. The ¥oucpuc 120 of flip-flop 115 is connected to
che clockgd input 121 of a second bistable gate, here
anather a gﬁtype flip-flop 116. Flip-flip 116 is triggered

at its clock input 126 by a signal FF2CLK 184. FF2CLK 184
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CLAIMS
L. A data protcction apparatus comprising: a processor.addressing a0 address space,

a mermory arca comprising 2 first memory, a bus interconnecsting the procsssor and said first
merpory, 2 Srst address deéoder generating a first selection signal in response to, addresses is a
first range af-said first memory sslected by the procgssor; a sccond address decoder generating 2
gsecond selection signal in respanse to addresses in a second range of addresses of said first
memory selected by the pmceﬁsou, said second range of addresses being noaidentical to the first
mngcofaddresu;mdhaving at least one address in common with the first range; and 2

- protection circuit operatively coupled to the processor to receive 2 request sxgnal therefrom, said
protection circuit anmunciating the event of gcneﬁtion of a second selcct_ior'l signal in the absence

of reccipt of a request signal.

2. The data protection apparatus of claim 1 wherein the processor has a gonmaskable
interrupt input terminal, and wherein the protectiop circuit anpunciates the event by generating 2
nonmaskable interrupt input signal.

3.  _The data protection apparatus of either claim 1 or 2, further comprising 2 third
address decoder responding to an address in said memory area, and wherein the request signal

recaived by the protaction circuit comprises a read cycle for the address.

4. The data protection epparatus of either claim 1, 2 or 3, wherein the protection

circuit comprises first and second bistable gates, the first bistable gatc being sct to a first state by
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the request signal acd aetto a 'aéé&nd state by a write cycle in the dbsencs of the request signal,
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said write cycle Includes issuing 4 write sign_al. the second bistable gate recsiving a clocked inpwt
signal from thé first bistable gate, said ioput sigoal being an output signal of the first bistable
gate, the second bistable gate being clocked during the write cycle by a trigger signal derived
from thie write signal, said trigger signal inaicau'ng the processar's addressing an address in the

second range, the output of the second bistable gate comprising the annunciation.

5. The dara protection apparatus of either claim 1, 2, 3 or 4, further comprising a
second memory in said memory area, wherein the first address decoder generates a third
~ selection signal in response to addresses in a third range of addresses in said memory area, the
thixd range having oo addresses in common with the first range, the third range having at least

one address in common with the second raage, and whereid said second memory is selected by

the third selection signal.

6. Data protection apparatus as claimed in claim 5;
wherein the first and secona memories are nonveolatile, and

employ differing storage technologies.

7. The data protection apparams of claim 4 wherein the first and second bistable
gates comprise D-ty;pe flip-flops each having 2 clock input teominal, a D input terminal, a set
input terminal and an output terminal, the write signal operatively conpected to the clock input
termidal of the first gate, the D inpui termiﬁal of the first gale operatively connected to 2 logic
“low” level, the set input terminal of the first gate operatively connected to the request sigoal, the
clock input tenminal of the xconq gate receiving the conjunction of the write signal and the
seénd selection signal, thc- D input terminal of the second gate receiving an output signal of the

first gatc, and an output signal of the sccond gate comprising the appunciation.
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8. Data ecti .
protection apparatus as claimed in any of claims 1 to'7

Whel’e.’n the I. thl. Add

~°n C!v- |
. Cuit comprise an aanlxcah.cn -specific
integrated circuic.

9. 'Data protection apparatus as claimed in any of claims 1 to 8

— . . . < s
further characterized in that the first address decoder

generates a plurality of selection signals such that for
each of a multiplicity of addresses in the address space,

exactly one of the plurality of selection signals is

generated.

10. The data protection appa:;nus of any of claims ] ﬁrougb 9, further coﬁxprisinu
postage pringug means controlled by the processorand descending register indicative of an
amount of postage available for printing; and wherein the first memory ;13 noavolatile, and the
descending register is stor:ﬁ in.:hc first memory within the second range of addresses; wherchy

. data contained in the descending register are protected from spurjous processar write cycles.

{l.  Data protection apparatus as claimed in claim 10 whea d:pcﬁdmt ob claim 6,
further comprising a second descending register also indjcative qf the amount of i:ostage
available for prxrmng wherein the frst descending register is stored in the first memory within
the second range of addzesses, and the second descending register is stored in the second memory
within the second range of addresses, whereby data contained in the descending register arc

protected from spurious processor write cycles.
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12. A m::hod for use with a data protectwn apparatus compnsmé a processor
addrusmg an address space, a firit memory, a bus interconnecting the processor and said first
remary, a first address decoder generating a first selection signal in response to the address iz a
first range of said first memory selected by the pracessor, a second address decoder generating a
second select{on signal in response to addresses in a second range of addresses of said ﬁrst
memory selected by the proccésoﬂ, said secand mange of addresses being nonidegtical w the frst -
range of addresses and baving at least one address in commoﬁ with the first range, and a
protection circuit operatively coupled to the processor to receive a request signal therefrom, the

method comprising the st=ps of:
addressing an address in the second range of addresses;

generating the second selection signal in the second address decoder; and
annunciating ig the protection circuit whether the second selection signal has been

generated in the absence of receipr of a request signal.

13.  The method of claim 12 wherein the processor has a nonmaskable interrupt input
terminal, and wherein the method comprises, aﬁer the step of annunciating in the protection
circuit, the further step of:

annunciating to the processor the event of generation of the secoud s.etection signal in the

absence of receipt of a request signal by generating a nonmaskabie interrupt input signal.

14,  The method of e:the: claim 12 or 13, wherein the apparatus further comprises a
thxrd address decoder responding to 2 praie:ermmcd address, and wherein the request sxgna.l
comprises a read cycle for the predetermined address, and wherein the angunciating step further
comprises annunciating in the protestion circuit whether the second sefection signal bas been

geaerated in the absence of recsipt of the read cycle for the predetermined address.
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15. * The method of éithcr claim 12, 13 or 14, wheréifi & protection circuit of the

apparatus comprises first and second bistable gates, and wherein ;he method comprises, after the
generating step and before the annunciating step, the further steps of:

clocking the first bistable gate to a first state:

reeciving an output signal of the first bistable gate in the Grst state at the second bistable
gatezand

clacking the second bistable gate, an output signal of the second bistable gate comprising

an anmumciation.

16.  The method of any of claims 12 through 15, whercin the apparatus further
comprises 2 third address decoder responding 10 2 predct:zmined address, and wherein thci
request signal comprises a read cycle forthcpred:t:rmigcdaddress and wherein the method
ﬁmhez comprises, after the step of gencrating the secénd selection signal and before the step of
snrmumciating in the protection cireuit whether the second selection signal has been generated in
the absence of receipt of a request signal, annunciating in the protection circuit the event of
generation of the second seiection signal m the absencs of receiprt of the read cycle for the

17. . Themethod of any of claims 12 through 16, wherein the apparatus fiurther
comprises postage p;inting means controlled by the processor and a descepding register
indicative of an amount of postage available for printing, and whe:;in the first memory is

| popvolatile, the mcthod cafnprising the additional step of:

in the event of generation of the second selection signal aftar the receipt of the request

signal, storing the desceﬁding register in the first memory within the second range of addresses,

wherzby dara contained in the descending register are protected from spurious processor

write cycles.
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18. A method for use with a data protection apparatus comprising a pracessar, a
memory device, a protection circult operatively coupled to the proéssm tp receive 8 mquat
signal thecefrarm, and an address decoder gencrating a selection signal correspondiag to a

protection region of the memory device, the protected region comprising less thas all of the

.addresses of the memory device, the method comprising the steps of:

addressing an address in the protected region of the memory device during a write cyecl

providing an output signal anpunciating whether the request signal has been received b
the protection circuit prior to the addressing step; and

imerrupting the processor if 0o request signal has been received prior to the addressing

step.




