Method and Apparatus for Storing Data Field of the Invention The present invention relates to
computer technologies, and more particularly to, a 5method and apparatus for storing data.
Background of the Invention File systems of computers are core modules of file management for
applications (such as word and Instance Managing applications etc.), and manage data of the
applications and implement local persistence. 10Compound Documents are one of good solutions for
implementing the file system. By using the compound document, multiple files are organized in catalog
levels, which include not ommm al &iﬁhs sgreafshes*ﬂilaxa, vgice, video images and other
information. The compoun tqﬁ'a@() é‘&iﬁ H&.dan Em& the texts, the graphs
and multimedia information (such as voice and images), and the multiple files 15are organized in
catalog levels.  However, because each file is stored in catalog levels in compound document, when
the file is being stored, if the application of the computer becomes abnormal (such as power-off, dead
halt, proces on), it is very possible that data of the file system is damaged,
and the damaged data always causes various problems of the 20application. Summary of the

Invention  Embdditn@ises st i piaadislasciatenireside dnedertss. sid appsratidcprdiolhg data, so

that the {ile systroa Gal AEMdleaigRiyglipRle data storage system for the applications and provide
transactional support for upper applications. 25The technical solutions of the present invention include:

Background of the Invention

File systems of computers are core modules of file management for applications
(such as word and Instance Managing applications etc.), and manage data of the

applications and implement local persistence.

10 Compound Documents are one of good solutions for implementing the file system.
By using the compound document, multiple files are organized in catalog levels, which
include not only texts, but also graphs, spreadsheet data, voice, video images and other
information. The compound document may be regarded as an owner including the texts,
the graphs and multimedia information (such as voice and images), and the multiple files

15  are organized in catalog levels.

However, because each file is stored in catalog levels in compound document,
when the file is being stored, if the application of the computer becomes abnormal (such
as power-off, dead halt, process crash, deadlock and so on), it is very possible that data of
the file system is damaged, and the damaged data always causes various problems of the

20  application.

Summary of the Invention

Embodiments of the present invention provide a method and apparatus for storing
data, so that the file system can provide a highly reliable data storage system for the

applications and provide transactional support for upper applications.
25 The technical solutions of the present invention include:

A method for storing data, including:

receiving operation data of an operation object in a transaction period, and buffering
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the operation data in a memory;
storing a backup of original data of the operation object in a compound document in
a log file;

storing the operation data buffered in the memory into the compound document.

An apparatus for storing data, including:

a receiving module, adapted to receive operation data of an operation object in a
transaction period, and buffer the operation data in a memory;

a backup module, adapted to store a backup of original data of the operation object
in a compound document in a log file;

a storing module, adapted to store the operation data buffered in the memory into the
compound document after the backup module stores the backup of the original data of the

operation object in the compound document in the log file.

The technical effects brought by the technical solutions of the embodiments of the

present invention include the following.

In the embodiments of the present invention, the operation data is firstly buffered in
the memory, and the backup of the original data of the operation object in the compound
document is stored in the log file before the operation data is stored into the compound
document. If no abnormal situation occurs in the procedure of storing the operation data
buffered in the memory into the compound document of the operation object, the “All”
effect of the “All of Nothing” transaction features is implemented; If the abnormal
situation occurs in the procedure of storing the operation data buffered in the memory into
the compound document of the operation object, the “Nothing” effect of the “All of
Nothing” transaction features is implemented. Therefore, the highly reliable data storage

system is provided for the users.

Brief Description of the Drawings

Figure 1 is a flowchart illustrating a method for storing data according to an

embodiment of the present invention.

Figure 2 is a flowchart illustrating a method for storing data according to another

embodiment of the present invention.
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Figure 3 is a flowchart illustrating a method for storing data according to another

embodiment of the present invention.

Figure 4 is a schematic diagram illustrating a basic structure of an apparatus for

storing data according to an embodiment of the present invention.

Figure 5 is a schematic diagram illustrating a detail structure of an apparatus for

storing data according to an embodiment of the present invention.

Detailed Description of the Invention

In order to make the object, technical solution and merits of the present invention
clearer, the present invention will be illustrated in detail hereinafter with reference to the

accompanying drawings and specific examples.
An embodiment is provided.

In order to provide highly reliable data storage, a method for storing data is provided
by embodiments of the present invention, as shown in Figure 1, the method includes the

following steps.

Step 101: operation data of an operation object in a transaction period is received,

and the operation data is buffered in a memory.

In the embodiment, the transaction period refers to a period of time needed for
implementing a specific transaction. For example, the specific transaction may be a
writing operation, several steps are usually needed when implementing the writing
operation by the computer, and the steps may include changing the length of the
compound document, writing the data into the compound document and so on. Hence, in
the embodiment, the period of time needed for implementing the several steps may be

configured as a transaction period of the writing operation.

In practical application, the operation object in step 101 may be texts, graphs,
spreadsheets, voice and video images etc. in the file system, and the operation performed
for the operation object includes but is not limited to a writing operation and a reading

operation.



It should be noted that, in step 101, the received operation data of the operation object in the file
system may be directly transmitted to a memory of the computer by invoking instructions or pointers of
the computer. Step 102: a backup of original data of the operation object in the compound 5
document is stored in a log file. When receiving the operation data of the operation object in the file
system, the computer determines the original data of the operation object in the compound document,
reads the originak data from the c und doc nt, and a backup of.the origi kdata is stored in the
0 file. The Iog e 0t B T ol L e PR RS Vs g
compound daggment theefgtosydtemdiffeydrt Hared thiskasatttsd ap thexeperatiofislef tomingdildwand the
compound dglc\:,%%enthgs rlr11ottl(z)atnﬁ‘e(g:rt eoaggr%thﬂ %Q:do S an. The log file may be established temporarily,
or has been established afreaa: , ahd may%elfocatrélg at the same catalog with the compound
document; the log file can store the original data of the operation object before current operation is
performed. In theSt¢B dftbodibraurhefloyigiadl dastonbihcopasrdiinabivstaibabicusdmenanhtth may
be anothker Qﬂf&ﬁnemﬁ?@t&gﬁiiﬂ@ﬁg?ﬂ%ﬁon data buffered in the memory is stored into the compound
document. After the backup of the original data is stored in the log file, the operation of storing 20 the
operation data buffered in the memory intg the compound document of the operation object may be
triggered through"SBFiTRG L VBRERDp ARFEALOR b rbtHYS ARSERIONARis Ltdh ﬁgfirfliﬁe%%&i?lld@%
finished sucesssfiily, eieiih&fiastin @nalAlkeroNatbing Hiasea5lien ishALGSRIH e AloERRERION is
performed successfully or no trace is left as nothing happens) is obtained. If the compound document

becomes abifdfthHiheiigined drasom s RmRPIad P supttbetndr brekumat thsrossieal dalp iYeadlock

and so on) ofiapulicatienpyhien Jep1603ile pedarpesmiirlidinaltaiaob thagramiieneljest in the
compound document is recovered by using the log file in step 102, so that an "Nothing" effect in the

"All of Ndthidl® dsndHe M FrirRad IoptmsaL are storedclih G <eh hatd disbosriatit 8F tHE present
invention preyjeias ehnethadfer idostiading: datapansiinshentetiothdhefepesativndataig bulbared in the

memory firstly; before the operate data is stored into the compound d t, the backup of the

cume
original data SRS HEr ISP 5EEPIRIAS EoBBEHY Gblams Labitla Aleady Med Jet e
backup is finistiged the tapaatiorncaatadsvaidrerenionipecRImpuitslocumest, therehy nreyidierg the
highly reliable data storage s&gﬁtem for the users. gT{e above provides simple descriptions of the
method proiESiBY tileeRibEtfinoBREaL DI BRI S RFRLRRM 6%%%{{3}? ofthéfhethod

provided by gachedibedimestsopf the presprirowerdomwiti pieravideshéhupu e thetelhowing bwo
embodiments.

another name.
Step 103: the operation data buffered in the memory is stored into the compound

document.

After the backup of the original data is stored in the log file, the operation of storing

20  the operation data buffered in the memory into the compound document of the operation
object may be triggered through sending a backup finish signal or other modes. If the
storing in the step 103 is finished successfully, an “All” effect in an “All or Nothing”
transaction character (i.e. an operation is performed successfully or no trace is left as
nothing happens) is obtained. If the compound document becomes abnormal because of

25  abnormality (such as power-off, dead halt, process crash, deadlock and so on) of
applications when step 103 is performed, the original data of the operation object in the
compound document is recovered by using the log file in step 102, so that an “Nothing”

effect in the “All of Nothing” transaction character is obtained.

As can be seen, the embodiment of the present invention provides a method for

30  storing data, and in the method, the operation data is buffered in the memory firstly;
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before the operate data is stored into the compound document, the backup of the original
data of the operation object in the compound document is stored in the log file; after the
backup is finished, the operation data is stored into the compound document, thereby

providing the highly reliable data storage system for the users.

The above provides simple descriptions of the method provided by the embodiments
of the present invention, and detail descriptions of the method provided by the
embodiments of the present invention will be provided through the following two

embodiments.
Another embodiment is provided.

In order to provide the highly reliable data storage for the users, and to solve the
conventional problems, e.g. the damage of the compound document in the hard disk
caused by the abnormality of applications in the procedure of storing the data by the file
system, embodiments of the present invention provide a method for storing data, and the
“All of Nothing” transaction feature of the data operation in the file system is
implemented. In the embodiment, the file system processes various operation commands,
and the file system may be a file system of a computer in common use, as shown in

Figure 2, the method includes the following steps.

Step 201: the computer receives operation data of an operation object in a transaction

period, and sends an operation request to the file system.

For example, the operation data received by the computer indicates that a writing
operation needs to be performed for the operation object, and the computer needs to send

a writing operation request to the file system.

Step 202: the file system responses the operation request and stores the received

operation data in a memory of the computer;

In the prior art, the operation data is directly written into the compound document of
the operation object, but in the embodiment, the received operation data is buffered in the
memory of the computer firstly, and further indication of the file system is waited for,
such as the instruction in following step 209, and the operation data will not be stored into

the compound document of the operation object before the further indication of the file



The operation monopoly of the log file may be implemented through mutex variable, the main use of
the mutex variable is to avoid the background thread and the upper layer application operate the log
file at the same time, so as to ensure that the log file always 10 includes one or multiple integral
operations. The mutex variable may be configured in advance by an operator of the computer or may
be a mutex variable already exists in the computer in the case of not affecting the normal work of the
computer, w@iggisirgcpééién\i/te%d in the embodiments of the present invention. The above mentioned one
or multiple imyegrgﬂ operafions may include the following: 15 when only one operation is needed to
implement the backup of the original data of the operation object, the log file only needs to receive one
operation to impléfreAPtievbaekhp blethes iy lisaperies, (b enartion ke oistati Gaskareuskdeehdo
implement the kel be ARl AR BldR.oRe aian AhiCHoMBIRS Herarsie oGl multile
operations to implement the backup of the original data. For example, it the original data includes only
20 texts, onlgRshe1IOpSHAtioN: is needed, e.g. copying the contents of the texts and pasting to the log file;
if the original data includes not only texts, but also large numbers of links, pictures, and video etc.,
multiple pperationsamdeesat ihisanlame st e kagkitn fER&IGHaadatandticasaasepadhat, the
use of mutex variable ensures the integrality of the operations for the log file. 251t should be noted that,
besides the Hti8% %"riable, other modes may be used to lock the operation monopoly of the log file,
which is not limited in embodiments of the present invention. The modes used by those skilled in the

art for locking theTap efadtatiomarvmpptyl wwitlhibie tl cpeilivadaiberians all deddnirim ghenpnetechsablee of the
present invention. Step 204 it is determined ngther. lag file exists; If the log file exists, step 205 is
portormed: 1T HIE HbA (B S051 S0 & BN e BB HCAEREy b TRt e
same catalogppiitathm eprepeutid doctileentthadusediteestorasthe arsgirahdatacofdbdiepdredion object
before Ilqe curren openratiorrlnil%US felrf‘grnpqd. F(r)rtlexam , Wnrlletn Xtheroglzbfiration %bje(():ltl ls V\fo(ridi,nthe
existing log file m§’3§ Be% N8 Siriar oe\%/grcﬁl% & SUHix of Which 78 .}S%k, and When & erﬁlrllgf operation is
performed fardthaaedrd athepexistingfldg: flenpuseditonatobe thenowiginatidala dxistinghefore the writing

operation. Step 205: a selecting sigpal sent by a user is recei H and whether, to,cover the
Ooxisting 165 IR el e A A oL A Y T e S s o

to cover the kxistidgnldg: fdmbsibm20S o erfoeseadinvention.

The above mentioned one or multiple integral operations may include the following:

15 when only one operation is needed to implement the backup of the original data of the
operation object, the log file only needs to receive one operation to implement the backup

of the original data; when multiple operations are needed to implement the backup of the
original data of the operation object, the log file needs to receive multiple operations to
implement the backup of the original data. For example, if the original data includes only

20  texts, only one operation is needed, e.g. copying the contents of the texts and pasting to
the log file; if the original data includes not only texts, but also large numbers of links,
pictures, and video etc., multiple operations are needed to implement the backup of the
original data. It can be seen that, the use of mutex variable ensures the integrality of the

operations for the log file.

25 It should be noted that, besides the mutex variable, other modes may be used to lock
the operation monopoly of the log file, which is not limited in embodiments of the present
invention. The modes used by those skilled in the art for locking the operation monopoly

without creative labor are all belong to the protect scope of the present invention.

Step 204: it is determined whether the log file exists;



If the selecting signal indicates to cover the existing log file, step 207 is performed; When the
determining result in step 204 indicates that the log file exists, a selecting 15 window may be provided
to the user in step 205 through a dialog box, tips and other modes, and whether to cover the existing
log file may be determined according to the selecting signal sent by the user through the selecting
window. Step 206: a new log file is established; and step 207 is performed. Step 207: the
background threﬁtptﬁh?gk .the hsa%gd giﬁl&a%ctorgﬁoptaei&s the hard disk 20sector corresponding to the

operation object nee edrto be Tewritten n the urrent transaction period; In one transaction period,

the operation object needed to be rewritten by the computer may be stored in one or more hard disk
sectors. stdpthodpofilsidarsant ofithesspeitfionrshjednekeded to be rewritten in the current
25transaction period is read from the hard disk sector and stored in the log file. In step 208, storing the

original data in theploghBl¢i P ay.inelkige: faifallevingmid hieaisgleaiinensigbaljpdicaiesimenvaidhe
existing log file in step 205, the original data read from the hard disk sector covers the data of the

existing log fESHdHersitmosinthd¥aghdhafacratanrehictieP iy dha SuEesF ieRsHAER ritten
into the {og flerfigbaestrtlishasdnwwhen @Rk pIiRiPanileimay e, eReBedhis Usingla meysdfer-model;

or after the data is written, a function for writing a file into a hard disk sector (such as FlushFileBuffers

function) is ifVOKBENES 42 BAsHRS s thePH AN B e RifitdRIntbhH Rarditisk SBEEBYYE the

computer integfalivietn impedivoemtsHef e ipreseiat yastiaadthe dagdiladnaealap hg.0paseskby using
a buffer-model. The difference between the no-buffer-model and the
before the writing operation.

Step 205: a selecting signal sent by a user is received, and whether to cover the

10  existing log file is determined according to the selecting signal;

If the selecting signal indicates not to cover the existing log file, step 206 is

performed;
If the selecting signal indicates to cover the existing log file, step 207 is performed;

When the determining result in step 204 indicates that the log file exists, a selecting
15 window may be provided to the user in step 205 through a dialog box, tips and other
modes, and whether to cover the existing log file may be determined according to the

selecting signal sent by the user through the selecting window.
Step 206: a new log file is established; and step 207 is performed.

Step 207: the background thread checks the hard disk sectors, obtains the hard disk
20  sector corresponding to the operation object needed to be rewritten in the current

transaction period;

In one transaction period, the operation object needed to be rewritten by the

computer may be stored in one or more hard disk sectors.

Step 208: original data of the operation object needed to be rewritten in the current

25  transaction period is read from the hard disk sector and stored in the log file.

In step 208, storing the original data in the log file may include the following: If the



10 buffer-model includes that: when the file is opened by using the buffer-model, a step of buffering
the file into the memory will be included in the process of operating the file, and thus it is not assured
that the file is stored into the hard disk sector of the computer; when the file is opened by using the
no-buffer-model, the step of buffering the file into the memory is not included, and the file is directly
written into the hard disk sector of the 15 computer, so that it is assured that all contents of the file are

stored into the hard disk sector of the computer, i.e. the reliability of the lpq file is ensured.
Ontionally, peicaie SR T IR e 8 PR Qe 0SSR W read.
file system niayrdéte tmidelisk stioerritisy naetiedldtastb b d rexisaskupofitbeiorigivalsdataiysugiag the log

file based O”OH”IEEF%laPAO?erg‘é‘%‘émZt?l% $o4'g e lofed that, If e operation performed for
operation object is a creating operation (I.e. an operation to Create a new opereﬁlo 0 Jecl%f,v% e
operation objeebtisesinotskgn&lthe original data, and it is unnecessary to store the backup of the

original data by using the log file, that is, the step 208 is not needed; except the creating operation, if

the operation Obj‘fﬁE*P@gﬂ'ﬂ@rﬁ&@B@bﬁg%%dgﬁtﬁ%e:Qﬁ%%%@@?%ﬁ&eﬂ?&‘%ﬂﬁ@ﬁﬁ&?%Q@Jﬁ?&a&a by

using the log file.  Step 209: after t is stored, a storing finish instruction is sent to the file

system; the flaiRitdior sEndBZEA iR awhieliditkusassor el mcrlishl gl opareion data
buffered in the, glemoly ik SOTGRIROHE FRTACHREARCUMERLOIHAC AP AN QDIRCtoP YR SieP 209,

the file system may store the operation data buffered in the memory into the corresponding hard disk

sector of thecesHpigtel¥REBHinH terihedstansy o the PierspbimEabRuntenhieF this opbraeh bject.

This storing BERRESHIS ATEYWVHIRSHRIARSSI O HAMRALOBARLMGN HoPHiRRLSREEt and SiEP 210:
the log file storing the original data of the operation object is configured as 5 invalid; If no abnormal

situatiol occeE s P dedudee Brstorheg the Hirds rebpRatishitmthadutivemsde) tAs€drmpound
document coyraeti anekCRIRIRIENe thR ARgHilR HlYing dhriarigingkdiiaalsthie gRerationrbigrt is

useless, and the log file may be configured as invalid by, such as cancelling the log file. By us’ing the

og f
step 210, thanssEye thie W&H@&@é‘t@?ﬁb@%éié‘ééstﬁ?ﬁ@ié&ﬁﬁh?e‘ii%iré&@ic%ﬂtahafwg%ﬁﬁ@wtﬁfé storage
space is avojged. mdthodldReqrirdihal the step 2l soar opfiona) SeBufibaIeR24R Mgy not be

performed, and the step 211 is performed directly after the step 209 is performed. Referring to the log
file storing tHBeoR§RANUitABNE dpbrabhepjicts HeesheRyigandneresdady sk arrins tdhrvalid log

file when the.yhpigetraRsaciian Reriogi finirhaf cdmdrireailve afitherinyidd Qe enis deaaiR
manually or periodically by the operation system.

sector of the computer, i.e. the reliability of the log file is ensured.
Optionally, because there are various operations performed for the operation object
by the user, the file system may determine whether it is needed to store the backup of the

original data by using the log file based on different operations.

20 It should be noted that, if the operation performed for the operation object is a
creating operation (i.e. an operation to create a new operation object), the operation object
does not have the original data, and it is unnecessary to store the backup of the original
data by using the log file, that is, the step 208 is not needed; except the creating operation,
if the operation object has the original data, it is needed to store the backup of the original

25  data by using the log file.

Step 209: after the log file is stored, a storing finish instruction is sent to the file
system; the file system sends an allow-to-write instruction to the memory, and the
operation data buffered in the memory is stored into the compound document of the

operation object.

30 In step 209, the file system may store the operation data buffered in the memory into



Step 211: the background thread ends normally, and the obtained operation monopoly of the log file is
released. It should be noted that, if abnormality of applications occurs in the procedure of 20 writing
the operation data buffered in the memory into the compound document, i.e. the background thread
can not finished normally, specifically if the procedure of storing data is interrupted because of a
problem occurs when step 209 is performed, the computer performs the procedure of recovering data,

i.e. the file system sends an instruction of recovering data to the log file, and step 209' is performed.
eston 2007 Hath B SR SErBet e e T S e St W g the
original datacohtheundetationeobjgahe oppeshooidobectoiBdthat;iing the@saedursvatirecpretpgahe data,
the log file may be ve0r1i11;il ddét)%uengﬁl[renthe (glggrtl)glity of the log file. In the embodiment, the verification
may be CyC|Ica|C&r(I=,‘18Uﬂ ancy Cleck (?315 ) &nd 'so on, which are not described herein. If the
verification is passed, the log file is reliable, and the operation object in the compound document is
recovered by usiféfEhél (e lihplegodldisorfiashoarifiatbais AbthsaaruatiheoRigctile foungalibis, and the
operatiof o%ﬂ&the compound document is not recovered by using the unreliable log file. 5As can
be seen, in the method for storing data provided by the embodiment of the present invention, if the
abnormal situation occurs in the procedure of storing the operation data into the compound document

of the operation SbjRXERABRLHIEHIbRGUE il HirePEachIisiAG HREiBE gl atd M R 3HPRe log

file, so as to pravideidraasacsianat ssppandfabtimbie systemly salvedhpletallant ab£amPavnty
document damage caused by 10 the abnormal situation in the current file system, and provide the

highly reliabfBgteerdl g &f dhenpsraiiensabifs ihuselfssrard ARtidnal e spvris solaeadas upper
layer applicationsd ad dighlysdatacenRgisieneigimaByaiRad; e usipotie methageaach sneglule of the
applications does not need to worry about the user data lgss or disaccord, and the reliability and

integrality of tREAEAERHIAE B SREHRIDAS SFE e RN RO B HHIFASSRSAIM AN i rovided.  In

order to provide the highly reliable data storage for the users, and to solve the conventional problems,
e.g. the damage bfdeitbbpooted docurherstdp ) harch dipk @alseepbi beeseipridrtnality abt be
applications %r}ﬁ)?m%odmaer&tl% of thezgrlesent invention pro de ame hod fo_r ing dattaran an "All

of Nothing" t ShSaction fature osft?ﬁe ata 2 ecr)poé% ion |ﬁef;{1ig file sys Sm t|e imp emeRted. Different

from the emBetimagt shibwhoig fHig sreria giththis iemblodamerft flibepepfilen hdgeatfl dg hibckpabting flag bit
s used to inficale whether neag s ienid, and indhe smbadiment, siuichons Poparale it
each other t0 Store the 8ata, ahd the ms%rucﬁgns may be Instructions ot a co Uter in common user.
As shown inrfeigoay3,dhéhmathalididoidids thelfcliiowingstepBy 25Step@idaltheygahpoteragorives
operation dast}@a}s%c an operation object in a transaction

Step 211: the background thread ends normally, and the obtained operation

monopoly of the log file is released.

It should be noted that, if abnormality of applications occurs in the procedure of

20  writing the operation data buffered in the memory into the compound document, i.e. the
background thread can not finished normally, specifically if the procedure of storing data

is interrupted because of a problem occurs when step 209 is performed, the computer
performs the procedure of recovering data, i.e. the file system sends an instruction of

recovering data to the log file, and step 209’ is performed.

25 Step 209’: data of the operation object in the file system is recovered by using the

log file storing the original data of the operation object.

It should be noted that, in the procedure of recovering the data, the log file may be
verified to ensure the reliability of the log file. In the embodiment, the verification may be

Cyclical Redundancy Check (CRC) and so on, which are not described herein. If the
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verification is passed, the log file is reliable, and the operation object in the compound
document is recovered by using the reliable log file; if the verification is not passed, the
log file is unreliable, and the operation object in the compound document is not recovered

by using the unreliable log file.

As can be seen, in the method for storing data provided by the embodiment of the
present invention, if the abnormal situation occurs in the procedure of storing the
operation data into the compound document of the operation object, the operation object
is recovered by using the original data stored in the log file, so as to provide transactional
support for the file system, solve the problem of compound document damage caused by
the abnormal situation in the current file system, and provide the highly reliable data
storage system; at the same time, the transactional support is provided for upper layer
applications, and highly data consistency is maintained; by using the method, each
module of the applications does not need to worry about the user data loss or disaccord,

and the reliability and integrality of the data of the applications are greatly improved.
Another embodiment is provided.

In order to provide the highly reliable data storage for the users, and to solve the
conventional problems, e.g. the damage of the compound document in the hard disk
caused by the abnormality of applications, the embodiments of the present invention
provide a method for storing data, and an “All of Nothing” transaction feature of the data
operation in the file system is implemented. Different from the embodiment shown in
Figure 2, in this embodiment, the log file has a flag bit, and the flag bit is used to indicate
whether the log file is valid, and in the embodiment, instructions cooperate with each
other to store the data, and the instructions may be instructions of a computer in common

user. As shown in Figure 3, the method includes the following steps.

Step 301: the computer receives operation data of an operation object in a transaction
period, if the operation data relates to a file system, the received operation data is directly

buffered in a memory of the computer.

Step 302: a background thread of the computer requests and obtains an operation

monopoly of a log file from an operation system.

10



25transaction period is read from the hard disk sector and stored in the log file, and the flag bit of the
log file is configured as valid; Step 308: it is determined whether the log file is stored successfully; If
the log file is stored successfully, step 309 is performed; If the log file is not stored successfully, step
307 is performed. If the log file is stored successfully, an operation authority of the compound
document is open, and the computer can store the data buffered in the memory into the 5 compound

document; if the @ &%és atorgd[ unsuc e%sle ly, t eratlg)tn authority of the compound document is

closed, the compu dr can not opera e the compounog ocument that is, can not store the data buffered
in the memory into the compound document until the log file is stored successfully Step 309: the
operation data bdfféielpihftleecrsimoigpis dtaparifont& compound 10document of the operation
object in the hard disk sector, and the flag bit of the log file is configured as invalid; Step 310: the

background threaggadssarasly ndnexite abba0sdsareratingumonopoly of the log file is released. It
should be noted that, if an application abnormality occurs in the procedure of 15 storing the operation

data buffered in t g ary i to the.compou o\a cedure f storing the data is
interrupted when Wgné?g]]o %t%rg%%%@ Eﬁ%r& ?THDH\% é%h’?q EOVEM ﬁféddata i.e. performs the
step 309'. Step 309" the operation object in the compound document is recovered by using the log
file with ¥alid flaglbthe flag bit of the log file is invalid, step 306 is performed,

If the flag bit of the log file is not invalid, it is indicated that an abnormal situation
occurs when the operation for the compound document is performed last time, and a
recovery is needed, the procedure of the method is terminated, or step 309’ is performed

directly.

10 The flag bit of the log file is used to indicate whether the log file is valid. If the
procedure of storing data performed by the computer is successful, and no abnormal
situation, such as power-off, dead halt, process crash, deadlock occurs, the original data of
the operation object stored in the log file before the current operation is performed is not
useful, and thus the flag bit of the log file is configured as invalid; if an abnormal

15  situation occurs in the procedure of storing data performed by the computer, the operation
object may be recovered according to the original data of the operation object stored in
the log file before the current operation is performed, thereby providing reliable data for

subsequent operations.

Step 305: the log file is created, and the flag bit of the log file is configured as
20  invalid, and step 306 is performed.

Step 306: the background thread checks hard disk sectors of the computer, obtains
the hard disk sector corresponding to the operation object needed to be rewritten in

current transaction period;

Step 307: the original data of the operation object needed to be rewritten in current
25  transaction period is read from the hard disk sector and stored in the log file, and the flag

bit of the log file is configured as valid;

Step 308: it is determined whether the log file is stored successfully;

11



201t should be noted that, the methods for storing data provided by the embodiments of the present
invention are not limited by the embodiment shown in Figure 2 in which the file system processes the
operation commands to store the data, and are not limited by the embodiment shown in Figure 3 in
which the instructions of the computer cooperate with each other to store the data, and any instruction
processes that can implement the method 25for storing the data is within the protection scope of the
present inventio As can be seen, in the hod fo ring data provided by the embodiment of the
present inventionri,ft%lg %’;%Z%%Snsé’é?é’ is ﬁ%%%l%bﬁgreé)dgiélg?hsep%’nr%onﬁ%%’ and the backup of the original
data is stored before the operation data is written into the compound document. In the procedure of
storing the data, i the grdemansitsiatiohsteeers il theqpréeédupsiéParsing the operation data into the
compound document of the operation object, the operation object is recovered by using the original

data stored in thefogdilgssaigs 19 RioMaestRedsasRCtian Rt JarHbedile BYsie o splenthe
problem of the 5 compound document damage caused by the abnaormal situation in the current file

system, and SRS PREMREIILSIS YRR Etor &y steys B daf thBffeedsinathh Srsmiply dRte e

transactional suppReRdissravidadifansrRefilayeserRIiGaiIRRS s@uH by Raia SORMBERNE b ithe
maintained; by using the method, each module of the applications does not need to worry about the

user data loSS'BPAKCEBHMERH thelRsidbify SHBRRIEGFAN It ARETBS A e IRe b esiBIsE are

greatly impreygds, chhesnetbrdsemiidestiyctheembedimeptmes the igpenhindysatiasnerdescribed
as above, and an ag aratus provided é)glrthe embodiments of the present invention are described

hereinafter. E1§{P8 f%slﬁséﬁf?é]rﬁ‘écfﬁ??ﬁ Am illustrating a basic structure of an apparatus for 15
storing data according to an embodiment of the present invention. The working procedure of the
apparatus may réfieptd(bethectipocside stribédfifetbd mbiwvertiereergisbadimbenie Az shonpoiund-igure 4,

the apparatus includes:. , a receiving module 401 adapted to receive.opgeratjo (ﬁ(a f an operation
it e s S S s Rt RS R g S
adapted to stordigubathksmedflodiginal data of the operation object in a compound document in a log file;

a storing module 403, adapted to store the operation data buffered in the memory into the compound

document after thg.Bagkyp Qﬂ%dlﬂh%lﬁé%lﬁ{ﬁ“?ﬁr%ﬁ bagkuRof-iaA, Prighal fata b oRpEAlpsHobject in

the compound document in the log fife.
monopoly of the log file is released.

It should be noted that, if an application abnormality occurs in the procedure of
15  storing the operation data buffered in the memory into the compound document, i.e. the
procedure of storing the data is interrupted when the step 309 is performed, the computer

begins to recover the data, i.e. performs the step 309°.

Step 309’: the operation object in the compound document is recovered by using the

log file with valid flag bit.

20 It should be noted that, the methods for storing data provided by the embodiments of
the present invention are not limited by the embodiment shown in Figure 2 in which the
file system processes the operation commands to store the data, and are not limited by the
embodiment shown in Figure 3 in which the instructions of the computer cooperate with
each other to store the data, and any instruction processes that can implement the method

25  for storing the data is within the protection scope of the present invention.

As can be seen, in the method for storing data provided by the embodiment of the
present invention, the operation data is firstly buffered in the memory, and the backup of

the original data is stored before the operation data is written into the compound

12



25Figure 4 shows a basic structure of the apparatus provided by the embodiments, and detailed
descriptions are provided hereinafter. Figure 5 is a schematic diagram illustrating a detail structure of
an apparatus for storing data according to an embodiment of the present invention. As shown in Figure
5, the apparatus includes: a receiving module 501, a backup module 502 and a storing module 503.
The functions of the receiving module 501, the backup module 502 and the storing module 503 are

similar with that of the receiving module 401, the bac ule 402 and the storing module 403, and
priadec it i A oyt g o M e T RS e
5021, adaptedotedete ohistiomgng libthepdheiapekat antdatze recsipedhdydibe neoe i vin ghmodetetid@l is data

of a creating gperalon . ARAUIRIAL 2022, ApAPIEd 0 51016 e Packup.ol e prgiag) dalg of the
operation obje ¥in the (I,)ompoun Jgociment in the log fife Whenihe dé ermining unit Yaetermines

the operationsdaiap®noiethkedataoictmdreappgroperafieniltOTywebackupeutit 502Plamayosttire the
clearer, nd oL L B S S e PR Caprec
to obtain theapdginalidatthohiigblppelatibn Gitjesbin gbsstannipothedudesumieht; spen theedotdile by
g; Z‘r?ef‘j Tc?g bft:fgr%ﬁé‘{‘l%%%f’s%{)‘ S 0G RRFKR. BN QroinRl AR QT 1 AR ULRCRIGSHIRS

is maintained; by using the method, each module of the applications does not need to

worry about the user data loss or disaccord, and the reliability and integrality of the data

10  of the applications are greatly improved.

The methods provided by the embodiments of the present invention are described as
above, and an apparatus provided by the embodiments of the present invention are

described hereinafter.

Figure 4 is a schematic diagram illustrating a basic structure of an apparatus for
15  storing data according to an embodiment of the present invention. The working procedure
of the apparatus may refer to the methods described in the above three embodiments. As

shown in Figure 4, the apparatus includes:

a receiving module 401, adapted to receive operation data of an operation object in a

transaction period, and buffer the operation data in a memory;

20 a backup module 402, adapted to store a backup of original data of the operation

object in a compound document in a log file;

a storing module 403, adapted to store the operation data buffered in the memory
into the compound document after the backup module 402 stores the backup of the

original data of the operation object in the compound document in the log file.

25 Figure 4 shows a basic structure of the apparatus provided by the embodiments, and

detailed descriptions are provided hereinafter.

Figure 5 is a schematic diagram illustrating a detail structure of an apparatus for
storing data according to an embodiment of the present invention. As shown in Figure 5,

the apparatus includes: a receiving module 501, a backup module 502 and a storing

13
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module 503. The functions of the receiving module 501, the backup module 502 and the
storing module 503 are similar with that of the receiving module 401, the backup module

402 and the storing module 403, and will not be describe herein.
In an embodiment, the backup module 502 includes:

a determining unit 5021, adapted to determining whether the operation data received

by the receiving module 501 is data of a creating operation;

a backup unit 5022, adapted to store the backup of the original data of the operation
object in the compound document in the log file when the determining unit 5021

determines the operation data is not the data of the creating operation.

The backup unit 5022 may store the backup through the following two modes, which
are merely examples to make the present invention clearer, and not used to limit the

present invention.
In one mode:

the backup unit 5022 is adapted to obtain the original data of the operation object in
the compound document, open the log file by using a no-buffer-model, and store the

backup of the original data of the operation object in the opened log file.
In the other mode:

the backup unit 5022 is adapted to obtain the original data of the operation object in
the compound document, store the backup of the original data of the operation object in

the log file, and store the log file in a hard disk sector by invoking a function.
In another embodiment, the apparatus also includes:

a operation managing module 504, adapted to request and obtain an operation
monopoly of the log file before the backup unit 5022 stores the backup of the original
data of the operation object in the log file; and release the operation monopoly of the log
file after the backup unit 5022 stores the backup of the original data of the operation
object in the log file.

14



151t should be noted that, in the apparatus for storing data provided by the embodiments of the
present invention, the cooperation may be performed through commands of the computer operation
system, or through the file system, which are not used to limit the protection scope of the present
invention. Detailed cooperation may refer to the methods for storing data provided by any
embodiments shown in Figures 1-3, 20and are not described herein. The embodiments of the

present invention[ xgﬁ%\/it?l%rthe 1?&{}%@1}{1? fgr stglrridn S%gsta,itgﬁl %?Seration data is firstly buffered in the
memory, and the acﬁup of the origindl EELS s{ore Before the operation data is written into the
compound document, and then the operation data buffered in the memory is stored in the compound

document of the Qamépaﬁtgnmﬁi@& Wih@%@éd@ée@pgﬁér%athé d%@a?ppthéoabﬂbmtahsimatiqn
occurs in th%&E%%%Wﬂ&%ﬁ’i@ﬁ@gﬂﬁ%iﬁg%@t%g@%ﬁ%%g%‘ RREGrARCWRGALiGh hs Qperation

object, the operation object is recovered by usin inal"data stored in the log file, so as to

provide the tihExctighaihsagberdoreindldosysreni bssivachabprablahinothih eresedpruplsgobigment
damag%caué{%q)?éfrﬁh%ﬂm%ﬁ?ﬂe%ﬁ{iH{% IRdRR SHIEENIRRMBIRMY fYadREqyide the highly reliable

data storage system for the users; at the same time, the transactional support is provided for upper
layer applications, and h%ﬂy data consistency is maintained; by using the method, each module of the

applications doed Hdhste {5508FHPgBBR > edreitsfoss or disaccord, and the reliability and
integrality of the data 5of the applications are greatly improved. The foregoing are only preferred

embodiments of theepifgaentiitv805ib dmstareonddtéomiisevimdihmtinige: the piietectiaidschp dogffihe
present invention, Ay modiication, equivalentreplacement and implovement madg.within ihe scope
of the present invertion should be covered underthe protection SCope of the presentinvention. 10
Claims mimArnatteodhdarosiprngddiieymompristagsfullyeaed/ihg logdisiicnecdafaakdmopaiidtion
object in,a ransacion period. and puftering fhe operation datan . memory; Sgioring &, Backy of
original data of the operatioh objectin’a compou ocument in

compound document unsuccessfully;

a recovering unit 5052, adapted to recover data of the operation object in the
compound document by using the backup of the original data of the operation object in

the log file when the verifying unit 5051 determines that the log file is valid.

15 It should be noted that, in the apparatus for storing data provided by the
embodiments of the present invention, the cooperation may be performed through
commands of the computer operation system, or through the file system, which are not
used to limit the protection scope of the present invention. Detailed cooperation may
refer to the methods for storing data provided by any embodiments shown in Figures 1-3,

20  and are not described herein.

The embodiments of the present invention provide the apparatus for storing data, the
operation data is firstly buffered in the memory, and the backup of the original data is
stored before the operation data is written into the compound document, and then the
operation data buffered in the memory is stored in the compound document of the

25  operation object. In the procedure of storing the data, if the abnormal situation occurs in
the procedure of storing the operation data into the compound document of the operation
object, the operation object is recovered by using the original data stored in the log file, so
as to provide the transactional support for the file system, solve the problem of the

compound document damage caused by the abnormal situation in the current file system,

15



a log file; storing the operation data buffered in the memory into the compound document. 2.
The method of claim 1, wherein storing a backup of original data of the operation 10 object in a
compound document in a log file comprises:  determining whether the operation data is data of a
creating operation, storing the backup of original data of the operation object in the compound
document in the log file when the operation data is not the data of the creating operation. 153. The
method of claims 1 or 2, wherein storing a backup of origjnal data of the operation object in
compound d RGBT s e e R e s o B BB et in e
compound dosusngnindpapibe e g dyd dsing>pendaperffgrpinadiel anddstoghlthdabackupsaftye original

data of the aperation.object in the log file; 20qr btaining the original data of the operation object in
the compoure HALRAAE Do iAo el AR X BEARRISH JoS IRE BT o fie.
and storing therggahlairte haed disk lsestar dyacnolinga funcotlorbi 2G§4anth epgthioy of dlaidatd, further
comprising: guesting. and _obtaining .an operation monopoly of the log file before storing the backup
of the on%iné)lfég a%?cl%ﬁ%qlé’ﬂé%ﬁéﬁe%%'e%??ﬁ tﬁeedgllog file; and  releasing the operation monopoly of
the log file after storing the backup of the original data of the operation object in the log file. 30 5. The
method of claim ihmfm@g@gmpws%y preferred embodiments of the present invention and are not

for use in limiting the protection scope of the present invention. Any modification,

equivalent replacement and improvement made within the scope of the present invention

should be covered under the protection scope of the present invention.
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Claims

1. A method for storing data, comprising:

receiving operation data of an operation object in a transaction period, and buffering
the operation data in a memory;

storing a backup of original data of the operation object in a compound document in
a log file;

storing the operation data buffered in the memory into the compound document;

wherein the method further comprises:

requesting and obtaining an operation monopoly of the log file before storing the
backup of the original data of the operation object in the log file; and

releasing the operation monopoly of the log file after storing the backup of the

original data of the operation object in the log file.

2. The method of claim 1, wherein storing a backup of original data of the operation
object in a compound document in a log file comprises:

determining whether the operation data is data of a creating operation, storing the
backup of original data of the operation object in the compound document in the log file

when the operation data is not the data of the creating operation.

3. The method of claims 1 or 2, wherein storing a backup of original data of the
operation object in a compound document in a log file comprises:

obtaining the original data of the operation object in the compound document, open
the log file by using a no-buffer-model, and store the backup of the original data of the
operation object in the log file;

or

obtaining the original data of the operation object in the compound document,
storing the backup of the original data of the operation object in the log file, and storing
the log file in a hard disk sector by invoking a function.

17
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4. The method of claim 1, further comprising:

recovering data of the operation object in the compound document by using the
backup of the original data of the operation object in the log file when the compound
document becomes abnormal in the procedure of storing the operation data buffered in the

memory into the compound document.

5. The method of claim 4, further comprising;:

configuring the log file as invalid when the operation data buffered in the memory is
stored into the compound document successfully, and configuring the log file as valid
when the operation data buffered in the memory is stored into the compound document

unsuccessfully

6. The method of claim 5, wherein recovering data of the operation object in the
compound document by using the backup of the original data of the operation object in
the log file comprises:

determining whether the log file is valid; if the log file is valid, recovering the data
of the operation object in the compound document by using the backup of the original

data of the operation object in the log file.

7. An apparatus for storing data, comprising;

a receiving module, adapted to receive operation data of an operation object in a
transaction period, and buffer the operation data in a memory;

a backup module, adapted to store a backup of original data of the operation object
in a compound document in a log file;

a storing module, adapted to store the operation data buffered in the memory into the
compound document after the backup module stores the backup of the original data of the
operation object in the compound document in the log file;

wherein the apparatus further comprises:

an operation managing module, adapted to request and obtain an operation
monopoly of the log file before the backup unit stores the backup of the original data of
the operation object in the log file; and release the operation monopoly of the log file after
the backup unit stores the backup of the original data of the operation object in the log
file.

18
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8. The apparatus of claim 7, wherein the backup module comprises:

a determining unit, adapted to determining whether the operation data is data of a
creating operation;

a backup unit, adapted to store the backup of the original data of the operation object
in the compound document in the log file when the determining unit determines the

operation data is not the data of the creating operation.

9. The apparatus of claim 8, wherein

the backup unit is adapted to obtain the original data of the operation object in the
compound document, open the log file by using a no-buffer-model, and store the backup
of the original data of the operation object in the log file; or

the backup unit is adapted to obtain the original data of the operation object in the
compound document, store the backup of the original data of the operation object in the

opened log file, and store the log file in a hard disk sector by invoking a function.

10. The apparatus of claim 7, further comprising:

a recovering module, adapted to recover data of the operation object in the
compound document by using the backup of the original data of the operation object in
the log file when the compound document becomes abnormal in the procedure of storing

the operation data buffered in the memory to the compound document.

11. The apparatus of claim 10, wherein the recovering module comprises:

a verifying unit, adapted to determine whether the log file is valid; the log file is
configured as invalid when the storing module stores the operation data buffered in the
memory into the compound document successfully, and the log file is configured as valid
when the storing module stores the operation data buffered in the memory into the
compound document unsuccessfully;

a recovering unit, adapted to recover data of the operation object in the compound
document by using the backup of the original data of the operation object in the log file

when the verifying unit determines that the log file is valid.
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