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BASED ON PSEUDORANDOM BI NARY MATRI CES BACKGROUND 1. Field The presen

i nvent i agologhedes to the field of cryptography. Mre par pcgrisatbicos t he
present invention relates to a circuit and method for providing secure

conmmuni cati ons between devices. 2. General Background It is well known that
conputers can be used to process and store sensitive information in a
digital form For exanple, conputers may. be used to conduct financial
transactions such as adjusting credit card or bank account bal ances,
nmetering electronic content usage, and the like. Due to the sensitive
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integrity Is protected during transm ssion between devices in different
conputers as well as between devices wthin the same computer. A nunber of
cryptographi c techniques are available to establish secure conmunications
bet ween two devices. Herein, commBACHGRIHINEr e deemed "secure" when

i nformation sent over a nornally unprotected conmunication nediumis

prot ected agai nst observation, tanpering, and replay of previously-
recorded vallid i fgdmation. Sone of these avail abl e cryptographic
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particul ar, Afeaf his devidegrred to as "incomng data”) 110 is
| oaded |ntos‘gcu(r:e|g&ﬂ‘mu ecﬁg?é]sgo 100_ Ngr r?al ly, (block) cipher engine 100 is

sof tware t hat produces an encrypted output "E(data)" 120 by successively

encrypting QVOUpikﬁEjiﬁkﬂgﬁhmﬁlti”E in accordance with a predeternined
symmetric key encryption tion le of a symmetric
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or around l%gnngaelrtra%gactmng g’uchpﬁssald nsltng creglt card or bank account balances,
metering electronic content usage, and the like. Due to the sensitive nature of this
information, it has become necessary to ensure that its integrity is protected during
transmission between devices in different computers as well as between devices
within the same computer.

A number of cryptographic techniques are availablc to establish secure
communications between two devices. Herein, communications are deemed
“sccure” when information sent over a normally unprotected communication
medium is protected against observation, tampering, and replay of previously-
recorded valid information. Some of these available cryptographic techniques
involve a block cipher function and/or a stream cipher function.

Referring to Figure 1, an illustrative embodiment of the general
functionality of a conventional block cipher function is shown. In particular, a
group of data bits (referred to as “incoming data™) 110 is loaded into a cipher
engine 100. Normally, (block) cipher engine 100 is software that produces an
encrypted output “E(data)” 120 by successively encrypting groups of bits at a time
in accordance with a predetermined symmetric key encryption function. One
example of a symmetric key encryption function includes Data Encryption
Standard (DES) as set forth in Federal Information Processing Standards

' Publication 46-2 published on or around December 30, 1993. A significant
disadvantage associated with many block cipher functions is that they cannot

support secure communications at a high transmission rate. Rather, significant
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bet ween m‘“%"e”g’e?:vﬁt of incom ng data 110 and the pr oducti%déﬁﬁog‘ﬁ%dﬁypt ed
out put 120. As shown in Figure 2, an illustrative enbodi nent of the general
functionality of a conventional stream cipher function is shown. In
particular, a set of bits (referred to,as "configuration data”) 210 is

| oaded into a cipher engine acting as a pseudo-random stream gener at or

200. When configuration data 210 is, keying material, a pseudo-random
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In an effort to overcome this tampering susceptibility, an integrity
checksum 250 may be generated concurrently with encrypted data stream 240.
Integrity checksum 250 accompanies encrypted data stream 240 and s used to
determine whether data stream 240 has been modified duning transmission. One
type of integrity checksum is in accordance with DES Message Authentication
Code (MAC), which is calculated using a block ciphering function. However, the
use of a DES MAC integrity checksum in combination with stream ciphering
would reintroduce the latency disadvantages realized by block ciphers.

Hence, it is desirable to develop an efficient and cost effective techmque
by which various devices may securely communicate with each other with
minimal latency. Similarly, an integrity mechanism for such communication may
alternatively be used in the absence of encryption to provide for a high-integnty,

low-latency communication channel.

SUMMARY
Briefly, one embodiment of the invention is a method for securing
communications between a first device and a second device. The method
comprises (i) mutually authenticating the first device and the second device, (ii)
generating an integrity check value by the first device, and (1i1) sending the

integrity check value with a message from the first device to the second device.



| ow- | at ency conmuni cati on channel. SUVMMARY Briefly, one enbodi nent of the
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and advant ages of the present inventionw |l beconme apparent fromthe
followi ng detailed description of the present invention in which: Figure 1
Is an illustrative enbodi nent of the general functionality of a
conventional block ciphg SESORIPTICNDE PHE DIRAWINst rat i ve enbodi ment
of the general functionality of a <copnventional stiream ci pher function.
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device of the electrqQnic iﬁlstemo bFi(ﬁure 3, Fi uréqe} 4B js an illustrative
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el ectronic systemof .Figure 3. .Figures 6A 6B ar
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communi cati ons by YRER AL NG ififsthti D BmBEERNH: §EYLe6Rd Blvice of the

electronic system of Figure 3.

Figure 4B is an illustrative embodiment of communication logic of the
second device of Figures 3 and 4A.

Figure 5 is an illustrative embodiment of a first device of the electronic
system of Figure 3.

Figures 6A and 6B are illustrative block diagrams of a first embodiment of
an integrity check value {ICV) generator employed in the second device of
Figures 3 and 4A.

Figure 7 is an illustrative block diagram of a second embodiment of the
ICV generator employed in the second device of Figures 3 and 4A.

Figures 8A and 8B are iliustrative flowcharts of the operations to establish
and maintain secure communications between the first and second devices of

Figure 3.

DETAILED DESCRIPTION

The present invention relates to an electronic system and method for
providing secure communications between devices. More specifically, secure
communications are maintained through use of an integnity check value (ICV) that
accompanies a message in an encrypted or non-encrypted format. The ICV is
used to determine whether the contents of a message have been modified dunng
transmission. As described below, an efficient technique for producing the ICV
without experiencing high latency quantitative definition involves bitwise
multiplication and “exclusive OR” operations between data associated with the

message (in its non-encrypted format) and coefficients of a matnx. The
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of one or MERERITRNGHedS(POTS) lines, wireless (e.g., satellite, radio frequency “RF”,
infrared, etc.) and the like. “Information” is defined as data, address, control or
any combination thereof. A “message” is generally defined as information
intended to be transferred in a sequence of one or more transmissions.

With respect to cryptography related terminology, the term “'secure”
generally indicates a condition where information is protected against observation,
productive tampening, and replay. “Keying matenal” includes any encoding
and/or decoding parameter used by cryptographic functions (also referred to as
“ciphers” or “cipher functions™) such as Data Encryption Standard (DES) for
example. One type of parameter is a “symmetric key” which is a device-shared
key held in secrecy by two or more devices. Another type of parameter includes
an “asymmetric key” featuring a first key (e.g., a public key) normally used for
encryption and a second key (e.g., a “private” key) normally used for decryption.
A “digital certificate chain” includes either a single digital certificate or an
ordered sequence of digital certificates arranged for authorization purposes as
described below, where each successive certificate represents the issuer of the
preceding certificate.

Referring to Figure 3, an illustrative embodiment of an electronic system

300 employing the present invention is shown. Electronic system 300 comprises a
first device (e.g., a processor) 310 and a second device 320. In this embodiment,
second device 320 is a memory such as non-volatile memory (e.g., flash memory,

any type of read only memory “ROM?”, battery-backed random access memory
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information, or (ii) establish a session key used for that purpose. The public key

of the key pair is widely available to other systems as well as electronic system

300. For this embodiment, the *session” key is a temporarily key for use during a

particular secure communications sequence and may be created in accordance

with a well-known Diffie-Hellman technique as described in US Patent No.

4.200,770. Alternatively, keying material 420 may include a symmetnic key,

which may be used by cipher engines of both first device 310 and second device

320 to produce a session key. In lieu of or in addition to asymmetnic and/or

symmetric key(s), keying material 420 may temporarily store one or more session

keys if memory 400 includes volatile memory.

As shown in Figure 4B, communication logic 430 includes a cipher engine

440 designed to perform cryptographic operations in accordance with a selected

stream cipher such as, for example, DES operating in counter mode. When loaded

with keying material 420 such as a session key used in communications with first

device 310 of Figure 3, cipher engine 440 produces a pseudo-random data stream

450. This data stream 450 effectively operates as a One-Time Pad (OTP). For this

embodiment, an ICV generator 490 is used to generate a N-bit ICV 480 based on a

portion 460 (e.g., group of bits or bytes) of data stream 450 and data associated

with a message 470. Optionally, this portion 460 may be used to generate N-bit

ICV 480 based on address or other relevant information (e.g., data type)
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450 may be used for encrypting/ decrypti nmessage, 470..and/ or. |.CV 480.
Y embodiment of an 1n epgrity gheck va}/u% (18'9) gcneratgr 49A0 of I-e}gurc 4A that

generates ICV 480 to accompany message 470 in an encrypted or non-encrypted
format is shown. Cipher enginc 440 produces pscudo-random data stream 450
based on keying material 420. For this embodiment, pseudo-random data stream
450 includes at least thirty-five bits (r,,). A selected number of pseudo-random
bits are extracted from pseudo-random data stream 450 in order to produce an
integrity matrix 600. Herein, as shown in Figure 6B, the sclected pseudo-random
bits include ry-ryq, T1o=T1as T10-Taas T3g~Fyar Tag~Tasr TsoTsqr N Iyy-Te, fOr €xample.

“Integrity matrix” 600 includes M rows 610, which corresponds to a
group of M message bits 630 received for each transfer cycle in order to compute
ICV 480 (“M” is a positive whole number). The number of reiterative transfer
cycles needed to load the entire message and compute ICV is equivalent to the
rounded-up whole number result of the size of the message (in bits) divided by M
(in bits). Integrity matrix 600 further includes N columns 620, which dictate the
size of ICV 480. Thus, the size of ICV 480 is programmable based on the
selected column size (N} 620 of integrity matrix 600.

During computations of ICV 480, arithmctic and logic operations are
performed by calculation unit 640 on message 470 and contents of integrity
matrix 600. More specifically, each group of M message bits 630 1s bitwise
multiplied with each coefficient of a corresponding row of integnity matrix 600 to

produce resultant values. As shown in Figure 6B, message bits 630 include seven



Referring to Figure 5, an enbodi nent of first device 310 is shown. thﬁ
devi ce 310 includes processing |ogic 500 and a snmall anount of i nterhal AY 1004
menory h contained in a package 520 and coupl ed 5.
Menory S?g(br%g?l%l nclude at |least one digital certificate tgﬁgﬁjr#ag@wﬁ%nd
keying material 540, each of which is stored either at manufacture or
after manufacture. Keying material 540 includes (1) one or nore keys of an
asynmetric key pair (e.g., its privatejgey), (ii) a symretric key, and/or
(iii) one or nore session keys. A stream cipher engine 550, either
software | oaded jn neno 510 as shown, a part of processing |logic 500 or
a conbi nat i @ﬁ%? {’%‘tdﬁ',’t‘flg%i BSBdMs0 1 BFTERHFE tha Festftantpvalues @ntvin gachon/ decr ypt i on
and data i ntslghintof iNREfifyi hatix BOOWRERORSE G gathed fo\prodiRkaryii SOICouge.0 Figure
6A, a bl ock gl agr millustrating a first enb gl.m?né (é)j an_integrity check
val ue (I Cv) THEHES Sam loprhle Fﬁ‘&fr'@teﬂwytrﬂéw AeFagesdvecplumes to acconpany
message 470(N=5QICEAG0YPiepebsenitcd odNa GRE b pésad (IC WL TEV ) afid $éMiputéd &her

engi ne 440 Frpduges pseudo-random data stream 450 based on keying nateri al
420. For t hf¥d¥hodi nent, pseudo-random data stream 450 includes at |east
thirty-five bits (rxY). A selected nunber of pseudo-random bits are
extracted from pseudo-random dat a SWO In order to produce an
integrity matrix 600. Herein, as sh i gure 6B, the selected

pseudo- r apdowbib ] TCOMPEITER VALUES. ,, r,0o1,,, r,or,,,
r50-r $4, gﬁf@,— - = - C i ans [TNAM 2
610, which bred i OE 5
t ransfer

nunber) . The humber of

rs0 r, ') r40_ 1 1y
) | 2 S OWs
each

entire nmesSage al;g""é’br@'rl SOR eréf “‘5 Aok 3 BuRsu LS Tefe

nunber refllTV, of | g, XIFemof ; XOE mas,SA0R nfjrj) XOR &),r JKORIagdr, PSYOR m{n,,n|bi ts) .
Integrity ' C : ata » col Lis-6.2C hich dictate-the

si ze of |5¢4580. Thivs “ 1) rabiTe" s hageu s { he

sel ected colum size (N) 620 of 1tntegrify matri X 600.” During conputations

of ICV 480, arit | d d.ogi ration rfor ¢] | cul ati on
unit 640 on ms‘sggggﬁéﬁ%%n%fac%ﬁrfﬁ%ﬁﬁg’fwsﬁﬁg§g¢ ?%szg'r%‘a‘ﬁE g)%g%%g 8’l%/br e

speci fi cal | statistizakly §0%igS thd inkégmey bidg dubintan &B38nally Wipredistablerpatteinpl i ed with
each coeffigj corr.e. | ' It Ve | o0 produce
resul t ant v%llnggishcq- ca‘é ﬁg%&?ﬁ?%@g%}rggg g)g I%_fr\rfei%%gggﬁ tt)}?ét/lg %84 %)93?:%8%% seven 1 9
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attack on the message (whether in cyphertext or plaintext form) in an attempt to
create a fraudulent message that will be accepted as valid, must also correctly
compute a corresponding ICV. Since the attacker does not know the coefficients
of the matrix {not knowing the session key that produces the pseudo random
stream), the probability of success is only 1 in 2"

Refernng now to Figure 7, a block diagram illustrating a second
embodiment of ICV generator 490 of Figure 4A producing an ICV 480 to
accompany a message in an encrypted or non-encrypted format is shown. This
embodiment utilizes a Toplitz matrix 700 in lieu of integnty matrix 600 of Figures
6A and 6B. The reason is that it is expected that integrity matrix 600 would be
changed in its entirety after each access. This places a significant bandwidth
requirement on the pseudo-random bit stream generator.

As shown, Toplitz matrix 700 includes M bits in a first column 710.
These bits are repeated in successive columns 711-714 of matnix 700, but are
rotated by at least one position to fill matnix 700. Thus, only M bits of pseudo-
random data are required to repopulate matrix 700 on each access (when M 2 N).
In this embodiment, N is less that or equal to M. Otherwise some bits of the
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Referring to Figures 8A and 8B, illustrative flowcharts of the operations
for establishing and maintaining low-latency, secure communications between
two devices implemented within an electronic system are shown. To establish
secure communication between the two devices (e.g., processor 310 and memory
device 320 of Figure 3), for example, two general operations may be performed,
namely, (1) mutuatl authentication (challenge/response protocol) and session key
development using the digital certificate chains of the devices, and (2) production
of the ICV using the shared session key. These operations may be performed by
hardware, software, or firmware.

With respect to the first operation, a cipher engine at a first device (e.g.,
cipher engine 550 of processor 310 of Figure 5) issues a challenge to a cipher
engine at a second device (e.g., cipher engine 440 of memory device 320 of Figure
4B) as shown in block 800. For this embodiment, the “challenge” may include a
random number and the pre-stored digital certificate chain associated with the
processor. The cipher engine of the second device responds by returning at least
the random number, either digitally-signed with its intemally-stored device-

specific private key or otherwise processed under a shared-secret
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This data stream ts used as a One-Time Pad (OTP). Certain bits of the OTP are

selected to populate an integnity matrix or a Toplitz matrix as described above

(block 820). The bit selection may be based on predetermined bit locations of the
OTP. Asshown in Figures 6A, 6B and 7, by performing bitwise multiplication on
a message and corresponding rows of the matnx followed by separate XOR
operations on the resultant vatues along columns of the matrix, an integnty check
value (ICV) 1s produced (block 825).

Thereafter, if encryption is desired, a different portion of the OTP is
logically XOR’ed with a message in its non-encrypted form prior to transmission
to a cipher engine at the destination (e.g., cipher engine 440 of second device 320
in Figure 4A) as shown in blocks 830 and 835. This XOR’ing may be performed
in serial bitwise fashion or in parallel with any number of bits in order to encrypt
the digital information. Likewise, the ICV may be encrypled through the same
XOR operation (blocks 840 and 845). This encryption protocol is extremely
efficient because message encryption, ICV computation, and ICV encryption can
be theoretically and practically performed in a single clock cycle. The output (the
message and [CV) are transferrcd to the second device (destination) as shown in
block 850.

At the destination (second device), cipher engine 440 of Figure 4A 1s used
to decrypt the incoming information by again XOR’ing that information with
identical portions of the identically-generated OTP in order to obtain the
information in a non-encrypted form (blocks 855 and 860). This mechanism

requires the generation of the two pseudo-random data streams in synchronization,
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error would likely be reported to the user warning that the communications are not

secure.

Of course, there exist alternative methods for authentication and session
key development. For example, well-known in the art, shared-secret symmetnc
keys may be used to exchange information in order to produce one or more
temporary session keys therefrom. The present invention may utilize this type of
authentication method instead of the method described in Figures §A and 8B.

While certain exemplary embodiments have been described and shown in
the accompanying drawings, it is to be understood that such embodiments are
merely illustrative of and not restrictive on the broad invention, and that this
invention not be limited to the specific constructions and arrangements shown and
described, since various other modifications may occur to those ordinarily skilled

in the a:t.



to a ci pher engine at the destination (e.g., cipher engine 440 of second
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per for rre?%l\gib&n_a single clock cycle. The output (the nessage and ICV) are
transfer tisclameddscond devi ce (destination) as shown in block 850. At
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nmust be EFT (ogendratedthe infegrity @hecknvaluechyyd new OTP. Note that the above
procedures are directed to the use of "DES' cipher, but it is anticipated
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enpl oyed. Thereafter, the recovered ICVis C are gener at ed
at the gecoidedeyice (bl ocks 865 and 870). If a match is detected, the
conmmuni cat 1 ons '

2. The method of claim 1, wherein prior to extracting the selected number of bits

from the pseudo-random data stream, the method comprises:

inputting keying material into a cipher engine performing operations in accordance

with a predetermined stream cipher; and
producing the pseudo-random data stream by the cipher engine.

3. The method of claim 2, wherein the predetermined stream cipher is Data

Encryption Standard in counter mode.

4. The method of claim 1, wherein the extracting of the selected number of bits

includes

assigning M bits from the selected number of bits as a first column of the matrix; and



are secure (block 875). Ot herw se, conmunications are insecure (block 880).
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conpri si KYFRARUER coetistonsRiithatishgoluma ofithemattato pendaoela fire phesitp@sdevi ce;
generating an integrity check value by the first device, conprises:

extracti W@“Eﬂfgé’labl@ﬁmdnunber of bits froma pseudo-random data stream for
use as coefficients of a matrix having Mrows and N col ums, and
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of the mtrix to generate the integrity c Lt he
integritylﬁgf&) | -message fromthe first device to the second
device. 2% e%ﬁ%ﬂ%gi%ﬂ‘gﬁgﬂlﬂ??ﬁy%ﬁﬁ%‘f "rior to extracting the sel ected
nunber of bitfs) fromthe pseudo-randomdata stream the nmethod conprises:
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accordance  with a predeterm ned stream cipher; and producing the

pseudo- r Eglinlicaaemoparaticns by t he ci pher engine. 3. The nethod of claim 2,
wherein the predeterm ned stream ci pher is Data

7. The method of claim of claim 5, wherein the performing of the operations
further includes
performing arithmetic operations on the M bits from the content of the message with
corresponding coefficients for a remaining N-1 columns of the matrix to preduce a
second plurality of resultant values associated with each of the remaining N-1 columns;
and
performing exclusive OR operations between resultant values associated with each
remaining N-1 column of the matrix to produce N-1 bits of the integrity check value.
8. The method of claim 1, wherein the extracting of the selected number of bits
includes
assigning M bits from the selected number of bits as a first column of the matrix; and

reiteratively reassigning the M bits in accordance with a predetermined bit rotation for

columas of the matrix excluding the first column.



Encryption Standard in counter node. 4. The nethod of claim1, wherein the

extracting of the selected nunber of bits includes assigning M bitsl$Mam00

t he selected nunber of bits as a first colum of the matrix; and 1 9 MAY

2004 -12 reiteratively assigning Munique bits froma remainder of the

sel ected nunber of bits for each remalhi ng colum of the matrix. 5. The
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col um ot th‘r}]\f matrix; and reiteratively reassigning the Mbits in
accor dan&¥®'%$h a predeterm ned bit rotation for colums of the matrix
excluding the first colum. 1 9 MAY 2004 -13- 9. The nmethod of claimS8,
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the content of the nessage with correspondi ng coefficlent
the message.

11. A method comprising:
decrypting an incoming message;
computing an integrity check value for the incoming message; and
determining whether the incoming message is valid by comparing the computed
integrity check value with a recovered integrity check value accompanying the incoming

message.

12. The method of claim 11, wherein the decrypting of the incoming message

includes
producing a pseudo-random data stream;
extracting a predetermined number of bits from the pseudo-random data stream; and

exclusively OR'ing portions of the incoming message with the predetermined number

of bits from the pseudo-random data stream.



the N columms of the matrix to produce a plurality of resultant val ues
associated with each coefficient of the matrix; and perform ng excl L& MAE 2004
OR operations on the plurality of resultant values along the N colums of
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16. An electronic system comprising:

a first device to generate an integrity check value and transmit the integrity check

value along with a message the first device comprises an integrity check value (ICV)
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the second device is a memory.



