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WD 2004/ 006521 PCT/ US2003/ 020417 METHOD AND SYSTEM
FOR REG STERI NG AND AUTOVATI CALLY RETRI EVI NG
wOL@4HWEs2CERTI FI CATES | N VO CE OVER | NTERNET PROT/DOSE403/020417
(VO P) COVMUNI CATI ONS TECHNI CAL FIELD 5 [0001] The
present invention relates to conmputer conmunication
systens. More specifically, the present invention
relates to a nethod and systemfor registering and
automatically retrieving digital-certificates in voice
over Internet protocol (VO P) comunications. 10
BRI EF DESCRI PTI ON OF THE DRAWNGS [0002] FIG 1 is a
system bl ock di agram of a voice over Internet protocol
(VO P) comunication system having certificate
f

i nnemevméqmﬁ}mﬂ@mmcwrsswwﬁcemﬁ BCKERNET

diagrans that r1lTustrate alternate 15 conllguraflons

of automat | CMMMMI% capabl e of

performng either or both of certificate registration
and retrieval, in accordance with an enbodi nent of
the present invention. [0004] FIG 3 is a system bl ock
diagramof a digital certificate registration and
automatic certificate retrieval in voice over Internet
protocol (VO P) 20 comunications system in
accordance wi th an enbodi nent of the present

I%@{@MOOS] FIG 4 is a system bl ock di agram of

regi stration and automatic certificate
rieval sste .that .ilJlustrates certi.ficate

o At YRRt B oL BT 200 g sterms. more

spBETicAlp PR r&20 8 hientlopt relatisat/of MEtRE tind Gystas foernaadringn
in a VAP communi cation, in accordance with an

anghassemakisally Etrievieg dipialsrtificales i Voire OY530E PRl 5

(V@ p)yéj,ﬁm"%é%ﬁhsdl agram of a VO P conmuni cati on 'system
%ovvn to I'Tustrate two possible methods for a user

to downl oad credentials, in accordance 5 with

EGPRYSTION GIeTHE DA Igent i on. [0007] FIG 6 is

that illustrates a
[00a2] A6, bfis a pysbern dilacly ditiggarn af a veiceiovercbiternetayotoceliViosh)

co%{}lqurﬁ&ttfgﬁ%%tgm%earv igfée&ﬁfcgterrgﬁirsﬁrgt\{cﬁ'! aﬂ.cPaL}égngtic certificate

retrieval, in accordance with an embodiment of the present invention.

[0003] FIGs. 2A through 2E are block diagrams that illustrate alternate
configurations of automatic certificate retrieval systems capable of performing
either or both of certificate registration and retrieval, in accordance with an
embodiment of the present invention.

[0004] FIG. 3 is a system block diagram of a digital certificate registration and
automatic certificate retrieval in voice over Internet protocol (VOIP)
communications system, in accordance with an embodiment of the present

invention.

[0005] FIG. 4 is a system block diagram of a certificate registration and automatic
certificate retrieval system that illustrates certificate registration and automatic
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conmmuni cations, in accordance with an enbodi nent of
the present invention. [0008] FIG 7 is a detailed

wonroe@ees2i| ow diagramthat illustrates a net ho#COUS1®3/020417

providing digital certificate registration in VOP
conmmuni cations, in accordance with an enbodi nent of

e PGUBE a0 BRPLDAe TP sorarketn Jp SEERErEG i
an @piRamidrt of eid [%/l%isé?mrﬁ/eh’@érr.i eval / f orwar di ng and

revocation in VO P conmmuni cations, in accordance with
an enbodi nent of the

i present jnyention. 15 [0010] ,FIG
100061 £1 § b et DIoPEABGRR Py BT PSR e showh to

iIlugﬁéﬁé%ogolsﬁﬁl'étﬁétgﬁﬁfﬁr aS&H BldoNnl A RESENBHE GRRictdrdance

retriev orwarding and revocation in VO P
withcambodiiroents ofige prasent fyeatd@ice wit h an enbodi nent of

the present invention. [0011]] FIG 10 is a detailed

f I agr hat | : ; Higat e
o0p 151 S 2R pryss ol e . (MRl £ ek A
providihg digitelndeeidficaentegistratidreand2@utpmete aertificabe retiiemal in VOIP

0012] FIG 11 is a detailed flow, di.aqr .
o el apistndEh 2h el S 3K PR Ryenton
retrieval /forwarding and revocation in a VOP
[0008]TFIB] E &ta estailed proceds Aowdiayramvhatillastrabeseontietredtof of

the present invention. 25 | LED DESCRI PTI ON [ 0013] .
presidind 9118| G ILiOBT BT B (RJP SATORTIERUB e Gureenes ith
an! M BIRRENtRIF b prkert YiideRtion.cOMunNi cat i on syst em 100
having certificate registration and autonmatic

certificate retrieval, in accordance w

th
[0a9gh ddEnB it a eetailedprpeess Ay qi@ﬂf_é'ﬁtﬂ‘éﬂ“”%’@ﬁ%?%?‘irl%?ss for
au%eﬁé%e&Y&Elwgﬁng’?ﬁd irB¢dHE6h B EEIP doRBnunications,

ecomuni cat 1 on 110 30 coupled to a
in aetondarice Wi drf enbediraent] of the presemitisyension. a | ocal area
network (LAN), a 2 WD 2004/006521 PCT/ US2003/ 020417

odfaf T 73 Bl sl carpnac (ot n FRAOMIT ity ©

econmuni ¢ evi ce SO coup
redistratinvarndkalt@datiaretiieval/fmuvandig andaevaedation it €O¥Pet r i eval

system 140 .coupl ed to.pnetwork 120. Eor exanpl.e, ..
CoRMmTGRON. 1§ BiBcn MtE 2 rpodiontal e BRI uerary

| P-tel econmuni cati on device 130 may each be an
(041§ EFIGEL0 ista astaiddeRbw diagrahi that Alostkates a méthed efseertificate

t el ephone, personal conputer equi pped, wth a .
regieRIdE Nt QbR GEEP R i acqgEAatoR A thanpaidiment of the
préssht fhveftiod. PDA) . and/or other hand held device. Both

may I nclude an operating system (0OS) and, if

necessari/,_ a separate VO P conmmuni cation applicatign
[0§2d grieeml 1 fsor detrbigebilaw diagram thag Hiaptreigs a metho of automatic

certificate retrieval/forwarding and revocation in a VOIP communications, in

accordance with an embodiment of the present invention.

DETAILED DESCRIPTION

[0013] FIG. 1 is a system block diagram of a voice over Internet protocol (VOIP)
communication system 100 having certificate registration and automatic certificate
retrieval, in accordance with an embodiment of the present invention. Generally,
communication system 100 may include a calling IP-telecommunication device 110
coupled to a network 120 (for example, the Internet, a local area network (LAN), a
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t el ephone may only have an OS while a PC with

headset/tel ephone interface may 10 have a separate OS
wana4poeepar ate VO P contmuni cati on appl i cati onPOTAGL@BEN20417

Simlarly, the designation of |P-tel econmunication

device 110 as the calling device and

| P-tel eco | i O deV| ce .as th d devi
widecara PEIAPTR LA AR A CtoRad BikeBEN brriet i e eropion
de\h(‘f%aV?ﬁ)t 2188 colglecbtacitnfloiReL20] gt hry autdeeiis oAt agtribval

t el econmuni cati on devi ce 130 maé just as easily call
systap 14D cewpledto peimognl2fe ias €xample; galling Hrstelacpmunication

de\ﬁc_ee]r #idf érﬁ:aéaefle{j gf)-rtélgér’ Al ues%‘tl@ﬁ"a\%élge HB8Y n{:fce%tl’{ Be ah TR@HRL-

Ing a caller certificate
enamEcElshdHhhe ahd,@r dlvgreﬂals tdeplmepmrsorw eompetenequwppeRiovith a

t h
Bl FEBSPS pR2 5 B St AR P
elafﬂebﬁé IB@EH May firtfudexarapeeating BysteRcO) raind, Iaddcreemy esuch
as, P address of the called part e ICEJh b' g
serepate ICIP cam ASI @Bo APPSR TOPEre ¢ Somel Y ¢
tel%;fh%?g Trfgéé; iy Hé\/é: §|\A}h|I§ ‘étF‘éP\thl@ HESSbt/Middhoh8 ek ehay

atetot party. Autonmatic
hawea sefaratat@S ped B |sepa;rate§~@f’e:ﬁnm@t@@ applicafitRiog@nyn

Sin%%ﬁfl,g %Lkgegpggtz%fé Pl REhAGNER d vﬁ_‘%rlt 1% as“cﬁé Eéllﬁn@t Mice

ance nessag tTans
ané aﬂ’-lt@@tqn&hnMcamaiﬁ/ma d80 aeﬁw@ed\ndemealsonél‘ekycexpmplaw of

et P S B S

tel€@mrhfihieRioR deSlceilgy May%Mﬁta%@aélﬁDcaﬂﬁP-thcdmmlenm:rmedéwce
using a variety of conflq%uratl ons, faor exa

1180t AfamPEC serifiate cetrieval BYHOTB 14D nﬁvsrteew%@ﬁ%a'ké periodic
ARSI Bl ekaiaad s Fifyierienor o
In tésponsd touesich aewest tagtometie ceGificatefretjigvaltsysiesm 0 may

ut onat | d t
CoSIT G 14 TR RSPl S ARl 80 s,

an;IP raddfdss af the @lled balg;t,ndlsmtlﬁedi ircéetdiditat golee catk setuwmhuest
unctions, in accordance wt odi
ang t@psmt the digifal pice § SE{Up. re%@s%l gntﬁ%% 685 E%Eﬁe po the

cali&d'; |./>é11§2 0%91%961 @grtlf“ é'h‘ﬂé PaFREVaT s\edh 1140 %&b&néﬁﬁe&élw anh

system 14 | emented as a sin

acerptange mqssag@\%/rpmrthe icelleganaely averifniye fﬁé‘ﬁg GFFW §69%Bta<slﬁe al |
m&fs?éé@nd‘ #af FF\% d&ﬂ ?aﬁﬂf é(ccE?tfah@é feSatRedfith 4 QJII\é@ert{/ he

er an certificates during cal
cedtificaie. tofbe calm(.arrpl e, in the enbodinent in FIG 2A
proxy server 210 may be inplenmented to 5 store the

ofd] atsEiteeo B pbedfientitirafie pRsA LB piimek
ceftifieateaetriaval systetn L40mibg bk mplemented WSing 4 wariggy of n FI G
configurations, for example, automatic certificate retrieval system 140 may be

implemented as an integrated and/or distributed system.

[0015] FIGs. 2A through 2E are block diagrams that illustrate alternate
configurations of automatic certificate retrieval system 140 that are capable of
performing either or both of the certificate registration and certificate retrieval

functions, in accordance with an embodiment of the present invention. In Fig. 2A,
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2B, automatic certificate retrieval system 140 may be
i npl emented as a group of proxy servers 210-1, 210-2,

WO 2004/006210-n, where n >_ 2 and, in general, pPOXAS2003/020417

servers 210-1, 210-2, . . ., 210-n nmay perform sone
or all of the functions necessary to 10 retrieve and
forward the certificates during call sefup. As
b SRR STReTat by e BlemB R A Ue PRy s
serAP210, Wi, 3n general; may PerBriBY¥malos all be the ARERIAE Ab&Esdry
store the certificates locally for quick retrieval

to seidipes andfarwaid the aller fad calld Rarbaresbicaras/dyring celbsaten For
r | . inan
xR TRie IR IE R AP SIREF A GRRY b Hplelhted to
stgré @6 fertificeGocZ foraquidnmet iavacard/oif focatrieve e ¢astifidates
stem.140 may be . .inplenented w th, prox rver 2
A G SRR STERTa Pt foote vefhelt IR, Sl rie.
2BMaL @M atidRErtficatei rtthigval |sg§t@||n PI0 mh&ybé Enplemsnted ax greup/ef
élO, in accordance with an enbodi_nent  of t h? resent
ProXR Yo A104n 2Heher -al 21 RoWheredt 5 &ransly i 4508 R gavers
21%51;, }ng-z@?‘? 0N h?? 'pglltfgltﬁﬁg&?ﬁe OF all Bf #RTIhARKS ﬁé‘cessar¥ (t)o

performsonme or a unctions 20 necessary
retrieve nod éormact theroadifidateh dudag ralk sefwl Bafessdbgeshakaye in

L ' | . F | ti
reffb i FES oI RS 1 A  cliO Y po BePP el O
implethenddd edstprarthy certificates/lopaiyforlquitiheetiidvabaldtl/ estoastrieve

\ 210. As with t nbodi nents in FIG 2
thB P HeASe Sa/of getshniraian e Gy BEEramothasabbng for
exapld, Gthe? ProvgyseRerd mmlnewg@dﬁ.t o store the

certificates locally for quick retrieval 25 and/or to
retrieve the certificates and/or location infQrnation

0916 AndrE- 8¢ rberaatic eerificaty rsligvabvstent 470 may heiplepenied

wig{ D’Br’%ﬁ@m?éfo BOSY P conRR@titRdn SRV E loatidriPéeh/ar 200, Whikh

tomatic certificate retrieval system 140 nmay be
mayrpé eitieartlechl onramote fromyprowy seiver221®, eagegrdance with an

iytle . . Cifi . i ch
e ARGt o R85 LS R, PR S 2o i
server 220 onaya inckviduathnorin cdéhbinetiod) perfdrmadomensr glirafslenfunctions
R v e T T G Mg o
sl SPErxapley Richidh seferP20tm&/f stofeSthi TP @d&resdes o Yhe caller
credentials, certificate authority 230 may issue

and-enlod aerdy and giay arowde the\ipaddisasesgeppaxy server 210. As with
thEehdaiichs RAfE!7a afid 816.hB, MbmBAAIfEhL 4fthE Brenthbdhtion
h d , public key and

t he necessary Ssecurl ty credentl a .
indl®Ge2C maf derimplementedde staethe bertificatesslocalindon quickcrgtrieval

o et v B e oo forttich i b brRbR
reptd caticspfor erample) othér progy Eemertsi andforiematiorns seryerso
retrieve and forward the caller and called party

[0017] In FIG. 2D, automatic certificate retrieval system 140 may be implemented
with proxy server 210 being in communication with a certificate authority 230,
which may be either local or remote from proxy server 210, in accordance with an
embodiment of the present invention. Certificate authority 230 may issue and
manage security credentials and public keys for message encryption. As part of
issuing security credentials, certificate authority 230 may issue individual digitally
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5 certificates during call setup. As in FIG 2A
through FIG 2C, the enbodi nent of the present

wonvamoean in FIG 2D may be inplenented to stece/ushm3/020417

certificates at certificate authority 230 and/ or
proxy server 210 and/or to retrieve the certificates

S i SR P B B0 { Lo 805 S0 L S o

otr?e?ﬁﬁfbfnhé?cﬁinefo?%bﬂﬂﬂh'etcbﬂ?é‘r andtHé esllddqsaptyl an gerérdk peoxy kerver
21& 8] FIG 2E, automatic certificate retrieval

pod @ﬁﬁtlf a@e el 238MaydnReidgually arin peraRipatiary perform gome
or aﬁ’ﬁﬁ‘%He%n&%ﬁl’ ﬂéce%gé)rx%‘?ietﬂe&éeéﬁd fohk@t Qhé‘ls%llépéh@ YalikdParty
I'n comruhicatlon wth each
certifieates darrnyg citl setuipb ok, inIFBG a2A tmowglr kEr 282he earpdiment of

tif t t h {
the BRI ViP o QB oo BeriEed ST s MEelitiALes
ceRifoadi alEriPR30 AR/ OF BeKy bervaVEIT drdijor torregiene tied cerﬂﬁi:ates
proxy server 210, |ocation server ZI%O and certificat

ang{pr esiefioy infasmagiay fromnena,Prdale [emols (oFaHoRsHar RAMiR, other
t cessary to
Pri¥sePielt MRCA oBltloren, i C i REtOR B oS ed party
certificates during call setup. As with

[0wgb daliFkerdts abtpntatic ceniRcatertiighal sy gtemyis0 m%éb% irpRlemaRtse
wifhf n%'f)Qﬁe r@)t I Y&{‘gérﬁég Zgg:étnlﬁ |-G erdleafPA thG 230 all belng

tbsore ficates at certificate
in amhhmmlcalyorfz\amh gachaoititior Apprexipusly desaribed, Gocakidn §ervﬂr0220

G R e R e

21pF PXatcoelaNe with af efbbdiat of thietgredent inesntioan dhcgeneral

pré)?yca@pg%at I On%}?),e re\é%{r?arﬁe 0%2&1 ag‘%‘/g}?@ﬁ?aﬁé%y %ﬁdmm“%wdually

orGh %%?ihat‘f@d’ bbrffbr%%(ﬁ'né 6913!%1’ ﬁ%‘f@ﬁhtféﬁﬁnédébwtd fetrieve and
certificaté retrieval in comuni cati ons, in

foaara thiaealer audt ¢allach pariy @@'tlﬁ@ates 6tﬂrlrt9rr@ll SPPeriis with the
e 254y YA mEgAEL G g o
iniFIG.L28 may ed implefbtied ZE,stora thehcartificatgsrab xgrtificate eutiuizy 230
b [ ' Wi th I 344
o g R D AR t SR e darabass SRR atilr
infoPBYGH SohioR8 oninidie Perictetibdatiend, Foreakapld, osheBHBoxy servers,
Simlarly, location 30 server 344 and certificate

ceglifichisy utliorties, angyoryecation S8MRtAni cati on with each ot her.
Proxy server 342 may al so be in comrunication with

[o@ﬁh | FIG93'|:Pa bk an IoHd RizeRdrh @R corﬁm\ahﬁ@aohws@nm@cafdred
t el ecommuni cati on device 130, and calli n%{l P 5 W

prgwdung@hmatqerm@amm:aﬂwenqautomtléé@’ﬁrﬁea’cﬁ Eiipya) in VOIP
co%?{unﬁgatfbﬁg dn‘? &’AHC@ LithFart ?ﬁﬁ&o‘ﬂm‘cﬁf‘%ﬁé Fé@eﬁt%vé?ﬁo@%
on Wt

rec conmuni ca eac ot her .
FI@e l,eautbmaact tertificabes retdeval systenh ddOvisesiown implemented as the

embodiment illustrated in FIG. 2E, in which a proxy server 342 may be in

communication with a location server 344 having an associated location database
346 and in communication with a certificate authority 348. Similarly, location
server 344 and certificate authority 348 may be in communication with each other.
Proxy server 342 may also be in communication with calling IP-telecommunication
device 110 and called IP-telecommunication device 130, and calling IP-
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t he conponents of automatic certificate retrieval
system 140 nmay be two-way. [0020] To illustrate the

wopewranéan of conmuni cati on system 100, a descPCPAUISZ03/020417

of 5 what occurs if a caller calls a called party,
follows in rel atlon to FIG 3. In accordance with an

telggyBICallps Ao 540 AR Caled PRt Rl dpvict 138 e
in H’fré@toﬁﬁhmﬂﬁtd?bn%@?(é’acﬁﬁﬁwﬁf I1R4&n@&8!, all kemeiuinidadoisisdtween
medi ates a call fromcalli ng I P-tel econmuni cati on

theleamienentofiaytoraatiq egtificpte refricvahvistemt 40 BAY @8\Fveavayso.
SIPis currently defined in a draft Internet 10

[O(EB G R E.ElgsdPeFagbﬁ f %rﬁﬂﬁhc‘éﬁéﬂ‘kﬁﬁénﬁj 260! r83651'<1.vs;cr|[|g)tlon of

erence nu ietf - rfc2543bi s
wlMtoecmrsFé lar aabierycalis a calﬁfdmal‘%!s fOﬂaws dppslatioatto oG Zy By

SR 51 PRADLBEL 1 B98Pl 2. T L

34Q&ﬁéy l@e ipplrsent&d bse SSkéibrpIrﬂﬂatloaé’mecol IBQIP) Wyl’sermﬂr 842 as

ng f th L1, it
thd gt Terdintes accal e b RaH G nUyEHHcBy epise 110 to
caft®l 1A-felceainfRinkRL SPE SRR 310 id Eurkdhely Giafihe®l inan@rafdhteesit
party. However, as described above, other entities

Er@weamg?o‘a%q;@@ﬂﬁ) waskinp sipeumens; Efereneq uplear: drafioieysi-
rrc{zg@ g s, & t&cﬁ#ébraa%%g%o@ﬁ%i gl atidrn@BY&aohtrBe

nication’ "déevicé I[P proxy server
(s@nﬂlr@D pmj;oca)l far rcegatiognmodindag amqtqnmtrlatlgg)sessms with one or

SR SR8 SRR a2 e o FEPRER.

m& &Hsd Paprésent@ seitdie aitity h@n’@d%ﬁ@ﬂie retrieoaliofiting certificates
cont a| n acertifica C%l(ggom ca

I .
corresRandgdRie FRllsr p |p@§tV1fL9|Wr‘]’§ﬁrd ag gscepgd above, other

en'tlﬂéé Frﬁy'ﬁ%%%g.%eﬂr?d’ rddfevd Bk cattfitates.gned by cal ling
| P-t el ecomuni cation device 110. The SIP

I nvite-nessage nmay be received/intercepted by SIP
1092108 R6r 33 caélzrgquc%sh may fersept ey @lipg t@a@mmym%@ny

dévreg%g%gs;&@%ggsé%r ﬂzoasn%a%?s@%ﬁ*mﬁ@at |s Bathi 0B, fop

e current locatlon the | P
emdxwieesmsthecﬁIP cainter ab B-SIP dhdteomessape.atpwevetevilixe ordjoary

S St Tuto sl Sl Bl sty
code &lcenificse rfwnﬁéall&tgt mﬂesscagmun&atuod dewdei 110, apd ter SIP
i s oo Sl 5 e SR iy 1.
T%f'ér’IP IAREL- ﬁi@é’sa@@?ﬁagrbﬂ ﬂeMeIV&J’/lnfcéfcépﬂéd By SIFB?MR\? s@ver 342, and

P proxy server query I n response
SIPcvr@Weseq\méﬁﬂZ madrﬁtsnplosaweg‘@r@éﬂ afng a Jesend FQmmumcatlon

o 1B culBAi e 24P G g xarm e
teRCIMMIBRRABI0AHAE7L30. Similarly, the query to location server 344 may be
digitally signed by SIP proxy server 342 to prevent denial of service attacks against
location server 344. Location server 344 may be assumed to be in possession of
the certificate from SIP proxy server 342, and may optionally verify the signature of

SIP proxy server 342 on the query.

[0022] In response to the query from SIP proxy server 342, location server 344
may return a called location, for example, an IP address, for called IP-
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t el ecommuni cation device 130 along a third
comruni cation path 315. Likew se, |location server 344

woayodaeaireturn a certificate for the call ed PET/US2003/020417

t el ecommuni cati on device 130 and a certificate for

calling I P-tel ecormuni cation device 110 as known by
| ocati on server

telOgTRATAOn Soary 1l 268 PoBRY CORTUBEGRT o] Ao (ISt o
lochtigH sdrit® 33arhayf hIS@FRErnCd Bdraficirsl for hd E’eﬂleﬁEBS age were
valid at the tine of the snﬁgnl ng of the response

telerosyaication sevise 150 and g cattifoafedr AlingdhAelregmmupigatipn
de%@é h£h Qseﬁ@@n%ﬂggﬁi@?e{\é@l%hng’hé Ruti%! (REQETR Hagae d?@tally

ice 1 tel ecomuni cat1 on devi c
sighedt &y icoaticresaresr 331440mux§icate thatfthe cartficalies eofginest inithe

tifi t | | P-t i i i
mepsgePrE AL e ot R s o e TR Eod Shbiealy,
locRBiéH 8&VeraBa4andy Reudesalid fcemlﬁt:aieﬁoatcalﬂng -t ewonimyrEass

responder/certificate authorl%‘}/l ther certifi gﬁ
dedpad 1R arcbFalled J&-telesRsmUNGHEN G5Vice LAt JOBBER AR dH may
ve%{g dfftlﬁé:éérﬁﬁcaftésom @ﬁﬁﬁd AL @Rcematinltation Me\ﬁéésllo

a re recent schene for nmintainin

and ealied IP;xebtorn@umaumrr deviner B8sagainsban eRlineeE] gfcm%eost@/tus

pr%gﬁ(ﬁﬁgcég)%gsﬂgndegﬁg{lf‘ &fﬂe gﬁtrh\éﬁgyi cffAb‘%h r d% e %?tug A8REs

curr cer ica or ca
(ndwﬁ%hbwh)eo:ommply aAbindhe dmertte:emﬁ@ataﬂ ﬂ'orra¢drm’ctateiauthonty 348.

I d I ' 4
S ROTOTF Secerh syt oh Gianp e resyBEY DRy SR ki
font éiéamblec PRIy Hep Rl 200, PRlbbat®hservEh 884,08 IFIE.f3, zahrot abtdin ap
he Location Server_can be based on one
cuaﬁntrvabqtc@@f eatgdpiasaitpotIRdelesamepnication E}Yéceééglaé’go Cﬁ'g‘?d[ -
te'%ﬁ‘i["'ﬂg@%’(!fg' 2 ﬁ%l@'lboa%h §5c266nm s&ﬂ%‘ﬁ%ail AGEel@A ahPEthitRY to

I'n"accordance with anot her enbodi nent
sxbfprmdyesemeegéhalong\tlmrd t@nmunicatian path 3% Veis cedificate deakrup

byr‘:ﬁé Laga t.%ﬁ‘ %ﬁg%ﬁ c%ﬂ b Eédaﬁ*is | . aé@%&rlbﬂce%%@anﬂthp?ﬁé edir

a cer revocat
and @R Yallgd [pasty s for exaApleRemais acﬂdresseh deownristlbaatiohserver 344.
mai nt ai ni ng the securlty of network resources, and

g2t T pgrcdense Mhahaplen erBagiedty " bSHLGgl bion
ol anaiap st s o g s,

SOE%'W@F%W@“? RVOLRHOMVISE &Pe.gﬁe[)osrn}qn}; é%ﬁg %]e Mroxy
m%tfléc\,f T(Fr méRta fHéréé@uﬁ{y "i‘)f ﬁ@t%\ﬁﬁlg FesWlilcBs, tdne does 8 Brlkeeping

vite ron1ca Ilng P- tel econnunlcatlon devi ce

a list©f tisere ientified with shegtatunef thritisers dgia! certificefe and allping
OFO%\?V@%%%%# thge?itcﬁw {h%rst 8t bf Llsg> %&Pﬁﬁ%@%ﬁéﬂéat I on

was re rned ocation server 344
al ong a fourth comruni cation path 320. SIP

[0624] VuntiRdiRg theSIP erobodimedt foathes\dOIPRAt eindd6 Pcpmxyon
se‘?\% 335 mla%lofo?wacrg %ymgsfsaigé 'w?th e or7iginal SIP-Invite from calling IP-
telecommunication device 110 to called IP-telecommunication device 130 and the
valid certificate for calling IP-telecommunication device 110 that was returned by
location server 344 along a fourth communication path 320. SIP proxy server 342

need not send called IP-telecommunication device 130 a copy of it's own
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WO 2004/ 006521 PCT/ US2003/ 020417 certificate, since

call ed I P-tel econmuni cati on device 130 al ready has
wonbe/oe®21 certificate. The entire message nmayPO®/US2003/020417

si gned by SIP proxy server 342. [0025] Once called

| P-tel ecormunl cation device 130 indicates it is

Wil | | I [, ed |
celiateeoscray o e opimabiae i Ul AR B G o
ceﬂif‘éﬁté alrh¥ eptignpgssaye ﬁ%‘y'bécbldrﬁdtlﬁlﬁp@mmem 3aD. deV| ce

Upon intercepting the called |IP-tel ecommunication
deV| ce 130 OK response,

the S|P P S
10678} Onge EhleddP ghlecmBUBKalgRedace A0 dTOR AL s Kol e o Eae
thtf Edfll% E{ll‘ea abRelRtdramlRatioh dé%%e%'i‘%‘éﬁ&@wﬁﬁ aRK-RRssage that

communi cati on device 130 if there is no
mayeret digitallytsignat thyclabet] I%‘@ia@gmmu@mtm/d@ﬂcq . Upon

certificat c [ ce
i Eh e FR Peplp: S caliyhicadth bEIGCRT RSB0 tEUPTC
Pr@@f&wd sam4lsenweriﬂ%mfe il@mh k ohvtbe h‘mssz;m uilsllag Srlrhx;r tbecur
uring v t he cal led.|P
coitlruE RO LR e eae DAy e DRy ERTTL ez 130
or, |F'94eH§j% Ho@rfifatodtatthed Risirit the cbpy 6@thkedrtificate for called IP-
P-tel econmuni cati on devi cé 130 attached a certifi 1@
telecpnnrn@m@mmage1395haafdPtPﬁ@<vsie@vﬁat3dz@rws{yeqhtwn%ﬁ
ﬁ%exgl using that certificate, then SIP Proxy
rver may conpare that certificate with the copy

that SIP Proxy Server 342 recently obtained from
[0026t dwoothirgsrthalrmaaaccur tluting:validatiors ofcdhe signafuge of called IP-

gkt e STy R MRS S R eI
if talled -tdlengnmnfuricdtion aewoa il 8@ titached evdectifichiieOto thé OK-message
th tifi cat t ident ]

an B 5 ORI WS 4 Med o trasraend Bt B Red thep SiR prowy

Séf'\%rt3l4ﬁ &am;ﬁ@ﬁﬂalt QErtiAYate dlithafe koby glak smmny satveom2
devi ce in the OK-nessage for exa al nst. an

recgp O;Rbaé,rpﬂﬂquﬂ@fl LOthlanﬁer\éétrégfhs Iiibeicertdise 6‘6 A 'gg'ﬂﬁqﬁg then

519%36@: %ﬁﬁer(ﬁz%é gf@hhé 'tﬁé‘E&tlﬁ?Até & catut!& ﬁp%lécdnﬁnm&éuon

r oxy or war d certificate
davice 20 ke dallify IFeteéeromnumaaaom devickeidi® eIf,llquvcr, dhe rerificate

5
BBl SO S8 15118 iy oy B e
suppldd By calee IIP—SeIecmmahmrdcatibh elavict P3Pimotke CBemessagdA@r nmay
return an

ool 1 BES RESEALE, e SAREB o s st

(i E%e?@ﬁt%f@%li@l?théhfbll%\l\}eﬁ and &R Piorglisedvel B4R Magforiatdete
call ed I P-tel econmuni cati on device 130 nust sign the

ceufma’@s@‘acg&ew&tel%comur@atj@m fevigee B3 Gtog@llipgdP- 2 valid 30
tefEbrhin ghﬁéﬁ&a%{ﬁ PJ] m‘éjér)f thaéc@lﬂ-ﬁé%mﬁretmg%ﬂ
ca eco | did

econ cation device 130
nedaliva tthatds), the certificate IS |nvaI|d then SIP Proxy Server 342, may return an

error message, for example, a Valid-Certificate-Not-Present to calling IP-
telecommunication device 110, indicating that either called IP-telecommunication
device 130 must sign the OK-message with a valid certificate or that a valid
certificate must be attached to the OK—messag];e.

[0027] Second, if called IP-telecommunication device 130 did NOT attach a

certificate to the OK-message and the signature was verified successfully using the
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certificate to the OK-nessage and the signature was
verified successfully using the 8 WD 2004/006521

wWOCT4#8203/ 020417 copy of called | P-tel ecommear@atiosn20417

device's 130 certificate at SIP Proxy Server 342, that
is, the certificate previ ousl y obt ai ned from Locati on

Serve 4, then S|P, Pr.ox ver i.o
coRjerhopled B pIeca Rgh PRI SRl P i/ rder
343, ech@@@ MReefFich@preavigheobtaifed fr@nﬂﬁic’atl@gServer 344, then SIP
I'P-t el econmuni cati on devi ce 110. This lies that

Proxo(|Seater eyt forears s SRCAEItBVRIEY a8 Sser Il and
tel o?nnq itdtioh g&% 130, t%LE’afhﬁ (1 Y@édo%m&r@&%i%h a@%@ 1§b FJTh|s

oxy erver i's'in po session of a valid
|m;bllés that] catledriR+telecatrinumicition devide3tBie hohest @ad dts csmﬁcate is
qc?(\yl erver 342 may then return called
curr@p &'@conmuni cation device's 130 certificate to
calling I P-tel ecomunication 10 device 110. [0029]
[o02BP Once SEP Piox9iSepvee BPY isdh possebsioh biFa valldematieariRyi cat i on

device's 130, cer |f|
telpgmB AR sV Ca PD R B eﬁ?fmg%%%ﬁﬁf*zdﬂay then return
calRKIPA e aa R Alcatid\§iceespagificatecal daliflg IP-telecommunication
| P-t el ecomuni cation device 130 indi catl ng that the

devige¢ £10.can proceed. Calling | P-tel ecommunicati on device
110 may al so use the public key 15 of call ed

[0%5@ ﬁ{yoﬁ QQEEMBf%@%dEQ R B5MH E-tdIsQrirRunefehi @iRestber

g materi al subsequent conversations. [0030
cerifiGateAcallingalPsteiscemmtinisationddeyigealibOdnayasengran gakpawlgdgment

M@@g@%ﬁaﬁé g? @?Iﬁﬂﬁgﬁcr&%&m&ﬁca{tﬁﬁ "delck 43h %’JC[I(%EIF\{J %I’(eﬁlthe cgl

es cer icate regis
canptapaed. Calling TP-telem@irurcationl degcahtd maycalsatuserhhe pubdic key

nlcatlo I, n.acecqardanc ith 20 an .
of GllsaaFHeREoFniogt it 3Bi0 Rctafe biher Refo materal for
sug@qhémgcdnlaeﬁsg&,@%ommm cations device 110 may be
coup ed to a proxy registrar 442, which may be coupled

a |location server 444 and a ?ertlfl cate autho
IOQMB Figot &t 2 sYpteysblack diagimnygla GRtNERE SPQizirat t9n|a<5‘€ePfJfQ5'PFYt'C

cepcﬁ%é‘%ar%ﬁ'leéﬁl@ sferfHab H‘Ih&%té! éé?tlﬁd%%’e @g@tl‘éﬂ&ﬁ 8Ad automatic .

i'ment . described in 3, the systemin FIG
retslevslForvarding adid revacadon hcw@é’rqqmmwmaélozsmragg@rgtam@tw@h

r

s i R
depicoX 10 meayi Is¢ caupletidd aproxbegstrst #43) vahich meg e soupled 112,

Q! j.n_accordan th.an_ enbo
ogafan serveBa pnv &ieertBReE S5RGERT Fh o Lrdrer P TR b
cotiplell k& thchfort B4tapesEMABlL Gohtifuing @ithaRe $IF0systam embdiingnt
described in FIG. 3, the system in FIG. 4, shows an embodiment of how certificate
registration and automatic retrieval/forwarding and revocation may occur in the
context of a VOIP call. Specifically, proxy registrar 442 may be a SIP proxy
registrar 442.

[0031] In FIG. 4, in accordance with an embodiment of the present invention, a
user may register from calling IP-telecommunication device 110, by sending a
register-message along a first communication path 405 to SIP proxy registrar 442,

which may also act as the SIP proxy server. In general, a communications path
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30 regi ster-nessage along a first conmunication path
405 to SIP proxy registrar 442, which may al so act as
woOheo4®0é32pr oxy server. In general, a comuni caPCoOMS$2003/020417
path 9 WO 2004/ 006521 PCT/ US2003/ 020417 may be
defined as a | ogical connection between a given source
and stinati hat t raverse.the s
maaubﬁfcge? BEY afoﬁ;}%ﬁ?"&?ilco%‘ﬁf ' DeFEeny 8&'V$P5PUF$§53§§§SSt'“at'°”
tha¥ T/ Pdverdtithe GaMb - Glﬁfei’@ht hegicas pathsb @he&é@isﬂeﬂﬁ&tﬂ;a@e in
that is, IP address, information, a user

gensuialy n@ym@yta@btheu YseEapemberraddegatipa, ‘%@bﬁs%Pe? sage 5
mf&%t@b SO R8I 5¢ W&y géfbligh%y lééﬁﬁcat’en THRNSKIA! reglRBtiméshde

er- néssdge sl e user providés a higher
ma@iagsroetm mgnerbw thearsee Inhgenetahehavingrthe segigtor-messags signed by

ai s t 0 B
theuser Rigyidhsr Higheiaraey oue ys bRl hAS Gk
clafd to bd.cat e matches t he |dent|ty that the user clains
to be. SIP proxy registrar 10 442 may also verify the

iital t f. th {
1008 1 43 PRY "PRISI G Y T T Ry P getn
thE&rtifidat€ ﬁ*a%‘cHé% tl"(eefdbiﬁﬁty 'BI@Jatlthe Whdritlaims eebél BIFpioRy sdgidthes
service, for exan? , along a second communi ¢ati on

443 may alscovarty thedigital |Sk9&@té'r%9ft theregigterrmessqago S PEPe
re §t%y44§qﬂéyl§%{]r@1'é gﬁéﬁﬁey\@gﬂ?oﬁhg%&ﬁﬁﬁte%ﬂwlﬁ%d Riviith a

onmuni ca o Informlocation server

| certifidatofstathe spviesoc exarrmiatalo:m; d$eaohe comatunigation path 410 to

442 may al so be signed by SIP proxy
registrar 442 using its own digital certificate. SIP
[0G3BPSIP pr&yiregisinar Wnamsemreemetﬁiagd alomg eothirg comenuninations

nane/ i dent , .for exa ddr t
pafledls to e IbtATO s L o B Prerehe lpsRral & he wht e
us&i% é&ﬁlﬂic k@? cHSifiEats. TAb hidasRe feh SIF bRy eeglsitflﬁ%]z ndy also

proxy registrar 442 may return an %
bemgy 318 preey r@@@\%rara‘HZ sig v ﬁlgﬂta Eiratmi 2B ey
xéwPle, bR
AREaI Bt Bera SRR il
enmilcrigsass, i thieluser sylpcatrbn (foe exarypler amiR addrpsackigslsodo the
unsuccessf u P proxy registrar 442 may return an
USgl ﬁ‘\(ﬁ%l %@lcﬁﬁl@@g e to the user at calling
| P-t el ecomuni cation device 110 along fourth

[oe3aNTIMAIGa4, SIR mpatyvedRBar 442 mayl retatneart O riessage tbe upéreat
caliig B R MEaA e 149 SPpe Snith BrTUpBHAF B 429, to
md@&é%é lidcessful RbMPREEN off the régmeaﬁcﬁgp@téset iSirmilgply pif eles

al so occur between ana/
regls ration process is unsuccessful, SIP proxy registrar 442 may return an error

er' s publ i ey certificate. The nessage from SIP
ceffiss iy g -

message to the user at calling IP-telecommunication device 110 along fourth
communication path 420, to indicate the failure of the registration process. If the
registration process is unsuccessful, the user may retry the entire registration
process. The same registration process may also occur between any IP-
telecommunications device coupled to the system, for example, called IP-
telecommunications device 130. The illustration of first communications path 405
and fourth communications path 420 as being separate paths is merely to aid in
the description of the method of the present embodiment. As such, it should be

10



10

15

20

25

30

t el ecommuni cati ons device coupled to the system for
exanple, called IP 30 tel econmuni cati ons device 130.

woheodidoéast rati on of first communi cati ons pat hP¢DAS2@B020417

fourth comuni cati ons path 420 as being separate paths

is merely to aid in the description of the nethod of
t he q(ﬁ%sen enbodj

deboufdssasnd tRemnaesBsabea Tt hicelion B byl ek for

exa?hﬁlgI st ENRMUAYatRANPAN 40R bh® foupttt ddSnricatibs Patie420s@dy be
Tor exanple, first communi cation path 405 and fourth
imgenaiedasta 9ilpdrR-wRCORUNEoNHement ed as a

single, two-way communi cation path. [0035] FIG 5 is a

[00%%]5%’(5” @is%&/sﬁ'nﬁﬁbéﬁal%raﬁl oA VOWEHNHUH" @étloﬂ fylt‘rliéiint §Hwn to

ustrate two pOSSI bl e net hods for a user
illutmatedwol prasiblermeethorsi fat 8 Us¢rdio M‘&‘ﬁﬁﬂdeﬂedﬁﬁﬁt@ﬁt far example,

tifi t
dlgﬁz‘a(e | fgca eﬁchgrlqgﬁq o&lgﬁgﬁ\gp f@ﬁ%p@@ﬁts’ n?«%ntfoﬁe In
gehé?afjﬂi F@Wﬂll@ﬂ?mc?emmfaﬁdmwme ﬂmllwlnh?dmmbad |ts
credentials as _part of in a 0.a
credpotal &% GARGR MRN A kit & soeshiFiebabBmunl; S 68Uefzo.
Th%%év‘ﬁé bedupthlitedasyAdtabliey €alirg Meleeomaiuamm\@@tnorto

evice 110 to 10 receive an optional entry
rectiecan ersipnabriie, phdessribed abppvedn pelationgto G ‘é[ tb’a‘l‘ caller that

WO&JRZPEI‘ %pPgle%{rr VA thd éla?lef’?laﬁdé%@ﬁ cFéfdeF\f‘a@s CH F18 55t0

Jentl al's onpl ete the
com@telte mmﬂetluﬁvat dfehe adllee’s Eecrepted)cmc@dtlajs,etb@ qellesimay enher the
t th [l
B R

telb@imgmaw&rp@évic@m:td ewhicke niey/Qecwipt ahd toay thi@caliyzp’s; cizdentials

| oad the caller'’ %cre enti al 15toav|a|‘t _storage
to erlatimgarge (hehhewakppeexa Rl myoBy LA/ p-
teltﬁgérr@‘flﬁ drP@évr c%rllde\A' oRerl H&y bR d RdreRar@ebige, For example,

evice, for exan{J a smart card, that is
a smartuardp thaaust wssfd ircauthenficelirg Beheaser. InAcseicBReRN il

eni%oolgﬂ]‘u%qec?gﬁ efnﬁ?%]e‘?it &f\/ﬁﬁﬂﬁwél ﬂ?ee{qtmﬂl&\b%rﬁf'tﬁéwoﬁ*ca‘ilh€alllng

IP4tBlet@hmunitation devidedriOdeayi mﬁommﬂcaﬂaﬁraaﬁmgedeaialglfrom its

rase the crede tials fromits 20 volatile storage
vofaﬁ@eng ‘In accordance with an enbodi ment of
t he present i nvention, the download of the caller's

[Ot@:{ﬁﬁe dRndccerdandeitiben embo@‘piens betheysesegt mvemtiony treedoverioad

oftt ERIREB e FA BBY B ACEaTP e SRS & PLR e AP al <

P éeﬁJe? 54213584 inRPmabRROodobtaih Stie requested user
eﬁahm%%a“%ﬂx at h 505. 2r15| SI P proxy server 54?2

cregentigisifrorap tlzﬂs serserchity 3lpacd fipit Semgupicatioippath 505.
Sﬁ@?&%ﬁé@éﬁ%% a a?lrdg{ﬂ%hgfi% eﬁ@ﬁftg Rt%égﬁ & B Erd¥ientials
from credentials server 550 along a second communication path 510. Credentials
server 550 in turn may obtain the encrypted pieces from an associated credentials
store 560-1 . . . 560-n, where each associated credentials store 560-1 . . . 560-n
may be coupled to a location database 562-1 . . . 562-n, respectively. Credentials
server 550 may send the obtained encrypted pieces of the credentials along a third
communication path 515 to SIP proxy server 542, which in turn may send the

encrypted pieces of the credentials along communication path 520 to calling IP-
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server 550 in turn may obtain the encrypted pieces
froman associ ated credentials store 560-1 ... 560-n,

wohkae@moexach associ ated credentials store 560- 1PCT/US2003/020417

560-n nmay be coupled to a | ocation database 562-1 ...
562-n, respectively. Credentials 30 server 550 may

send the obt ai ned. encr ted es of the cr
el AR BVCE S e D e o fomTinicates BRES by 19,
515 8hd 650 Eé’fgem%éﬁ‘éﬁaﬂerbathﬁlﬁ nEdly 3681 ih Rite d&srBHp c&fcthe

pi eces of the credentials alongsconnunlcatlon pat h

methoccefithe @gesent embosnento RSB sirattd besslgarly edsistood that
smél%l £ Qbﬁ%ﬁ%ﬁ%&? rré%%lso;gb‘;uéehl fop f(e‘%bl@nﬁ@f

ohnun tron pa nd 5 0 as bei ng
cormmpaicatien path 05 iaad fieurt wmmualcathnrpatlméZ@E@arhepmpme@ted

oo LT S B0 B SERS B o nd

thifPEOMALIGIBdtioPpafR b I maR beanpenizatddsatanotier sevgw‘rmv@way
first 5 conmuni cation path 505 and fourth

COBWRIFAT@MPFON path 520 may be inplemented as a
single, two-way communi cation path and second

[oo%?f;ﬁh' at&ﬁ&arfee \Aﬁlﬂtéf‘noﬁﬂeg e dintdMt bFtHROFEERL fRvkhiRsh, RAFIG. 5,

| emented as anot her single, two- vvay
tha:cmdentladﬁatﬂqwa@avw be sommplished:diestyiH#ee clinchPanot her

Bl S S SGT oV St Bdfer
5509long acfth corgmbiMeationl patio GBinAs it therpre\daustyedestitbado
dth dent f
erOHe cred s Sheh b e i Maf B0 et feces Bithe
crésérg(ﬁ)ﬂalﬁﬂ‘téhb’aséﬁﬁétéd E?dent&:‘l@gtdrm 1 .ct g6@nf arad ls?aﬂ?ver
in turn nay obtain 0

doEPRERE RE2a] o- | BTSSRI b Crce Al paie B0gPeY s86.
obgaér&ecﬁé{%nébste@ @cés(b?@lt\é @r@déﬁla@éléﬂﬁbﬂé extrP&Mrhunication path 535

pectively. Credentials server 550 may send
to caling Bhteldcopununicstign devical K eds Brthe pEeviaus eawodinet, the

Bk S R 00D g A by

to abiacthedascriptitreof the Imethodiof e préseobambodicant. ofs guchhig

MEE T EETVREY T TR
beQiERa HoreRdm plasfifitiedmmunicaibnsiaei 580 Bed sikiatommunication path

understood t hat a si ngl e, two-way communi cation path
53fepayabe nplgaentse s afsmglee%\awaé{ COMMYYCaERmuni cat i on
path 530 and si xth communi cati on path 535 may be

| BNt PRentdd) &
(043BP, IERES BendEsyith et Bibther SHfboMRnE O TreRht Pentidip B

ceplifisgternegisivotéon system dmrlb%wﬁlﬁr tamay a*@gbeswﬁeattp §kpre
crgé/eﬁlgl@vgaeﬁ?’rdrme%r%h% 1 may al so be used to store

[0039] FIG. 6 is a detailed process flow diagram that illustrates a method of
automatic certificate retrieval/forwarding and revocation in a VOIP communication,
in accordance with an embodiment of the present invention. In FIG. 6, in
accordance with an embodiment of the present invention, a VOIP call request to a
called party may be received (605) at a SIP proxy server as a SIP-Invite message
with a caller’s certificate in a message that may be digitally signed by the caller.

The SIP proxy server may transmit (610) a proxy server (PS)-signed digital request

12
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25 credentials via SIP proxy server 342. [0039] FIG 6
is a detailed process flow diagramthat illustrates a

worbhamdeai autonmatic certificate retrieval /foPaaus200§/020417

and revocation in a VOP conmuni cati on, in accordance
wi th an enbodi nent of the present |nvent| on In FI G

6, In cordan t.h odi ne
for 2 bttt BStoR Qe petlien P dBereqshioshe. iR BRRT S thrrent
IocHB?cYn P8y bBGEAUE & 16&RPh s@heﬁ $he’§’ ﬂfx?%h‘rvélem\zi? rec@®/eq615) the
P-Invite nessage wth a cal er S certl |cate ipa

|0Cﬁ’@@"s@fgt@etch|éﬁd Ry Elea"goW@”' vejification eppias ahyfhe alled parys.
et Py PR SR ot B s srer

me@ﬁ@{etﬂ&ﬁﬁ@lﬁ lo2fioh Berviear The (vemﬁoemn tapiest afdhe o¢rtifipaies may be
cal I al The re St [
G S P o RSO B8 et AL bl et o
OC§|‘3 FedPolddr STt ceateatstuy eert/ed S Bintilagly, thecatifi catnoofcoples
the called party along with verlflcaél on c p Fy? c%é
of tha ¢eéf¢fc1§Eﬁ5tf@/aYst:@?t?'F? FRIEWBIRGE VR ESTEEFAT ARTRHRY HBorites
thagg{gg)gféa{éég nx & tﬁe ceﬁﬁt:étea afi@iM Bact, (ﬂa@)oc%tl&’ﬁ‘ eshvel @by att &

|'ocation server. The verification
the:@ﬁSlésesobndeln@nd/@r CRLirepaséeryaay be obt ai ned by
veri fyi ng the copies of the certificates at the

[od48f FRE. S8 4&hr Adad Rith ammbggﬁ»ﬁ?ﬁt%?w@%emn@nw the

(S s ervice
SIK Emté-lnm’sagermmom ’énrwamiedt(ﬁEO)dm it Si&tFEQWVth‘etO the called

pays RU I PRRoR SR N Ser T el Fae caless s5rigrate 2

didi@r h'le%Sat@ﬁt erﬁo%glg&al méségémaytﬂé/&@mcgill the SSIEpl;oexy samvgr. alit
as e res naer an (0] r OSI [ Or,
regnonam e Jigitat O m@ﬂsag ra%@#&aﬁjf@epﬁx}vtfﬂ% b Eertar e bysthe

SIb E?o\;\}zrsgﬁﬁp%ltﬂerﬂ‘(/\%tdr%thduh fhe cANIEd bavey's @erﬂﬁ@a‘ﬁ@g¢héfﬂhgltble
fromthe mrglroxy server to the

Ol@aiesme rm/rheﬁ@wecluhwtéﬁtcalleyb nh& geled n@"tmsﬁlgﬂatéa Prpthe
O@ﬁ%gs(ﬁ%&r@%l rr\tz,égllg g& é%rgé?r pg gﬁ t@e g%lz%rgéf E’é pr oxy
m@??@rcallddparwﬁ desfmatremd dlglthl gnghaﬂure(]ﬁayrbe foryardedo(®3bhe
ca par may be received (625) by the SIP prox
fr%mf'eglpeqr?)fweﬁe”(ﬂh?]%@r E\T\'Mgrﬂ?u”iy the called party's d
certificate. The digital OK-nessage may be signed by
[odme IRFIG ) Updh traceiptiog tirabK enkspagd, yalledaghystaertificate dride

AebIgRaalE Eam a5 SIPTHERRE VR Sie SO e el o) o
acﬁgé\&léégzé?ﬁén% nftldshgdi (ACK FhesshgH) Mith RoritB¥nBe sfegéumké,etb the

O fromthe SIP proxy server to the calli

cah%d p§rty {foommplete thergatl. e Gaf) Grayr@pnys besween the callitg party
an%aﬂ&féﬁ%ﬁmtﬁ%% ﬁpb@ﬁ:dlé/coﬁtlﬁfer thefhgate and digital

rom proxy server, the calling party
may send (650) an
[0042] FIG. 7 is a detailed process flow diagram that illustrates a method of

certificate registration in a VOIP communication, in accordance with an
embodiment of the present invention. In FIG. 7, a digitally-signed VOIP register-
message from a user having a user’s number, location and certificate may be
received (705) by a SIP proxy server. The SIP proxy server may verify (710) that
the user’s identity in the certificate matches the identity claimed by the user. The

SIP proxy server may also verify (715) the user’s signature in the register-message.
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acknow edgenent nessage (ACK-nessage) with Nonce and a
session key to the called party to conplete the call.
wOoheo4m@éi21 may conti nue between the calling par PgTAS28/020417
called party until one or both discontinue the call.
[0042] FIG 7 is a detailed process flow diagramthat
strates a met

2 . . ;
ThoQUbPLELThSa LRy SHSeh varEanara el bk b b Dk,
ceﬂff' chteeing fr@é‘eﬁ)étthé Y ebteanverificatioh @725), of @he user certificate’s
igitally-signed VOP register ssage froma us
valictityi frjn & lecsdiph sefyahb e uw&m%nceéwaa@& 'Pformé%\%afaﬁ[ly
puBfc- %3/ CRGREMEHa BQ@an?rYu t%%ll 530k %YOGSP" Ve OF5E malyBe a

pl‘ OXy server nmmy verli at the user's
ceitifieatei autharity amdfoca CRLfandah@trﬁasmlbﬁ@ﬁ Ay biegégmed by the SIP

pr%?s}e(n\geg zf%ggs qmg%gﬁ;a@. g‘pcg h u:sg?%r ﬁ]t%k\foﬁ{d {%K) ﬂ:lg@fﬁer the

uséleﬁghah@'rdeﬁﬁ@q&ﬂeaxamﬁlé{\@ﬂ 2004l 6d6ss), tRETISEISA00RIDI Mot 17

The, SI P . f 72 f
xpReles a FPAG S0, PGB dates EGRrate c AvES erahuchise
méﬁS%é PSSP, %ﬁrOl{ h\@@é fg@nméy Bakedf (7ubpfro®ehe SIP > proxy

ficate"s valid roma | ocation server.
sepusE o theprsg&efrrbé/re@j@taatnqslrprpeﬁsmwcﬁﬁ Ubnd  publ i c- key
certificate may be transmtted (730) to an OCSP. The

[o%g%s%xc%%d%bo% GRE Lidi étF%ibﬁ p%eee@muétvaté@m BIG. & rflitbe

the transm ssion e signed by the SIP proxy
domereitber pior ko pr eorwrrentew:th aucauatretlatlmh gequeskifomear Vs may
bind (735) together the wuser's nane/identity (for

[o&zag'ﬁ{;es i oSt d%ro@@s@ff%ﬁ?&ggr%hﬁhb‘?ﬁﬂ%ﬁt&?& Bkdcass fof or

ress)
am@namo‘ dectificete rAtrievgl/forwardingranclorpdcatien ime YO egminonication,

I SF G B ATLDG Gt OBy Prcp i Fter gy a0 FIE S~

acBbraeR&ESwittbars Emeegiffent of fHeQ#edenbmveiRsd, ahedr mbwrﬁtlaté e
regi stration grocess illustrated in FIG 7. m

VGidral 8y sereingyr808) arcall srauestn Er@mplana AP dnitgr essagef toa
caO\éH gérf\} A Sl@qH\ﬁf%tm&s%gb ‘?hé{l%%o e |h%0ﬁ]1é%s EE GhatdndyBbe

I'ed process flow agramt at 11l rates a
digitatly sigeed by theacrllonand serd avithi & catlar sgcertlf' cate The SIP invite-

L /£ v
mESha Mo e 5 Rh G 5 SR el turmy may
trédﬁmluO(ISes)_emtilgltallueﬂgmeahrequ«fst IFd)lﬁ cBrent focatiare of tﬂ‘amaﬁaed/wm'ty
i nve

b t th
TR VR SRE AT Gy Bt IO e TserElt a ke sefiefwhicn
mﬁjﬁﬁer@@@h@st t8 aﬁ'dCSlPﬂ‘éSécﬁldEB&S@lﬂ@r cdriificate statusedniRriby .
SIP invite-ness | so be in a nessage that

ety (815) thei @lleraAnc,cale@ ey gy inges-ipTearat 4R OGERN G o
ROPLRonSe RS el A of b o R gl
erhbodimemtapf the present |nvent|on The OCSP may send (820) a
verification/non-verification acknowledgement of the caller and called party
certificates back to the location server. If the certificates are verified, the location
server may return (825) to the SIP proxy server the current location and
verification copies of the called party’s and the caller’s certificates. The verification

copies of the certificates may be returned in a LS-signed digital message. If the
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transmt (810) a digitally-signed request for a

current location of the called party. The request for
woheo4moén2ent | ocati on may be transmtted to a POTAS2@®BE/020417

server, which may send a request to an OCSP responder

or other certificate status service to verify (815)

ceftieats o7 1T VentecteBetoost ek oy FOLT R L @2p e

pr@gygeh@r_OCSP responder and/or a CRL repository in
enbodi ments of the present invention. The OCSP may
send 820 a verification/naon-verifigati

[0646k A6 SRERTEGIPLNAB-EHIPcRT ths HerifigpiialyCaples of the
ce&ﬁ“%ﬁﬂe% tﬁé‘ﬁ)F‘&y%F\}ér h%ytﬁ}ﬁNalr@‘%@S) QRe SBY WRte-mdssddeo the

erti es 'are veri'f | ocati on server may
callat party gt8hs Furenttieatign ref maﬁaye@k parpewith 19 Withpwieihe

ve[ﬁ(l:ail '9&1 gcr)]%f@‘%wg %alleglr :cfglr'tffeéﬂeo AHERb §Rvil m%z%ﬁg@ ahd G&ification

s certifilcate
cop bf thecalliérareertificptep  reteivdie mag rnmfbmmdeds(asﬁylrtﬂaPS signed

t d LS- d di | f t
IO TBES DR RIBSO B B2 0P e BT ey, el R
alﬁésay vﬁa\@dt's bRE chiogiadtes OtheS@ééMéfd VEHFicatioh Wopy BotHei dalled B36)s
to the rox%/pserver [0045] In FIG 8

certifisalieneed oAt besenthy the Provey searer £9 e selied E@EY eShefallede
pagsl’:;fw%yf ével?}tﬂg%@ Bk & "tﬁB(t%Pﬁﬁ'B er\FE?'Bénf@l( W@'sé%g@s'élﬁ)ertv\hﬂh or

ssage to led party at
W|tlwut thet called peiitgs certificaie, toamclh@d!e p‘wma}led\paﬁy ‘s willipgnessito

f
LR ST T A, bUschal b A
a@%&s;ijnaﬁ;ré mdéﬂ e earlfied (g{iS)_eroa irateipt bmm? BEP pmﬁwaerdenbf the
in -signed , digit m the prox
Ok grostae. o HecralHbPRRY s ST 5 VoRAe o 07 PrORGEATYeY ey
foRhdr 2650) e vise télle?tl@@K%s&é eI m{gevvltlﬁ B cafiee puegs verified
veri |cat|on cop he ca artlé/s 10 certlflca,te

cenéfisaterand digital é\gnawe t Heorp resﬁipt %Wé? -fgssage, ealled party's
ce&?ﬁ[g‘aﬁé an-EIh(ﬂ il gﬁgtur@ g%FthhE%YP Eﬁﬂg SESAPXhE @ﬂl@r hayisBRd

er Y] nmessa her W t
(8\55) hoartknbhtedgahbmdnpsﬂagg (ACl@message):thb a nonce A aaesslon

[ ]
118 il oAR W efmblete i an B foPre PR PBE &0 ' 11c
mt“o@ﬂnbﬁﬁw f@'aéx‘aynlﬁe,%l Umabar) thatray be used bhlyethcé.876¢ nomxermay
recei t y the SIP pr server of the
bg # p@@@e@%n thétdvaﬁﬁﬁ wt%st"gg Jrap@mPls. @ Vag ?f}%"a’dm 3 ﬂ%ecg

m&l@?‘ﬁﬁ@&éﬂ%aﬁ?&htmﬁ@%Wéén(tﬁé@élhﬁg)pérﬂﬁah‘cﬁtdll@ﬂ paitg kAP until one

nessage along with the called party's veri
orckeath discodnee dbeicall gi t al si gnature. Upon recei pt of t he
K- rressage called party's certificate and digital

[oﬁhﬁ i I*(‘[gs g,) ¥ gﬁ@ %alggd ? Wﬁg’? E@ﬁé(tu?@ﬁe\l\g';vegﬁ@d g@KJlﬁr;:’ghse'Fg proxy
samvérimay smdc(%@)ﬁjrmussm‘&tbm OCSP to re-verlfy the called party’ s
certificate. Upon receipt of the request, the OCSP may return (865) a status-
verification message to indicate whether the certificate is valid or not valid. If the
status-verification message indicates that the certificate is valid, the SIP proxy
server may forward (850) to the caller the OK-message along with the called
party’s verified certificate and digital signature and the call can be completed as

described above. However, if the status-verification message indicates that the
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20 key to the called party to conplete the call. A
nonce nmay be a piece of information, for exanple, a

wauandamoes2t hat nay be used only once. The noncePauEyS2(98/020417

a paraneter that varies wth tinme, for exanple, a tine
stanp or a special marker. The call may continue

I [l d | |.ed '
el Seliehe S B deP mSRHhB70] Wi ey Bofty
o T e ond  BCO) o £ Equedt to th

X \/ u e
MegEaSR With 5 erauéﬁerfi@calt% ar Ehs?/%me eI a &@idtqqef‘ﬁ?f%a%aﬁtached-

re6s) - %51 §EertRé Highed 8R5)
Thé"&@l{b gt us- @é¥%?i@ﬁsgﬁﬂbn%§§%ai@op I ndi cateé vvhelp h%r_ t he
messads, Eitiertveth thewalleédpaty' nlid\cartifigate|or thg@K-message with the

tatus;verificati.o i ndi .
calbef e ioe it cPEAR A ETRE el S RS ol WP ing
(84mrineeslled 'steigriabiere @ad ter callvan Gs-crepiaekaspenigusly t h
the calle party's verified certificate and digital
desGrig8@t ure and the call can be conpleted as described

above. However, if the status-verification nmessage
i ndi cates that th

< 15 WO 2004/ 006521 .
045 e 5 BRURE Toedag e ot g o paihod of LR
reflEPARON SR RitorEC feBidvafohdatdhglapdirBoceaon Bt POIR y an

error nessage to request that the called party return

communisations, 47 gererranre With 98 ftboginent of (kg presentinvenfient &
1 B AR St g gl
(9p5)ceyuss arsystent that proyited VO EommgsigaiionseiTihh eegisiation try

|l ed ty' lid i fi t -

b RTTRE T elemainsar Setybpl dobemie s diathea
seMRE/pRIXY GegiStrarigcated in autemin ocetifidard regrievaBssient 40 of FIG.
called party's signature and the call can 8 conpl et e
1.5 FIBe s ity valealliogtR. g5k TRy fr ecdv LS 10) S el
atfla'ocj%‘fév%ﬂ%a?c@a th&ltohbltit Sdrfifidags redridtR) iRt fL46 of Eid. i1caiee

regi’'stration and automatic retrieval/forwarding and
gatewayoaay oredlate eallvbepveandisris il e Fystam. RetuseiBg e ko8, call
<l eI PElclls RIGET Do BUERS) SRtk o,
focexdamlé,datthe gatewdye Thegiedifieatesl mayd@Spr b calles @nd agopliacem

o ety b e IS hah ieecalsghupe Rl Bbipe e
m&X BEBStEblisRed QBH SbridictedN(926) seewu@r thercalyr aneighe alled party

| ocated in autonmatic certificate rg{ rcésegal .System 140
angrthen end ugon feimination of the digital vaie 63l s deseribegerigye: the
méhgy tf@ﬁra@@cgﬁ%ﬁ\g‘ée\ﬁidé QbMBty of QYst& *BRfiiratichs, Rr
gateway located in automatic certificate retrieval
exayples thase@oofigurait@nsshownén FIGs. 1 through 5 and described above.
Therefore, the specific example method and system configuration described above
is merely illustrative of the general operation of the broad method and in no way
should it be interpreted to limit the application of the method to the specific system

described.

[0048] FIG. 10 is a detailed flow diagram that illustrates a method of certificate
registration in a VOIP communications, in accordance with an embodiment of the
present invention. In FIG. 10, a user register-message with a public-key certificate

16



10

15

20

25

30

gateway may nedi ate calls between users of the system
Returning to FIG 9, call setup information and

woendiohéeat es for the digital voice call may beCcT/us2003/020417

obt ai ned (915), 20 for exanple, by the gateway. The
certificates may be for a caller and a called party

t hat - be, i d ified i h i 9htal [ |
tha i De sy Fitsoet SRR bt poD, Rt HGBPREREE and
redithiontseflel PPoYy regibi@ancatéincalibrastiacutifidate eafidvabsystem

art and then end on term nati f the digital
140 6f EIG.dal 10 Fie Wesbeltisedn kisalie) thakis assstarn thFolster

RS AR 5 Dt 98 MRAAH) cEIBHE R e v (1010,
forstxawple, iy Eh&segistration seryhr. SA aiset’saignatirs dl thepusee register-

Th f . th [ ;
eSSk i ey o VoREE | S STR RIS Bl RS [ SR b
Vefificdtion r?@elrxﬁvaﬂtditg pe_tr@:rmnc-néy t(tjdﬂ?ﬁdalt@aﬂ%/ rbfﬁbmmsﬂiddlom)n for
nt er m
xgMble Y Mg 1RGISHRROR PRIV p SISy FationyRe thervalidin Of Fsbapifighey”
ce{'tﬁ@ét%]mé:ﬂ fe rekQived (godzég,]gfa& é)é%\%p;lé,(w tHe 2adigtfatioRakerver. The

ustrates a neth certificate registration in a

usRICY preseneailesatian infarmation and EYblralkRyecarificateamag R skprernt
t e i i l: .

9l BF o BRBRCTL IR 3 Boukdth Tt i

sy&8A140FFIE. PCIH ERR 0031641y name/dentity firesxaimples ¢-rgil

t h b ived (10 f
i J Tk PF BRUEE(ERT I 5 SaePlado bR (BRATEY ass i85, the
uslarué gai%éﬁidfgﬁs; \Ainc{ l'hpcaﬁdeess @I;bir;@&?be tbmtde(!m35.)4t6 thé u‘.;dr_@ 1.

n , e er an I nti | S as rte I N
valhsed extSeate. The Swtiyel max Liver Sed GOA0T 2 JSTHRR complete-
m%}%ﬁ%&éﬂﬁ%ﬁﬁ@f otih&ik&t@ta%uﬁé?éésfﬁPre‘é%fﬂafibr?%n& #HehQnd. st or

e reqgistration sérver. user's

destripedtaboes;ithe meshaswpy be grastiesd using:a adde wariey afesystem
colf 5, (A5l Moo SR Y, s g Bkl

abpudl Therefore cibe tspédiftadx@mpieymbihod end systesh dobO@@ptiorf or
exanpl e, by the reqistration server. Verification of

depriibegatous 15 e NS P RasheeL PRy aL ek Rethod

andaf foVes) dhbbidht be fritérpReed® IBnit Bhe dppficatRl dFith@friethdd to the
server. The 10 user's presence/location infornmation

spaeific pypem cer@iPedertifi cate may be stored (1030), for
exanple, at a location server |located in automatic

[o%%ﬁ tF':IEii. ¢ Ry HEGNAPNGN dia§ieni 813t MhBr&es Binfethdd of éthFﬁn&ic

e user’'s name/identity, for exanple, e-mai
cestifitptesretrigyalfopeandmgrand(regmslion ik YOIE qeswpuricationgddr ess

acr s B e ROt B e eoc Bt " HIE0 T, 4 o
voicel datl st requdst fithatneassodietedredilen dertifigaté ovaly Her resaived
(lg&gf%r e§<a|rn%9ei, %%/ raagtaitgvvaycs%rgﬁ lag tpl(?o_xy server 342 in automatic
certificate retrieval system 140 of FIG. 3. In FIG. 11, a location of a called party
identified in the digital voice call setup request may be determined (1110), for
example, by proxy server 342. The digital voice call setup request along with the
associated caller certificate may be transmitted (1115) to the called party, for
example, from proxy server 342. In addition, proxy server 342 may transmit its
signature with the digital call setup request and associated caller certificate. A
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nmessage to the user to indicate a successful
registration and then end. As described above, the

worbhamdesray be practiced using a w de vari ety 8CTAB08/020417

configurations, for exanple, those shown in FIGs. 1
through 5 and descri bed above. Therefore, the

speci fic exanple t hod t t
colB T R B U Seor BY PP Gt f e s eleg B Broay
serQREIAL indkh Be ddNed ParBRdIMGdred, thandllddpadirey Awyptahciihdssate
be inferpreted to |imt the application of the rretho

indicatastibe calipsicnariycs abjlisy éﬂﬁV@é%'r"i%‘@éﬁ to rggeies @ digttal vojce @
froﬂ1e @'éa éjr félﬂ%lﬂ} ?I%L@a{‘ba ?Q&Y bidd gﬁaﬁc@tn?e%s Wﬁéyhﬁg of

cer I ev or vvar h%@and
accrommumdl yra called@aRry cortifivatic @atlinoayshe slgneZ:Bb\a crbechearty.

Thg:L iecealea carbcgpar%%ch faegathl%e ! g% gnn%yéa(ﬁjWeEfiggw?{?Sg%F l»%mple,

?ﬁ&@@eﬂe@@@wﬁlsﬁﬁre\ﬁ@fstw ddsertiegl, fabie ballet gaety \veckptdrité05)
or exanple %at eway suc proxy s r 342 in

mesERSSRRN 19t beaetifed, %%arrmﬁ@%ﬁlee Rk CoRACRR cRf a0t e
vetln“bo‘: r'[])%xe{]s%rve‘? 349 'r@ﬁ‘ué%ﬁ tiat B9l k&l@dl% Yesubﬁ'@rthéf i ed

igital voice call setup reques
acwmmm@dagelmcbqalled partg oerélﬁ@a’fp4 dhe ﬁqugrnﬁity agegnfeice

me?s%%ge %@e’ch@' o) Iéaaba e‘f‘ﬁfc%?é Jnla? b Lﬂ%n%r‘ﬁﬂfé%is(tl :@%)ans m&%@@g

soc:|a er certificate may be
frofpd pioy stivet Bez uathleendllqraamq/thefmethoémwymrel Asramseriired>apove,

342 ddj t 342
thg ietag GRRbE P uds YeSE Fotet GpBtledy "
exén% RC tHtfs€ GoRfurations Shéwih IrCFIGS. 1 frdudgh\®arRd @dédpiBes 2bove.

1 US2003/ 020417 cal | ed party acceptance Nness g ga
TheesTorec BlaAeciia ExTppIc mthack BnfbMBLE o BIduia) on JEs DR JHgve

is He%f%[llﬂ&ré’tﬁ)e' o?‘ihé’géﬁe)‘al Bra@iBAF Ae broBE n@ﬁd@&dﬁﬁrﬁo}Way

ance nessag cates the called party's
shalid it beyinterpfebed ta linnit H@mcatwnrcéct@e metheddp ghe specifigisyetem
call fromthe caller. Simlarly, the called party
}P Bt ance nessage nmay be 5 acconpanied by a called
party certificate and nay be signed by the called
[0g5D] tIyi.accarendeagith aredmbadiinedt prwrweobWamtw aasathodkfor

o) e Sl R G YRS e

beRfiCR/ROARNEE WithPs SAHBe crBficatofrohra valler fandd:letérminu@g(amﬁaﬂon of
the call ed Eart s certijfi catq? can not be_ veri P
i qcﬁ urther

a @ﬁ*lédya%ﬂdﬁ@ fiechin the igitabyrics callisgtup iegueshy iTag Mtk
inf163R4 rfsn'ﬁtlﬂiﬁg %IQe agr%@ %S@ C8Il BREP PR Witk Bld @fle@itificate to

certl I cat e. party accept ance message and
the melladaparb/d rqmrvmg xeallet Pady Becaptanch aassagdes Merifyieg the called

oS OB A o185 ey Bt s

and a called party certificate to the caller.

[0051] In accordance with an embodiment of the present invention, a medium
storing instructions adapted to be executed by a processor, that if executed, the
instructions configure the processor to receive a digital voice call setup request
being associated with a caller certificate from a caller, determine a location of a
called party identified in the digital voice call setup request, and transmit the digital
voice call setup request with the caller certificate to the called party. The
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the nethod may be practiced using a wide variety of
system configurations, for exanple, those

woanfsogemat i ons shown in FIGs. 1 through 5 andPCT/US2003/020417

descri bed above. 15 Therefore, the specific exanple
met hod and system configuration described above is
mer el

: ' trat f th f the
iSRS AU ORGP e, Brliipor Bl RIS D tgPun s
mds8adé, Utiifytthe calrR |da9c?‘tat€é3>téﬁcetnh’@s§®t, AAd tiafsrhid ene atied barty

Sys em descri bed In_accordance with an
acmema@amc&wﬁésﬁ)@ﬁv certifiefeito e ellget hod for 20
comuni cating over a network includes receivi ng a
[oo%b?'lﬁ %kco‘(ﬁ%rﬁ:@ vl dn %ﬁBé@m@ﬁﬂéﬁﬁé pré%@hﬂ"iﬁv@ﬁ‘léﬁ Ch 8h<eéh for
wth a caller certificate froma caller,
pralédieg mgttak@rlaf icetecregistratiof andhawtamiticl Cq:raﬁftaye r&i@ﬁta' fni @yoice

ot rtstet bk WP FafBliedtRhg Sl i ese PRty

cofRfRiured t(ﬁﬂaldéﬁé awidital Vdlee cxﬁll sleeup g uédt fthatds assbaata:lh/eith a

camégg@gt%(fam@ﬁﬁgl Y n |§F|a aglgn [c%lle% S ta?{%g‘ed in the
d|d7ﬁ§§é}9@call3§é@uﬁ Feﬁ[]ésm ir&msiwt traedigied! k/@ee Bl deYuppeeBpitantiethe

hessage and a cal party certificate to the caller.
ca@ositificaie tadbe cajbdcp@rm FeREide a SAllRSRaTBrACCRtaRGeaMBTSag RNt

vient i to
velf G cafitntpl e ntehee i isne Ar i B0 ol Bty
actepténceahéssage euhé lcqjlﬁdqoarliye:emfmaieésdhe taler.ecei ve a

digital voice call setup request 30 being associ ated

ol upt LM BOSRRe) BRI
foiv@itsiftishiag lcosiunatietpuest a rebdork) mag indude taeprdce;sd)raand a

voi ce call setu re uest th the caller certi g
meBOBROUBIEH 8 4 BIPFSPROT N e s 0 358 521 Setup isfltfons
adabteld Yo HR03Ea 484 by thd mtésgslt togmfcfrm Ithé GletifodiThiagtsraaridee

processor to receive a cal party acceptance
withear ageodimant pfthetpseseat l%’@ntﬂ%‘rt y acceptance message,

and transmt the called party acceptance nessage and
[0@’542 g@%l @ﬁ{bbéﬁnféﬁfst dfTTBQ gFé%eﬁtq n\t/é?'&* oﬁ %Fé §ecificAl§ilstrated and

ance Wt I ment present
desmtmulthemeln &logesere inviith be aapml@tﬂma@medlﬁcat@ns and variations

rtificate

of 15 eyl A oh} ber i H, Bl Bhfiaf 8id i Epurview

ofchaapperkatiidanas ajthdwrdepactingdesn the\dpirke apdtiebeaged scope of the
configured to receive a digital voice call setup

inyHi9Bst that is associated with a caller certificate
froma caller, determne a |location of a called party
identified in the digital voice call setup request,
transmt the digital voice call setup request with the
10 caller certificate to the called party, receive a
call ed party acceptance nessage,
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verify the called party acceptance nessage, and

transmt the called party acceptance nessage and a
woabl4mdeaarty certificate to the caller. [0053PCTs2003/020417

accordance wi th an enbodi nent of the present

i nvention, an apparatus for establishing

W ormurli_cati ons over a network, may include a processor
—-E%M%D‘ GLLLS ry coupled to the processor, with the
menory storing call setup instructions adapted to be

exedut ed Aetie op FIBBLBISAURGOYSE ISR MREEIRG i n

aCC 0 |« - g%nx.

[ nvg%t | cl)?;ﬂ @ [dygég}j&%ec\%g? g@bgﬁ@-&e{??ﬁ%‘h?g ssg)fEi%t he Ig; gsc glrlﬁr
ceitificatiatfiavm aaallerspeci fical ly il1ustrated and descri bed

her ej n. ver, ..t wll ' . .

moaiteratTE Meabr o (e e HePEhes el gl volce cai
set@wﬁqﬂés@;ﬂ are cover e}gl b% t he abgvg tlea_chi ngs ﬁnd

wthin the puryiew of .the appende ns. W out,,

depdrareang S ciu=Cysics Gl ZRGPITH wErRan SEg TG cerfisate to
sald 488 p&y: 19 WO 2004/ 006521 PCT/ US2003/ 020417 What

s clained is; 1. A method of conmunicating over a
net weedlvind fsaliesl pRgty acetenceimepsadeli gi tal voi ce cal |

set 'Fﬁﬁﬁﬁ’ ] | L.t h. al l er
cer t{}ié]tll cate 4?@% gg@gﬁ%ﬂﬁ&@%&é %P(?]g a location of
a catdnsnhiting s3id icaltedt pai-tyedcéptarscai essagg aral a valledepactyl |
up ,reguest: transmtting said digital voice call
cei‘tﬁcal% tpéaﬁe i th said caller certificate to said
called party; receiving a called party acceptance

nessage; 10 verifying said calle arty acceptance

nessage; Té}?d“?tg%gﬁag'm ﬁéj"?@ﬁﬁ"ﬂjs%glr&@lﬂ’"%’aﬁ a'ﬁ'tgc‘@gﬁtcéplce
sef(g,ls,l%aggst@g,ql,‘?ﬁséggl led party certificate to said

C er. 2.

o he nethod of claim 1l wherein said )
r ecdiecdiving a vaicgioverl Intasnetepretace! (VOEP)sw@tl sptupagaiast that is

' el €CRL V] \Vo)! : I nt ernet protocol
as%%%é‘)i a@glsﬁ{dscéﬁ urpdeﬁgiﬁgtgsffdrﬁ E%'p ‘élglier. associated wth
said caller certificate fromsaid caller. 3. The

in.sai.d di,gital vaic

g‘é: dr g;‘ﬂ‘%;q\aétﬁ]Q% oﬁ\gﬁjﬁf}l g\gg_reln salid %lglta VoICe Ca s(éfaulpI request
comprises:
a caller Internet protocol (IP) address; and
a called party IP address.

4. The method of claim 1 wherein said digital voice call setup is

associated with a caller signature.

5. The method of claim 1 wherein said determining a location of a
called party comprises:

transmitting a request to a location server for said location, said request
including an identifier of the called party and a signature of the sender;

receiving a location response from said location server, said location
response including a location for said called party, a called party certificate and a
caller certificate.
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a caller Internet protocol (IP) address; and a called
party I P address. 4. The nethod of claim1l wherein

weabd/odégit al voice call setup is 25 associ at edTmistdv3a20417

caller signature. 5. The nethod of claim1 wherein
said determning a location of a «called party
conprises: transmtting a request to a |location server
for said location, said request 30 including an

i det i fi ghe aethdtPofCddimesiwharelrysarndcation 1@eedrise eombrisdsen

sender; receiving a |location response from said
signalisise PlosRidsleeatian seswid | ocati on response including a

| ocation for said called party, a called party

certificate and a caller certificate. 20 WO

200/ 006574 nRETodISO@8Y DRbarEh sad dighal voiaetoall sefupdrauast

wherei.n sai.d | ocation response conprises a
fu'%?egﬁrﬁ:g'ir'ap scﬂ‘s'g%tﬂrelq;c,sﬁkdicgﬁe@erver. 5 7. The method of
claim1 wherein said digital voice call setup request

further conprises a signature of sajd caller. 8 The
met Bod offhemgthed offairel Wﬁwgggrasa&%pqa}%g REEY AFCeESt ance

| : arty signature. 10 9. The
méngg?c‘%egtgﬁgﬁeﬁ’é LSRR pr§idrRelrd g

aim1 wherein said verifying said called
party acceptance nessage conprises at |east one of:

verid yi nga 5abbe g BAR ¥ whSid Lig 9bayRbisaRNEHed Bt d
accept ance nessage; and” verifying a previously
actapt@iceenkssadd ehpises gt leasttankiofat e. 15 10. The net hod

f claimo wherein sais i qus| ' Led
oar tphig s Falee Sl SRR So MRS LS n P RSRos g
sai defifiirlgedpreaiolsly rdckivedtallateiareceptificatedi m 1, furt her

conprising: 20 transmtting a called party signature
to said caller. 12. The nethod of claim21 further

conpfy, Si AgelfiGhad BF {:Ingn § ArRriRbai€ bréiilislySetdivecdalied! party

party with a digital volice comunications systemon
cettificateevasoekeivezbwitty said hacatien fos gaigicallechpatyt2 wher ei n
regi stering said user and said called

11.  The method of claim 1, further comprising:
transmitting a called party signature to said caller.

12.  The method of claim 1 further comprising registering said caller and
said called party with a digital voice communications system on the network.

13.  The method of claim 12 wherein registering said user and said called
party comprises receiving:

a user hame;

a user IP address;

a user public-key certificate; and

a user digital signature.

14.  The method of claim 13, further comprising:
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party conprises receiving: a user nanme; a user |P

address; a user public-key certificate; and 30 a user
wdi2gi4toaés2si gnat ure. 14. The net hod of cl ai m 13pCcTmistiven20417

conprising: 21 WD 2004/006521 PCT/ US2003/ 020417

verifying said user nane in said register nmessage i s

the sa user nanme

cer tVF‘FgEE‘Qts@’ W& NPEAY S@erﬁﬂ'%gr 'i"%%ﬁagf'- fsa%essaﬁﬁaﬁslﬂ’ e

namngﬁalﬁu}sh@geg&@ﬁr@@éd user public-key certificate is
val i d . 'The met hod of cl a|m14 further

conﬁﬁfl@lnﬁlgﬁald wien digig! Sanaiuigsafd nane to said user IP
addn E8incANd: &g BLaGuBR- R Ariftaled veiRe! Public key

cert 0 sal user nane and user I|P
address. 10 16. The nethod of claim15, conprising:

retuyrni ng, an age.jf. the r.fegistration is
sucddssf gine Mg Og‘ﬁ%ﬁﬁ ﬁ%ﬁ{ofartﬁerctéﬁ% 2 wherein said
reg'b‘ﬁicﬁfg%Q@QWa‘ﬁqetols‘érdlISeﬁlPhdureg;enﬁt of sald
digital voice call set UEEEJ k%J/est

cl aitinding i Veldatashiser BoRkraY CorIBGTSI P ZPR I B G gme

angqgg,afp Eqgrgjrgsgrrprl ses: receiving said digital voice call
setup request and said caller's certificate with 20 a

request to register said caller; determning a

I oca]tl on ‘ﬁ*r Iﬁgﬂhgfjl%ﬂsjlg uéglfcg)%nsﬁqbansm tting the

di gi volce ca estwith said caller's
cer trefurcing an Qlomessade dfahé ederpagistyatioreis sigdesgfulan
acceptance nessage fromsaid called party; 25
verifying said called party acceptance nessage; and

tr anlf?:ri g t¥HeOmE®@iod of alalne d2 pakdrginaakieRyBReBgRaFeye and
a called part
prior to recelp¥ of said digital voice call setup request.

18.  The method of claim 17 wherein said separate registration process
operation comprises:

receiving said digital voice call setup request and said caller’s certificate with
a request to register said caller;

determining a location of said called party;

transmitting the digital voice call setup request with said caller’s certificate
to said called party;

receiving an acceptance message from said called party;

verifying said called party acceptance message; and

transmitting said called party acceptance message and a called party

certificate to said caller.

19.  The method of claim 12, wherein said registering occurs:

after said digital voice call setup request is received.

20. A medium storing instructions adapted to be executed by a

processor, when executed, the instructions configure the processor to:
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certificate to said caller. 19. The nethod of claim

12, wherein said registering occurs: 30 after said
wdi2gn4toaés2voi ce call setup request is received. PRD/US2003/020417

medi um storing instructions adapted to be executed by

a processor when executed, the instructions

confiqure processor to: WO 2004/, 52

TG oG yeRe cab sy Eayed: 'ftga?sse%sgts Wi 3 callgt up
Cer{,ﬁéﬁﬂ@%npglcgqgar%wm ated with a cal ler certi f| cate

froma caller; determne a |ocation of a cal E]‘gart

i dedelermiag & lacatigngf @ Gilechparpoidentifieg) in Sa@éﬁmﬁ?

t said digital voice call setup request with
setﬁgtrédéitléﬁfn ler certificate to said called party; receive

a cakhsdit gaidtdigitat veipe ealicsetupereguent;withvesid €afles egrtificatd 1oed
accept ance nmessage; and transmt said called
Sa'aéﬁ %j%ﬂfyept ance nessage and a called party

cer kddeivedt @lled Paftp adipthne@hlegsage?l. The medi um as
defined in claim?20 wherein said receive a digital

voi verifyrid ctled parteeeRienEp LR8N %Nt i gures t he
pr O%%)ﬁ%ft shfd caﬂ@&ﬁéﬁt’yﬁa&eﬁft‘éhé‘eem@é’s%be laRt @rdafdd paref @eticate

setup request that is™ 15 associated with
tosadctaldml ler certificate fromsaid caller. 22. The
medi um as defined in claim?20 wherein said receive a

digital voice call setup request operation configures
t he 201 oc peanediom aselebnadinsieind 20i whdreih saisi reecivaat digital

t f t | 20 (IP
g spbstn eanpstparear oonauet e PERal Bonest havi ng

sai Ge&dld £Voie€bldriThenied prats&d (VEIR dall betup weduestaihet is
being directed to a_ _called part | P address. 23. The
assasitecthwits saifqalercrertificatedrom 59 mUﬁre. n said receive a

digital voice call setup request operation further
configures the processor to: 25 receive said digital
voi . cal'lrhweedjpmrasqt@eed ini daima2Cowngrein Ss?\lcbrﬁﬁ@'m a digitaly

um. as wae sai d
VO&StCQGﬁ?OLHB re%lbegﬁ §%¢f§ﬁ‘9} {J&{ ﬁuerr%js (@)%? g éiiotn he processor
to: reecessdid digitalemitesdall setup réaquest from sealleentéroet gratadol
(IFl’)OaCd%tresg "said gilg%alr\%gc%ecséh setup request having said caller certificate

associated therewith and being directed to a called party IP address.

23.  The medium as defined in claim 20 wherein said receive a digital
voice call setup request operation further configures the processor to:
receive said digital voice call setup request with a caller signature.

24.  The medium as defined in claim 20 wherein said determine
operation further configures the processor to:

transmit a request to a location server for said location, said request
including an identifier of the called party and a signature; and

receive a location response from said location server, said location response
including a location for said called party, a called party certificate and a caller
certificate.
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30 including an identifier of the called party and a
signature; and receive a location response from said

woOaomtooemn1 server, said |ocation response incl pdTG2@3/020417
| ocation for said called party, a called party
certificate and a caller «certificate. 23 WO

2004/.006521 PCJ/ US2 / Q204,17 5. Th di .
def 'A?lgﬂed il A€ EPEGYR Qiggﬁﬁgéﬁ‘ ﬁla%izé W*‘é&%ﬁé%&%‘i%w e%%'éjat i on
lockBSPREEEhsBRPEAI0A further cbefigueanthepib@ssdrhe reveiveessignattie

receive a signature of said |ocation server. 5 26.
of gai@ lagatierusAndd- def i ned in claim 20 wherein said

transmt said digital voice call setup request

operation configures the processor to: transmt said
di gi26al Thieorediun bs defingd in elgine 20 whier¢in saiditepnamiisaid digital

Th ' def i d i i i i d i
voild il e BaetRs el chfindli @ MerodEg AR o8 & Tonet ve
confyagsthR SaidhBgitil osiesclirsetup regaedtweithea sighdted. party

signature with said called party acceptance nessage.
28. The nedium as defined in claim20 wherein said

ver bby saind rh@librf s dBfHddn dRAR RDINLINBEFFBRIRRIAE I8
configures the processor to verify a called 15 party

pagy goeeptanse messsagecepevition configireafhesyogrspentodecelst herlsd

pa%@%@@%@a&@iﬂ%aﬂ&%ll&f parfy &bbaHcPRELgEer i ficate

0 sal d accept'ance nessage; "and a previously
received called party certificate. 29. The nmedi um as

defined i | aj.m 28 ' [ i ly . '

20 i1 ed ey a8 cPecib B &0 HeHh SR ey &R i
paht) GeédpRdhck hessageoperationctopAdurgs tiOproddssomiedietify @salled

defined in claim?20 wherein the processor is further

pagty siangtire secelyed withrsaid qalled palty aeFepnes MestR9a Using ong of:
sal ¢ &bkl B @Bfice atththelRe s RE S EMsside; Ghal m 20
wherein t eﬂ%rocessor I's further configured to:
r egiaspreviossly teceivkd called party gedificatiel ed party with said
digital voice comunications system 30 32. The
medi um as defined in claim31 wherein said register,
sai @ocal I'’fe medium as defined in claim 28 wherein said previously received

called party certificate was received with said location for said called party.

30. The medium as defined in claim 20 wherein the processor is further
configured to:

transmit a called party signature to said caller.

31.  The medium as defined in claim 20 wherein the processor is further
configured to:
register said caller and said called party with said digital voice

communications system.

32. The medium as defined in claim 31 wherein said register, said caller
and said called party operation configures the processor to:
receive a user name;

receive a user IP address;

24



10

15

20

25

30

and said called party operation configures the
processor to: receive a user name; receive a user |IP

waddawes21 24 WO 2004/ 006521 PCT/ US2003/ 020417 PCEAISRO08/020417

a user public-key certificate; and receive a user
digital signature. 33. The nediumas defined in claim

32 wherein said proces rther 5 configured to:
ver F§¢IVe 4 ‘('Feﬁ%l?',% &ﬁrcgtgr an‘?egi ster message is the

SaMgec@fvedy YseR Ui ﬁar@gnaltmesal d public-key certificate,;
verify said user digital signature; and verify that

sai d user public-key certificate is valid. 10 34. The

imSEd'Pgm asl'hg%écﬂﬁﬂl ab Be et%l'olﬂqcé:ﬁﬂ QLR8N S8 bricR65IS Rlrther

art her I gure sai d user nanme to said
confired t©:address; and bind said validated user

publi ¢- ke ertlflcateto ai d _boun

uselye”fﬁi‘ sgﬁddqsgggam%gﬂ Safgh e TIRTSAeC gse%f%%é'ae a|prr]nar§§
in ¥4i€ bebiR-Iyi érificaeessor is further configur ed to

return an OK message, if the caller registration is

sucvegiyfsgid usepdigie, S'Qﬁa§‘§f§t &M for providing digital
Cer%FlWEtesarc?Sée?b[@ﬁd-@)‘/ @RsHcatd gnBkd.c certificate

In a voice over Internet protocol (VAOP)
comuni cati ons system said systemconprising: a VOP

gat ?Way 'Ish%I leﬂ'\ Bs 98h & é{éﬁ%‘uhaaﬁm FWhEER! U evgo%s%rrigkurther

voi ¢ce’ cal l up reques i'S associ at
coﬁ@ddr@dto:ertlflcate froma caller; deternine a location

I art | dentifi said . digital voice
caI I ad‘g“?% ?'Fléﬁgﬁﬁd %‘%Fi?' 8M'Gital voice call
set hd W@éﬂdaﬂédt@eﬁpulﬂlc&%l/ lcertificate to said bound user name and

user IP address.

35.  The medium as defined in claim 34 wherein said processor is further
configured to:
return an OK message, if the caller registration is successful.

36. A system for providing digital certificate registration and automatic
certificate retrieval in a voice over Internet protocol (VOIP) communications
system, said system comprising:

a VOIP gateway, said VOIP gateway to:

receive a digital voice call setup request that is associated with a
caller certificate from a caller;

determine a location of a called party identified in said digital voice
call setup request; '

transmit said digital voice call setup request with said caller
certificate to said called party;

receive a called party acceptance message;

verify said called party acceptance message; and

transmit said called party acceptance message and a called party
certificate to said caller.
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30 certificate to said called party; receive a called
party acceptance nessage; verify said called party

wacoEpbente nessage; and transmt said call ed partg2003/020417

accept ance nessage and a called party certificate to
said caller. 25 WO 2004/ 006521 PCT/ US2003/ 020417 37.
The system as defined in claim36 wherein said VOP
gateway conprises: a session initiation protocol

(S| Py, pr opé sy8teMess define@MIHsintaé ivbare $ad vairgatwsd P
comuni cation system said SIP proxy server to enable
COBWHiReMI cati on between said caller and said called

part %@d&‘ad

ot o G E IR OB AR Pl L phdatth et
VAIe camnooddatiom syss&em,esald BIR-pnowy sérvet ocnable cameunicalpP

[0)4 t, one alternative proxy server in

beg‘ﬁﬂfffﬁ %8%@6?\”%?' q%dooagiyp proxy server; a

certificate |ookup facility, in conmuni cation with

sai d SIP roxy server n online ificate

St et priiecoRIeT Exines 03 fBImAT WAL HOLb B haY

| ¥operver. 39. The system as defined
fu%éﬁiﬁ%g%%@ﬁgtgﬁn said VO P gateway further

conpd fosation seoves in enamipigatinsy Wish said SHEORIMMFRAET on wi t h
sai d gl lo ?E@é%ﬁﬁ?@%ﬁ%‘?@féﬁ&qﬁ ' BRnRRKARGP Rith aid SIP proxy

communicat’l 6n ocation server, sald |oca
sef\arabase i ncluding a current |ocation for said called

, | N d | i fi :
P Seutncs opku Belibhar FgmiCaim i o sBbla k634
arlgocati on server and said 25 SIP proxy server. 40. An

apparatus for establishin icati ons over a
ngf vt Rnline ceribieatg skRyys gro’gnggﬁgggsg respp e In commubiication

with said SIP proxy server.

39.  The system as defined in claim 37 wherein said VOIP gateway
further comprises:

a location server in communication with said SIP proxy server;

a location database in communication with said location server, said location
database including a current location for said called party, a called certificate and a
caller certificate; and

a certificate authority in communication with said location server and said

SIP proxy server.

40.  An apparatus for establishing communications over a network,
comprising:
a processor; and
a memory coupled to said processor, said memory storing call setup
instructions adapted to be executed by said processor to perform steps including
receiving a digital voice call setup request being associated with a

caller certificate from a caller;

26



10

15

20

25

30

30 a nenory coupled to said processor, said nenory
storing call setup instructions adapted to be
wexesiwed1 by sai d processor to perform steps i RCTWS2008/020417
receiving a digital voice call setup request being
associated with a caller certificate froma caller;

26 WO 2004 006521 US2003/ 7..d

| ocati on d8 eraining Pé%ca At Py2 Fﬂ%ﬁ %tyé%eq%%g@g] % aglg'aﬁ?l joice
call Q&GP redibt; setup request; transmtting said digital

voi ce call setup request with said caller ertificate

to said cENFBHtRG G digial wies &l isgtur r@%‘r’@%&"% aller

cePficSRA 358 RSP HAR; verifying said called party

acceptance nessage; and transmitting said called party
accept anceceining agellesiphrey asaeptemegaeasyge,cert ificate to

said caller..10 4 igital
certifi cé’fagfyllqsgg?a %?%@Fi’ﬁﬁxﬁggeﬁ (:er@lll ficate
retri evaltraneméttingksid caﬂwpdm‘ytatesp&anqermessagé arfd/@celled party
comuni catiopns system said systemconprising: a VOP
cegicatrely saidgagervol P gat eway including: means for
receiving a digital voice call setup request being 15
associated with a caller certificate froma caller;
mearfs.- f orA system farirayjdiag idigitat cestificate reglshption) apd pytpmatic

ce"t%f%g{e r%fr%g I as\f?)!i(%tovgf gHtEﬁ\gt Eff%'tc?:tﬁl (ﬁ/@lb) &ﬁﬁMHTIE%ﬁ?St

fr'afsm sai al volce call setup
systequealti systeim cgmpmsmgal ler certificate to said called

rt means for ce n | ed party
acce%ygﬁ) %@Qﬁﬁ V(S]ﬁr:gﬁ %quak',‘ﬁﬁﬁlﬂfyi ng said called
party aCQﬁéﬁr@rféﬁrdmsmg@edlg@atdmcérea’lh@tlﬁmrequea:rbﬂlﬁg ting

said called party accegtance message and a called
aspegiated With( ‘fﬁ”%‘é‘feétf@tes P@ c&@lfer . 25 42. An apparat us

for est a%éaﬂ%‘fﬂgd&@mﬁlb%albt&%ﬁ P Behlle B@{W\@éﬁmf’ed in said
conprising: neans for processing; and means

digitad vbing calosgblietequestsai d processi ng neans, sal d storing
means means for transmitting said digital voice call setup request with said

caller certificate to said called party;
means for receiving a called party acceptance message;
means for verifying said called party acceptance message; and
means for transmitting said called party acceptance message and a
called party certificate to said caller.

42,  An apparatus for establishing communications over a network,
comprising:
means for processing; and
means for storing coupled to said processing means, said storing means
storing call setup instructions adapted to be executed by said processing means to
perform steps including
receiving a digital voice call setup request being associated with a
caller certificate from a caller;
determining a location of a called party identified in said digital voice

call setup request;



storing call setup instructions adapted to be executed
by said processing neans to 30 perform steps
woned4odészg receiving a digital voice call setupCragu®sNn20417
bei ng associated with a caller certificate froma
caller; determning a location of a called party

cal | er: determning a location of a c .
27°v0 200 arsREEm BBk Fabtarss e sofRIRE, ¢

certitiGtd 84 sH@cQRAGRHy; Setup request with said caller
certificate to said called party; receiving a called

party acteseivigce cated Ay accapEance yiaseP%ai d cal | ed party
accept ancge. X 14 L saky cal | ed
ary aco VAR el a fart becBBRY elagR Pt

certifi cataasrhittirepsaid callet grarty 28ceptance message and a called party

certificate to said caller.
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