1 A METHOD TO TRANSMIT AND UPDATE A TRANSMITTED ELECTRONIC DOCUMENT 5
BACKGROUND OF THE INVENTION Today's commercial environment is moving towards a paperless
system. In this system, commercial documents or dath are usually electronically stored on a local
database environment. However, it is increasingly important to provide a backup system at a 10 remote
location. This is advantageous so that in the event of a disaster where the locally stored data may

become unreadablqyiE TAIGDICTRY e TERARSMPE IR aFDA ¥E00 A OrFRRNSNRTTED attack on
the local database, etc _Eelectronic information will not be lost, and an organization can proceed to recover
t

its data from theEleG RQNIEDRGUMEMNEIlY, a method of storing data at a remote location and
keeping it readily accessible, is to transmit the data through a network and to have it stored in a
computer's hard disk at a remote site. It is often critical for businesses to maintain the confidentiality and
integrity of their 20 electronic data. Therefore, the data needs to remain encrypted both during
transmissioh anBACKGROLNIEROBITHE IMMENTIDN as the transmission network, for example the
internet, wide area network (WAN), local area network (LAN) etc, and even the remote site (for example
a 3rd party hosting centre) itself, may not be itself secure. 25 The problem faced with the traditional
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As the existing walscoampuatwizus attack on the local database, etc) electronic information will not be

lost, and an organization can proceed to recover its data from the remote location.

15  Traditionally, a method of storing data at a remote location and keeping it readily
accessible, is to transmit the data through a network and to have it stored in a computer’s

hard disk at a remote site.

It is often critical for businesses to maintain the confidentiality and integrity of their
20  electronic data. Therefore, the data needs to remain encrypted both during transmission
and when it resides at the remote site, as the transmission network, for example the
internet, wide area network (WAN), local area network (LAN) etc, and even the remote

site (for example a 3" party hosting centre) itself, may not be itself secure.

25  The problem faced with the traditional method of storing data, is that when a transmitted
document is amended or modified, the entire document will have to be encrypted and re-
transmitted to the remote site. This is regardless of the extent of amendment or
modification made on the transmitted document. This is time consuming. As some
businesses rely on timely data, this method of storing data is unacceptable.

30
In another method, existing tools are used to synchronize unencrypted documents over a
network. In this method the unencrypted amendments are synchronized with the
transmitted documents to update the amendments. As the existing tools can only



synchronize unencrypted documents, the transmitted document is first decrypted, before synchronization
with the amended document. Once synchronization is complete, the updated documents are then
encrypted again for security. In this method, it will be Aecessary to set up a secure network route or
infrastructure prior to synchronization, as 5 the amendments are not encrypted during transmission and
therefore experiences a threat of security. Again, this is time consuming and resource intensive,
especially for lasgeretecisomerdegieaciisuliens;mailsafdanedanguiaiaily i$hiesedsce sempaionse to data

security during UaNsMISsIAN, a5 % AOSHIIRRLS AKE.ARLENERMISY RIIREANA AHTING raRRMigRIon. 10 Itis

an object of the present invention to overcome or at least ameliorate one or more of the above problems
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storage location, ingluging papitiening fh documentinta.a pluraliy.of distiet data.blocks, said data
block having a pre-de efmined bloeK length, cg{egorlzmg ach™ distinc da%arbloc’k imo ong ot two
categories - incEiggletecHAl heepusEIRSNkeaplals ddese BeKEYirescdata FeRpIR TS thaaia
pre-determined ddaakjengthy ancsaicsinaywdlopk 2bdaveng sackataole Bathypguapiiorthmg@resdeiermined
block length, asgignjng.a digital signature to each classified data block, preparing a signature table to
tabulate the assigned digital signatures, storing the assigned digital signatures to the prepared signature
table, prep]é)ring a delta file to receive the data of the data blocks and finally transmitting the data blocks
to the remote stibiage ijetian tBOPreder dblgnitbe tmevkod e thrert ilvekidasehoraty minegptinecdatd blocks prior
to transmitting the Hrta Blesksnoithrd gRepigtstorage location. This is to provide further security to the
documents when transmitting through a network.

Discussion of any one of the prior art mentioned above is not to be taken as an admission
15  of the state of common general knowledge of the skilled addressee.

SUMMARY OF THE INVENTION

20  According to the invention, there is provided a method to securely transmit a document to
a remote storage location, including partitioning the document into a plurality of distinct
data blocks, said data block having a pre-determined block length, categorizing each
distinct data block into one of two categories — incomplete and new, said incomplete data
block having a data length less than a pre-determined block length, and said new block

25 having a data length equal to the pre-determined block length, assigning a digital
signature to each classified data block, preparing a signature table to tabulate the
assigned digital signatures, storing the assigned digital signatures to the prepared
signature table, preparing a delta file to receive the data of the data blocks and finally
transmitting the data blocks to the remote storage location.

30
Preferably, the method further includes encrypting the data blocks prior to transmitting the
data blocks to the remote storage location. This is to provide further security to the
documents when transmitting through a network.



3 According to another aspect of the invention, there is provided a method to securely incorporate
amendments to a transmitted document including partitioning the amended document into a plurality of
distinct data blocks, said data block having a pre-detedmined block length, preparing a subsequent
signature table, taking signatures assigned and 5 store into the subsequent signature table, identifying the
data blocks that have been amended by identifying identical signatures in the subsequent signature table
with the signatweseditg ab theootigiaapetnarineninidatidiy ihgreoim pletedbtpaks ethdata isdtigelgmended

document, classifyjng, e Qﬁ&%ﬁ!ﬁ&]@m@eﬁﬁr@rﬂ%ﬁ %fogéﬁ?eﬁ‘ts AW P PP A 3FRARUAY Signatures

to the classified new data blocks, placing the assigned 10 signatures |n£o tﬂe s.u%am uent signature table,

classifying the rePRdTALY3A RSl diiﬂ%ﬁﬁﬂ@tgloﬁ@pé?lﬂéi%tﬁ BRcsEARh A AL IR MPEDaring a delta
file to receive thdodht&®ngftitherelzaanglecks pseuentittiogabuiéy tdideatakind exsiodatar ¢ ozdaioedthendemote

storage loaationaiaditiogi e bipdrRasghiiad ARNJSShAky Hinckaio Sheitansiiiion siasuments
thereby mcorporatlnr%t ebamen,[cjfmentgen 5 Prefer blg/é the method further. mc{ude%@fa ‘{ﬁlﬁt Ing the data
y

prior to transmiSSion of the '%%R PISCKS to'Cf‘hl PIEROLE s %rtggesijoca on. §tﬁ’|na fera te méthod of

classifying the dé@aabiKaaigcRidbS PagEINiNgc B8R eEkYID é@'ﬁﬂb@és@@@@f%ré&ﬁe'ﬂa@ block has an
assigned digitalssignasdreodreéatabhsstlymgnatiiadntficlpasiipiog thekiata decks taalustespotassifying a
data block as ngyy VXQQE;%N?I!; @@t@ Qé:kt@aiﬁé‘%@?ﬁ %'aeqe(\;vgﬁalas'g%@replgg'iqg"?ﬁeaa%@ grgngth equal

to the pre-determined dat Preferably, the meth classifyin ta blocks includes
classifying!8 daﬁégﬁ?élérl?%g‘t%%rﬁbll’éf‘@%ﬁﬂéF@ﬂ?@lb%{ébiﬂoﬁﬁﬁé{?%t%émﬂ'@gqﬁ?§it?ﬁ‘é?lﬁ% and has a
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of the data blocks, transmitting only the amended data blocks to the remote storage
location and integrating the transmitted amended data blocks to the transmitted
documents thereby incorporating the amendments.

15
Preferably, the method further includes encrypting the data prior to transmission of the

data blocks to the remote storage location.

Still preferably the method of classifying the data blocks includes classifying a data block
20  as processed where the data block has an assigned digital signature.

Preferably, the method of classifying the data blocks includes classifying a data block as
new where the data block has no assigned digital signature, and has a data length equal
to the pre-determined data length.

25
Preferably, the method of classifying the data blocks includes classifying a data block as
incomplete where the data block has no assigned digital signature, and has a data length

less than the pre-determined data length.

30



DESCRIPTION OF FIGURES In order that the invention might be more fully understood, embodiments of
the invention will be described by way of example only, with reference to the accompanying drawings, 5
in which: Figure 1 shows the setup for performing the fnethod of transmitting a document; Figure 2 shows
a flowchart illustrating a method of transmitting a document securely to a 10 remote storage location for
the first time; Figures 3A, 3B and 4 show the partitioning of the data blocks, the assigning of signatures
and the transmipESCRIPTRIBNIOFFIGDRESNt; 15 Figure 5 shows a flowchart illustrating a method of
incorporating amendments to a transmitted document at a remote storage location; Figure 6 shows how
the data blocks are identified and classified; 20 Figures 7A, 7B show the respective signature tables of

the original doctihféfRrdhef the iveriivaerdB Qe inlyuredsraieadcRofimeRIE of the BMesHMment delta
file 700 to be travisputteddipdbayseary dockigipie Snghows eitesvchast ik stadmgatlytgnérdvadgef generating
a delta file ffom,aq,mended document; Figure 10 shows the construction of a new encoded file from the
existing encoded; and 30 Figure 11 is a flowchart illustrating a method of constructing a new encoded file
from the delta file. The figures are not necessarily drawn to scale. 5 DETAILED DESCRIPTION OF THE
INVENTION Refaremceshilvativwe besupéateénfetatal tbethethrefef tezhemitiodmrdastgreithe invention,
examples of which are illustrated in the accompanying drawings. The preferred 5 embodiments of the

invention are “Cf.li'nte’bqu%\t,\% 'g”ﬁ%},@ﬁ a||rrt1\|/|ﬁrs1per{iwnrl(fjr: e{trsn gﬁ‘%%d‘%?jﬁ as e%t to these erpggdlme%s. On the

. re nsmitting a dpcumen urel
contrary, the mve%tflon iS Intended to cover altematives, mo ﬁca |onsqanqoequwalen S, Whlcﬁ may be

included within fAOYRIFCERNE KeGpedPtRe {iRtidMidn as defined by the appended claims. Furthermore, in
the following detailed

Figures 3A, 3B and 4 show the partitioning of the data blocks, the assigning of signatures

and the transmission of data of the document;

15 Figure 5 shows a flowchart illustrating a method of incorporating amendments to a

transmitted document at a remote storage location;
Figure 6 shows how the data blocks are identified and classified;

20  Figures 7A, 7B show the respective signature tables of the original document and the

amended document;
Figure 8 shows the format of the amendment delta file 700 to be transmitted by the user;

25  Figure 9 shows a flowchart illustrating the method of generating a delta file from an
amended document;

Figure 10 shows the construction of a new encoded file from the existing encoded; and

30  Figure 11 is a flowchart illustrating a method of constructing a new encoded file from the
delta file.

The figures are not necessarily drawn to scale.



description of the embodiments, numerous specific details are set forth in order to provide 10 an
understanding of the present embodiments. Referring to the drawings, Figure 1 shows an information
network 105 suitable for implementing the methods acording to the present invention. The information
network 105 includes a user computer 101 connected to a remote storage location shown in 15 Figure 1
as a server computer 103 through a network 102. Documents prepared at a user computer 101 will be
subsequently treEqAILED DESCHFIPTIO NEOWTHELBY ENtheerver computer 103. The user computer 101
may be any programmable device, for example, a general-purpose computer, a programmable hand
phone, a personal digital assistant (PDA) or any other programmable digital appliance. The server
computer 103 aBLAGREE 281 RYG GFe P08 é%%%“a‘i%@?p&%%%ﬁﬂ?@?@ﬁ%‘ﬁe%m YWY be a Local
Area Network, ¥¥adeplase N eivighr kadatidusdtatrtteimet)etecsmroprdiiy tatheimpethbeeobthtsiredention, the

document i firs{RgstliRERs ek FRieEORZRE Rrinis eaE Ry RN RNAVERRSMHIB BiSaHRsRp®E 103. 25
Figure 2 depictﬁoatﬂow cpn%rgéllustratiq method ac[%:grdin&to theig{gs n i)nvention for [arocessing a
0
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blocks, and vice versa. In another variation, the pre-determined block size L may be determined based
on the typebf d¥eURMSRARARG A H & saftRRRSHTRBsive documents like spreadsheets, graphics or

documents with text. Once the block size L is determined, the 6 document is partitioned into equal blocks

of L bytes. The REPEHRINTRE Mlﬁ'arﬁmﬁé‘é?dﬁi arelassibibiase ifRimBIRAKEARoMEV5OL LiRsRMBIete”. A data
block is classified as "new" i{ ei)tsm%?[‘rtiéione bcjlocktgiﬁ%is e uettl.to the rer-determin d block size L, and
! .

classified as "ir'lrggr%rBFe té“%f Hs par Hon8GBISER size s Tessthdl méopre-r&%t'gfr%%aegrbfbecwosrﬁze L. As it

105 includes a user computer 101 connected to a remote storage location shown in

15  Figure 1 as a server computer 103 through a network 102. Documents prepared at a user
computer 101 will be subsequently transmitted through the network 102 to the server
computer 103. The user computer 101 may be any programmable device, for example, a
general-purpose computer, a programmable hand phone, a personal digital assistant
(PDA) or any other programmable digital appliance. The server computer 103 as shown

20 in Figure 1, is a general-purpose computer. The network 102 may be a Local Area
Network, Wide Area Network, Intranet, Internet, etc.

According to the method of the invention, the document is first partitioned and
categorized before encrypting and transmitting to the server 103.
25
Figure 2 depicts a flow chart illustrating a method according to the present invention for
processing a document for its secure transmission to the server 103. A pre-determined
block size of L bytes is first determined. Once determined, this block size L is maintained
throughout the method of the invention. The pre-determined block size L may be
30 determined based on the electronic size of each individual document which is to be
transmitted, so that, for example, a larger sized document may have longer data blocks,
and vice versa. In another variation, the pre-determined block size L may be determined
based on the type of document, for example, information intensive documents like
spreadsheets, graphics or documents with text. Once the block size L is determined, the



5 is the first time these data blocks are processed, the programme classifies these data blocks as "new".
In the situation where the size of the document is not an exact multiple of L bytes, the last block will be
shorter than the pre-determined block length L and hefice classified as an "incomplete" block. 10 A
signature table 210 is then prepared so that digital signatures computed and assigned, may be tabulated.
A digital signature 20 is computed and assigned for each data block 10 classified as "new", using, for
example, the algociiansiscpartitionddnttddi2b b(vors sagebiligesThel predranthgitaiaignatyeas2 (b is computed

for all “new" blogls a4, thesg,sgnatky J%asa n§§ arﬁ@m?@@ﬂdﬂmﬁl&é‘@?é&%db?&?%Lérgs@ﬁéﬁ gd0hlpgre is no

digital signature comp uted an for an "incomplete"” block. Next, the data contalned in all the

data blocks, i.e 'tsoR?éRtéor}ﬂgs@ﬂ%oS% é‘itﬁgﬁja‘h@wh%ro“?n%tﬁﬁﬁ]@?éj QP@‘%ﬁ'&Bd@(Pﬁ%lﬁ'@sﬁﬁ'ﬁq’rﬁhod and
appended to a reltenfileteiritlifinzditfticheddedek fied sstiessstimittdoetorehdesrmieed dlmgiuser ROASHe method as

described ig Figyr@e il figdltHet@tada bihedallevyrnadigube tdArsRtte 41ARRMINgHReAgthod as
described abov% '&r%ure SA sh Vé%u Squ aﬁument 20('})1 that haf31h25 been tltloped into dazﬁ. locks

arbitrarily term hroug‘?‘u sing é%n ne({\e/)vh %oshz\?e%tlonﬂogg%epaﬁlp on?ng?(ﬁé:{ho P he

document is pafittoPeesiite fﬁ@ H@kd\é‘ié%rﬁ?@&blb@ktﬁi%éfﬁ,dﬁi?@%aﬁ‘i‘m@ck&i@@tbﬁ@@dlh%‘%ﬁj|te likely
that the documenissizediasat ancexpritenbltigte of the pre-determined 30 block size. In this example, the
final data block A6 may fall short of the pre-determined block size. In this situation, data block A6 is
classified as an "incomplete" block. All the other complete data blocks 10, arbitrarily termed as Al through
to A5 is of e pfesidRAIfiARE BIGIR LigR PrerALHRe JiRh MR SRS o BRAASE9RPArocessed,
data blocks Al thaghghahblaed.classified as "new". 7 Next, following the method described in Figure 2, a
digital signature 20, for example of 128 bit, is computed for each classified "new" block. Therefore, digital

signatures 20 all;-\edigital signature 20 is computed and assigned for each data block 10 classified as

“new”, using, for example, the algorithm such as a 128-bit MD5 (message digest). The
15 digital signature 20 is computed for all “new” blocks and these signatures are stored in
the prepared signature table 210. There is no digital signature computed and assigned for
an “incomplete” block. Next, the data contained in all the data blocks, i.e., blocks
classified as either “new” or “incomplete” are encoded using any method, and appended
to a delta file and finally, the delta file is transmitted to the server computer.
20
The method as described in Figure 2 will be illustrated in the following figures 3A, 3B and
4.

Applying the method as described above, Figure 3A shows a document 200 that has

25  been partitioned into data blocks arbitrarily termed A1 through to A6 using any known
conventional data partitioning methods. The document is partitioned into the pre-
determined block size L, for example, 8192 bytes.

It is quite likely that the document size is not an exact multiple of the pre-determined

30 Dblock size. In this example, the final data block A6 may fall short of the pre-determined
block size. In this situation, data block A6 is classified as an “incomplete” block. All the
other complete data blocks 10, arbitrarily termed as A1 through to A5 is of the pre-
determined block size, L. As the document 200 has not been previously processed, data
blocks A1 through A5 are classified as “new”.



computed and assigned to data blocks Al through to A5. 5 The digital signature 20 is computed and
assigned such that they are unique. This may be achieved by adopting several commonly known
algorithms used in cryptography. An example of one Such algorithm is the 128-bit MD5 message digest.
The digital signatures 20 and their assigned corresponding data blocks 10 are stored in a signature table
210, 10 as seen in Figure 3B. This signature table 210 functions as a digital fingerprint or as an electronic
identity of the document 200. Digital signatures 20 are computed and assigned only for data blocks

categorized as (et oARADSIENIE AFIGa BATAIGIR O NBURILY bisska G atpgorped as an

"incomplete" block as seenin Figure 3B. Next, as seen in Figure 4 ta contained in the "new" and
"incomplete" bI&&?sbé{réséﬁ’%%dfgrzﬁH'b?fééﬁ o e{‘agltgl??é f:?d‘frﬁ;%% FgHaSitRHE 3R &fver 103
through the neta@rpue? antres sgroetiingadd detkss'\dgtimugh Aénhance security of transmission,
encoding may be performed by encrypting the contents with any of the encryption algorithms found
commonly in th t 20 The f of encod ill de d on seve al factors. For stance, if security
of the documer? ch Bﬁtgé?r? %eﬁofﬂgué%coﬂ\g atf t%uc?opr%t(t) % naéengpf/% ion. It the” document is
not previously |tﬁ’%1%$&'ﬁb?6§§e@dﬂﬂ*m&t§%@ﬁl éﬁﬁlﬁ@l@t“i@’ RIS TEI S LEeRaN CHYRIESBIBM ARny other
form of _encodin@amlbtbfacm@iad:lpmg@ﬁednﬂwhaﬁxa&bmws aaiRvasé drrsalynsitiynaiseadaescode the
data, will not re%'d"tqh %8?%#&&%@&8 F‘e%ﬂ%&ﬁg"‘ﬂé‘?é‘&f%‘ék@%%@ d?e&%ﬁ%%?ﬂi %3?&8%‘?9 The next

step is to transmit the delta 1 to the server co 3 where the encoded data will be extracted

uter 1
and stored 9f n@ERIRJAAEWIGR s Uf'ﬁ(?l‘%@ltHreeﬁE § FH%?}'WO?\?@&B?HBV@EQ%EITHé”d?)%ﬁﬂwent with
any commonly lefesivoncodsptis sicheadigovitient. ZDAcOdiig sipnatalss RivaleedimsuB0 eothasegsany followed

by encrypting OBﬁ@Cfbﬂ@@ab@GKkﬁo&i%rlEé% tade BiderRPanstaridhe BiRaeidnaemiaR isohot limited to

the type or choice of rithm for pression and/or encr i nd the invention be performed
with the use of anyrf(l%??)%vﬁr? ré)hogo %r'z(?dv@ﬁhag r'(ga%rﬂ r%w%n%% oscelﬁar?lénr‘:i!I UIredg%f;t)f\e‘ncbded may

similarly be de@@@@gr‘,\mﬁg@r%sthﬁ @@gaq@n@gmg, in the “new” and ° mcomplete blocks are encoded
15 and placed in a delta file 301 to be transmitted to the server 103 through the network 102.

The encoding of data is optional. To enhance security of transmission, encoding may be
performed by encrypting the contents with any of the encryption algorithms found

commonly in the market.

20 The form of encoding will depend on several factors. For instance, if security of the
document 200 is of concern, then the encoding takes the form of an encryption. If the
document is not previously in a compressed format, then encoding takes the form of data
compression. Any other form of encoding can be applied provided that any chosen
conventional algorithm used to encode the data, will not result in a loss in data integrity

25 when the document is subsequently decoded. The next step is to transmit the delta file
301 to the server computer 103 where the encoded data will be extracted and stored.

If network bandwidth is of concern, encoding may involve compressing the document with
any commonly known compression algorithm. Encoding may also involve first

30 compressing followed by encrypting of each data block content. It is to be understood that
the present invention is not limited to the type or choice of algorithm for compression
and/or encryption, and the invention may be performed with the use of any known
encoding method, with a requirement that documents or data encoded may similarly be
decoded with no loss in data integrity.



8 It is further to be understood that the terms adopted in this specification - "incomplete”, "new" and
"processed" are purely arbitrary, and have been termed as such, as an example. Other terms may also

be adopted, for example, the use of the term "partial" 8 instead of "incomplete”, "unprocessed" instead of
"new", and "executed" instead of "processed”, without departing from the spirit of the invention. Figure 4
shows the layout of the delta file 301 prepared for the document as described in the method of Figure 2.
10 The delta file 301 is a file prepared that includes instructions to the system, to prepare the data blocks

prior to transmigsioR [0, (6, EMAIA RGP Pt REYRLORTBIP iHSHR Qb‘%@lﬁ’éayt‘i%rpr—e*?ﬁ{&ﬂﬁ% Contains

instructions to insert all the data contents of 15 the document 200 carried by the delta fi 01, and

transmitted by a'lf¥r #84hE"GEFTERY 0% STRIEGHSAIRURYMs REhEMBLFPThAHRRSA Afe BT IS RIks

instructions necessapietdbaabienheseier beatwperhristrexirtine eticodes] ddbartesmt 2@ial”
correspondinglytadaimys d%@om9@@,8‘%ﬁer%sééei’trﬁhﬂwdaame%mp%eF@m&é@”emﬁ%dotransmitted
form of data blgcks Al to ,A6I.thTorl1J%jata blo?ks 1to Bﬁ ffotrjthe encoded document 202 forms the 20

encoded data filgr%?%eﬂhév servereggﬁ'sqgu&%rg Fomn the con é’r?f]s?'%?'the document 200. Therefore, the

data blocks Al to A6 of the document 200 is encoded and transmitted to form the encoded data file
formed by corresipordingheladanel agksibot it Belkarikteanlprapaneadorithisdscdanratseqiotisdy iirom the first
block Al to the Igst R(I?ﬁgdbb(}.,:@@gyre 5 shows a method where amendments made to the original
document 200 are identified and prepared prior to transmission to the server 103. A signature table (seen
in Figure 3’%) is prepared for the amended document 205, known as an amendment signature table 602.
30 Data blocks of¢relgnfientiEidisla dienperraP@bthatin dodes une tlusiggmattor e feystrhnindipeesgntieire table 210

of the original dggiarBRBkLAMAS FHSSHdSHIRFKeRRERIBEhHEAR BiPEkSIpgNnd their assigned signatures
are stored in the subsequent signature table 602. These data blocks do not need to be prepared for

transmission, as they have previously
This delta file 301 is prepared and contains instructions to insert all the data contents of

15  the document 200 carried by the delta file 301, and transmitted by a user to the server
103. The instructions contained in the delta file 301 includes instructions necessary to
enable the server 103 to reconstruct the encoded document 202 correspondingly to form
data blocks B1 to B6, arbitrarily named , representing the encoded, transmitted form of
data blocks A1 to A6. The data blocks B1 to B6 for the encoded document 202 forms the

20  encoded data file 202 at the server constructed from the contents of the document 200.
Therefore, the data blocks A1 to A6 of the document 200 is encoded and transmitted to
form the encoded data file formed by corresponding data blocks B1 to B6, arbitrarily
named. This is done sequentially from the first block A1 to the last block A6.

25 Figure 5 shows a method where amendments made to the original document 200 are
identified and prepared prior to transmission to the server 103. A signature table (seen in
Figure 7B) is prepared for the amended document 205, known as an amendment
signature table 602.

30 Data blocks of the amended document 205 with computed signatures found in the
signature table 210 of the original document 200 are first identified (“processed” data
blocks), and their assigned signatures are stored in the subsequent signature table 602.
These data blocks do not need to be prepared for transmission, as they have previously
been transmitted. This saves time, and is an advantage of the present invention.



been transmitted. This saves time, and is an advantage of the present invention. 9 Next, complete data
blocks of block size L are identified in the amended document 205. These data blocks are classified as
"new". Again, digital signatures are computed for data?blocks classified as "new". A digital signature is
computed and assigned to each "new" 5 data block, and these signatures are stored in the subsequent
signature table 602. The remaining data blocks are classified as "incomplete”. Figures 3, 6, 7A and 7B
applies the method as described in Figure 5. 10 The original document 200 is partitioned into blocks Al

through to A6 apd,ihe Hignatuies k§\8§|¥9{ﬁ‘&1&|?§19@ PlockigegitRkan MRAMERELI MR rignadere table 210,

as shown in Fiq_ure 3, In‘accordance wi e steps outlined in the flow chart depicted Figure 2. The

programme first 1RSI RRER BRoERESHaR 8% R a8 b AR BB Fet AB S IEed B b iRjhal
document 200. Beckertiassfiathds| Goke”ofthital gigaddor isTrontrRGA rasy desigoednimragitlinew’ amended

docum(_ant ?535, H&Qiﬂﬂé\l,%ﬂﬁﬁ&% GRinaeriaund ndke iﬁig{éaéwﬁefq?lli&ﬁt%@lalﬂr@@m&wtﬁféamme
shown in Figures 3 .6.anglazai E)[Q%%,g be s enﬁgaz%'ltstt}ere arretg,,blocks common to both the original document

200 and amendrgwaéno"& men zfsretﬁea)?%ave identiear Igital signatures, i.e. blocks A3 and D2 have an
20 identical digital signature S(A3), blocks A2 and D5 have an identical digital signature S(A2), and,

blocks A4 and yheye jdenticalddigitasignatretidAdy doatacbloeksdar £5 and D6 of the amended
document 205 are classified as "processed" blocks. It is classified thus as they have been previously
processed and their encoded data can be found in the server computer 103 therefore making it

unnecessafy to tRERIARILIORBER AP0 HsREIopetHa Blaske fldheughindiR 9B IB%BINGHHIRS amended
document 205 igssjpuate th verbhthdoadigitaltsignadurestokthaitp rosgwsbde btk 10e asS§AG)fonblock D2,

S(A2) for block Bgur@Bdn{AblaiAEd Rk iRSsteptifiaddaniisfbienblegksicermprete, both the original

200 and amended documents 205, the next step is to identify complete blocks of data in the 30 amended
document 205, i.e. blocks with previously determined data size of L bytes. Block D3 508 is one such
block, and its cdi atedr ANt adsipHetitagivhisiybliaieeindipaiended document 205 relates to the

15  original document 200. As certain data blocks of the original document 200 may be
common with the amended document 205, its digital signature can be found in the
signature table 210. In the present example shown in Figures 3, 6 and 7, it can be seen
that there are 3 blocks common to both the original document 200 and amended
document 205 as they have identical digital signatures, i.e. blocks A3 and D2 have an

20 identical digital signature S(A3), blocks A2 and D5 have an identical digital signature
S(A2), and, blocks A4 and D6 have identical digital signature S(A4). Data blocks D2, D5
and D6 of the amended document 205 are classified as “processed” blocks. It is classified
thus as they have been previously processed and their encoded data can be found in the
server computer 103 therefore making it unnecessary to transmit this information again.

25
The subsequent signature table 602 of the amended document 205 is updated with the
digital signatures of the “processed” blocks, i.e. S(A3) for block D2, S(A2) for block D5,
and S(A4) for block D6,. Having identified the blocks common to both the original 200 and
amended documents 205, the next step is to identify complete blocks of data in the

30 amended document 205, i.e. blocks with previously determined data size of L bytes.
Block D3 508 is one such block, and its computed and assigned digital signature S(D3) is
computed and placed in the subsequent signature table 602. This data block is classified
as a “new” block as its signature is not found in the signature table 210 and its contents is
recognised to have not previously been transmitted to the server 103 through the



computed and placed in the subsequent signature table 602. This data block is classified as a "new"
block as its signature is not found in the signature table 210 and its contents is recognised to have not
previously been transmitted to the server 103 throughlthe 10 amendment delta file 700. The remaining
blocks D1, D4 and D7 are classified as "incomplete" blocks, as their data sizes are less than the
pre-determined block size of L bytes. These "incomplete” blocks have not been previously assigned
digital signaturesmanghiterefsre, filsezeosignatusesiaieynolbpresent mdthesi@ratree drisksfied2as
Nevertheless, 5&#&%&8@%@“58&@a¥1ﬁ8@&4€a‘% JELOQFeslé PIRSATHS BRYuIOMMAtgRRalRus!t be

transmitted to the server 103 via the amendment delta file 700. Figure 8 shows the format of the

amendment del?{'fife ToR5fo BEATRRIAIRF5y RS dhoérbTSrﬂPéeé’w PP QR Fienal&ihg encoded
document at theusetherckids, thaedfleightheclasaen grasensimiad signahetblentédt Reteahdwmsclient
computer 191. Fhe geendnaenhaelRdipéRo Q%B@i%ﬁr@s%ﬁﬁu%ﬁﬁ pldnatmstians: fondhe server
computer 103 t(g (ﬁxe%o ttr11ere are bas |cakll¥ t\e/lvrg n tréjrc]:t ns flel%%r (i) to insert data carried by the
delta amendment e or f}f?o copy data that 1 airea y on récord in the server computer 103 in
order to update the encoded document at the server end. 15 The amendment delta file 700 is constructed
after having identigies shddwpaseofobtatks tpsesraidméhedrmesiddaacoenersaiited) @nsancomplete”

block with no asgiged, Jipifgh ?6%%%{5%&%9&@9'&%%89%gcﬁﬂ%ﬁpa‘?‘ﬁ%d?&\}é’r iz leP1 with

}
mstructloné%) for the server computer 103 to insert this data into the updated encog)e éocument file. 20
D2is a"pr eséglfnﬂm%’wsaﬁ’tﬁ’t"s @aﬁ&elé"ﬁmr?ﬂ? A’i‘ét(}ﬁoféﬁfﬁ)%ﬁﬁ%ub‘?ﬁaﬂ&%&iﬂ?@ﬂi’%o Hence,
instruction (i) isdeddletile arf itoamiiyem theeaorcdnoérmsieitioile 1002hs arrviestoopotefotdbidserver

computer 103 @ 4s&Blathkd Qfé‘b%sﬁ‘ééﬂfﬁﬂk@%ﬂg&%ﬁ@mém%’ﬂt@%W@éﬁ%ﬁ!@‘é’dﬂﬂﬂ%%@@ocumem- D3

is a "new" block, and thereﬁ) str ctl C% |s caII fIJStsa al; %lsor(?rgggodr $&grngedtuetpe
amendment del':fia1e [?85 Wi nstru eserver omputer to |nser is (?atg into the

updated encodd@HORIARE R Lfﬂ@%’@ﬂ‘%lﬁﬂcmﬁé@clm@?h@‘lé‘lé spi¥RkeNdnd are processed in the same
fashion asislock

The amendment delta file 700 is constructed after having identified the types of blocks
present in the amended document 205. D1 is an “incomplete” block with no assigned
digital signature. Its data is encoded and appended to the delta file 701 with instruction (i)
for the server computer 103 to insert this data into the updated encoded document file.

20 D2 is a “processed’ block and its data is common to A3 (block 3) of the original document
200. Hence, instruction (ii) is called, and its entry in the amendment delta file 702 is an
instruction for the server computer 103 to use block 3 of the current encoded document to
update the new encoded document. D3 is a "new” block, and therefore instruction (i) is
called. Its data is encoded and appended to the amendment delta file 703 with the

25  instruction for the server computer to insert this data into the updated encoded document
file. D4 and D7 are “incomplete” blocks and are processed in the same fashion as block
D1, calling instruction (i). D5 and D6 are “processed” blocks and are processed in the
same fashion as block D2, i.e. calling instruction (ii).

30 Figure 9 is a flowchart illustrating the method of generating a delta file from an amended
document 205. The data blocks of the amended document are first classified or identified
as “processed”, “new” and “incomplete” blocks of the amended document. A new delta
file and a signature table is first created for the amended document. The data blocks
classified as “processed” blocks are the first blocks to be identified, as their signatures will



D1, calling instruction (i). D5 and D6 are "processed" blocks and are processed in the same fashion as
block D2, i.e. calling instruction (ii). 30 Figure 9 is a flowchart illustrating the method of generating a delta
file from an amended document 205. The data blockd bf the amended document are first classified or
identified as "processed", "new" and "incomplete" blocks of the amended document. A new delta file and
a signature table is first created for the amended document. The data blocks classified as "processed”
blocks are the fifgiitroeksdarbenedeigtitiede astibeaseBiggiaguie sheibriginanaistuthese2oothasigraure table

belonging (0 the frigiial dgel Nt 00 BXomL R MR galPrbedids airiipgedaccording to

the basic pre-determined block length of 8vtes of data. These data blocks are classified as "new

blocks, as they A8 %dt PYSSiGLERDERTSrORERESTHE FasHliAthEShINK R R4S incomplete”
as 5 their data sitgseareusimaken thacatredabie peetetmgrilvetishioe klgsdied labiiteompfede identifying the

3 types of bjockgpepyathRioek dscConsiderniamh ihdwabidiaaduanihis Biassifirtbes Byteyocessed" block, then
the newly created signature table is updated with the data block's digital signature (which can be found in

the old signature table). The delta 10 file is appended with the instruction to copy data from the block
number found i*tge iIBRNtIEGALNGS BRS. afHRPEkS BBCHRiertoitneititeceBIBrivedalatinte!esk §elta file for

transmission ascitgsifda i alrpastiessrdepool, ifhiheise e commetesididiurd thisartadelael warclassified as
a “new"” block, tﬁn%'hﬂ?%?&%&'é%.algné‘lﬁf{ﬁdﬁe‘iwma#‘e%ﬂ S‘é‘f’oﬁﬂg%ﬁ%\ﬁmfgﬁa%%?éﬂﬁ%%%l{é‘b'e The

block's data is then encod data a{) ended to the 1 or transmlssmn to the server

computer Wherd'f {RiftRE4ErUIINBEREYGHERIL BREXCRIGSNTY e AsdedePR I afiéatiinddo the
document, thensignatblee elaissifibdrasia fproeesdedhirdckanildts’dadatadeth ribe baelte-ti@nsonitted again

to the server computeEsiénthe @"é‘é\‘a%gﬁémd%@?ﬂ)m iRSd0Er Rreesssdi e MaWbIBiRCk, then it
must be an "mcom Ie&e" block, The %daﬁ;}e%o %n encoded and the dg %ptgque%l to the delta 20

file for transmlssmn 0 ﬁe %Ser"il/er}ecompu érw ere | '%qgr%r '?\Io?e Ft)Haet the S|gna?ure oPan

"incomplete" bldek M \HSigNaiLED fapleethadicecs AR ia e asadet andriesclaeandentdid tPieubsequent
modificatiaris todére drcuwmeshiasisigipraeesses taenpork bipelke it will be stored. Note that if this

block is found in subsequent modifications to the document, then it will be classified as a
“processed” block and its data need not be re-transmitted again to the server computer. If
the block under consideration is neither a “processed” or “new” block, then it must be an
“incomplete” block. The block’s data is then encoded and the data appended to the delta
20 file for transmission to the server computer where it will be stored. Note that the signature
of an “incomplete” block is neither computed nor recorded and as such can never be
identified in subsequent modifications to the document. Having processed the final block
of the amended document 205, the current signature file is then discarded and replaced
by the new signature file. The construction of the delta file is now complete and can be
25 transmitted to the server computer for processing.

Figure 10 shows the construction of the new encoded file 902 from the existing encoded
file 903 found in the server and the delta file 901 received from the client. The delta file,
reproduced from step 700 comprises a set of instructions. New data (comprising contents

30 of “new” and “incomplete” blocks) is inserted into the new data file as illustrated in steps
904, 906, 907 and 910. Data that has been previously processed (contents of
“processed” blocks”) are copied from the existing data file to the new data file as
illustrated in steps 905, 908 and 909.



of the amended document 205, the current signature file is then discarded and replaced by the new
signature file. The construction of the delta file is now complete and can be 25 transmitted to the server
computer for processing. Figure 10 shows the constrdétion of the new encoded file 902 from the existing
encoded file 903 found in the server and the delta file 901 received from the client. The delta file,
reproduced from step 700 comprises a set of instructions. New data (comprising contents 30 of "new" and
"incomplete” blauskeis inserie dantbdheilnewatiajaafile asdl usttateigntstens pdesbnd0tsdfdnast 910. Data
that has been peyigksihpIPRERFRIEENIRNR A nptsesed  PORE BieqaBind fPmLbg wristing data

file to the new data file as_|llustrated In steps 905, 908 and 909. 12 Figure 11 is a flowchart illustrating a

method accordiﬁﬂ%“fﬁé1;9%5%}’1““H(?@hﬁr(‘)Wﬁp‘ijﬁn@ﬁﬂ&ﬂ%%ﬁ?&\?%%@&' fifanirar B istile and
existing encodedifidedincihte sbeviast odatapbteskl 0B3tHeahdslorkién teesiitatifile (opedtessedmEquentially
;tartitng ftf_0® (t_h)%t%ﬁktﬂﬁt@iﬁ'f?@ﬁ,t%ﬁbq‘&%j*dﬂf’é@s@&%%&é%ﬁh;ﬁﬁ@@tﬁlﬁ L{@@@;ﬁ&&@téiﬂsﬁﬁm &@Qﬁ%nds 3 ;ccip.\/f'_'l

Instruction (i), the IS IS 8 "processed’ hlock and data IS extr. I xisting encoded data file
and appended & TREHL 15 0E0 AL HELBOBE e HISE A Lo Lo Loh MEIATEn “insert
instruction (i), tFOASHRLAI®RRARARS ABWNSIT | NSHATRNE). HRIKNENIE RENGaE TS WpPe HFeRRPie new
encoded data filgotk@ad Afieaih & laspdneck wofiHb e dekbadiecbamtactn s ossedhénasnewtk encoded data
file replaces the,existing 0 aRcpdad datadie, 1908, 43 CLAIMB 4 AMAthad e seqrelyiagsmit a
document to a remote storage location, including partitioning the document into a plurality of distinct data
blocks, saif datg"¥ g de {'/?nH)QSpre-determined block length; categorizing each distinct data block into
one of two categories - incomplete and new, said incomplete data block having a data length less than a
pre-determined block length, and said new block having a data length equal to the



pre-determined block length; 10 assigning a digital signature to each classified data block; preparing a
signature table to tabulate the assigned digital signatures; storing the assigned digital signatures to the
prepared signature table; preparing a delta file to recédve the data of the data blocks; and transmitting
the data blocks to the remote storage location. 15 2. A method to securely transmit a document to a
remote storage location according to claim 1 wherein the method further includes encrypting the data
blocks prior to cansmstting the data blocks to the remote storage location. 20 3. A method to securely
incorporate amendments to a transmitted document, said document transmitted in a method according to
claim 1 including partitioning the amended document into a plurality of distinct data blocks, said data
block having a gre-det%mﬁ 21 1918 eRIENGIA P ST RRY RS B B SRIBRES IRRR /8RR 94 dRthg signatures
assigned and store into the s@igegingnthsignatoventaniea weratifyioigaibiédatatélolokksthetithdet been
amended by identifyingddeRigal sisRaibi@mincpcuhesgHent signature table with the signature table of
the original document; identi%/tier@rclzzc?rr‘npletehblglc (S ?fgla%ta g? trﬂ(e% enr(%led otcv:vume%; S’r%sclgssifying the
identified complete blocks of data as v@?%omﬁu |(r31g and as%?gnlné) ngr?at%res %o TR L1aS8ified new data
blocks; placing the ad8RpTuRieSRETINAYS FRE theosipinie §aanblerymzaving mBrsa lenskifsadhiedemaining
data blocks as incompieseiapsemasiglesk amgndine sadeltanfieick 4pnagarngaacigitaciieattorgeeive the data
of the data blocks; traBﬁ&HQQ%%'é(%%lﬂ@h%ﬂged data blocks to the remote storage location; and

10 assigning a digital signature to each classified data block;
preparing a signature table to tabulate the assigned digital signatures;
storing the assigned digital signatures to the prepared signature table;
preparing a delta file to receive the data of the data blocks; and

transmitting the data blocks to the remote storage location.

15
2. A method to securely transmit a document to a remote storage location according
to claim 1 wherein the method further includes encrypting the data blocks prior to
transmitting the data blocks to the remote storage location.
20 8. A method to securely incorporate amendments to a transmitted document, said
document transmitted in a method according to claim 1 including
partitioning the amended document into a plurality of distinct data blocks,
said data block having a pre-determined block length;
preparing a subsequent signature table;
25 taking signatures assigned and store into the subsequent signature table;
identifying the data blocks that have been amended by identifying identical
signatures in the subsequent signature table with the signature table of the
original document;
identifying complete blocks of data in the amended document;
30 classifying the identified complete blocks of data as new;

computing and assigning signatures to the classified new data blocks;
placing the assigned signatures into the subsequent signature table;
classifying the remaining data blocks as incomplete;

preparing an amendment delta file;



integrating the transmitted amended data blocks to the transmitted 5 documents thereby incorporating
the amendments. 4. A method to securely incorporate amendments to a transmitted document according
to claim 3, wherein the method further includes encrypfing the data prior to transmission of the data
blocks to the remote storage location. 10 5. A method to securely incorporate amendments to a
transmitted document according to any one of claims 3 or 4 wherein the method of classifying the data
blocks includes classifying dptaitdacieis fieorassetlevhetatthes datadinsiksdras an assigned digital

signature. 15 6. A method to,saeprgfyIcRRYAISAMENGMEREAQ R YRt dRgmeaLpccording to

any one of claims 3 to 5 wherein the method of classifying the data blocks includes classitying a data
block as new where tf¥'%ata block has no assigned digital signature, and has a data length equal to the
pre-determined data length. 2@grafnmetirodreoseitade lgnmeodrdodt abiekdrenttetot@teariteditted

document gccording t@.&l@ieh3 WIS MR BIsiRg thefpkaraihdng the data blocks includes classifying a
data block as incomplete where the data block has no assigned digital signature, and has a data length

less than the pre-determined data length. 25
4. A method to securely incorporate amendments to a transmitted document

according to claim 3, wherein the method further includes encrypting the data prior to
transmission of the data blocks to the remote storage location.

10
5. A method to securely incorporate amendments to a transmitted document
according to any one of claims 3 or 4 wherein the method of classifying the data blocks
includes classifying a data block as processed where the data block has an assigned
digital signature.

15
6. A method to securely incorporate amendments to a transmitted document
according to any one of claims 3 to 5 wherein the method of classifying the data blocks
includes classifying a data block as new where the data block has no assigned digital
signature, and has a data length equal to the pre-determined data length.

20
7. A method to securely incorporate amendments to a transmitted document
according to claim 3 wherein the method of classifying the data blocks includes
classifying a data block as incomplete where the data block has no assigned digital
signature, and has a data length less than the pre-determined data length.

25



