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A

Acquiring an address word sequence
corresponding to an input address

S102

I

Determining, in various address words contained in
the address word sequence, an address word hitting a
risk word corresponding to each risk address

S104

1

A

Generating an observation sequence
corresponding to the address word sequence
according to the determined address word

S106

1

N

S10

Processing the observation sequence using a hidden
Markov model obtained based on semantics learning
before and after address words, to obtain a decision
vector, wherein the decision vector represents the
probabilities of the risk address being hit by the various
address words contained in the address word sequence

1

N

Identifying whether the input address is a
risk address by making a classification
decision on the decision vector

S110

Fig. 2
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Extracting initial parameters according to
predefined training samples, and establishing an
initial model containing hidden Markov model
parameters according to the initial parameters,
wherein the training samples are risk addresses or
non-risk addresses

1

Generating observation sequences corresponding
to the training samples according to address words
contained in the training samples and the
semantics before and after the address words

1

Training the hidden Markov model parameters
according to the initial model and the observation
sequences corresponding to the training samples to
obtain a hidden Markov model

Fig. 3
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Acquiring training samples for a support vector
machine

N

S302

l

Mapping the training samples to a high-
dimensional feature space, to obtain a sample
feature space corresponding to the training
samples

1

Obtaining, from the sample feature space,
parameters representing sample features, and
establishing a discriminant function for
determining a category of the sample features
according to the parameters of the sample features

l

Training the support vector machine model based
on a plurality of sample addresses used for
training, to obtain support vector machine model
parameters, so as to optimize the support vector
machine model

Fig. 4
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Risk address identification apparatus

Receiving module

)

101

Matching module

102

Generation module

T YT 1)

103
Labeling module
104
Identification
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Standardized
input address

REPUBLICA DE SIRIA 7495 SANTA FE SANTA FE AR

l

Global scanning and
labeling

l

Initial labeling pppyBLICA DE SIRIA 7495 SANTA FE SANTA FE AR

vector 0 1 0O 0 0 0 0 0]
A 4
Hidden Markov model
v

Decision REPUBLICA DE SIRIA 7495 SANTA FE SANTA FE AR
vector [ 0.01 0.02 0.02 0.02 0.01 0 0 0 0]

|

SVM

l

No risk address is hit

Fig. 6
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Standardized . .
input address Rostovskaya 3la Simferopol 5 Other RU
Global scanning and
labeling
Initial labeling ~ Rostovskaya 3la Simferopol 5 Other RU
vector [ 0 0 1 0 0 0]
¥
I Hidden Markov model
v
Decision Rostovskaya 31a Simferopol 5 Other RU
vector [ 0.9 0.9 0.9 0.9 0.5 0.1]
SVM |
A 4
I Risk address is hit

Fig. 7



Model training

Sample address input

1
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Risk address identification

Address input I

l

Address word sequence

Address word sequence

standardization standardization
Global risk address Global risk address

scanning and labeling

scanning and labeling

1

l

Hidden Markov model Hidden Markov
training "  model labeling
h 4 h 4
SVM model . SVM model classification
training determination

Fig. 8
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Scanning result
output




