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"?- (57) Abstract: An harmonic intermodulation article identification system comprises a scanning dipole antenna response to an RF
€ intermodulation harmonic product radiated from RF diodes carried by or embedded in a substrate. The product signature is applied

to a spectrum analyzer that outputs a signature identification to a comparator. In response to receiving a signature identification, the

o comparalor scans previously stored signature identifications for a match. A match indicates the received product identification from
the analyzer defined a specific substrate such as a document or product tag. A match by the comparator outputs a signal to display
that indicates the identification of a substrate carrying RF diodes generating the compared product identification.
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13 June 2006 WD 03/ 058550 PCT/ US02/ 40933 SEM CONDUCTOR DEVI CE FOR ARTI CLE

| DENTI FI CATI ON USI NG | NTERMODULATI ON PRODUCT OF DI FFERENT | NTERROGATI ON
FREQUENCI ES TECHNI CAL FI ELD OF THE | NVENTI ON The present invention rel ates
to harnonic article identification, and nore particularly, the invention
relates to identification of an artlcle carrying at |east one

sem conduct or device outputting an harnonic internodul ation for detection
and/or identification. BACKGROUND OF THE | NVENTI ON There has been
significant effort in the |last decade or so to devel op systens for
identification of products, either identification of a particular product
froma 10 product signature or identification of products noving through a
defined space. This effort has resulted in a nunber of product
identification systens utilizing various technologies to generate and

eval uate product identification signals. One of the nost




w dely used systemutilizes a bar code reader response to ﬂ%ﬁ§%§ﬁ§ ed
el ement carried by a product or article. As the bar coded noves

t hrough a scanning field, the 15 response to the scanning field changes and
thi s chemogsssdet ected. Such systens are primarilyppfgSpdessonly for

I dentification of products or articles noving through a defined space,

al though there is no technological |limtation to generate identification

R R L

transponders are expensive and have a |imted range of detection,
typically, less than one nmeter. There is no known transponder tag

detection systemthat utilizes harnonic detection for article

identificmmmm%gs have found linited use due to the

size of the trags linfRfod REatSOR! b f iRadioB¥hdPRotét 1 | 1 zed once

and di scarded. In%ﬁﬂ?tl}]pn (t)o n%érﬁ)t&’or?rﬁlgmgn 1% 3%??‘&%&‘&% | él] eg and

product s, pedicnlaily,ithainveniongslsteetosidentificationl of anrertidecatydg dtilesdt ortei ity in

security applications.. This includes dacunen ecuyri vher e size of the

tag has a S%Pgn@fztaﬁ ??Yl%ea%qtpq%ﬂ TSR tﬁ’ém‘l?é’@ on kl%'r &%qc{n‘?xb P/ pr oduct

I dent i 6i cadentificatiofi. noni toring and tracking. Systens presently 30 in use for

article identification including product identification and docunent 13

June 2006 2 identification do not provide a security identification

si gnat ur e pNCEEROORDAOF fiE INOENRIOFOCcuUnent . The use of an identification
bles Th i )

signature enables The recognition of individual articles or articles in
groups identi f Tkste hist Yeem signifinant efforé int the ilashdécade o sprtatdsvedop Jystems there is a

need for ' [ hficaldon,.systemutd |izi.ng a rel atdvely

| nexpensi ?)‘g Ifta%dh%lrlﬁ%&eﬁee@%%é&sél%}é%g nlfles%%gﬁwgv?fln pgﬁg‘g?epr? ﬁl}f? d&?gég not burden
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identificagion systemutilizin a tag, that provides an identifie

si gnat ur e® ?ftéléi)\é‘isﬁlf‘fg] in fePymyer g& pPrydpricidgntificafien syplgms s4hzing \Rmevy OF THE

{ rl\]lVENT! ONtel o6 t6l @eefutd rid v XA PloBu S TRAGHCHRBA Sighfls. (% dHtRSHBY | nvention,
ere is
widely used system utilizes a bar code reader response to a bar coded element carried

by a product or article. As the bar coded element moves through a scanning field, the

15  response to the scanning field changes and this change is detected. Such systems are
primarily intended only for identification of products or articles moving through a -
defined space, although there 1s no technological limitation to generate identification
signatures. These systems are restricted in the areas of utilization due to size and cost
restraints.

20 Other known systems utilize transponder tags carried or otherwise aftached to
a product or article. Many of these transponders are expensive and have a limited
range of detection, typically, less than one meter. There is no known transponder tag
detection system that utilizes harmonic detection for aﬁfcle identification. Again,
transponder tags have found limited use due to the size of the transponder and the cost

25  ofatag that may be utilized once and discarded.
| In addition to monitoring and tracking articles and products, identification
systems presently in use also find wutility in security applications. This includes
document security where size of the tag has a more significant impact than tags used
for article and product identification for monitoring and tracking. Systems presently

30 in use for article identification including product identification and document




provi ded an i nexpensive system and nethod for identifying ﬁéh%éé@a carrying
one or nore sem conductor devices that respond to RF freq %nd

radi ate harnonic nodul ation energy. An harnonic article identification tag
may conprise at |east one RF diode,carried by an article and responsive to
at least two RF frequencies to generate a third harnonic internodul ation
output. An harnonic internodul ation article identification system may
conpr i se idantifipatign o ankprovids & sevucitt identfiestionessignatrd @d fingerorintiferached to an
article Rl TheasloralSaeni RUNELOMNAROLraflRY S MRYALESPRNG i 2L | east two
RF frequencies to generate an arfioni ¢ 1 nternodufation ‘output. This

har noni c¢ artrfesomadioleain groups udgatified¥Fitls b gorainon ideytifivatioesignanad. by an ant enna
havi ng an out put connected.to a signal analyzer. Thi.s signal. . analyzer may
respond to thg%gﬁ§F§%§Fr§th5Fn m&ﬂ@ﬂ?ﬁ?é“%ﬁ@“????b?ﬁg35%%9?9@ the at

| east Onencxpensive MuFLe dotectoiealérfient ant hAind axizel that@loés o burdepdetartikie t he present
inventioE,.there ]S pr Viﬂﬁd'a s%féen1fqr i.dentifying an article carry a
di ode, t A& IEgifigation JrHshets FigEs: is 4 neqd fof an prgiplg denpidstipm BB RIS e t o

gener at e adag thit provideiir ildnBaERMNSE BRMaratAdaRGANMHiGédRBclagRRer ator  operabl e
to generate a second high-frequency signal; one or nore diodes carried by
the article and responsive to high-frequency signals, each of the one or
nmore di odesmARARNOr GBI NN article and being operable to: receive the
first and secon I gh- Trequency signals; and in response to receiving the
first and secdnacchidghcef withyerampje emsbalimengs ofjhnereatre invention dleerdiisr noni ¢

si gnal ; n - creceive the.. .harmonic si.gnal generated by

t he diodggwang%gon%ﬁ%ﬁ%%?%&?ﬁgm%g?ng%ﬁgqg?gﬁng?%m%Sf?nﬂg 8"2006 2a si gha
anal yzer muod pdngicoridoctbhdeviuet el acspaindltol RE feqopnales and kadiaz¢ hapeaibl e to match

the harnonic.signal to.an article, to jdentify the article. According
to a secHRYPRUPLAIEYr Apharmgisattle ?ﬁﬁfﬁaﬂ%tﬁg%rﬂeﬁwe&t AU a et hod
for i denRiFf gtbdgcaRedby iaf| #ticie ahy r&dPorivdl B4R ledsh BvdRIFNBELSAIEY {0Si NY:

generating a first high-frequency, signal; generating a second
hi gh- f r e §eRsHES drirgharmionis igleanodul#ion98tPyt nmor e har noni ¢ si gnal generated by

one or nore dixQdREmGRE ft&FhoBMation article identification system may comprise at

least one semiconductor device carried by or attached to an article. The at least one

semiconductor device may respond to at least two RF frequencies to generate an
harmonic intermodulation output. This harmonic intermodulation output RF signal
may be received by an antenna having an output connected to a signal analyzer. This
signal analyzer may respond to the analyzer signal to identify the article carrying the
at least one semiconductor device.

According to a first aspect of the present invention, there is provided a
system for identifying an article carry a diode, the system comprising: a first signal
generator operable to generate a first high-frequency signal; a second signal generator
operable to generate a second high-frequency signal; one or more diodes carried by
the article and responsive to high-frequency signals, each of the one or more diodes
being carried by an article and being operable to: receive the first and second high-
frequency signals; and in response to receiving the first and second high-frequency
signals, generate a unique harmonic signal; an antenna operable to: receive the

harmonic signal generated by the diode; and communicate the harmonic signal to a




the article in response to the one or nore di odes receivi ng ihe first and
second hi gh- frequency signals, each of the one or nore di 4 ‘én@[?é’Pﬁg
responsi ve to high- frequency signals and being carried by an article;
comuni cating the one or nore recejyved harnonic signals for matching to an
article type; and matching the harnonic signal to an article type to
identify the article. According to a third aspect of the present invention,
there is $8larglgercouplod tocthe prspnriaganskthe signed anatyzer eriewible to anatohithey a di ode,
“the systm%ﬁiﬁ%aﬂﬁ@w L nﬂﬁﬂﬁé%icf@g a first high-frequency signal;
means for generating a seco igei*n- frequency signal; means for receiving
one or- nore haaeonding toiagseadmsl greem rof thedpribgent mivention, thereeis piredded acarri ed by
- the arti [Nl e 1se tg the one or nor iodes receiving the first and
second hi(illéﬁb(*dr é%ui%géy?f%’lsqggﬁrél f’srtt:id%a"caf:|r3'15‘|g Fh@o hel8r MRGPL COPENEE” bei ng
r esponsi \gendratingi agffivst hiiglerfreqeyicss sigd) generathdeidand gk fitguddyy abnay ti cl e;
means for _communi cati ng,the one 0{ nore recei ved harnopnic signals for
mat chi ng rectegu%ongro[rin&qrgh?wgc et ﬁ%’&ﬁ?@@rowmrﬁﬂlofi%“ﬁﬁdﬂﬁni c signal to
an arti clig drig1e i Rsponstedtthd dneld?encié HioBdsGecelVinEinB Bkt bRl sdiahdRiBhC article
identification may conprise generating at |east two RF signals at 13 June
2006 3 ARGy Sldmalsg Gashicphdic pRe pp IRBRskiodes heing rarponspatoakiehf r equenci es,
an har m'ﬂeﬁuenb%&@ﬁﬂp%ﬁ Béihg?earﬁbtgﬂﬁlan gﬁiéle?@orﬂﬁmﬁﬁ{cﬁﬁr&thxnégr lgast one RF
diode carried by an_ article and Tesponsive to the at least two separate
f r equenciresived\hapei signals | fgn atatehing tdhen getinde atypd; and thaching thet of an

ant enna ﬁlm?%%lgh{agngﬁfcmg#ééwii@énﬁwg#rl—n%ei. on output and this analyzer

signal is ana ener an article Tdentification signature. In
addi tion, theAscordinglie apthindi dpett afi thedpuesent im@htion) thorstieprokledarti cl es

carrying | eas ne sem cgnductor device that generates an _harnonic
inter rTDdﬁfScEie[HIl goﬁ I‘Eﬁﬁ' Ut a“ﬁﬂ%af’ 8@9?’?3?8’8&%5@? %’9@?’6&’%%0‘%@?5@ a signal
anal yzer gerfeeiipgns ifive® Kigh-fréqudey RIPRLIE rhdahe O deleddtin@Na QBRYthikiR generate an

article : .
frequency signal; means for receiving one or more harmonic signals generated by

=

one or more diodes carried by the article in responsc to the one or more diodes
receiving the first and second high-frequency signals, each of the one or more
diodes being responsive to high-frequency signals and being carried by an article;
means for communicating the one or more received harmonic signals for matching
to an article type; and means for matching the harmonic signal to an article type to
identify the article.

A method for harmonic article identification may comprise generating at

least two RF signals at




I dentification signal applied to a conparator. Al so coupl ed%:éﬂ% thg
conparator nay be a signature menory storing the article ] ei2P%at i on

signatures of at |least one article for identification. The conparator nay
respond to the article identificati?n signal fromthe signal analyzer and
scan each of the article identification signatures stored in the signature

menory. The, 5o RALalRs. fﬁi}‘esgﬁ'%@ gt g\géis gﬁ%tetﬁ)eqth%%ﬁtg{ %1?61}1%%0%3 icle

carrying at least one sem conductor device from sl gnat ures.
Techni calintguyedatige signhl mie be gempited byrab diasteortesRT diddacberrmd Hynexpensi ve

syst em ang. for identifyin rticles tagged wth at |east one

sgm' cond&g?ég%%g%)g%‘.’e tgﬁ%e aéi/e\é?té‘gﬁ) r%’?r aleaigeﬂflﬁc%g b’%ﬁ ﬁlain%rrﬁglnglrm?yone to three
met ers) dedengated @t desoutpliait aanmtenan réceBirgy the davhemie imeidulétidnur t her -
advant age %f thﬁ xanmpl e enbodinents_ is the utilization I, nexpensi ve RF
di odes arfyP8t ABRJMRENAET SEna & anplyzed to 1 geperaly ¥k adieleqideptdicalinne not

her et of orsznpagsi bl e by use of near field antenna apertures to scan the

article and riﬁior can identification signature to be verified. A further
techni cal advahtadgitions thersemay beprravides aaiidentifisation welem fosprdeleson and

expansi oRa@Yin®PROT fbhihi bhée SsehBontBQHH | Jdveat PR bbhefh&aSnOf idoring,
tracking and "security that have heretofore beéen prohibited due to the size
and cost iHemdulptiens ogput. Theyidentifiatierns ot mgy Spupessa sBRIEMaESCRI PTI ON OF
TEE PR OB o hamRERC TR dA0E "M@l 30 LAERld bhoahiRn SYst e
utilizing "mcrowave horn antennas radiating a sem conduct oOr devi ce to
gener at e identifi¢atign sigeal mpplicd t¢ Atenpapaot. Adsoorvupled toathe cdah@ciRr Aayite a bl ock

it or moadef Bl BPandRRRHE iR O ERRRT P B e i e®Sloe wo
03/ 05855 GorRAdutASAZI T8 JomparkibSidly rSspbid @ tHeQutticle dphafiRa6bn kip@alor ocess for
BE i odle GO G SERAL SE RPLRYloFan HEhe] Y EEAIIBERAR HEBBESRAE ON OF THE.
| NVENTI Qithe signature memory. The comparator may generate a signal to identify an article

carrying at least one semiconductor device from the stored signatures.

Technical advantages of the example embodiments include an inexpensive

system and method for identifying articles tagged with at least one semiconductor

device. The system may identify both from far (one to three meters) and near (less

than one centimeter) environments. A further advantage of the example

embodiments is the utilization of inexpensive RF diodes and strong RF signals to

detect harmonics at a distance not heretofore possible by use of near field antenna

apertures to scan the article and record an identification signature to be verified. A

further technical advantage of the example embodiments is cost reduction and

expansjon of opportunities for identification in areas of monitoring, tracking and

sccurity that have heretofore been prohibited due to the size and cost restraints of

_tags and responding systems,

BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 is schematic diagram of an identification system utilizing
microwave horn antennas radiating a semiconductor device to generate a third
harmonic intermodulation signal;

FIGURE 2 is a block diagram of a signal analysis system responsive to a third

harmonic intermodulation signal to identify a substrate; and




5 Al'though the invention will be described with reference io idenbification
of a signature on a docunent, it should be understood tha 3 fedlPe g
preferred enbodi nent and the invention finds utility in many applications
ot her t nt signature identification. For e d not by way
of |in1?§?1§%§Hfﬁe harmoni ¢ i nternodul ati on systen1g§§9§ﬁ?ﬁ§§ of the
present invention nmay be utilized for 10 identification of the presence of
a docunment w thout specifically idendifying individual documents. Further,
the invention finds utility in identification of the signature or presence

of articles other than docunents rrying at |east one RF diode that
generates a t th@ﬁ%Sr‘ﬁﬂﬁ%’“ fiagram ﬁ‘gg’ﬁﬂ’&’tc?%rfof(ﬁ?ﬁeﬁ%ﬂﬂ.g aﬁ‘@?“"ﬁ"ﬁé‘f‘tl%vent i on
finds ut !dﬁli&iﬁgtﬁbl@@ﬁ'&ﬁlﬁbﬁ'wi@ﬁﬁé EIOYB AR TR R bubdS RS fol Rlenicafied.fi ed and -

uncl assified docunents 15 and other articles. Referring to FIGURE 1, there

Is illustrated a schematic diagramof a system for identifying an RF
tagged artd k8 I%Cﬁﬁf’ ﬁ%%".’tﬂr.ﬁ'i f amultiple tagged article. The
RF tag sysljtﬁeﬁ:ﬂuﬁ(? Ft GOl o 1 0 i rst frequency generator 12

gener atsi ng a f Atthdugh tiegnesntiyn silbbadesegiield ivath efereacoriccidaifivaionafia ant enna 16.
A second 20 frequen enerator. .14 out pu a, second_frequen applied to a
m crowave S%?Wea’&ﬁt‘&ﬁwgeni’g{ &‘f%ibgé‘ﬁ??tg‘f‘#}@atﬁh‘rsﬁ %ﬂ‘?@ﬁfﬁ‘ggm&?cg%‘ﬁ%si tioned to
radi at e apRnfbhedin@Mbor findd utility §hinadp SpRivatiods bhiRr tHaf @Beunidit EfRRate@bodi ment  of
the invention illustrated in FIGURE 1, the sulqnal generator 12 may be a

1

Hewl et t - PasREfieRtipR. e o Fieh csxeglee ad oRoto by pey i ofg imitakor; j thet hrmedigency FI - at
24.0 Gz @ rﬁrogul-?tﬁfﬁ‘ sybtef SRCRABHoS 08 M &?éﬁf.rir%ﬁg nfiay By L%i% al g be a
requt ouf g Th freque

Hew ett Packar ency generator output e secon ncy F2 at
24.1 OBz @entfi@tiolBraf thet presenéd ofta fdoeguen cyitdut ZpedifiGily slaukifmingecond

frequency. ©of..24..1 GHz, the RF _di ode 20 npr.i.ses 4. 0. GHz. beam | ead
type. SucHldg‘P%u&ggowmsboﬁ*@?rciﬂﬁ 1"3‘/’315\95iffcla5lué‘h nd ﬁﬁé@i‘:ﬁt“’é‘i %BEonf i gur at i on
to enabl esigm@éd'r P@sdnBe 8f arflEsLUTRA tha Weburhdhe! catriing @t REE oh& RRWiodéi sual |y
apparent. 30 Although.the inveption will be described with reference to a

first freffabgenpragss @ urd happpnicyiermodyetionpuirg g Jéns yhonvention s, it shoul d
be under sy if BithméBiaPardSzoferiment 186 P OBssitbP AP LAIRSRE BSchiddma2/ 40933

15 and other articles,

Referring to FIGURE 1, there is illustrated a schematic diagram of a system
for identifying an RF tagged article for signature recognition of a multiple tagged
‘article. The RF tag system 10 of FIGURE 1 comprises a first frequency generator 12
generating a first frequency signal applied to a microwave horn antenna 16. A second

20  frequency generator 14 outputs a second frequency applied to a microwave horn
antenna 18. Typically, the hom antennas are positioned to radiate an RF diode 20 at
right angles to the diode. In the embodiment of the invention illustrated in FIGURE
1, the signal generator 12 may be a Hewlett-Packard frequency generator outputting
the first frequency F1 at 24.0 GHz @ +4.0 dBm. The second signal generator 14 may

25 - also be a Hewlett Packard frequency generator outputting the second frequency F2 at
24.1 GHz @ +4.0 dBm. With a first frequency of 24.0 GHz and a second frequency
of 24.1 GHz, the RF diode 20 comprises a 24.0 GHz beam lead type. Such diodes are
éommercially available and have a size configuration to enable embedding in a
document such that the diode is not visually apparent.

30 7 Although the invention will be described with reference to a first frequency of
24.0 GHz and a second frequency of 24.1 GHz, it should be understood that this is a




5 preferred enbodi nent and other RF frequencies nmay be us\e]d3t | n
i npl enentation of the invention. Radiating the diode 20 {809 i r st
frequency fromthe signal generator 12 and the second frequency fromthe

si gnal RSh r 14 results in the diode producing ap. or der
mterrm‘gﬁl g’tsr%%)sﬁ product. This harnonic signal is det ect éc?g%{?gsa di pol e

antenna 22 that outputs an anal yzer signal to a spectrum anal yzer 24. The
spectrum anal yzer 24 responds to the anal yzer signal to generate a

si gnature display 26 that identifies the presence of the diode 20 and the
I nt er modul ati on o The, s rum ,anal yzer 24 al so out a signature
si gnal f oPTekad em errsﬁefb@egr%%géwmcwém&m ryaeérnmardergrn&rare ih6m the d pol e
antenna 2Zwedtpoperation of the systemof FIGURE 1, the signal generator 12
outputs a frequency at 24.0 GHz and the signal generator 14 outputs a 24.1
GHz frequency.Radmtiag éhetdiedef 20evitle fheifost fraquens)p fioetie signalngeneraion 12int ennas 16

o 10, CSRE LIy )l Bl P AR MBS e 0

third order erno on pro
ant enna Zmrdﬁmdertliitmmdelatuﬁn profinet.q (FhisChaemonié sigdalls Ghbcteabgl a2dipdle GHz, the

third order rmodul ati on product woul d be t reguencies at 23.9
G ang oamengios iy nsts ne ezt Hetal Kok eetiEn a1Avien b EAE PRI ho sosond
f requencyafaBzérS22&spon o th ReAlylen 8igas1 ab \paRrats Ia%@lat&é @1@@1& .@6 @iapol e ant enna

.22 varies 1in accordance with the expression 2F .9 GHz or in
accor dancilentifien thepeeseme of e digle 3 elﬂtFmOdmﬂtngO“@%E TWmﬁiCtpmver | evel s

fromthe I t he
spectrum %in%?gzze‘l?ﬁ Ju?ﬁeugg%ﬁéga t'tlrg@&mjﬂffg 51%{%%%%?1?? %ﬂgpr oducts in
“the -1@0 dalaiﬁan@mdumémtcnnmmto FI GURE 2 there is illustrated a bl ock

di agr am of an entrf cati f RF di ode

si ggatures in 18 %%e%&’%g}eﬁﬁ%@%& g’g ?%rﬂa‘rﬂfﬂ“&% tag. Qne or
more RF dfr&fﬂe@cy?afr 230G BRTHR Gigndl GherafF nuedrphré 4@4313}}&8&&@@@@32 in a

sel ected "x-y" coordinate posjtion. The one or nore diodes 34 are radiated
by frequeRtsye §Ye)Hequengiosce P@Pheri deytherhopn auterops 6 aad 18 yespetively), ¢hal
generat Orﬁdlat%zthé“i@ didacbo leRdFEacherafidh Hitd Grab RSB di odes 34

Ccreates a signature
15  detected by the dipole receiver antenna 22. For the specific frequencies of 24.0 GHz

and 24.1 GHz, the third order intermodulation product would be two RF frequencies

at 23.9 GHz and 24.2 GHz. When the first frequency F1 is 24.0 GHz and the second

frequency F2 is 24.1 GHz, then the analyzer signal from the dipole antenna 22 varies

in accordance with the expression 2F1 — F2 = 23.9 GHz or in accordance with the

20  expression 2F2 ~ F1 = 24.2 GHz. With power levels from the signal generators 12

and 14 of approximately +4.0 dBm, the spectrum analyzer 24 responds to third order
intermodulation products in the —100 dBm range.

Referring to FIGURE 2, there is illustrated a block diagram of an RF tagging

system 30 for identification of RF diode signatures in a substrate 32, such as a

25 document or article tag. One or more RF diodes 34 are embedded in or carried by the

| substrate 32 in a selected "x-y" coordinate position. The one or more diodes 34 are

radiated by frequency signals from RF frequency generators, such as signal generators

12 and 14 of FIGURE 1. Radiating the one or more RF diodes 34 creates a signature

intermodulation output that uniquely identifies the document carried by the diodes. In

30 . addition, the x-y coordinate position of the diodes 34 on the substrate 32 provides

' further authentication of the substrate. Thus, the signature of the radiated RF diodes




internodul ati on out put that uniquely identifies the docunent carrigd by the
diodes. In 30 addition, the x-y coordinate position of t hel 47889984 on the
substrate 32 provides further authentication of the substrate. Thus, the

si gnat uwfgé?ége radi ated RF di odes 13 June 2006 V\OPrrp ge%éﬁ@?p

PCT/ USO 6 34 identifies the substrate, for exa a docunent or
tag, and the x-y coordinate position of the di odes authenticates the
signature. Due to the square | aw chggacteristic of high frequency RF

di odes, when the diodes 34 are exposed to a radiated RF field from signal
generators 12 and 14, the 5 diodes will both produce and re-radiate

har moni ¢ 34| idendifiethe splestigle, forexample -ar dpgnment Pripe, Head thent-¥ ceprdinglg, f or

exanpl e, .o§i9+ﬂ&tﬁ@ﬁi9&@ia@g%dﬁk@éﬁéééfé%&&@” product, is received by a-

scanni ng di pol'e antenna strate 32 passes in proximity to the
scanni ng di pol Bua thersquB6 Jaw ¢heraatetigicrd highefiequenaysRE ddss; wherothedi nat e

position of .t di odes .34 an r onds t.o the signature

P Gent i 11 caiadghoF al wprag 1 p Sty ALRE GHIERL Pntl Bshetnd BB Merhi 5 di ode
posi ti@n idifdes wilk BoBipratite tah€ resriadifte hiri@niciréiart IRiF ¢hadgy O This ecfidiaed by the

di pole antenna 36 is applied to a spectrum anal yzer 38. The spectrum
anal yzer & Pumewisncey, forecxapple; adhisddpmonic insmodelation,pradest.si¥gnat ur e

| dent i i caddeifd bPa k dfpoRRREhi 4B Hnahy &ktra g@?éss&qu Bofnilydoad CoONpar at or
40. Also coupled to th onparator 40 is a signature nmenory 42 that stores

si gnat ur e theSscandéngt dipéle antenna dathe aftonnadii¢ntifiabthe may ecordiddie posifionsof t ags) to be
| dent i 1 ed by, J1Syst eﬁ%? n{%@}ﬁ Yo ﬂ}@f}%&%ﬁl{/&sﬂ%ﬁ]ﬁ Jahgrﬂ‘%s%ﬂﬁ%%}o%r gd in the

nmenory 42 are pfe-progr Fhto yapp sighature
i dent i10i c addiamion deft sheoriodes. i NThidAdiedeu pbsitibnt @nfoimeatioi oadatint eignatite When t he
conpar at or, 40_r ecei veﬁﬁélpos'tion I nformgt,i on_and a signature

! J 0
i dent i fi cienifiraponeee! ¢ fipginantaanasods applied 10, speg é"ﬁ%ﬁé%lgﬁ-n t he

signature | &3;55?:9 fNfe Bd BosiiRforARRdn A8 Wehaturk e
conpar at o;mﬁ gmé%éﬁgﬁggi ent?fica)tﬁﬂi%gn g?gnal to a crili spl g{} 46. The

di spl ay 46ienidhnationsiesoutpul p spegtrurp aralyser signabpoupbed tharcamparpipr #40.i Alsout
Ldent i Tyi 0giddCroS RS Lrafatct? 4l 2UEDRRL 'GP %F W SHRS! Shdfure
15 identification data for all substrates (documents, tags) to be identified by the system.
The signature identifications stored in the memory 42 are pre-programmed into the
system by applying signature identification data on a line 44 coupled to the
comparator 40.
When the comparator 40 receives position information and a signature
20  identification from the spectrum analyzer 38, the data stored in the signature memory
42 is scanned and when a comparison results the comparator 40 outputs an
identification signal to a display 46. The display 46 comprises a visual presentation
or hard copy printout identifying the substrate 32 and authenticating the substrate.
Referring to FIGURE 3, there is illustrated a flow diagram of the process for
25  identifying RF tagged articles. Two RF signals are generated at an initial process
sequence 50. These two RF frequency signals are applied to microwave horn
antennas 16 and 18 to radiate RF diodes during process sequence 52. The RF diodes
carried by or embedded in a document, tag or other substrate radiate third order
intermodulation products received by a dipole antenna to generate a product signature
. 30 atprocess sequence 54. The product signature is applied to an inquiry sequence 56 to

evaluate if the product signature is a new signature not previously received. A




Referring to FIGURE 3, there is illustrated a flow di agram of trr12§ grocess
for 25 identifying RF tagged articles. Two RF signals areli:;@m-? Ped at an
initial process sequence 50. These two RF frequency signals are applied to

mcro 09Pdshsg antennas 16 and 18 to radiate RF di ogesdyri process
seque\rll\?ggwl.ﬁgT e RF diodes carried by or enbedded in a g’f:‘%grgrgnt, tag or

ot her substrate radiate third order internodul ation products received by a
di pol e antenna to generate a productysignature 30 at process sequence 54.
The product signature is applied to an inquiry sequence 56 to evaluate if
t he product .signature is a, new signat ug not previously received. A 13 June

2006 WD B9MBEBESPPISTH (R Ak SeTUPNGSeG irgets thes Produd SFAEE 19 Bquiry

sequence Jfenidry &fing alshe ROQGhucat It ure to a nmenory during a store
process sequence 53. A negative response to the inquiry sequence 56,

i ndi cating t hatt negetivrrewanse to sheginguiny esqensenSbhindisatingebyl thequednde 54 is not
new, adva@%ﬁzﬁmte%éngﬁﬁﬁé ssfsg,@ e 54 1sSmot Rew Ceihicbd BRHQBs B %ﬁ%@ann' ng
Uence BO. During the sta Juence B0

process se n nni ng process sé he product
si gnat Gr e identificatitve tgraoscemEngs prpoess ceeqiehcs $0.C oDprhge thevéckuming @rocsdsor e pr oduct

signatures in t canni n rocess sequence 60. ositive gconpari.son
ot naen saed s B BPinD Sl RER BTG Satenss St RESErrCubeayc:
Si gnat ur estoredfRREEEnah@ ih dRNEANhingPrdRE: RENKESED. t A pISIR RhPadddnar ticl e

identification during,a 10 process sequence 62. In addition to docunent
i dent i fi cBetvesR By msewingcerodycy signatuis, andneneppiothe Sipret profuat siEmatgres| so fi nds

utility ipgd tand 1: gat:t f u j gl ty of - . nst ead of

t he docungd}l‘{aq%grtpélilﬁ%hg%gogﬁ réﬁog'%eﬁe%r%g%?egﬁ ﬁﬁ“ﬁ ba%g@ﬁ’cﬁfé&?ﬁhnggg pr oduct

si gnall@r eprocése sewensmbt woul d carry only one RF di ode. The process of
FIGURE 3 is 1 ified to repmove.th ocess sequences 56, 58 ,and 60 and

t he product sislﬁg%ﬂﬁﬂpg%fdp%wa © tl’%’éﬁ%'g{’%@ﬁq@ﬁtcséggﬁ“% PIosess of si gnal

i denti f yi RIGURE 3psies inde udlityan iRintifidatReeof e authefivilpndf. a hémhesence of the

- RF diode jn the docunment is an indication _ of authenticity of the docunent
as gener alt&®aq of the,docympnt sazyingengon moregmbedded RF diodes defining 2 product ,

signature, the document would carry only one RF diode. The process of FIGURE 3 is

15 modified to remove the process sequences 56, 58 and 60 and the product signature
from the process sequence 54 comprises a signal identifying the presence of an RF
diode in a document. The presence of the RF diode in the document is an indication

of authenticity of the document as generated in the process sequence 62.

While the invention has been described with reference to the illustrated

20  preferred embodiment, it is infended to cover such alternatives, modifications and
equivalents as may be included in the spirit and scope of the invention as defined in

the following claims.




Wil e the invention has been described with reference to tpﬁ illb§érated
20 preferred enbodinent, it is intended to cover such alte e

nodi fications and equivalents as may be included in the spirit and scope
of the invention as defined in thegfollow ng clainms. 13 June 2006 8
CLAIMS: 1. A systemfor identifying an article carry a diode, the system
conprising: a first signal generator operable to generate a first
high-fredﬂéﬁ@@ssignal; a second signal generator operable to generate a
second hi gh-frequency signal; one or nore diodes carried by the article
and responsive to high-frequency signals, each of the one or nore diodes
bei ng carried lby am\ aytternl for adehtifgnggmopeckbbart a: diodeeiheesystean fi rst and
second hkgﬁfﬁggquency signals; and in response to receiving the first and
second higQ P reﬁuency signals, generate a unique harnonic signal; an

ant enna oper alil fasttsignalr acrhtoe opdigblhar gensae aFirg hith- BRjeiatsasaly the di ode;
and communi cate the harnonic signal to a signal analyzer coupled to the

antenna; and tTe°Lf §Fal scngmiop opqranleio ensrate 4 5Condiigh-fraquenyy sigpdli ¢ si gnal to

an article tygeof fotel@ibddsidrricdbyahé bficR and reshbfsiveyotigsa-sfqehd m 1,
wherein: each of the one or nore diodes has a fixed | ocation With respect
to the astEnalpgach ofdhenns op moppdiadesibgiag cargediby anastigle and bringpensrably t her
parametek,in identifying the article; the antenna is further operable to:

detect the one or nore fixed |ocations; and
- receive the first and second high-frequency signals; and

in response to receiving the first and second high-frequency signals,
generate a unique harmonic signal;
an antenna operable to:
receive the harmonic signal generated by the diode; and
communicate the harmonic signal to a signal analyzer coupled to the
antenna; and
the signal analyzer operable to match the harmonic signal to an article

type to identify the article.

2. The system of Claim 1, wherein:

each of the one or more diodes has a fixed location with respect to the article
the one or more fixed locations providing a further parameter in identifying the
article;

the antenna is further operable to:

detect the one or more fixed locations; and

communicate the one or more detected fixed locations to the signal analyzer;
and '

the signal analyzer is further operable to process the particular fixed
locations to identify the articie.

3. The system of Claim 2, wherein each of the one or more fixed

locations are determined according to only an x coordinate and a y coordinate.




communi cate the one or nore detected fixed |ocations to thf @{lggg%l
anal yzer; and the signal analyzer is further operable to p b Dfe
particular fixed l|ocations to identify the article. 3. The systemof Caim
2, wherein each of the one or nore §ixed |ocations are deternined
according to only an x coordinate and a y coordinate. 13 June 2006 9 4. The
systemof Claim1l, wherein each of the diodes has a size and a weight that
are at |east rel at ifhelsysteregf Clinlle whitcln gagk pbthe diwleshas wsgzeand aa wei ght  of

the artigl . 24 LN th rtjcle is a

docunent ;“%é ﬂ%é%r%gglfeg%fgééﬁg%eg{flgg 1? iglg]év herg%géﬁ%)ﬁshze p%paegelgbt (ffﬁlée docunent. 6.
The systemicdd. Cl aim 1, wherein: the first high-frequency signal has a first
frequency of approximately 24.0 GHz; the second hi gh-frequency signal has
second frequency of approximately 24.1 GHz; and each of the diodes is
responsi ve tosthe fIihesystandf Camoadvtitrght- f r equency signals. 7. The system of
Claiml, Wnerggln tge. har moni ¢ si.gnal is a third-order internodul ation
product of th&eaide isafpeunssdhi gh- frequency signals. 8. The system of

A aim?7, wher@hdh dfiiR NBdINUrtbeddGNAk paft bEARABAMd® 2F1 - F2 or 2F2 - Fl,
the first high-frequency signal being approximately equal to Fl, the

second hi gh-frequency signal being approximately equal to F2. 9. The system

of daim1, werei rpasftRdberiayn Pfwieign.narmonic signal is used to match
t he harnoni c signal t(%);san artic e’vgype.' 10. A method for identifying an

article carr yihegfirat biighdiequanae sigealied a fosnfoequsnaygef approximately 24.0
GHz;
the second high-frequency signal has second frequency of approximately 24.1
GHz; and
each of the diodes is responsive to the first and second high-frequency signals.

7. The system of Claim 1, wherein the harmonic signal is a third-order

intermodulation product of the first and second high-frequency signals.

8. The system of Claim 7, wherein the harmonic signal corresponds to
2F1 — F2 or 2F2 - F1, the first high-frequency signal being approximately equal to
F1, the second high-frequency signal being approximately equal to F2.

9. The system of Claim 1, wherein a frequency of the harmonic signal

is used to match the harmonic signal to an article type.

10. A method for identifying an article carrying a diode, the method
comprising: ' '

generating a first high-frequency signal;

generating a second high-frequency signal;

receiving one or more harmonic signal generated by one or more diodes
carried by the article in response to the one or more diodes receiving the first and
‘second high-frequency signals, each of the one or more diodes being responsive to

high-frequency signals and being carried by an article;




generating a first high-frequency signal; generating a se d

hi gh-frequency signal; receiving one or nore harnonic signgfﬂﬁﬁﬁgpgted by
one or nore diodes carried by the article in response to the one or nore
di odes receiving the first and secgnd high-frequency signals, each of the
one or nore diodes being responsive to high-frequency signals and being
carried by an article; 13 June 2006 10 conmmuni cating the one or nore
recei ved har noepunuicgtieg the fope oprmoeshieagjvedharmanig signals dontpggehingind mat chi ng
t he har 1,06 S l..5Oo an article type to identify the article. 11. The
met hod g?ﬁ éﬁiﬁﬁgfn%herein: each of the one or nore diodes has a fixed

| ocati on wi t h magpegthe hantohiz siganlt to @h erticldgpomnadantifyntbe artitiexed | ocat i ons
providing a further parameter in identifying the article; the nmethod
conprising: detecting the one or nore fixed | ocations; comunicating the
one or nore ddtflect thehetted of CtxmilOn®heraind processi ng the one or nore

detected fixed locations to idepntify the_ artjcle. 12, The systemof Caim
11, wherein e&8H! 8$ﬂ’teh‘§’eo?{em8rre ‘}[}rﬁ‘#eé has e fixed l9gationg 5?836%%/@?% ned

accor di NGrticle, ¥ dheds? n¥or€ AREDIoBRoRs pRFHdIg/a ARAECHRAhAer it HenkhgSyst em of
Cl aim 10, wherein each of the diodes has a size and a weight that are at

| east ra¢%4¢&#y negligible with respect to a size and a wei ght of the
article. 14. Themswed &mfhingl @l m 13, wherein: the article is a docunent;
and each of the diodes I's enbedded in a paper of the docunent. 15. The
syst em of O aidatediing thihetreair more fixedflpgationtii gh- fr equency signal has a first

frequency of %Bﬂfn%cﬁﬁ{g%é/ 01?e4br Qnore detected fixed locations; and

processing the one or more detected fixed locations to identify the article.

12, The system of Claim 11, wherein each of the one or more fixed

locations are determined according to only an x coordinate and a y coordinate.

13. The system of Claim 10, wherein each of the diodes has a size and a
weight that are at least relatively negligible with respect to a size and a weight of the

article,

14. The system of Claim 13, wherein;
the article is a document; and

each of the diodes is embedded in a paper of the document.

15. The system of Claim 10, wherein: _

the first high-frequency signal has a first frequency of approximately 24.0
GHz; ' '

the second high-frequency signal has second frequency of approximately 24.1
GHz; and

each of the diodes is responsive to the first and second high-frequency signals.

16.  The system of Claim 10, wherein the harmonic signal is a third-order

intermodulation product of the first and second high-frequency signals.




GHz; the second hi gh-frequency signal has second frequency gﬁ r%%g)r 8Xi mat el y
24.1 GHz; and each of the, diodes is responsive to the fi g3 v % econd

hi gh-frequency signals. 16. The system of C aim 10, wherein the harnonic
signal is a third-order internodul@tion product of the first and second

hi gh-frequency signals. 13 June 2006 11 17. The nethod of C aim 16, wherein
t he harnonic signal corresponds to 2F1 - F2 or 2F2 - FI, the first

- hi gh- frequencyl7si gridie mxshaslgolpleinn  b.elastiy thelpamonit sighhl corfespondsond

hi gh-fre Y S _bei O . . . 18, met hod of
Claim 10,%%{?& el?n&;ﬁ? r ﬁldg%ceegﬁlgﬁfﬁg&%%%%gﬁ?ﬂg%mgé gﬁgr%mf]{sa?elsge:ﬂl%{ o match the
har noni ¢ teiFgthé secondlnglafitquehey sgiphbéing diproxdmsiglytegmalft@F2.i denti fyi ng an
article carrying a diode, the system conprising: nmeans for generating a
first high-frequency signal; neans for generating a second hi gh-frequency

signal ; means Mor r’eeahsthéd) of @iginON10,"Whéreidad TRGhehcH icd Bt haghdrey at ed by one
or nore diodes carried by the article in response to the one or nore
di odes r SHEAVE HEpdiip wafeh thet haropje %Eéﬁﬂjal?\ffrﬂﬂgf‘%ﬂuency signals, each of the
one or nore diodes being responsive to high-frequency signals and being
carried by an article; neans for conmmunicating the one or nore received
har moni ¢ si gndPs f d¥ sysieie den idgntilyingnam exticle eartyingea digdlg. Hieaddsteor mat chi ng
the har mgjgighgnal to an article type to identify the article.
means for generating a first high-frequency signal;
means for generating a second high-frequency signal;
means for receiving one or more harmonic signals generated by one or more
diodes carried by the article in response to the one or more diodes receiving the first
and second high-frequency signals, each of the one or more diodes being responsive
to high-frequency signals and being carried by an article;
means for communicating the one or more received harmonic signals for
maitching to an article type; and
means for matching the harmonic signal to an article type to identify the
.article.




