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Using merchant’s application software or webpage
on user terminal, end-user can log in or register by
cntering the information including a cell phone
number thereof

When end-user's cell phone number 13 known,
application software or webpage on user
terminal starts authentication process
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Ierchant's identity authentication server receives
end-user’s login of registration information, and
generates a code comparison request code that will
not be duplicated and cannot be guessed correctly

Merchant’s identity authentication server obtains
end-user’s registration information. and generates a
code comparison request code that will not be
duplicated and cannot be guessed correctly
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Merchant's code comparison request server or module through hitp or https,
or use secure channel, such as private line or VPN, to send corresponding
information to mobile network identity direct authentication server in one of

the following modes:

Mode A: Full cell phone mumber authentication mode

Mode B: Half cell phone number authentication mede

Mode C: Full cell phone number and full user identity authentication mode
Mode D; Half cell phone number and half user identity authentication mode
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Fig. 2A
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Merchant's code compatison request server
sends the URL to the target end-user, and
end-user obtain the URL content
125
124 Through mobile Mo MBISDH va.}ue '%s NULL, and the
124 =T netwrork? >"‘—‘_b telecommunication operator’s
— identification code is NULL
l Tes
130 | Telecommunications server provides encrypted
or unencrypted individual or multiple end-user
information to telecommunication user
information acquisition server
131 | Telecomraunication user nformation acquisition server
decrypts according to agreemment of different
telecorumunication operator
132 User information =~ MO
is encrypted?
Yes
133 134 - e :
User information Mo User information is Mo dNOTlf)’ there lshzn:1 em:jr in 1:c
. S— cerypti et set the
- . - e d? ryption me 0d, and S¢ C
hashing? successfully decrypted: MSISDN  value and the
Successful telecommunication  operator’s
Yes 136 identification code to NULL

Telecorarmunication user information

he case code

acoisition server obitains one-tire encrypted
rase code from URL, and decrypts it to restore

b A A
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Case code decryption is Mo 141

140 == WISISDN value is NULL?

successful?

Successful

Ilobile network identity direct authentication server
catties out code compatison/compating process

obile network identity direct authentication server
checks if it is completed or expired according to the case
code
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143

Yes

= y 142

Record MSISDH and
information of its
telecommunication
operator in database to
facilitate itiguiry of
identity of unauthorized
uset from the
telecommunication
opetator

Record IP source
location in database
to facilitate
itrvestigation of
identity of
unauthotized user

Fig. 2E
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. Yes
150 == Case is complete? =

Case is expired? ==

T
152

Iiobile network identity direct authentication
server obtains information according to case
code

153

Iobile netwark identity direct authentication
server first checks MSISDN value

l 155

154 MSISDN value is HULL ~ Ves Send comparison result to code
<0r 3337 > comparison result acguisition
Mo server
156 Compare each piece of information of the 160
end-users, write a list or table of each result Merchant’s code comparison result acquisition
and information category, and send the |—3 server obtains result from mobile network identity
information required to the code comparison direct authentication server, and generates a code
result acquisition server. Other information of comparison request code that will not be
the end-user may be added to the list or table | —gf duplicated and cannot be guessed correctly for
after HASHING returning to mobile network identity direct
authentication server
157 161 ¥

Mobile network identity divect aathentication server
return code comparison "Complete” message to
telecommmmnication user information acquisition sexrver

Send the result “Code request Expired” and
information required to code comparison result
I acquisition server

Telecommunication user information acquisitiosy
server sends the "Complete” message to the
mobile terminal of end-user

163 y

Iobile terminal of end-user mquires
result from identity authentication
server, carry out response process
according to different authentication
modes, and then provide appropriate
service to end-user based on the result

Fig. 2F



