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[0003] Embodiments of the invention relate generally to the processing of

messages, such as e-mail messages, and more specifically fo systems and
methods for controlling the application of security encoding techniques (e.g.
encryption, signing) to messages being sent by users of computing devices
(including, for example, mobile devices).

Background of the Invention

[0004] Electronic mail (“e-mail”) messages may be generally encoded
using one of a number of known protocols to facilitate secure message
communication. The Secure Multiple Internet Mail Extensions (“S/MIME")
protocol, for example, relies on public and private encryption keys to provide
confidentiality and integrity, and on a Public Key Infrastructure (PK!) to
communicate information that provides authentication and authorization. Data



facilitate secure nmessage conmunication, such as
Pretty Good Privacy(tm) (PGP) and variants of PGP such
wa@asooepes2PP, for exanple. It is understood thaPCEHEA2005/001664

conpared to S/ M Me-based systens, PGP-based systens

also utilize public and private encryption keys to
provide confidentiality and integrity, although the
authenticity of public keys used in the encodi ng of

PGP nessages are vali dated iqgﬁ_different manner .

[ 0005] When a user wi shes to send a nessage to be
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After a user conposes a nessage and before it is sent,
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verified using the corresponding public key of the same pair.

[0006] After a user composes a message and before it is sent, the user
can typically decide what encoding, if any, is to be applied to the message. For
example, the user may choose to encrypt the message without signing, to sign
the message without encrypting, to both encrypt and sign the message, or fo
send the message unencrypted and unsigned. Some known messaging
applications may be adapted to analyze certain data and suggest a security
encoding for messages to the user. For example, the messaging application



t he nessagi ng application may be configured to track
the security encodi ng applied to previ ous nessages
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applied to the conposed nessage if the nessage is
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F1G. 1 is a block diagram of a mobile device in one example implementation;

FIG. 2 is a block diagram of a communication subsystem component of the
mobile device of FIG. 1;

FIG. 3 is a block diagram of a node of a wireless network;

FIG. 4 is a block diagram illustrating components of a host system in one
example configuration; and

FIG. 5 is a flowchart illustrating steps in a method of determining a security
encoding to be applied to outgoing messages in one embodiment.

Detailed Description
[0008] Embodiments described herein relate generally fo systems and
methods in which a security encoding to be applied to messages can be



security-rel ated deci si ons when conposi ng and sendi ng

nmessages. This can enhance usability of the conputing
walewicaes2y nmaki ng the process of sendi ng nMessaPEECARNE/001664

efficient, which can be particularly advantageous when

the conmputing device is a nobile device. [0009] In one

broad aspect, there is provided a nethod of

determining a security encoding to be applied to a

message being sent by a user,of a conputing device,

t he nmet hod conprising the st%ps of: identifying a

nmessage to be sent to at | east one recipient;
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by the policy engine, determining the security encoding to be applied to the
identified message by querying the policy engine for the security encoding to be
applied to the identified message; applying the determined security encoding to
the identified message; and transmitting the identified message to which the
security encoding has been applied to the at least one recipient.

[0010] in another broad aspect, there is provided a system for determining
a security encoding to be applied to a message being sent by a user of a
computing device, wherein the system comprises a policy engine connected to
the computing device, and wherein the steps of an embodiment of a method as
described herein are performed by the system.



in greater detail below [0013] Sone enbodi nents of
the systens and net hods descri bed herein nake

w0 edoenes2ce to a nobil e device. A nobile devi ceP€ECA2005/001664
t wo-way conmuni cation device with advanced data
communi cation capabilities having the capability to
communi cate with other conputer systens. A nobile
device may al so include the capability for voice
conmuni cati ons. Dependi ng ongt he functionality
provided by a nobile device, “it may be referred to as
a data nessagi ng device, a two-way pager, a cellular
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still being defined, but it is believed that they wll
[0014] To aid the reader in understanding the structure of a mobile device

and how it communicates with other devices, reference is made to FIGS. 1
through 3.

[0015] Referring first to FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100
comprises a number of components, the controlling component being
microprocessor 102. Microprocessor 102 controls the overall operation of mobile
device 100. Communication functions, including data and voice communications,
are performed through communication subsystem 104. Communication
subsystem 104 receives messages from and sends messages {0 a wireless
network 200. In this example implementation of mobile device 100,
communication subsystem 104 is configured in accordance with the Global



have simlarities to the network behavi our descri bed
herein, and it will also be understood by persons
wGekioblizs273 n the art that the invention is intePdBdAL@S/001664
use any other suitable standards that are devel oped in
the future. The wreless |ink connecting conmunication
subsystem 104 with network 200 represents one or nore
di fferent Radi o Frequency (RF) channels, operating
according to defined protocogs specified for GSM GPRS
communi cations. Wth newer network protocols, these
channel s are capabl e of supporting both circuit
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Cwm%\lmonamdm%ckﬁ&wgghq SR8 capRBiEationso17]
M croprocessor 102 also interacts with additional
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16Peather V\ﬁrJeﬁessTh@WhQWaylé&o & @stodiatgewith mobile devnce 100 in
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Some
vaffanthwgﬁmélw of Ditigrente typesi o8 Vi'O@%%rWQiWﬁka that may be
employed include, for example, data-centric wireless networks, voice-centric

wireless networks, and dual-mode networks that can support both voice and data
communications over the same physical base stations. Combined dual-mode
networks include, but are not limited to, Code Division Multiple Access (CDMA)
or CDMA2000 networks, GSM/GPRS networks (as mentioned above), and future
third-generation (3G) networks like EDGE and UMTS. Some older examples of
data-centric networks include the Mobitex™ Radio Network and the DataTAC™
Radio Network. Examples of older voice-centric data networks include Personal

Communication Systems (PCS) networks like GSM and Time Division Multiple
Access (TDMA) systems.

[0017] Microprocessor 102 also interacts with additional subsystems such
as a Random Access Memory (RAM) 106, flash memory 108, display 110,



conmuni cation-rel ated functions, whereas ot her
subsystens may provide "resident" or on-device

wo mvetiz2ns. By way of exanple, display 110 andr&rpghomstdoiccs
116 may be used for both comuni cation-rel ated
functions, such as entering a text nessage for
transm ssion over network 200, and devi ce-resident
functions such as a calculator or task list. Operating
system sof tware used by nlcrgprocessor 102 is
typically stored in a persistent store such as flash
nennry 108 mhlch may alternatively be a read-only
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128 in order to communicate ‘with a network. SIM 126 is one type of a
conventional “smart card” used to identify a subscriber of mobile device 100 and
to personalize the mobile device 100, among other things. Without SIM 1286,
mobile device 100 is not fully operational for communication with network 200.
By inserting SIM 126 into SIM interface 128, a subscriber can access aﬂ
subscribed services. Services could include: web browsing and messaging such
as e-mail, voice mail, Short Message Service (SMS), and Multimedia Messaging
Services (MMS). More advanced services may ‘include: point of sale, field
service and sales force automation. SIM 126 includes a processor and memory
for storing information. Once SIM 126 is inserted in SIM interface 128, it is



necessarily bound by any single physical nobile
device. SIM 126 nay store additional subscri ber

WO ndoenpeys on for a nobil e device. as well, i ncP@m@iCAgN05/001664
dat ebook (or cal endar) information and recent cal
information. [0020] Mobile device 100 is a
battery-powered device and includes a battery
interface 132 for receiving one or nore rechargeabl e
batteries 130. Battery intecgace 132 is coupled to a
regul ator (not shown), which assists battery 130 in
provi di ng power V+ to nobile device 100. Although
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evice: 100 would be a personal information manager (PIM). A PIM has
functionality to organize and manage data items of interest to a subscriber, such
as, but not limited to, e-mail, calendar events, voice mails, appointments, and
task items. A PIM application has the ability to send and receive data items via
wireless network 200. PIM data items may be seamlessly integrated,
synchronized, and updated via wireless network 200 with the mobile device
subscriber's corresponding data items stored and/or associated with a host
computer system. This functionality creates a mirrored host computer on mobile
device 100 with respect to such items. This can be particularly advantageous

where the host computer system is the mobile device subscriber's office
computer system.



flexibility in application installation increases the
functionality of nobile device 100 and may provide
wendvaneeds on- devi ce functions, conmuni cati on- r BCBECAL005/001664

functions, or both. For exanple, secure comrunication
appl i cations nmay enabl e el ectronic commerce functions

and ot her such financial transactions to be perforned
usi ng nobil e device 100. [0023] Serial port 114

enabl es a subscriber to set_@neferences t hrough an
external device or software application and extends

the capabilities of nobile device 100 by providing for

[ooRpr mat i AddigonSdgpisatokd WHyoRgs beoloBBEH ldhtslevolsie d&lce 100
ot her than through a wireless comruni cati on networKk.

thougha netyarkt 200 Ailisan S sbapstent di 2earigh port dd 4usihwrt-range

oqfirifiitaBRa EsYRiens A Lo BhY AR SFieG, ifitem 124, This
flexipitigcini applicatiphoinsitiaties Unereaeds ¢Be Fonblibnatigyf ioprimobile device

(15)(?02441 Short-range conmuni cati ons subsystem 122 =
160 Rndid8ay grrovidenerhaaesd romdevieenfunshipne gemnnigation-related

P . y .
ARG ESY S s ARIS SSrUh 39 obBatRighay onevl
elecfronicedonenérce funttians oandt effieci sunh ffinaaoidl doammsawtions to be

fqQr short-range, comuni cati on. Exanples of short range
pgg HﬁmgdﬂgQ%%$%WW%éﬁ§de st andar ds devel oped by the
Infrared Data Association (l1rDA), Bluetooth, and the
[AR23]1 1 faeripkpet 19denahies agubscibentanget preferepgesdhrough an
e el i t » .
ekferhiiraofod B o BPloatol R sHPRY 11 38REIEL of movile
dbyice ot0tuby padvidimgsiob $yferraatidd 4r aoftwiang Wownmoads to mobile device
L.Croprocessor 102. Mcr%ocessor 102 will then
1§bo@ rodgled WiTg £BMMBRIGRTION Melve. ay Theoalternate
tiuel k| 12 :
Bl CoaA hag) tor Shaftiple b likeq 11T G SHERPOR ke onto mobile
dericeatiil thrbugh exdirptteand husyrdtiapleoand tasted sonnection to provide
junction with.display 110 and possibly auxiliary

S%%n es%\g%f’%mﬁ'ﬁ?at il ary subsystem 112 nay

a touch screen, nouse, track

' dedevj h :
[@{Eﬂf it \ﬁﬁozér%ﬂ%ge.acémwnia@wa osubgystgnt ol'i22r \e¥res  for
Aiuf¥EEoH DRNEER MBHERS HVite® 200 Ad WferRY 898ethsl BP devices,

I'S an
without the use of network 200. For example, subsystem 122 may include an

infrared device and associated circuits and components for short-range

communication. Exahpies of short range communication would include
standards developed by the Infrared Data Association (IrDA), Bluetooth, and the
802.11 family of standards developed by |EEE.

[0025] In use, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication
subsystem 104 and input to microprocessor 102. Microprocessor 102 will then
process the received signal for output to display 110 or alternatively to auxiliary
I/O subsystem 112. A subscriber may also compose data items, such as e-mail
messages, for example, using keyboard 116 in conjunction with display 110 and
possibly auxiliary /O subsystem 112. Auxiliary subsystem 112 may include



al phanumeri c keyboard and/or tel ephone-type keypad. A
conposed item may be transmtted over network 200
WO boosagg27Eontruni cat i on subsystem 104. [ 0026] FPCT/CAR@E/001664
communi cations, the overall operation of nobile device
100 is substantially simlar, except that the received
signals woul d be output to speaker 118, and signals
for transm ssion woul d be generated by m crophone 120.
Alternative voice or audio I/{)subsystens, such as a
voi ce nessage recordi ng subsystem may al so be
i npl ement ed on nobil e device 100. Although voice or
R’ SUNas: LU séréeACARIRL HREK bl ardy fihgém'm'ﬂ detector,
speaker 118, display 110 may al so be used to provide '
aicrlirellesnahesinwish reyinaanic Hudionapresking capability. dfeyboard 116 is an

TR oottt A0 e fale it SoyPads & Bhtasss) item may
Bentrathémitied evebneakiotk 2o am:ggfﬂh COMNEATBRIG T SlbsYRtem 104,
subsyst em conponent 104 of G 1 is shown.
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a transmtter 152, one or nore e I ntern
HH isnasbsibptialiyt similen, except thaictile @oeivddasignals(wasiy be output to

58 r,0cessi n dul e such as, a D qgital Signal,
seatel dde” dlensnal oy ShusnTeRion uPticthe dinsiated b ficrophone
TZOMUAKSRELICS VOIRS vt 8IRIA0H0 SUHSRIOHENsUERORS I G oice message
network 200 in which nobile device 100 is Intended to
regerding subsysiem, mabalsd hseimplamenterban alile tevice §0gn Although

b B0 bofl By KBSl nERRS Ak Bnoepoaker 116
displaynpt0 rhay raiseibeeusé80to phovitle naiditisidl dpforsiadbn such as the
conmmon recei yer functions as signal [ification,

ideptiveRt @ eaNiRg dxlyerduralion faf| a é&qi%%gﬁ,hah géher voice call related

i-on, and anal og-to-digital (A/D) conversion. A/D
@%@gt?ﬁbn of a received signal allows nore conpl ex

ni cat j upct | h,a dyl ation d C
BT g O MR PRI 2 RBOR WRBLAr b, communication
suirsystemdapnedrrert of Odeott F IBISTiid 6REWA! CCOMPAGHSAMN subsystem 104

nodul ati on and encodin by DSP 160. These

%fg%%ﬁgéggsf@&ey% A&0s aatwsrnm@t_hf’%’, ohgr@ninore emiszldegror internal
ShinhaL sk P E6) LORHC LAl SEUY i, processig
module such as a Digital Signal Processor (DSP) 160.

[0028] The particular design of communication subsystem 104 i.s
dependent upon the network 200 in which mobile device 100 is intended to
operate, thus it should be understood that the design illustrated in FIG. 2 serves
only as one example. Signals received by antenna 154 through network 200 are
input to receiver 150, which may perform such common receiver functions as
signal amplification, frequency down conversion, filtering, channel selection, and
analog-to-digital (A/D) conversion. A/D conversion of a received signal allows
more complex communication functions such as demodulation and decoding to
be performed in DSP 160. In a similar manner, signals to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to transmitter 152 for digital-to-analog (D/A)



over network 200 via antenna 156. DSP 160 not only
processes communi cati on signals, but also provides for

w0 eweily®2r3 and transmtter control. For exanpl ePCT/0a2005/001664
gains applied to comruni cation signals in receiver 150
and transmtter 152 may be adaptively controlled
t hrough automatic gain control algorithns inplenented
in DSP 160. [0029] The wireless link between nobile
devi ce 100 and a network 20Q qpy contain one or nore

different channels, typically different RF channels,
and .associ ated protocols used between nobil e device

cbPlefdich nﬁb&@éﬂfoﬁ% cén‘b'@'sﬁﬁharm@rmgs a?nﬂ:liﬂ@i'ah@ﬁi and transmission

resource t hat mist be conserved Pl cal y due
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i qﬂgﬁqﬁ% power until it is needed to receive signals
or nformatlon (if at all) during designated time
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nodes 202. | e device 100 comuni cates with a node

mmatedumowm ysed hetween nagle deviead 08xanspnetwork 200. A RF

GFRRTER of MiRB HeshuiSn Mt AR t2ohSelBl) BB to timits i

ansralfepalvidindrenimited bbhery owsdSdImbbiddeliogites, Node
202 includes a base station controller (BSC) 204 with

ED'D:ﬁﬂSOC' aygibr oHBHiles Idlvicen 1886is fully Cﬁ%ﬂ@ﬁat@ﬁéﬁ tednsHitter 152 is
PCU) 208 added for GPRS support in

Bwicallyi keyesk o efurgedson 2nly, wdlenorfelSLs@@dm@rtORagt\mrerOO and is

R anl Y13 e BB b 2] e fkperoicay

fuppdrdff fdoeknsefShhwal antilkints vedduthts wcbivetsignals or information (if
Cbnflauratlon Prot ocol (DHCP) 220. This |ist of
&b afbdeing desighatedimaeriadse an exhaustive Iist of

t he conponents of everynode 202 within a GSM GPRS
1003tk k, blReferingenow foi EIG.0%, adipdndiagsamnefia siode of a wireless

network is shown as 202. In practice, network 200 comprises one or more nodes
202, Mobile device 100 communicates with a node 202 within wireless network
200. In the example implementation of FIG. 3, node 202 is configured in
accordance with General Packet Radio Service (GPRS) and Global Systems for
Mobile (GSM) technologies. Node 202 includes a base station controller (BSC)
204 with an associated tower station 206, a Packet Control Unit (PCU) 208
added for GPRS support in GSM, a Mobile Switching Center (MSC) 210, a Home
Location Register (HLR) 212, a Visitor Location Registry (VLR) 214, a Serving
GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node (GGSN)
218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant to be an exhaustive list of the components of every



commonl y used in communications through network 200.
[0032] In a GSM network, MSC 210 is coupled to BSC 204
w@nabot1z82a3 | andl i ne networ k, such as a Public ST/ch2ms5/001664

Tel ephone Network (PSTN) 222 to satisfy circuit

swi tched requirements. The connection through PCU 208,
SGSN 216 and GGSN 218 to the public or private network
(Internet) 224 (also referred to herein generally as a
shared network infrastructure) represents the data

path for GPRS capabl e nobil e devices. In a GSM network
extended wth GPRS capabilities, BSC 204 al so contains

nc?édlégééﬁ RUitHiR o CYM/MEPRS (n%%‘brk%%é?raﬁ‘fer (éoﬁ‘sﬁ@tﬁtc]%n‘iﬁbn%‘ﬁ%\'that are

to control segnmentation, radio channel allocation
camohonty gsad it gorpantinetations threaighmedworlked@nt s. To track
nmobi | e device | ocation and availability for both
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216 and GCHN @dBvterthe quibticentprivates netvgonki (frdeerest) 2124 (@is referred
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fcﬁqemraagfab@%mﬂué_ GONBEEI CRAl hoBSM GElverK exRided with GPRS
recei ves conmuni cation signals from nobil e devices

capabilities, t BS€eI204v ialsos icantains 2P ackes €orisdl Unitin§rei) e208 that

R SCENZ 16 Yo RERySLAE R oo a8 Xhefst plgeagipn and to
satispapackal HRitthatnsatlireiehts. t MEo NpRdK endisild device location and
accordance wi th particular, usual I{ép[edet er m ned,

d
ayaighiliydar beth pirenibewitehethand fagket swiichethmanagemant HLR 212
: ' NA-1-. [ t f ' ;
QheS FRREEISP 2 BLAnd SRV B 103 TR controld by
MeCr24t.s, if necessary, any communi cation signals

received fromnobile device 100 within its cell.

[6033MNi catgtaflon 206ds 8l fixednthrtcig istatforiTagtalion 206 and BSC 204
bet ween di fferent nodes. For exanple, one node may

tegpihey fermuithe Exed transaeivar Paripsentne! hatixes Saasesiver equipment
B oSS CHARBH 2ol SRR IIch, ANEaL Hifleakohal bommoniy
referred to as a “cell”. The fixed transceiver equipment transmits communication
signals to and receives communication signals from mobile devices within its cell
via station 206. The fixed transceiver equipment normally performs such
functions as modulation and possibly encoding and/or encryption of signals to be
transmitted to the mobile device in accordance with particular, usually
predetermined, communication protocols and parameters, under confrol of its
controller. The fixed transceiver equipment similarly demodulates and possibly
decodes and decrypts, if necessary, any communication signals received from
mobile device 100 within its cell. Communication protocols and parameters may
vary between different nodes. For example, one node may employ a different

modulation scheme and operate at different frequencies than other nodes.



per manent configuration data such as a user profile is
stored in HLR 212. HLR 212 al so contains | ocation
WO ndoenpeys on for each regi stered nobil e devi cePerndAz®s/001664

be queried to determ ne the current |ocation of a

nobi | e device. MSC 210 is responsible for a group of

| ocati on areas and stores the data of the nobile

devices currently in its area of responsibility in VLR
214. Further VLR 214 al so cqgtains information on

nobi | e devices that are visiting other networks. The
information in VLR 214 includes part of the pernmanent
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Compyiing EPRAWCES not present in circuit swtched voice
channel s as Integrated Services Digital Network (I SDN)
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and 48" 68ht8" 167 Uatd raffic on network 200 GGSN 218 provides
internetworking connections with external packet switched networks and
connects fo one or more SGSN's 216 via an Internet Protocol (IP) backbone
network operated within the network 200. During normal operations, a given
mobile devic;e 100 must perform a “GPRS Attach” to acquire an IP address and
to access data services. This requirement is not present in circuit switched voice
channels as Integrated Services Digital Network (ISDN) addresses are used for
routing incoming and outgoing calls. Currently, all GPRS capable networks use -
private, dynamically assigned IP addresses, thus requiring a DHCP server 220
connected to the GGSN 218. There are many mechanisms for dynamic IP
assignment, including using a combination of a Remote Authentication Dial-in
User Service (RADIUS) server and DHCP server. Once the GPRS Attach is



User Service (RADIUS) server and DHCP server. Once the

GPRS Attach is- I conplete, a |ogical connection is
wesdaoahbs2shed from a nobil e device 100, throughP®ZOA2D8/001664

and SGSN 216 to an Access Point Node (APN) wi thin GGSN

218. The APN represents a |logical end of an IP tunne

that can either access direct Internet conpatible

services or private network connections. The APN al so

represents a security nmechanggm for network 200,

i nsofar as each nobile device 100 nust be assigned to

one or nore APNs and nobil e devices 100 cannot
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e%@’h i’ﬁ%?‘%‘g to? rwn%iéﬁ/ﬂ"@ée 9@ krgkoafactivity. When a mobile
device 100 is not using ifs PDP Context, the PDP Context can be deallocated

and the ‘IP address returned to the IP address pool managed by DHCP server
220.

[0037] Referring now to FIG. 4, a block diagram ilustrating components of
a host system in one example configuration is shown. Host system 250 will
typically be a corporate office or other focal area network (LAN), but may instead
be a home office computer or some other private system, for exa'mple, in variant
implementations. In this example shown in FIG. 4, host system 250 is depicted
as a LAN of an organization to which a user of mobile device 100 belongs.

[0038] LAN 250 comprises a number of network components connected to
each other by LAN connections 260. For instance, a user's desktop computing
device (“desktop computer”) 262a with an accompanying cradie 264 for the



[0038] LAN 250 conprises a nunber of network

conponents connected to each other by LAN connections
WQ@0e®s/1882r73 | nst ance, a user's desktop conputi ngPABCAZ®S/001664

("desktop conputer”) 262a with an acconpanying cradl e

264 for theuser's nobile device 100 is situated on LAN

250. Cradle 264 for nobile device 100 may be coupl ed

to conputer 262a by a serial or a Universal Serial Bus

(USB) connection, for exanpk O her user conputers
262b are also situated on L 250, and each may or may
not be equi pped with an acconpanying cradle 264 for a
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rise additronal
asrsyhchoguiizationl y shown in FIG 4 , for this exanple

configuration. Mdire generally, LAN 250 may repreésent a
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components not explicitly shown in FIG. 4, for this example configuration. More
generally, LAN 250 may represent a smaller part of a larger network [not shown]
of the organization, and may comprise different components and/or be arranged
in different topologies than that shown in the example of FIG. 4.

[0040] In this example, mobile device 100 communicates with LAN 250
through a node 202 of wireless network 200 and a shared network infrastructure
224 such as a service provider network or the public Internet. Access to LAN
250 may be provided through one or more routers [not shown], and computing
devices of LAN 250 may operate from behind a firewall or proxy server 266.

[0041] In a variant implementation, LAN 250 comprises a wireless VPN
router [not shown] to facilitate data exchange between the LAN 250 and mobile



250 may be provided through one or nore routers [not
shown], and conputing devices of LAN 250 nay operate
wo ewan2is nd a firewall or proxy server 266. [PBOHTA23005/001664
a variant inplenmentation, LAN 250 conprises a wreless
VPN router [not shown] to facilitate data exchange
bet ween the LAN 250 and nobil edevi ce 100. The concept
of a wwreless VPN router is newin the wreless
industry and inplies that a.¥gN connection can be
established directly through a specific wrel ess
network to nobile device 100. The possibility of using
deé{l% 10.e dhe worcepiefa Wirgless VRN rr@u%m pewdarthavdraleds mdustry
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and over :ﬁge shared network infrastructure 224. Eac '
oy diam; 4 d r@?’tggﬁmgtmgndewge or other device capable of sending
messages, via the shared network infrastructure 224, and possibly through an

application service provider (ASP) or Internet service provider (ISP), for example,

[0043] = Message server 268 typically écts as the primary interface for the
exchange of messages, particularly e-mail messages, within the organization and
over the shared network infrastructure 224. Each user in the orgaﬁization that
has been set up o send and receive messages is typically associated with a &ser
account managed by message server 268. One example of a message server
268 is a Microsoft Exchange™ Server. In some implementations, LAN 250 may
comprise muitiple message servers 268. Message server 268 may also be



has been set up to send and receive nessages is

typically associated with a user account nanaged by
wore®sdgR7ser ver 268. One exanpl e of a nessage BET/Car005/001664

268 is a Mcrosoft Exchange(tm Server. In sone

i npl enment ati ons, LAN 250 may conprise nultiple nessage

servers 268. Message server 268 may al so beadapted to

provi de additional functions beyond nessage

managenent, including the negagenent of data

associ ated with cal endars and task lists, for exanple.

J0044] When nessages are received by nessage server
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i i-QRS or oV . :
SPREFLCRRED URET iy SO IRRISPRIRERY, ol IR 100 s
aseigmedi itsaowo resmeil oldress; @mdanessages addressed specifically to mobile
device 100 are automatically redirected to mobile device 100 as they are

received by message server 268,

[0046] To facilitate the wireless communication of messages and
message-related data between mobile device 100 and components of LAN 250,
a number of wireless communications support components 270 may be provided.
In this example implementation, wireless communications support components
270 comprise a message management server 272, for example. Message
management server 272 is used to specifically provide support for the
management of messages, such as e-mail messages, that are to be handled by
mobile devices. Generally, while messages are still stored on message server
268, message management server 272 can be used to control when, if, and how



270 conprise a nmessage nmanagenent server 272, for

exanpl e. Message managenent server 272 is used to
wa@pweilts2eal | y provi de support for the managenePtT/0A2005/001664

nmessages, such as e-nmil nessages, that are to be

handl ed by nobil e devices. Generally, while nessages

are still stored on nessage server 268, nessage

managenment server 272 can be used to control when, if,

and howressages shoul d be segé to nobile device 100.

Message nmanagenent server 272 also facilitates the

handl i ng of nessages conposed on nobil e device 100,
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delivery, [0047] For exanple, nessage nan
21z plperfagiliflates the hamdiing of eessagesscomposdrboh rhebile debize 100,

Lat ed Whth t . t
Wi 30 DL R BeR538 SE0R 2Bk 0 subseciient 3B appi v
0 i-defiEabIe filj;ers to new nessages to deternmine if
[ Qﬁz how t'he FEYTRGe NGEIagEHBanagalyeRt servate2 & a1ays monitor the

usel Infaifx Q8 ol 4Re rﬁ@éﬁ%\rg??‘tgc AsENGEMRL Wﬂﬁ\gh%gfs?geasccount on

(e.g. using an encrypti ni que suc

mgﬁ&ﬁg@ﬁemgﬁwdﬁn{ goqmtaﬁrméss@g?; %tﬁz)ly a.lgér-ld@ﬁhablb@ﬂ’ters to
Vi il a e S re net wor

"%%rﬁ_%%%_sf?a I feSmmng, i Wﬁgv%gﬁﬁem@sﬁg%mi" Adrelayed to the
e e 00 BRI TR 84 el e g o
ea%p%%ﬁ@sl'gwquﬁsfwab@f, Deits fc"lmclwﬁthtm?vds@ES’fB_@rSﬁﬂp% DES)
ailq pRERthed. B miohll ddids hhud RS Shaisd seheomniatiasiucture 224
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@é)?%] Certain properties or restrictions associ
106 {®Inessapiad msing riplet BEBY desiypt anth demdhurese dieé eethposed
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Yo & Ko AR elBhir} dit ¥ ey wil appeer

toehde odginajedinradhe maRigRMBUBE 2628, ARA- rellbRe th@¥omposed
nobi ce, 100 may receive

i.ncl ude, whet her I Vi ce,
m&ﬁ%ﬁ?}&ﬁ 2 MesERge S%W&ﬁgégﬁ%%ly@gy- M ni num encryption

@ﬁé si zes, whether outgoing nmessages nust be encrypted
(09481 or si @ﬁ@éln RiRpeNiast orgiestisiipas associatedswithineessages that are

58 $86E e S b BB b Bl Ph Bt b B (€ by an
administrator in accordance with T policy) and enforced by message
management server 272. These may include whether mobile device 100 may
receive encrypted and/or signed messages, minimum encryption key sizes,
whether outgoing messages must be encrypted and/or signed, and whether
copies of all secure messages sent ffom mobile device 100 are to be sent to a
pre-defined copy address, for example.

[0049] Message management server 272 may also be adapted to provide
other control functions, such as only pushing certain message information or pre-
defined portions (e.g. “blocks”) of a message stored on message server 268 to
mobile device 100. For example, when a message is initially retrieved by mobile
device 100 from message server 268, message management server 272 is
adapted to push only the first part of a message to mobile device 100, with the



[ 0049] Message nmanagenent server 272 may al so be

adapted to provide other control functions, such as
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defined portions (e.g. "blocks") of a nessage stored

on nessage server 268 to nobile device 100. For

exanpl e, when a nessage is initially retrieved by

nobi | e device 100 from nessage server 268, nessage

managenent server 272 is adapygd to push only the

first part of a nessage to nobile device 100, wth

thepart being of a pre-defined size (e.g. 2 KB). The

m@!érbemoi agpnedefined sizen(eeg o KB)e TiRs 886 cah $héle request more of
[ l.ar - si zed, h] ocks by nessage

@85?5&? @e$%$fe"§9rfdt B &6 ar@'@éivgl@ékqm n\@@@@wmanagement

SOTVenZr TAIIDHE ARR00, TSeIBRY 0B S adha Sy BiPidefined message
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ethenpesoureeme or all of the functions associated with
nmessage managenent server 272 may be integrated with
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HeBEE38 SORR 20T 8 e pihcoexien br LANG Puriheemore, LAN 250

Playdompid mli Bat

ar?lélrpi Mul lI{:N‘F}dpufrnpotsﬁ)zé]I‘nﬁegsesra g@ rﬂ%ﬁéﬁié'ﬁxt e%%wgﬁgﬁn r{%?g@%ay in variant
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e-mai | nmessage not requiring encoding, Secure/M Me

(09521 VE) , b semeiembodintdmts MbdEriEAOhSeM ceﬁ‘%ﬁa?& Hflsed in the
QR%%Egm ni cation of encoded nessa es (i.e.

Oﬁiﬁddﬁ%ﬁ%ﬁ §HEh as e-mail messages, that are encrypted
and/or signed. While Simple Mail Transfer Protocol (SMTP), RFC822 headers,

and Multipurpose Internet Mail Extensions (MIME) body parts may be used to
define the format of a typical e-mail message not requiring encoding,
Secure/MIME (S/MIME), a version of the MIME protocol, may be used in the
communication of encoded_ messages (i.e. in secure messaging applications).
S/MIME enables end-to-end authentication and confidentiality, and provides data
integrity and privacy from the time an originator of a message sends a message
until it is decoded and read by the message recipient. In other embodiments of
described herein, other standards and protocols may be employed to facilitate
secure message communication, such as Pretty Good Privacy™ (PGP) and

variants of PGP such as OpenPGP, for example. It will be understood that



S/ M ME enabl es end-to-end aut hentication and

confidentiality, and provides data integrity and
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a nmessage until it is decoded and read by the nessage

recipient. In other enbodi nents of described herein,

ot her standards and protocols may be enployed to

facilitate secure nmessage conmuni cation, such as

Pretty Good Privacy(tm (PGE’)ZOa_nd vari ants of PGP such

as OpenPGP, for exanple. It will be understood

thatwhere reference is generally made to "PGP" herein,
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key dnformation ipshargtde key. Alternatively, in sone

encodi ng techni ques, .a one-tinme session key is

[0eb4} at ed Famceﬁqmude,t ibaeseodgpvishes toadyndad P{mssagea@a, recipient in
typically w a symmetric.encryption technique (e.g. .
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dalethe?Chel dtiry Stel R r8cipWnts. Srivd ey, K ively, i
encryption al g%?i ?ﬂ*ﬂ?ﬁrﬁ}’é@@&%&ty}@n&ﬁl @'H@é%#e?heﬁﬁglénatwely, n
s@se wncedingnteghnisiueg, ehene-diceisension key isapen&mjed Bmel used to
r ' an, t.h be, used to.decrypt .th .
SRS 0h A ndBbcB 90,5 ST GBS EFRbib Gectmiaue
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used to decrypt the nessage. Qther encryption )
Keyderg - Ml ablia ki enenintioneigodthppseel apiRSAwmVHieh can then be
; i : y . ch of

5008 0 L8l TR e YRl el Qo BREde o ke can
thende usdéchto Hetybetirinessagelbodgc it mersafe header may be used
to specify the particular encryption scheme that must be used fo decrypt the
message. Other encryption techniques based on public key cryptography may
be used in variant implementations. However, in each of these cases, only the
recipient’s private key may be used to facilitate successful decryption of the

message, and in this way, the confidentiality of messages can be maintained.

[0055] As a further example, a sender may sign a message using a digital
signature, A digital signature is a digest of the message (e.g. a hash of the
message) encoded using the sender’s private key, which can then be appended
fo the outgoing message. To verify the digital signature of the message when
received, the recipient uses the same technique as the sender (e.g. using the
same standard hash algorithm) to obtain a digest of the received message. The



message, and in this way, the confidentiality of

nmessages can be maintained. [0055] As a further
wex@apke73 a sender nmay sign a nmessage using a BOTCA2005/001664

signature. A digital signature is a digest of the

nmessage (e.g. a hash of the nmessage) encoded using the

sender's private key, which can then be appended to

t he outgoing nessage. To verify the digital signature

of the message when receivedp4t.he recipient uses the

same techni que as the sender (e.g. using the sane

standard hash algorithm to obtain a digest of the
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[0057] In PGP-based systems, a PGP key is used, which is like a
certificate in that it contains public information including a public key and
information on the key holder or owner. Unlike S/MIME certificates, however,
PGP keys are not generally issued by a certificate authority, and the leve! of trust
in the authenticity of a PGP key typically requires verifying that a trusted
individual has vouched for the authenticity of a given PGP key. |

[0058] Standard e-mail security protocols typically facilitate secure
message transmission between non-mobile computing devices (e.g. computers
262a, 262b of FIG. 4; remote desktop devices). In order that signed messages
received from senders may be read from mobile device 100 and that encrypted



information on the key holder or owner. Unlike S/M ME
certificates, however, PGP keys are not generally
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trust in the authenticity of a PGP key typically
requires verifying that a trusted individual has
vouched for the authenticity of a given PGP key.
[0058] Standard e-nmmil security protocols typically
facilitate secure nessage2fransm ssi on between
non- nobi | e conputi ng devices (e.g. conputers 262a,
262b of FIG 4; renote desktop devices). In order that
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sources may be private (e.g. dedi cated for use wt
and/%rnmbggrdez/masmg omopikeideyicent§O) e¥heee lcsdificate awrces may

{
ve PAFEEL 4 AP GTTL A Sufé bl may reside
Iocaliyrmerermbtely andepayecactatsidie fe within %ﬁpwgah&a'ﬁb@s rivate
servers 280 associated with t

netwgy gﬁ'?argyggﬁheégtaﬂ@eforﬁommme@ pkih es@xe@pb shown in FIG. 4,
multlggéﬁﬂ’ﬂeseﬁ‘v&% 260 WREodlted Rfith! FaUbianR b Ereside on LAN 250.

cat es
PKI servers 280 mclude a CA server 282 for issuing S/MIME certificates, an
LDAP server 284 used to search for and download S/MIME certificates and/or
PGP keys (e.g. for individuals within the organization), and an OCSP server 286

used to verify the revocation status of S/IMIME certificates.

[0061] Certificates and/or PGP keys may be retrieved from LDAP server
284 by a user computer 262a, for example, to be downloaded to mobile device
100 via cradle 264. However, in a variant implementation, LDAP server 284 may
be accessed directly (i.e. “over the air” in this context) by mobile device 100, and
mobile device 100 may search for and retrieve individual certificates and PGP
keys through a mobile data server 288. Similarly, mobile data server 288 may be



LDAP server 284 used to search for and downl oad S/ M ME

certificates and/or PGP keys (e.g. for individuals
wowdokiigs2rhe or gani zati on), and an OCSP server PEBCAS®E001664

to verify the revocation status of S/M M

certificates. [0061] Certificates and/ or PGP keys may

be retrieved from LDAP server 284 by a user conputer

262a, for exanple, to be downl oaded to nobil e device

100 via cradle 264. However2 in a variant

I mpl ement at i on LDAP server 584 may be accessed

directly (i.e. "over the air" in this context) by
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Umversal Server, and may be applied in the context of protocols other than PGP
(e.g. in an S/IMIME policy engine).

[0066] A PGP Universal Server 290 is adapted to communicate with a
user's desktop computer (e.g. 262a) and the user's mobile device (e.g. 100 via
message management server 272), and may be further adapted to encrypt
messages and enforce compliance of security reqUirements with respect to
messages being sent by the user, based on policies established by an
administrator, for example. The placement of PGP Universal Server 290 in LAN
250 as shown in FIG. 4 is provided by way of example only, and other
placements and configurations are possible. Depending on the placement of the
PGP Universal Server 290 and the particular configuration of LAN 250 in Which
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communi cate with a user's desktop conputer (e.g. 262a)
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managenent server 272), and may be further adapted to
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requi renments with respect to nessages being sent by

the user, based on policies established by an

adm ni strator, for exanple. ng‘placenent of PGP

Uni versal Server 290 in LAN 250"as shown in FIG 4 is

provi ded by way of exanple only, and other placenents
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the ability to enforce centralized policy based o

[o68] ns andcedrifiglyTePE GARersal Server 290 provides the ability to
enforce centralized policy based on domains and other mechanisms.

[0069] The PGP Universal Server 290 may also be adapted to store,
validate, and otherwise manage PGP keys, and to retrieve PGP keys from
remote key stores when the keys are required to encode (e.g. encrypt and/or
sign) messages. Where requested by a user (e.g. through a PGP dlient

application), PGP Universal Server 290 may also provide stored or retrieved
PGP keys to the user as needed.

[0070] By adopting the use of a policy engine such as that implemented by
a PGP Universal Server 290 as described herein by way of example, much of the
burden associated with processing secure messages (e.g. e-mail), and in



[ 0069] The PGP Universal Server 290 may al so be

adapted to store, validate, and otherw se manage PGP
wheys/1282ml to retrieve PGP keys fromrenpte KepCHCAR@®S/001664

when the keys are required to encode (e.g. encrypt

and/ or sign) nmessages. \Were requested by a user (e.g.

through a PGP client application), PGP Universa

Server 290 may al so provide stored or retrieved PGP

keys to the user as needed. [$$)70] By adopting the use

of a policy engine such as that inplenmented by a PGP

Uni versal Server 290 as described herein by way of

peac o) ble,whh(:dile@idi?ghwhbwrdea?mo) Ggé_tt@dbwit sénﬂlO%@GlSﬂ%W_ t h“éﬂ\d what

secur e nmessage e.g. e-mail), and inparticular, w

SEELTHY ﬁ@cqsﬁag ﬁ%@g%a@@wa% a aReby-sase Lasis, «tan Badransferred to
: i encodi ng should apply on a case-by-case

tﬁg?ﬁééfggﬁh%g transferred to the policy engine. [0071]
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e : ; i
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Mnes eﬁﬂ?w@fﬁ’@rg: s§Adep el iRoM iSten @adgeneypPkthmimessage) on a
ok e_gg;rﬁé e'Bsgagi ng application) residing and
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st a ' engodi : ou [ es:
g8 2 LR fo GRS BRI B et or ot
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that a nessage to be sent  is a "reply" nessage or a
G@%I%%'to FHESERfca §BFUNY ProogtaaresBaRjag pressasesi hased on one
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SpRRIL Syl RO s RoRIRLAANLL, FERAHHESH 0 appiaton
defeginings thetsageessagd doabsmdnt iapal replyt anéssagee o8 ag<forward”
to be sent.. % further exanple,. if the mssaagi ng@e

TIS5FROS: PoiVeRnigs o TPEEsadrRIoVIURY, TRRPURIS DYy Jae user, the
application may suggest to the user that the security encoding used in the
original message should also be applied to the message to be sent. As a further
example, if the messaging application manages a recipient cache, which stores
data that tracks particular security encodings that have been associated with
specific recipients (e.g. it can track which security encoding was used when the
user last sent a message to a particular recipient), the application may suggest to
the user that the same security encoding be used when a subsequent message
is sent to the same recipient, as identified from data is stored in the recipient
cache. The application may also be configured to apply some default security
encoding (e.g. PGP — [Encrypt Ohly]) whenever a security encoding cannot be

determined based on these or other selection algorithms that may be applied.

[0073] In contrast to known systems, in systems that provide for a policy
engine such as a PGP Universal Server 290, the need for users to manually



data that tracks particular security encodi ngs that
have been associated with specific recipients (e.g. it
wa@anetiegaek whi ch security encodi ng was used WheOT/CA2005/001664
user | ast sent a nmessage to a particular recipient),
the application may suggest to the user that the sane
security encodi ng be used when a subsequent nessage is
sent to the sane recipient, as identified fromdata is
stored in the recipient cacbg _The application may
al so be configured to apply sgne default security
encoding (e.g. PGP - [Encrypt Only]) whenever a
desiggnitiat Sasam i : 0
or_ ot heé[rlt sel eg¥ ireglﬁsgilﬂggérqt ?rsq% ﬁg@%ﬁ% %551%& ﬁggggag may be
eljrowasd. n contrast to known systems, in systens that
provide for a policy engine such as a PGP Universa
[@FAfer 29Bmhddimertsdof eysteses sarid> msthdk | dekreibee WBRSIn permit
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degisions. PGP Uni versal Server in one exanple, in the
maki ng of encodi ng-rel ated deci sions. [0075] A general
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epgigedgdisiate the sesurity encagingi neguiteriends faravoinessagameent from

,_@wg re the general nessage encodi ng
tcon | Bg{rﬁﬁ Pgweg'etti ng is set to a value that indicates
the securit ncpdi ng tq be lied to a nmessage

[ds[g’@ from?'? hgnﬁoﬁ'ﬁﬁ:{q eBEvi r?s%gg geneE aipnesHrge ncoding
comfiguration ¥etMy BSet tHd FRGH that ' I :

I@ﬁgge,r i el MSet 1018 AGY thatYinBRERHK tHat 10 s8clity encoding to
be applied to a message sent from the computing device is to be established by
the policy engine, the security encoding would no longer be determined in
accordance with a security encoding selection algorithm (e.g. encodings based
on a previously received message or on data in a recipient cache) as the security
encodings defined by the policy engine will take precedence.

[0077] In another embodiment, where the general message encoding
configuration setting is set to a value that indicates that the security encoding to
be applied to a message sent from the computing device is to be established by
the policy engine, a user is not permitted to override the security encoding that is
to be applied to a message with some other user-selected security encoding, as
the security encodings defined by the policy engine will take precedence.
Furthermore, where the general message encoding configuration setting is set to



accordance with a security encoding sel ection
al gorithm (e.g. encodi ngs based on a previously

WO e@ei1yR2d3 message or on data in a recipient caPtBELA285/001664
the security encodi ngs defined by the policy engine
wi |l take precedence. [0077] In another enbodi nent,
where the general nessage encodi ng configuration
setting is set to a value that indicates that the
security encoding to be appligd.to a nessage sent from
the conputing device is to be established by the
policy engine, a user is not permtted to override the
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identified nessage is to be estab ed b
5513. @pngﬁ@qi naessagerie to be established by the pohcy engine. In one
embodiment, the value of the general message encoding configuration setting
may instead be set to define some specific default security encoding (e.g. PGP
[Encrypt only]), for example. The value of the general message encoding

configuration setting may also be set through IT Policy in a variant embodiment.

[0080] Referring to FIG. 5, a flowchart illustrating steps in a method of
determining a security encoding to be applied to outgoing messages in one
embodiment is shown generally as 300. Further details with respect to various -
steps of method 300 and with respect to features that may be employed in
variant embodiments have been discussed earlier in this specification.



enbodi nent, the value of the general nessage encodi ng

configuration setting nmay instead be set to define
waoove/1s2exi fi ¢ default security encodi ng (e.g. PEERPA2005/001664

[Encrypt only]), for exanple. The value of the genera

nmessage encodi ng configuration setting may al so be set

through I'T Policy in a variant enbodi nent. [0080]

Referring to FIG 5, a flowhart illustrating steps in

a method of determning a segurity encoding to be

applied to outgoing nessages in one enbodi nent is

shown generally as 300. Further details with respect
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[0083] At step 310, a message to he sent to at least one recipient is
identified at the computing device.

[0084] At step 320, it is determined whether a general message encoding
configuration setting at the computing device is set to a value that indicates that

the security encoding to be applied to the identified message is to be established
by a policy engine.

[0085] In one embodiment, the general message encoding configuration
setting is identified as a “Global Default” setting on the computing device, which
can be configured by a user, or possibly through an IT Policy. For example, in a



identified at the conputing device. [0084] At step
320, it is determ ned whether a general nessage

we@rwed282g3 conf i gurati on setting at the conputiPQI/darioseo1664
is set to a value that indicates that the security
encoding to be applied to the identified nessage is to
be established by a policy engine. [0085] In one
enbodi nent, the general nessage encodi ng conflguratlon

. setting is identified as a "4l obal Default" setting on
the conputing device, which Tan be configured by a
user, or possibly through an IT Policy. For exanple,
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relied upon to suggest a security enco
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sepinty emcodinglisito bef%mtmsh[eﬁlbeyl thetpalicy engine, sachiaist y
encodi ng sel ection algorithns may be relied upon to

suggest aegpcuGlobakDefalilig[HEP -aEpeayptjcdrar nmessage
(e.g. encodings based on a previously received message

or on data in @iohai DeﬁmtcmPL Seycand EneH/ptie Bk
val ue of the

Global Default: [PGP — Encrypt Only] or
Global Default: [plain text],

the security encoding selection algorithms may be relied upon to suggest a
security encoding for a particular message (e.g. encodings based on a previously
received message or on data in a recipient cache), and the current value of the
“Global Default” setting may be used to suggest a default security encoding when
one cannot be determined from these selection algorithms, in this embodiment.
It will be understood that different selection algorithms other than those descnbed
herein may be employed in variant implementations.

[0086] In a variant embodiment, the general message encoding
configuration setting may alternatively be provided as an “on/off’ or other
Boolean or multi-state flag, such that when the value of the setting is “on”, this



"d obal Default" setting may be used to suggest a
default security encodi ng when one cannot be

waledenpi2zned from these sel ection al gorithns, iPCT/OAS005/001664
enbodiment. It will be understood that different
sel ection algorithnms other than those described herein
may be enployed in variant inplenmentations. [0086] In
a variant enbodi nent, the general nessage encodi ng
configuration setting may aléérnatively be provi ded as
an "on/of f' or other Bool ean”or nulti-state flag, such
t hat when the value of the setting is "on", thiswould
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[0087] Where the general nessage encodi ng

confi gur ati on REPtYniyessak Bervesnaadiggdvenrise: Josket

tg_a value that indicates that the security encodi ng
[0087be appivheee the gRoeral enesdagedenexiag eohfigtmatibe setting on the
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pERRRYTR et ARk sugfe%tst are to be encoded in a manner specific

to those respective subjects. Other mechanisms to implement different security
encoding policies may be employed.

[0089] In another system embodiment, messages are transmitted via the
policy engine, which directly performs the necessary encoding (e.g. encryption
and/or signing) of messages where required. In this case, policy data typically
stored local to and accessible by the policy engine is queried to determine the
appropriate security encoding for the identified message.

[0090] At step 340, the determined security encoding is applied to the
message identified at step 310. This step may be performed at the computing



policy engine, which directly perforns the necessary

encoding (e.g. encryption and/or signing) of nessages
wobk@ca2s2exiui red. In this case, policy data typPCHICAY005/001664

stored |l ocal to and accessible by the policy engine is

queried to determ ne the appropriate security encodi ng

for the identified nessage. [0090] At step 340, the

determ ned security encoding is applied to the nessage

identified at step 310. This step_may be performed at

t he computi ngdevice or by the policy engine, depending

on the configuration of the particular system
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exenpl ary énbodi nents,” the step of applying a security

ergystigmembodimanisage entails one of the follow ng:

encrypting the nessage, signing the nessage,

enf008dli ng aAd reitephimthis Ispeoifisatione, inaexemglatihembodiments, the step

encyypting nor signing the nessage. [0092], At step .
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include transmission-type media.

[0095] The invention has been described with regard to a number o
embodiments. However, it will be understood by persons skilled in the art tha
other variants and modifications may be made without departing from the scope
of the invention as defined in the claims appended hereto.



bei ng sent by a user of a conputing device, the nethod

conprising the steps of: a) identifying a nessage to
wheoosaes273 0 at | east one recipient; b) determPCHGA2@E/001664

t he conputing device, whether a general nessage

encodi ng configuration setting thereon is set to a

val ue that indicates that the security encoding to be

applied to the identified message is to be established

by a policy engine; c) where 4he general nessage

encodi ng configuration settlng on the conputing device

is set to a value that indicates that the security

%@mggng to be applied to the identified nessage is to
€ established by the policy engine, determning the
securitK encoding to be applied to the |dent|

e ds mpihed qu@@t?frﬁ@"%gw@ s@wmﬁy gding terbe ﬁ@phécgaﬁalqwessage

S SEREo 3,05 P A 45,04135E AR G e steps o

i dent gy i edld@ﬁﬁﬁ,@m‘:‘a nadsbage thmntttblatgeasl’mnedemplefnt;ed
message to whi ch the security encadin

appl i Bd t odetesmining ealsthegprm \éf@?q)ﬂémcg W?‘ef'PF‘é’ ASEABEp! message
of claim 1 C i de a

devi ce remp%@hgme?ﬁ@@rggéh Sé’ectgﬂ u?\f‘e&%@@e@l C%SP%I a, Ve value that
net hod of irldicated thaihtheesecurity e}mobdmg tnberapplied to the |dent|f|ed

inplenented in a P Uni v ? $ 4. The met hod

of clai m 1MeS$AgRES Q:Bﬁﬁrsfaﬁ 'ﬁbe E?é‘ %P%‘ﬁf’yo?ngig?’er ni ni ng

the sgeuri (pheRBqRE! d&\e?él PRsSRIYE ePdodi t&ﬂ"\ﬂg‘dl%ﬂdﬁ k&fling on the
nmessage from a user-sel ected security encodin ere

t he gener alcommged@\n@e)ms set tmafvajueathabrnob %% tlgatothe security

h
hecomt | ng CaRs Seneeigl 10 AVUSANEY s 15 to bo
the identi fés@ébl%ﬁéaaﬂﬁthbspdh@y@ngﬁé &Iéteﬁhmﬁ'lgpmetdmunty encoding

policy engine, 5. met hod of claim 1, further
conpri si ng tehke samileéf tajdberidentifing raessageu byt querying the policy

encodi ng t oﬁ%gggs é‘ﬁ%ﬁ#&’hﬂp BBl ¢ DTERPAAE th the identified

accor dance
message;

d) applying the determined security encoding to the identified
message; and
e) transmitting the identified message to which the security encoding
has been applied to the at least one recipient.

2. The method of claim 1, wherein the policy engine resides on a device remote
from the user’'s computing device.

3. The method of claim 1, wherein the policy engine is implemented in a PGP
Universal Server.

4. The method of claim 1, further comprising the step of determining the security
encoding to be applied to the identified message from a user-selected security
encoding where the general message encoding configuration setting on the



encodi ng sel ection algorithmwhere the general nessage
encodi ng configuration setting on the conputing device

WO 2006028238t t 0 a val ue that indicates that thePCGECARINEN0O1664
encoding to be applied to the identified nessage is to
be established by the policy engine. 6. The nethod of
claimb5, wherein the identified nessage is derived
froma nmessage previously received by the user, and
wherein the security encoding ¢l ection algorithm
requires that the sane security encoding to be applied
to the identified nessage as the security encodi ng

Tophpiehot devide igBesaa 9o @{@4&9 g%tm&ei%@s"tf\%t e éé&r% encoding to

yser. 7. The nmethod of claimb, rern the securl
&ecarplied todhe ddendifiedigessagemisrie i established hyhthe policy engine.

security encoding to be applied to the nessage. be

t ' ‘ t identity. of, one or e of the

! PRl S DRy E O b8 12 %S b B ain e securty
emncodingdto beeappittad bk igbalifed mdsdbhBah KRBARIdLFith a security
the ste f determ ning the security encoding to be

WEE@O %@ﬂe‘mn pwenthmivhieradbe eﬁ@@erafdmesaﬂgaae?mo:mg lcoafiguration
SREd | encoding i gyr as,@a ul t.

secur%z t°§' gﬁggmt@g el‘g%o‘%'pu y %eé @e\?i i%‘uﬁln&ag "i“ﬁf@ates that the
geauritt emuxting o bacappiiag todhé igentibianessidd RAoWE ESRIbIshed by

nput.ing device is not set to a value that indicates
3ﬁ3tp°§'%898'@§ri ty encoding to be applied to the
identified nessage is to be established by the policy

@10Tne. methatfef BMCS, aindibfl MeliddfEal HebbiadP'diREd from a

of a security encodin e nessage conpr

dnesage Pravieusly Heceived f*@beihSiLwif.ngnﬂ M?Wa@@:secyrity encoding
[ n nessage; neither encrypting,

ot Aa i Relinal e SAER HeonBl roediag i P appled to the

itlentiflen friesssgoTIe! hHedsstRMitf nicsd i ﬁ%g i

co ,utﬁgr; ﬁ nobi | e devi ce.ylf Amggan%{egﬁoﬁg%a gage previously

fearyRA BYJReWseER a plurality of instructions are

stored, the instructions for perform ng. a nethod of

t : i ' ' applied to,a,. .
s aneumelifod of afaih) oY yAIGEH B SRelnCBRiTie idton aigorithm
deguiiesi that tbeaecutity encoding to be applied to the message be determined

based on the identity of one or more of the at least one recipient and the data in
a recipient cache.

8. The method of claim 1, further comprising the step of determining the security
encoding to be applied to the identified message in accordance with a specific
security encoding configured as a default security encoding at the computing
device where the general message encoding configuration setting on the
computing device is not set toa value that indicates that the security encoding to
be applied to the identified message is to be established by the policy engine. -

9. The method of claim 1, wherein the applying of a security encoding for the
message comprises one of: encrypting the message; signing the message;
encrypting and signing the message; neither encrypting nor signing the message.



12. A systemfor determining a security encoding to be
applied to a nessage being sent by a user of a
wa@oovpaes2nyy devi ce, wherein the system conpri sSeBCHCA2005/001664
pol i cy engi ne connected to the conputing device, and
wherein the steps of the nmethod as clainmed in claiml
are perforned by the system 13. The system of claim
12, wherein the policy engine resides on a device
renote fromthe user's conputing device. 14. The
system of claim 12, wherein thg,policy engine is
i npl emented in a PG Universal Server. 15. The system
of claim 12, wherein steps d) and e) of the nethod are

perflriedmeshddhef ¢lail dy weBEsimehe computing device is one of: a desktop
computer; a mobile device.

11. A computer-readable medium upon which a plurality of instructions are
stored, the instructions for performing a method of determining a security

encoding to be applied to a message being sent by a user of a computing device
as claimed in claim 1.

12. A system for determining a security encoding to be applied to a message
being sent by a user of a computing device, wherein the system comprises a
policy engine connected to the computing device, and wherein the steps of the
method as claimed in claim 1 are performed by the system.

13. The system of claim 12, wherein the policy engine resides on a device
remote from the user’s computing device.

14. The system of claim 12, wherein the policy éngine is implemented in a PGP
Universal Server.

16. The system of claim 12, wherein steps d) and e) of the method are
performed by the policy engine.



