WO 02! 01512 PCT/ EFO1/ 0711124, -LEC 2004 1 Use of conmunication equi pment aqngﬁgd8 gor aut henti cating an
item unit and systemfor aut%entlcatlng itenms, and authentication device iel'd of anéNMﬂp mThe I nvention

isinthe field of the authentication of itens, specifically of docunents, in particular of securlty
docunents. It concerns a particular use of comunication equi pnment, a nethod and a unit for authenticating
itens in accordance with the independent clainms. Itens o be authenticated, in particular security
docunents, are provided with specific security features or markings which are difficult to obtain or to
produce, in order to confer the item resistance against counterfeiting. Said security features or markings
can have particul ar. physical or chem cal properties, such as to allow their interrogation with the help of
correspondi ng defecting equi pment. Such properties include: particular spectral absorption features in the
optical range (200 nm- 2500 nm wavel ength) of the electro net ?c spectruny |um nescence (fluorescence,
phosphor escence) M the ¥ OAHQQWW%ﬂ4¢§?hﬁQGEQW4Emen¢ %éhpdkﬁquaﬁth¢m¢ﬁgﬁ#qng(ﬁn(z 5m-- 1 rani

wavel ength) ; mcrowave and r frequencg onang, tlc magnetic and dielectric
properties. Said security dhﬁﬁ%ﬁ§§ﬂ% ns¥%¥ et fbr %E miﬁﬁﬁ?t%F Tfuf fornatlon whi ch may be coded or
not. The neani ng of thesgitddEdSt O WMiedDdhe skilled in the art. WO 02/ 01517 PCT/ EP01/ 07111 2 4 DEC 2004
2 Said security features or markings can be part of the item

Field of inventicon

The invention is in the field of the authentication of items,
specifically of documents, in particular of security documents.
It concerns a particular use of commnication equipment, a
method and a unit for authenticating items in accordance with

the independent claims.

Items to be authenticated, in particular security documents, are
provided with specific security features or markings which are
difficult to obtain or to producs, in order to confer the item
resistance against counterfeiting. Said secuéity featuzres or
markings can have particular physical or chemical properties,
such as to allow their interrogation with the help of
corresponding detecting-eqﬁipment. Such properties include:
particular spectral abscrption features in the optical range
(200 nm - 2500 mm wavelength) of the'electromagnetic spectrum;
luminescence {(fluorescence, phosphorescence) in the UV - visible
~ IR range; mid-, long-, and Very-Far-IR absorption (2.5 pm - 1
mm wavelength) ; microwave and radio-frequency rescnance; as well
as particular magnetic and dielectric properties. Said security
s markings can furthermore be designed to carry information, which

may be coded or not. The meaning of these terms is known to the

skilled in the art.



itself (e.g. ingredients of a security paper or nolded into the plastic of a card), or affixed to it via
foils, inks, toners or coat?Ags3iParticularly interesting in the context oPCTR&%i7ésent invention are

i nk-based security features, which are applied to the itemvia a printing process, srz& as intaglio-,

| etterpress- , offset-, screen-, gravure-, flexographic, ink-jet, or solid- ink print{r £L2mhe security
feature can also be contained in an electrostatic or magnetic toner conposition, and applied to the
docunent. by laser printing. Alternatively, the security“eature can be contained in a protective
over-coating- conposition,. applied to the security article via any of the known coating techniques .
Security features .on iteé&®md sacpaitiycfeart s ecumnidnkidgsument e @mie adt udld y+expl oited by the issuing'
authorities and their Ilegal representatives.E. g. emtted cyrrency is regularly recycled and>processed by
the central banks which @eﬁglgeoﬂ- SPEERALEHEF Mg SHERE 1Sor BERFRRY Awdvest i8&0 Fdeequi prent; passports,

driving licenses and ide%ﬁ%&¥i9°8§”§”%§r@2§ %%e%%%QXeBYtbhﬁtp%ﬁhpﬁkﬁ?%%tQEm%PSEgﬁ?%%t grities; credit cards,

access cards and val ued®papers are check orensic serviceées in case of Torg F& suspi+ci on; and

branded goods are checkedohyihhie. pepwiissiiendns iokecrhethngndnowher atrdexcheehp phcpakii cul arly designed
detecting equi pnent. The . "man in the street” must generally rely on his five senses to authenticate an item
based on the article's o+8VERSERTrfkg 1lp&abases s§GeR1a¥ fRatuxes:| whicina@rehappdikdctor egi ster of an

decper oxam nat i on Wb 02/ BEsT5oPCH EPOLPOTETFEE §TBER 3008 " caY B8 FOPOr d b EFPERE el p of Simple
t echni cal neans, such . offset-, screen-, gravure-, flexographic, ink-jet, or solid-
| ink printing. The security feature can also be contained in an
electrostatic or magnetic toner compositicn, and applied to the
cdocument by laser printing. Alternatively, the security featurs
can be contained in a protective over-coating composition,
applied to the security.article via any of the known coating

techniques.

Security features on items, in particular on security documents,
are actually exploited by the issuing authorities and their
lsgal representatives. E.g. emitted currency is regulazrly
recycled and processed by the central banks which ths help of

. specialized high-gpeed sorting and authenticating equipment;
passports, drivimg licenses and identity docﬁments are checked
by the police and the custem aﬁthorities; credit cards, access
cards and valued papers are checked by forensic services in the
case of forgery suspicion; and branded goods are checked by the
commissioners of the brand owner with the help of particularly

designed detecting equipment.

The “man in the street” must generally rely on his five senses
to autﬁenticate an itém, baged on the article’s overt security
features, such as the tactility and the perfect register of an
intaglio printing, the stiffness of banknote paper, the color

shift of an optically variable ink, etc.. A deeper examination



as a portable UV light. source. There is, however, in sone cases a need for field-checking the authenticity
of determined itenms at a se¥@Pitypil evel such as would normally only be avafdsbfE/Matizan i ssuing authority's

or a brand owner's facility. Such need arises particularly in the domains of branded goods and custom

i ssues, where brand owner's or state's conm ssioners nust check the authenticity of b&gﬁ@EQMQbels, t ax

mar ks, banderoles etc. No sinple and versatile technical solution exists to solve this task. Qbject of the

invention It is an obj ect of the present invention to pBovide a nmethod and correspondi ng equi pnent for the
field authentication of itens, in particular security docunents, at advanced security levels wth the help

of state-of-the-art techrjzealbeCperEB-aRld o0 tieats heSyi dfmethpd-andcaayidaTentake easy and al nost everywhere
to use, versatile, highly reliable and conpatible with proven technical standards. Description of the

i nvention The invention, aclieparteliley Wepighdd sowr@egure 1, is based on the idea to use w dely distributed
mobi | e communi cati on equi pnent for authenticating and tracking security products. The nobile termnal is a
conponent of a gl-obal system it interacts with any kind of authenticity data captors and comrunicates with

a renmpte server in a usermtirbend| YhapdvseCuns Ware( @agesusi Agea YHR pratecehhqkiMQ £2401512 PCT/ EPO1/ 07111 2
i ¢

The authenticity data captors (detectors) are connected: to the nobile termnal Using either a: - wire plug

to a port, - short rangeabgéestichky(efgdeBeuntosthiormat Abra| secponey lewmdlostekhasl ogy)
would normally only be available at an issuing authorxity’s or a
brand owner’s facility. Such need arises particularly in the
domains of branded goods and custom issues, where brand owner’s
or state’s commissioners must check the authenticity of brand
labels, tax marks, banderoles etc. No simple and versatile

technical solution exists to =zolve this task.
Object of the invention

It is an object of the prssent invention to provide a method and
corresponding equipment for the field éuthentication of items,
in particular security documents, at advanced security levels
with the help of state-ocf-the-art techmnical communication means.
Said method and equipment are easy and almost everywhere to use,
versatile, highly reliable and compatible with proven technical

standards.
Description of the invention

The invertion, schematically depicted in Figure 1, is based on
the idea to use widely distributed mobile communication

equipmeﬁt for authenticating and tracking security products.

The mobile terminal is a component of a global sgystem, it
interacts with any kind of authenticity data captors and
communicates with a remote server in a user-friendly and secure

way (e.g. using a WAP protocol).



short range infrared link (e.g. IrDA technol ogy) . DEC 2004 The nobile term nal receives a nunerical signal

fromthe authenticity dat &eaptBiz (authenticating device), the |atter may phemebyohe either: - an

el ectromagnetic radi ati on detector, - a scanner (for visible or invisible barcodes or marks) - a CCD or CMOS
canera, - a nmagnetic property detector, - etc.. The authentication of an itemis st gggtg@? and achi eved by
the infrastructure of the nobile term nal which supports smart-card (e.g. Java Carg?' applicati ons.

The aut hentication prograns which process the signals of4$the data captor, which may be e.g. a scanner or a
canmera, may be downl oaded froma renote server. The tracking and data retrieval of an itemis achieved with

the help of a renote server and initiated fromthe nobile terminal. The nobile termnal receives nunerical
data fromthe captor device, pre-treats this data if necessary, and then either perforns a | ocal

aut henti cati on oper ati onThespighesrilcdddedlaip FRRIfEnd deTagtcaned dura, cameciiadermattiheel y, sends the captor

data to a central server _for reppte .authenticati, tracki ng. WO 02/ 01512 PCT/EP01/07111 2 4 DEC 2C4 The
invention is thus based gﬁ%f%g E%gguF%huéﬁiiﬂgmﬁégh%ylaévaiIable nobi | e conmuni cati on equi pnent., such as

mobi | e phones or handheld ¢OMPYWELS & §ChHhHeRLC organi zers, etc., which are provided with access to a
nobi |l e wi de area tel ephone network (MAN? , as the interrogating neans for authenticating itens, in

particul ar security documemisortTheaas heagiicaling (ewyceBisetbethbyrebther Idkegsaéed into the comunication
equi pnment, such that the user, does not_need to carry with hinself additional
radio technology)

- short range infrared link (e.g. IrDA technology).

The mobile terminal receives a numerical signal from the
authenticity data captor {authenticating device), the latter may
hereby be either:

- an electromagnetic radiation detector,

- a meanner {for visible or invisible barcodss or marks),

a CCD orxr CMOS camers,

a magnetic property detector,

- etc..

Tﬁe authentication of an item is stand-alone and achieved.by the
infrastructure of the mobile Eérminal which supperts smart-card
;e.g. Javé'Car&) Based applications. The authentication programs
which procesé the signals of the data captor, which may be e.g.

a scanner or a camera, may be downloaded from a remote server.

The tracking and data retrieval of an item is achieved with the
help of a remote server and initiated from the mobile terminal.
The mobile terminal receives mumerical data from the captﬁr
device, pre-treats this.data if necessary, and then either
performs a local authentication operation, using downloaded
program and reference data, or, azlternatively, sends the captor

data to a central server for remote authentication or tracking.



pi eces of equipnent, for authenticating said item or contained in a hardware accessory to the conmunication
equipnent. In the latter E43&MFHe hardware accessory may be |inked to th@CigBwaiiidat i on equi pment eit her
by wire, or by a radio (mcrowave) link, or by an optical (infrared) link. An aspect of the invention
consists therefore in using at | east one existing capability of nobile comrunication ﬁquﬁ ent for
authenticating an item in particular a security docunent, in conjunction with an authenti cat'ing device
conprised in said conmunication equi pnent or connected $o it. Said capability refers noteworthy to the
nobi | e conmmuni cati on equi pnent's data processing and storage capabilities, its data transfer capabilities,
its user-interface capabtThétigsentisnmehthes basedfanethapabikhi tbesseagemeril its power supply. According
to the invention,/ at |east one element of this group is functionally connectable with an authenticating

devi ce. Mobile phones andVadthaprleonpaleatPEHUBHER pheRt SEoHPFRERE, Fetlvwed tTPbie hdi@@=dat a processi ng and

st orage conponents; said_..c S iople L0 - equl prent:;' s fi hardware, and in part
as exchangeabl e ﬂDduIes,Qédtﬂyggggék$gﬁsug§€3’2%?%§?r%$l€ﬁé£$$§%£ggiig%?%lsgﬂh¥%57%§%1/07111 2,4 DEL 2004 6
Mobi | e phones and ot her soswldidalith £auepsend armobile thbdandesa egul Ppeshaviddrwsmuni cati on hardware and

correspondi ng software to support data transfer via the nobile phone's intrinsic comunication capability
over a nobile tel ephone HENor ka$ TRAKT) inGpTEPonbly d8edhe Phormutherbieoting Hansk Mth a renote server and

to exchange data with it e ata transf ndar i nel ., SSM (G obal System for Mbile
comuni cations) 9.6 kblépa%éiéﬁﬂag é@Curltﬁ §5c&$££93,dfhe éﬁLﬁgﬁklég%lég éév1ce i3
heraby either integrated into thes communication equipment, such

that the user does not need to carry with himself additional
pieces cof eqﬁipment for authenticating said item, or contained
in a hardware accessory to the communication equipment. In the
latter case, the hardware accessory may be ligked to the
communication equipment either by wirs, or by a radio

{microwave) link, or by an optical (infrared) link.

An aspect of the invention consists therefors in usiﬁg at least
one existing capability of mobile communication egquipment for
authenticating an item, in particular a security document, in
conjunction with an authenticating device comprised in said
communication equipment or connected to it. Said capability
refers noteworthy to the mobile communication equipment’s data
proceséing and storags capabilities, its data transfer
capabilities, its user-interface capabilities, its machine
interface capabilities, as well as its power supply. According
to the invention, at least one element of this group is

functionally cornectable with an authenticating device.

Mobile ﬁhones and other communication equipment comprise
noteworthy on-board data processing and storage components; said
components are implemented in part as the equipment’s fixed
hardware, and in part as exchangeable modules, such as SIM ox

Java cards, or the like.



EDGE (Enhanced Data rate for GSM Evol ution) up to 120. kb/s GPRS (d obal Packet Radi o System) between 53.4
and 144 kb/s UMTIS (Uni ver$2192f5H21 e Tel econmuni cati ons Systen) 384 kb/s, iFTBUWUOHHg 2Mo/s. Mobil e phones
and ot her conmuni cati on equi prent have al so user- interface capabilities, enabling the equpnent to receive
instructions via a keyboard input, to display visual information via a display panel, Zto @aﬁ“ﬂwe sound via a
m crophone, and to display sound via a | oudspeaker. Mbile phones and ot her conmuni cati on equi pnent have
finally machine-interface capabilities, enabling the: comunication equipnent to exchange. data w th other
equi pnent via a wire connector, or via a |local-area-network (LAN) using a radio-link or an optical
(infrared, 1rDA) link. MoldldempHandntaidcitinet hodtmeraitdteini cadihymeteyi £e= of uttiesrm@ngruni cat i on equi pnent,

the itens conprise correspaonding nmarkings. In particular, said markings may be printed featutes or coatings
whi ch absorb and/ or traﬁ%ﬁﬁ%ﬂ% P FIFERCHyLOR 2 Q%gﬁt?%%1¢?EF%é§9¥§9¥ﬁ FHe-¥rfhuni cat i on equi pnent .

The authenticating devEQ@shﬁggﬁ?%hfigéfﬁiéﬁéﬁﬁrtJEérgﬁgxﬁggaig Sien WG, 02401512 PCT/ EPO1/ 07111 2 4 LEA 7

marking to interrogati on and ormation contained in thé marking. Said response of the

mar ki ng, whi ch serves . fcommund caautdrentdeeti ity i svartzewarkihle anell ephdne sietwstlan(wddd physi cal

characteristics, such as_g spectrally selective absorption _of e]ectromagnetic radiation, or a spectrally
i%&km%% Ny

sel ective enission of &Pt 6REGHAY Chadion £ SRy 2 SIRMABE SHEVehot her neasur abl e
elngggirieg or magnetic charpacter ie%%bfa%ge?tcﬁaté Q\ritﬁ?cﬁ_@.d gshance, dhe ymrding can al.so carry information,
© include:

-~ GSM (Global System for Mobile communications) 9.6 kb/s

- EDGE (Enhanced Data rate for GSM Evolution) up to 120 kb/s

- GPRS (Global Packet Radio System} between 53.4 and 144 kb/s

- UMTS (Universal Mobile Telecomrmmnicaticons System) 384 kb/é, in

building 2Mb/s.

Mobile phones and other commmication equipment have also user-
interface capabilities, enabling the equipment to receive
instructions via a keybeoard input, to display visual information
via a display panel, to capturs sound via a microphene, and to

display sound via a loudspeaker.

Mobile phones and other communication equipment have finally
machine-interface capabilities, emabling thé communication
equipment to exchange data with other equipment via a wire
connector, or via a local-area-network (LAN) using a radio-link

or an optical (infrared, IrDa) link.

In order to interact with the authenticating device of the
commuinication equipment, the items comprise corresponding
markings. In particular, said markings may be printed features
or coatings which absorb and/or transform energy provided by
the authenticating device of the communication equipment. The

authenticating device is enabled to detect the response of the



by said. physical characteristics, and readable accordingly. Said information can either be represented by a
particular 1ocal distributi®H f%ndom or deterninistic, of said physical ‘H&FRPEAstics on the item
carrying the marking (localized information storage) , or by a particul ar conbinati on of4 8ai ¢, physi cal
characteristics with further physical characteristics (non-localized information storage), or by a

conbi nati on of both. Said markings nmay noteworthy conprise a particle or flake material, being printed such
as to result in a characteristic, random] ocal particle7or flake distribution pattern over a given surface
area, which can be read and authenticated by the authenticating device, and which confers the itema
particular identity. Detactimyp ob iesponsgasignahisdissued byadatdemankbmgabhosaid item and/ or reading of
the | ocal and/or “non-local_information contﬁlned in said marking is carried out by the authenticating

devi ce conprised in, con&ttEdEd,*Br LPPRBEL0%t he communi cation equi pment and/or, in the case of a visible
el ectromagnetic radi ati on response, also by the blank eye. WO 92/01512 PCT/ EF01/ 07111 24 DEC 2004 8 According
to an inportant aspect of the invention, the intrinsic capabilities of conmunication equipnment are used for
aut henti cating sai d mar Kiaigl aresponse t @i titemamkiag | ovhigyuwsemens fias hoseworthy the capability of on-board

data processing and storage and the capability of .communicating, i,e. _exchanging data with renote data
processing and storage FHEFHHIRACLPR: hh3 ?ﬂ?%ﬁ%?ﬁﬁ?éﬂﬁ$:Féaé%g?MDl?§E%§c%faLéhyéaq erfaces, allow ng for

data. input by the user,cand dQy0al fog OULRUL Dy 4 NS &OIFRINIF Add PO-EHYE PIBMS rption of

electromagnetic radiation, or a spectrally selective emission of
electromagnetic radiation in response to an energy supply, or
another measurable elsckric or magnetic characteristics, etc. In
second instance the marking can also carry information, embodied
by said physical characteristics, and readable accordingly. Said
informaticn can either be represented.by a particular local
distribution, random or deterministic, of said physical
characteristics on the item carrying the marking (localized
information storage), or by & particular combination of gaid
physical characteristics with further physical characteristics
{(non-localized information storage}, or by a combination oif

both.

Said markings may noteworthy comprise a particle or flake
_material, being printed sﬁch as to result in a characteristic,
random local particle or flake distribution pattern over a giveh
surface area, which can be read and authenticated by the
authenticating device, and which confers the item a particular

identity.

Detection of respomse signals issued by said marking on said
item and/or reading of the local and/or non-local infcrmation
contained in gaid warking is carried out by the authenticating
device comprised in, comnected to, or limked to the
communication equipment and/or, in the case of a visible

electromagnetic radiation response, also by the blank eye.



According to an enbodi nent_of the invention, the on-board data processing and storage capability of the
communi cation equi prent | ¥UEEd0 perform the authenticating function | ocBETEFOYOTEL to authenticate the
item based on signals or data furnished by the authenticating device. Said data proqﬁ§gtpﬂmgnd st orage
capability is hereby used to support an authenticating algorithm which nay be contai'ned i menory, device
of the communi cation equi pnment, such as a Java card. Said authenticating algorithmmy hereby either be
physically | oaded into the comruni cati on equi pnent in thd form of a solid-state device containing it, or
alternatively be downl oaded froma server via a tel ephone link. The result of the Ilocally perforned

aut henti cating operation is subsequently displayed by the communi cati on equi pnent, or, alternatively, by
the authenticating devi xt er nal connected or lLinked ta {t. According to a second variant *of the

i nvention, the connuni?gFﬁﬁésggﬁa%¥lﬁpylgpoF 5nboﬁﬁﬁﬁ9ga??o Eeq&FﬁﬁBﬁ%Oﬁs gg@leEBIEﬁFForn1the

aut henticating function cipshi BBl &3PbaCBommIhIRAL S0l c8at BmbHENESBedsBY £he authenticating device are WO
02/ 01512 PCT/EPO1/07111 7 4 W 2004 9 transmtted, after appropriate pre-processing, by the conmmunication

equi pment to a renote sé&WErewohprtthagsabdongrkangr efefandeltiara Basmyunicprbeorssor, as well as said
aut henti cati ng aIgoritQ§1 .The reﬁglt ofhthergﬁtheqticati g ogera%ion | S érgnsnitted back to the
communi cation equi prent SHHHEETH £35 LRHSEGE ¥I§‘8i§3?%§ H1CEi PhePREORRe dRfruni cati on equi prent, or

alternatively, by the a@iﬂ&@iﬂégﬁq{%r@n@e&@@a@t@mathas cafQPNect§dolr chiikgd-d0i g, fcgordingly,. the
invention provides a nethod for t aut hentication of anitem 1n particular a security docunent,,
' exchanging data with remote data processing and storage
facilities. It has furthermore at least two types of user
interfaces, allowing for data input by the user, and for data

output by the communication egquipment.

According to an embodiment of the invention, the on-board data
processing and storage capability of the commmication equipment

=

is used to periform the authenticating function locally, i.e. to
authenticate the item, based on signals or dakta furnished by the

authenticating device.

Said data processing and storage capability is hersby ussed to
support an authenticating algorithm, which may be contained im a
memory. device of the communication equipment, such as a Java
card. Said authenticating algorithm may hereby either be
physically loaded into the communication equipment in the form
of a solid-state device containing it, or altermatively be
downloaded from a server via a telephone link. The result of the
locally performed authenticating operation is subsequently
displayed by the commmnication equipment, or, alterﬁatively, by

the authenticating device externally connected or linked to it.

According to a second variant of the invention, the
communicating capability of the communication equipment is used
to perform the authenticating function at a remote place.

Signals or data furnished by the authenticating device are



carrying at |least-, one marking, with the help of a nobile comunication device coupled to an authenticating
device, said nethod conpri%¥PAgd¥Bke steps of: (a) optionally exposing the nBfKERY/%7dliacti vation or
interrogating energy, i.e. electromagnetic radiation and/or electric or nagnetic fields_produced or used by
said authenticating device conprised in, or connected to, or |inked to said Connuni&étMﬁhmHevice; (b)
detecting, wth the help of a detector conprised in said authenticating device, an authenticating signal,
i.e. electromagnetic radiation and/or electric or magnetd ¢ characteristics produced by the marking in
response to said interrogating energy; (c) authenticating said detected response signal in said

conmmuni cati on device,. prefarsailtyedsi agtihe adatramyricaes sine- praied silrer ags, hdtedwar e of the device, conbi ned
with a specifically designed authenticating algorithminplemented on said data processing hardware. In a
first enbodi nent of the MEXHHELCEREORDFAMEPEERRINT & TGO T RSy KaRprei Y HIeFessi iy and data st orage

reans are used W0 02101512 ECIERONLALIALT 4 DEC2AAAD Lo Rerhonin salch aueniicatiyon | ocal ly, wher cby at

| east part of said. authenticating algoritHtm be ert Her downl oa conmunifcati on. device via a

tel ephone link, or, altesiacriely. Thaseekedt aifo tie ianttketiounioly ageamivrclisp, a Java-card, etc.. Said
met hod conprises thus the steps of: ti) optionally downl oading a nmeasuring _and/or authenticating algorithm

froma renote server or &¥2d&radthadebrfkotehéhfe FOFYUEE Sl MEIETEsIuMmbeRs df idevi ce;
subsaquently displayed, either by the communication egquipment,
oxr, altermatively, by the authenticating device externally

- connected or linked to it.

Accordingly, the invention provides a method for the
authentication of an item, in particular a security document,
carrying at least one marking, with the help of a mebile
communication device couplsd to an authenticating dsvice, said
method comprising the steps of:

(a) optionally exposing the marking to activation or
interrogating energy, i.e. electromagnetic radiation and/or
electric or magnetic fields produced or used by said
authenticating device comprised in, or connactsd to, or
lirnked to said communication device:

(b) detecting, with the help of a dekector comprised in said
authenticating device, an authenticating signal, i.e.
electromégnetic radiation and/or electric or magnetic
characteristics produced by the marking in response to said
interrogating energyj

(c} authenticating said detected response signal in said
communication device, preferably using the data processing
.and storage hardware of the device, combined with a
specifically designed authenticatiﬁg algorithm implemented

on said data processing hardware.

Inn a first embodiment of the wmethod, the mobile communication

device’s hardware’s processing and daca gtorage means are used



(i1) downl oading. of reference- data froma renote server into the nenory of said nobile comunication
device; (iii) producing saf@%btAenticity signal according to a neasuring &FEFI¥HML usi ng said

aut henticating device; (iv) authenticating said authenticity signal by the neans of said nobile

commruni cation device, using an authenticating algorithmand said reference data, tHher Bp{y)[m oduci ng an

aut hentication result; (v) generating an output signal representative of said authentication result. In a
second enbodi nent of the nethod, the nobile comunicatioh? device transmits the data via a tel ephone link to
a renote server for renote authentication, and receives back the authentication result. However, even in
this case, the nobile commpeCatdn BaE@ iapRRntpersftarors paratllef, wherddha i deessl rartl egal |y, which may
conprise data conpressi n%, .dat a nodel.i n%é and _ data _encr yp&]iélon ,r(:encodi ng/ decodj ng). Said method conprises
thus the steps of: (1) Gpft-CoRRERETISMATEEE Fg P HEElMAg P8 §éthermdrermhoadadeddte sBever into the menory of

sald mobi e communi cal i gn:deyl;ca ; WO,01513 PCT/ERMAALLLL 124 DEC 2004 43, (1, 1fr oduci ng sai d
authenticity signal according to a  nedsuring algorithny using sai'd adthen |cat|n§ évice; (iii) uploading
the authenticity signal dhsstrepd(iintct dtainembiee ffarvert a menoatyt bgAl, cal ijrgaSalagdaut henticity signal on said
renote server, using a correspondi ng authenticating algorithm and corresponding reference data, thereby
produci ng an aut henti ca®F8n-r 83dFt method comprises thus the steps of:

(1) optionally downloading a measuring and/or
authenticating algorithm from a remote server or a
data base into the memory of said mobilile communication
device;

{ii) downloading of reference data from a remote server
into the mewmory of said mobile communication device;

(iii) producing said authenticity signal according to a
meaguring algorithm, using said authenticating device;

{iv) authenticating said authenticity signal by the means
of =aid mobile communiication device, using an
authenticating algorithm and said refersnce data,
thereby producing an authentication ressult;

(v) genaerating an output signal representative of said

authentication result.

In a second embodiment of the method, the mobile communication
device transmits the data via a telephone link to a remote
server for remoté authentication, and receiwves bhack the
authentication result. However, even in this case, the mobile
communication equipment performs part of the data processing
locally, which may comprise data compressing, data modeling, and
data enéryption:(encoding/decoding}. Said method comprises thus
the steps of:

(i) optionally dbwnloading a measuring algorithm from a

reméte server into the memory of said mobile

communication device;



(v) preferably downl oadi ng_the authentication result of step (iv) fromthe renpte-server to the nobile
Comuni cati on devi ce; (Vi) "Yétetdi3 ng an out put signal representative of saf@/EEHYeHtication result. | The
downl oadi ng and/ or upl oadi ng of information between said conmunication device and saijd, g server i's
preferably perforned using a secure, encrypted connection. A secure connection, as known to the skilled in
the art, can be realized based on the "Rivest, Shamr, Adleman" (RSA) al gorithm The marking whereupon said
nmethod is applied conprises at |east one security el ement, selected fromthe group consisting of nmagnetic
materials, |um nescent materials, spectrally selective absorbing nmaterials - preferably in the infrared,
radio .frequency resonant ftleri apspdmicdrmgehigaity apsporsdsisitand igmmlt iaclcerdintl &ee apatt erns. Accordingly,

the invention conprises a unit for_authenticating. an item in_particular.a security.document, having at
| east one rmarking, said Marking eRARBREIY & &@vars ér}lgg}ig pRYSi @é‘lc&%ﬁ@h&\?iabﬂ'ngn SEgdfGErse to activating

energy, preferably 12 el ggtinoma E&é&iﬁ-%dit%fei ancABHL k1 el et Bhe 10LMagReLl Gifhekds, said unit conprising:
.(a) a nobile comunication device having data processing and Storage capabilities, 3ata transfer
capabilities, user- interface capabetoteeserard ;machi ne-interface capabilities, (b) an authenticating
device, coupled to said m)bailv(? authenticating said authenticity signal on said remote
server, using a corresponding authenticating algorithm
and corresponding reference data, thereby producing an
authentication result;

(v) preferably downloading the authentication result of
step (iv) from the remote server to the mobile
communication device;

(vi) genarating an output signal representative of said
authentication result.

The downloading and/or uploading ¢f information between said
commmnication device and said remote server iz preferably
performed using a secure, encrypted connection. A sscure
connection, as known to the skilled in the art, can be realizad

based on the “Rivest, Shamir, Adleman” (RSA) algorithm.

The marking whereupon said method is applieid comprises at least
cne security element, selected from the group cc;nsisting of
magnetic materials, luminescent materials, spectrally selective
abserbing materials - preferably in the infrared, radio-
frequency resconant materials, microchip transponders, and

particle or flake patterns.

Accordingly, the invention comprises a unit for authenticating
an item, in particular a security decument, having at least one
marking, said marking exhibiting a characteristic physical

behavior in response to activating energy, preferably



communi cation device, said authenticating device conprising a device for producing said activating energy
and for detecting said chard&%fiEei ¢ physical behavior of said marking, (&CTEEPHITODI | e _communi cation

devi ce and/or said authentication device conprising hardware and/or software for conﬁb@ﬂfh@%&aid nobi | e
comuni cation device to a renpte server containing authenticating software and/or authentication reference
data, (d) . optionally hardware and/or software to encrypt the data transfer between said conmuni cation
device and said renote server. Accordingly the inventi ohA2conprises a systemfor authenticating itens, in
particular a security docunment, having at |east one narking, said marking exhibiting a characteristic

physi cal behavior in resiensedntpodt Matiandi ey andicef exlabtiyriel@etmaragnet ifg.4lagdi ati on and/or electric or
magnetic fields, said systemconprising: (a) a nmobile communication device having data processing and
storage capabilities, da?&lf#éﬁ§ﬁéﬁ3%%3%ﬂﬁlqgﬁ es, user- interface capabilities, and machi ne-interface

aut hent | cat i ng devi oo VD 0201613 BOR EROEPIREH 3t 1B R007 15-CeRgr Lt Ao RO bear 45t Bhpr oduci ng sai d
activating energy and for detectifgagai daphpidtteesstidatphyshasbebebapiblilieiespidsaprking, (c) a renote
server conprising hardware and/oinggi%ggéecégabgffgfég?tgﬁéomgghgngygngrggggunlcatlon devi ce, an
capabilities,
(b} an authenticating device, coupled to said meobila
communication device, said authenticating device
comprising a device for producing said activating energy
and for detecting said characteristic physical behavior
of said marking,
(¢) said mobile communication device and/or said
authentication device comprising hardwars and/or software
for connecting said mobilile communication device to a
ramote server containing authenticating software and/ox
authentication refersnce data,
(d) optionally hardware and/or software to encrypt the data

transfer between gaid communication device and said

remobe server.

Accordingly.the invention compriéeé a system for authenticating
items, in particular a security document, having at least one
marking, said marking exhibiting a characteristic physical
behavior in response to activating enerqgy, preferably
electromagnetic radiation and/or electric or magnetic fields,
said system comprising: .
(2) a mobile communication device having data processing and
storage capabilities, data transfer capabilities, user-
interface capabilities, and machine-interface
capabilities,
(b} an authenticating device, coupled to said mobile

communication device, said authenticating device



aut hent
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expl ai n
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br anded
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capabl e
server

t he aut
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i cating software, ﬁgﬂ{gﬁ au}hentication reference data, (d) optionall¥, means to encrypt the data
r between said re &*d8r{/er and said communi cation device. The i ner¥Tor "Wl in the foll ow ng be
ed in nore detail wth the help of the acconpanying draw ngs. Brief descriptioqlpnggﬂﬁ drawi ngs Fig.
a schematic view of invention, which concerns an authentication systemfor itens, 1n particular
goods and security docunents ("Product"): An ag}penticity data captor, such as a canera, a scanner
el ectromagnetic radiation detector, is connected~"or "linked to a nobile comrunication device 1,
of perform ng |ocal data processing (smart card) , and capable of conmmunicating with a renote
(data base) . Fig. 2 sh&wsny st iceWiesy FoRPrSEpl g epbodiafnitvafing aduani cati on device 1 for
hentication of itens, sych can be .used in e . l.ovention FiQ. ows a schematic view of
a%mﬂ ?‘rﬁ? C?Et GPLR héeir}lé 2._21[33_.[- |n:'t -5 35° %\ﬁsl%]?ibre TERI}LO

enticating device and 0 bea I : . Sttbodi ment  of t he devi ce,

using a CMOS micro-chip WO 02/ @5 E2RCHAPOHPH7111 2. 4 DEC 2004 |'S canera C in contact-copy node with

backsi d
in img
aut hent
usef ul

e illumnation L; Fig. 3b shows a second enbodi nent of the device, using a BIOS mcro-chip canera C
ing nmode with front{®i d& Memgtien st9Bme L cqumyi H3as el rs cshind cafitawssf t@ document to be

icated using the devices of Fi.g. .3a.or Fi; Lqcarryi a rk .:Fg. 4 shows a particularly
enbodi ment of the Securigymmunf%ate Lo safﬁ ﬁg%lf% daﬁﬁﬁhlcégﬁon;%£V1cé% an
authenticating software, and/or authentication reference
data,
(d)- optionally, means to encrypt the data transfer between

said remote server and said communication device.

. The invention will in the following be explained in mors detail

with the help of the accompanying drawings.
Brief deseription of the drawings

‘Fig. 1 shows a schematic view of invention, which concerns an
authentication system for items, in particular branded
goods and security documents (“Proﬁuct”): in
authenticity data captor, such as a camera, a scanher
or an electromagnetic rédiation detector, is connected
or linked to a mobile communication device 1, capable
of performing local data processing (smart card), and
capable of communicating with a remote server (data

base) .

Fig. 2 = shows a schematic view of an example embodiment of a
. communication device 1 for the authenticatiocn of items,

such as can be used in the present invention .

Fig. 3 shows a schematic view of an authenticating device and
an item 2 to be authenticated: Fig. 3a shows a first

embodiment of the device, using a CMOS micro-chip



marking. 21, relying on an identity-conferring pattern of particles or flakes having particul ar physical
properties, conbined with dwﬁwd?84¥ext nunmbering. Detail ed description of tﬁ@Tﬁﬁ@%ﬁ?gbn According to Fig. ?

t he nobil e comruni cation device 1 used for the authentication of an itemnay be a nobile phone, a handheld
conputer, an electronic organizer, an electronic terminal or a canera, provided wth adigésgyto a nobile w de
area tel ephone network (WAN). Said comuni cation equipnent | (Fig. 2) may conprise a housing 10, a.

W re-term nal connector 1lla, an IR communi cation port I+% and/or a RF transnitter/receiver 1lc. Particul ar
use can hereby be nade of already existing functional conmponents of the conmunication device, such as a

m crophone 13, keyboard buttons 9camedias|il dyn pamdlact4cantt mosigeakidrh I&cldrde performing the authenticating
function, managing the interaction, with the us nal | to di data _contents. Al these

r and, ti , |
conponents are known to the skiIIeﬁlﬁHmFﬁgt&F¥lZﬁd%ﬁgédgﬁolg?gsbé‘Fﬁ?% %ﬁgég%mﬁﬁd Hére. Said conmunication

device may furthernore be operat edhaDbichE de£SRESHIgVEl YMStahi ERIYEhid WStk caiﬁogggg%ggon of said
functional components of communication equi pnent is, of course, possible as well. WO 02/01512 PCT/ EPO1/ 07111
2 4 DEC 2004 15 The aut henti cati ngmadei wétdr faprhestiei tyldatnagaprod,; ddst.i Aedshowspai marily interact with
said itemor-docunent to be authentjcated, is eit

€ er gonprised,in. the muni cation device, or locally
linked to it by a wire-link, by an®FREEBMMIIVEEti 8 apg?gg%?nbytgnkﬁpaﬁiggEE?Fﬁg?d/uFéE@iver port, Fig. 3
shows an exanpl e of an authenticating davicesObIC@REOr3a JRerigem t %a%ﬁﬂbhg%fﬁtﬁ‘i’.”ay be an article or
a docunent, in particular a security docunment. The item 2 may be flat with
Fig. 4 shows a particularly useful embodiment of the security
marking 21, relying on an identity-conferring pattern
of particles or flakes having particﬁlar physical

properties, combined with a micro-text numbering.

Detailed description of the invention

According to Fig. 1 the mobile communication device 1 used for
the authentication of an item may be a mobile phone, a handheld
computer, an elesctronic organizer, an elactronic terminal or a
camera, provided with access to 2 mobile wide arsa telaphone
network (WAN) . Said communication equipment 1 (Fig. 2) wmay
comprise a housing 10, a wire-terminal connector 11a, an IR
commurniication port 11b and/or a RF-transmitter/receivéi lic.
Particular use can hereby be made of already' existing functional
components of the communication device, such as a microphone 13,
keyboard buttons 92, a display panel 14 and a speaker 15, for
performihg the authenticating function, managing the interaction
with the user and, optiocnally, to display data contents. All
these cémppnents are known to the skilled in the art and need
not Lo be further described here. Said communication device may
furthermore be operated mobile respectively statiomary. A use of
a combination of said functiocnal components of communication

equipment is, of course, possible as well.



two surfaces, and carries at |east one marking. 21. Said marking is preferably a printed ink, having the
property of specifically &be8#bidhy and transform ng energy provi ded by sai HCT/aBt¥¥nili cati ng devi ce. Said
energy may be el ectronmagnetic radiation and/or electric or magnetic field energy, which is transfornmed by
at | east one conponent of said ink into a characteristic response, which in turn can be ¢dptadiléd by said
aut henticating device. optionally, said authenticating device is also capable to read overt or covert

| ocal i zed or non-localized information carried by neansldf said ink on said itemor docunent. In a
first-type enbodi nent of the invention, as shown in Figure 3a, the authenticating device is a CM CS

micro-camera chip C  inthgrateHehhtat ifRPideeiphone fuchaird icanss AL Rabtoequizeredneaw th a fiber-optic
interface plate P, for taking an image of a part of the surface of. said document 2 in translucency, using
back-1ight illumn nation ECapdimariivcémtasactopy tinggifg Jfede o TrsuOMDS tambra chip Cis a single-chip
digital mcro-canera, ¢ i Si n.array of,256 x 256 ti.ve.pixel sensors. together wth the necessary
canera readout chrcuitry?ﬁgﬁ?%%$§?§8dbnl§ #1055 5K ﬁﬁ?a%eég T eéC55WF€§58%agﬂt €Y Fndi vi dual pi xel size
of. 18 m The active-pigel 16€a50{S1$HRBAI kod]eepiabNyamraunt nf WO §2101512-PEILERQL/ 07111 2 4 DEC 2004
pi xel signal processing, such as e.g. automatic sensitivity regulation, or a tinme-control of the pixel
sensitivity- (so- calledP®Bekey nbyi xel 8F. tBenhpither| / ghecsduecerbrand the canera chip C are connected to a
processor P of the nobile phone. The fiber-optic plate Pis a very short inmage-conduct, disposed on top of
the canera chip in order to prevent the chip frombeing scratched by the contact wth the docunent 2 or the

envi ronnent . Fig. 3 shows an example of an authenticating device or captor.
The item 2 to be authenticated may be an articls or a document,
in particular a security document. The item 2 may be flat with
two suxrfaces, and carries at least one marking 21. Said marking
'ls preferably a printed ink, having the property of specifically
absorbing and transforming energy provided by said
auchenticating device. Said energy may be elsctromagnetic
radiation and/or electric or magnetic field energy, which is
transformed by at least one component of said ink inéo a
characteristic response, which in turn can be captured by said
authenticating device. Optiomally, said authenticating device is
also capable to read overt or covert localized or non-localized
information carriad by means of said ink on said item or

document: .

In a first-type embodiment of the invention, as shown in Figure
3a, the authenticating device is a CMOS micro-camera chip ¢,
integrated into a mcobile phone 1. Said camera chip is eguipped
with a fiber-optic interface plate P, for taking an image of a
part of the surface of gaid document 2 in translucency, using
back-light illumination L and a 1:1 contact-copy imaging mode.
The CMOS camera chip C is a single-chip digital micro-camera,
comprising an array of 256 x 256 active-pixel sensors, together
with the necessary camera readoubt circuitxry, integrated on a 4.8

x 6.4 mm area. This corresponds to an individual pixel size of

18 um. The active-pixel sensors support a certain amount of on-



An optical filter F may
sensitivity wavel ength

alternative enbodi nent,

or reduced by correspondi ngly

optionally be present in the beampath, in order to select / delimt the canera's
rantfe>®3t%rnati vel y, a 2-di nensional plastic |ens|BTBYi&jidan be used in place of
the fiber-optic plate P. Devices such as active- pixel-sensor CMOS canera chi ps, fibeﬁupggﬁgm | at es, and

| enslet arrays are known to the skilled in the art and need not to be further explai'ne

depicted in Fig. 3b, alens 3 of short focal length f is used in place of the
"contact-copy" assenbly using a fiber-optic plate. In t¥is case, the image or! the document can be enl arged

. In an

choosi ng the object plane OP and the inage plane IP. The canera chip Cis

hereby located in the imirepl aignk® gkothesiegs Suchaad a.glasscphatecGobasusegito define the object plane
ations ®~ and i (distances fromthe center of the |ens LP) of object plane OP and

OP. The respective |loc

i mage plane |P are rel at€8IHbatiRAE, f 8€ak FEéMgrEORLEPLt AE FeRsEhyet heenshsiTobryulge-f-1 =

=i =2f results in a 1:

: . : . _ . - : ™ el
PR A8 ke Banera eh o P ofnd 118 P Ruf L " B s%%*r%%l?a an?ﬂdfgﬁgéf’" h
enpodi VoL 1512, Fn = b@ '
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filter y may be dispos
Optionally, using this

front side by an illumna
According to the inventibibetheptdéri peats Bskd & ovargusheranimagagecondudt | ipsbasedoshndicia on a 5 x 5 nm
area present in a corner of said docunent 2, Said mcro-indicia are printed wth

top of the camera chip in ordexr to prevent the chip from being
scratched by the contact with the document 2 or the environment.
An optical filter F may optionally ke present in the beam path,
in order to szlect./ delimit the camera’s sensitivity wavelength

range.

Alternatively, a 2-dimensional plastic lenslet array can be used
in place of the fiber-optic plate P. Devicas such as active-
pixel -gengor CMOS camera chips, fiber-optic plates, and lsmslet
arrays are known to the skilled in the art and need not to bhe

further explained here.

In an alternatives embodiment, depicted in Fig. 3b, a lens 3 of
short feocal length £ is used in place of the “contact-copy”
assembly using a fiber-optic plate. In this case, the image on
the.documentlcan be enlarged or reduced by correspondiﬁgly
choosing the object plane OP and the image plane IP. The camera
chip C is hereby located in the image plame IP of the lemns 3,
and a glass plate G is used to define the object plane OP. The
respective locatidns o and i {distances from the center of the
lens LP) of object plane OP and image plane IP are related to
the focal length f of the lens by the lens formula:

£ = 0t 4+ it
Choosing o = 1 = 2f results in a 1:1 image of the object
(marking 21) on the camera chip C. Optionally, an optical filter
¥ may be disposed before the camera chip, in order to select the

A

seneitivity wavelength range. Optionally, using this embodimernt,

0o-1 + i-1 Choosing "



an ink conprising a lum nescent pigment. Said pignent is excitable by the |ight source L and has del ayed
| um nescence em ssion witMF@"¥HA acteristic intensity rise and decay behavPGHEPHS7HIfunction of tinme. in

particular, said |light source L can be

chosen to be a square 5 x 5 mmarray of four flat, UV-light emtting

di ode chips (emtting at 370 ri mwavel ength), covered by a protecting glass plate, and said | um nescent

pignent in said ink can be chosen to be an europi um doped oxysul fi de phosphor of

t e Bidr 1) a Y2QO2S: Eu. To

aut henticate the docunent 2, the code area 21 is inserted’ into the authenticating device and tightly hold
between the glass plate. of the Iight source L and the fiber-optic plate P, or pressed against-the
obj ect - pl ane defining gl ass pgbhateeG: dsespectilielninsakd fecauthenfFireatd Ra@dewWycan The aut henticating process
is governed by a-processaor P of the nobile phone, = according to a particular.progran1stored in the
processor's nenmory, or ésAtERRagornL dogated) peiissr #heTHS 286t Béatec & definddapEnses the steps of i)
switching on the |ight SBBQ%StLPlgﬁEi a short tine interval (e.g. 1 ns), ii) by correspondingly

S of "the

controlling the active prx

canera chip, neasuring the delayed | um nescence intensity at | east

at a first tine after switching off the light source, iii) optionally repeating step i) and neasuring the
del ayed | um nescence at one or nore further tines after switching off the |ight source,

PCT/ EPO1/ 07111 24 DEC 20dgcpetandgi hg theyinnessipixebBewArthcexhbiisespeoi ficquinetansity

the tines of neasurenent

measuring process,

accor

iv) WO 02;01512 i 8
characteristics at

. .V) _authenticatin the i forged by.the pixels retajned in step iv) . The
PR U RE PhonEaR o LESUBRE 811 Bar =5 e BEEE BRELALTE o

corner of said document 2. Said micro-indicia are printed with
an ink comprising a luminescent pigment. Said pigment is
excitable by the light scource L and has delayvesd luminescencs
emission with a characteristic intensity rise and decay behavior
as a function of time. In particular, said light sourcs L can be
chosen to be a square 5 ¥ 5 mm array of four fiat, UV-light.
emitting diods chips {emitting at 370 mnm wavelength), covered by
a protecting glass plate, and said luminescent pigment in said
ink can be chosen to be an europium-dopad oxysulfide“phosphor of

the formula Y;0,5:Eu.

To authenticate the documsnt 2, ths code area 21 1s inserted
into the authenticating device and tightly hold between the
glass plate of the light source L and the fiber-optic plate P,

or“préssed against the object-plane defining glass plate G,

respectively, of the authenticating device. The authenticating

process is'governed by a processor pP of the mobile phone,
according to a particular program stored in the processor’s
mMemory, or_contained in, e.g. a Java card. The authenticatiocn
comprises the steps of i) switching on the light source L during
a short time interval (e.g. 1 ms), ii) by correspondingly
controlling the active pixels of the CMOS camera chip, measuring

the delayed luminescence intensity at least at a first time

after switching off the light source, iii} optionally repeating
step i) and wmeasuring the delayed luminescence at one oxr more

further times after switching off the light source, iv)



by the nobile phone's internal processor and nenory, in so far that the variables of the measuring process
are not inplenmented in a M&&Pifdy in the authenticating device, but ratherCSERpITEd 23%/1 g&ui nmobi | e phone,
by neans of e.g. a doloaded or otherwi se supplied neasurenent protocol and- reference P X ich may- be
contained in a Java card or the like. In the present enbodinent, the selection of the correct |um nescence
decay characteristics for the Ium nescent pignent to be detected constitutes a first set of such variables
of the measuring process. The data read out of the CMOSI8anmera are subsequently transferred to the nobile
phone's processing and storage neans, where they are either authenticated locally, by said downl oaded or

ot herwi se supplied measutep®iviimy Tl BOder pligeencehon aaxhSai € aybhepticattonsmy take the formof a
statistical correlation.--If Sis the nmeasured signal inage, represented by a vector of 256-x 256 (i.e.
651536) intensity val uesCewrrdspoirfihgs ab the EanerL5 Teaxwlierent . and ®Riikertkertdspondi ng ref erence

i mge, represented by a simlar vector, .the pornaljz j f scal a product of both vectors (<SJSa*<R}R>)
-/ *<SIR> represents aéﬂlrrglajs‘%lrgee o’fogtp%@l%}’i ¥ %kfggt%@%glrneéﬁ:l% ?fﬁ%’g pfoduct is 1. Appropkiate
pretreatnment and wei ghting schenes may be applied to S and R prior to correlation. Qther forns of conparison
and other algorithns may, ‘of course, be used for the data evaluation, whereby a particular interest is

devoted to data conpresBidmeasdninghPoPreasgoereprdinasadiie aknrontaphid M ccOWlEkRd Pc i EP9110 i 111 2-4

DEC 2004 19 decoding / cong%ri sorh.alle%orithg;s whj_g@ avoird emxcsessi ve. calculation tinmes. In an alternative
embodi ment, said data ar® tTENSMIE RPRE FenBr e Sat T or At Feht PRI %0, Thisihd Ahe nobil e phone' s

that the variables of the measuring process are not implemented
in a fixed way in the authenticating device, but rather supplied
by the mobile phone, by means of e.g. a downloaded or otherwise
supplied wmeasurement protocol and reference data, which may be
contained in a Java card or the like. In the present embodiment,
the selection of the corrsct luminescence decay characteristics
for the luminescent pigment te be dstected constitutes a first

sat of such variables of the measuring procass.

The data read out of the CMOS camera ars subseguently
transferred to the mobile phone’s processing and storags means,
where they are either authenticated locally, by said downloaded
or otherwise supplied measursment protocol and reference data.
Said authentication may take the form of a statistical
correlation. If S is the measured signal image, represented by a
vector of 256 x 256 (i.e. 65'536) intensity values corresponding
to the camera’s resolution, and R is a corresponding reference
image, represented by a similar vector, the normalized inner
(scalar) product of both vectors (<S|S>*<RR>) 2+<SjR> represents
- a measure of similarity; in fact, for 8 = R this product is 1.
Appropriate pretreatment and weighting schemes may be applied to
.S and R prior to correlation. Other forms of comparison and
other algorithms may, of course, be used for the data
evaluation, whereby a particular interest is devoted to data

comprassion and transform algorithms, as well as to rapid



comuni cation capability, and said renote server transmts back to the nobile phone the result of the

aut hentication 'operation. YTREIA4 hentication result is in both cases di spr@yee?ifisilhg the nobile phone's
data display capability. The nobil e phone's data processing capability is used herein bg c%npress and
encrypt the data for a rapid and secure transm ssion, and to decrypt the received rlesEb Whhe of -1 ne
(local) authentication in connection with a nobile phone or simlar nobile communi cati on equi pnent has
notewort hy the advantage of saving on connection tinme (¥he nobile phone nust not be connected while
Perform ng the authenticity checking), while retaining the benefit of downl oaded operation protocol and

reference data. Thus, ned&bedihbe/mebiparfBoneangbrithmsauthenhl aabiAgedeyksev€0 contain sensitive data when
they are out- of- use. The authenticating systemis furthernore extrenely flexible as to a change of

aut henti cation aIgorithn%al%ﬁlﬁéiéﬂeﬁé@eéata; a single connection to its renote naster- server is. sufficient
to reprogramit for a different application. The sanme hardware may thus serve a huge nunber of different
application targets, which is a decisive advantage particularly for customoffice applications, where a

| arge nunber of different goodstavskcheechgeklimahn, yehidnatberaeabedingniceidthe £irst type, particularly
useful for identity docunents, the security marking is a randompattern of optically authenticate-able
fl akes or particles, apH§ed-®veerVer02ru18uiRepCirZPYono7e3iny Pae DRebR2boo e drinted micro-text, as shown

in Fig. 4. Said random pattern. of, .particles,is._pr Cc .ay ver-coating said printed.docunent, at |east in
part, with a clear varnisrmg%%%%?%?ﬁﬁ S%Pﬁﬂbb%ﬁ%a|$€& %%f e%%?%é?eg%fY%gpﬁﬁﬁﬁ%ﬁaﬁ?i <h appropriate
concentration. £o the mobile phone the result of the authentication operation.

The authentication result is in both cases displayed using the

mopile phone’s data display capability. The mobile phone's data

processing ca@ability is used herein to compresg and encrypt. the

data for a rapid and sscure transmission, and to decrypt the

received result.

The off—line (lécal) authentication in comnesction with a mobile
phone or similar mobile communication equipment has ﬁoteworthy
the advantage of saving on cennection time (the mobile phone
must not be cornected while performing the authenhicity
checking), while retaining the benefit of downloaded operation
protocol and reference data. Thus, neither the mobile phone nor
the authenticating device do contain sensitive data when they
are out of use. The authenticating system is furthermore
extremely flexible as to a change of authentication algorithms
or  refersnce data; a single connection to its remote master-
server ig sufficient to reprogram it for a different
application. The same hardware may thus serve a huge number of
different application targets, which is a decisgive ad#antage
particuidrly for custom-office applications, where a large

number of different goods must be checked.

In yet another embodiment of the first type, particularly useful
for identity decuments, the security marking is a random-pattern

of optically authenticate-able flakes or particles, applied over



Sai d over-coating varnish may have additionally a protecting function, and said optically authenticate-able
particles may have particWitab?pii cal characteristics, such as spectral |y PEHEEEHITVE refl ectivity,

angl e- dependent col or appearance, |um nescence, polarization, etc. Said over-coated micro-text is
preferably a mcro-nunbering, having a letter-size of less than 1 nm preferably Ies?guﬁﬁqmg 5 m Said

m cr o- nunberi ng individualizes the docunment, but is for _jtself not sufficient to con It an identity (the
nunbers alone m ght noteworthy be copied to a count er f & docunent). By the neans of the randomy
distributed and physically identifiable (authenticate-able) particles conprised in the over-coating, the
nunber ed docunent is |nd@vP@&ﬁtE@emlCIﬁet§6Kne§ﬁoﬁdPW§ att Féati dat Seddprevdos p@ﬁt@gnom_a conbi ned

recordi ng, by the cam::rS%Ica ?%%EQ cra- B nheL OEoEF dggggﬁ 58 gﬁgﬁgg%&%ﬁ S unique particle

pattern, whereby the Es o sard par Pes may-a Efrecked for authentic

physi cal properties. A rbé@sstenm %ﬁﬁﬁ‘; Q&tht hecaskhenbiai dACUBRAE1I G ngl 669d- Bﬁﬂﬁeamge pattern” is stored in
a remote server, to which the authentication request is transnitted, togethef with the recorded i mage data

of the docunent in ques%¥%hﬁnt1¢®t¢nﬁ@éeppﬁétscéﬁsth@ éat@ﬁpﬁﬂﬁﬁwaﬁg cepeeptratégpect ed physical properties

are hereby transmtted. second-type_ enbodi nt of tion,-the authenticating device is a
m cro- spect roneter for per‘%H%Y%@"%%%%?Pglvﬁﬁg}§ j ey @ég§0§3¥b§§9§a%%xr%peﬁ9 Ftf*2 4 DEC 2004 21 in the

near-infrared (NI R, 700;mﬂﬁé{kdﬁﬂQaﬂﬂjSﬁﬁaebgﬂgéglI?ng@thaﬁ@négt@egglﬂ BEr-8EE8S§ORYyt 0 the nobile phone,
which is wire- linked to it via the phone's hardware nulti-pin connector. Said micro-spectroneter consists of
an i ncandescent ||ght have :[J«:—.I..T:"tZ!..CL}.1 ar optj.cal characteristics, such as spec-..rally

selective reflectivity, angle-dependent color appearance,
luminegcence, polarization, etc. Said over-coated micro-text is
preferably a micro-numbering, having a letter-size of less than

1 mm, praeferably less than 0.5 nmm.

Said micro-numbering iﬁdividualizes the document, but is for
itself not sufficient to cenfer it an identity . {the numbers
alone might noteworthy be copied to a counterfsit document). By
the means of the randomly distributed and physically
identifiable (authenticate-able} particles comprised in the

over-coating, the numbered document is individualized.

The corresponding authentication process ralies on a combined
redording, bg-the camera chip, of the micro-number of the
document, gsurrounded by its unique particle pattern, whereby the
optical characteristics of said particles may additionally be
checked for authentic physical properties. A referesnce image of
the authentic document’s “micro-number cum pattern” is stored in
a remote server, to which the authentication request is
transmitted, together with the recorded image data of the
document in question. Only image pixels of the pattern having

correct, expected physical properties are hereby transmitted.

In a second-type embodiment of the invention, the authenticating

device is a micro-spectrometer for performing spectral analysis



source, illumnating a particular point on the sanple, and a planar-wavegui de / focussing-grating device as
described in DE 100, 10, 50 M/913ount ed on a phot odet ector array havi ng 258T/Eimearitky arranged -1i ght
-sensitive pixels. in alternative enbodinents, photodetector arrays having nore or |ess. pixels can be
used, too, resulting in a different spectral resolution. Such mcro-spectroneter asspniegy as well as
their node of operation, are known to the skilled in the art. Said photodetector array is read-out by
on--board electronic <circuitry, and the resulting spect3lal information, i.e. the intensity of the sanple's
diffuse reflection as a function of the light wavelength, is transnmtted via the wire-link to the nobile

phone's processor, whichjai ther npai-tonssat-he (Rukhentiocati 68 hogal hyy Quvhhansht sahhe data to a renote
server, as outlined above. The spectral feature to be detected may be a printéd ink “containing a
napht hal ocyani n pi gnent , coochinedcoppen- aoceabarwx Eraphehabbsyanbhodescwibett in ®Er43 18 983 Al. This

pi gnent has a characteri sti bsorption peak i Lhe infrared, at 880.nn1ma¥elen th, while being
substantially col orl ess ?ﬁn%ﬁg EQiE%bV%araﬁﬁeng“FhE EBE%??5%1m%%ElﬁP&?09§B€8FF8 ter can be used to detect
inks containing 2 - 5%of this pignent, added as a security elenment to "ordinary colors''; the conplete
spectral information obtained indicates not only the presence of just an infrared absorber, but also the

correct chenical nature B&i€hiscyD-8FE0LrsnLtPETEoROELECZ10] 2n4iDEend664e02 abgbrtber, as inferred fromthe

| ocation and the form of the absﬁLStlon geak; I n Em a&ternatige e gginentlathe Spectroneter is used for
detecting | umnescent enfSSTohr f+omipriatedsi ABRTELGY 3h PRkeE o the sample, and a

planar-waveguide / focussing-grating device as described in DE
100,110,514 21, mounted on a photodetector array having 256
linearly arranged light-sensitive pixels. In alternative
embodiments, photodeteétor arrays having more or less. pixels car
be used, teoo, resulting in a different spectral resolution. Such
micro-spectrometer assemblies, as well as their mode of

operation, are known to the skilled in the art.

Said photodetector array is read-out by on-board elsctronic
circuitry, and the resulting spectral information, i.e. the
intensity of the sample’s dififuse reflecticon as a function of
the light wavelength, is transmitted wvia the wire-link to the
mobile phone’s processor, which either performs the

- authentication iocally, or transmits the data to a remote

gerver, as outlined above.

The spectral feature to be detected may be a printed ink
containing a naphthalocyanin pigment, such as copper-
octabutoxynaphthalocyanin described in DE 43 18 983 Ai. This
pigment has a characteristic absorption peak in the infrared, at
880 nm ﬁavelength, while being substantially colorless in the
visible range of the spectrum. The micro-spectrometer can be
used to detect inks containing 2 - 5% of this pigment, added as
a security element to “ordinary colors”; the complete spectral
information obtained indicates not only the presence of just an

infrared absorber, but also the correct chemical nature of this



contai ning 50 of a neodym um doped yttrium vanadate pignment (YVO4:Nd) is excited using a yellowemtting LED
(at 600 nm wavel ength) . PTHeXZNd3® enission nultiplet at 879 nm 888 nm antCT/8RU/Hajl with its characteristic
intensity ratios, is nmeasured wth the mcro-spectroneter and interpreted in terns of an authenticity
feature. Qther neodym um--containing |umnescent pignents, such as e.g. Y2@&S : Nd, Bh&blajei fferent curve
formof the em ssion around 900 nm and can thus be used to represent different authenticity features.

M xtures of neodynmi um - containing |un nescent pignents €an be enployed as well, to produce an even higher-
nunber of possible spectral varieties, which can be distinguished at the curve formof their em ssion
spectrum in still an al eBgBabé¥e gabedirapmad ttherspaet loretebn SdRittheOWornf @F @peration- in the farther
part of the NI R wavel ength range (900 nmto 1750 nm) , using an |InGaAs |inear photodetector array and a
correspondi ng spectronetéPS@¥EE¥%@.P@ﬁkthis spectral range, certain rare--earth containing materials, as
well as certain radical-containing vat dyes (e.g. those described by J. Kelenen in Chima. 45 (1991), p.
15-17), can be used as an infrared absorbing conponent of an ink. It is easy for the skilled in the art to

concei ve anal ogous appl i TAt 4ONs1 Vetshdevet BeLFERRLaRedthavebengt-brderri A, ugeahfag €.9. in the ultra- viol et
or in the visible domain of the el ectromagnetic spectrum as well as in the md-infrared (2.5 umto 25 m
domai n, which correspondgtestite Iumgneackes enithRéorofEell REiptefatnkss. Ewg-0200ink12 PCT/ EPO1/ 07111 2

4DEC 2004 23 The pect 1l (al a 81 be,5OLr£Laketl: Uh! b EheT SR, L3, Rk LOLILALR o7 el 1220 et pr oduc
(YVO,:Nd} is excited using a vellow-emitting LED (at 600 nm

wavelength}. The Nd** emission multiplet at 879 nm, 8388 nm, and
914 nm, with its characteristic intensity ratios, is measursd
with the micro-spectrometsr and interpreted in terms of an
authenticity feature. Other neodymium-containing luminescent
pigrents, such as e.g. ¥.0:3:Nd, show a different curve form of
the emission arocund 900 nm, and can thus be used to represent
different authenticity features. Mixtures of neocdymium~
contaiﬁing luminescent pigments can be employed as wéll, to
produce an even higher number of possible spectral varieties,
which can be distinguished a:t the curve form of their emission

Spectrum.

In still an altermative embodiment, the spectrometer ig laid out
'for operaticon in the farther part of the NIR wavelength range
(900 mm . to 1750 nmj, using an InGaAs linear photodetector array
and a corresponding spectrometer grating. In this spectral
range, certain rare-earth containing materials, as well as
certain radical-containing vat dyes (e.g. those described by dJ.
‘Kelemen in Chimia 45 (1991}, p. 15-17}, can be used as an
infrared absorbing component of an ink. It is easy for the
skilled in the art to conceive analogous applications outside
the mentioned wavelength domains, such as e.g. in the ultra-

violet or in the visible domain of the electromagnetic spectrum,
as well as in the mid-infrared (2.5 um to 25 pm) domain, which

corregponds to the frequencies of the molecular vibrations.



signal (S) and the reference (R) vectors, using pretreatnent and weighting if appropriate, as outlined
above. The spectral data wamzroseworthy be anal yzed by applying to it the sartmmatiical tools of Principal
Conmponent or Factor Analysis, which' allowto trace back the observed spectral variations to the individual
concentrations of the dyes or pignents constituting the absorbing part of the ink. Il &Dthi#d-type

enbodi nent of the invention, the authenticating device is a hand-held optical imge scanner, linked to the
nobi | e phone via a radio-frequency (mcrowave) |link of td%e "Bluetooth" type. "Bluetooth" is a standardi zed
radi o-frequency (RF) data transfer systemfor |ocal area networks (LANs), operating in the free 2.4 GHz | SM
(I'ndustrial Scientific Medecine) band (2.400 - 2.4835 GHz) , conprising 78 frequency- keyed RF channel s,

whi ch are exploited in spread-spectrum frequency-hoppi ng node. The RF output power may range from1l nW up
to 100 MW = dependi ng oBhehspecanshi datancaange torbelabehi wied. rafcvanpat dpoaebyof 1 mWall ows to establish
a sure RF conmunication over several tens of neters even within a_ building, the RF penetrates quite well
through non-netallic obfeEEsNGMRY PRITalizedt hEnessBrofuet " Br BSPEsRIR>br ' ¢iswitarcfRERS i nk, the nobile

communi cati on device may. f b noder. I o] he authenticatli devi ce. The hand-hel d
I mage scanner is a pen-t@i éevﬁ%g %@iﬁﬁg r?hg?ﬁg&gar§r?@?éﬁ%%éhg%%}gga ﬁ?ﬁﬁé%ﬁﬁF?$gﬂ%fation of words or

text lines, e.g. the "ReskgitReadef "afsemSi gpensad@uihtnd@visergsethaecoptat Asl a4l | i ng wheel for sensing
t he scanni ng speed, an WD 02/ 01512 PCI/ EP01/07111 2 4 DEC 2004 24 infrared LED |light source emtting at 950

nm wavel ength as an il |%#F mRGrwoRthy rearaphby sedt okt #pRl Ayt i 1k Fhagnaghopticsl

tools of Principal Component or Factor Analysisz, which allow to
trace back the observed spectral variations to the individual
concentrations of the dyes or pigments constituting the

absorbing part of the ink.

In a third-type embodiment of the invention, the authenticating
device is a hand-held optical image gcanner, linkad to the
mobile phons via a radio-frequency (microwawve) link of the
“"Bluetooth” type. “Bluetocth” is a standardized radio-frequency
(RF) data transfer system for local area networks (LANs),
operating in the frese 2.4 CHz IZM {Industrial Scientific
Medecine) band (2.400 - 2.4835 GHz}), comprising 78 fregquency-
keyed RF channels, which ars exploited in spread-spectrum
fréqueﬁcy—hopping mode. The RF outpub powsr may range from 1 wW
up to 100 mW,: depending on the transmission range to be
achieved. An output power of 1 mW allows to establish a sure RF
communication over several tens of meters even within a
building; the RF penetrates quite well through non-metallic
objects and walls. In the case of a “Bluetooth” or similar RF
link, the mobile communication dévice'may therefore he kept

moderately remote from the authenticating device.

The hand-held image scanner is a pen-type device as known in the
art for the hand-scanning and translation of words or text
lines, e.g. the “Pocket Reader” from Siemens ACG. The device used

contains a rolling wheel for sensing Che scamming speed, an



preceded by a bandpass filter having a transm ssion wi ndow 950 nm - 1000 nn, and a. processor chip with
menory for analyzing the &dafiedidata. It furthernore has a display |ine apdlfEsuehiitbuttons for operator

i nput. The scanner contains a Blue-tooth conmunication nmodule, for hooking up with a sim/lar nodul e
contained in the nobile phone. The scanned data are transmtted via this link to the,mgpichg phone, where
they are either processed or further transmtted as indicated above. The security marking in this exanple is
an invisible, IR - absorbing pattern., printed with an %24%k contai ning 10% of YbVO4 as the |IR-absorbing
pignent. In a fourth-type enbodi mrent of the invention, the authenticating device is a hand-held nagnetic

I mge- scanner, linked tenthgroA0hEbe1RBORE SWud RN ahAktkahgd 280 HTeC nORiavienler@f 1t g bkDA-type. IrDA is an
optical data transfer protocol for local ‘area networks (LANs), defined by the Infrared Data Association. It

uses an infra-.:red-transflesinatbrnkai A inkewpieleAgtrcrange 2830y Mikh i0eging dpided.on | R-LEDs or | aser
diodes as the emtters and photodi odes _as the receive .The nornal_data transfer rate for a serial link is
specified as being 9.4 kB??%t%ﬁ%,ggu? %FP§P§F§rIﬁ§§8§ %%vigg Eb%§?nf@%?°%ﬁFsF1§§PW K5Ps, 57.5-kb/s, 115.2
kb/'s, 0.576 Md/s. 1.152 ppalsyo@fdnd, OaMy 8 recakser &ﬂ@?oﬁﬁﬁﬁ.médd$% QB%i%ﬁblk&&% kight em ssion intensity
isin the range of a fewrnilliwatts to a fewtens of mlliwatts, enabling opfical comunication over a

range of a few deci net er8camped cdatsewlfieforsheTnergubhRénti €aspigydéiinee amdstotlils be kept in opti cal
contact with the nobile Q ne QUéing ogeration. VD 0%%91 12 _PCT/EPQ1/0Q07111 é *étDE 2004 25 The magnetic
i mage scanner is based oRCa-PTReRrT APPEYAGPT HHPEGr atBd Reghetic Frefd SeRsorESE®REh my either be of the

communication module, for hooking up with a similar module
containad in the mobile phone. The scanned data are transmitted
via thisz link to the wobile phone, where they are either

processed or further transmitted as indicated above.

The security marking in this example ig an invisible, IR-
abgorbing pattern, printed with an ink containing 10% of YbVO, as

the IR-absorbing pigment.

In a fourth-type embodiment of the invention, the authenticating
devics is a hand-held wagnetic image scanner, linkad to ths
mobile phone via an infrared comnection link of the ITDA-type.
IrDA is an optical data transfer protocol for local area
networks (LANs), defined by the Infrared Data Association. It
uses an infrared transmission link in the wavelength range 850
nm - 900 nm, based on IR-LEDs or laser diodes as the emitters
and photodiodes as the receivers. The normal data transfer rate
for a serial link is specified as being 9.4 kb/gecond, but
transfer rates of 2.4 kb/s, 19.2 kb/s, 38.4 kb/s, 57.6 kb/s,
115.2 kb/s, 0.576 Mb/s, 1.152 Mb/s, and 4.0 Mb/s are also
supportéd by the optical link. Light emission intensity is in
the range of a few milliwatts to a few tens of milliwatts,
enabling optical communication over a range of a few decimeters
up to a few meters. The authenticating device must thus be kept

in optical contact with the mobile phone during operation.



magnet o-resi stive (GW) or of the Hall-effect type. Such elenents, which are nown to the skilled in the art,
e. g. from US 5,543,988, s&nxe&itize presence of |ocal magnetic fields, suchlecus®tilvése resulting froma
permanent|ly magneti zed printed material, and deliver corresponding electric output signals. They can be
used to map magnetic field distributions along-a |line or over a surface area. In thig é&ebfogiiprent, an ink
containing a "hard" (permanent) magnetic material, such as strontium hexaferrite (SrFel2019) , is wused to
print the marking. Such materials are available from Minox, Pulaski tie, under the nanme of "Mag-Guard", and
have coercivity values of 3000 Cersted or nore. The pignent is permanently magnetized after printing, by

applying a correspondi nghy Si&086;pagpateCcsthahdri fsdpheeai 8Rdar 8dhens abralhgsdocument. The so stared
magnetic image is not erased under normal use conditions, and can thus serve as a pernmanent sSecurity

feature- For reading thelthegeztefienaagatitcfieafnernparspovedcbveryt héthorrbspofidthg site on the docunent,
and the scanned data are transmtted via t R-1lin the, nobiLe . phone, where they are either processed
or further transmitted a& =¥n 65?5d85559eﬁ8ﬁ%53?Fl?%aégﬁrﬁﬁ%g?“ﬁFFEFn YPve gﬁ%%dinent, a sol ubl e silicon-
napht hal ocyani ne deri vatd Mére@B$0r Phidni Ark hendrl- 080 na svaveELenghhehangerand re: epibhing at 920 urn was

dissolved in a liquid ink and applied by flexographic printing onto a blister- package foil in the formof a
product barcode. This pri&diuetS4ba?eddesenserehd prederhe digl pootl amegpetial fy=lidsj gemech pen- shaped bar code

reader, connected to an electronic organi zer of WO 021(1312 PCITE?Q [073f1 2 4 C 2004 26 the NI A
" Communi cator” type . 1Tﬁ§tﬁ%?%ﬁxﬁ??%gﬁﬁ?gcbﬁﬁmi%é@?%@éﬂeng&y magnetize Prlnteéxz

material, and deliver corresponding electric output signals. 
They can be used to map magnetic field distributions along a

line or over a surface arsa.

In this embodiment, an ink containing a “hard” (permansnt)
magnetic material, such as strentium hexaferrite (SrFe;s0is), is
used to print the marking. Such materials are available from
Magnox, Pulaski VA, undar the name of “Mag-CGuard”, and have
coercivity values of 31000 Oersted or more. The pigment is
.permanently magnetized after printing, by applying a
correspondingly strong magnetic field in determined regioms of
the document. The so stored magnstic lmags ié not erasad under
normal use conditions, and can thus serve as a permanent
security feature. For-reading the image, the magnetic scanner is
moved over the.corresponding site on the document, and the
scanned.data are transmitted via the IR-link to the mobile

phone, where they are either processed or further transmitted as

indicated above.

In still a fuxther‘alternative embodiment, a soldble gilicon-
naphthalocyanine derivative, absorbing.in the 850-900 nm '
wavelength range and re-emitting at 920 nm was dissolved in a
liquid ink and applied by flexographic printing onto a blister-
package foil in the form of a product barcode. This product
barcode was read with the help of a especially designed pen-

shaped barcode reader, comnected to an electronic organizer of



880 nm LED as the excitation source. The excitation light was delimted by a bandpass filter to 88010 rim
The | um nescent enission fOM/TAE bar code was detected by a silicon phot odPeHEPSYiFhdse spectral sensitivity
range was delimted by a bandpass filter to 92010 nm Said silicon photodiode is p?rt @i a photo- 1C of the
type 54282-11 from Hamamat su. Sai d photo-1C enables noteworthy optical synchronous él Mon under
background light; it generates a 10 kHz pilot signal to drive the excitation LED, and is sensitive

excl usively to response signals which correspond to the&®ilot signal in frequency and phase. Said
photo--1C, excitation LED, and optical filters are all arranged wthin the pen-shaped housing of the barcode
reader, together with pthstiiekiAghtCoguiutdsator guydeng The baghtdbr aamtibe tbERptos=8he pen's tip, and the
em ssion fromthe docunent back to the photo-IC ,The photo-IC in this barcode reader delivers a digital
output signal, which i's PepreBchEd: #FetoE EFEIHRELBRCECBECCabddic 846F ERIAPResE8RECWAE the pen tip. In yet
anot her enbodi nent-, the,npbile co ni cation_equi nt,. c i.ns_co nents.to _performa sinple physical
authenticity checking oA —%etﬁﬁig§y808&ﬁéﬁF?slﬁ-?ﬁ%% EQaﬁg %} aﬁmmyﬁgﬁhﬁumé%%?gen?e.g, an UV-LED emitting

at 370 nmwith 1 mV opti&alss st PELoROWEE) Hhikadbales g-deterni medal 9¢2EE0A ﬁﬁé}{:é&.{‘?ag,a security feature on
sai d docunent. Said security feature is printed wwth an ink containing the narrowline |um nescent conpound

Y2Q2S: Eu, which has a vishdte specsieh eenshélvetdy atngé2saamdelbimibedi besaebandpsponse at 625 nmis recorded

by a silicon photodetector, throu%h a narrow|ine optical bandpass filter 625 | nm To discrimnate the
| um nescent's response FibrRank? ehE 0528 kEnoufdldi ght icenePBREPEAPHBNL SRR EE PE 3Wheled WD 02/ 01912
FCT/EFURl O7111 2 27 IC of the type S4282-11 from Hamamatsu. Said photo-IC enables

noteworthy optical synchronous detection under background light;
it ganerates a 10 kHz pilot sigmal to drive the excitation LED,
and is sensitive exclusively to response signals which
corraspond to the pilot sicnal in frequency and phase. Said
photo-IC, excitation LED, and optical filters are all arranged
within the pen-shaped housing of the barcode resadsr, together
with plastic light guides Ffor guiding the light from the LED to
the.pen’s tip; and the emission from the document back to the
photo-IC. The photo-IC in this barcods reader delivers a digital
output signal, which is rspresentative of the presance'or

absence of luminegcence at the pen tip.

In vet another embodiment, the mocbile communication equipment
contains éomﬁoﬂén&s‘to perform a simple physical authenticity
checking on a security document. In this example, an UV light
‘source (e.g. an UV-LED emitting at 370 nm with 1 mW optical
output power) irradiates a determined location Containing a
security feature on said document. Said security feature is
printed with an ink containing the narrow-line luminescent
compound Y,0,:8:Eu, which has a visible emission in the red, at
625 nm. The luminescent response at 625 nm is recorded by a

silicon photodetector, through a narrow-line optical bandpass
filter 625 + 1 nm. To discriminate the luminescent’s response

from ambient background light, the excitation source is switched



on and off in short intervals, and the photodetector is nade sensitive only to the difference between the
"excitation-on" and the "B¥%ciitaiiZon-of f" states. A "authentic" / "counter PEEEPIEFDEHAAl is i ssued as the
result of the testing. The resulting signal can he displayed as a visual and/or audi bI2e4 ﬁF?%! the latter,
i.e. the use of the nobile comunication equipnent's speaker for announcing the test result,”Is a
particularly useful option for the blind people. It will be understood that other |um nescent materials,
emtting at other wavelengths in the MV, visible or inRPared part of the spectrum in conbination with

ot her detector set-ups and filters for observing the |um nescent enission, can be used in the context of the

invention. In a variant @&f d5e $FLViQUSHLEAROGhIBATa1 A, | A NESEefiiot DRI NG A gh@ acteristic | um nescence
decay tine is used to print the security feature, and the |um nescence decay tine is assessed via. a
determ nation of the nodifkaihe remsyetof uhetdbhfedneadeinpeestent “em s vhon wdt’'hgrd pul sed excitation

sequence at various pul.se rgpetition freguencies: E. g..1hg ink:contajns .the. lumnescent conpound Y2Q2S
:Nd, which emts-at 900 t%lr% vé‘\‘/cejtte%%%‘ﬁnh%% ng” & rum r%gscéeir:cgle“#;‘ccgy ‘%i B SHE Grder of 70 s. The

| um nescence is excited BANM &3 WaE Cfhd Sredoidy | ¢ ethdyeast Dy f reqguengyigaal of frequency f. The
| um nescence response i s detected in-phase to. the nodul ation frequency f, such that background |ight

contributions are effedtiorelly cuppresdbeblayesh ashe ol s forquedhiy o dignasicardesd from | kHz to 20 kHz,

a drop of the detected i%%alvis. obs%ved at 1}14 11IgﬂHZ' 2bove this 1.fret uency, .the |um nescent is no |onger
able to transfer the no STn o€ 1 helxET T a1 o' s diitet® P HEH 19 (RISt on-transfer function is a

nmeasure of the | uni nesGeRGE HeGh tdMouAin@uitientd” Sanal, 1155 thusardissued-1qnlusdsht he correct
| um nescence decay time has been DEC 200L .

option for the blind people. It will be undarstcod that other

luminescent materials, emitting at other wavelengths in the UV,

vigible cor infrared part of the spectrum, in combination with

other detector sat-ups and filters for cbhserving the luminescent

emizsion, can be used in the context of the invention.

In a variant of the previous embodiment, a luminescent ink
having a characterigtic luminescence dacay time is uéed to print
the security feature, and the luminescence decay time is
assssssd via. a determination of the modulation-transfsr function
of the luminescent emission, using a pulsed excitation seguence
at various pulss repetition freguencies: E.g. the ink contains
the luminescent compound Y20.,8:N¥d, which emits at 900 nm
waveléngth_having a luminescence decay time of the oxder of 70
us. The luminescence is excited by a 370nm LED, which is
modutlated by a low-frequency signal of frequency f. The
luminescence response is detected in-phase to the modulation
frequency £, such that background light contributions are
efféctively suppressed. When the modulation frequency £ is
scanned from 1 kHz to 20 kHz, a drop of the detected sigmal is
observed at 14 kHz; above this frequency, the luminescent is no
longer able to transfer the modulation of the excitation source.
This drop in the modulation-transfer function ig a measure of
the luminescence decay time. An “authentic” sgignal is thus

issued only if the correct luminescence decay time has been



W/O 02101-512 28 PCT/F_P V0111i 2 4 DEC 2004 detected at the response wavelength. It will be understood that
ot her | um nescent materi al s¥antliother set-ups for determning the | um nesceac@&rdeeiay: ti ne can be used in the
context of the invention. Another enbodi nent provides for the authentication of optigalfp jyuariable inks or
devices via the recognition of the <characteristic angle-dependent spectral reflection features of these
itens. Angl e-dependent reflection characteristics, are strongly tied to particular materials and to the
correspondi ng, often expensive, manufacturing processesz8and therefore hard to counterfeit. The enbodi nent
for the authentication of optically variable inks is a variant of the mcro-spectroneter-based enbodi nent

di scl osed above. Two M CHetReEH GRELEIS rRibondd effraldngta dauklia-iSpRCi et Aot enased for collecting
substantially parallel light fromthe itemor docunent at two predefined view ng angles, one-corresponding
to near--orthogonal andoEhgrotliarnes assdr mgitaziied viddwl dathednbod homt datreseinigigser vati on angl es were

chosen at 22.5 and at 67,50 with_respect to the.nornpl_to the printed sanple sur e, and the beam
di vergence of the coIIechﬁ &%Eﬁpeﬁﬁg Sp@eﬁﬁyh%ﬁaﬁﬁgﬁw*ﬁg &5 é“iéﬁﬁrngEEﬁﬁyci %%ﬁinated wi-th diffuse

i ncandescent |ight incigggentrem the opposite site. In a further enbodi nent, the communication equi pnent is

laid out for detecting a characteristic radio frequency or m crowave resonance on said item Said resonance
can be a natural resonance of a material, e.g. the internal nuclear nagnetic resonance |ine of cobalt netal

Inits own magnetic fielg, (ferromRgnetlis, "ucheahPo020%e: 21 53L8Y Ak ;aR0ul: 21t M), can
variable inks or devices wia the recogmition of the
characteriatic angle-dependent spectral reflection features of
these items. Angles-dependent reflection characteristics are
strongly tied to particular materials and to the corresponding,
often expensive, manufacturing processes, and therefore hard to
counterfeit. The embodiment for the authentication of optically
variable inks is a variant of the micro-spectrometer-basad
embodiment disclosed above. Two micro-spectrometars, or,
preferably, a double—Spectrometer are used for collecting
substantially parallel light from the item or document at two
predefined viewing angles, one corrssponding to near-orthogonal
and thz other to near—grazin§ view. In the eﬁbodiment, these
obsarvation angles were chosen at 22.5° and at 67.5° with
respect to the normal to the printed sample surface, and the
beam divergence of the collected light was kept within % 10°.
The sample is preferably illuminated with diffuse incandescent

light incident from the opposite site.

In a further embodiment, the communication equipment is laid ocut
for detecting a characteristic radio frequency or microwave
resonance on said item. Said resonance can be a natural
resonance of a material, e.g. the internal nuclear magnetic
resonance line of cobalt metal in its own magnetic field
(ferromagmnetic nuclear resonance, located at about 214 MHz) can
be exploited. The security document is wmarked with amn ink patch

containing metallic cobalt powder. The dstecting unit comprises



be exploited. The security docunent is marked with an ink patch containing netallic cobalt powder. The
detecting unit conprises Wav©2243%32 12 PCTIEJIiI Qril1l 2 1, D I Er 2004 29 a fregyenoywrgenerator at 214 Mz, an
excitation/sensing coil, a receiver at 214 MHz, and a rapid switching unit. The coil i%4[ﬁﬁdaﬁht in
proximty of the sanple (ink patch) under test, and its. termnals are rapidly switched forth and back
between the frequency generator and the receiver at 214 MHz. The ferronmagnetic resonance material gets
excited during the frequency generator phase of the coitzs and radi ates RF-energy (free-induction--decay)
during the receiver phase of the coil. The presence. of 214 MHz-responsive ferromagnetic resonance nmateri al

turns thus up as a Signa%.%Ee%g%;@gr%%ﬂgfé'6rféé”514 .*'n%%eggéﬁgggfé:ﬁﬁ%ﬁgﬁ%ﬁk}iﬁan be derived. It wll be

under stood that other natural M CT-owave- T esonan as as “ot her ‘dét ect or set-ups can be

used in the context of thecifmeenkions sAMes,nairidvel apdd aktikbhanal nipr.odmeedoigsagance, due to an electric
LCcircuit, a netallic dipole, a_ piezoelectric element quartz crystal, surface-acoustic-wave (SAW devi ce,
etc.), or a rmagnetostri GEOVENE| éReREOKAMIY ©fItEie 6dTPTRe (dekePebrhdetingleT teShnaPB§ous to that for

detecting natural radio EE%qugﬁﬁpgggrg%gr%%gﬁgggﬁgﬁgigggﬁeégkthhgi 5%5&?%%%%%25 ghg known to the skilled

in the art and need not to be- €scCr CO Zi cation.” equi pnen s hereby either

specifically equipped wiftdagtibachegessany ceorpanenics repetiudi-ngtt Deadetrect itm@ units. Still a further
enbodi nent relies on anorphous nmagnetic materials as the marker, such as CO25Fe50Si 15 or the |ike, which
show easy mmgneti zati on WEEROTBUIEbEE creErpapees t@spriflghctgqaaréhess doringethysteresis curve, and a

correspondingly high fregquency generator phass of the coil, and radiates RF-energy
(free-induction-dacay} during the receiver phase of the coil.
The presence of 214 MHz-responsive ferromagnetic resonance
material turns thus up as a signal at the RF receiver, from
which an authentication rssult can be derived. It will be
understood that other natural RF- or microwave-resonant
materials, as well as other detactor set-ups can be uzsd in the

context of the invention.

Altermatively, an artificially produced rescnance, dus to an
electric LC-circuit, a metallic dipole, a piezocelectric element
(quartz crystal, surface-acoustic-wave (SAW) device, ebc.), or a
magnetéstrictive.element can be exploited. The detector set-up |
iz analogous to that for detecting natural radic frequency or
microvaVé resonance. All these technologles are known to the
gskilled in the art and need not to be further described here.

The communication equipment is hereby either specifically
equipped with the necessary components including the detecting

units.

Still a further embodiment relies on amorphous magnetic
materials as the marker, such as CossFegeSiis or the like, which
show easy magnetization with low coercivity (< 5 Oe), high
squareness of the hysteresis curve, and a correspondingly high

Barkhausen effect. These materials and the corresponding reading



Bar khausen effect. These materials and the correspondi ng reading WO 02' O 1512 PCT/-P91;"'' 67111 2 4 DEC 2004
30 equi prent are known to tH@%RIJ1ked in the art of Electronic Article Sur%6TEPHAG&I EAS) applications. In

the followi ng, an exanple of an authenticating cycle, using a mnicro--spectroneter aut?gz&kg&ﬂing devi ce
according to the second-type enbodinent, is given. The itemto be authenticated is a derol e, such as

is issued for the perception of taxes on alcoholic beverages by state agencies. The tax banderole carries a
printed ink patch, showing a particular spectral featurélin the infrared diffuse reflectance spectrumin

the 700 rimto 1000 rimrange. Said particular spectral feature is produced by the adm xture to the .r-1c of
an infrared absorber pi grentomastt chrarayndie: of o t fiee t $ipiesl arenitrd aned abowss dhe-waui-henti cating equi pment cone
rises an authenticating device, which is wre-linked to a nobile phone via the phone's serial- connector-.
The nobile phone conpri séFEAEd Fuaral Watcer 063k APPETRt#HsTy, able to interact with the authenticating
device. The authenticating. device conprises a mcro- spectroneter with collection optics, nounted on a
256- pi xel linear photodetector array, a small incandescent |ight source, as well as read-out - and
digitalization electroniga frpre tfh Ihahefetattatatilaynnt aartHapredaced ayddatausiagsker fromand to the
mobi | e phone's serial port. The authenticator device is powered by the nobile phone"s battery. To

aut henticate the tax ban#&faPe Spgfuessten; aHOTBEdIeNd ey icsusivaeinudiad e &hgorithm (program), as well as

the reference  infrared shagralion sneliel© {4 (vdomphoadeds BP % BIRRE BL.p ool | o @
is a tax banderole, such as is issued for the perception of
taxes on alcoholic beverages by state agencies. The tax
bandercle carries a printed ink patch, showing a particular
spectral feature in the infrared diffuse reflectance spectrum in
the 700 nm to 1000 nm range. Said particular gpectral fesature is

produced by the admixturs to the ink of an infrared absorber

pigment, which may be of the types mentioned above.

The authenticating equipment comprises an authenticating device,
which is wire-linked to a mobile phone via the phone’s serial
connector. The mobile phone comprises a chip card with processor
and mewmory, able to interact with the authenticating davice. The
authenticating device comprises a micro-spectrometer with
collection.optics, mounted on a 256-pixel linear photodetector
array, a smzll incandesgcent light scurce, as well as read-out
and digitalization electronics for the photodetector array and
an interface for data transfer from and tc the mobile phone’s
serial port. The authenticator device is powsred by the mobile

phone’s battery.

To authénticate the tax banderole in guestiocn, the corresponding
authenticating algorithm (program}, as well as the reference
infrared absorption spectrum, are first downloaded into the
phone by a call to a password-protected remote server. The
praogram and reference data are installed in the phone’s chip

card and the program is launched via a corresponding keyboard



program and reference data are installed in the phone's chip card and the programis launched via a
correspondi ng keyboard WD 0?90%%4%22 PC ' 1P0 210'i 111 31 2 4 DEC 2004 input aPCth&EVPHdme. The aut henticating

device is positioned on the tax banderole, on top of the ink patch to he authentica qdﬁécp@@d t he neasur enent
t

is launched by pressing a key on the nobile phone. The incandescent |anp and the m €r'o- trometer are

powered up, and a diffuse reflectance spectrumis. acquired and stored in the. nobile phone's chip card.
Then. the authenticating device is imediately powered #down again, to save battery. The whole neasurenent
cycle takes | ess than a second. The neasured data (S),. stored as a vector of 256 spectral. intensity data
points (s;.) representing:idig wavehengifbiangehe At Entticatde darids RPRpRpdadely @ietreated, e.g. by from
subtracting the neasured nean ew) intensity value fromeach of the spectral points (s_; = si-smean) - The

s
downl oaded reference datHdg FQ)a[ﬁ ga@é@é}‘lq]ﬁst% dePm$la thgc i sratmls tupde malthesititaatgdi ) corresponding to
th | th . f | th f ta i i j.e. i2.L. Th imlarit f
Gsured dara (8. and rorEbtoe GapRarRR Al IR O8 By Boalld e s i SRR LT i (%9 22

nmeasured data (S)- and reference ecked vi a cor
R is assumed bei ng nor nalgtzed.. fThet hacgeidal@atnon epethidcant nd cref@attkonidterwavef ornms (refl ectance
spectra) of neasured data and reference data are equal. In general, ¢ can take any value between -1 and +1.

The measured sanple is d@oVsred vb.bensurhehifioiss refilechpore gresitraspdndrrgiy reet iamed and previously
downl oaded 1 m ting cri terlnyThe Precessan J fihe Mopiks alane RELLOVIE LgRe pReLaligns, and
device is immediately powered down again, to save battéery. The

whols measurement c¢ycle takes less tharn a second.

The measured data {3}, stored as a vector of 256 spectral
intensity data points -(si) representing the wavelength range from
700 nm to 1000 nm, is appropriately pretreated, e.g. by
subtraéting the measured mean (Suean) intensity value from each of
the spectral points (8:i: = Si~Smem) - The downloaded reference -
data (R} is equally stored as a vector of 256 spectrzl points

(ri) corresponding te the same wavelength range. Preferably, ths

reference data is normalizad, i.e. Z ::iz = 1.

The similarity of measured data (S) and refexsnce data (R) is
checked via the correlation coefficient ¢ = I ris; /(T s:%)Y?, R
is assumed béing normalized. If the correlation coefficient ¢
equals 1, the waveforms (reflectance spectra) of measured data
and reference data are equal. In general, c can take ariy value
between -1 and +1. The measured sample is declared to be
authentic if c is above a correspondingly defined and previously

downloaded limiting criterion cijm.

The processor in the mobile pheone performs these operatioms, and
displays an “authentic” or “counterfeit” message on the mobile
phone’s display unit. An audible signal may be displayed as well

through the mobile phone‘s speaker.



di splays an "authentic" or "counterfeit" nessage on the nobile phone's display unit. An audi ble signal may
be di splayed as well through?¥Aeitobil e phone's speaker. bWD 02101512 PCT, PE2BELTBYAIL 2 4 C E C 2004 32

Al ternatively, the deviations of the normalized neasured data and the reference data f?rg be used as a
decision criterion. To this aim the neasured data (S) are first normalized, such tha v UR0IM = 1. The.
reference data (R) is assunmed being normalized, too. The nean deviation d = (E wth N = nunber of sanpling
points (256 in our case), is a neasure of divergence beBdeen neasured (S) and reference (R) data, which can
be checked agai nst said decision criterion. If d exceeds a correspondingly defined criterion dlim the

measured sanmple is decl anedrhethe=qountiaid eidviSaishauhents erirRd 0fed M RELRGat@ccUr of f-1ine once the
aut henticating algorithmand reference data have been downl oaded, using the sinple authenticating device

connected to the nobil e §Wokse Thécagrmntdadat iom ks Mded asdiss plagiaiaf feriterdon.t Toan optional Iy be
retained in the phone's RN Y . t oget her. wi th r-inQu r ned item identifiers and the like, for a
| ater upl oading to the renDFegggrvégg KFﬁﬁﬁﬁﬁq\/%E% §§i§r§|5§%%¥hﬁF€§ﬁ‘&%$ pEUER FP8& out on the renote
server, in which case the nobilq phepe si g%gé)l@%gé {E@ é’r%asséﬁng@dqgéfpeé %orﬂ-(?ﬁ:ﬂénsd case together with

nd the |1 ke, et, an Y

e "

user-input or scanned itemidentifiers a 0 fhe renote serv I'ec€i ves back the result of
the authentication operakin. tha gahsae%-&%tifo%edr@mtze(fs%em@mm,dwi%thvy=pp%gg@' oEhe authentication
operation. The. authentication software is preferably distributed only to a I'mted nunber of authorized
users, which have given seopisngopoints (256 in our case), is a measure of divergence

between measured (S) and reference (R) data, which can be

checked against said decision criterion. If d exceeds a

correspondingly defined criterion dija, the measursd sample is

declared to be counterfeit.

Said authenticating of samples can occur off-line once the
authentidating algorithm and refesrence data have keen
downloadad, using the simple authenticating device comnected to
the wobile phone. The authentication result is displayed off-
line. It can optionally be retained in the phone’s menory,
together with user-input or scanned itam identifiers and the
like, ﬁor a later uploading to the remoté s=rver.

Alternmatively, said algorithm can also be carried out on the
remote servef; in which case the mobile phone gimply uploads the
measured data (8}, in its case together with user-input or
gcanned item identifiers and the like, to the remote server, and
receilves back the result of the authentication coperation. In
this case, the remote server can directly protocol the

authentication operation.

The authentication software is preferably distributed only to a
limited number of authorized users, which have given access to
it via corresponding passwords and encryption keys. Preferably,

the data transfer between the communication device and the



it via correspondi ng passwords and encryption keys. Preferably, the data transfer between the conmuni cation
devi ce and the BYO O7101al12¥PCFpERDL! 97111 2 4 DEC 2004 33 renote server isPEEEEPE111 e. protected by

correspondi ng encryption / decryption keys. So far, only the authentication of physicqﬂ E¢ Fres has- been
considered. In a nore advanced enbodi ment, the checking conprises as well the readin& oP 3@ cal information
on said item In an exanple, a |I-D or 2-1] barcode, printed on the item wth magnetic ink, is read wth the
hel p of a one- or two-. dinensional nmagnetic. sensor ar?dy (e.g. of the magneto-resistive type, or of the
Hal | -effect type) and evaluated in terms of authenticity of the itemin question. Magnetic sensor elenents
of the magnetoresistive trepeteomsmreimliy saaitablies.eprotde ed¥E Forfeemoidiigns. They can be arranged in
arrays and have sufficient sensitivity to neasure weak magnetic fields, such as the field of the earth. AL
Hal | - ef fect sensor arrayeﬁ§§YB§éﬁn-de§%¥¢%ﬁﬁ¥ﬁq¥lﬂgyﬁ;5"3,988. The realization of a nmagnetic ink detector for
docunents. is described iii US 5,552,589. It shall be wunderstood that said barcode and the correspondi ng
detector unit can also be realized with other than nmagnetic technology; e.g. Wabsorption, |R-absorption,

narrow|ine visible absogpttan, Whly His HugHdRoieagd chumifngdserice] dsgkaetkld Gagrpeehal lic printing, etc. In
a sinpler version, the reading of information relies qn a single-channel detector, conbined with a nanual
scanni ng of the sensiti ¢enatearss -t Ba ia A9 WTIEGER RIPOSHEENThéhs mpeekingni nescence, netal lic and

inder st od that the oi ngr SERLHRSI Sl Bt ias dirtiaq 0% RSB SRERAC R o g urPose: T shall be
item. In an example, a 1-D or 2-D barcode, printed on the item
with magnetic ink, is read with the help of a one- or two-
dimensional magnetic sensor array (e.g. of the magnéto~resistive
type, or of the Hail-effect.type) and evaluated in terms of
authenticity of thé item in question. Magnetic gensor elements
of the magnestoresistive type commercially available, e.g. the
XMZ-51 from Philiips. They can be arranged in arrays and have
sufficient sensitivity to measure weak magnetic fields, such as
the field of tha earth. A Hall-effect sensor array hés baen
described in US 5,543,588. The realization of a magnetic ink
detector for documents. is described in US 5,552,589. It shall be
undsrstood that said barcede and the corresponding destector unit
can also be realized with other than magnetic technology: e.g. |
Uv-absorption, IR-absorption, narrow-line visible absorption, UV
- vigible - IR range luminescence, dielectric or metallic

printing, etc.

In a simpler version, the reading of information relies dn a
single~-channel detector, combined with a manual SCAnning of the
sensitive area of the item to be authenticated. The simple
luminescence, metallic and magnetic sensor units described
herein before can advantageously be used for this purpose. It
shali be understood that the single-channel detecting unit can
again be realized in any technology which lends itself to a

reading of information from a support.



again be realized in any technol ogy which lends itself to a reading of information froma support. WO

02/ 01512 PCT1EP01l/ 07111 2 4vDEZIZ0911 34 The reading of iteminformation carCherewined with a visual or
audi bl e reproduction of certain information contents. In particular, using the audi ble display, a currency
detector / authenticator for the blind people can be realized, which, after authentlc?g@@g mhe currency,
audi bl'y announces the respective currency unit and denonlnatlon A partlcular enbodi nent relles on
information stored within a mcrochip transponder, contafned in or on said item M crochi ps bonded onto the
security thread of a banknote, using, the; netallised parts of it as their antenna, are feasible and have
been presented to the se&hﬁlmwaﬁmnguuﬁ3&tam1nﬂnqrmﬂﬁmmmlﬂan beacthxmm&spﬂﬁtmumﬂsmmbmmiter contained in the

communi cation. equi prent in_an acgcessor i,S us to |nterro ate Lhe nlcrochlp transponder and to
read the stored |nfornat|8ﬁl%&ﬁ 5ﬁ5%ﬁ¥ﬁﬁﬁﬁﬁF%6§e§e TEaRs 36 RS ng spread- spectrum technol ogy

in the required frequencyspends1e dudhe t@@a@d&bbﬂ\/‘d@.@@@aﬁr% ‘@%&‘Méntc% aeskid ed in the art. It shall

agai n be understood that, in the context of the invention, the comunication wth the m crochi p transponder

can rely on any fea5|bIéutbcnhahagpzam@rl§hﬁobla3§tpﬁ©@é@ et e m@nﬂuaedd shiehd- sfieetr um conmuni cat i on

protocol. In a particul a f.erred e dlnent use | 6£Fde of the ggunlcatln faC|I|ty of conmmuni cati on
b

equi pment, to cross- che@ﬁgpﬁgﬁéﬁﬁﬁéﬁﬁ 8 HRFEIREY | B *SafHrEmes FEERPFYL8f  a docunent, in

particular of a securitycdesupet uWikh due dendahAgiauthority’s data on said item Securlty docunent s (such
as bank notes, credit cards, paSsports, i1dentity cards, access

A particular embodiment relies on information stored within a
microchip transponder, contained in or on said item. Microchips
bonded onto the security thread of a banknote, using the
metallised parts of it as their antenna, are feasible and have
been presented to the security community. In this embodimént, a
spread-spectrum transmitter contained in the communication
equipment, or in an accessory to it, is used to interrogate the
microchip transponder and to read the stored information for
checking purposes. Transponder chips operating in spread-
gpectrum technology in the required frequency hands (e.g. the
2.4 GHz ISM band) are known to the skilled in the art. It shall
agaln be understood that, in the context of the invention, the
5commupication with the microchip transponder can rely on any
feasible technology and is not restricted to the mentioned

spread-spectrum communication protocol.

- In a particularly preferred embodiment, use is made of the
communicating facility of communication equipment, to cross-
check the authenticity informatien of said item, specifically of
a document, in particular of a security document with the
issuing authority’s data on said item. Security documents (such
as bank notes, credit cards, passports, identity cards, access
cards, driving licemses, etc.) can noteworthy be marked to their
physical identity by a number of ways: incorporation of random

distributions of colored, luminescent, metallic, magnetic, or



cards, driving licenses, etc.) can noteworthy be marked to their physical identity by a nunber of ways:

i ncorporation of random di¥s#3/43613 ons of colored, |um nescent, netallic, nEgheriiwrior WO 02101- 532

PCT[ EP01107111 2 4 DEC 2004 35 other particles or fibers into the paper or plastic substrate of the
docunent ; -printing of ink patches containing random -distributions of determ ned, defédifd@ particl es of
said types; laser- or ink-jet marking of the security docunent with an appropriate random pattern; etc..
This identity data, which is unique to the item concerned? can be tied by the issuing authority to the
particul ar security docunent's serial nunber, and the resulting correlation data can be nade available-in a

dat abase for cross-checkbBgeRUPRPEES1cEN8r FeGMiid Y rier WHRNDapekrdent bl Mse9rf &ibisRgateature is sensed by an
appropriate deteetor incorporated into the comrunication equipnment, and the resulting identity data is
mai | ed, together with tBBesdegureptdopuiBhing pii dkd peéchgls sonbeining rhsdoimssuing authority's database. A

"yes" or "no" answer is p_.mmjiled back.tp the sender, .t nfirmor.to infirmthe physical authenticity
of the security docunent&?g“ﬁﬁggf?Sﬂs Ph gﬁgé§5ﬁﬁﬁ ’o%ﬁFﬁFgaégﬁoH? ﬁF}eﬁno'nﬁaﬁgtgﬁpgahtaining opaque,
particles of 30-50 gm sizgsks-appl igH-{0Ltherki e BY ther eepuphtpt EBgundAe RALLi ghes are preferably flat and
can e.g. be chosen out of the groups of optically variable pignment flakes, alumnumfl akes or opaque

pol ymer flakes. The conepr?priabeofahfleRepakrhethe BAR-i-s arranged such that the nunber of flakes per cnP
is preferably chosen to be of the order of 10 to 100. The fl ake pattern, which is characteristic for each
individual item is sensed within a well-defined area of the docunent in

This identity data, which is unique to the item concerned, can
be tied by the issuing authority to the particular security
document’s serial number, and the resulting correlation data can
be made available. in a database.for cross-checking purposes. The
security document’s identity conferring feature is sensed by an
appropriate detector incorporated into the communication
equipment, and the resulting identity data is mailed, together
with the security document’s printed serial number, to the
issuing authority’s database. A “yes” or “no” answer is then
mailed back to the sender, to confirm or to infirm the physical

authenticity of the security decument in questiomn.

In an example of this embodiment, an ink patch containing
opague, particles of 30-50 pm size is applied to the item by
scréen printing. The particles are preferably flat and can e.g.
be chosen out of the groups of optically variable pigment
fiakes, aluminum flakes or opaque polymer f£lakes. The

- concentration of flakes in the ink is arranged such that the
number of flakes per qnﬁ_is preferably chosen to be of the order
of 10 to 100.

The flake pattern, which is characteristic for each individual
item, is éensed within a well-defined area of the document in
translucency by a two-dimensional CCD sensor element, applied in
contact-copy mode onto the area concerned. The CCD sensor

element has typical dimensions of 0.5 ipnch by 0.5 inch (i.e. 12



transl ucency by a two-dinensional CCD sensor elenent, applied in contact-copy node onto the area concerned.
The CCD sensor el enment haWaggiieal dinensions of 0.5 inch by 0.5 inch (i.eCU2PON’G2101M 2 P' CT/ EPOL107111 7
4 DEC 2~ryr~r 36 x 12 mm) with, depending on the pixel size, either 256 x 256, 512 x 512 or 1024 x 1024
active pixels. In the context of the present exanple, a 512 x 512 pixel sensor proviedJEe?Mé sufficient. Such
el ements and corresponding driver electronics are conmercially available. According. to the art, a
fiber-optic plate is preferably inserted between the se¥sor surface and the print, in order to protect the
sensor fromdirt and nechanical danage, w thout degrading its optical resolution performance. The first

checking of the .so markediz2i mem with,t RepEhrlirseasothespiperf gired afit@ke Prisat kngssand the resulting picture
of dark mcro-spots is stored, togetﬁer-mﬁth t he docunent's_serial nunber, in the issuing authority's
dat abase. Upon aut henti c8LRoK 5b¢ aru3ér4 xhdO@4camsite Biapphi-ednobhe goodersspdnthag sensor el enent

contained in conmunicatigp_ equipnoent, .and_t res in igture of dark. mcro-spots is nuiled, together
with the docunment's serPgFS%thgf?m?%efhﬁ ?gguﬁhéhgugggﬁﬁtéégsaat568385 E®h&Fe the degree of -correspondence

with the originally storgdrsdatants geteraingenby andabeerkbbshdand Bhevawt bentieahien result is mailed back
as a "Ye:" or "No" answer to the user. Again, the detector for sensing the docunent's identity information

can be of any_techno!ogyaMhiGhmmtéﬁﬁ@llvsevaiﬁébﬂhe ApG@F@éég.bpthalartansnfééénﬁeptiuninescence-,
ROl C L oL eCtT o R RHLOI L SaUeDEen andacher  aeg,oh BROSLAS BLeoRagsibLEy L sensor can
di mensi onal - area--type; ghgntheijdentétyrshgekBacptpeeduheosairom dirt and mechanical

damage, without degrading its optical resolution performance.

The first checking of the so marked item with the CCD-sensor is e

performed after printing, and the resulting picture'of dark

migcro-spots ig stored, together with the document’'s serial

number, in the issuing authority’s database. Upon authentication

by a user, the document is applied onto a corresponding gensor

element contained in communication equipment, and thé resulting

picture of dark micro-spots is mailed, together with the

document’s serial number, to the issuing authority'’s database,

where the degree of correspondence with the originally stored

data is determinad by an algorithm, and the authentication

result is mailed back as a “Yes” or “No” answer to the user.

. Agéin, the détector_for sensing'the document’'s identity
information can be of any technology which.lends itgelf to the
purpose: opﬁicai transmission-, luminescence-, wagnetic-,
dielectric-, radio-frequency- and other types of sensing are
pdséible;_the sensor can furthermore be of the single-channel-
(hand-sdanning—), of the linear array-, or of the two-
dimensional-area-type; and the identity checkiﬁg procedure can
be performed with manuai input of the security document’s serial

number, or in a fully automated fashion.



be performed with manual input of the security docunent's serial nunber, or in a fully automated fashion. WO
2101512 37 7.4 DEC2[; PI Atcoizdiiagd y, the invention preferably relies on a BYyBT&MmFor authenticating an

item in particular a security docunent, having at |east one marking. Said system cdnpbises: a nobile

wi de- area network (WAN) conmuni cati on device, connected or linked to an authenticating device. Said marking
reflects or emts electromagnetic radiation and/or exhibits particular electric or magnetic characteristics
in response to interrogation by said authenticating devite. Said marking may further contain | ogical

i nformation, vectored through said radiation. or characteristics, and said characteristic response and

| ogi cal information are ﬁ&@bﬁ&@ﬂg@¥,sébﬁ autBent beapragerdBViceelsabdosy st epseenpEbses further a renote
server, including hardware and software to establish a link to said nobile comunication device via a w de
area network and to exchakgbengideatinghant - teai digaParRérendt Ay SecHpiilyi dgcaueRénti cating software and/ or

aut henti cati on data andlﬁév&g eren gﬁ%?ta.§S%%gki£§goggiaeg%§#aﬁa¥o%# ?ﬁ g&%?ég%?g&henticating oper ati ons

centrally. Optionally sald systeé i § ans encry ecry nsfer between said renote

server and said communi gafikofr&evheewoThe (WAMENtbamunt.eheisnf dethee,t eoARetteMm bo be aut henti cat ed,
.wherein the marking of the itemis interacting with the authenticating device of the conmunication
equi pment. The inventionlieked st¢ napaputbanticesiag fevafrewndrbdnmarkpngr aeflgcde af | east one type of

opti cal |y authenti cat e - ghl e {1 ales, oL oRALEECkA: BLEoAT LARPEY MARLRCLIEREKIqG, form g @ characteristic,
electric or magnetic characteristics in regponse to
interrogation by said authenticating device. Said marking may
further contain logical information, vectored through said
radiation or characteristics, and said characteristic response
and logical iﬁformation are captured by said authenticating
davice. Said system comprises.further a remote garver, including
hardware and software to establish a link to said mobile
communication davice via a wide area network and to exchange
data with it, said data noteworthy comprising authenticating
softwére and/or authentication data and/or refersnce data. Said
remote gerver may also perform authenticating operations
centrally. Optionally said system comprises means to

encrypt/decrypt the data transfer between said remote server and

said communication device.:

The inventioﬂ_refers further to an item to be authenticated,
‘wherein the marking of the item is interacting with the

authenticating device of the communication equipment.

The invention refers in particular to an item, wherein a
plurality of at least one type of optically authenticate-able
flakes or particles are arranged within the marking, forming a

characteristic, identity-conferring random-patterm.

The invention refers in particular to an item, wherein an

invigible 1~dimensional or 2-dimensional barcode is arranged



The invention refers in particular to an item wherein an invisible 1-dinensional or 2-dinmensional barcode
is arranged WO 02101. 512 38Pe¥PELID1/ 07111 2 4 D 2 004 within the marking, ear@fpHeiicharacteristic |ogical
informati on about the item The invention refers in particular to an item wherein qlﬂgggmﬁﬁic i nformation
carrier is arranged within the marking, carrying characteristic |ogical informtion about e item The
invention refers in particular to an itemcarrying a laser security marking, conprising characteristic

| ogi cal information about the item The invention refer$8in particular to an itemcarrying a radio
frequency transponder, conprising characteristic |logical information about the item It is easy for the
skilled -in the art to cedcgiivetabtheizriid ficathong ateorditeg 10 whildyidg imferH=en gan be enbodied. These
may noteworthy include the use of nobile comunication equipnent. other than nobile phones, given that said
equi pnent has data proc §Pﬁgt§ﬁdl§ﬁﬁhage; W rel ess communi cating, and wuser- and nachine-interface

i nput - out put capability. These enbodinments do further include the use of other sensor accessories, such as
pen- shaped barcode readers, |aser scanners, or external imaging units. These variants do al so include the

expl oi tati on of .ot her phy¥hecahvehteeis rddfird e peitiienddrones arps tehgr atleeklist iac security-conferring
features. Such effects may noteworthy include UV-absorption, magnetostriction, Barkhausen effect, RF or
ni crowave resonance, di eFBFRREECPEBPOFTIRES CTRIARIHRE Afr rranged witnin the marking, :

carrying characteristic logical information about the item.

The invention refers in varticular to an item carrying a laser
security marking, comprising characteristic logical information

about the item.

The invention refers in particular to an item carrying a radio
freguency transponder, comprising characteristic logical

information about the item.

It is eagy for the skilled in the art to conceive other
modifications according to which the invention can be embodied.
These may noteworthy include the use of mobile communication
equipment other than mobile phones, given that said equipment

has data processing and storage, wireless communicating, and
user- and machine-interface input-output capability. These
embodiments do further include the use of other Sensor
accessories, such as pen-shaped barcode readers, laser scanners,
or external imaging units. These variants do also include the

- exploitation of other physical effects than the mentioned ones

as characteristic security—conférring features. Such effects may .
noteworﬁhy include UV-absorption, wmagnetostriction, Barkhausen
effect, RF or microwave resonance, dielectric prdperties, and

the more.



9 2 4 DEC 2004 dains Use of a generally avail able nobile comunication equipnment selected fromthe group
consisting of a nobile phone, a hand-held conputer cr an electronic organiser, for authenticating a
security marking on an item in conjunction with an authenticating device. 2. Mobilg,difmni cation device
according to claim1, wherein maSt | east one el enent, selected fromthe group of data processing and storage
devi ces, data transfer devices, user- interfaces, machine-interfaces, and battery, is functionally
connectable with an authenticating device. 3. Mbile comunication device according to claim?2, wherein said
aut henti cationg device is integrated in said nobile comunication device. 4. Mbile comunication device
according to claim?2, wherlein s&#a @ut herg¢eat & hgydeviéeabiesephrate corvmrsaied imsbi | e communi cation devi ce
and connectable to it via a wire-link or_a.wireless lipk. 5 _Mbile_commnjcation device according to one of
clains 1 to 4, conprising hardﬂ%ﬁ%ﬁm%ﬁﬁtﬁﬁf%cgga ?é?grgﬁ%egﬁgpg Fg%ﬁéﬁgg%ﬁiéﬁ%ﬁ%ntication of saidgsecurity
marking in a stand- al one nodend>i Mbihen€pnaupksat henadeyinget agcerdizng e @nerofc claims 1 to 4, conprising
hardware and software for connecting to a renote server to perform authentication of said security marking
on said renote server. 7. Methotr3rigte al®heRtEAERBACBEIAA Pt ERFCUA tparBirdulrgr % security docunment, having

at least one marking, wth thean item, in cenjunction with an autnenticating

device.

2. Y¥obile communicaticn csvice according to claim 1, whersin at
iezst on= element, selected from the group of data
processing and storage devices, data transfer davices, ussr-
interfaces, machine-interfzces, anc battzsry, is Functionslly
comnectable with en authenticetlng devics

3 Mobils communiication cevice according te claim 2, whearein
o [T o smft s e At aememtam Sw o me= A e 1o
said suihs ICACETINg WEVIces 15 1ilegraecsd - SE1lC mMClL <
communiceticon device

a Mobile communicaeticn device sccerding To claim 2,- wherein
s2id authenticsting device is separafe ifrom ssid molkile
communicetion device &nd cconnectekls to it via a wire-link
cxr & wirelsss link

5 Mobile communication device according to cone ¢f claims 1 to
-, comprising hardwere, soiitware znd ralsrence deba to
rerform authenticetics of szid secuxity merking in a stand-
zlone mods

) Mobile communication device according to cne of claims 1 to
4, cowmprising hardwere and software for connecting to a
remote server to werform authenticetion of said security
marking on said remolé server

7 Method fov the zuthenticaticn »r &n 1Ten!, in par’_l\:ulc_'_‘f =



WU 02/ 01512 PCT/ EPO1/07111 2 4 DEC 2004 40 help of a nobile comunication device coupled to an

aut henti cating device, sai d"Ré#ABd2conprising the steps of:

(a) optionallyPtéigdsfHdgithe marking to

activating energy supplied by said authenticating device; (b) detecting an authenticating Ei&nal of the
mar ki ng, using a detector conprised in said authenticating device; (c) authenticatirib4 5l d

conmmuni cati on devi ce.

energy, preferably to el ectromagnetic radi ation and/ or

aut henti cati ng devi ce;

or magnetic characteristics mnigted ormokeflectednbyi cdH dbmaikihce | cotpbpdnse o
according to claim?7 or 8 conprising. the steps, of: (i} optiopally downl oading a nmeasuring and/ or
aut henticating al gorithmf ro%%%%t%@é’ﬁé?g‘b]rcea Stfa"t% #&‘@é}n"f%{?ﬁ@%&%ﬂ of2Rf PFobi e communi cati on
device; (ii) downloading of regfiere ,iQ_ﬁfaal]fS)l,O@ JRMRf &remi8icidt ti&iﬁgﬁq Q{}n :

Icity al gori thm

device; (iii) producing said autheit

aut henti cati ng devi ce;

8. Method according to .claim?7 wherein:

§i gnal in said

(a) said marking is activated by exposure to
&Pectric or magnetic fields, originating fromsaid

(b) said detected authenticating signal is electromagnetic radiation and/or electric

ignall according to a reasurlng

(i v) aut hemstipgatiegy kyaisd idu thetentiiog tsimnalebycd ;he means

(b)

{c)

detecting an authenticating signal of the marking,
using a detector comprised inm said authenticating
deﬁice;

aﬁthenticating gaid signal in said communication

devicge.

8. Method according to claim 7 wherein:

(a2}

(b}

said warking is activated by exposure to ehergy;
prefarably to electromagnétic rédiation and/or
glectric or magnetic fields, originating from said
authenticating device;

said detected authenticating signal is electromagmetic
radiation and/or electric or wagnetic characteristics
emitted or reflected by said marking in response to

said energy.

5. Method aécording to claim 7 or 8 comprising the steps of:

(1)

(11)
(iid)

(1iv)

optionally'downloadiﬁg a measuring and/or
authenticéting algorithm from a remote server or a
data base into the memory of said mobile communication
device;

downloading of reference data from a remote server
into the memory of said mobile communication device;
producing said authenticity signal according to a
measuring algorithm, using said authenticating device;
authenticating said authenticity signal by the means

of said mobile communication device, using an

said energy. 5. Method

nobi | e conmuni cati on

sing said



of said nobile comuni cation device, using an WO 02,' 01512 PCTI EP01107111 24 DEL 41 authenticating al gorithm
and said reference data, #¥Hep®Byiroducing an authentication result; (v) ger@&EzritAagian out put signa
representative of said authentication result. 10. Method according to claim5 or 7, £pmprising the
additional steps of: optionally downl oading a neasuring algorithmfroma renote server I At0 the menory of
said nobile communication device; (ii) producing said authenticity signal according to a neasuring
algorithm wusing said authenticating device, (iii) uplodding the authenticity signal of step (ii) to a
renote server; (iv) authenticating said authenticity signal on said renbte server, using a correspondi ng

authenticating algorithm and corrggppadtngareher angerdaha, ahlepgby pesduainpd @Rczaut hentication result; (v)
downl oadi ng the authentication result of step (1v) fromthe renote server to the nobile conmuni cation

de-vice; (vi) generating an out put tEeFray pepdeséngagivaubhenbigatiaonheasidttion result. 11. Method according
to claim9 or 10, wherein saig,dowy] oadi and/ oadi s perfornmed.using a secure, encrypted
é?h H%SQAQ?HQ o ?ﬁtﬂﬁk Qﬁ#ﬁgl ebt Se%fﬁglﬁ%r Tﬁﬁa%% | east one

connection. 12. Method accor gt ne o he“clrarms 7- wherern—s nprises at
magnetic material. -1 'O Q2103512 BHhemEAIEH1dd result.

10. Method according to claim 6 oxr 7, compriging the additional
steps of:

(i) optionally downloading a weasuring algorithm from a
remote server into th2 memory of said mobkile
communication device; |

(ii) - producing said authenticity signal according to a
measuring algorithm, using said authenticating device;

(i1i) uploading the authenticity signal of step (ii) to a
remote server;

(iv) authenticating said authenticity signal on said remote
server, using a corresponding authenticating algorithm
and corresponding refersnce data, thexsby producing an
authentication result;

(v) downloading the authentication result of step (iv)
from the remote server to the mobile communication

- device;
{vi) generating an output signal representative of said

authentication result.

11. Method according to c<laim 8 or 10, wherein said downloading
and/or uploading is performed using a secure, encrypted

connection.

12. Method according to one of the claims 7-11, wherein said

marking comprises at least one magnetic material.



2 4 DEC ?,n 42 13. Method according to one of the clains 7-11, wherein said marking conprises at |east one

| umi nescent material. 14. NEPHW&EIHEcording to one of the clainms 7-11, wherePAT&&PUo7imAr ki ng conpri ses at

| east one infrared-absorbing material. 15. Method according to one of the clains 7-11”2M@gg2hp said marking
conprises at |east one radio frequency resonant material. 1E. Method for the authenti‘tation of an item
according to one of the clainms 7-11, wherein said marking conprises a mcrochip transponder. 17. Method for
t he aut hentication of an itemaccording to one of the ctdins 7-11, wherein said marking conprises a
characteristic particle or -flake pattern. 18. Unit for authenticating an item in particular a security
docunent, having at |eastioneiciidd Rbcdx@d thdiKiche oFXhiHY tdIRg m& chanacterd:&dic Jahysi cal behavior in
response to activating energy, preferably electromagnetic radiation and/or electric or nmagnetic fields,
said unit conprising: (a) aUSBilRe COWRMHIIER i90n l@aFc O ity nescentr oedsyiisd .and st orage capabiliti es,
data transfer capabilities, wuser-interface capabilities, and nmachine--interface capabilities; (b) an

aut henticating device, coupled to said nobile comunication device, said authenticating device conprising a
devi ce for produci ng sai d4acMerabiin@Gccidioyy ard dher cdeteet idlgisRl §-ghar aglkeriist isa j@hysi cal behavior of said

mar ki ng, . NVO 02/01512 PCT/-E?01/07111 2 4 DEC 2006 43 .
_ marking comprises at least one infrared-absorbing material.

15. Method according to one of the claims 7-11, wherein said
marking comprises at least one radio frequency resonant

material.,

16. Method for the authentication of an item according to one of
the claims 7-11, wherein said marking comprises a microchip

transpondear.

17. Method for the authentication of an item according to one of
the claims 7-11, wherein said marking comprises a

characteristic particle or flake patterm.

18. Unit for authenticating zn item, in particular a security
document, having at least one marking, said marking
exhibiting a characteristic physical behavicr in response to
activating energy, prefefably electromagnetic radiation
and/or electric or magnetic fields, said unit comprising:
(a) a mobile communication device having data processing

and storage capabilities, data transfer capabilities,
user-interface capabilities, and machine—interface
capabilities}

(b) an authenticating device, coupled to said mobile
communication device, said authenticating device
comprising a device for producing said activating
enerqgy and for detecting said characteristic physical

behavior of said marking,



(c) said nobile conmunication device and/or said authentication device conprising hardware and/or software
for connecting said nobil e ®fafiidiZcati on device to a renpte server contai HIRERAOREAt i cating software
and/ or authentication reference data, (d) optionally hardware and/or software to eng&zg@ the data transfer
bet ween sai d comuni cation device-and said renote server. 19. Authentication. devi E2@Mthenticating an
item in particular a security docunent, having at |east one marklng, said marking exhibiting a
characteristic physical behavior in response to activatdng energy, preferably el ectromagnetic radition
and/or electric or magnetic fields, said device conprising: (a) a device for producing said activating
energy and for detecting sai¢) chagatdendbiie pbysicbbabebavierioé asayern@iking, and for producing an
authentication result; (b) nmeans for generating an output signal representatiy of -said authentication.
result; (C) coupling neans to couptetRantleathent (SRl FanceRTEeiprd hardwre ¥ini cati on device, preferably
a nobile phone, having data proc i : o) bilities,.dat sfear. capabilities, user-
interface capabilities and interfgggﬁg%%ggg?é%iéggg %§§@§i%£%%t e%%?%d%?%ﬁﬁgg%ﬁégﬁgonprising har dwar e and/ or
software for connecting through salgkimdite acosmpind catioar devniceiiing fiefdec iserta{g cont ai ni ng

aut hentication software and/or authentication_ reference data, W.D 02/01512 PC T1 '2011 Q7111 7 4 DEC 2004
software and/or authentication referance data,

{(d) optionally hardware and/or software to encrypt the
data transfer between said communication device' and

said remotsz server.

19, Authentiéation.device for authenticating an item, in
particular a security document, having at least one marking,
said marking exhibiting a characteristic physical behavior
in response to activating energy, preferably electromagnetic
radiation and/or electric or magnetic fields, said device
comprising: |
(a} a deviée'for producing said activating energy and for

detecting said characteristic physical behavior of
said marking, and for producing an authentication
result;

{b} means for generating an output signal representative
of said.authenticatioﬁ result;

{c) coupling means to couple said authentication device to
a mobile communication device, preferably a mobile
phone, having data processing and storage
capabilities, data transfer capabilities, user-
interface capabilities and interface capabilities;

(d) said authentication device comprising hardware and/or
software for connecting through said mobile
communication device to a remote server containing

.authentication gsoftware and/or authentication

reference data.



44 20. System for authenticating itens, in particular a security docunent, having at |east one marking, said
mar ki ng exhibiting a charagte#s;std c physical behavior in response to actiyatkng,senergy, preferably

el ectromagnetic radiation and/or electric or magnetic fields, said system conprising: aﬁ a nobile

communi cati on devi ce having data processing and storage capabilities, data transfer tapabidilities,
user-interface capabilities, and machine-interface capabilities; (b) an authenticating device, coupled to
said nobile communication device, said authenticating deyvice conprising a device for producing said
activating energy and for detecting said characteristic physical behavior of sad d marking, (c) a renpte

server conprising hardwarg a gl r_seftware.to. . i to.,said nnbihe conmuni cati on device, an
aut henti cati ng softmare,ﬁgﬁdg ?ggﬁt gﬁiﬁé%ﬁe%ﬁ;gge¥e_e%géﬁﬁétég_F&ftéﬁP'SﬁaFI§?cHEéh¥ to encrypt the data
transfer between said renot@ogemnsar, aRGvSakydaeoNuHBL CohEON28RYNEE. said marking
. exhibiting a characteristic physical behavior in response to
activating energy, preferably electromagnetic radiation

and/or electric or magnetic fields, said system comprising:

{a) a mobile communication device having data processing
and storage capabilities, data transfer capabilities,
user-interface capabilities, and machine-interface
capabilities;

(b) an authenticating device, coupled to said mobile
communication device, said authenticating device
comprising a device for producing said activating
energy and for detecting said characteristic physical
behavior of said marking,

(¢} a remote server comprising hardware and/or softwars to
communicate to said meobile communication device, an
authenticating softwars, and/or authentication
reference data,

{d) optionally, means to encrypt the data trgnsfer betwean

gaid remote gerver and said communication device,



