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CLAIMS

What is claimed is:

1. A computer-implemented method for-steringblockehainacecount-privatekeys;
cine:

obtaining;performed by a private key management program installed on a user device
of a user, wherein the user device stores (i) an encrypted private key set obtained by
using a predetermined encryption key to encrypt a private key set provided by the user
and (ii) an association relationship between predetermined identification information of
the user and the private key set, and wherein the method comprises:

obtaining input identification information provided by the user;

determining whether the input identification information matches the
predetermined identification information of the user;

in response to determining that the input identification information matches the

predetermined identification information of the user, obtaining a decryption key
provided by the user;

determining whether the decryption key provided by the user is associated with
the predetermined encryption key; and

in response to determining that both (i) the input identification information

matches the predetermined identification information of the user and (ii) the decryption
key provided by the user is associated with the predetermined encryption key, returning
the private key set to the user, wherein the private key set is obtained by using the
decryption to process the encrypted private key set stored on the user device.

2. The computer-implemented method according to claim 1, wherein the private key set
comprises at least one account private key of a blockchain account registered by the
user.

3. The computer-implemented method according to claim 1, wherein the identification
information comprises a mobile number or an identity card number of the user.

4. The computer-implemented method according to claim 1, wherein the identification
information comprises biometric identification information of the user, wherein the
biometric identification information comprises fingerprint information or face
information.
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5. The computer-implemented method according to claim 1, wherein the encrypted

private key set is stored on the user device only after obtaining the predetermined
identification information provided by the user.

6. :The computer-implemented method according to claim 1, wherein the
predetermined encryption key is an asymmetric key, and wherein determining whether
the decryption key provided by the user is associated with the predetermined encryption
key comprises processing the encrypted private key set using the decryption key
provided by the user.

7. The computer-implemented method according to claim 1, wherein the predetermined
encryption key is a symmetric key.

8. A non-transitory, computer-readable medium storing one or more instructions
executable by a computer system to implement a private key management program on
a user device of a user, wherein the user device stores (i) an encrypted private key set
obtained by using a predetermined encryption key to encrypt a private key set provided
by the user and (ii) an association relationship between predetermined identification
information of the user and the private key set, and wherein the private key management
program is configured to perform operations comprising:

obtaining input identification information provided by the user;

determining whether the input identification information matches the
predetermined identification information of the user;

in response to determining that the input identification information matches the
predetermined identification information of the user, obtaining a decryption key
provided by the user;

determining whether the decryption key provided by the user is associated with
the predetermined encryption key; and

in response to determining that both (i) the input identification information
matches the predetermined identification information of the user and (ii) the decryption
key provided by the user is associated with the predetermined encryption key, returning
the private key set to the user, wherein the private key set is obtained by using the
decryption to process the encrypted private key set stored on the user device.

9. The non-transitory, computer-readable medium according to claim 8, wherein the
private key set comprises at least one account private key of a blockchain account
registered by the user:.
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obtaining—identification information previded—bycomprises a mobile number or an
identity card number of the user;-and.

11. establishinean tattonrelationshi Feen The non-transitory,

computer-readable medium according to claim &, wherein the identification

information and-the-private-key-setcomprises biometric

& homethodpeernline Lo el = wherein Bolorethe oo st the vpe el

obtainingthe biometric identification information previded-by-the-tserrand
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determining—whether-the-identificationcomprises fingerprint information previded-by
the-user-matehesthe-identificationor face information-asseciated—with-theprivatekey

12. the-deeryptingThe non-transitory, computer-readable medium according to

claim 8, wherein the encrypted private key set by-usingis stored on the user device

only after obtaining the deeryptionkey-speetfically-comprises:

ff—thep_redetermlned 1dent1ﬁcat10n 1nformat10n prov1ded by the user—matehes—the

transitory, computer-readable medium according to deeryptclaim 8, wherein the
predetermined encryption key is an asymmetric key, and wherein determining whether
the decryption key provided by the user is associated with the predetermined encryption
key comprises processing the encrypted private key set by-using the decryption key
provided by the user.

. : o Blockelai ate]

14. The non-transitory, computer-readable medium according to claim 8, wherein the
apparatuas-predetermined encryption key is instaleda symmetric encryption key.

15. A computer-implemented system, comprising:

one or more computers; and

one or more computer memory devices interoperably coupled with the one or
more computers and having tangible, non-transitory, machine-readable media storing
one or more instructions that, when executed by the one or more computers, implement
a private key management program on a user device of a user, and-the—apparatus
comprises:wherein the user device stores (i) an encrypted private key set obtained by
using a predetermined encryption key to encrypt a private key set provided by the user
and (ii) an association relationship between predetermined identification information of
the user and the private key set, and wherein the private key management program is
configured to perform operations comprising:

. s ale. . | beai ) |
set;obtaining input identification information provided by the user;

determining whether the input identification information matches the
predetermined identification information of the user;
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in response to determining that the input identification information

matches the predetermined identification information of the user, obtaining a
decryption key provided by the user;

determining whether the decryption key provided by the user is
associated with the predetermined encryption key; and

in_response to determining that both (i) the input identification
information matches the predetermined identification information of the user
and (ii) the decryption key provided by the user is associated with the
predetermined encryption key, returning the private key set to the user, wherein
the private key set is obtained by using the decryption to process the encrypted
private key set stored on the user device.

16. The computer-implemented system according to claim 15, wherein the private key

set comprises at least one account private key of a blockchain account registered by the
user:.

a—third—aecquisition—module,—confisuredto—obtain—15, wherein the identification

information previded-bycomprises a mobile number or an identity card number of the

user-and-estabhshand-storeanassocttronrelattonship-between.

18. The computer-implemented system according to claim 15, wherein the

identification information and-the-private key-set
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Hﬁ—appafa%&s—&eeefdmg—te—elaim#—whefem—aﬁer—fhecompnses biometric

identification information

deelfyp{ed—bﬁ}smg—fhe—deewpﬁeﬂ—ke%eb%am 1dent1flcat10n 1nformat10n pfeﬂdeel—by
the—user:—and-determine—whether-theidentificationcomprises fingerprint information

pfeﬂded—byehe—t}ser—ma{ehes—t-he—}deﬂ&ﬁeaﬁeﬂor face information-assectated-with-the

19. The computer-implemented system according to claim 15, wherein the encrypted
private key set is stored on the user device only after obtaining the predetermined
1dent1f1cat10n 1nformat10n prov1ded by the user—m&tehes—&he—}defmﬁe&&eiﬁn%mm&eﬁ

20. The computer-implemented system according to claim 15, wherein the identity

veritfeatton—module—determines—that—the —dentifieation—formattonpredetermined
encryption key is an asymmetric key, and wherein determining whether the decryption
key provided by the user deesnotmatch-thetdentificationinformationis associated with
the private—key—set—refuse—to—deeryptpredetermined encryption key comprises
processing the encrypted private key set by-using the decryption key provided by the
user.

21. The computer-implemented system according to claim 15, wherein the

predetermined encryption key is a symmetric encryption key.43=A-computer-deviee;
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