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WHAT IS CLAIMED IS:

1. A computer-implemented method for private cross-asset trading in a blockchain
network, the method being executed by one or more processors and comprising:

generating, by a first node in the blockchain network and using Boneh-Goh-
Nissim (BGN) encryption, ciphertexts based on a first value and a second value, the
second value being determined based on a homomorphic multiplication of the first value
and an encrypted exchange rate provided by a second node in the blockchain network,
wherein the ciphertexts and the encrypted exchange rate are on a same elliptic curve;

transmitting, by the first node to the second node, the first value and the
ciphertexts;

receiving, by the first node and from the second node, a first evidence set
comprising a set of data that can be used to verify the exchange rate in a zero-knowledge
proof (ZKP) routine without revealing the exchange rate;

generating, by the first node, a second evidence set comprising a set of data that
can be used to verify, using the ZKP routine, that the ciphertexts are encrypted by a BGN
public key of the first node;

defining, by the first node, a transaction comprising a first transaction between the
first node and the second node for transfer of the first value from the first node to the
second node, and a second transaction between the second node and a third node for
transfer of the second value from the second node to the third node; and

transmitting, by the first node, the transaction to at least one consensus node of
the blockchain network for verification and execution of the transaction, the transaction
being verified based on the first evidence set and the second evidence set, and in response
to verifying the transaction, executing the first transaction and the second transaction to
decrease a balance of the first node by the first value, increase a first balance of the
second node by the first value, decrease a second balance of the second node by the

second value, and increase a balance of the third node by the second value.
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2. The method of claim 1, wherein the first evidence set is provided by the second
node based on the first value, a pair of random numbers provided by the first node, and

the ciphertexts.

3. The method of claim 1, wherein verifying the transaction by the at least one
consensus node comprises verifying a digital signature of the first node and a digital

signature of the second node.

4. The method of claim 1, wherein verifying the transaction by the at least one
consensus node comprises verifying a first range proof provided by the first node and a

second range proof provided by the second node.

5. The method of claim 4, wherein the first range proof comprises a ZKP to prove
that the first value is greater than zero, and that the balance of the first node is greater

than or equal to the first value.

6. The method of claim 4, wherein the second range proof comprises a ZKP to prove

that the second balance of the second node is greater than or equal to the second value.

7. The method of claim 1, wherein the transaction further comprises a data set
comprising a set of ciphertexts generated using BGN encryption, the data set being used

to verify the transaction by the at least one consensus node.
8. The method of claim 1, further comprising receiving, by the first node, the
exchange rate from the second node through a sub-chain channel of the blockchain

network.

9. The method of claim 1, wherein at least one ciphertext of the ciphertexts is

provided using Pedersen Commitment.

33



10

15

20

25

30

10. The method of claim 1, wherein the set of data of the first evidence set comprises
a first data value and a second data value, each of the first data value and the second data
value being determined based on parameters used to generate a BGN public key of the

second node.

11. The method of claim 1, wherein the set of data of the second evidence set
comprises a set of ciphertexts and a set of values, each value in the set of values being

based on a hash of the set of ciphertexts.

12. One or more computer-readable storage media encoded with instructions for
private cross-asset trading in a blockchain network, the instructions being executable by
one or more processors and cause the one or more processors to:

generate, by a first node in the blockchain network and using Boneh-Goh-Nissim
(BGN) encryption, ciphertexts based on a first value and a second value, the second value
being determined based on a homomorphic multiplication of the first value and an
encrypted exchange rate provided by a second node in the blockchain network, wherein
the ciphertexts and the encrypted exchange rate are on a same elliptic curve;

transmit, by the first node to the second node, the first value and the ciphertexts;

receive, by the first node and from the second node, a first evidence set
comprising a set of data that can be used to verify the exchange rate in a zero-knowledge
proof (ZKP) routine without revealing the exchange rate;

generate, by the first node, a second evidence set comprising a set of data that can
be used to verify, using the ZKP routine, that the ciphertexts are encrypted by a BGN
public key of the first node;

define, by the first node, a transaction comprising a first transaction between the
first node and the second node for transfer of the first value from the first node to the
second node, and a second transaction between the second node and a third node for
transfer of the second value from the second node to the third node; and

transmit, by the first node, the transaction to at least one consensus node of the
blockchain network for verification and execution of the transaction, the transaction

being verified based on the first evidence set and the second evidence set, and in response
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to verifying the transaction, executing the first transaction and the second transaction to
decrease a balance of the first node by the first value, increase a first balance of the
second node by the first value, decrease a second balance of the second node by the

second value, and increase a balance of the third node by the second value.

13. The one or more computer-readable storage media of claim 12, wherein the first
evidence set is provided by the second node based on the first value, a pair of random

numbers provided by the first node, and the ciphertexts.

14. The one or more computer-readable storage media of claim 12, wherein verifying
the transaction by the at least one consensus node comprises verifying a digital signature

of the first node and a digital signature of the second node.

15. The one or more computer-readable storage media of claim 12, wherein verifying
the transaction by the at least one consensus node comprises verifying a first range proof

provided by the first node and a second range proof provided by the second node.

16. The one or more computer-readable storage media of claim 15, wherein the first
range proof comprises a ZKP to prove that the first value is greater than zero, and that the

balance of the first node is greater than or equal to the first value.

17. The one or more computer-readable storage media of claim 15, wherein the
second range proof comprises a ZKP to prove that the second balance of the second node

is greater than or equal to the second value.

18.  The one or more computer-readable storage media of claim 12, wherein the
transaction further comprises a data set comprising a set of ciphertexts generated using
BGN encryption, the data set being used to verify the transaction by the at least one

consensus node.
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19. The one or more computer-readable storage media of claim 12, further encoded
with instructions that are executable by the one or more processors and cause the one or
more processors to receive, by the first node, the exchange rate from the second node

through a sub-chain channel of the blockchain network.

20.  The one or more computer-readable storage media of claim 12, wherein at least

one ciphertext of the ciphertexts is provided using Pedersen Commitment.

21. The one or more computer-readable storage media of claim 12, wherein the set of
data of the first evidence set comprises a first data value and a second data value, each of
the first data value and the second data value being determined based on parameters used

to generate a BGN public key of the second node.

22. The one or more computer-readable storage media of claim 12, wherein the set of
data of the second evidence set comprises a set of ciphertexts and a set of values, each

value in the set of values being based on a hash of the set of ciphertexts.

23. A system, comprising:
one or more processors; and
one or more computer-readable memories coupled to the one or more processors
and having instructions stored thereon for private cross-asset trading in a blockchain
network, the instructions being executable by the one or more processors to:
generate, by a first node in the blockchain network and using Boneh-Goh-
Nissim (BGN) encryption, ciphertexts based on a first value and a second value, the
second value being determined based on a homomorphic multiplication of the first value
and an encrypted exchange rate provided by a second node in the blockchain network,
wherein the ciphertexts and the encrypted exchange rate are on a same elliptic curve;
transmit, by the first node to the second node, the first value and the

ciphertexts;
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receive, by the first node and from the second node, a first evidence set
comprising a set of data that can be used to verify the exchange rate in a zero-knowledge
proof (ZKP) routine without revealing the exchange rate;

generate, by the first node, a second evidence set comprising a set of data
that can be used to verify, using the ZKP routine, that the ciphertexts are encrypted by a
BGN public key of the first node;

define, by the first node, a transaction comprising a first transaction
between the first node and the second node for transfer of the first value from the first
node to the second node, and a second transaction between the second node and a third
node for transfer of the second value from the second node to the third node; and

transmit, by the first node, the transaction to at least one consensus node
of the blockchain network for verification and execution of the transaction, the
transaction being verified based on the first evidence set and the second evidence set, and
in response to verifying the transaction, executing the first transaction and the second
transaction to decrease a balance of the first node by the first value, increase a first
balance of the second node by the first value, decrease a second balance of the second

node by the second value, and increase a balance of the third node by the second value.

24, The system of claim 23, wherein the first evidence set is provided by the second
node based on the first value, a pair of random numbers provided by the first node, and

the ciphertexts.

25. The system of claim 23, wherein verifying the transaction by the at least one
consensus node comprises verifying a digital signature of the first node and a digital

signature of the second node.
26. The system of claim 23, wherein verifying the transaction by the at least one

consensus node comprises verifying a first range proof provided by the first node and a

second range proof provided by the second node.
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217. The system of claim 26, wherein the first range proof comprises a ZKP to prove
that the first value is greater than zero, and that the balance of the first node is greater

than or equal to the first value.

28. The system of claim 26, wherein the second range proof comprises a ZKP to
prove that the second balance of the second node is greater than or equal to the second

value.

29.  The system of claim 23, wherein the transaction further comprises a data set
comprising a set of ciphertexts generated using BGN encryption, the data set being used

to verify the transaction by the at least one consensus node.

30. The system of claim 23, wherein the one or more computer-readable memories
are further encoded with instructions that are executable by the one or more processors
and cause the one or more processors to receive, by the first node, the exchange rate from

the second node through a sub-chain channel of the blockchain network.

31.  The system of claim 23, wherein at least one ciphertext of the ciphertexts is

provided using Pedersen Commitment.

32. The system of claim 23, wherein the set of data of the first evidence set comprises
a first data value and a second data value, each of the first data value and the second data
value being determined based on parameters used to generate a BGN public key of the

second node.
33. The system of claim 23, wherein the set of data of the second evidence set

comprises a set of ciphertexts and a set of values, each value in the set of values being

based on a hash of the set of ciphertexts.
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