FLUSH SUPPORT. SUMMARY OF THE | NVENTI ON Thi s invention is di re}Qde\-\-t&Q
certain hardware and software i nprovenents in workstations which utilize

vi rt,ual addr essi ng in mul ti-user operating systens with wite back
caches, including operating systens which allow each user to have nultiple
active processes. In this connection, for convenience the invention wll
be described with reference to a particular multi-user, nmultiple active
processes operating system nanely the Unix operating system However ,

the invention is not limted to use in ﬁ‘ﬂﬂ@gcbbﬁﬂo’é‘rth t he Uni x operating

system nor are the clains to be interp ing an invention which
may be used only wiSHMARY \QF THERIMMENBIAY stem. In  a = Unix  based
wor kst ation, i system per f or neqiee n&nvbatliesar oved sigfeldteant | ¥oby certain

| udi t h f_th t el ts.
A i 11 oi ent - SchomP T R patd U £F of HIRTOIAANES nat™ LA HAREOnS

virtual addresses whithm suctildzeyst edritsadescadBedssThe syt emriwktimeser
support for W't'p'®%£V£ PlsQstemes: %@gih V\M& L3R yLhbyal ﬁfh
| YS h frariner ¢h

space, and an operating Sys em shared processes. In a
is invisible to usapwwlwrs sygtemsli nghn-ght helépyseﬁﬁchnv@tﬂelron tcherhaves

provided a syst emrﬁﬁtﬁ?i@' %Tc‘t'igea 5P6EEs 86 0CK T kSR iRer 8bhABctiBn, a for
conmputer workstation shar ed, operati ng system wherein virtual

addr esses are assi g‘?%"d"?r&e%%%h B‘FethénﬁPHHPPtyW&?‘lus@Ps desqF iRk st tion
having a central fefeoseseé 88d aa pehitcuPd? AGLEY-G99H) ethulle i) eadslEbwe

_ processes operating system, namely the Unix operating
A7 system. However, the invention is not limited to use

- in connection with the Unix operating system, nor are
the claims to be interpreted as covering an invention
which may be used only with the Unix operating systemn..

o In  a Unix based workstation, system
performance may be improved significantly by including
a virtual address write back cache as one of the system
elements. An efficient scheme for supporting data
protection and the reassignment of virtual addresses
within such a system-is described. The system features
‘support for multiple active processes, each with its
U own - virtual address space, and an operating system
shared bDy those processes in a manner which is
invisible to user programs.

According to the present invention there is
provided a system for completing a cache block flush
operation in a cbmphter workstation with: a shared
operating system wherein virtual addresseg are assigned
for each of the plurality of users, salg workstat:.on
having a central processor and’ a cache ‘data array
coupled to an address



pora —

s
- 1A - bus, said cache data array including at | east one cache bl ock each
sai d cache bl ock having a cache bl ock address and an associ ated cache bl ock
tag, said systemconprising: flush control |ogic nmeans coupled to said
address bus for controlling cache flush .operations after receipt of a
flush command fromsaid central processor, said flush control |ogic neans
I ssuing a signal and asserting control of said address bus after receipt of
said flush command, said flush contrdR togic nmeans retaining control of

sai d addr g5 bﬁ;}aﬂ %écr?é" i dy USTE 10RENAY QD a0 B Lickibne eset means

coupl ed to sai ontrol -l og |c means for setting and resetting
el enents d11osh d a8sthe sedds; c&°BPurHF~PF§ BvigcR 935he WORK ol neans

di sposed aMdtéds &d danShak6diatPer ekthe bipekemaggh A G LM to said
signal issued by said flush control | ogi ¢ nmeans, each of said cache flush
control PSP different . preselected criteria to conpare to
presel ect ed porti onsfhislsaicdntacile bboti& amhimssc&mqblsdl drel esaeirds of said .

cache {ags,d e £0Chal S GAEREANQRKS c3Bhd [Hiishn Callid c neans

flushing to nmai'n nenory each ocks sa compari son
results i na%ttfnlat G‘I@C&&m aoﬁerﬁ)rflﬁﬁhag@mmndjmftr%upﬂéé teendatal cache data

array 107 $Rgessgor 10 Seiid UALusAdIRRRTDI 018918 GRAlifs Diaskengl ter sal d
cache bl ock_flus
signal and asserting control of said address bus after
receipt of sald_flush_command,.sald flush.control logic
means retaining control of said address bus until said
cache flush operation is completed; o A
~reset means coupled to sald flush control
logic means for setting and resetting elements of said
cache tags; _

a plurality of cache £flush control means
disposed within said shared operating system andy
respon51ve to said 51gna1 issued by said flush control
lpglc means, each of said cache flush control means
using different preselected criteria to compare to
preselected portions'of_said cache block address and
said elements of said cache tags for each of said cache
blocks, said flush control logic means flushing to main
memory each of said cache blocks for which said
comparison_fesults in a match; and

“ a memory management unit coupledr to said
cache data array for reassigning virtual addresses to
said cache Dblocks after ~said cache block flush

~ operation is complete..

Cache "Flush" logic is .used to remove
selected Dblocks. from the wvirtual cache*when virtual
addresses are to be reassigned. - If~ a range of
addresses (a virtual page address, for example) is to
be reassigned, then all



& .
operation is conplete. Cache "Flush" logic is wused to renove selected
bl ocks fromthe virtual cache- when virtual dddresses are to be
reassi gned. If- a range of addresses (a virtual page address, for
exanple) is to be reassigned; then all - 2 - instances of addresses from
within this range nust be renoved, or "flushed", fromthe cache before the
new address assignnent can be nade. A cache block is "flushed" by
invalidating the valid bit inits tags and witing the bl ock back to
menory, if the block has been nodified. The "Flush" logic includes logic to
identify "Flush" commands within "Control Space"=logic to match particul ar
virtual address fields, within a Flush conmand, to correspondi ng virtual

addr ess fie'déiﬁétbﬂéei‘bbiHdabﬁsﬁiﬁh!i&mbbﬂﬁhiﬁdéhgﬁsr&ﬂgﬁenﬁhtib& tag
virtual address field; and (optional) logic to flush nmultiple cache bl ock

addresses as aremoved, obravsloshed™| frbh thencachesbefdriaythecneiladdress
DVMA device, if allowed). It also includes logic to invalidate the cache
valid tag on nasshgnyentcranbbecrsdead Rogacheobdoesk dsndfilusbedtabyhi ng

bl ocks to be witten back to nenory.. The present i nvention inc¢ludes both
har dwar e and sﬁﬁ??i#é‘tﬁpﬂsﬁh908ﬁﬁiﬂd9gﬁn59r $ 208 And,¥T

Showi g Lhe ePRCEoRBoREREEYs: 1F A EISR, HAK Betn Redubistly “43H Havenn
W th wite back,636N§ncindes logic to identify "Flush" commands within
"Control Space"; logic to match p&rticular virtual address
~ fields, within a Flush command, to cbrrespon&ing virtual
address fields either within the cache's block address space
or its tag virtual address field; and (optional) logic to
flush multiple cache'bioék adéreésas as a result of a single
\~ wFlush® command issued by th; CPU (or DVMA device, if
allpwed); It also includes logic to invalidate the cache
: valiﬁ tag on matching cache blocks and logig to enable

modified matching blocks to be written back to menmory.

. The present invention includes both hardware and
‘specific "Flush" commands inserted within -thé operating

system kernel.
SCF ON o W

Figure 1 is a block diagram showing the main components
of a workstation utilizing virtual addresses with write back

cache.
Figure 2a is a schematic diagram of cache "hit" logic
25. |



Figure 2a is a schenmmtic diagram of cache "hit" | ogi ¢ 25. Figure 2b is ‘a
schemati c dlagran1of acircuit for detecting a cache protection violation.
Figure 2c is a schematic diagramof a circuit for detecting a MW
protection violation. Figure 3 is a detailed bl ogck diagram show ng the
address path utilized by the virtual_ agdrgss cache of the present

invention. Figure 4 (4(a), 4(b)) in a | ow di agram of a state machi ne

i mpl ement ati on _for tanconrol ted to the addressing of a virtual
address wite BASRT ’(Eat:‘f‘lei il YERH PSR LF g‘c‘?"s& 3§Fam shoving t he
data path 3 Y, It h of the present invention.
Figure 6 (AG{PJC" €66§ %.Jn 68‘“ s%lgiﬁq agrgm of a state machi ne

i npl enentation for certain controls reI ated to data transfers twesand from a
virtual addr es§'a.wnrae2daatd< xm:ngtiatmqm}n of(d)girdilgurties7 is a flow

di agr am of te machi ne for ti.on for controlling Wite Back
bus cycl esd’tat(? RErd. mﬁ@%%"l" "raﬁf‘hl agram for best case timng for
a-cache wite m ss. Flgure9|sat|mng di agram for best case timng

for a cache regdglkass is a detailed block diagram showing the
~address path utilized by the virtual address cachs of the

present .i.nvention.

Pigure 4 (4(a), 4(b)) i.s- a flow diagram of a state _
machine in'zple__nentation for cer_f.ain controls related to the &/
- addressing of & virtual. address write back c_:ict_m.
_ rignré 5 is a detailed hlock diagfain shbwing the data
path utilized by the vi::tual address path of. the present )
invention. ' ' L. B

Figurs 6 (6#, 6b, 6¢c and 6d) is a flou diagram of a state
machine implementation for certain controls related to data
transfers to and fronm a vii.-tuai address write back cache

(states (a) = (o0)).

Pigure 7 is a flow diagran of a state machine for
implementation for controlling Write Back bus cycles to

nwor.Yo

?Igute 8 13 a tining diag*an tor best casa timinq for
a cache write niss.



Figure I0a is a timng diagramof the nenory bus cycle for performng a

bl ock read cycle. Figure 1Cb is a timng diagramof the nenory bus cycle
for.performing a wite back cycle. Fi'gure 11 is a schematic di agram show ng
t he cache flush inplenmentation of the present invention. Figure 12 is a
schemati c di agram show ng the |logic for detectiOn & Tontext Flush Match,
Segnent Flush Match and *Page Flush Match. Figuré 13 (13a - 13e) is a flow

di agram of a state nachi i npl nt at,i of cache_flysh . initiated,b he
i ssuance of a flush conngﬁﬂpggiéﬂfﬁ QAF£¥;Q¥ Fﬁﬁﬁﬁﬁ‘d‘%ﬁ_ % 5ase EEﬁﬁz bor
flush. DETAI LED DE%C@‘%E,QI&E w1l NVENTI ON Figure 1 shows the functional
bl ocks in a tiypical workstation using virtual addresses in which the

present inveition is inplemented. Specifically, such a workstation includes
a microprocessor or cenPigurerdtasis m tining Gleyraa, of dlie mimcxyabnsycyéle

cache tag array 23, _cache hit,hco ratqr 25, -5- nmenory managenent unit
(MW) 27, main nmend®F ?f?Wnggﬁkfﬁf R GYGEB. \\or kst ati on control-
| ogi ¢ 40. Such workstations may, optionally, also include-context ID

register 32, cache flushilgagaC1gs 14l d Winity BIRGrAR"BE eRE ShetivryLEYR)
| ogi ¢ 35, and nultiplexorb%7. I'n the pregznffinvgﬁtion, vari ous changegyg%%

made to cache fl usitdxgierfodmingchcwidte dmgkacyete.25 and. wor kst ati on
control logic 40 which inprove the performance

Figure 11 is a échematic_diagrah_éﬁowing the cache

.zlush implementation of the praesent invention.
Pigure 12 is a schematic diagram showing the logic for

detection of Context Flush Match, Segment Flush Match and
Page Flush Match.

U Figure 13 (13a - 13e) is a flow diagram of a state
machine implementation of a cache flush initiated by the

issuance of a flush command.
Figure 14 is a timing diagram for a cache flush,
Figure 1 shows the functional blocks in a typical

wvorkstation using virtual addresses in which the present

invention is implemented.

spécifically,'éuch a écrkstatibn includes a
'nicroprocecsor or central processing unit (CPU) 11, cache

data array 19, cache tag array 23} cache bit'comparato: 28,



of a virtual address wite back cache. Descriptidn of Necessary El ements of
Wor kstation CPU 11 issues bus cycles to address instructions and data in
menory (follow ng address transl ation) and possibly ot her system devi ces.
‘The CPU address itself is a virtual address of (A) bits in size which
uniquely identifies bytes of instructigns or data within a virtual context.
- The bus cycle may be characterized .by one or nore control fields to
uniquely identify.the bus cycle. In particular, a Read/ Wite indicator is

r equi S ' 2 b Ganabrs b4 - Thi s S adent.igi menory

i nst r&?&%ﬁ gﬁﬁkgﬁﬁgﬂﬁggwcéq&s;%'?Igéggd:&hgqéc%’gggg;?+%?| ty (i.e.,

" Supebuitzer’ 39" and/drkstatdvh eontibl Ylogis 40l¢ Bushcycle. A CPU which may
be utilized in a workstation having virtual addressing and capabise of
suppomwerkgtations i magcrophiomallyy slsocimckude iod@axe. ID -6- Anot her
necessary elenent -in a.virtual address workstation with wite back cache

shown BERY 324 Sache (flnah 19gic 33 RAixectsvirtualdy menoryhich is

byt os SCFNad; (PP} Dol A5 moa WBEETRRexHE hn GOcl'y i cont 11 0d i th he

| ow order M address bits. Each of the [err] blocks is uniquely addressed as

an.array efanthe presdit vention;! vak b6k fanydss aréSnaayi £oual address
cache, the (N+M bits addressing bytes within the cache are fromthe -

vi r t usachedf3vshshegic @33 ( AaChehit. cedparitdr 35 andre context bits from
optional. QQ%ﬁXt | D rgg{Ster-BZ described bel ow.) The (N+M bits include,

C
in geYorkstation gentrel logic 40 which improve the performance
of a virtual address write back cache. _ ' o/

CPU 11 issues hns.cygles tp_nddress instruct;ons and’
data in mempzyﬂ(following_add:c§§ trans1ati§q)'and possibly
other systenm dev@bés. The CPUEaddfesﬁ itself is a virtual
address of (A) bits in size ﬁhich uniguely 1denti£ies byteé
of instructions or data within a virtual context. The bus
cycle may be chargctq:ized'by one or more control fields to
uniquely 1dent1£y the'bu- cycle.“ In particular, a
Read/Write indicator is required, as well as a "Type® field.
This fielad 1denti:1es the memory 1hstruction'and'data'
address space as well as the access priority (i.e.,
~"$upervisch_o:_"UBér"_access priority) for the bus cycle.

_LAJCPU_wiich may bgpq;§;i;gd?4p,a_wp;ks#étiog having virtual
. ~addressing and capab1e o£_supporting_a.multiénser obg:ating
systen is a MCE8020. o |
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untransl-ated page bits plus added virtual bits fromthe (A*+GP) bits
defining the virtual page address. Virtual address cache data array 19
descri bed herein is a "direct mapped" cache, or "one way set associative"
cache. Wiile this cache organization is used to illustrate the invention,

it is not neant to restrict the scope of the invention which may al so be
used in connection with multi- way set associative caches. Another required
el ement shown in Figure 1 is virtual address gache tag array 23 which has
one tag array elenment for each block of data-in cache data array 19. The
tag array thus contains 2N el enents, each of which has a Valid bit (V), a

Modified bit (M., twhRRReR Mesessary ebonenk;dn @ virsna) sidesas sor
Protect bit (0 - - 7c Wi | Qu it d j rtual
ntarecs f1el g (HEkattEldn Wt veire badk dfold JhU thirigltat dd 5
the virtual addgeseudl ShdirddidTatte Wath _ﬁ%}frﬁ%r ¢heis Siden de

address the cache tag and data arrays, uniquely identity the Cache bl ock

wi thin the totaanvartaplof@¥ Glocksaof datsAdicthidss whikht contaime 3Mg
virtual address field nust égntai n ((A+C) - (MtN)) virtual address bits.
Cache "Hit" | ogb¥tes.cd s’ hytes withinceach are\nnhauely cont ent s of

| ovest or der M BAPSEALPEErh RS Tom, pRane ¥ AddTeRe HiERe | BRER(OR B s

ca0r 5 ¢, o0k s §800d 0 ORGY UghiRETAE 0 i

logic.. next lowest N address bits. As a virtual address cache, the

~ (N+M) bits addrcssing bytes within the cache are from the
virtual address space of (A+C) bits. (The (C) bits are
context bits from optional context ID registef 32 described
below.) The (N+M) bits include, in general, the (P)

\« untranslated page bits plus added virtual bits from the

(A+C~P) bits defining the virtual page ﬁddrols.

Virtual address cache data array 19 desc;ibcd herein is
a "direct mapped" cache, or "cne way se? associative" cache.
While this cache organizition is used to 111u§trate the
U inventioﬁ; it is not meant to restrict the scops of the
invention which may also be used in connection with multi-

way sgﬁ assoclative caches.

Another required element shown in Figure 1 is virtual
address cache tgg érfa?'zs which has one tag array element
for naqﬁ block bf'dati in cache data array 19. The tag .
“ arraf éius contains 2N elements, each of which has a Valid
bit (V), a Modified bit (M), two protection bits (P)

consisting of a Supexrvisor Protect bit (Supvsr Prot) and a



. The cache "hit" logic nust identify, for systems with a shared operating
system accesses to user instructions and data, and to supervi sor
instructions and data A "hit" definition which satisfies these
requirenents is illustrated in Figure 2a which conprises conparators 20,
AND gate 22, OR gate 24 and ANR.gate 26. MVMUJ 27, which transl ates addresses
within the virtual space into a physical address, is another required

el emeMritdVillidwsd biganandch wizttoalbaddsesd fileies (VA,sand (err) bytes,
which in turn are (b;rouped as segnents of size (28) pages. Addressing

wi t hi reRE4sned1¥eGX) ras shgwndn; Figuwesd. The)contents oLy khei cal address
bits i gh reaui.re nogfrapslatiqan. . The. role. of led St ransl at, the
virtudy %ﬁﬁé“ 3§5F8§§ 5%@& (%R%‘_ropif&- #ﬁ‘)’ ?’f#@?ﬁﬁ’ﬁ'@gl gﬁgﬁeﬂddr esses
of ( ' h ok % 1 AHEh Eavrarie | M), page address

bi tslvvhest%?% ‘gﬁ?g'gg@g%%&f/w ?%Fsaglééoétﬁ-&eislfogﬁg or “protection ' _
checkiiumntiity theooachenbloédie witdds thestoyal evirtunl address t he protection
assigned to the page. To illustrate this point, there are two types of

pr ot ecspasge fat(AtS) bitassi Thatl i Aheagagnvirtyal addness, fdedAUser access
designator an W ite Protect/Wite Allow designat or. Al though the
subj e&uﬁﬁm%%? i(s‘&ﬁss) Ti ?ﬁf’@d‘ Y0 rstlYEh \PA@g‘e‘e'ﬁf ft ection, given this
page protection, a "Protecti on Vi ol ation" can result if either a "User"
priority busadhe!mia®cesgee £5Nedifhadds viSUagl VasOiss HErAEsed; OF if a
"Wite" bus cycle accesses a page with a "Wite Protect"” designation. The
appl i caithrnthd ddvitemtst eft tha virtidlneddressgbathe €4g) addrsaswn in Figure
2c which conprises inverter 28, AND - ' o oo

field. Within the access address, the lowest order M bits "/

address bytes within a block; the next lowest N bits address

a block within the cache; and the remaining ((A+C) = (M+N))

bits compare with the tag virtual address field, as part of

the cache "hit" logic.

The cache "hit" logic nust 1d'entify; for systems with a
shared operating system, accesses to user instructions and
data, and to supervisor instructions and data. A "hit"
definition which satisfies these requirements is {llustrated
in Figure 2a which comprises comparators 20, AND gate 22, OR
gate 24 and AND gate 26. )

MMU 27, which translates addresses within the virtual
space into a physical a.dd_ress-, is ahother required element..
MMU 27 1s oxganized on the basis of pages of size (2P)
bytes, which in turn are grouped as segments of size. (25)
‘pages. Addressing within a page requires (m' bi_ti._- These
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gates 30a and 30b, OR gate 34 and AND gate 36. In addition, with a virtual
address wite back cache, the concept of protection checking can be
exterided to cache only CPU cycl es which do not access the MMJ. Such cache
only protection logic is shown in Figure 2b conprising inverter 42, AND
gates 44a and 44b, OR gate 46 and AND gate 48 8 -Also shown in Figure 1 is
mai n nenory 31 which is addressable w thin the physical address space,

control or main nenory access is through workstation control |ogic 40.
Wite back buffer () bita axrgiphysicadnaddresy bits which sequirkecndat a

| oaded from cache,data,arfay 19. W.ite bgc uffe 9 i,s | ogded eneyer an
exi sting cac hiﬁbl 55%”?!‘%%‘%& Ir:?é(?d PQTM %}ﬁ}%miﬁg‘agﬂée#mﬁ
updat e t he cache K o 3 @EICS OhybD idt S

flushed. In eit hgbggagghi’?ﬁa?ﬁv\ﬁwe _acf)cgghgga?ﬁg st at ?h??‘i{:ﬁg %%Qﬁe
tags for the exi sadagessébcod (k) At Mhe\bohpositdiphydical Huaiebs is
witten back to nenory. If the tags indicate that the block is valid and

nmodi fi ed, as defi thanbdM¥), pagernddress ditscwAtbn(R) rhits pexpageen back to
menory 31.when the cache block is displaced. Wite back buffer 39

cont ol 1 ogi ¢ 40 contr M SRih ATa ens A, o BrabaTiian SRehARar chemr o

shown in Figure 1. e ' iq?aj , ' ' '
i npl emented as sever ‘yslt% g{) g&r&%ﬁ?ﬁ%ﬁ I C arr‘epgﬁg%e* n“ %S}h‘e&gpz?tgft%on
and 13 as will be ghadignedctonthe pagey 8 AIlustratputhiis Podrt,hthete are

description of cache flush |ogic 33; portions of- which are also, in the
pref erged enbodi mtwe ﬁmmaogpatpuotncti;n that may be assigned to a page

' namely, a Supervisor/User access designator and a Write
Protect/Write Allowid designator. Although the subject
invention is not limited to such types of protection, given -
this page protection, a "Protection: Violation” can result if
either a "User" priority bus cycle accesses a pageﬁwith
"gupervisor® protections or if a "Write" bus cycle accesses

a page with a "Write Protect® designation.

The apj:licatio_n of MMU protection check.ing through- the
MMU is shown in Figure 2c which comprises inverter 28, AND
_gates 30a and 30b, OR gate 34 and AND gate 36. In addition,
with a virtual address write back cache, the concept of
prote_c_tion checking can be extended to cache only CFU cycles
which do not access the MMU. Such cache only protection
logic is ihown ;ln tigurq 2b cox_npi’_ising inverter 42, AND -
gate; &a and 44b, OR gate 46 and AND gate 48.



the workstation control logic. Description of Optional Elenments of
Wor kst ati on - 10 - Context ID register 32 is an optional external
address register which contains further virtual address bits to identify' a
virtual context or process. This register, containing C bits, identifies a
total of (2**C) active user processes; the total virtual address space is
of size 2** (A+C) An inportant conponent_in this virtual address space of
2**(A+C) bits is the address space oc"cup?ed' by the operating system The .
operating systemis common to all.user processes, and so it is assigned to
a common addr esel sp @t dos Figuread: ilse madar memorys 9dswhikht iss, the (O
cont ext- bits -have no neaning in qualifying thé addresses of pages within

the oper at8d@reasabde withinethe physicad: pAGTreps: SRRCE 1 6onkE! 61 | o

i t hi ¢l usi. i t “the top,of ,t/he (2**A) Dyt f virtual
hddr eas. s BRA HAmany: Aanend, 3%, Shrneh Ko HBER a0 controL JUGTRAAR-thi o

‘region. So the operating system page addresses for two distinct user

processes are igflaRtd %’ﬂcﬁ]}ﬂrﬁft{e‘f % YLl a%ga%tw--aca%m@ngr BreSBiBck ©

di stinct. Al l -pages w t the operating systemare marked as having :
" Super Vi s@gf duclie @atd) 1dadE fiicit tadch@ data iarralysa9an wRiitandack! ement

in a workstation. However, cache flush logic 33 is included, and nodified
as descri ffer 2 ds lreided iwhanaimr an iexlsbing cacher blocknds ¢b a
virtual address, wite back cache system” Briefly however, cache flush
| ogi ¢ 33 dperdisplaged. This may be caused by a need to update the
cache block with new contents, or because the block must be \J
flushed. -In either case, in a write back cache, the state
of the caé.hg _tags for the existing cache block deternmine
uhether this block must be written back to memory. If the
tags indicate that the block is valid and modified, as
. defined below, then the block contents must be written back
to nenoff-:l when the cache block is displaced. Write back
buffer 39 temporarily holds such data before it is written

to menory.

Workstation control logic 40 éant:‘als the overall |
. operation of_ the'worksﬁation elements shown in Figure 1. In
the preferred embodiment, control logic 40 is implemented as
several state machines which’ ar'e.' shown in Figures 4, 6, 7
and 13- as will b'a described more fully below in conjunction
with the description of cache flush logic 33, portions of
vhich are ild"‘c":,' in the preferred enbodiment',' integrated into
the t.rbr;:station control logic.



)

- 11 - follows. If a range of addresses (a virtual page address, for
exanple) is to be reassigned, then all instances of addresses fromwthin
t hi s*range nust be renoved, or "flushed", fromthe cache before the new
address assi gnnent can be made. A cache block is "fd ushed” by invalidating
the valid bit inits tags and witing the block back to menory, if the

bl ock has been nodified. In addition to CPUI1 as.a source of bus cycles,

the workstation my icontest I regidter 9% 4 an optildnall Riktdrad A G

such as DVMA | ogic 35. These external |/ O devices are capabl e of issuing

bus cycl es whi ciregdstierewhich Certaine Curthey virtualoaddrige bitef to
virtual addregs _spaces. The virtual address fromeither the CPU 11 or DVMA
| ogi ¢ 35, togétf’ldﬁmitfu shyixtmads eantesdnosx priovessyi sThimregistesterred
to as the access address. Another optional, el enent i s data bus buffer 38

which in the prepstadaing&y M&ﬁc identifdes, & Fotal &f W&rs%ﬁ?%%f

data fl ow between a 32 bit a_ g4 b Such buf f ers e needed
when the CPU daPXof§ssesi q‘&ﬂ'd gﬂ'?'?éc 2
bits. Descriptl *d?h@fanﬁns Lmlque to the Invented Vbrkstatlon In the

present invention definition of a cache "Hit" is nodified to take into
account the use of a shared-gperating systemacross multiple active user

ggnf exts, and the acoepdnpdrart cuibdindrt Mrwkans m:&alstamgﬁ stiace of
2% (A+C) bits is the address space occupied by the operating
k/. system. The operating system is common to all user
processes, and so it is assigned to a commor address space
acrosi-all active user processes. That is, thé .(C) context
bits have no meaning in qualifying the addresses of pages
within the operating system. Rather, the cperating system
is assumed to lie within a common, exclusive region at the
top of the (2#*A) bytes of virtual address space for each
active context. No neer'pages may lie within this region.
8o the operating system page addresses for two distinct user
processes are identical, while the user pages for the two
proceiéeé are distinct. All pages within the operating

system arxe nafked as having "Supervisor" protection.

Cache flush logic 33 is also an optional eieﬁent in a
workstatinn. ﬁdwever,'cache flush légic 33 is included, and
nodified as described in detail below in order to improve
the performance of a virtual address, write back cache

system. Briefly however, cache flush logic 33 operates as



. effrcient indication of a protection violation within the wite back ‘
~irtual address cache can be achieved. specifically, to'inplenent the
protection definition presented above, the followi ng cache "Hit" definition
is utilized. A cache "Ht" has three requirenents: 1) The cache bl ock nust’
be marked as having valid contents. 2) Ignoring the (C) context bits, the
access virtual address bits (A-(N+M) nust match the correspondi ng tag
virtual address field bits (A (NtM'}), at the cache bl ogk addressed by the
(N) bus access hits. 3) Either theé (C) bits of the access context |D nust

mat ch n bi,L s I rtual address

fiel d‘sgfﬁ ;}0% %ﬂ Sﬁ%e’%‘?ﬁ (Sﬁeg#%ﬁ%%&ug?agg'ébt active. This
defi ngbi ,Yo)C48€0 b [ Faiiiyrad, CREER LD HWtanBesN62KI Ny tOmbe applied
di rectly to the virtual address cache rat her than defi ned t hrough an MVU

checkaddressps Axom withihcthis xangs tﬁsbthctrmovddol erion" on a cache "Ht"

- results: %*If t he access bus cycle has ."User" pri orltx and t he cache bl ock
has "%GPes fxom,the; cache hefore) the; ney Address; assignpente Hus cycle

SQ?&F@P%@"S&?&%@?&%’E&S@%&% NGRS B

descr t fs of "Flush"
CommugEia BLE GF 106° adl aild VA EFE&?*’“‘I%‘ES%““Y |

ie th. block has besn aediti.d. o ' -

I_n sddition to cru__'-u_ u a source of .blll cycles, t.hc
workstation may include one or more 'cxteml"iapﬁtlwép\:t |
(I/0) devices such as DVMA logic 35. ‘These oxttml :/o .'
devices are capable of issuing bus. cyclu which pa:au-l thc
CPFU in accessing one or more "'.l‘ypu" ot virtual add:nn | _

N spaccs. The virtual address t:on c.tther the CPD 11 or nvm\ U
e 1og$.= 35, together with th. addrcu in eontoxt IDp :cgistcr |

32, is rctcrrod to as the aeceu addren.

Another opticnal element 18 data b\_xir buffer 38 wvhich
in the preferred embodiment is ._inp_lincntod as tvo buffers to
contrel data flov betveen a 32 bit bus and a 64 bit mg;' N,
Such buffers are needed vhen the CPU data bus is 32 bj.ts and |
_the cache data array data bus is 64 bits. | |
~In the p:cnnt invcnt:l.on, the definition gg a cache .
"Higw 1- modified ‘to take into account the use of a shared

operating system across multiple active. user contexts, and

the access priority and page protection. By so doing, an



virtual address reassignnment in-a virtual address wite back cache. In
general, Plush commands are bus cycles in Control Space which specify, for
eack uni que type of - Flush conmmand, one or nore virtual address fields to be
conpared with corresponding virtual address field in the virtual address
cache tags. "Matching" address fields cause-t 2 hardware to "flush" the
cache bl ock. To "flush" the cache bl ock nmeams that: 1) A matching cache

bl ock that | seFRikedngsshattatyBh! dr. 8"droldkibAly1bTabioh! Gieiskehd

menory. This * es a cac bus e tothe marn

Tenory. A "Widge@obkox Wikl Caliicbbi wgﬁsoaaﬁnsa gbnggveglire cache

bl ock into matn_nenory a e appropriate ysi cal address. S a part of

this cycle, t eameangsld{eesubdeﬂhhtytna preteatienbleginitionans! at ed
t hrough t he Into a physical nmenory address. During this translation, -
protection chpeésagtédr abbeegathe follbwing cache! ®Hit¥hdezddition is

translation through the MMJ is conpleted prior to returning control to

t he processorutilivedconcl usi on of the flush command. 2) Any matching
cache block that is "Valid", whether "Mdified" or not, is marked as
invalid. As .described, the "wite back" bus cycle requires the translation
of the cache blockAvFFFH&I"§3%Pe§§si g 5&9&3&3P‘§&&ﬁess. The concept of
the flush command and "write back" bus cycle can al so be extended to

virtual address caiyﬁihgh%ﬁggﬁggﬁggﬂhgﬁég ﬁ%%&%i&e%@i&eiivi%% Qgﬁtha

address tag fields:
contents.

N\
2) Ignoring the (C) context bits, the access virtual
address bits (A-(N+M)) must match the corresponding tag
virtual address fiela bits (A~(N+M)), at thq cache

O blocﬁ addresséd by the (N) bus access bits.

3) Either the (C) bits of the access context iD_nus;
match the corresponding (C) context bits in the cache
tag virtual address field, or the cache tag Supervisor

protection bit must be set active.

This definition of a cache "Hit" enables cache
protection checking to be applied directly to the virtnal
address cache,.rather than defined through aﬁ.unu check
durihg cache miss handling. A "Protection Violation"™ on a
cache "Hit“_resultsé |

.lf.it the acoess bué'gycle has "User" priority and the

cache block has "Supervisor" protection; or



field is present, no translation is required at the tine the "wite back"
bus cycle:to main nenory is perforned. However, the present invention is

directed to the use of virtual address tags to support a virtual address ,
wite back ctache. The flush command as descri bed above applies to a single
cache bl'ock. The application of tke T3 ush command can al so be extended so
that a single flush command activates hardware which checks multiple cache

bl ocks, flus | ose bl ocks which, match the address. fields of the flush
conmand. It % rl%n@'r é&ﬁPF‘édiF‘h&t Write AHB C¥Ct R ARE FPBC_FR®he | ast cache

bl ock fl ush%(i %%?%c g,ggg %%I recttggketurm ng control to the processor at
0 e cC

t he concl usion Three specific flush commands are
defined bl ow

et oyt Ui tiieR o, oo RO BpForteR 2% RECGHIRE Yoy HE PERRAIE S 2T

" command [ éﬁ.@ mmands are al so
ef fecti véﬂrgnépﬁﬁli?nlgﬂwy:ﬁ%??% ge%g%?%(g‘a's ared ‘operating system
address space. 1. Context Match: FI'ush Comand The Context:- Match Fl ush

command f1 ushes from t hggyaChi al | ﬁhe bl ocks w tbl n a speC| fied context
which are f QR $399§11 £eSpBcPrEcOLa "EINEBYL i dentifier of

| dent | PR %Qs@%&%l wady, Edcertintadkav. dBphaRerEar the (O) bit
field 3}%'@%@}%@%@3&%@% g meaai' Riab LR

cache.

" .
In general, Flush commands are bus cycles in Control
Space which specity, for each unique type of Flush command,
one or more virtual address--tiélds to be compared with
corresponding virgual address fields in the virtual address Y
ca_che tags., "Matching" address ﬁ.el_ds cause the hardware to
wflush® the cache block. To "flush™ the cache block means
thats ' | | - |

ot - g

1) A iatching cache block that is marked as both
*Valid" and "Modified® ia written back to memory. This
requires a cache hlocx uyrits back" b\.s cycle to the main
nenory. A "wr:l.te hack" bus cycle writes ‘the ‘contents of an
entire cache block into main nemory at the appropriate
physical a.ddrus. As a part ot this cycle, the virtual

' address_identifying the cache block is translated t.hrough
the 10U into a physical memory address. Du:ing this
translation, protection ch.eck_ing for the cache block is
inhibited. The address translatiop through the MMU is .



the tags. The Context Match Flush conmand is -used to ensure cache
addressi ng consi stency whenever a new active context replaces an old
context in the MMJ. - The Context Match Flush nust be perfornmed before the
ol d context references are renoved fromthe MW, since the MMJis required
to transl ate the caehe bl ocks' virtual addresses. 2. Page Match Fl ush
Command The Page Match Flush command flushes fromg4he cache all cache

bl ocks  within a specified page, regardl ess of the_ page 16 protection.

It specifies a page address of (A+C-P) bits. The match criteria is to
require that first,compléted®)pbiorftel detrningrtontrobntenthevprobessor at the
identifies a wiirtual page address within a Context, match the correspondi ng
(A-P) bits to=fdent¢epelngion efistheafiughqieensapd.a gi ven cache bl ock
These (A-P) bits may be in the cache tag virtual address field or in a

nbi [ f both th . dd h ' |
addrese 11l d. dependi ngfbrARKCARGB18H, BagRa Phecd sBaE In H¥al1ak, yhather
second At ch CI [t e o oigahcEMl ARE"El GHSKRE WS thOALM, N (W0

conditions is net:i) € cache pervisor accesS protection tag is
active; or ii) the context IDregister of (C) bits match the cache bl ock's

corresponding Context |DpgagesceiBed!, the PukitalBackRIBulREYR1E ¥ebuires the

command i s used during page managenent to purge all referencés to a virtual

page - with either tyamaslatdonocfUthe eachecblock virtwalheddress intomast
be perforned before the MMJ is updated to renove the
physical address. The concept of the flush command and

~ "write back” bus cycla'ean also be extended to virtual
address caches which contain both virtual address and
phydical’address tag fields. If a physical address tag
field is present, no translation is requiicd at the time the
" wwrite back" bus cycle to main memory is performed.
Howéver, the present invention is directed to the use of

virtual address tags to support a virtual address write back

cache.

" The flush command as described above applies to a

_ single cache block. The application of the flush command

| can Also=bé'extendad 8o that a single flush command
actiVates hardware whiéﬁ checks multiple cache blocks,
flushing those blocks which match the address fields of the

‘f ; flush command. It is only required that ths address

translation of the last cache block flushed be concluded
prior to toturning control to the processor at the

conclusion of thé cqmmand.



page, since the MMJ-is required to.transl ate the-cache bl ocks' virtual
addresses. 3. Segnent Match Flush Command The Segnment Match Pl ush conmand
flushes fromthe cache all cache blocks within a specified segnent,

regardl ess of the page protection. It specifies a segnent address of
((A+&-(P+S)) bits, since the segnment size is (2**S) pages. - 17. - The
match criteria is to require that first, the (A- (P+) bit field of the

Fl ush command, which identifies a segnent within a Context, match the
.correspondi,ng (A-(P+S)) bits identifying a segnent for a given cache bl ock.
These (A- (P+S)) bits may be-in _thg cache tag virtual address field or in a
conbi nation. of both the cache access address and the cache tag-virtual

. address field, depending on.the segnent si.ze, the page size, an®- the size
of the cacheahrée specificnflush cormnds aret defimed ikmlicwat Whdlef the
following two conditions-is net: i) the cache bl ock's supervisor access

pr ot ectotthen simijazccoppands myy hehdefdnedythese fheae@%& (C) bits match |

t he cache ogk' s.correspopdi n text |D ta leld.of (Q bits. The
Segmntpﬁ%sﬁ’a'ghueﬁgﬂgngnig%%&gv iﬁ&'ﬁﬁgﬁémﬁm o'%ur ge all |
ref er eng eyl donndalt EE0ACEInindY WAdtesBCranyRS \Widle Wr1Uag PrOtection
- fromthe cache._It may.be required, depending”on the structure of the
‘MU, whemtweridd mrepaded etfestiveé il dviplemenhtingnanbuledyplde reassigned to
a new virtual segnment. It nust. be perforned before the MMU is updated to
remove €oRt anedh oPpyating ceystan wAdress, spaceed to transl ate the
cache bl ocks' e : . _

1. Context Match Flush Command = )

The Context Match Flush commahd flushes from the cache
all cache blocks within a specified c’ontixt whlch &re from
User protected pages. It specifies a contcxf iﬁihtiticr of .
(C) bits. The match criteria is to require first, that the “
cache tags :ldenti.:;r. the blbc_k'_ag having User protection: and
second, that the (C) bit field of the Flush command match
the corresponding (C) bit Context identification field of _

the tags.

| The Context Match Flush command is used to ensure cache \J
addressin_g_ _cons__istehcy_ whenever a new active contox_fc
re_plicas an old é_cntext in the HMU __Il_m- Context Match Flush
nust be i:_erf.orm__gd_béfora "I_:he__o_ld. context references are
removed from the MMU, sinéé thelmu is r_equiréd to translate
the _‘c;alche_ | :bl.ock_s' iritfua:_l. _adﬁ:ée__q#és_.

2.-Page Match Flush Command

The Page Match Flush command flushes from the cache all
cache blocks within a specified page, regardless of the page



¥

virtual addresses. Flush Command Usage The three "Flush" commands defi ned
above, together with the respective "match" criteria, are executed only by
the * 1B - operating systemw thin the Unix kernel. The placenent of flush
commands within the kernel is described within Appendix A By proper

pl acement of "Flush" conmands within the kernel, virtual address

reassi gnment for a Unix system may be inplenented to support a virtua
address wite back cache. The set of flush comands defined above, when
used in the Unix kernel as shown in Appendi x _A4¢ Ml 'enent a nechanismto
support virtual address reassignnent, as required by a virtual address

h f t | t t xt
C<t em char od rac PERESERLRE: 2?&”“@&@43&35?%&%&%&%32 aerREsier.
th h t f d
or el as. shown PG ERERRIER LIS e 2B CORTRA A R0k [RCRHBEE

within a Unix syggenasestémé tmswmtnaychnﬂcﬁmﬁﬁibaaasvﬁe@n t;shghser
application prograns. No changes are required to user prograns to take

advant age of theaddwress within ianContext;t patchcthmicorresponding (sel) dsits
wite back cache. Aiﬂltlgnall A the flush commands, when used in a UniXx

kernel as shown #@ W page; pddress At & givenccpghe Riggk
| npl ement at i on %ﬁh&c?ﬂtﬂ rﬁx@'%ﬁ be ihUehe 20505E g YileBad A28r8hSCK

i dent’i fication,
2ield or in a combination of both the cache access address
\,; and the cache taéfvirtu51 address field, depending on the

page size and the size of the cache.

' The 'second match criteria is 'to require that one of the
“following two conditions is met: i) -the cache block's
\_  Supervisor access protection tag is active; or ii) the
context ID register of (C) bits match the cache block's
corresponding Context ID tag field of (cj_hits,

| The Page Match Flush command is used during page
management to purge all references to a virtual page -~ with
either Supervisor or User protection - from the cache. 1It
must be performed before the MMU is updated to remove the
page, since the MNU is required to translate the cache
blocks!' virtual addreslcs.

3. Segmeh£ Match Flush CDmnahd

?hg Segment Match Flush command flushes from the cache
'all'caché blocks within a specified segncnﬁ, regardless of
the page protection. It -pecifiéa a segnment address of _
((A+C)~(P+8)) bits, since the segmant size 13,(5**3) pages.



physi cal address tag field. Avoiding the additioh of a - 19 - physical -
address tag field mnimzes the nunber of cache tags required for the
virtual address wite back cache. A wite back cache requires that at sone
poi nt, any cache bl ock which has been nodified nust be witten back into
main nmenory. This "wite back" operation may take place either when the-
cache bl ock is replaced by new bl ock contents (the normal bl ock replacenent
on a cache "nmiss"), or when the cache block is flushed prior to reassigning.
a range of virtual addresses containging this cache block. If the cache tags
contain no physical address field, then the virtual address tags mnust be

translated into a ph cal ess bef re the cache block may be witten
i nto menor §he H‘Fﬁg é’é& gz!cﬁ@ FPE& Ee that £ a’i’rﬁﬂ'l the; I‘ﬁ’t’ Eﬁahddre’ss_

”a”S'at'Oﬁiﬁgf.SgéhS%%ﬂ; i el Sl Y AYEICD RSt O ¢

flush matc prior fhe operating"s ste Ssi gnnent

of the vi rw%hmddreéﬁtéw,gwahwet Bérm%oﬂaﬁa G@“{@Q&g?fblﬁﬁ Inventlon

are in part responsible for ensuring tha is requirenment i's net:
first, thatldehtifying sosegweht dpxi megiven cacie dlowk.of Thiesec fhhe bI ock :
virtual address transiation before control is returned to the processor 2)

and second,(PHE1) bAts:»a¥ P Jhithes carhestag virtarl addresgofield @& shown
0 Appendi 3 A 38k A od 5t WS WALER SUELAP s hioBRGO O 2!

nodi fied c
cache tag virtual address field, dépending on the segment

size, the page size, and the size of the cache. W,

The second na£¢ﬁ?c:1tér1;"ii'to f§quire:£hat one of the
tolloﬁing twvo conditions is met: i) the cache block's
Supervisor access protection tag is active; or ii) the
context ID register of (C) bits match the cache block's
corresponding Context ID tag field of (C) bits.

The Segment Hhtch.rlush cbmmahd is usé& during page
management to purge all references to a virtual segment -
with either Supervisor or User protéction -_f:om the cache.
It may dbe réqnired, depending on the'strudture of the MMU,
wvhenever the pages of an entire virtual segment must be
reassigned to a new virtual segment. It must be performed
before the nﬁn is updated to remove the segment mapping,
since the MMU is required to translgﬁc the cache blocks'
virtual hddres;es; o |

tiﬁshICOmmanq Usage

The threé_"rlush" comnands defined above, together with

the respgctive *match® criteria, are execﬁted only by the



- 20 - blocks prior to the reassignnent of the virtual address range. The
set of three flush commands defined above, together with their respective
"maf ch" criteria, constitute an efficient virtual address reassignnent
mechani sm when pl aced in the Unix kernel as shown in Appendix A. The
mechanismis efficient in that it optimzes flush performance for the
virtual address wite back cache for the three cases of virtual address
reassi gnnent required by the operating system 1) ghepever an existing
active context is being replaced by a new context; 2) whenever MV

segren . and. 3) SHEAEIE SUBHOY LTy sa FRtE Bl Uil HiATRRRgHCE, o°

now virtual wddatan HBanbiasSwithiol GAMFIEIAE debiratea aralIRer ilh

the flush match criteria, to specifically cover each of these cases. Flush

commands are i Sqppéndixt RS kBynproper Pladementabsa®bhush' coxinandd: wdshiand
then i ncrenmenting bl ock addresses so as to check every block within a fixed
address range. :‘thee kerned,cvintnal address reasgignuent cfomia Unixisvssen

reassi gnnent- for t primary reasons: -~ -.21 .1) The ush mat,ch criteria
restrict the numdf 15‘536%5”'?9%5%(?‘!@% &n]’}%ﬁﬁge‘%m& ‘W#@ngPE&ui re
flushing within JI ush address range. Qher extraneous addresses,

outside the flus arfge, are checked but are not.

The set of flush commands defined above, when used in
the Unix kernel as shown in Appendix A, implement a.
mechanisn to support virtual address reassignment, as
required by a virtual address cache, for a Unix system with
multiple active contexts and aﬂ operating system shared |
across those contexts for workstations having either write

through or write back caches.

The flush cémman#s; vhen used in the Unix kernel as
shown in Appendix A, support a virtual address write back
cache within a Unix system so that the use of such a cache
is transparent to user application programs. No changes are

N required to user programs to take advantage of the maméry
speed inprovemehts inherent in a virtual gddrass write back

caches.

Additionaliy, the flush ccmnﬁnds, when used in a Unix
kernel as shown in Appendix A, support a virtual address
write back cache implementation which contains only a
virtual address tag field for block-identitication,'not a
physicai address tag field. Avoiding the iddition of a



.flushed. 2) For each of the three cases requiring address flushing, the
defined flush commands all ow the cache to be checked wth a single pass

t hrough the appropriate cache bl ock address ‘'range. For exanple, to flush a,
segnent, every page within the segnent nust be flushed. |If a segnent fl ush
were not inplenented, then nmultiple. pé%ses of . page flush commands wth
varyi ng page addresses m ght be requited.to conplete the segment flush. The
pr ef er iphysddakisddress tag ﬁicl@anin&:iecs the munber:6f cachess path is

shown ‘in Figure and _for_ the ath i s sho ure 5. Flush control

I og| c itRgHE! ’é?#e%"’én’é’éﬁl %ﬂﬁn‘l’%mgtﬁsbﬂﬁ vFacheri ghres 11,
the s Chl n re 1 I m am of F| re-14. A best

case tl‘ﬁ#ﬁ‘% §°?s€§ﬁgvﬁ£|ﬁ°%g gﬂ ¢ JRBY G ﬁ@aasr i s shown

gt v g R
Stores péiforyl ' OPhik! nﬁ&teaﬂdeno SopIi‘&tfbﬁ”ﬁﬂirStﬂiet tatd'@lthes

appearing-in Figure 3 are cache flush logic 33, the Protection bits (P) in

the caoiiser athe ciZharbiycR3isardplaced! bghnewt bhobkgconﬁéntfel Rthes part of
cache hit detect fog 25. Also shown in Figure 5 is data register 61 which
st or es nexrpal cbbeckr reptacenent ohi ahchchebtmdssli)y browhemnthe 31 or cache
data array 19. In Figures 2, 3, 5, 11 and 12, to avoid unnecessarlly

clutt ercmghc hblcclguusﬂnabeél préem tol ranuégaiags powange of

virtual addresses containing this cache block.

_ o ~/
If the cache tags contain no physical address field,

then the .-virtual address: taga-must_b'e translafed--into .a
physical address before the cache block may be written into
nemory. In the case of cache flushes, this iinplies-that all
address translations of cache block virtual address fieldeu
- which result from a flush match must ba completed prior to
the operating s_ysten'é reassignment bt ‘the virtual address
range within the MMU. Two regtﬁr_u of i:_he invention are in
part responsible for ensuring that this requirement is met:

1) first, that the flush command requires the
completion of the cache 'block'vi'rtuel address translation

bafore control is returned to the processor;

2) and second, that the £1ush comands are structured :
in the kernel, as shown in Appendix A, at strategic _
locations -whigh.. guarantee the flushing of all modified cache



However, the control |ines necessary for proper operation of the invention
can be ascertained fromthe flow chart- of the state machi nes shown in
Figures 4, 6, 7 and 13, and tim ng di agrans shown in Figures 8-10 and 14.
In the flow charts, the follow ng abbreviations are utilized: MJX -

mul:ti pl exor 45 Sel - select VA -virtual address RA - real address CE -
out put enabl e Ack - acknow edge Cache Hit? - E% cache "hit" logic 25
detect a cache hit? (Fig 2a) - 23 - Cache Pfotect Violation ? - Did
control logic 40 detect detect a cache protect vi ol ati on? (Flg 2b) Menory
Busy? - Has anDr u%g een as erted? Prote t Viol?. - ontro

| ogi ¢ 40 det ect & ﬁf ‘OFEPFB gn*gq% the xirtpal, 8% g

regi ster 51 Ql §+ock Adr'- address Mem Adr Strobe - menory 31 address
strobe VAR - wr?n address register 54 Mem Adr Ack? - Has a nenory
addr ess acknow edge been asserted by nenory 317

The set of three flush commands defined adbove, together
.__vith their respective "match" criteria, constitute an
efficient virtual address reassignment mechanism when placed
in the DUnix kernei as shown in Appendix A. The mechanism is
efficient in that it optimizes flush performance for the
virtual address write back cache for the three cases of
virtual address reasslgnment required by the operating

system:

1) vhenever an eristing active context is being

w replaced by a new context;

2) whenever MMU limitations require the reassignment of

a currently mapped segment to a new ssgment; and

- 3) vhenever a physicel page in memory is to be

reassigned to a new virtual address.

The three flush commands ere defined, together with the
flush match criteria, to specifically cover each of these
cases.’ Flush commands are issued by the kernel by lterting
at a base block address, and then incrementing block
addresses 8o as to check every block within a fixed address
‘fange. - The flush commands as defined are efficient in

address reassignment for two primary reasons:



Mem Data Strobe 0? - Has nenory data strobe O been asserted? Mem Data Ack
O? - Has nmenory data. acknow edge 0 been asserted? ~ - 24 - Mem Data Strobe
1? . .Has nenory data strobe 1 been asserted? Mem Data Ack 1? - Has menory
data acknowl edge 1 been asserted? Ck Wite Back Buffer - clock wite back
buffer 39 CPU Read Cycl e?. Is CPU 11 in a read cycle Clk Data Reg - clock
data register 61 Valid and Modified Wite - Has control |ogic 40 detected
Back Data? : Val i d.bip{V).and Mddified bit(M Start Wite
Back Cycle? - Has control logic 40 asserted Start Wite Back Cycle Sinmlar
abbrevi ations are used in the t| m ng .di agranms of Figures 8-10 and 14. The
address state machine shown in ures 4a and 4b defl nes certain of the

contiol s rel dkeFhe ﬂ%“aﬂ&#ﬁbs‘ iaFestrick the nupher ©f Twe cache tag

& succedhforke EnTReR $° e Enll ShdEh Brokle i FlREALC (0. 00"
| ntegr atfﬂu&ﬂmyamm the #3000 edasdis Tange. P oLRe: | @ftrdridods On test.

-~ foltowng state (c). If a Protection Violation is found on acache-Ht; then
ot he _CPU faddregsén, icutside the flush range, ars checked but are not.

- £lushed.

2) For cach of the throo casos :oquir:lng address
- tlushlng, the doﬁ.nod t:lulh oomando auow the caoho to be

checked with a single pau_ t__ntoug_h the appropr_j_.ato cache
block address range. Yor example, to flush a .legm_e__nt,_,_.ov_oxy |
page within the segment must be flushed. If a segment flush
vere not implemented, then multiple passes of page flush
commands with varying page oddrossoo night be roq_uit_od to u
complete the segnont flush.

The -preferred exbodiment of the virtual address ‘cache
for the address path is lhown in !‘.{gure 3 and for the data
- path 1: shown in rigure S. rlush control logic in the
preferred embodiment is inplonented‘u shovri in Figures 11, U
. 12, the state machine of Figure 13 and timing diagram of
Figure 14. A best case timing diagran for writes .i.s ohown
in Figure & and for reads is shown in Figure 9.

In addition to components previouoly disoussed with
referenoo to rigu:e 1, rlgurc 3 includes virtual address
registed (_VAR) 54 which stores the ou;'_ront virtual address.

~The elenents of the hﬁnuo_n appearing- in Figure 3 are cache

f£lush logic 33, the ?roteotion bits (P) in the cache tag



- 25 - termnated i medi ately*with a Bus Zrror response to the CPU. The MWJ
Protection Violation on the translated. address is perfornmed |ater, .
folJ]owing state (g). The data stat’e nmachine shown in Figures 6a - 6d define
certain controls related to the data transfer portion of the cache. Again,
the invention is supported by inetuding a test for The Cache Protection
Violation following state (¢c) The MVJ Protection Violation test on the
transl ated address is simlarly performed in state (g). The wite back

state machi ne SNQYRaN 25,0408 EndCkhEh hREcHONGHL 20urilen W ket BICkadbashit
S

cycle to nmenory. cycle may be perfornmed 1n" parallel wth CPU cache
accesses, since hpkbet egWe,t e Back controls and data path are independent
of the cacheyaccess controls and data path. As described bel ow, the "Menory
Busy" signal causeés the address and data state nmachines to wait until a
previous-Wite Back chdse shownodpl BlgureThecisrdata egister £ whigh stores
di agram shown in Figure 8 defines the overall tim of agu write bus
cycle to memory ®atéhte Qeﬁ@ﬁﬁeﬁatﬁePrTﬂéiEBchésIr-]?g?“érﬁ‘ R (RAPERE A

occur in cycle (c) in thi iagram part of the m ss handling sequence
i ncl udes the | oa®n§ ﬁ%@gﬁ% S&She bl ock which is being replaced
- 26 - into wite back buffer 39 in cycles (i) and (m. The transl ated

address for the curre?&' ﬁq?&t%eggkai‘sse}l 59 hnaded, i £60avesd wiKécessarily

register 51 in cycle urrent cache block is both Valid and
Mdified froma gluttering the Figures, not all control lines are shown.

K., ~ However, _t_he control lines necessary for proper operation of
the invention can be ascertained from the flow chart of the
. lt;te' machines shown in Figures 4, 6, 7 and 13, and tining
diagrams shown in Figures 8-10 ﬁnd 4.

"/ In the flow i:harts, the following abbreviations are
utilized: |

¥UX - multiplexoxr 45
- Sel = salect
o 7 : | VA = virtual sddress
RA .- real nd;lress
OE = putput enable |
Ack = acknowledge
Cache Hit? - Did cache "hii" logic 25

detect a cache hit? (Fig 2a)



. previous CPU (or DVMA) wite cycle, then this cache block wll be witten’
back to nmenory 31 through a Wite Back bus cycle, described in both the
Menory Data Bus timng and the Wite Back state nmachine, Figures 10 and 7,
respectively. The CPU wite data is nerge with bl ock data returned from
menory on the first data transfer of a Block Read nenory bus cycl-e. During
cycles (q) through (u), the CPU Wite Qutput Enable controlling buffers 38
will be active for only those bytes togge witten by the CPU, while the

Dat a. Regi ster Qutput Enable controlling™data register 61 will be active for
all other bytes. During the second data transfer, cycle (w), the Data

Ciming PSR Y FeaftaBh' 1"l B kot i MOdT 40 MaehEl e Depl TG

bus cycle to a cacheabl e page in nmenory which m sses the cache. The cache

Hit and Protection Check occur in cyetectch cachdiprotierds adolathont of the
m ss handl i ng sequence includes the |oading of the current cache bl ock

whi ch is being repl aced -27 - into wite back buffer 39 in cycles (i)
and (m. The transl ated address ‘for Fis @BV rent cache block is al so | oaded
into real address register 51 in cycle (0). If the current cache block is

cache bl ock wi |1 be NCFS,SBRvE &t HE bty b S dheBkant. [0 1S
cycle, described in both the Kenory Data Bus Timng and the ‘
- MMU Protect Viol? = Did control logic 40 detect a
100 prétcet violation? "/
(rig 2¢) . |
' m...- real address register 51
' CLK = clock | —
' Adr - address
- Mem Adr strdbe - nemoi:y 31 address strobe
VAR = v.trtuil addrgu register 5S4
Men Adr Ack?' - Has a memory Qddrass _ackziowledge
been asserted by memory 317

Mem Data Strobe 0? - Has memory data strobe O been

asserted?

Mem Data Ack 0? = Has memory data acknowledge 0 been

asserted?



F)

Wite Back State Machine, Figures 10a and b and 7 respectively. Data is
read ta t.he .CPU by sinul taneously bypassing the data to the CPU through
bufférs 38 enabl ed by control signa¥ CPU Read Qut put Enabl e, active in
states (q) through (u), and updating the cache, in state (s). The nenory is
designed to always return the "missing data" on the first 64 bit transfer,
of a Block Read nenory bus cycle and the alternate 64 bits on the
subsequent transfer. After the CPU read bus gycle data is returned, the CPU
may run internal cycles while the cache is being updated with the second
data transfer-fromnmenory. The Menory Data Bus timng shown in Figure 10a
and 10b. shows:the tiNemgData BErabeI2d arlaninenoryaCatsustoobs ok b@imce

t he cache bIoER size is 128 bits, each cache bl ock update requires two data
transfers. As indicated above the 64 bits éﬁ:#@ﬁ‘# g the data addressed by
CPU 11 are almays returned on the first tr&Hs ‘Bl ock -Read bus cycl es.
The "Menory Busy" control signal ‘active during the VV|te - 28 - Back
cycle is used to inhibituehcpgt®iXc)1?t he mtnwiemsswuﬁbmme 11 Ween
previous Wite Back cycle can conplete. Cache flush logic 33 shown in
Figure 11 outlines the control and data path of the flush controller. This
controller |nplenents t he_cache flush operﬁ!#!#ﬁ!@ﬁ the present invention
for a systemwi th.nmultiple active user contexts and.a shared operating

iar oos ol ot or - cbkWEFug B <Rl 3 et railedies 347
flush match signals are used by cache flush_ | ogic
- . CPU Read Cycle? = I__s ‘CPU 11 in s ;'cad cycle

. €1k 9ata Reg = eicci date t&@a-;.: si
valid and Modified Write -~ Has control logic io detected .
“— . Back Dete?_ | | © valid bit(V) and Modified bit(M)
- Staxt Write Back Cycle? =- Has control loéic 40 asserted
Start Write Back Cycle

| gimilar abbreviations are used in the tining diagranms
_  of Figures 8-10 ana 4.

The address state machine shown in Figures 4a and 4b

- defines certain of the controls related to, ‘the address
handling portlon of cache 19. The cache tag withln cache tag array
23 are written as: Valld during state (w), following a successful
transfer of all block data from memory 31 The invention is 1ntegrated

L follow1ng state (c). if a Prctectlon violation is found on.a. cache
- Hit, then the CPU bus cycle is ' '



+

- 33 to determine whether the addressed cache block is to be'flushed.
Corresponding to the three flush match signals are three fl ush conmands
i ssued by the CPU. A Flush Match is said to occur - (Cont ext Flush
Conmand. ) AND (Context Flush Match Signal) OR (Segnent Fl ush Command)- AND
(Segnment Flush Match Signal) OR | (Page Iush Command) AND (Page Flush
Match Signal). An inplementation of sucﬁ f1Ush match logic is shown in
-Figure 12 conprising conparators 60,-AND gate 62, Inverter 64, OR gate 66

and A0 §3kanRed il AN WitRON ‘add ENGH (Rapbiilets! tlg!ciPASCS,

whi ch ar W as Separate sequences In Rt & machi ne,* Fi gure

13. The iheStMBhESEtec TN Y¥oiatddhnEnatie Ukarmlatead alaessihes CPU and
obt ai ni.ng bus nastership for the Plush Control State Machi ne, Thes Fl ush

conmand pcrforaathtéslegvimgesmi tgXont rol Space (identified by
Functi on Code bItS FC (2:0) -Ox3). - 'Wthin Control Space, the four high

;d:g 2?39985 R e T g TR R &Oam?ﬂtgaiiﬁﬂﬁiigi
o 1 Pt esiRRarCRRERgts J0Madla o) RTRAIN EiEYAS plrketh, BECEHE 10o) V72

| at ched Wera 14, t e tMfeitich Yshsuppbrtedias dricluddngl ai s asserted
to the CPU to obtain bus mast ershi p. The second phase invol ves perforn ng

DVMA cycltestt foretheabache Rintadtionc ¥iodapiontelinwing stateuschg cache

flush logic 33 as a DVMA -device. This DVMA devi ce addresses cache bl ocks
i th t he She Hm Paa&rst&om(‘é#cw!@pw dOPrbRe translated address

is ninuarly performed in state (q). I \J

The write back state machine shown in Figure 7 defines
the control of the Write Back bus cycle to memory. This U
cycle may be parformed in parallel with CPU cache accesses,
since both the Write Back controls and data path are _
independent of the céch_e access controls and data _p_agp; As
gcscribe,d below, the "n'enbr‘yl Busy" signal cauiel the address
and data state machines to wait until a previous Write Back

| cycle has completed. _ - T \J

The write cache miss timing diagram shown in Figure 8
detines the overall tining of a CPU write bus eyele to
memory which n;l.ssg: the cache. The cache Hit and
pioiecﬁion check_ occur in e'ycle (c) in this diagran.ﬁ

Al pu-t of the nisa handl:l.ng -equence inc:l.udes the
1oading of the current eacha block vhich is being replaced
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the fl.ush command, plus address bits A(S:4) froman internal 5 bit flush
address counter 50. Each cache bl ock may be checked in;three cycles wth
t he*three’ Flush Mat ch signal's gated by the Flush command | at ches 55 to
determne a "Flush Match" condition. A "Flush Match" results in the cache
bl ock being invalidated and a Mdified block being witten to nenory
through the Wite Back state nachine. Follow ng the conclusion of the 32

bl ock check, bus nmastership may be returned to the CPU. Note that as a DVMA
device, the cache flush | ogic 33 conpetes #Pt 1T ot her DVMA devices for bus
ownership. O the possible three DVMA devices;” Ethernet (not shown) has the

hi ghest priority e, S p, or| VI\/Ebus
devi ces thirde Tflg'“E I‘Jg con%irﬂglsﬁh#*ge iﬁ Qg‘j'e “’ éﬂude a corrpl ete
arbitration descCeirihsdatear addiedd/fdxfthiec etirrait éﬁwlbww ikogisor el at ed

to the Flush. The cache flush state machine shown in Figure 13 conprises
four interacting lmnﬂnéstmthl address miste:thpbn aut@e (Dheseltothﬂ

machi nes contr ol the code, of U_FI |cat|on to
32 cache bl ocks. uF ﬁﬁﬁl‘?i@é"%‘?@g‘cpf’gg%g %

Decode machine d e n di ng
a Flush command, iﬁ%% réga%%é?‘ %g%fg’ an %ﬁt *Jcpagﬂgf bgﬁggh
command are latchgdy Bi&ewﬂehtas s&aerw:m%&? BeotRSéudl o 'WritkUpnexoBhgi n
bus mastership for the flush state nachine al so asserts a Flush Request

signal to activateycdle; Bdéeléribedi im bdki cdhe Henbry Daté mitiuﬂ.ngbndnthbus
mastership fromthe

P Write Back state machine, Figures 10 and 7 respectively.
The CPU write data is merged with block data
returned from memory on the first data t:a.nsfer of a
. Block Read memory bus cycle. During cycles (q) through
W (u), the CPU Write Output Enable controlling buffers 38
| will be active for only those bytes to be written by
the CPU, while the Data Register Output Enable
controlling data register €1 will be active for all
other bytes. During ._the second data f.ransfnr, cycle
(w); the Data Register Output Enables fcr-: all bytes
-~ will be active. | RN

The read cache.niss tinming diagran lhown-in Figure 9 .
defines the overall timing of a CPU read bus cycle to .n |
cacheable page in memory which misses the cache. The cache

' Hit and Protection Check occur in cycle (c¢) in this

diagru.

A part of the miss handling sequence 1nc1udes the
loading of the currcnt cache block which is being replaced



'.CPY," as indicat ed by the CPU s asserting Bus Grant, and' hol ds nastership b§/
asséfting Bus Grant Acknow edge. It arbi-trates the Flush with the higher
priority Ethernet requests, 3) The Flush Corfpare machine initializes its

.

address counter A(8:4) to O with the Flush' Request signal. It continues to
check cache bl ocks as long as Flush Go is asserted by the DVMA machi ne.
When Flush Go is deasserted, a Flush Done signal is set at the -31 -

concl usi on of the current block flush, which signals.the DVVMA nachine to .
grant mastership to the Ethernet handler. If a Flush Match is detected, the
Flush Bl ock Request signal is asserted to activate the Flush Match nmachi'ne.
At the conclusion of the Flush Match machine, this machine returns a Wite
Back Request signal to conplete t he,machi ne' s handling of the cuwmant cache
bl ock. 4) The Flush Match machi ne”I“0ads the cache data into wite back '
‘buffer 39, clocks the translated cache address in real address regi ster 51,
and imhzd.&iehaﬂh@mm:ﬂags cycliesn(Lpal t(m) .ar Ty 33. Note that no
protection check is perfornmed. At the conclusign, the Wite Back Request
Si gm@%@enwsq ffoxh Ehe Lyrreant eache hiack.ds,8188di fi ed, the Start

Wit t ctjyateghg wite, back state
mchfﬂgfgé%g §‘§ &%‘?i gfgfﬂt(ae‘??i ﬁ’gvéyd;‘ r#(.?\sf'l usk ﬁ’?n ng and descri bes
the &gl ii'ﬁh_%facﬁcbiﬁéis flgpBeh witra Ananko®{sfad FrerhaMat ch”. This condition
Is tested in state The bl ock is _
previous CPU (or DVMA) write cycle, then this cachs block
" will be written back to memery 31 through a Write Back bus
cycle, described in both the Memory Data Bus !l'ining and the

Write Back State Machine, Figures 10s and b ard 7 respectively.

Data is rsad to the CPU by simultaneously bypassing the-
data to the CPU through buffers. 38 enabled by control lignu
CFU Read Output Enable, active in states {q) th:cngh (u),
__ | and updating the. cache, in state (s). !‘he memory is designed
. . to alwa.ys Teturn the wpigsing data® on the first 64 bit
transfer, of a Block Read memory bus cycle and the alternate _
-64 bits on the subsequent transfer. After the CPU read bus :
cycle- data is :etu:nsd,. the CPU may run internal cycles - N
*whil_o the cache i_l; being updated with the second data.

transfsr from memory.

The Memory Data Bus timing shown in Figure 10a and 10b.
~ shows the timing of Block Read and Write Back bus cyclas.
Since the cachs block size is 128 bits, each cache block -
update :cquires two data transfers. Aas hdicated abova thc
€4 bits containing the data add:essed by CPU 11 arxe always
rcturncd on the t:lrst tramtcr for Block Read bus cyc:lu.
The "Memory Busy" control :ignal active during the Write
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invalidated in state (k). |If ‘the block satisfies the "Flush Match" and is
Modified, then it nust be witten back:to nenory. A "Start Wite Back
Cycle" signal is asserted in state’'(a) to begin the Wite Back state

machi ne. - 32 - The kernel changes needed to support the virtual
address write back cache of the present invention for the Unix operating
system are shown in Appendi x A Ker nel Design Docuhent for Virtua
Address Cache I. An Invariant Condition To guarantee the correctness of the
Virtual Address Cache (called cache in short), we keep the follow ng
invariant condition true at all If an entry is in~the cache, its mapping
fromvirtual address to physical address nust be correct. This is a
sufficient cowdition for the correctness of tde because of the fol | ow ng:
Wil e the mapping is correct, reading a byte/word fromthe cache is the

o J 2 o ‘ ; e
being turnod of ProkE2e1e e kel 33 LHETRLY ¢l AP IRE the Ml RRRD,
cache wi |l be WapiskesyéDe 1BftiIORMRS PLBUFLOEE Wi BackEEPEYe WM dadiplete.

byte/word is flushed. So, as |long as we keep the nmapping correct en a
byte/word in the cache is flushed, witing to the cache is the sane witing

to the physical menofychertinsh Wogis 3R shesm dm&iguregll ewlings thenus,
r1Ka 2 cort el ASe kL A ok EnS DBl WRRER RO TS, 020 O°
controller impleaments the cache flush operations of the
’ kh; present invention for a system with multiple active user
contexts and a shared operating system. Cache flush logic
comprises AND gate 48, flip-flops 49; flush address regiﬁtet
52, incrementer 50, AND gates 55 and ox_éata s8.

-/ | Three flush n;tchésignals are ﬁspd~by-cschﬁ f£lush logic
' 33 to determine vhether the addressed cache block is to be

flushed. Correspending to the three flush match sign#ls are
three flush commands issued by the CPU. A Flush Match is

said to occur if:

U : (Context Flush Command.) AND (Context Flush Match Signal)
OR (Segment _rlus'h Command ) AND __(Se.gment. Flush Match Signal)
OR (Page Flush Command) Aﬁb (f;g; rlﬁéh gﬁtch sighal).
An implementation of such flush match logic is shown in
-FIgure 12 comprising comparators 60, Anb'gate 62, Inverter
64, OR gate 66 and AND gates 68.

Flush control leogic 33 involves tﬁé distinct'phasis,
uhich are shovn as separite sequences in the flush state
nachino: Figure 13. The first bhase involves decoding a
Flush command from the CPU and obtaining bus mastership for
the riush Control State Machine. The Flush command is



-mappi ng becones incorrect. Il1. Cache Flushing Strategies 1) Since cache
flushing is tine-consumng, we avoid cache flushing if we can. On a
SUN- 3/ 200 machi ne a page flush takes no | ess’than 50 nmicroseconds and a .
segnment or context flush takes no IessFéﬁan 400 ni croseconds, excluding the
overhead of software instructions. or doubly mapped V|rtual addr esses,

I f both virtual addresses can be accessed si mul t aneously, they have to be

Gecr ! combind hE hR 690 Ly, BEnBERE mRfed) UiephuRssdl By maRR RS, .

accesseeaaa%ﬁsarémozuexs “5'ﬁﬁhmecBH{:ESi!tk?a&iedtﬁﬂp?bﬁg fReghect and

ot her mappings 1ncorrect at this tine. That 1s he Virtual addreSses of

ot her nerdetraddtensubitisnaplogs)aovAnthdicatéctiackush) ctimagaere the

probl ens of readi ng /dev/ nem because a) access of /dev/nmemis not

guanmnlhﬂ Q@dnessoﬂthtdehizﬁvﬁh Sarsthecoomnanducorrespondutd tlldress

caches, uch addeg |nconS|st S is mnial. (bécause nost of such usages
f

are for ? E Yighua ‘QGF’Fﬂnﬁ 3d fercdata acsesnes. (ThagElushe i ready
fl ushed e 3l,.08 eha as the -
sygfen1 ﬁg @ggh ﬁ#gﬁ“@k@gﬁi gngggﬁe%hfuﬁkpgf?*S#S“EEChexgi Fﬁe entire.

t I I d -
The. ont Lhe! #1066, CBRARNA. 8°ARConH D eHRIRAE RN FIPIAT TSI T8 Em) P IO
fol | owi pgtenedi tegetheratdedt the! kgpecoreiriush, ‘1A Bag Reguesesh() flushes
t he cache by context-match. It flushes all cache |ines whose supervisor
bits i nsigaa&adbeasagr&pd dcbf tmocmroso obtain ‘dus ustership.

The second phase involves portorning uvna-cycles to

. test and. flush; if necessary, 32 eaehe blocks using cache
f£lush logic 33 as a DVMA dcvico. This DVMA device addresses
cacho blocks with thc virtual addreas A(zvxs) captured trom
the tlush connand, plus addreus bitl 3(834) :ran an 1ntern¥i
5 bit tlush address countor 50. Bach cacho block nay be
checked. in th:aa cycles, with the thrci rlush Match signals
gated by tha Flush command latchos 55 to dute:ninc a "Flush
Match" condition. A "Flush uatch"_ralults ‘An the cache _

~ block being invalidated and a Modified block being written \\)
to memory through the Write Back state machine. Following
the conclusion of the 32 block check, bus mastership may be
rctuxned to the CPU.

Note that as a DVMA device, the cache flush logic 33
conpetes with other nvua devices for bus owne:ship. of the
possidble thrca DVM& devices, Ethornet (not shown) has the
'highest priority: tho cache tlush logic 33 second priority;



context id's in cache tags match that>of..the MW context register. |.e. it
flushes an entire user context. vac _ctxflush()is defined in 2) vac_segfl ush
(segnent _nunber) flushes the cache by segnent-match. It flushes all cache.

| i nes whose segnent address parts (err) of the cache tag match’"segnent
nunber” either froma kernel address space or fromthe current user's
address space. |.e. it flushes either a kernel segnent or a user segnent of
the current user context. vac_segflush()is defined in map.s. 3) _
vac_pagefl ush(virtual _ address) flushes the cache by page-match. It flushes
all cache lines whose page address parts fef®)-of the cache tag match the
page nunber part of "virtual address" either froma kernel address space or

fromthe curient FhESud Basq. | ' | ARS8 S2 & ggfl;%;{ el page
or a user page o?r}#she C?J?(ruei;lv?'égger “cont e%??‘. f\}gg{:page?ﬁtgﬁﬁg e |J|ned in
map.s. 4) vac_f|dss( nottirdluadds asmplete carkdtristios debosiptlonhgox adile | i nes
whose page address partﬂerr'L .of the Cﬁ:h%ggs air in trgr Eg s of
("virtual _addr estVMA deyigepy buf rakher enly, 0 %?Fe§° = ‘l?. * flushes

these lines either froma kernel address space or fromthe current user's

address space. vac_frhiSéadhe TiUaeGtatesdckiinel shisin dasEigurenia page, such
as fromresune(),or to flush a nunber of contiguous pages, such as from

pageout (). vac_feengripesstonst Anteragtingpmachines, vhioh gonkyo) the Einsb  he
entire cache. It_is_ d u | Dﬁ#h [ menory
before we dunp t%‘rﬁﬁ;gg?éa}ﬁr?fghogéh_ ?‘%&ﬁ%‘n{)?;?g?fxflt?gngy a séibgﬂuse_d as
an debuggi ng t ootru Faashl eoliankd( and dtdcappritation tordehdaeg¢he bloégkwac

di sabl e_kpage(virtual address) turns off the caching of a kernel page.
start Mg at "vi r T fosripachiries| are degcxibed belewiioyice driver nmap()
routine to enforce the-consistency of sharing a kernel page with user

pages. vac_di sabl e_liyagRé)cimmesiaf béttie Sachifs @566 the Plush command
vac_enabl.e_kpage (virtual address) turns on the caching of a kernel page
starti-ng at "virtual exegnted'by the ¢FlheyPpen deceding s Finehgom@apdons t hat

no nore user pages ar&é@fﬁé{'%ﬁtﬁﬂ darB89ea(2749) and the type of Flush
R, comand are latched. The machine asserts a Bus Request
tﬁ the CPU to obtain bus mstarihip for the flush state
pachine. It also asserts a Flush Request signal to
activate the DVMA machine, below.

2) The DVMA inachinc obtains bus .nalteuhip from the
CPU, as indicated by the CPU's asserting Bus Grant, and
hélds-aaitership by userﬁing Bus Grant Acknovledge.

It arbitrates the Flush with the higher priority
Ethernet requests.

3) The Flush Compare machine initializes its address
counter A(8:4) to 0 with the _rlus_h'lj!equest signal. 1It
continues to ‘check cache blocks as long as Flush Go is
‘asserted by the DVHA. ﬁach:lne. ﬂ_hen Flush Go is
deasserted, a Flush Done l:lgnal' is set at the



call s vac_enabl e_kpage() to allow the caching of this kernel page.

vac_enabl e kpage() is defined in vm machdep.c |IV. Wiere and how do we f1ush
the cache? 1) W call vac_ctxflush()fromctxfree()in vmmachdep.c. ( -
ctxfree() is called when a context is freed from MMJ and hence the nmapping
of the whole context is not valid. Ctxfree() is called fromctxalloc ()
when the ol dest context is bunped out of MWJ, from swapout () when a
process is swapped-out, from exit()when a process is .termnated, and from
" ptexpand() when this context is given up before its pte's are expanded.) 2)
W call vac_ctxflush () fromvrelvn() in vmproc.c (Vrelvn()releases the vm
resources associated with this pf8tess. This will cause all virtual and
physi cal pages of the process be rel eased and thus. invalidate alMe virtual
to physiconclusipnngf thetbarrent cbhlock fiush, )vﬁch/‘lltgﬂdh
vac_ctxflush()from-expand () in.vinproc.c (This happens when a process is .
shri nki t&ea mgchipentokgrant mastership fio \the Ethemetu |

vac_ctxflush() fromovadvi s";% I.n, kern_xman. c. \Wen the paraneter to

vadvi seBandlenyal IfLGSlﬁh‘ﬁB &hi %#’?‘F 8d,the Flugh JrQPfJ‘ of thfeI cqu ent
A
_prg;:c\eéii ?\%2 xt gihal ?‘E’Bﬁﬁ\ﬁ |c|1fnt%k% a%ﬂmrg)ﬁi 0 page ushes.

PTG 2L MR Snd i af%%ﬂg-; eajj)jfj e
.vac_segligpy Zhané;h @%@E@?NQ(MI&W%&& -Efq:?&’ﬂ'?é‘ in the hole is

to be free
conphtc the machine's handling of tha curzent eachc u

block.

4) The ‘Plush Match nachin'c loads the cache data into
write back butter 39, clocks the t:anslatcd cache

address in real address rcgister 51, and invalidates A
“the cache tags w1th1n cache tag array 33. Note that no protection

- check is- pe:formed At the conclusion, the Write Back ‘Request
-signal is asserted. If the cache block is marked as Modif‘ied,
the Start Write Back Cycle signal is also asserted to }activate
"the write back state machine shown in Figure 7.

T -

'Pigure 14 shows cache flush timing and describes the
timing of & block flush in the event of a "Flush Match".
'na.:l- condition is tested in state (c). The block is _
:lnvalidatod in state (k) . I the block 'saﬁhﬂu the “Flush
¥atch® and is xodificd, t.hon .1.1: nust ba written back to
'nano:y. A "Stu't 'llrite Back Cycle“ signal is asserted in
_sta_to (l) to begin the Write Back state machine.



in the segnment map. ) 7) W call vac_pageflush() from pageout ()in

vm page.c. (This is when a page is nmarked invalid by the pageout denon.) 8)
W cal |l vac-pageflush () fromovadvise() in kern_mmuan.c. (This is when
ovadvi se() marks a page invaid. ) 9) W call vac_pageflush () from mapout ()
of vm machdep. c. (Mapout () is called to release a mapping from kerne
virtual address to physical address. Mapout () is called from a) phyastrat
() when mapping fromkernel virtual address to er buffer address is

rel eased. c) cleanup () d) ptexpand() to releasé old page tables. 10) W

|1 fl h f f hdep. | '
ol v om0y " Dotpadeiifa Rotnel oiolB iR ol bARRESHRY lthal® |
not valid aftef setpgmap()gfirkss 12 bbc 3achE Rt &ﬂfgﬁééé& nm@f.swg&h@,e

mappi ng of "from' to the physical page 1s not vali er the secon
setpgnap() call. ) 11) V& gkl opedaringelbenneid mABInTReAsAnkdx of, sundev/ nb.
c. ( This is when (addr, 0)is called to invalidate the mapping from DVNVA
virtual addresses to physical. addresses. 12) W call vac flush() from
resune () in vax.s. (At the end of context switch tinme the mapping of the
out goi ng process's u becones invalid. W should flush the outgoing-
process's u before its u mapping becones invalid. since-context switch
happens very frequent, we only flushes the user struct and the kernel
stack, instead of flushing the entire u page. (Resune() is also called
fromprodup() to force an update of u.) -

N\



<«

13) We call vac_flush() from snmmap(), munmap(), and munmapfd () in
kern_nman.c. Virtual to physical ings of sonme pages are changed. .14) W
call vac_flushall() from dunpsys()” of machdep.c to flush out the content of
the entire vac to physical nmenory in erder to dunp out the physical nenory.
15) There are a nuitber of places where virtual -to-physical nmappings are
invalidated inplicitly, e.g: the pnme/pte -mapping is still valid but this
mappi ng i s.never used again. -We nust flush the associated portion of cache,:
ot herwi se, when a new mapping is set:'up fromthis virtual address, the
cache may contain sone |lines of the previous mapping. a) W call

vac_pagefl ush() from nbsetup()of sundev/nb.c. (" In nbsetup(),the mapping
from pte's to physical page is tenporarily (until nbrelase) rua@taced by

t he mapping from DVMA virtual addresses . "vi\é'call vac_pageflush() from
dunpsys() of nmachdep. c. TiRerhels DepigpcDocumanle: £ m@m%gﬁ‘to- map to
one physical page at a finme to dunp out the physical nenory. Such’a '
mapping is invalid each tine after (*dunper)() is called.) c) W call

vac_pagaS§ divaztand copasRiygstrat () of machdep.c. ( In phyestrat(), "user” :
page‘g a'r‘e—t!m%:; P thie LebzrBetriets Y the ¥ Sruaitaddrdss Caldhé Seddfda Pages when

" we seachspis shoztizowe desst ¢har fielloping dnvarikst conditisactzmppt w38 fr om ker nel
virt&¥#M®®sages to physi cal pages are invalidated by mapout(), there these

kernel i gy% ﬁ&ggqgsgﬁ ﬁﬁecﬂ!“?hﬂq' M,\&&%ﬁ pagefl ush() from

copyseq() ical addsess must be corzect.

This is a sufficient condition for the coszrectness of the system o/
Decause of the followings ' ‘ '

While the mapping is correct, reading a byte/wozxd from the.

cache is the same as zeading it from the physical memory through MU
with the cache being turned off. Thus, reading is cozrect.

The byte/word written to the cache will be written to”the cozresponding
physical memozry when this byte/word is flushed. So, as long as we keep
the mapping correct when a e/wozd in the cache is flushed, writing
to the cache is the same as writing to the physical memory through MU
with the cache being turned off. Thus, writing is corzect.

It is clear that the above invariant eondltm can be kept
41f we flush the affected cache lines befoxe a virtual to physical
mapping becomes incorzect.: '

ZI. Cache Flushing Strxategies B
) Since umng is time-consuming, we avoid cache .

flushing if we can. On a SUN-3/200 machine, a page flush takes
no less than S0 miczoseconds and a segment 62.context flush
takes no less than 400 microseconds, excluding the overhead

of software instructions. _

2) For doubly mapped virtual addresses, if both virtual addresses o/
can be accessed simultanecusly, they have ¢0 be arzanged to
match in their low oxder 17 bits, i.e. modulo 128K, as

" describead in the Sun~3 Architecture Manual. Otherwise, i.e.
if they are accessed one at a time, we considerx the
currently used mapping corzect and othex { ]
incozzect at this time. That is, the virtual addresses of
othez act-curzently~-used mappings are not in the cache.

3) We ignore the problems of reading /dev/mem because
a) access of /dev/mem is not guaranteed to be consistent
even ©on systems without the virztual address cache, 2) such
added inconsistence is minimal. (because most of such usages
are for the u areas of aon-running processes and these u pages
are already flushed during context switches), and 3) making
system behaves as the system without cache requires the keznel
tuzn off the cache of the entize system while /dev/mem is opened.
This means any user process can slow down the entire system
considerably by open /dev/mam. _ :

I12. new routines:
mwﬂc— following routines ars added to the kernel:



{In copyseg the mapping fromvirtual ‘address .CADDRI to physi cal address
becormes invalid .after copyin(). ,€) W cal%l"vac pagefl ush()from mrw of
sun3/memc. (- In mrw(),the mappi-ng from vimap": t:o a physical address is
set up to copy physical data to t he. user space. Thi-s mapping hecomnes
invalid after uicemove () . ) f)We call vac pageflush (). from padein () in
vm page. c¢. ( The mappi ng from CADDRL t o ‘physi cal - page pf +i- becomes |nvaI I d

1 ush he ket ey tcaaks ATAeE Phebs Bepe s boht “E”‘"“Eﬁ"&f&%"f e i BT

maps to the phymﬂ-ul 4n cache Gagh siag uu:@ssfs:nce
the mapping froge 88 (AD-enhire; pags %&ﬁ%’ 0?‘?4%'9'“ & $acdefined in
i nval i d wheq_the arerm mtmmm e bk e1kito akitias i husay Wehlitematon.
procdup()retur n:t ﬂ)nm m t nlnu erud 22>CL4 m—a»

flush the u_* p&t '9“‘“’??1 PHEM.!aSMP !my

maps to the phyﬂ "'#%Wﬁ

not used anynor e dqumssw’rﬁ)g o8) 1 we call vac 9 from
swapout) of Vm svvap clo fI ush art of utl, In swapout , mappi n
fromutl, whi ch sﬁe Wﬁﬂ "’ iy ?ﬁ%&

proc p is an&" iielﬂrﬂﬂgﬁnt&%!ﬁ
swapi n() of vm fzemm ketralf addxiess apace or froui thi mhnt(hn:!mo $ .space.

f at I‘-tt Eushes @88 mnssﬂmm-at user
repping {1 om okl e L, IR PR

. _ «l) vac_flush(virtual address, nunber of _byton £lushes the cache
. 14nes whose page address parzts (A<13-27> in SUN=3) of the cache tags are in
W, the zanges of ["virtual address”, “virtual address” + “"pumber_ of bytu" -1]).
Tt flushes these lines sither fxrom a kernel address space oz from the
current usex’s address space. vac _flush() is used either to flush less
than a page, such as from resume(), or to flush a number of contigudus
pages, such as £rom pageocut (). wvac !I.uoh() is defined in map.s.

3} vac_f£flushall() £lushes the oati.:o cache. It is used to flush
the entire cache to the physical memozy defore we dump the physical
samozy from dumpsys (). It may alsec be used as an dcbuulac tool.
vac_flushall() is defined in wm nchm.c.

- 6) vac_disable_kpage(viztual_address) turns off the caching of
a kernel page starting at “virtual addresa®. It is used by the device
driver mmap() xoutine to enforce the consistency of sharing a keznel page
with user pages. vac_disable _kpage () is defined in vm machdep.c.

. 7) vac_enable_kpage (virtusl address) tuzns on the cachlng of a
kernel page starting at "virtual_address®. If s devioce driver mmap
zoutine knows that RO more user Pages are sharing a kernel page, it
calls vac_enadble _kpage() to allow the caching of this kernel page.
vac_enable_kpage() is defined in wvm machdep.c

V. !hc:o and how do we tluch the clchot
U 1) We call vac_ctxZlush(}) from ctxfree() in wm machdep.c.
{ Ctxfree() is called when a context is f£reed from MND
and hence the mapping of the whole context is not wvalid.
- Ctxfrzee() is called from ctxalloc() when the oldest
- context is bumped out of MNU, from swapout() whem a
. process is swapped out, from exit{) when a process
is terminated, and from ptexpand() when this context
- 48 given up befoze its pte’s are expanded. )

2) We call vac_ctxflush{) from vzelvm() in 08,6
{ Vzelvm() Zeleases the vm resouzces ass atod with this
process. . This will cause all viztual and physical pages of

-the Ecoouo be zeleased and thus invalidate. al)l viztual to
.physical mappings of the current context. )

.3) ¥Ws call vac_ctxflush({) fzom uz:ndo in vn_p:oe
{ ‘'This happens when a p:oe-u and £t g&vu back
scme virtual memory. }

4) We c3l) vac_ctxflush{) from wuv.iuﬂ in kezn_zmman.c.

" { When the paramster to vadvise() is VA_YLUSH, we invalidate
all page table entxies of the current process. A context £lush
is more efficient than a nunber of page flushes. )

5) We call vac_segflush() fzom pmegrelease() in vm machdep.c

= | mcnhuon is called nhon & pmeq .ia taken away.



k) we call vac_pagef | ush() fr.om swap() of vm. swp.c. { “The mappi ng from
i-th virtual page of process 2 td2he. phyS| cal - -page isnot valid anynore. }
1) We call vac fl_ush () from pageOUt()of ym-page ..¢ to flush the u_* ¥
part of .pushutl. I n pageout - () t he..mappi ng from pushut! to the physi cal

u page of rp heco i nyalid ter, .t Vi call. call vac_flush
() -from pageohgu \‘&ﬁg‘ B&V t'?{g{'%ﬁ' %ﬂ'&ﬁaﬁﬁs to be paged

out. { Swa p FIeR g108d ﬂﬁgﬁiﬁﬁhﬁ al addresses
of . proc [253‘ %%ﬁc g‘“}t&&m ?" !hugm qéxdj'ﬁvromthe

“out goi ng Vi rt 4 atm es are to be re Iaced .by those of
gf#/. % flush these

proc[2] vi rtk
pages i n page g@ﬁ ush() from

kncopy () ofaym.p&.n viackpi uﬁms okl eftdvamuouaxeaad ho. cOpy" pte's
fromold pte'  shisdas snvaldbl.u:n mesks lwpmlh@p.tmwl te's to the
physi cal pagbgioﬂlb‘d' geflpab() t{e's are

mapped- i n. } (@ ngﬁﬁ ?M’tﬂ’sfﬁ?‘%'@“ﬁ ‘vm pt. c. -{
di st pte() i 'a shared text pte is changed.
RJphYsstrat iR

For exanpl e I Y ﬁgpw £eodd Kechel iviveball adlicess ot her
processes sharl ngsthlmmoxtamurm:h&mml S .text page in the cache, we

“flush out thi s‘ W‘AII sharing processes.} p) we call vac_ flush ()
fromvrelpt() | t ; ut goi ng process. {In
vrelpt(), tog N % s ﬁ%ﬁ%&a‘g&&g '- 'wigdvbww() s not

“called. } qg) Ve hgcmc ngti vagppagéfinshitaic beciuse the mapping

sunwi ndowdev/ Vﬂﬂ' .ﬁ %o its 9!:3:1«1 pngo is not valid after setpgmap() °‘u’u
Iyagcnm (fxom) ‘because the mapping of "from® _
to the physical pngo i.s aot vuud l!f.o: f.ho second
‘setpgmap () call. }
11) ¥We call vac_pageflush () Zrom lbnlu {) of sundev/ab.c. -
{ This is when setpgmap (addr, 0). is cilled to invalidate
‘the mapping from nm vittm addresses to physical
addresses. } _
12) We call vac tlncho fzom :um() in vai.s.
{ At the end of context switch time, the mapping oz the
outgoing process’s u becomes invalid. We should flush
the outgoing process’s u before its u mapping becomes invalid.
-Since context switch happens very. t:.quoat. we only f£lushes
" the user struct and the keznel stack , instead of flushing
the entire u page. (Resume() is also: cm.: £zom procdup ()
-_ to force an update of u.) )
13) We call vac_flush()- t:on mp(). mmp(). and munmapsd ()
in kezn ) man.c. :
{ Vizrtual to phyni.cal uyptugs of some pages are e!nngod.  }
14) Ve call vac_flushall() from dunpsys({) of qehdop.c to
£lush out the content of the entize vac to physical m:y
in ozxder to dunmp out the physical memoxy. -
15) There are a nunder of places wvhere vi:tual-to-phyuen o/
mappings ave invalidated implicitly, e.g. the pme/pte sapping
is still valid but this mapping is never used again. We
must £lush the associated portion of cache, otherwise, when
a new mapping is set up from this virtual. addzess, the
cache may contain some lines of the previcus mapping.
a) We call vac_pageflush() from mbsstup u ‘of sundev/mb.c.
{ In mbsetup{), the mapping from pte’s to physical
pages is temporarily (until mbrelass) :cphe.d by the
mapping from DVMA virtual addresses. }
D) ¥We call vac _pagctlush () £xom dumpsys() of machdep.c.
- § The last page 4n the DVMA region is used to map to one
physical page at a time to dump out the physical memoxy.
Such a mipping is 1nva1£d caeh t.tu attc: (*dumpex) ()
is called. )
c) We call vac _pagotl.ush O z:cn pbyutat () of machdep.c.
{ In physstrat(), “usez" pages are doubly mapped to
the kernel space. We flush these user pages when we set
~ up the associasted kernel pages. lLater, these mappings from
kcml virtual pages to physical pages are invalidated by
mapout (), thc:o thou kozml virtual addresses are
flushed. }
d) We call vac paqeflush() from copvseal) of uchd»



(*I'n W ok_ unl ock(), mapping fromw ock-LgrrJuser to the physi cal u page of
the current process becones invalid if-Wock-[efr] | ok” user i.s nonzero. )
r)‘ We call vac_pagef | ysh()from w ok_ ‘done() of “ sunwi ndowdev/ wi nl-ock.c. [In
w'ok_done () the ndpping from w ock->l 6k _user--to-the physical u.page

become invalid. } 16) Vi 4o miﬁw?cmegm hiérélsl eAbIL

portion of the’cache sh &%&&u% marﬁvmdima;gm of

vm machdep. ¢, we change g he protection of text .pages. W call (n)()

vac_pagef | ush() t her esl ¥eassill vag pages bﬁ’u’ jmmawi{} OF swad Cdj f f ent
l}_ ()

protection with the NIVU bedls '
protection bits of text Eoa beltmos dnvy

N dnv £ JSh tre text part
of the procgss. (settgy vat pEseflugi () Exoincpdgein)) An v pege.edi sabl e_
kpage () of “vm machdep. d ®hecsigpingcs CADRRIN &P physical pagel PEti hecpmen: s

of this page before idnyal :ﬁg i ehbd._ Vv 'V&y U el 4! Ush the
Cache heres e ol | MY SRty S el ot Y bl S o
virtual addresses to phygigad _ §§%ﬁe£ﬂang€&£u§hjmacm*s not
flushed. We descri be thes eheotdldhpromascthiongh vgatwdde not “necessary. 1)

In ctxpass () of vm mactiingscthe mapping fxpmt it o &
i s changed to that of pr%,$? w{‘m ﬁm g o
bel ong to p, so no need ?ﬁ? R é cne tTor p. ) *
§ h) We call vac_flush() £xom newproc() of kezn_fozrk.c
to flush the u_* part of vfutl.
{ In newproc(), in the case of vfork, vfutl maps to
' the physical page of the child through uaccess().
W T This mapping is not used anymore aftexr vpassva()
is called. ) : -
1) We call vac_flush() from swapout() of wvm swap.c
: to flush the u * part of utl. .
, { In swapout(), mapping.from utl, which is either
. xswaputl or xswap2utl, £o thée physical u page of proc p
. 48 invalid aftex proc p is swapped out. } _
4) We call vac_flush() from swapin() of vm_swap.C -
to flush the u_* part of utl.
- { In swapin(), mapping from swaputl to the physical
A u page of proc p bescomes invalid before we return from
~swapin(). } '
k) We call vac_pageflush() from swap() of vm _swp.C.
{ The mapping from i-th virtual page of pzrocess 2 to
_ the physical page is not valid anymore. }
1) We call vac_flush() from pagecut() of vm page.c
- to f£lush the u_* part of pushutl. o
{ In pagecut(), the mapping from pushutl to the physical
u page of zp becomes invalid after the vtod() call. )
m) We call vac _flush() from pageout() of vm page.c to
£lush the cluster of pages to be paged out.
. { Swap() maps the physical pages of these pages to virtual
N2 addresses of procl2) before it calls physstrat(). Thus,
the mappings from the outgoing virtual pages to physical
pages are to be replaced by those of procl2) virtual pages
to these physical pages. Therefore, we flush these pages
in pageout ()} befoxe swap() is called. )
n) We call vac pageflush() f£rom kmcopy() of vm pt.c.
{ kncopy() Is called from ptexpand{) to "copy" pte’s
from old pte’s to new pte’s. It “copies® by mapin () )
new pte’s to the physical pages of old pte’s. We flush
old pte’s befoze new pte’s are mapped~in. } -
o) Ws call vac_pageflush() from distpte() of vm pt.c.
{ distpte() is called when the pte entries of a shazed
text pte is changed. For exanple, pageout() changes its
valid bit to invalid. 8Since other processes shazing this
text page may have this text page in the cache, we flush
out this page for all sharing processes. }
 p) We call vac_flush() from vrelpt() of va pt.c to £lush -
" the pte’s of the outgoing process. :
{ In vrelpt (), the pages that contains pte’s are zeleased
‘ but mapout () is not called. } -
Q) We call vac_pageflush () £rom wlok_unlock of
sunwindowdev/winlock.c. -



{ ctxpass()is called by vpasspt-()to nass the context of P to g. vpasspt() -
is called by vpassvn() which’i's.cal befiore and after.vfork(). vpassvm()
passes the vmresources and the MMJ context of p to g. Wen vpassvm()
returns,  the vi rtua!utnmw()vrmuyfm wlock>lekusex not changed.

' B P j

Si nce the cont ext ¥®s ofi ¢ SRQS'! becpReR ache are
still correct,

: lliugk @ stead of proc p.
Ther ef or e, there ipani s [l E--Ccache=el n ctxpass() or in
,vpassvrr() 2) In vaazamlc&)_dbhe(wl twahpbmmmcdowp gﬁ.ﬁf processes
‘up"- and ' g - ar enthe ghyaical mcpage Hecome .)ianl-&d.nQ rmre. precisely,
t he mappi ngs = _ _ Sspt()is
entered). push :, , s nELLL -. & d by that
of the i-th page olegpesst .,Sl n'é’“h:rw‘?ﬁe: g in
pageout (), there i hlnhmm cszyl dsithece oag&hrﬂlﬂmm@ntmm , :
pmegl oad() of v _ g[ se ]} I S zero and | need,

we invalidate p ;& ‘§i° b txfree())

or a segment flushg 1é )nze eg.wq > } to zero,
there is no needt@ a.&.egeam flush-here.. ?I’ere are onlytwo pl aces
where. we set (steludn vecidisable kpaget) mfcwm[m @ wereadde is in

pngr el ease() where WG BAge £9 %ﬁ" 'eWSGMEB”/) The
other place is in %f #%gi?&é aop s xfl.ush() when *pmxp-0 and -
I needyi, 08 Clie 29865 theSbhSie m,@gve done a vac_ctxflush()in
ctxfr&e(T, (Mhe feXlonling J0w KLt oF places vhérs the \mippiing tdremcache. }

| n ct wiktunl @ddvésses tephisical mddsessapaapé)clianged | butithe cachal i dat e aU
mappi. ,ﬁ.aw hgda%gg*aqﬁ.po gqqggum why cache nushsaga

) In ctxpass() of va mchdcp.e. the vl.:tun to physical
mapping of proc p is changed to that of proc q. But, g
gets whatever in the cache pmi.cun bolonq to P, 830 N0
need to flush cache for p. -
{ ctxpass() is called by vpasspt() to pan ‘the ccatcst ofp
- to q. vpasspt() is called by vpassvm(} which is called befors
-and after vfork(). vpassvm() passes the vm resouzces and -
_.the MMU context of p to q. When vpassvm({) returns, the v/
virtual to physical mapping for the context is not changed.
Since the context is also passed, the affected mappings in
the cache are still correct, sxcept that now they belong to
_proe q instead of proc p. Therefore, there is no need to
£lush the cache either in ctxpass() oxr in vpassvm(). )
2) In vpasspt(), the virtual-to-physical mappings of processes
"up® and "uq®™ are not changed when vpasspt{) returns.
. (Or moze precisely, the mappings aze changel back to
. the same as the mappings when vpasspt() is entered).
3) In swap(} of vm_swp.c; if “flag“ indicates a dirty page
push, the mapping of addr to physical address is replaced .
by that of the i~-th page of procl2). Since dirty pages W/
have been flushed in pageout (), there is no need to flush
“addzr™ again in swap().
~ 4) In pmegload() of vm machdep.c, wlen 'pnxp (ct.a giseg))
is sero and Ineed, we invalidate pmeg(seg]. ice we did
either a context flush (in ctxfree()) or a ngunt £lush
{in pmeagrelease()) when we set ctx g [seg] to zeco,
‘there is no need to do a segment f£fiush heze..
{ Thexe are only two pheu wheze we set (struct context *)=>
. otx pmeg(seg] to zexo. One is in mg:clono () wheze we
vac_segflush (seg) and setsegmap(seg,
The other place is in ctxfree() uhm vnc ctxflush()
but don’t setsegmap (seg, SEGINV).
Bence (struct context *)=>ctx _;uﬂugl is sero but MU
segmap is not SEGINV in this case. The reason that
when *pmxp we 0 and {nsed in pmegload() needs a
sstsegmap(seg, SEGINV) is to make MMU segmap to be SEGINV.
Since we have done a vac_ctxflush() in ctxfree (), this
segment should not have any left-over in the cache. }
5) In ctxalloc() of vm machdep.c, setasgmap() is called
to lnvaudatc all uwi.mu from the seqment map. Since




ctxfree () is called earlier to flush the entire context, no lines
associated with thene segnents are in-th ache. Therefore, segnent flushes
ar e not needed 6) In ptesync() vm_ machgég G, ptesync(y) calls pmegunl oad()
which or's the .nod bits.to .pte's and. reset the nmod bits of the pmeg. Wen
we check if another pagein this pmeg i.s’ dlrty,. .we check. ltS pt e.whi ch
remenbers the nod bit was on. W don't need to Tlush the segnent because
prmegunl oad turns off the.rod bits in this prmeg. ¥) unl oadpgmap() of- map
saves the referenced and frodi fied bits from M- pme to soft. pte and clears
these bits in the pne. Si'nce when we do pageout or swapout, it is the soft
pte that- we check to decideif a page is dirty, there is no need to flush
the cache when the referericed and nodified bits of a pme is changed. 8) In
pmegunl oad() of vm nmachdep.c, we call setsegmap(CSEG pnp- pneg),

unl oadnmap(v, pte, nun), and setsegmap (CSEG SEG NV). In unl oadgnap(),
segnent map of CSEGis used to access the pne's in this segnent. Virtual
address of segnenctxfsne()siscsaliad-escliex [tes £lughcthe @B8&xdoesn' t have

t hi th Bp P%'?-!# m-j-th hes
vat s'eg?l :Jgh(CgEC @ S‘vg?’mm = mf‘” -

vm nmachdep. c, \A@tm NEa13iad al
previously use paﬂmsldt' ml ts t hawf-oagﬁ Eﬁa@mﬁm do a
segnent fl ush. Ajcidg. When we check if another page in this pmeg is dirty,
n chock its pte which remenmbers the mod bit was on.
We don’t need to f£lush the uguuf. because pmegunload turns
; : off the mod bits in this pmeg.
\—/ 7) unloadpgmap(} of map.s saves the referenced and modified
bits £rxom MMU pme to soft pte and cleaxs these bits in the
pme. 8ince when we do pageocut or swapout, it is the soft
pte that we check to decide if a page is dirty, thexrs is no
need to flush the cache when the referenced and modified
bits of a pme is changed.
8) In pmegunload() of vm machdep.C, we call setsegmap (CSEG,
prp-pmeg) , unloadpgmap( v, pte, num), and setsegmap (CSEG,
SEGINV). In unloadpgmap(), segment map of CSEG is used to
(O . access the pme’s in this segment. Virtual address of
segment CSEG is not accessed, thus segment CSEG doesa’t
have anything in the cache. Therefore, there is no need
to call vac_segflush (CSBG) before we invalidate this
segment.
9) In mapout() of-vm ﬂchdcp.c. vhen we invalidate a segment
by calling utugmpﬂu int)ptds (btop(vaddr)), (u_char)SEGINV),
we have done pageflushes on all previously used pages in this
‘segment. Therefore, there is no need to do a segment flush.



1. A system for conpleting a cache -block flush operation in a
conputer workstation with a shared operating systemwherein virtua
addresses are assigned for each of the plurality of users, said workstati d
having a central processor and a cache data array coupled to an address
bus, said cache data array including at |east one cache bl ock each said
cache bl ock having a cache bl ock address and an assaci ated cache bl ock tag,
said system conprising: flush control2gl ogi c neans coupled to said address
bus for controlling cache flush operations after receipt 'of a flush
command from said central processo€LAIM3id flush control |ogic neans

I ssuing. a signal and asserting control of said address bus after-receipt

of said flush command, said flush control |ogic means retajning™ontrol of
said addreds bus unti} SYFEPRAEAE FPUPACSHBAAE FRGRE cBABFEt £4USheset neans
coupl ed t o oyirddidish mcoatrebmbeees eefks EQt 168t tuigh and shaeed ng

el enents of salqgé?che tz%!‘(g[bI |.ural.t %gﬁ e flush contral ge

di sposed wWiHHAH? 3’5 rYd’rg%(l’fﬁ' RILFESSES 55 FESLIPESi d si gnal

i ssued by saind éackhodforthel pleogatitgans, uizrspfsaaddwmatbsathoah control
means usin fier ent cﬁéﬁk ri 04CO, t ted
portions og‘ g}all cpecz;%chg ?‘%%E ‘gésééilﬁd agngltd elggrrgl?]tgs sal SI!. che tags
for each ofcaupledadie BMocREdressd brash i r Faghr) @aﬁ@anélrﬁlaﬁrshl ng to

mai n ”P”Drhn&ﬁfdhné’f tsaléasQa%% BhERKS piddk Wakeh Saidgl eEmari son

results in_a match; y. managenent unlt coupled to said cache
data array Bk eﬁ%gf"ﬂﬂl r"i‘g ‘?ﬁ?‘?%aplaﬂﬁr 85gzess, and an associated
cache block ‘tag, said system comprlslng" ' - w,

.flush control loglc means coupled to said
address bus for _controlllng _cache._flush operatlons
‘after receipt ‘of a fluSh 'command"*from-'said -central
processor, . said  flush . control'logic means issuing. a
signal and assertlng control of sald address bus after .
.recelpt of said flush command, sald flush control 1oglc\J
means retalnlng control of said address bus until said
cache flush operation is completed;

reset means coupled to - said flush control

’_logic means for setting and resettlng elements of said
'cache tags;: |

a plurality of cache flush control means
disposed within said shared operating system and -/
responsive to said signal issued by said flush control
logic means, each of said cache flush control means
using different preselected criteria to compare to
preselected portions of said cache block address and
said elements of said cache tags for each of said cache
blocks; said flush control logic means flushing to main
memory each of said cache blocks for.- which said
comparison results in a match; and

a memory management uuit coupled to said
cache data array for reassigning virtual addresses to

A G



sai d cache bl ocks after said cache block flush operation is conplete. 2.
The system of claim1 wherein each of -said cache tags include a Valid bit
and a Mudified bit and a necessary, but not necessarily sufficient,
criteria for one said cache blocks to be flushed is that said Vvalid and
Modified bits in said array el enent associated with said cache bl ock are
set. 3. The systemof claim1l whereing, df said cache block is
flushed, said reset nmeans then resets said id bit and | eaves said
Modi fi ed bi t uncha

enlof cl ai m 1 wher ai red
operating systen1|n udesafﬂ?eeb&PSFFnc tshe 1 iﬁ ﬁ%ﬁﬂg §h8° i%%ﬁﬁ ee
cache flush peans Qmﬁrgﬁxpnxﬁﬁeyamﬁlakékconnand, a page f1 ush command, and
a segnent flSh command. 5. A. system for conpleting a cache bl ock

flush operation substantiall¥ as herei nbefore described with reference to

cache tags include a Valid b1t and a Modified bit and a
necessary, but not necessarily sufficient, criteria for
one said cache blocks to be flushed is that said Valid
and Modified bits in said array element associated with
said cache block are set. -

3. The system of claim 1 wherein, if said cache
block is flushed, said reset means then resets said
Valid bit and leaves said Modified bit unchanged.

4, The system of claim 1 wherein said shared
operating system iﬁcludes three distinct cache flush
gJ means, and said three cache flush means being a context
flush command, a page flush command, and a segment
flush command. '

5. ' A, system for completing a cache block flush
operation substantially as hereinbefore described with
reference to the accompanying drawings.
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