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WO 2004/ 066093 PCT/ US2004/ 001711 DI STRI BUTED MEMORY
COVPUTI NG ENVI RONMVENT AND | MPLEMENTATI ON THERECF
WORMENGERS: TI ANLONG CHEN 5 JONATHAN VU Yl NGBCINUS204G001711
CROSS- REFERENCE TO RELATED APPLI CATI ONS Rel at ed
Application: Menory-Resi dent Database Managenent
Sy sDEST R TED MpMERA COMBH TIRRE Y IRGNMVENBANIAnuar y
22, 2003; Attorney Docket Number 0299- 0005;
I nventors: Ti anfvIEMAETATIONGTHBEREQGF. STATEMENT
REGARDI NG FEDERALLY SPONSORED RESEARCH OR DEVELOPMENT
15 Not applicable. FlR@QTORSE | NVENTI ON [ 00011 The
present invention relates to Distributed Menory '

Conputing Environ %fb@%ﬁl articularly to a
systﬁm Ia_ng nmet hod g?ﬂéﬁ%rl ng ndgm Access %O Menory
or the like in a distr] uti ng environnent

the inpl enmentation o?ékmmm ang nmet hod. and
BACKGROUND OF THE | NVENTI ON [ 00021 Throughout the

evol uti on of conput e¥YBNG MG become faster and
faster 25 and hard di sks have become bigger and

bi gger . CADSSRERERBNOETOREESTHID ARRLICARMINS| | kewi se

has beconme bigger and bigger, the RAM avail able to the
conputer neverthel ess has al nost al ways been | ess

Relatdd 5piichGo PieRon REHESht DYR:0ARS N Bhade@ntBpdterh and
Implementation Thereof; Filed on January 22, 2003; Attorney Docket Number 0299-
0005; Inventors: Tianlong Chen, Jonathan Vu.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not applicable.

FIELD OF THE INVENTION

[6001] The present invention relates to Distributed Memory Computing
Environments and more particularly to a system and method of sharing Random Access
Memory or the like in a distributed computing environment and the implementation of

such system and method.

BACKGROUND OF THE INVENTION
[0002] Throughout the evolution of computers, CPUs have become faster and faster
and hard disks have become bigger and bigger. Although Random Access Memory
(RAM) likewise has become biggér and bigger, the RAM available to the computer

nevertheless has almost always been less than the amount needed. No matter how much
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WD 2004/ 066093 PCT/ US2004/ 001711 RAM has been
installed in a conputer, physical limtations and
woasiecbmse restricted RAM needs from bei ng saPCsfuisem4/001711

in nost conputing environments. To conpensate for

insufficient RAM nost systens swap fil es between the
RAMRadbeemdnstalindin agenpeter qiiysigelimiations pad gosiy kave gesirigted

More RAM often neans faster conmputing in the same CPU
RAMne6diMiérd BeRG satisfied ¢h nvgnéctspusing jppvinenmientsn Fappepansage for

bet ween RAM and di sk-based swap files. 100031 In view
1nsufﬁ?;,flerft I?@XMnﬁlHitfs&é‘tbﬁE S¥apfildsheribiviie RAMbAY/a Steaigk dbViee suth

ystem pr esen i nvention pr ovi des a system in

asah e[ggﬁﬂo’i d(i\?l%]ieease | %n | ?}ggﬁl a&ﬁ‘fmc}“@ §‘E{}]Iaénqyltﬁjlgs
envuqrtpg@]quréwlg g%pl { v enr}%g‘frﬂi‘o X0 ei‘g%ﬁ%w m%ucf;%kcg%%&

users. SUVMARY COF THE | NVENTI ON 100041 The present
swap ffilasent i on as di scl osed and cl ai med herein is a nethod
of 15 Distributed Menory Conputing, a Distributed
10003V NOlnyviEo wp thel ingrffcivnayoofitbaR AM DMBE}ly availableinta gystenm the
Net wor k Attached Menory (NAM device, a nethod of

preseh'ﬁh{?&ltl%n MRt g ks yéleindia RadcHVBedan bdmmRAM:lﬂbﬁrmmwAeEa
twork (MAN) architecture, and a nethod of using a

when{}/ﬁfénﬁgé(ddar a8 r%}'@a{sw enki? B0t ntdlied! I thiPRAGRER AMP&SHcicdties

I scl ose enbo ment, a net hod of a virtual 20

nme addr.ess _schene
‘”@YW%W@F$HEEF@SQ1§nﬁgﬁﬁﬁ?¥§ éké%&ﬁl pp ng %%ﬁ%%%&%@&mé%e
an underlying Operating Systemvirtual menory address
usersand a DMCE virtual nenory address is disclosed. 2 WO
2004/ 066093 PCT/ US2004/ 001711 100061 In still another
aspect of the disclosed enbodi nent, a nethod of
enbeddi ng

SUMMARY OF THE INVENTION
[0004] The present invention as disclosed and claimed herein is a method of
Distributed Memory Computing, a Distributed Memory Computing Environment
(DMCE) architecture, a Network Attached Memory (NAM) device, a method of using a
Network Attached Memory device, a Memory Area Network (MAN) architecture, and a
method of using a Memory Area Network.
[0005] In still another aspect of the disclosed embodiment, a method of a virtual
memory address scheme to provide large addressable memory across a network and a
mapping method between an underlying Operating System virtual memory address and a

DMCE virtual memory address is disclosed.
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network information in a DMCE virtual nenory address

is disclosed. [0007] In still another aspect of the
wdizemtoeemsl enmbodi ment, a nethod and appar at us PEDIUS2004/001711

menory-to-nmenory and nmenory-to-di sk backup and

recovery is disclosed. 5 [000 n_still anothe .
[0008k pedn SEH apotheriseedt b g flé??gweﬁ? %@h?@m&nh@t%hﬂj ol mbedding
Menory device or server architecture and a nethod of

netwosk inforttationl sva DAGE vireral memosy adfiresslivdigelose8uch devi ce
or server will provide nenory-sharing services to

(0600} herln s6ib apsthén@pele vt tesliscld36d hbbddingehi, laimeatiat oiglrapparatus
aspect of the disclosed enbodi nent, an apparatus and -

for tERA9Yo-rddin it afd YRORSY-td-aRR SadBpIAR rsdbvey isliRcloased to

provide virtual nenory access on a nenory-borrower

[G@@g vi i s&ﬁ %Jl&tﬁ?f agpé\c/{f ﬁg{%idgc:lo%ga gmlé&r%%?} alNEtbitd Attached

ahot her "aspec close fent,  an

a ratus and nethod of .a M Area,Network is .
Mergrk dr e oF Se5v<5 At EruTs Al Armigined o FuhinE Sewie O asPer s
. menpr sharing services to menory borrowers. 15
disclpgraly ﬁmh dewiee T sezyrs il projdrememery-shesing sawicss togother
enbodi nent, a nmethod of a menory sharing nessagi ng
computoteatesiceg.cal | ed "MSMP') i s disclosed to provide a
net wor ked or in- server comruni cation nmechani sm
[606DEt WER Rt aABHBY H%p&dt b€ tHe dBdtbsad ERBBAiYNeRE M @ppdrikut Bgd method
process of nmenory sharing. 100121 In still another

ofa Rn%ﬁﬁdgg (ﬁg}bet Ill(}gcl‘g}lﬁﬂ @%ﬁqgﬁ;\ﬂg@ﬂ) L BGAE virfAl RERBHPIdEssHh

nory tch device for praoviding

di spatchi ng and rputi seryi.ceo of a nmenory request
menosy PReSWa P APAR MEPR (66 oci osed. 2 wo
2004/ 066093 PCT/ US2004/ 001711 . 100131 In still anofher
[00185 pedp sBH anefecAsERd 06 e HTHRSEH pdimentap qBeprgfps gnd method
menory-to- menory failure tolerance nechanismis
of a Wlesriry dareh Network s disclongd o plogiderighnfanlt kelerance and more memory
functionality on nenory base.
sharing services to memory borrowers.

[6011] In still another aspect of the disclosed embodiment, a method of a memory
sharing messaging protocol (called “MSMP”) is disclosed to provide a networked or in-
server communication mechanism between a memory client and a memory server in the
process of memory sharing.

[0612] In still another aspect of the disclosed embodiment, an apparatus and method
of a Memory Switch device for providing dispatching and routing service of a memory

request to the Memory Area Network is disclosed.
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[00141 Still other aspects, features, and advant ages
of the present invention are 5 readily apparent from
woOhensioeédoswi ng detai |l ed description, sinply byPCT/US2004/001711
illustrating preferable enbodi ments and
I mpl ement ations. The present invention is al so capable
[06130f olnwtill sanother d$pettenfeint disstpsediemhodineni aimethed o€ ¢ Ereaory-to-
details can be nodified in various respects, all
memdy Qe teleRacd mbehahisans diselos@l to frovide hadatisk-RATDHEke
present invention. [00151 Accordingly, the draw ngs

e GhdRbiyYase are to be regarded as illustration
ﬁma%ggllﬂﬂ nat ur elj,y and not as restrictive. BRI EF DESCRI TI ON

oo S RGP R4S GBS LS g
e

drawi ngs, in which: 100 17[ , FIG 1A illustrates a
embodimenspandsimpi¢roaitatitingg Therprssens inesiiion isabyn cappblg of other and
Di stributed Menory Conputing Environnent of the
differeheastidimeame,intd 413 .se{eddl defailF c@ bd mbdifledus vamusgespects, all
conceptual bl ock diagram of an abstract basic
ithddk QLgarimt SOm RSNt dHARGHd STAhEPteké@ iFRAtionl t he
W presﬁent I nvention. 20 [3%19[ FIG 1C illustrates an
mbod] | i 4 e QAHIEN s ifSstihti
00110 A, . P 358D BV AT ion

) invention. [0Q201 FIG 1D illustrates an enbodi nent of
; {l )
in natyrgxang PORASTEHIRN or y Conputing Envi ronment of the

present invention. 4 WO 2004/ 066093 PCT/ US2004/ 001711
[00211 FIG 2 illustrates a conceptual block diagram
of a first enbodinment of a nethod of an In-Server
menor y- shar iBRIEE DESERBION@F gigs PRAWENEHAt i on. [ 00221
FIG 3 illustrates a conceptual block diagramof a

1001 6€CORer £HdaslidiBplbte @hdérstanding of thefpresent inv&Ggionend the
menory-sharing schenme of the present invention.

advantages thereof, reference is now made to the following description and the

accompanying drawings, in which:

[6617] . FIG. 1A illustrates a conceptual block diagram of an embodiment of a

Distributed Memory Computing Environment of the present invention.

[6018] FIG. 1B illustrates a conceptual block diagram of an abstract basic

Distributed Memory Computing Environment of the present invention.

{0019] FIG. 1C illustrates an embodiment of a prior art computing environment as a

comparison in helping understand the present invention.

[6020] FIG. 1D illustrates an embodiment of a Distributed Memory Computing

Environment of the present invention.
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5 [0023[ FIG 4 illustrates a conceptual bl ock diagram
of an enbodi nent of a nethod of a Menory Area Network
woaondsiogemat i on schenme of the present inventi onPCr@82601/001711
FIG 5 illustrates a conceptual block diagramof a
second enbodi nent of a nethod of a Menory Area
[00ZKEt WdFIKs. 2NMngtratasraf dogoemdual biock dirgnam of a fin eprbedimmint of a
invention. 10 [0025] FIG 6 illustrates a conceptual
metHold @t kin Gh-Saiverminemoansiemipgdtlteand ofithe predigit Woselitiot t ached
Menory device or server of the present invention.

082[2 OZflfld: B@llu&rakés a%h&é}ﬁ@a? bfbck AeSh BPH s@lofg 'ém@b@iﬂ{eﬁm)f a

Menory Cient ona client machi ne i n accordance -

100271
meﬂﬁﬂa?a@ﬂrﬁl@f&%ﬂn%?@b el s éﬁé&ﬁ%v%ﬁg?n of a
jrtyal., Adgress schene f a 32- atin
W@%Lst F6. 4 st oacmted biask diddoih Rbsm cupo lﬂ’énb‘?fés@ﬁ‘!“’d
I nvention. 100281 FIG 9 illustrates a concept ual
of a Megmry diregiNetiwos cenfigurationlschans efdhe preentinvegtion. g
64-bit Operating Systemin accordance with an
{802 éjrbo dilGe Stilludtratdse qonespiut] biaek dirtgraan of a p&0OA pmbbdimehOof a
illustrates a conceptual bl ock diagramof how to use a
metholffelFa RiGRéry Adeh Nefwork (MY seifiglifatibRscHeferdT sinfrent
of the Virtual Address schene of the 20 presen
invehfeNtion. [0030[ FIG 11 illustrates a conceptual
at af | ow di agram of an enbodi nent of how to translate

65}23 ol |F§§"i‘ Qpﬁusgt | feé’ %i}%{é&gﬂa uag AdC“l;((;"dgns"nein{1 ofH Network

PCT/ US2004/ 001711 the virtual ,or physi cal address on
AttagheiMemgry Seviee or pervercd sheRisesat WVERlYth enmbodi nent of

the present invention. [00311 FIG 12 illustrates a
{0626bncdiIGu aulmﬂm adqoagamlml block dwgmof g Mmmorm i@dient on a client

(including "malloc", "read", "wite" and "delete") are
maching 16 aegordaua with apahb@cﬁhieﬁfbﬂtbe presént Mpightion. Ser ver in

accordance with the present invention.

(0027} FIG. 8 illustrates a conceptual block diagram of a Virtual Address scheme for

a 32-bit Operating System in accordance with an embodiment of the present invention.
10023] FIG. 9 illustrates a conceptual block diagram of a Virtual Address scheme for
a 64-bit Operating System in accordance with an embodiment of the present invention.
10029] FIG. 10 illustrates a conceptual block diagram of how to use a “MEM Block
ID” and a “MEM Server ID” in an embodiment of the Virtual Address scheme of the
present invention.

[0030] FIG. 11 illustrates a conceptual dataflow diagram of an embodiment of how

to translate from an Operating System (OS) Virtual Address in an application program to
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]0032] FIG 13 illustrates a conceptual datafl ow
di agram of how to setup nenory sharing from Menory
wCho@mbems Menory Server in an enbodi nent of tReT/US2004/001711

present invention. [0033] FIG 14 illustrates a
conceptual datafl ow di agram of how to allocate (al so

the vitfiabed physicilrlidtess 61 a dfemory Servemimadobrdange With emembodiment of
Menory Server in an enbodi nent of the present

the fe@éiﬁlilﬁ\}egﬂ@n] 0034] FIG 15 illustrates a conceptual
dat af |l ow di agram of how to read content | n menory

603{4 rre 2 %J%&%é z?@&nc%@:u@l %(!H)&X%r?gxr eﬁH actlons

res I nven n. 003

. ,atl €S,,.a.C0 v dat af | W
ook -SSR A %gm%ﬁta%pgca hise

Menory Server in Wom ment of the present :
MemopK RHVeIdA acqondanss e present [epliot-es a concept ual

dat af | ow di agram of how to delete (or called "free")
[603He o FYG 1hilluatritesa cgnceptiualdatafly vadinprany of howy ipeetuprmegory

enbodi nent of the 20 present invention. {0037] FIG 18
sharihg frofil Maimesy @lienne drinuy Seatain aventbodgnarod theaesehd

di sconnect a Menory Cient froma Menory Server in an
invertidgodi ment of the present invention. 6 WO 2004/ 066093

PCT/ US2004/ 001711 10038] FIG 19 illustrates a

[603 go n K/@ﬁnféu f'éll IRJS 55 Qhﬂg upéat anp(gf mréﬂokﬁe @LL,(?

pan

callef @«ec?‘iﬂ%gl%fay %aw@@?se”t 3 'l\ia}l%% 05l 5 gdapent

Network Switch which |rrproves the speed of nenory .
of the prgpent gnvsBE@™ on a Virtual Address in an 5 enmbodi nent

of the present invention. DETAILED DESCRI PTI ON OF
[0634NVERTGORS illustrates a conceptual dataflow diagram of how to read content in

memory from a Memory Client to a Memory Server in an embodiment of the present
invention.

[0035] FIG. 16 illustrates a conceptual dataflow diagram of how to write content to
memory from a Memory Client to a Memory Server in an embodiment of the present
invention.

[6026] FIG. 17 illustrates a conceptual dataflow diagram of how to delete (or called
“free””) memory from a Memory Client to a Memory Server in an embodiment of the
present invention.

{6037] FIG. 18 illustrates a conceptual dataflow diagram of how to disconnect a

Memory Client from a Memory Server in an embodiment of the present invention.
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[0040] Referring to FIG 1A, there is illustrated
bl ock di agram of an enbodi nent of a basic D stributed
wOR0g60@eMPUt i Ng Envi ronnent (DMCE) archit ect RC&/US2004/001711
the present 10 invention. Cients 1005 are devices
needi ng nenory, e.g., a conputer, a server, or the .
1003d]i keFIG. 1%illnkirates peomcemuildloak diagypmiof atmeshed efiMemary to File
Clients 1005 may need nore nenory. The word "menory"
or MéB691t6 Mén&r9 Backsp aid Iaadenidan embodiarent yf the present invention.
chi p-based nenory. Cients 1005 access networ ked

100 . .
[6039]EOFYG: Wﬂlusa&%&%@n%&iﬁ@ptﬁﬁrm@k dl?%zmld/gwlﬂ&fgy /9Ra YREWGUS

evices. Int odinent of F net wor ked

. ry.1007 on 1 t wor
switdhpiigh e v e $9ef of FlalBl sthog BRER A Pinkl Mg tn
Menory (NAM) Server, 1008 is illustrated (NAM Box, NAM .
embodupere of theypresent ByeHORgeabl e, see expl anati on bel ow) .
In order for nenory sharing to be possible, Menory
Cient 1006 is installed on each of Oients 1005 which
desires to borrow nenory. A Menory Server 1002 on
each NAM BoRETAIBED DRSCRIBIION OLANFENKIONs. 20 The
Menory Client 1006 and Menory Server 1002 applications

(0040107 K RERGSASR FIGR 11, @erél B illbfiitddUsledk difigraint of ab@ntbodinieit of
the nmenory nmanagenent, nenory sharing and network

o TP AT LB oy OVETVEALRIY o rsn

as described in

invenin SR 005 0 3015 BE00 BEAPVES0B P DBIFET Ll e

and inmpl enentation_thereof, hereby incorporajed b ,
lke. ;& whisHBGAIACH: ERICHUAGHK om CHGR P B Secikimgrs emory.
borrowers (Menory Clients 1006) with nenory | enders
The WofdrimemdBgT vefers td gmRdes of Rasdath Asaess Nemenykoridhipsbased

preferably is a high-speed network, for exanple, a
membiyD &TlicpRi 1005Qkcdss Aethiotkedirhanmngtl00HoNeweorkedmemeryt 1007
Et hernet networks may 5 be used. Network 1001 is an

resid% ?}ﬁ}us REHNEY i Ay e T FAGD RAKEdGrorkel Wdnkory 2007 on
evi ces, such as NAM Box 1003 or NAM Server 1008,
t he

a Nethfc§ SRR Bl R e (rcaBba e 1088 i EREHAE

Attached Memory (NAM) Server 1008 is illustrated (NAM Box, NAM Server may be

exchangeable, see explanation below). In order for memory sharing to be possible,
Memory Client 1006 is installed on each of Clients 1005 which desires to borrow
memory. A Memory Server 1002 on each NAM Box 1003 or NAM Server 1008 exists.
The Memory Client 1006 and Memory Server 1002 applications work together to provide
the functionality to control the memory management, memory sharing and network
connection control needed to share memory. Memory Server 1002 providés functionality

as described in related patent application Memory-Resident Database Management
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Menory Server 1002. One can use the Cient Network
1004 to do the sane functionality, however the latter
worbtdwdedss only preferred when overall nenory Boamusz®4/001711
10 network traffic is not high conpared to the maxi num
capacity of the Client Network 1004. Further, the NAM
SysteBand amglenhtation vheredinharehysineorpeaiaddi refesencs. b Client network
conbined into a single unit, in which case Network
1004 $Qkctsntntbri ObrrbersMbmdr Clitdts VB0@rwitls inamionglendérs onl y
can happen In a network environnment, but also can
11002)) Ehis €HMANROIN04GREBrAbE i} a eed network,
Me@?fﬁ%??%&“@%?eﬁnﬁggglgns on 32-bit (orpyr15 giﬁ%}gfp '
| ower - than- 32- bit. ' ot
for exgffb p VG QQl B kP Rl HRETEE LR Syt oy
4 GB, Th bl e user-space ry.is qften
be usegh Noteyrk 0 sncgmtionl R o AT ides A psk e netvork Soy
due to menory managenent _overhead of an Operating.
NAMSjeyicgs skeh asNAM B 1083 pr YaMraewey 108k eammppReale g“th each
avai | abl e and often goes unused. 20 [00421 FIG 1B
otherifbd pre tidaigdmclan, covoegry watl obfico proceisingr ralatask fun¢tiong s theact
basic Distributed Menory Conputing Environment.

MemARBerécd1002. Ohb 64 ustARO Clivgt Ndeworky100d!tb ébtthcl Qe r esi de
inad dient 1005 (not illustrated), for exanple, a

DRt e A WheR84&ER hfeniddy shari
functBRRY: ifwe iE BieTafld sldhod 1RDARAERIRN YhelGuaR ibnidly sharine

o SRR SR T S Ry R R TR R
oo SR 355 58P BEeTl e

an enbodi nent of ahprior art conputing environnent as
into acoinglanhié,dn whicthesisp Netvaak 308hwionlgl ndtbe gpass ent
invention. In the internal conputing 5 environnment of
[004t]he Mdn@ry 8hdrirgmot balyrean hag@n in ametyusk eovipunngnt, but also can
applications 100, e.g., Oacle (r), run through a
happSPWRHING! sePRE (Gilany SomptlePyN SLER situiion ©H@R bapit@s on 32-bit (or

envi ronnent i ncludesS various hardware 115, i ncl uding

otherFl)Q%g’ri-&xgrll-Sm %eﬂa%%yﬁ%ﬂr (05)€ TRP 85 Bt FPRrating system has a

maximum addressable memory of 4 GB. The usable user-space memory is often
approximately 3 GB, depending on the type of OS used, due to memory management
overhead of an Operating System kernel. Thus, approximately 3 GB of RAM are
available and often goes unused.

[G042] FIG. 1B illustrates a conceptual block diagram of the abstract basic
Distributed Memory Computing Environment. Application Client 1000 and Memory
Client 1006 reside in a Client 1005 (not illustrated), for example, a computer, desiring to

borrow memory. Requests to borrow memory are sent through a Memory Messaging
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system 105 includes a Virtual Menory Address Table 110
used to interface wwith RAM for storing instructions
wand4datm@3when executi ng application and oper aPCngs2004/001711

system 10 programs. In a 32 bit operating system

virtual nenory address tables can recognize up to 4
ChanGel280ythrugh cligveiwirk A884.| The Memen Mesaging§hannel 990

illustrates a distributed conmputing environment. A
providbsdrhmtibiestions Gewieh advianuiyr Cliome h00§ BNdEE)ealokyp farver 1002.

net wor ked nenory 135 can be sharable for other client

[oo48keVi @3@. 1&51ustRs 8% LRIHAAIm & BPA biiSitarS e FRMERAYiIrSment as
iI'ncludes a Menory 15 Server 130 including a nenory -

nmana [ 3 . : LQS: sd N
comBrRP RN ikt PR R ERTh PR SRR 0

.handl | table 110.and I qQ@ic to recognize. not y :
enviro Ryl e Bavsryt Givionens Yo doril sRRRHF peispy s ee.

t hrough nenory cache 125. The ot her scenarjo is, for
Oracler{®, rphiovgh # sempwer eReraingsysie 105 Fhe eqrapytipgeenvironment

virtual nenory address schene, which is disclosed in
incluBegeariods h&rdsvack 15, inctuding Bisicpl Mekery GOAMY 1128+ Kbe operating

menory 135 addressable. (0045] In order to access nore

systeRf HIEmEmBLLn WEATRI M ARldRs3s Table D usdd todntSpfadecwith RAM
provide, a DMCE Virtual Address schene is descri bed.

for st!él‘i?% u%hjul: AR LAUER vhd¥xboutit rab'ﬁ_l%&tiﬁg gflicl? 'Sﬁer%kkteﬂﬁteﬁpr

DIt erating System and Fl ustrates a

STINTY I T AT -

.32-bit _and 64-bit address schenes include a 64-bit
4 Gigpartes 9§ RAM| Yt hree portions: a Menory Server
I ndex (called "MEM Server 1D"), a Menory Bl ock | ndex
[004¢cal RIG. TRENnSatesia digiriputgd gomputinseviromnesietA distibuted
(called "MEM Cell ID"). 5 [00461 Referring to FIG 8,
compiidrg MMrzehdnt (DMICH) dllows meradrk&PmbmbryptS ¢anrbeisharable for
DMCE Virtual Address in a 32-bit Operating System The
othe™NH¥LEEWRS 115 THGx8RAallcB/ipu RliRathehDFRolvdeLa Mentvry

each respectively as illustrated in FIG 8; however,
Servéltﬁ\() including a memory management unit 135. Two DMCE scenarios are shown

in FIG. 1D. One scenario is to modify the virtual address handling table 110 and logic to
recognize not only internal memory but also the networked memory 135 through memory
cache 125. The other scenario is for the application 100 by directly using the DMCE
virtual memory address scheme, which is disclosed in Figs. 8, 9 and 10, to directly make
networked memory 135 addressable.

[0045] In order to access more addressable memory than a normal Operating System
can provide, a DMCE Virtual Address scheme is described. FIG. 8 illustrates a DMCE

Virtual Address scheme for a 32-bit Operating System, and FIG. 9 illustrates a DMCE
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do not have to be 16-bits each, they are configurable.
[00471 Referring to FIG 9, the MEMCell 1D 407 is
woawegkedd- bit portion in a 10 DMCE Virtual AddTAS2004/001711

a 64-bit Qperating System and the nunber of bits of

this portion is also configurable and nornal .
VirtudDpatdadss scheBiesfoeat dbiedpteating SpistervERpth 32 bit an&ﬂrbzr

and the MEM Bl ock I D 413 are 12-bit each, as
addredd ScH&hésAnEMdé B 6FIHE adBiess ey thrdetpeytiahs: adderhanydSercer

be those nunbers of bits and they are confi gurable.

L ' t : t &diD”) and

Indexl[(%ﬁlfégi %\ﬁ(fl&.{eﬂléﬂ% ? ]gll_\}lgﬁo?qzlg& 84 (hled tEEMV/BIG )

menory offset o 15 underlying virtual -

or i cal ad f qypg application 140 build
a3&33@@32%%%%%E¥2@$E8?&ghdé%g'un erF?i%g ahdress 405{ 489
10046k or nBeermagco e Pt 3 M MR R A0l ol S afog i o

physi cal address. This addressing_structure i?
DMCE&Vietunkdlddressis 2 32drit Ogerating Systerac Abe MEMgiesyss 19406 and the
addresses may be effectively re-mapped by changi ng
MEMOBlogk Th 05 app] 63bit edchaespectiealy hfillostrisednd i 8; however, they
corresponding to 20 that group of data. This
do no??l&té 9% a8l Thét) Ehedr e BRKRRrdble.€asy to copy a bl ock
of menory content that may include nenory addressing
049 S| - S b2 Wik @ atbit hoREbA a
wﬂégddrgggn%%gggggngleégﬁ%ﬂgﬁgpgg DﬁCE abovelt%e os

DMASEY st Raots o0 B pme ) ot Hh e Fah oy s

Referring to FIG 10, the MEM Server | D 401, 7. 1S .an
portianidelorontEwee A namalsOnER s dmeadsso ThY MM
Each entry 501 in the Menory Server | D _Lookup_ Table
Serveéz@D 419 aad tiseiiEM) Bldokt TReddd avEi2-bisroaeh, as Blusiraigd i FIG. 9;
406/ 414 to an entry of server information 502
howelvBiC kiiesi ddthot Raw 15k iRdse nBmbeidrof Hits and they trermonfigurable.
aut hentication, etc. The server information 502

4djncl MDRIPINR! 81 91200 TBE HRIMESM 068 U9 6s {he nediite offsét of an
(09 (ﬁ]/bmgyg/%u}{%ﬁ)tﬂ{%% and a Menory Server 1002

undefiing Yo iR bEShysRal hdiess 1 BRACE Bplication 140 builds above OS kernel

105, the underlying address 403, 409 is a virtual address. If DMCE builds inside the OS

kernel, the underlying address 403, 409 may be a physical address. This addressing
structure is referred to as “configurable” because a group of addresses may be effectively
re-mapped by changing only the mapping of a server ID or block ID corresponding to
that group of data. This configurable structure makes it easy to copy a block of memory
content that may include memory addressing inside, from one server to another without
losing address accessibility. Building DMCE above the OS kernel or inside the OS

kernel is further described below.
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[00511" Still referring to FIG 10, the MEM Bl ock 1D
405,413 is an index to the Menory Block I D Lookup
woabl4®6608. By using this nmethod, one can swapPCWwS2004/001711

bl ocks of 10 nenory w thout having to re-map all

i ndi vi dual addresses, instead oan changi ng the
[004%appReerang toyFIG. 10ntheNdhbE SergerdBd01D40 b sianpndextto @ Memory

(assum ng nmenory content are the sane). [00521 Still
ServérdDelddking TableF30¢: 10, each entry 601 in the Menory

Bl ock I D Lookup Table is a mapping between a MEM

gﬁﬁseg' oc ?a&}Peﬂtwm #OREerfbh? S&REr BLESIYTdble SRR b)napbing

| ock or pdge Information 602 including a starting

dd : i 70 . o
o BT SU0SE0S g TB B R Sty
oS R Bk PSR B SR,

3). The addressing schene of Figs. 8 9. and 10
includey whatevesnfoymatianas needed torennage fy Clhient\18p6 and a

W t hout having to re-map all individual addresses.
Memlopy Seaek; 1002 (llustratedrapPigegl XnédB).y 406, 414 in the

Menory Server | D Lookup Table (assum ng nenory content

[0058e  SkilGefedi) to FIGE N8NUe MEMOSSL [TRa05 413 RGintioddx tGithe
, there is 1llustrated bl ock diagram of how to ‘

11
t " ! r 4 .
MerifEBREKID ook Tablo B8O B5udedfis Mkfod DL SO bocks of
2004/ 066093. PCT/ US2004/. 00171 ddress from .
memgRMBSHBRB TR BT AD 2 LV AP P3G ef s Bpangipe the
Client 100 provides- an %)er ating, System virtual ,
mapping eeisyin the Mesmay Rlegk 18 Leqkup 156l (3NBIREHEIPCEqns are the
1006 holds a transl ation table between OS Virtual
sameAddr ess and DMCE Virtual Address. Using the Menory
Client translational table, the Menory Cient 1006
[6052hen Stllasfdrahes RIGR 19, £86h Yhiry 660 infiid Measory dBlackVICEookup
Irtual Address 1221. The DMCE Virtual Address is

T B S I 08 B g
blocli§ lgll; a‘f’étgriﬁ%)?x%?tlao:l} @gﬁmlﬁgﬁlg %@?ar&&é‘&%ﬁﬁ?& ﬁﬂ(frgé@, d g@&%ﬁ f)a%g size,
the number of memory pages in the block and the daemon process ID if a different block
resides in a different daemon (further described herein referring to FIG. 2 and FIG. 3).
The addressing scheme of Figs. 8, 9, and 10 allows memory data to be moved between
servers without having to re-map all individual addresses. Instead, only the mapping
entry 406, 414 in the Memory Server ID Lookup Table (assuming memory content are
the same) is changed.

[6053] Referring to FIG. 11, there is illustrated block diagram of how to access the

“real” address 1227 on a Memory Server 1102 when given an Operating System virtual

11
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processi ng. 1222. The Menory Server 1002 gets request
fromMenory Cient 1006 for nenory access 1226. The
woRnarogeSer ver 1002 accesses the Menory Bl ock POTius2dowpo1711

10 Table (600, as illustrated in Fig. 10) to determ ne
the MEM Bl ock ID and MEM Cel|l ID 1223. Next, the

addreseinm yn Spplication ARcah.duistepdd 2 1fbe Apphisationddicat LG prawides
the starting address of the menory bl ock (602, as

an Opletatis ?‘Sfyﬂ"eﬁﬁvm{ial Rid@resslf)thaNniong ClEM 108b] ThEMdiery Clithe
resu is either the Menory Server Virtual Address or

1006 %1&919:? %H@ ﬁtl&rﬂﬁﬁb ‘B@{wééﬁ @@VﬁmaﬂﬁaaressléldmmVRﬁfae Adiiees.

ere is illustrated bl ock di agram of how

s Ry G T P R s e

405 i s used t t he
0S VgDl ddrRs YT A RS LA %mws@%% B
Lookup Tabl e 600 as |IIustrated in_FlG 1 Y,
1225 oThereMemory £ienti 90fEsgsthse MEM)Seryer [13 49?/&?1 %f‘éael%egge er
the Menory Bl ock Starting Address 402 20 to get the
informgtidn F0ddaedRisdAad inREliGer 0) argl doonéit ¢ theddentidied Gerverfor Eurther
is illustrated bl ock diagram of how the real address

proceksing &l 20! qth%‘-’MéIﬁmZ' Sty i100DpeE dqueg fioms Memory Client 1006 for
environnent. The 64- bit OS address includes portions

mem&r&laég D! '1% 56, 4%2; %e‘h]r& SH’O@Z iReskldtheMémodBlock ID Lookup

ress illustrated i S a Linux

Tabla@éﬁwae@wérg*’e@&%&%%&%%fnﬁ% U PR PP £y

s G A e
The cal cul ati on using the | owest 40 bits is

addresoof thememari btdeks (602, bs HlugsitedineFigEN) @a thq MEM?JGH rliDtlﬁ'é4

| onest 40-bits is used to get the Menory Bl ock

The rSudf ik eliBerABENRER PO ver Girtuabddresy amthe hetudlRiysigalBiddrsks
ID 5 Lookup Table 600 using MEM Bl ock I D 413. The high

120724-bits of the Menory Block Starting Address 411 are
directly copied to the high 24-bits of the Real

6054 Addr ﬁ%ﬁerr‘llnlgz to FiG. 8,i ﬂhlﬂ%sig fiktel Blotk @iag?am of how the real address

403 is calculated in a 32-bit Operating System environment. First, the MEM Block ID

405 is used to get the Memory Block Starting Address 602 of the targeted memory block
from Memory Block ID Lookup Table 600 as illustrated in FIG. 10. The memory offset

stored in MEM Cell ID 401 is then added with the Memory Block Starting Address 402

to‘ get thé ?é;I—address 403 _ Iiefefring tc; F_1gs 9 and 10,»-ﬂiére is illustrated block diagréxﬁ -

of how the real address is calculated in a 64-bit Operating System environment. The 64-
bit OS address includes portions of 40-bits 409, 410 and 24-bits 411, 412, as illustrated.

The OS address illustrated is a Linux 64 Intel version. It will be appreciated by one

12
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[0055] FIG 2 and FIG 3 illustrate extending nenory
access over the 4 GBB |imtation of 32-bit operating
weoeypsimas0dst wi || be appreci ated by one skill edpCwuskm4/001711
art that 10 such extension systens and net hods are
applicable to a 64-bit OS wi thout departing fromthe
skilled dothe aetfthatiothqpi6d<in®S iaddresst stryatureptage simdar, 2nf|dpwet denags
a configuration that client application process
from Bies86pd Of thé PR iziveMis. Ublle attiliaivn usingabeewsrlibityisi n
Menory Server. FIG 3 is a nore optim zed

sinﬁlfiﬁﬁg Iftﬁag WilihO8 -8t JY. Phe R1EM @41 B3467 inBRE IRRRL 46-Biti Er.ft[s%d to

rectly accesses menory in a Menory Server throug

o TR g0 I P ot
oo AR08 ok S5, TBL R SR REEE gy ok

di stinguish between the nenmory fromits |ocal usua
Starting dvddsss & htare tiseatkyreopigd dx therhighi24-benet the Real Addressed] 2, as
Both two configurations are applicable to the
illustexcdsa F3@rv.er net worked DMCE environnent. For use of
t he enbodinent of FIG 3 (i.e., virtually transparent

[0055@0 MR Y ar W10, B Glustatefex&adin therhGrysREd8 bver the 4 GB
ross-server environnment, the total addressabl e

o e At kan: _ i G

timie R0 Y B BOR R, IO APERSIATEN hRIMAiRR: ittt
envi ronment. The "Virtual |l y. t.rans t .

such pitgpiTsirgis py qugpoqsat papliehe R R 85 BROTFG: deptige from
for 64-bit environment. Far % y application, process in

the s@pe tof the paespys ipvetione 09 ¥ 1pC stz sepheppation that client
envi ronment that desires to access nore than 4 GB of

applioativarprocerd direcHly iusest DMGE Wirtmat ediiressrid aetiearmempnt inddemory
in-server and cross-server situations. Both FIG 2 and

Servér! BIG33 ArEmoripkintadd @nfiputation bOFIG. 2riagutiictedient application
addressable nenory is less than 4 (BB in a 32-hit

indiri&{i}];fri acOds8es erg?[g%ﬁ gg\?émﬁ%fffeﬁ'&ér @19'0{1%1 & Mamoty DidiRkdhet. SIn the

gst rgtg agramin which a daenon 1074,
78,, .1079 i
I e B e

access. extended nepory through the PI\/CE Each e
client application process, meam[}log t%at tﬂe (C)llfglt aplgllca ion process cannot distinguish

between the memory from its local usual address and the memory extended from
Memory Server. Both two configurations are applicable to the cross-server networked

DMCE environment. For use of the embodiment of FIG. 3 (i.e., virtually transparent

memory mapping) in a 32- bit in-server or cross-server environment, the total addressable
memory for an application process should be within 4 GB, but this is not required for a

64-bit environment. The “Virtually transparent memory mapping” as illustrated in FIG. 3

is most desirable for 64-bit environment. For any application process in 32-bit

13
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daenon process 1074, 1078, 1079 can access about 3 GB
menory. By borrowing nenory from other daenons, e.g.,
wdaenmac®®74 can borrow from daenon 1078, daenmpdT/A82004/001711
1079, or both, one application can access nore than 4

GB nenory in a 32-bit environnent. As illustrated in
envirdtinGnt fhat destresnancyssanemtimncb@Badmemeny; BIG. Rds thsrnseferred
menory client. For exanple, nmenory server 1078 serves

embodiitnt G HotinPieBRe §HE SrosAvear Situatidns s Bott Bid. 2ranB [FBG. Pare
one application process can borrow nenory from nore

4 apphclalﬂ?enlf %%&tggpeﬁgfré( d adfdrdsSible nféﬁforf %3633/tRan 0P inGA2-HI0

proces rrows menmory from daenmons 15 1079 and
1074 In order to make in-server DMCE and cross-server
m“m?WmQP net wor ked) DMCE transparently equi val ent in
DMCE Vi rtual Addres erver
[00 *(ﬁ es eR@@EﬂHgotP I8 %rtg?rﬁ ds ﬁlb‘s?ff] &d Plg {;/Egllé %E}Vg&'ﬁga dacrfion
100571 Referring to FIG 2, an across-server
1074 Er078y H96nt sever ¢dchdoldsond onmere Blaskpefmemptye r%PPinson
1074 and 1079 are on different physical servers. 20
procek 09811, ReT2 ahd Q73 acceds@xteddedmemory thgoughrthe PMICE.eEach
over the 4 GB linmitation of 32- bit operating system

daem}?}éhgﬂc@ssal oFar VEr3, 1019 canRIOBsY abUTLGIB ednia2f. Biboroving
Di'spatcher 1083 is illustrated. Menory

mem?lﬁfﬁ) é’% %?1%{ d%e oﬂ €&Pda X:aH %gigﬁwl'ﬂ(ﬁﬁ Qﬁéfnor?HWS daemon

e“tapa ty to ance di spatch

ne usa acr oss dlfferen 2004
L0795l 205 APQSE AL VRS PR B SO BT IR At
Di spatcher 1083 optionally be configured to
envirppeiitd e\snbluaittatqdom@ﬁ@ngénsynm"ps idAgmenFAL SR CROE than ene
same nmenory blocks in two (or nore) different Menory
mem&gralients Fod egamplbememnry svven 1 )78earvesrappigasion procssses. hénd as
Menory Di spatcher 1083 will automatically re-direct
illusttAA&1 IEITOY ¥, GHeG@phcation pheessamhtboyrowimédony fyorbarare than one
1076. [0059] Still referring to FIG 3, such a Menory

memaﬁﬁﬁ?\;eg] eﬁcor]eQ?rﬁgfeVI li€ tﬁﬁxspr§€ers§' €071 AL RBMBE fBdth ldhemons

eci a faster processing. That
1079%?18%0% ﬂlesll'ld(e:reto ' irake in-server DMCE and cross-server (i.e., networked)

DMCE transparently equivalent in the DMCE Virtual Address, the MEM Server ID “0”
is reserved for referring to the local server 1070.
|B057] Referring to FIG. 2, an across-server DMCE Environment is illustrated when

Memory Servers 1078, 1074 and 1079 are on different physwal Servers.

{9%8] Referrmg to FIG 3 extendmg memory access over the 4 GB lumtatlon of 32-

bit operating system within a server with memory communication through a Memory
Dispatcher 1083 is illustrated. Memory Dispatcher 1083 keeps a memory usage history

and, therefore, has the capability to balance dispatch memory usage across different
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further described as Menory Area Network ("MAN')
Switch 1066, illustrated in FIG 5. The MAN Sw tch

waizhd4/06€098 urt her il lustrated bel ow referring teCFUS2045601711

and 20. 10 [0060[ Still referring to FIG 3, such a

Mermpry Di tcher 1083 j.n a erv oVvJ des
Me%ngélb’sliséi?%aj&? Megmary ITha, ﬂ%ﬁ@éﬂ%ﬂ)@%?
Address and a DMCE Vi rtual Address. The Menory
providespat tolasancedg kebping swe cones@fgha samempaoyiecllackstip gwor
Virtual Address and the DMCE Virtual Address. If such
mord) diffdreniMémbny Sesvere htyad Bdctni ont MerherySeevea tl0 g failgsthem
kernel, then existing application prograns running 15

MenfRy D'ib%btcfﬁ' V983 will Glutoh@iRallPrebdirdce e fidrh 616 aciis b 1 Wedlihy

servers further group into a network and one of its

Mexrfsgz* gelfvgpt‘d%onal ities is to provide nenory sharing

vice clients, such a network is called I\/Em)ry

A ea Net I at lustra

005}, 7 Sl fytelnd A T07 sk S oy g R 088 i ey
net wor ked server, V\,hl ch has Menory Server

DMGE, gt beobiiltiinty acspecia) deyvics dor fasierpiocessing) E@efoﬁpr»ﬁal device is
connection with FIG 6), is referred to as a Network

furthét desctilbzdl dvBviemyryShrea afetwork’ WD Sritchd @6sillusated in FIG. 5.
Server"). A networked appliance or device that has

The M0 SyitoR fil be furtiedr ilbusahiet belosy efdrting tcﬂF]Ntst Svarid 20.
Attached Menory Box 1043 (abbreviated as "NAM Box").

caner r r ShNERR -
00 RS SRS, 350819555 PRIPRE 1V Ml i

oM Py BB bR bRl O SR il L P
DMGP Y s Teotiomen: DRBrEF g0ss holds Al cilowm T20e Beieen

Storage (NAS) functi onal ity and NAM functionality may
the Qe Viroisb Address andothe W@Er\(ﬁénal Addregs) [If gehdungbigpdiy 38 ed

by one skilled in the art that hardware and software
embédded pito thedDpegativeg Systdoe Kernelo then exisfing agglmatioryprograpisyrunning
may be achieved in a variety of ways. [00621 A menory

on that OSRYilIHIO Ravesto Be &bdodiiled P WHet ahdradry k8RerstfirtRergrb@into a
machi ne 1005

network and one of its main functionalities is to provide memory sharing service to

clients, such a network is called Memory Area Network (abbreviated as “MAN™), as

illustrated in FIGS. 4 and 5.

[0061] Referring to FIGS. 4 and 5, a networked server, which has Memory Se)rver

fuﬁctionalit& and will be further disclosed in connection with FIG. ‘6—)", isreferredtoasa

Network Attached Memory Server 1044 (abbreviated as “NAM Server”). A networked
appliance or device that has Memory Server functionality is called a Network Attached

Memory Box 1043 (abbreviated as “NAM Box™). There are no strict differences between

15
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that has Menory Cient functionality built-in or
installed. The Menory Client 1005 wll be further
wdizeoeemsl referring to FIG 7 bel ow. 10 10063BCT/US2004/001711
Referring to FIGS 4 and 5, a Menory Area Network 1041
(abbreviated as "MAN') is a network with a group of
2 NANIAWHGe EvENAM B4, thiey bften itV tBthesemechipg, andeheyargwitpn each
Area Network 1041 provides not only nmenory sharing

refenéﬁﬁ ‘éhﬁﬁ L9 NIBVID AYN AM SeRes1(4aGhay providelmsere ffuravioddsy than a
nory access | oad bal ance, fault tol erance, high

I t
NAM Oéé%% b é‘%‘%&% S AT L

co
functi 1‘1 ?%dqﬁé‘@ggmlc gla?'ﬁ)gmﬁélr%rﬁol?é%?%%?m? or a rreér(mry
sharing service and is called a
appreciated kg oo slidlladipghe gt a@%ﬁmﬂwﬂm ¥ Wé’f‘i "gleB’f‘%"f ng At btked
(backup, mrroring, fault tolerance, etc.) and is
sourcesdbt siriring kiddxe maybe achiexashinravangliWRYSet wor k 1045.
10 641 Still referring to FIG 4, the MAN Network 1041
gﬁ@évgan Renceiutl ichentados ischelichBappli2Stiamk) Ol SEentanachie] 095
ox 1043 is backed-up by another or several other NAM

bafdB: orlinstilhed. amenaéheny, Clisay 1005 will
that hi ﬁ’r"?éﬁéﬁf@%ﬁlﬁgeﬁﬁm 1044, 1043 will b@emcopi ed

beﬁn%l‘eﬁglsggﬁe ’é'i&il\rﬁ}l\/\porfsl(}lg%]eotv?eot her backup NAM's) 1044,

$e appreci ated by one skilled in the

e bR R S A N AT

wi th the present invention, f a ba p
“MANTds ractwask withehgaup pEN AMtSﬁréfﬁrS&Oég 28 88 85‘# The
FIG 19 below. Additionally, when a source NAM fails

MemdiMrea Ne#Borkdfd] provides motiey ancfriry ShRriUSNVEIMIP40 MRy

with a new NAM 1044, 1043, by recovering the nenory
client§ 900E Bt Ao bitkidedileatbrNaddediddd balark, faultrialeranbe highc kup
NAM'S) 1044, 1043, and storing the contact in the new

scalal')\ff‘g}é (fﬁigh ?lf‘d%ll t&ogﬁﬁ[r fSirinlelto FEGST 4 adls, NAM Sarvéds 1044 and

omat aul t toI erance and scal abi | i ty
NAM Boxes 1043 are connected with two networks 1045, 1067. Network 1067 is used

to serve the memory clients for a memory sharing service and is called a Client Network
1067. The Network 1045 is used for MAN functionality (backup, mirroring, fault
tolerance, etc.) and is called a MAN Network or Memory Backend Network 1045.

{0%4] Still referrmg to FIG. 4, the MAN Network 1041can be configured such that
one NAM Server 1044 or Box 1043 is backed-up by another or r several other NAM
Servers 1044 or Boxes 1043. In the operation, any changes on a source NAM 1044, 1043
will be copied through MAN Network 1041 to other backup NAM(s) 1044, 1043. Tt will

be appreciated by one skilled in the art that a variety of backup and recovery schemes
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to work and to achi eve | oad bal ance, one NAM wi | |
serve as a Menory Dispatcher (called NAM Di spatcher).

wOheo4NbbdoBl spat cher itself can serve nmenory shacrtmug2md001711

service, but additionally it w I I keep a menory usage
hi story and redirect incom ng (initial) setup
may bedoplssientdsbwisld therpresehicavertigna pﬁ\éxc,enab etrode brpletp andad
bal ance algorithm such as round-robin, or others
recovéiyQdherhdistiigh@rdisclostd ref@riak taplG.NO bebosr. Additienally, wihies b
will further be disclosed referring to FIG 13) and

sourcg W%ﬁs mqof()’%a&‘fee@a% reﬁlﬁé&k@fa‘il&d N'Aml10ag,'1048 eaith a new
e e" which will be further disclosed in-

5 n
NAM;p%ﬁ %4’351 f2ovetihed éjm%&gf @&%ggﬁ@%@g@ 104471043
irst be atcher .. Ther
from wz«aar@ptaﬁﬁé”} T, R, e ompe iR pnpagh st doss,
connection session to its target ed NAM (pi cked by NAM
1043.Di spatcher at "setup" and/or "nmalloc" stages). [00661
The enbodinent illustrated in FIG 5 is simlar to the
[0065¢ MhoStilresferring t6FIE. 44 in oZier fox eufomatin fault teberayasand scalability
Di spatcher is replaced with a dedicated MAN Switch

to woglg YhER abfiRQe loadtbakcaVohé NAMItoil sesvelas @MérheryDibpatcher
Di spatcher in FIG 4. [0067] Referring to FIG 20,

(calleé%Al@%b%ggﬁdﬁéry i’gléé NAnE D Py %ﬁﬁ: HefitdlRaK sétiva SeBrP Ehainl N

vice hown as the NAM Di spat che

e
o A g

1242, Multicasting Mapping Table 1241 and Backu
algorfmy sch aDréedappinnor qtgms &nawn 3 theads il mick up ﬂaf‘emeéﬁ PETMEf

to FIG 20, the Menory Usage History 1246 in the MAN 5
(whichwilcirthse distdsed esfeiring to FIGr 18 and redifectoemonyciecess

rrermry is used for each NAM and the information of

requés% dm HROP YR SFitth 0 delefet SWhidH WiPbe/ fukthE0disdbdedlin FEG. 14,
to determine which NAMwi || serve a next new

15, 16384 lﬁ) toMhat nTR deffer. FrPsulh GR b¥BnftiBEORME, HE AlforP RBuests will

first be examined by the NAM Dispatcher. Therefore, NAM Dispatcher will keep a

lookup table of each connection session to its targeted NAM (picked by NAM Dispatcher
at “setup” and/or “malloc” stages).

[{0066] The embodiment illustrated in FIG. 5 is similar to the embodiment of FIG. 4,
except that tﬁe NAM Dlspatcher isﬂrepmlaced with a dedicated MAN Switch device 1066,
which will do the work of the NAM Dispatcher in FIG. 4.

[0667] Referring to FIG. 20, there is further illustrated a block diagram of a MAN '

Switch device 1066., also shown as the NAM Dispatcher in FIG. 4 or MAN Switch 1066

{
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bal ancing if so desired. MAN Switch 1066 has one or
nore built-in |oad balance algorithnms, such as
woamateémbi n, or ot her | oad bal ance al gori t hims PRI@&200HM01711
the art. 10 Wien several |oad bal ance al gorithns are
avai lable, it is configurable to use one_of them for
in FIG. 6a@hb VA0 Switch [ 0fr6laferseti least therfallowing ipformptenn: Mpmarye
Server | D Lookup Table 1242 at |east includes the
Usage Is@iye246) MeahorpSemer [ID DookupiEable | 2425Multicastifs Mapposs,
port, and (optional) authentication. Such infornmation

i hdkuB IRt M Re AEEHB.T equest s 1O
Tabletlgértg%tﬁg% 1 ﬁlAl\/(S) 1%%070[ Still referring to

sl T L s oot g
NA| 44 ar, . NAM ' ‘
s N5 bAoA Pl SRR A

anot her MEM Server 1D and M Bl ock_ 1 D. . Such .
the infommetiormef 15t memers ORciAHaRs. HCR distory dnfgrmatipn is ugridp detegmine
enabl ed between the source NAM 1244 and target NAMs)
whichISAM wilhsarve s aextmew(sanupaot ‘albe? fo aehjveaineeppory gege load

uses the addressing information to automatically
balan&ifip (6 deSieed TEVIANYSWiEH B3G5 1k ogé bednbye mdhHie kaid bglance
source NAM 1244 to a backup NAM's) 1244. 18 WO

2004/ 066 : :
s RO OAPRA aMafthslaci,

SRR R AU o R A B e

1241 is used when MAN Switch 1066 is configured to
for logdibdingal |y nmirror updates, e.g., "wite" and
"del ete", of the source NAM 1244 and _their backu

.5
[0069NAM Still fefeting AnFIGrsio the Sepveaila Loskuie Table 1d43at leasfiinciudes
and "delete", are then nulticast to source NAM 1244
the infétthakias O PerMAMDsjindedd &b SdrverB address, porteand\iobtionad)st i ng
elimnates multiple update requests in Menory Backend
autheNBMBHK ShfRifeHnalibf is ®ed in directing memory access requests to targeted
NAMC(s) 1244.
[60706] Still referring to FIG. 20, the Backup Server ID Recapping Table 1243 in
MAN Switch 1066 includes the information of which NAM(s) 1244 are the backup of
one NAM 1244, and is mapped from one MEM Server ID and MEM Block ID to another

MEM Server ID and MEM Block ID. Such information is used when backup and/or

| recbvefy 1s eﬂébled beﬁv-ev:denh”[h‘e source NAM ii44 andtargetNAM(s) 1244. When

source NAM fails 1244, MAN Switch 1066 uses the addressing information to
automatically re-map the memory request originally addressing to source NAM 1244 to a

backup NAM(s) 1244
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100721 Still referring to FIG 20, the MAN Switch 1066
includes logic 1247 to pick the next NAMto when

wonewrmceny3 nenory al l ocation "mal |l oc" have usedPChaIS2004/001711

avail able 10 menory of a NAM Such functionality is
required for automatic scalability. [0073] Referrin
[0071]t 0 Btillrefyrireg to[FHGK2W itacyMakticestingyiapRing & able 12 &bgeMAl‘g
functionality is illustrated. For networked DMCE, a
SwitcH' 06605 KiadlaMesrbe BaSeup/ServérBR ¢capping deblerid42.n Fhedfulticasting
connection to Client Network 1067 and anot her network

Mapplkngﬁgﬁ%tm@ 1 % ed/b/HRA MARSWRA 056 isevnkighidd 3o baonadtdlyd

The two network connections to the 15

nurrori@ggtg%rgi\ée ’tb‘ o L #ﬁ)cp‘yde h{apﬁ’le NBRRE X ARAq ke %&ﬁfeﬁ’q{a&up

apse o one. For 1n-server
such connectlon c be r aced by ., ke s
NAMG) Fde AP foear S e FORS e gV e R ’%9&%3

exenpl ary enbodi nment of a_ _Menory. Messagi . Cha L is
multicdstdo sourexiNAM  dhanshbaglyn NAM(sy ?QZWWSﬂﬂgsﬁfa%nmﬁwaﬂmg
Dat abase Managenent System and i npl enentation
eliminatee hedfiple ipdatel reﬂlaesnathEIﬁpr}Qmendr;ﬁt?@mﬂé)} O¢pekiig. 5.
Nunber 20 0299- 0005, Inventors Jonathan Vu and

[0072]T1 ardInefEhsiio FIGE 00 hE M/ Sktchil066 nchelee togic E247 0 lpeck
mai n functionality of these connections, either

: SlotioR RAIILE” RaveRETHRIa0H bR
ﬂwerﬁ nneFFgogiﬁgggglfﬁgﬁ% ghge ° bet ween ; Menory O i ent

r 1 on or
AL T i S e e
2004/ 066093 PCT/ US2004/ 001711 005 0 _se .
10073F oquRafering do Bt PYoobeRAEEHT D6 VAT SEFTEE Ao SRR i
Server 1002 to send nenory responses back to the
illustritedifor nEtwerked DHIEE, azfneéwon%ecbw@mrﬁ erveh 058 jaekidesone
connection can provide a variety of data transfer

netwoklat@fhectorgio, Clicas Neftdike 1067 and d@iogieb netwirh eonnettiorroddemory
Channel, USB, and the like. 5 [00741 Still referring

Backe&;ﬂ I@t@orkG]z 045h6r MEER NANNStR6rkd OBie thasnctwddkoniectHagseto the
1052, which may contain" one or nore Menory

cies 1 BB S B8 s e
For inlysberver)bMCE, such connection can be replaced by an inter-process connection
based Memory Messaging Channel. An exemplary embodiment of a Memory Messaging
Channel is described in related application Memory-Resident Database Management
System and implementation thereof, filed January 22, 2003, Attorney Docket Number
(5299-0005, "I“nventors J onatha;1 Vu and Tiérﬂong Che-n-,u -inizofbofétéc'l herein by reference.
The main functionality of these connections, either neﬁvorked or in-server, is to provide a

communication channel, or messaging channel, between a Memory Client 1005 and a

Memory Server 1002. The communication or messaging channel allows a Memory Client
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Block will not exceed 4 GB in size. The size of each
Menory Bl ock is configurable, the size of Menory
woagEneen3a Menory Bl ock can be configurabl e, aad/usmm4/001711
different 10 Menory Bl ocks do not have to have the
same sized Menory Pages. 100751 Still referring %
1005 folsend ﬁxenmtueraqeestmﬁoladﬂemﬁbﬁg%ﬂge]iwg ang G%WMMemOYY erver
optionally contain a file based Storage 1051. File
1002 RARAE nehFRESpdRbbatkyo the, MbmoryeQbens|L805 after ropcessing.eThe
of hard disks, NAS's, SAN's, etc., and/or conbinations
netwotrlb @&ﬁl@&mﬂ: éah%r&ﬁé@ﬁi vty 8f@ata 0RFor atesseegl, Fast Privmietle

to-fil'e backup and recovery functionality 1053,
ch referring to FIG 19.
(hgd%éﬂ%lydfE&ﬁfcpﬁkkp%kﬁgﬁﬁgpFeﬂ%ﬁch faster than hard
I sk l/O Howev, urr
10074hor O} BBAE B E1CH- ERATBBRIT gﬁﬁ? Rl F{ERicty B o
Menory, which has fast I/O an oId [ coniﬁ &
1052, afhich mppwentain|ops o1 mose Memary § oe
fil e-based storage is used onIy |n sone backup and

contain@goM ey ohumdsi df AMdemoryPagés. tiha 32rbit eniranmeah epdnMemory
100761 Still referring to FIG 6, at the center of

Blocm%ﬂmrt k@ekclYANGB Yn $86.VEle D58 dash Menfarp Blodknis bbufigurable, the
| ed Menory Server Manager 1056. The Menory Server

size oﬁ\{[‘é&@cﬁfa ; g%%a aHRERSTyBINBITBIY b A6 Bw(h!nid thaldi€fefeat

n FIG "9 and FIG 10) for virtual

Mem %ew&ghg%rtg%gg Ld%g ﬁ%@%%%‘gggégéerver Manager

wweqaggﬁe%sé@g%ﬁﬁ@ RS SRR ot

Optional |y, ﬂ%/ Ser ver Manager 1056 pr ow des @acku
contauearﬁfqbapab&mdgpd hreRilg Yased storaged 031 Biay s, for gxample,Pnsor

menory pages fromfile storage to nmenory, nenory
more REBKIIAISKB[N AISES SWN’Y, ete. cmddnmeombinationg therabt Fider basgd] gforage
(optionally) menory bl ock backup and 5 recovery from

1051&%@4%%}6‘)%5&1%{6&-% _ARBARMp arld 106FvehP hihctiowhlit 553, ehich is

ogical connections. The Menory Server Manager
TSR Rorthl clPRkiéethan
GO SRRR S TSI B o g R Rom kel
hard dlS{( ?}6@1 Tlo%\lfetvgr mosq current physical memory cannot hold its content if the
power fails. The kind of Memory, which has fast I/O and can hold its content after power

loss, is still very expensive. Thus, file-based storage is used only in some backup and

recovery architectures of the present invention.

[0076]  Still referring to FIG. 6, at the center of networked Memory Server 1058 isa

function block called Memory Server Manager 1056. The Memory Server Manager 1056
keeps a Memory Block Lookup Table (as illustrated in FIG. 9 and FIG. 10) for virtual

address mapping calculation. The Memory Server Manager 1056 handles parsing and
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net wor ked or in-server connection channel (also called
Menory Messagi ng Channel). Menory Server Manager 1056
wopbimaeloBy handl es communi cati on bet ween MenoP¢T/A82004/001711
Server 1058 and ot her Menory Servers (not shown) for
inter-server functionality as _disclosed in Menory
proceshirgathdlatonoring Mgy BQuests; prd packingPUgPNg MemerprFgPenses:
5) system configuration. Menory Server 1002 nay
Optiohallyl, Mymdry Seivde Managdril06G pidvidea badepanéthent pages freth aeeepry
application Menory-Resi dent Database Managenent System
' Ak s@RIm fild@eapetoahet oy mesioey Bavke:
toﬁleﬁs@%géé%?éc%g&?(%%e%[b engrklrri ng to Fl GQ@Z a bl:g’gck (ﬁgr amp

R e A
' 1021 i i ‘
oo anchigontBibcade sfhbe TRt 654 o

extension 1029 to a Menory Server, 1002. Menory.Server
connectionst | ThedylpmgrycServesdvianggei kA56ralsp hag l‘*ﬁﬁo@@é‘ﬁ%}r{? f.;et‘dﬁ%“
scenario is that application links directly to the
MemddgrRerver 1068 Gid MemotCliemtri @0 §mas shoren DNKE. Q) thrapgh either a
Address directly to access extended nmenory. However,
netwdrRéSorSaRBRkE Sorneelitn dhantiet (alsurlled Merhory Messhging Chamel).
but is the preferred scenario for those applications

Memélﬁ/eélerr%% %#a%e%@??ﬁ%l@ Hahaks 45BnimERtidn bétwaersRiehioty

e er scenario is that Menory dient

1 ' [ . .

st 50 BRGNS SRLGA P PR Moty
disclogedh 7 Mapiory e WS orte g ML Lefei o red P B Pt

a 64-bit or greater environnent. .. [00751 Still .
configehion. | Mgmouy Sérer 1002mpay fuethernrodde Sinctionsiity apdesgribed in

bl ock of menmory as Menory Cache 1022 and Menory )
related dpplidativh Mgrory IdeniTDatabask MamgementtSystevbanorignplementation

Gient Manager 1024 and Menory Cache 1022 is like the
thereb € rtblated b erehid A CPU cache in a personal

computer. That is, the nmenory pages currently accessed
[ﬂ@”?’ﬁy Nﬁg%rr%ng Qt]ﬁ%n% Ao Sfa%l]aﬂ‘?ns gt PRfhot B1i8R 1088 filrichdhality is

ser, e applicati 1026 ar’e cached in the
illustrated. Memory Client 1023 is a functional block that resides in the RAM 1021 of a

client machine 1020 as an agent to handle all the detailed functionality of memory
extension 1029 to a Memory Server 1002. Memory Server functionality can be
structured in two scenarios. One scenario is that application links directly to the Memory
Client 1020 And usesvth';e DMCE V1rtua1 Addféss dlrectly to access extended -Iiylemor’y.
However, this scenario requires re-compiling the application, but is the preferred
scenario for those applications that need to access more than 4GB memory in a 32-bit

environment. The other scenario is that Memory Client 1020 is embedded in memory
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Menory Cache 1022. Wen the application 1026 tries to
access nenory page(s) that is not currently |l oaded in
woknaroge0@ache 1022, the Menory O ient Manager BORASRIOMA001711
send 10 an access request to Menory Server 1002
requesting the targeted nmenory page(s), pu& t he
managementyint oh thernderlyig Qfekavaghie g(awelf?@ﬂm;ozl efirgended memory
regi ster the nmenory nmapping in a Menory Cache Mappi ng
to othEalpdichiions] addabisriaidedlly desiibige for1g 64-biieon graates environment. .
application 1026 can access the targeted nenory
(00780 ages:ll Wieting P FiG.at, kg MERdsy Clititd 02D hacsbioek af memoryyas
page, Menory Client Manager 1024 will first | ook at

Memﬁ@f%dr\@ggbﬁ ﬁﬁﬂbﬁﬂé%éhli‘:@ 1\??&%& g2 annglk hektisher tha vl

i ] age 1st re. 10 eht ar get Ied menory page is
. t Ry i
Cient iabages VT RB A MABY GAgHE 1072 R F B8 il g 60 and CPU

size of the Menory_ Cache 1022 is confi abl e. 0791
cachegpia) persoapleommyer ﬁhﬁ léatﬁe/?lem%%@’éﬁ c%%ﬁ[ym;sg;# g%gfi%ﬂ’é’fy
menory pages in the Menory Cache 1022 and the .
Client Manegqnd 024 auyd iteaival finakessr, iig., thecappliggsiops $82¢ ate cagpd in the
20 Technology simlar to CPU Caching can be used in
MembReCivhed0D2. Wheattid applicationt 026 triesi tb @ctelss megiory paga(s) twat is
that the information is witten to the nenory page in

not ciMeRiMoSRARE Médktty ICHERI1 @2ethe MedatyaTlidnt Mdnkger)1004 wiltgend

corréspondi ng nendry page in Menory Server 1002, or
Wwite- [ ks j ' I
an acl PERRAIE MAEAT SOk 10y Bl TG 1T e, pu
PCT/ US2004/.0017 Menmmr e 1022, and the nodified
the mioey R iRipSHE Visrpnprgeddfoe egsE e AétFud Hepb|rg in
replaced. It will be appreciated by one skilled in
Memgrst Cadha Mapping prhde (as dllusgatedin FG o1 tﬂgﬁnwﬁmpph@hpaﬁb% can
1023 is configurable. [00301 Still referring to FIG 7
accesaltisk tgetedemotyeapsroWVherChppdicatiova HR@dries O céss amprmory
central logic function block of the Menory Cient

page, Médory\ER& Widdap & M02WBA RSt 146124 th&k MRpfora ChEinedr(022 to check |
Server | D Lookup Table 1030 in order for the Menory

ey o ORI o A s e
Memory Cache 1022, then application 1026 accesses the memory page in Memory Cache
1022. The size of the Memory Cache 1022 is configurable.

[6079] Still referring to FIG. 7, in order to synchronize the memory pages in the
Memory Cache 1022 and the corresponding memory pages in the Memory Server 1002.
Technolo gyr similar to CPU Cnach-in;g can be used in the présent invention, such as write-
through, meaning that the information is written to the memory page in Memory Cache

and immediately updated (“write”) to the corresponding memory page in Memory Server

1002, or write-back, meaning that the information is only written to the memory page in
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Tabl e 1031 to track currently used nenory page nmappi ng
between OS virtual addresses and DMCE virtual
wadougsems. This DMCE Menory Mappi hg Tabl e 103BCTAISBM®Y/001711

used if 10 the application programdirectly uses the

DMCE Virtual Address. The Menory Client Manager 1024,
Memoryi Geghd/B02%, yndthemeodifiedipage i3 waitfen kpMemony Resyer

Mappi ng Table 1032 in order to track what nenory
whenRBig @plased. Tiwillesrtdppreciatddisy drtershilled @a divsrt thathe upidasing

Menory Client Manager 1024 al so handl es the

haiQBT4AE RPN CASARRY is b i ent 1023 and Menory
beha erver 100209%n behave o?&ﬂl\;qg%ry Cient, packs the 15

fooaut 9 'ﬂﬂ gefﬁgiég LY FREY 5&&%@%‘? ﬁg@ewﬁoﬂﬁcﬁ&ﬁ Niag‘%ger 1024 is the

gnse from nnré er © 1002, t akes
. ; AR . :
conr oS35S Btk R EBaSIERIL 821, ey RIRR SBAl s

further described below, referripng.tao F . 3
keepsisMenwry Servanid heokupdler HO3Rdp erder iy tbfblk’%@ &13{1"]]1’2,3 to
15, 16, 17 and 18, bl ock diagrans of an 20 enbodi nent
borroef mambisnoMenting Cllinnt Masagayi 04 absokespos DMEGE NMemory Mapping
"MBMP"), including "setup", "malloc", "read",
Table V03118 track @teitle us@theindiyspapemeaping twteedn O8isirtuat atilresses
Dashed Ilines 1119, 1141, 1161, 1152, 1261, and 1213
and % alfaﬁﬂl%géleg.nmqjm%ﬁﬁﬂwa ihg Table 1096 it used if
y

erver 02. Al protocol actions are initiated

by. a.Menory C.ient 2 / 9 / :
the iSO BBIAP HEE LTty R VI fRachesty 75€ MAdndy ke
exchanges of i nfor iaon . be t he nor y. client..
Managsn o vaine Meampry Grens, By A Erebn s Migasty Fis6é Fbboing
[00821 Referring to FIG 13, there is illustrated
Tabld| G3kin dirdey tetrackt what epamory pagssrrpierrrandly ip e Mempry Grebe
steps to allow a Menory Client 1006 and a Menor
1022 Sty dMerd&9 Llient Maasgen D24 blsa hawtienthe caminunicetiempasiveen
The starting point is from1100. The illustrated

MenBhPOliam1053 FhdMekdriSemeR 02N behhee dNVTemyrySELiam) patkdihe
I's configured to reserve a requested bl ock of nenory

outgé;’}}l% M?—:ﬁlo?f %érfl'gllcé kéﬁ%ést%ﬂ%%és B ifcordifRS tespdRE ol Memory Server

gserva

1002, and takes actions accordingly. An embodiment of a Memory Sharing Messaging
Protocol used by the Memory Client 1023 is further described below, referring to FIGS.
13, 14, 15, 16, 17 and 18.

{0081} Referring to FIGS. 13, 14, 15, 16, 17 and 18, block diagrams of an
embddiﬁ;ent ot: é Men‘lcv)ry”Sharing Mességiﬁg P}o“forcd‘(céllé& ;;MSW”), mcludmg v
“setup”, “malloc”, “read”, “write”, “delete” and “disconnect”, are illustrated. Dashed
lines 1119, 1141, 1161, 1182, 1261, and 1213 separate functions between Memory Client

1006 and Memory Server 1002. All protocol actions are initiated by a Memory Client
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not necessary and can be di sabl ed. Reservation at the
setup tine, preferably, provides easier nmanagenent
woagimeédean a totally dynam ¢ nenory request, wROTaiS2008901711
be a 10 desirable feature when providi ng pay-by-usage
menory sharing service. It will be appreciated by, one
1006. MMérhbryMessaging Chatnel Fandlent933weontelssxplangenel isforyatgn ¢
and dynam c reservations can be built into this
betwed Bk MihoryAfieaVIhnapbr 1024 ahdeheblensirpfervet Mandgembd3o.
Server 1002 will register the Menory Client 1006 to a

0
82 CONNEELL i Rafell Bidek deddidi2 Of IYer e
m%zlﬁ/brmqfe;& géﬁtﬁgﬁllggtgké%ﬁ%ﬁgogsl Stil Féggef err ienigﬁ?gﬁgrg#h

basic I%;g’f%fs)ﬁ%tt%%itg %{lg\{ %%gﬁé]@g%ﬁéfg 3%@%Fy % ?g«rv]t@xt lld(())%go
i Enipes et ot bt il SR O,

Server 1002 determines if enou nenory i s _avail able
diagrampoSHG. 48 pswuinss thartheyMemguyeServer] 2 19 qontigyedte respve a
menory is not available 1110, the Menory Server 1002
request@iblsclaof mbinuryeat ind seoup tRfie;thmwelver thisratatie nGimeireseo@gon 1s
and di sconnects the session 1108. The Menory Cient

not nebE3fy A0S0 beaRkHIES RB&vEiaid attke sonsh (s queiebly, pravides
nmessage 1104. [00841 Still referring to Fig. 13, if

casier SHEEP O TG o s HRUY BPhGnloInchey Siick IR o
et her the Me Client 10

s R 5 B S0 B RCRR

menory 1112. If the Menory Client 1006 w |l accept .
appregsted baionp Skilled ithe art fahgRgous combinaony ke A0 fpmic
1006 is registered 1115. Next, the Menory Server 1002
reservatissy candetbuit mbwihis mrdtoaein ik past ofitherdseiup! stege. thy Memory
sufficient nenory is reserved, the Menory Server 1002
Servef 1668 RH] Rk RN EMbrySERait 4006 fol:Bcormaction sessior fabls to iack
Menory Client 1006 that nenory is available for use

cmewm%Me%%@ﬁeﬁgﬁb%.r eferring to Fig. 13, if the

ent 1006 w Il not accept partial portions

wmzs‘f‘; g TS Feerting i%ffgklg(,{\é?{&ﬂ?‘g 2 CoiSlinich808 chsnst bdgins at the

Memory Client 1006 (step 1100). Memory Client 1006 sends the “setup” request to the

Memory Server 1002 requiring a desired amount of memory 1101. The Memory Server
1002 determines if enough memory is available to satisfy the memory request 1109. If
sufficient memory is not available 1110, the Memory Server 1002 sends a failure notice
to the Memory Client 1006 and disconnects the session 1108. The Memory Client 1006
then receives the Failure and Disconnect status message 1104.

[0034] Still referring to Fig. 13, if enough memory is available to satisfy the memory

request 1111, the Memory Server 1002 next determines whether the Memory Client 1006
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Menory Server 1002 reserves the required anount of
menory 1117. Once sufficient nenory is reserved, the

woORooge0Ser ver 1002 creates a connecti on sessi eaTAkid4/001711

and 10 notifies the Menory Client 1006 that a partia
anmount of nenory is available for use 1107, 1103.
will adcopasitiskgbeions ofmemory G 121 4f theddemorysClient 1906 wilbapcept
bl ock di agram of "malloc" defining the basic protocol
partialSc2énsfineethdi§ 1VESTaEY Mehioey CLiti0®06 as wielstered b1 Ife Maxy, the
pages from Menory Server 1002, either fromstatically

RREA afburthof atdntor) 11Y16. 5S0nessifficient
Memgﬁgﬁgwﬁg%%g&rﬁgﬁgfegﬂi ng poi nt ﬁ}ifegﬁ?gr’om 1130. Menory

e B 0 5 b
4, ' i f
SR NG T L R

sufficient menory is not available to conplete the .
[0085hal | 8l refayting to RigalA, if the Maveers Jienp | Q6 wiHlgws agrepbpatials
a failure notice 1138 and sends the failure notice to
portio® of membiyTbi iy, eiMernory0Ueena 081 isstill tamdstered 1315.f Nextethe
menory is available to satisfy the nenory request
Memdry38rvel DE0MREBHYs thE katRired @Rdunl dfonab@y 1102 Oacuedfiednt
ahount of nenory and marks the nenory "in use" 1140.

ol A K 0 g S, i g A

..1132 25 200 93 _PCT/ 0 ]
notiigHE MY U (20018 4B S R dn R or use
di agram of "read" defining the basic protocol steps-
1107,i482 Menory Cient 1006 wants to access nenory pages
for read, assunming that the requested menory pages. .
[0086ar e Refkrring th FEGMehtheye Gdllhsrat@itiogkadiagiam ¢fs tnFCngéd defiping
FIG 7) otherw se such request to the Menory Server
the bakRGRoiosolndpsaticwipaviymoty Climt 4006 td allpcateinmmary phgesrfrom
1150. Menory Cient 1006 sends a read request to the
Mem!i{gzng rer%m’,%'ithé@@&n datieAIBPredekPdd mEme ppolSa dyaamically

ecel ves the read request fromthe Menory Cient

reservﬁogrrg?;@%rysbtaggs. %%%tar@l@p&ﬁ{ € HOD eI 0MVERRIGY Clifest fobegehdt

malloc request to Memory Server 1002 (step 1131). Memory Server 1002 receives the
malloc request 1134, and determines if enough memory is available to satisfy the malloc
request 1135. If sufficient memory is not available to complete the malloc request 1137,

the Memory Server 1002 generates a failure notice 1138 and sends the failure notice to

‘che Memory Client 1006 at step 1133. If sufficient memory is available to satisfy the

memory request 1136, the Memory Server 1002 allocates the requested amount of
memory and marks the memory “in use” 1140. The Memory Server 1002 then sends the

starting DMCE Virtual address 1139 to the Memory Client 1006 at step 1132.
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address to be read is legal 1155. If the address to be
read is not legal, 1157, the Menory Server 1002
wgeomroats a failure nmessage 1158, and notifi eBCTIUS2004/001711
Menory Client 1006 of 10 the failure 1153. If the
address is legal 1156, the requested nmenory pages are
[0087pac KReferrihg660 FEB.dl 5, dtevs iséklusfcr@tefg%om@ﬁrwn@ i émdg dshgng;the
steps 1159, 1152. [00881 Referring to FIG 16, there
basic g&tédol stepy Rh&tMemoek Clierrd 0aenwahts toredess membiynpaggs faneead,
asi ¢ protocol steps when Menory Cient 1006 has
urdihy 2&1%% gRely B¥ges aRMdt Gthe WIEmayCathe 1622
ass uﬂ%g%%mg e cgggggpondgﬁg menory pages in the N@nn?i
. Ser,ve 1002. . The ;s ' ' ' ;
s F I SR isga o it BUpE el Seher Rl ot dbcessary.
t hrough the Memory . Server..10 step 1171. T
The skEispIas o HO0s Mbo st [ s Rropd ioett 1 sy
and determ nes whether the targeted nenory a@pre S is
Memorygirvet 1062 atj stept HS 1t dihg Mwm&m 190k ressives e gepd request
| egal 1177, the Menory Server 1002 sends a failure
from tHeddageryt Clidnh @00dkarstep 1054 cand deBodines vdethss therageted negnory
If the targeted 20 nenory address is |legal 1176, the

addreMEIHeteabik Y&pal 10632 1€ fiei adlrebi® IRavaCHE noalpgsl, 1 15 éhe Memory
witten to nenory to targeted nenory pages storing the

Serve\%\??@f géﬁleéa;%;a b tmes%ﬁh% 1158 Ridhofigicy B MEH8ryahIRmk $0066f

error 1183, If the wite request was

erfor i t hout .errq h )
the o 50 T agiinnycea! 11, etk B nredarppcked
PCT/ US2004/ 001711 nessage to the @n& g/ Client 1006
1160 gnd sterped torthg Memory Cliept g}QG&tP@PSB o i Furing the
wite to nenory, the Menory Server 1002 prepares and
[008a]r anRefetringtofBIGH 16.¢here ssiblystrated blopledingiast 9L Gpiiiendetipipg the
at. steps 1180, 1172. [00891 Referring to FIG 17,
basiclpiibéol isteph Wwhes Meni@d Glieac00ditag neemcny pégesichamged byr
called 5 "free " sonetines) defining the basic

appliﬁiéﬁhg & nsthi® Rﬁuﬁﬂﬁ?&h%&%s?oﬁiﬁ@ HembPPPades e e ddembryeServer

nory pages and updates the nenory status in Menory

100253??}8’ %ﬁ%ﬂ%opéomﬁgﬁa%f Ab! '}591%45?1%? Elibrt 1008kt to WAR to

genera request to delete data
memI)rryotmough the Memory Server 1002 at step 1171. The Memory Server 1002

receives the Write request 1174 and determines whether the targeted memory address is
legal 1175. If the targeted memory address is not legal 1177, the Memory Server 1002
sends a failure message to the Memory Client 1006 at steps 1178, 1173. If the targeted
memory address is legal 1176, the Memory Server 1002 copies the source pages to be
written to memory to targeted memory pages storing the content 1181. Next, the
Memory Server 1002 checks the written data for error 1183. If the write request was

performed without error, the Memory Server 1002 prepares and transmits a success
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menory and sends the request to the Menory Server 1002
at step 1251. The Menory Server 1002 receives the
woequastostr om Menory Client 1006 at step 1254. POENIS2004/001711
the 10 Menory Server 1002 determ nes whet her the
targeted nenory address is |egal 1255. If the . .
messagatoghe demmepslignttiP6es sepnblds, dhi2a If an porRecys| during theg
not legal 1257, Menory Server 1002 generates a
write fodhérbiérs, thie dsagery Seb&r 4002 prepares el transmis adayjuremessage to
1006 at step 1253. If the targeted nenory address is
RRHY 1560, 1€72.1002 marks the targeted
theM&rrg%éjrCyl%g@Q%dﬁ%- use" 1260. Next, Menory Server 1002

{OG%‘)E 5 2 ?ﬁe?ér%ﬁé & Fits q%gﬁqteﬂlegs E‘;Z&ﬁ@ﬁﬁ bigeR Uidain loF 2RBAet’ Sort dalled

ssage 't nory Client 1006 at step
1252, . i ndi.cat.i n hat the identifi ata
e Lvutib e oL gL B b SBE ChER eppcs
18, there is illustrated bl ock diagram of "dj.sconnect."
the metuétyrriages andaipdaies hepnInery slatuyia e'aﬂé(:gei%?id ﬁ(}io?ﬁeeﬁ?ﬁmg

1006 finishes the usage of the extended Menory Server

point ikGRsin A28, vllsHsmbry CEensd986 generatesroguest fadelete datgirom
dynam c) 20 nenory pool in Menory Server 1006. The

memoty Bhd sehdls B rBiuekttoltheoMehRDP Setventi0p atksieprie51.10xEMemory
generates a request to disconnect from using extended

Servegg(g? Qéce}(g&]thee < B Yromp®leRy EHBRt 1006t step 1231 Nequhst

and c Ks tracking table to determn ne whether
Mo 5T P Berk SR8 b G R g anss. 1

PCT/ US2004/ 001711, Mepor. ient, 1006 .is '
the taFastpdgpeipeRy afigress W %o fisds Bt el 3, Memory

failure rressa%e and notifies Menpry C|ent f]:gi(F)6 @b
Serves 002 gereBites # failtwe messageyl 268 padh potifirsghe Memogy (liewt 1096 at

1210, Menory Server 1002 releases, i.e., frees, the

step 1268 eIl targaat yemoni adipBs is Ineal t1 250Bviomgrysearvesrl 009 gprks the
De-registers Menory Client 1006 by renoving the 5

targefil TR¥mor{hd €it-id-A8% 160/NekE MdmeryiSegver A002gdn2ies a success
Menory Server 1002 then generates a notification that

mess%ﬁtg:gl ggﬁ ﬁé %{rgrgnjli%gﬁ% %%g@ssllﬂéssfgé‘% fS{1etloYy OR&R 1006 at step

the connection session, 1205

1252,airr]18icgt?r§gi tﬁ-xiatetﬁe Hé%tiﬁ’?&‘&&é( hz%l li)e%pltdel]ege%qr(ﬁﬁ n?eﬁlfo?y g’t%pa%e

0090} Referring to FIG. 18, there is illustrated block diagram of “disconnect”

7~

defining the basic protocol steps when Memory Client 1006 finishes the usage of the
extended Memory Server 1002 and wishes to release the reserved (static or dynamic)
memory p‘ool in Memory Sér\}ef<1006l. The stérting point is from 1200. Memory Client
1006 generates a request to disconnect from using extended memory 1201. Memory
Server 1002 receives the request 1204, and checks tracking table to determine whether

Memofy Client 1006 is regiétered with Memory Server 1002, at step 1209. If the
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[00911 Referring to Fig. 12, conceptual bl ock di agram
of how nenory actions (including "malloc", "read",

woOweni4toe609and "del ete”) operate from an appl i capCowsi®2601711
to a 10 Menory Server 1002 in accordance with the
present invention. [00921 Referring to FIG 19, there

Memb B SRR 0, P S R e

recovery functionalit t he rver. ..Th .
messaue a0 potiasMemai ises A0 A) S B DTS CUIPAF 1006 is
Lookup Table 1280 in both RAM 1282 in the Menory
registSed 121 0,aembiyl Seretr d 08 eclaasesl i-pn freere ﬂﬁemf?e%@wwp.l '
The Menory Backup & Recovery Lookup Table 1280
1207.1 NektUNRSndri Serven] 002 1é-repistat Mamory Qlenbl06Biyoemoviaigdhe

Menory Bl ock has one (or nore) entries in the table.

Mem&AiGN T 606 Bdm i€ 3Rkkihp LIS ER 6. eV arvdsl 100X thengenerates a

current starting address, and the correspondi ng

oA PR o i it
oot s e BT TR 1

Menory Bl ock. [00931 Referring to Fl 19, as the DMCE
[609Ni r t Beferintodis 19¢ praivartug) '%leqlb%lé&ra%g\}’@}v MR AGHPEht

in menory pages are nenory-address neutral, therefore,
(incluzidmytmadlder GireadB, Wite0edd GB60¢) opaate fxn ey applicption 1026 to a
Menory Bl ocks from source RAM 1282 to the Menory

MemBlyOoSdeveri 100BAE#deprd2Add with ehel@Eknoinverntivn. ver sa ensur e
data safe. [0094.1 O her enbodi nents of the invention

| 2 . ! nts o sl |
100923f ) Qfeﬁ‘ﬁgg]io'ﬁd he tﬂérgaf%ﬁlstkud%é’cf%bl@&a akdlof tBE Ypiddna;

ose disclosed In ility Patent Application
entitled "Menp 5 Resj dent : S
memezyf0 IH%%%W% ?%({ %Sﬁmﬁéﬁgof Iélg?).OI}% |E Icggﬁgﬁd %n u ai ?}M E‘gﬁ% Oi;?he
(Attorney Docket No. 0299-0005),. by Tianl ong Chen
MemgorSarhiin e Memery ST Kouih M BAd R RFSTesn kpokep
Application entitled "Central Linked List Data .
TableSt 280cn both RAMI RS infthe Memory Peryerand file yioragedg8b inythe
Jonat han Vu (Attorney Docket No. )
Memory Server. The Memory Backup & Recovery Lookup Table 1280 includes the
information of every Memory Block. Each Memory Block has one (or more) entries in
the table. Each entry at least includes the Memory Block index, current starting address,
and the corresponding backup file name for memory-to-file backup, the corresponding
Memory Block index and its current startigg gdd;ess for memory—to-memory backup,
memory page size and the number of memory pages in the Memory Block.

[6093] Referring to FIG. 19, as the DMCE Virtual Address schemes disclosed above,

the content in memory pages are memory-address neutral, therefore, copying from
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0299-0001P), and U.S. Provisional Application entitled
"A Method And Or System To 10 Perform Aut omat ed Faci al
we&aemgaems on And Compari son Using Miltiple 2d Patiuakoo4/001711

| mages Parsed From A Captured 3d Facial Inmage" filed

by Donald A. MIne, Ill and Jonathan Vu on Januar
Memdry Bl%ﬁmawcmmaem thepMeppgo Bk m Backap Wlle

which is herein incorporat ed by reference. (00951 The
1281 bioviegedraderdatecdatadaf@n of the preferred enbodi ment of

the invention has 15 been presented for purposes of
[0@94@' | USthEALh O ABAks %?&{érlh\%ﬂn@ﬁ ard th cofbiRithé @k ehfod@ith

xhaustive or to limt the invention to the precise
o oL GRS T L SPRR oy

acquired from practice of i nyen
Residgpijontnten MAnaRerist, Suriom id B EmBIAon 1261egE g on Jamuary
explain the principles of the invention anpd jts
22, ZQQSE(AHDGEIY Qq%fﬂi Neit028%-0085)chyabiaalogs £hen; JIOP%tgafi }{ut pad ar ¢
to 20 utilize the invention in various enbodi nments as
Yingliih &Vaig) aretlUtSo Prdvésiquaal tipplitationieptitled ensrabLinked List Datas
i ntended that the scope of the invention be defined by

truchufEMRHRUS B UsPTEIBd 6 J ?rmooz BN Tbrathah Vie@uionsdyadocket No.
The entirety of each of the aforenentioned docunents

i LSRN
n . .
o e
an
e B S o 5 R g o

assigning a device ID to sald at | east one devij
Jonathai Wu codpuey 152603 (httoraey Dgakaiglica 0BILERI 3P qagh sEhichds

| east one bl ock of menory; and assigning an offset ID

hereiih fheBrpoRii®d by tofitrencet ored in said at |east one block of
menory.

{0095] The foregoing description of the preferred embodiment of the invention has

been presented for purposes of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise form disclosed, and modifications and'
variations are possible in light of the above teachings or may be acquired from practice of
the invention. The embodiment was chosen and described in order to explain the
principles of the invention and its practical application to enable one skilled in the art to
utilize the invention in various embodiments as are suited to the particular use
contemplated. It is intended that the scope of the invention be defined by the claims
appended hereto, and their equivalents. The entirety of each of the aforementioned

documents is incorporated by reference herein.

29



10

15

20

10 2. A nmethod according to claim1 wherein said
menory unit conprises data. 3. A nethod according to
wol2e4medo9Bur t her conprising the step of: cal cubariusgooa/oo1711

menory address by adding said starting address of said

bl ock of menory to said offset ID. 4. A nmethod of

mappi ng menory in a conputer system said conputer

system 15 having first and second devi ces each havi ng
WHAT ISerAMBDdSeach of said first device nenory and

said second device nenory having at | east one bl ock of

d of 8EBping nikndr §n 8 teMPutef systinQishidGoimputedisybtern
flrst 8eV| ce rrem)ry a first virtual address for a

compws]l[gg tgf 1"?5'{% ?\ﬂ ?a\)ufg 2 ﬁfeﬁlohlf saﬁjc?ﬁfeﬁl% rYsmgT at least one

i tua ress conprises: irst
devjce ID, 20.jdentifyin ai st device, a first
bloc%%%%%%ﬁﬁ‘?%%@ﬂ%%? {jg one bl ock of rrem)ry

in said first device_ nenory first offset

| qesighingp dovise oo Brt bie Satier RiSEGConRRSE RV
menory in said first device nenory; and 30 WD
2084466 8 SRcRAD/tSaid ot leastione blocktofmemepryandai d fi r st
device nenory a second virtual address for a second

MBRREYing Bh bffsét [Dabd SaeaR dnitetoredinnaitt Yeastrerdock ofai d
second virtual address conprises: a second device ID

memg)&ent i fying said second device, a second block ID
entifying said at |east one block of nenory in said

> 3§ %}C&ea]\flflag § qﬁ% er&n%%i‘éﬁﬁ&n&%fﬁgt *n?nges c%ata

nmenory in said sec conputin
3en&'m%iﬂﬁ’e%%°ré Pl"%l I‘elgfml C@E&l‘“ﬁ’%“%%@?% hgsl ng g

menory, said nmenory conpriSing at | east one r

bl aahmi/atmg agneaety @dguesﬁ gxp@dfb@g garlad @aﬂ@gﬁéﬁ’iﬁﬁﬁl"f %511@03/1‘ of

device ID identifying said at |east one
memory to said offset ID.

4. A method of mapping memory in a computer system, said computer system
having first and second devices each having a memory a;ld each of said first device
memory and said second device memory having at least one block of memory,
comprising the steps of:

storing in said first device memory a first virtual address for a first memory unit
in said first device memory, wherein said first virtual address comprises: a first device ID
identifying said first device, a first block ID identifying said at least one block of memory
in said first device memory; and a first offset ID identifying a memory cell in said first

block of memory in said first device memory;' and
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device; a block ID stored in said nenory, said bl ock
IDidentifying said at | east one nenory bl ock; and an
wohie@sedD stored in said nenory, said offset POI/US2004/001711

identifying a data unit stored in 15 said nenory. 6.

A conputing environnment according to claimb5, wherein

s soting @viatfitsDdédce membivpisesph@virtpal gldgespfartd sggond memory

envi ronnent according to claim5 wherein said block ID
unit ifl $aid §RBAd Bvi@DhEmoR) wheret sidrpacohd giremladdossseanprises: a

according to claimb5, wherein said block ID

seconﬁ@%i?@ ﬁﬁg F%?Efﬁlb@sa% &dcbhd 8eastd b 88¢on@ablseki I idéntifPingtsaidrae

| 3 A conputing environnent according to
I m 5 t her. i Si . L Bl
s NI HAOS o SRS B BBy HBR 3 B
PCT/ US2004/ 001711, 10. ti i ty .
centagobt s St #%end USRS SR i

| ookup table stored in said nenory. 11. A conputing
mema@gVi ronment according to claim5 wherein said device
is a server. 12. A conputing environnent according to
5.Clatdmfutidgeheironhére comprisibgsai d starting 5 address of
said menory block and said offset ID equals a nenory
cel fea@daie B8 Sice Advingd'a BRARY, AT BEMbIyUMHsing e rast ong t 0
claim 12 wherein said nenory cell address is a

hysi cal address. 14. A conputing environnent
mem%gﬁc}c ing to claim 12 where said nenory cell address

iCS i/clg {[]E?;s?(l)re 1(:111(:15211e r%'em%?y, %a51'd devic Tl liﬁeinﬂgyi&é1 ¥di§ HV0ER bne

device;
a block ID stored in said memory, said block ID identifying said at least one
memory block; and
an offset ID stored in said memory, said offset ID identifying a data unit stored in
said memory.
6. A computing environment according to claim 5, wherein said device ID is
configurable.
7. A computing environment according to claim 5 wherein said block ID is
configurable.
8.7 A computing environment according to claim 5, wherein said block ID
corresponds to a starting address of said at least one memory block.
9. A computing environment according to claim 5 further comprising a memory

block ID lookup table stored in said memory.

31



10

15

20

at | east one device having a first menory, said first
menory conprising at | east one nenory bl ock; a device
wODosHoes®a i n a second nenory, said device | D PCT/US2004/001711
identifying said at | east one device; 15 a block ID
stored in said second nenory, said block ID
10i Aeohipiting gnemintheat adcerding toghaim fristhgr eanaprksinga deviep ID
first nenory; and an offset ID stored in said second

lookupVBIBRY sfored @i shi®fks®ky.| D i dentifying a data unit stored
in said first nenory. 16. A conputing environnment

SHB e bR, dcnlng € s g i nsher
12: lé? cl‘pg]:}p}l gherengiﬁ)inrr]ne%?ggco?cﬁﬁé) REITER® Wheteth the Rud oF850Rrting
address of said memory block and said offset ID equals a memory cell address.
13. A computing environment according to claim 12 wherein said memory cell
address is a physical address.
14. A computing environment according to claim 12 where said memory cell address
is a virtual address.
15. A computing environment comprising:
at least one device having a first memory, said first memory comprising at least
one memory block;
a device ID stored in a second memory, said device ID identifying said at least
one device;
a block ID stored in said second memory, said block ID identifying said at least
one memory block in said first memory; and
an offset ID stored in said second memory, said offset ID identifying a data unit
stored in said first memory.
16. A computing environment according to claim 15 wherein said device is a first
server.

17. A computing environment according to claim 16 wherein said second memory is

in a second server.

32



