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FI ELD OF THE % ¥8edrt invention generally relates to image
processi ng, and, nore speC|f|caII to systens and net hods for providing
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vi deo- based surveilll ance @gw res robust scene understanding. In a typi cal

survei | Idance IEMNAQEMEN'E/ QtéfﬁUAfUDtNﬁd.l AWABENESS', and ]iu .Bv ipsivisionalr eens
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usual Iy requiFle&SHLIGHTA/ISIONALERIT'several guards. Wth reliable scene
under st andi ng, however, a typical security setup or system such as that

shown in Fi gUFELMVfHE INVENTHON nonitors and several guards) can be
repl aced by a singlre display and operator as shown in Figure 1 B. The

surveillance system ihgUsiesahefhvbstidingeRerafly WIEES to image processing, and,

more specifically, to systems and methods for providing immersive

surveillance in which data or videos from a number of cameras or sensors in a
particular site or environment are managed by overlaying the video from these

cameras onto a 2D or 3D model of the site under surveillance.

BACKGROUND OF THE INVENTION

Effective surveillance and security are needed more now than ever at
airports, nuclear power plant and other secure locations. Video surveillance is
increasingly being deployed at airports and sensitive sites. To be effective in
realistic situations, video-based surveillance requires robust scene
understanding. In a typical surveillance and security system, multiple
monitors or television screens are used, with each screen providing a view of
a scene of one camera. An example of this system is shown in Figure 1A,

Operation of this system usually requires a large space and several guards.

With reliable scene understanding, however, a typical security setup
or system such as that shown in Figure 1A (with a bank of monitors and
several guards) can be replaced by a single display and operator as shown in
Figure 1B. The surveillance system illustrated is known as VIDEO
FLASHLIGHT™ and it is described in US. published patent application
2003/0085992 published on May 8, 2003, which is herein incorporated by
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FLASHLI GHTTM and it is described in U S. published patent application

2003/ 0085992 published on May 8, 2003, which is herein incorporated by | WO

2005/ 120072 PCTI US2005/ 019673 reference. In general, autonated al gorithmns

anal yze i nexonoogi1védeo and al ert the operator when a peei/geiesoib&sbreached,

notion is detected, or other actions are reported. Visual fusion of canera
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system provi des for view ng of systens of security canmeras at a site, of
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purpose of rakingensive systanvisi ¢orabiped iithe eoaplest eompiter grodgl pithgsitear eas, or
any ot her reﬂﬁ%@qys%é’r‘rﬁs”sh&ﬁﬁ%%é/ sydﬁéﬂnssth'o% iﬁ"df.é?%ﬂl%ﬁ%@@l’ ems are not
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scal able to a great| i ncreased nunber of caneras or other sensors, and
al so ext endadBl%veY th‘%/FFé?‘(ﬁiE vgquéuq?ryﬁﬁgallgpr%s&%gg} an i"'ﬂ'&\eﬂ%l\’%ﬁ'rﬁ“_ﬁ ar, fence
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of capability of interpreting behavior across these sensors to identify a
t hr eat condiavepayed on the rendered images from a computer 2D or 3D model of the

site. This provides an excellent way of reviewing the video from a number,

even a very large number, of video feeds from cameras.

At the same time, however, increasing the number of video cameras
producing data is frequently desirable for the purpose of making the
surveillance more complete, or for a larger areas, or any other reason.
Unfortunately, existing surveillance systems are not designed usually for
massive expansion of the amount of data that they process. Therefore it
would be desirable have a system that is readily scalable to a greatly
increased number of cameras or other sensors, and also extendable to
include other types of sensors including radar, fence sensors, and access
control systems, and yet maintains an equivalent level of capability of

interpreting behavior across these sensors to identify a threat condition.

In addition, it would be desirable to have a system that provides
modularity between components in the event components need to be

removed, replaced or added to the system.



In addition, it would be desirable to have a systemthat provides
nodul arity between conponents in the event conponents need to be renoved,
repl aced or added to the system 2 WD 2005/120072 PCT/ US2005/ 019673 SUMVARY

OF THE | NVEMNTddB1dob72i S accordingly an object of the inveatieivodeoest o
provide a system especially a video flashlight system as described above,

that is readil scalable to a greatly increased nunber of caneras. It is
al so an objw\ﬁﬁlﬁﬂion to provide for an inmersive

surveill ance system wherein software i s organi zed in nodul es so t hat
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| east a pormpdulaowavh@eph@m@edt@nadlgwﬁtbe§v&tem d onto a rendering of an

i mage based on a conputer nodel of the site. The visualization engine
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system for a site conpri ses receiving raw
respective raw video of a respective portion of the site. A processing
component receives the raw video from the cameras and generates
processed video from it. A visualization engine is coupled to the processing
system, and receives the processed video therefrom. The visualization engine
renders real-time images corresponding to a view of the site in which at least
a portion of the processed video is overlaid onto a rendering of an image
based on a computer model of the site. The visualization engine displays the
images in real time to a viewer. The processing component comprises first
and second filter modules. The second filter module processes video received
as output from the first filter module. A controller component controls all

transmission of data and video between the first and second filter modules.

According to another aspect of the invention, a method for processing
video in an immersive surveillance system for a site comprises receiving raw
video from a piurality of video cameras. The raw video is processed so as to
yield processed video. The processed video is transmitted to a visualization
engine that applies at Ieast part of the processed video onto a rendering of an
image based on a computer model of the site, or to a database storage
module that stores the processed video in a computer accessible database.
The rendered image is displayed with said video overlaid to a user. The

processing of the raw video to processed video is performed in at least two
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video froma plurality of video canmeras. The raw video is processed so as to
yi el d processed video. The processed video is transmtted to a visualization
engi ne that applies at |east part of the processed video onto a rendering of
an imge waed/nm7a conputer nodel of the site, or to EHe203a3%75t Or age
nodul e that stores the processed video in a conputer accessible database.
The rendered jnage_is displ aged wth iaid vi deo ovgrlaid tgea user. The
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filter nodules. One filter nodul e processes output of the other filter
modul e. A neslt Wdee @ndrdsita betweentthe two fitefsaddeson of all video and data
between the two filter nodules. Ot her benefits and advant ages of the present
i nvention w |l becofiherpmnefinand advantagesiofdbe guesant firevesitinn WBRbesome

DESCRI PTI ON OF TH N iqure 1A illustrates a conventional systemwth
mul tiple mn??%%reﬁsﬁ??‘%%%gfs&ﬁ%ﬁﬂ%??% Figure 1B illustrates a nodel of
operation of the VIDEO FLASHLIGHT"" View Selection System Figure 2
illustrates a configuration diagramof the system architecture of the VIDEO
FLASHLI GHTT | j I i of the systemin accordance
wth a prefe 'E R H’*ﬁb&uéﬁ ﬁ%ﬁ&m&@} nvent i on?/ DETAI LED DESCRI PTI ON
OF THE PREFERRED EMBODI MENT So that the manner in which th ,:i\bove recited
features of the prE&&He TAJBISIAIRS 8 HONMENEANR: SyBleay wWith Héﬁtﬁ??,m%n'%re

particular d oA tioh he invention, briefly summarized above, may be
had by refergﬁ%gé@o é)g?r%fgd?nents, sone of which are illustrated in the

Figures herein. It i : h a raw 1 trate
only typical enbodi ﬁe%{rg g% tlﬂﬁ%q?snvgwﬁlel a?g gPéegﬁﬁﬂrgerg?ng,td%% be
consi der ed | FOASHMGHT ™ Vievs Beleetior Bystehe

Figure 2 illustrates a configuration diagram of the system
architecture of the VIDEO FLASHLIGHT™ system; and

Figure 3 is diagram of the system in accordance with a preferred

embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

So that the manner in which the above recited features of the
present invention can be understood in detail, a more particular description of
the invention, briefly summarized above, may be had by reference to
embodiments, some of which are illustrated in the Figures herein. It is to be
noted, however, that the drawings illustrate only typical embodiments of this
invention and are therefore not to be considered limiting of its scope, for the
invention may embrace other equally effective embodiments.

If proper scene understanding is desired, a system architecture
must be more that a set of software components connected by web services.
For effective scene analysis, it is imperative that the system architecture
components interact in real-time with video samples (pixels) in a frame-
synchronous manner. This requirement is often difficult if open architecture is

desired to enable integration of other components, i.e., to enable other



I nvention may enbrace other equally effective enbodi nents. If proper scene
understanding is desired, a systemarchitecture nust be nore that a set of
sof tware conmponents connected by web services. For effective scene

anal ysi s, iwoiesiipper ati ve that the system architecture pcaapaseiss | nt eract
inreal-time with video sanples (pixels) in a franme- synchronous manner
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synchroni zat I'o and the sys ar chi ure accordance with the
I nventi on foarshitédtardasascdraangd witlyitimeg iriventiore foraredtheobadis Sorepleggingliysi s

algorithns. It is scal gble and extendahle to, Jncl ot her nodal,ities such
as radar, feRg¥ BBYE,SCaRE Aess e BH{WT&' “s?s?cé&%ﬁem ?’_gepgﬁ%‘?ﬁ?et
behavi ors acfggict HRSE mEkAtibs istisht FHdRk fonca ddHsBRd, arfPREbédObontRYSt ens
such as VIDEO FLASHLI GHTTM i nt egrate an advanced vi Sion-based detection

pl atform e. gystemgcancdip interpesibebavipedacressihepnerdatities wp aHalify @eldreadcor di ng
and i n-cont eﬁ}% a/l{-osd,ual i zati on and assessment of threats. The platform of
VI S| ONALERTTRY Ean éffectively detect notion in the scene froma noving

canera, track novin jects fro ™ ohus reject

fal se positives Suc%yggérgm@%gasﬂ@égq %%HE% on"ﬁ%%a:&? %ﬁn%’#‘é%ﬁcgﬁ

changes. |t opndpeddetieictiont i Maffores Seg asutipi t4y i tge aode peddliaet er

breach, or alert if an_.ynattended O%CE(F: "&i s left in the sce These
Iy

f) e.

anal ytical pVotONEERENy WERg¥Id§00 2@ sNhgNFoni e \\HSH@EZEF'@Be?O d,
whi ch st bsﬁé‘é%@ nt 6FtHreA8) PG bREoH? oijFBIbNAUéR'EWECJr?%dtﬁe Qg and
the franes thereot synchroni zed, etc. Systenms such as VI DEO FLASHLI GHTTM
fuse | arge nmeendsndhe scene from a moving camera, track moving objects from the

same camera, and robustly reject false positives such as swaying trees, wave

action and illumination changes. It can also detect activities such as loitering

and perimeter breach, or alert if an unattended object is left in the scene.

These analytical processes rely largely on processing of the video received,

which must be converted from analog to digital if the feed is analog, and the

frames thereof synchronized, etc.

Systems such as VIDEO FLASHLIGHT™ fuse large numbers of
video feeds and overlay these on a 3D model or terrain map. The systems
integrate DVRs (Digital Video Recorders) to seamlessly move backward and
forward in time, allowing rapid forensic threat analysis. They are also able to
integrate multiple Pan-Tilt-Zoom Camera units and provide an intuitive
map/3D model-based interface for controlling and selecting the correct PTZ

viewpoint.

Figure 2 shows an example of a system architecture used for these .
systems. Video is provided with time codes from a number of sources, not
seen in the diagram. The video is processed by a number of video front-end
programs, including tracking systems for tracking moving objects, motion and
left object detection, and a pose generator, as well as an alarm translator, all

of which process the video or alarm outputs to obtain a data relevant to
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video feeds and overlay these on a 3D nodel or terrain map. The systens
integrate DVRs (Digital Video Recorders) to seanl essly nove backward and
forward in time, allowing rapid forensic threat analysis. They are also able
to integraeonuidipl e Pan-Tilt-Zoom Canera units and pPOUUSR0#N947At Ui ti ve
map/ 3D nodel - based interface for controlling and selecting the correct PTZ

vi ewpoint. Figure 2 sh an.exa f a syste hifect for these
. systens. Wﬁ’&g%nfg fi’?:ﬁ'iedgbtgwi%PﬁJ ?‘P%e n&%}ge%éft?%r?ﬁr@ﬂﬁhngoewhgf %@ches, not
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all of whi r i r T 0 i : | evant
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may be transmmergide displayetothemser. FLASHLI GHTTM i rmer si ve di splay for

inclusion in a display, or for other output, as in an alert, etc.. Recorded
vi deo and al ar m drathe presahisioventaped subailanaadystesmisniudesd gamerdle VI DEO

FLASHLI GHT T11 station for u LN the .l rsive displ t e user. In the
present i nvélPHiF, P‘aﬁ%ﬂ'}? &egqpﬁﬁ%ggplgy,gt%ﬁm F'ﬁgptf@e%'sgorﬁ@%gPH&GEI%UFSOSe

pl atform to gnariedlitydsptemy. MUBRIY/compbRidrits eUSH agisaedtity Weviges] ance  and
security system Miltiple conponents such as security devices, algorithns

and di spl ay agaiithmsandispiay pigtiaps earcbe iftegatedsintyd singig epRErAMENt. ~ The

syst em ar chiec i : falam At | onnect ed
to stream dz;:hge e%ﬁn/egﬂ&*tl%gﬁ?? ﬁcgjrﬁsé.seqcl%dé@?t é@-frr%mg H’”t% gﬁl&égﬁ@%&g{nﬂégﬁ are used
here nore brioattegm dadadbebidégn thediteisadhe fiéims'fitedramdp’streans are tsmt creat e,

transform or_ di spose of . data. ream.n es not subten rely stream ng of
data over.  TECe TR DrgfhY o i SR, BRER S ProPRbEn sl s, o ogr am
nmodul es i n tthgsERREoCASFIEeest s tStreaniag doks nbesubitend aedlyistregir@df € det ai |
below (with respect to Figure 3), this streaning allows an integrator to

data over a network, but transmission, potentially éven between program

modules in the same computer system. As will be discussed in greater detall

below (with respect to Figure 3), this streaming allows an integrator to

configure a system working across multiple PC systems maintaining a data

flow.

The objectives of the invention are accomplished using the system
architecture shown in Fig. 3, which shows the system architecture in
accordance with the preferred embodiment of the present invention. It should
be noted that in this environment, the system is preferably a multi-processor
and multi-computer system in which discrete machines are involved in many

processes.

The system includes the customary components of a computer
including a number of CPUs or separate computer systems linked by a
network or communications interface, and having RAM and/or ROM memory,

and other suitable storage devices such as magnetic disk or CD-ROM drives.

Returning to Figure 3, the system architecture 10 is based on a hier-
archal filter graph, which represents functionally the computational activities of

all the linked computers of the system.



configure a systemworking across nultiple PC systens maintaining a data
flow The objectives of the invention are acconplished using the system
architecture shown in Fig. 3, which shows the systemarchitecture in

accor dancewwi2ods/iedve2 pr ef erred enbodi nent of the presentedrsseensioox?’s [t shoul d
be noted that in this environnent, the systemis preferably a
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by a network or comuni cations, ipterface, and havin M and/ or ROM nenory,
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vi deo for afifieiscBimiarly,eagh fitermaayibesperfmtieied @n 4 diffesdrdconputer systetat abase
were divided into distinct conponent operations, here referred to as

“filters". Each frhefiter graphps ooepssetof insdaunfiltérs fitattcanrde usi on on
conput ati ons | goi ngcon In other parts of the system or to cog?ut ations

per for med byntefagepected e sireamgiata PaRYEN thadh Filkers SAnhg et didred on a
di fferent C QARiFbE RS Bhce fites Kdiééc?gaaf?ﬁl%%vﬁo%épﬂ?%%%ﬁf]ic%@é” ar filters

that can be 1 nterconnected to stfeam a bet_vveen them Filters can be
essent i al | y Datebassfreatierseetoy)ptransfoou fiterst(algodihen madiéss sught as motlevi ces, PTZ

conmuni cat or t r ' , formfilter orithm
nmodul es suc ﬁ%}%cw?ﬂ%tol?gr%%ﬁﬂgf §€§}'b$gltg'llﬁc(?‘)ﬁ%\hcééefe&%eﬁp@ inﬁ{?eg | a?tégé&f such as
renderi ng ervqitaef.ﬁhb%b&ihemre\wilt ®itB inhefdretslerebdIngesapabiiiey foudllov wi t h i nher ent
threading capabhility to allow ) ,
multiple components to run in parallel, which allows the system to optimally
use resources available on multi-processor platforms. In other words, the data
reader/converters can run simultaneously with the component processing

modules and the data fusion modules.

Furthermore, adequate software constructs are provided for buffering,

stream synchronization and multiplexing.

The filters work in a hierarchal manner, in that the output of low-level
processing operations (e.g., change detection, blob formation) is fed into
higher-level filters (classifiers, recognizers, fusion). In the preferred
embodiment shown in Figure 3, the filters are real time data
readers/converters 11, component processing modules 13, and data fusion
modules 15. Raw data streams from the sensor devices are fed to real time
data readers/converters 11, which convert the raw video into video with a
format in common with the other video in the system. The converted data
from data reader 11 is then processed by component processing modules 13,
which are another step in the standardization of the video. Then, the
processed data is fused with data, such as meta data indicating the direction
and zoom of a PTZ camera, for example, by data fusion modules. The data
fusion is usually coupled with a synchronization, in that the data fused is of

the same time instant as the video frame, etc.
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mul tiple conmponents to run in parallel, which allows the systemto optimally
use resources available on nmulti-processor platfornms. In other words, the
data reader/converters can run sinultaneously with the conponent processing

modul es angobh18@ba fusion nodul es. Furthernore, adequatreusiabbware
constructs are provided for buffering, stream synchronization and
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processed data i used with data, such as nmeta data ipdicating the

i roction and zBoHPOR Abehouadaten ek aeims et a5ipalines XM modul es.
The data f ugjiRBrdcesssiplultimeeHPkathvitbhMert, BYPHR RiVaRBideRbf the that the data
fused is of the sane tine instant as the video frame, etc. 7 WO 2005/ 120072

PCT/ US2005/ 0westian maytsiit bgiobiaingd insa singlempchioe enuigrmant, ieseeeialf filters
that all OWSW}P]%Fé':lHe?é i%BFeeﬁ?hrbg\eﬂ{roééﬁﬁﬁﬁs of the processing of video in the
stem i't W

| mrer si ve surveillance sy be understood that there are other

ways of dividing | L de i tem The

critical concer ns&gg%%{c%%cﬁ'lenﬁ %8)/)&8@&&@gegtél/'@ﬂrllé;){?tstgf%@éﬁ fromthe other
filters, expgpbtybbabetific bebglivesoraiof/ddthesersioinfantitiba packetsdront o t he ot her
filters. It should al so be understood that the greferred enbodi nent shows a

mul ti - pr oce§8 fusionmpodues P fallow Mass seMPlexJ§ESeHRS 3addntesbes of the

evaluation. Rules engine 18 also receives data from database/archive 20
during the processing by the rule engine 18. Data fed into the visualization
engine 22 from rule engine 18 generates scene information for display by user
interfaces 24 such as an appropriate sized display. Master component
controller/configurator 26 communicates with and controls the operation of the
filters 12, 14, 16 and database/archive 20, rule engine 18, and visualization

engine 22.

Rule engine 18 works across a distributed set of databases such as
database/archive 20. As a consequence, the rule engine 18 will be able to
continue to operate normally even in a greatly expanded if the system is
enlarged greatly. It automatically queries database/archive 20 and makes
different fields available to the operator to setup complex rules based
reasoning on these fields. Rule engine 18 can be integrated onto an alert

station which the guard previews.

Database/archive 20 is provided to archive streaming data (original or
processed) into a persistent database. This database is wrapped in a DVR-
like interface to allow an operator to simultaneously record and playback
multiple meta-data streams. By interfacing to database/archive 20 (module),
either preferably though a web interface or a software interface, one can



i nvention may still be obtained in a single nmachine environnent, especially
where there is nore than one processor. Systemarchitecture 10 al so provides
rules engine 18 to rapidly prototype specific behaviors on top of these
basi ¢ i nf oworbosamopackets from data fusion nodul es 16 pica/ambkéosmmoasr e conpl ex
reasoni ng and threat evaluation. Rules engine 18 al so receives data from

ni o the vi COAN AT pusteis B e RgRe, Tt MR SR INAT i Pepenc”™ '

i nf or mat i onrdadtind sqyhpyndnts Bse ruledbaised eaginss 22 pscebs aataa Mhépgisopri at e si zed
di spl ay. Masﬁer o control | urator 26 conmmunicates with and

t Ler/ fi
controls thé %F'ﬁ%ggg‘g\e”g'ﬂés (‘#f?%cflgé%%%’,""')?ﬂguify R ULEYBPRXchi ve 20,

rul e engi nejnldiactRthriopuitihig dbtdaseengi ne 22. Rule engine 18 works across a
distributed set of databases such as database/archive 20. As a consequence,

the rule engine ﬂ;’l%fsi’@rlob nt@mﬁs h%lud%@@bbf&g%ohﬁom%?cBHtrrdS'iﬁﬁé }efvVen in a

greatly expanded I'f the systemis enlarged greatly. It autonstically
queri es dat abrse/devicks e thEosystem suchsas, firféxample pan/gitideoanvedmeralse to t he

operator to,setup,conpl ex.rules b d soni on th fi.elds. Rule

engi ne 18 CHW?BéHibﬁt@gY%cf%c Wmn@%?@p&ﬁ%ﬁxs&gﬁgg © ri%ﬁtgmg%lfyapyd previ ews.
Dat abase/ ar gy $\&tel, astafoow e@cdbijectar chi ve stream ng data (original or
processed) into a persistent database. This database is wapped in a DVR-

li ke interface tpaghfikey B1) 19D86 AbOANDMBEILABEY 8befiFANor BIEOTHe and pl ayback
mul tiple neta-data streans. By interfacing to database/archive 20 (nodul e),
a

ei ther pref Biteispynediviiyand thipBatarflost isseafigyred vatin taerEMifies: flac@dene can 8
YO 2005/ 12007 2 RIAHEIRAHBL P Shirci A bManidtor B hiRdTL Sarploppack. behavi or
This interface provides a way for non real-tinme conmponents and rul e-based
engi nes to pomoess idaisad alimgswitl the assigneddPraddesdsdeethat fitjemebhg descri bed

bel ow) to apsy ANAU8Y SudRsSOTBY e ubdrsHbases RludrdRgl! tdhdwidf abase:
receives the XML document and uses a parser program to construct the page
and transform the XML into HTML format for display and viewing. In
accordance with the preferred embodiment, an operator can make changes to
the filter. The data changes of the filters will be sent, i.e., streamed as XML
streams through network interfaces. These streams can be accessed via a
SOAP (simple object access protocol) or CORBA (Common Object Request
Broker Architecture) interface. The SOAP message is embedded in the HTTP
request to the particular filter. In this way, new component may be added,
modified, or removed from the system without any software compilation. In
some cases the filter graph is modifiable at run-time to allow dynamic and

adaptive assemblies of processing modules.
In summary, system architecture 10 has the following key features

System Scalability: The architecture can integrate components across
multiple processors and multiple machines. Within a single machine,
interconnected threaded filter components will provide connectivity. A pair of
filters provides connectivity between PCs through an RPC-based transport
layer.

Component Modularity: The architecture keeps a clear separation

between software modules, with a mechanism to stream data between

9



Mast er conponent 26 includes device controller 28 for controlling the
sensor devices in the system such as, for exanple pan/tilt/zoom caneras
that can be noved by commands fromthe user interface or automatically by

t he systeryo a9s/iod20l | ow an object. Each filter 12, l4pcteshasodérsXM-based
configuration file. The interconnectivity and the data flow is configured
w thin the XIVLfiI?s es to caontrol the

o | . the XML.fil
behavi or of CARARCHEN éﬁ'ascrﬂ' fﬁﬁgﬁ%‘wﬁ Bﬁgﬁ'ﬁg%ga? E?\!@EH'JLE:&‘O‘?@“W{" ieHB%Gssi gned | P
address f origtdi@ianf HhtatietwdBe filtdFS TR filteOpiesides 2 atlearRBedrddpdrier user' s

browser. Accordingly, the browser receives the XM. docunment and uses a
par ser progile@iithe deyplenars fo rapidly dgeelon Ripaessingrcomaaneatsdtet watild BerM. f or mat

for displ ay‘nﬂﬁ'%!' | R | bk r ﬁﬂ% IHent, an
oper at or ca'n ma %ﬂe%&r%lggie{‘fgr ﬁﬁ%éw&re%%hteé ategérn%hgeﬁgﬁgl 0 tﬁdetﬁfi lters
wi || be sentf filer modutssrwithmed aay cxdle reveritecBinis is Arbengfit ofdéhevondddilariter f aces.
These strea

b d, Vi SOQAR I apl |£&Ct, access protocol) or
CORBA ( Co a%%?@aﬁ“%@ﬁﬁ%é? of eduRrosPe m@%@?ﬁ%% gfubf t?gﬁpgge__ The SOAP )
ey, how componditrRegenidagiagerbiltEdhiFraasy o BPPBREVRRORS ROl I syt om
vnw]'o Ej P?:J; b?gy%%%%ﬁ\g@{hﬁ%ﬁﬁ%&@}tg%%st loR theSSySRerf AfFRSULBRIKE | EAGH filgraPh 1S
ynam ¢ "and adaptive assenblies of

processi ng ins@ntiated hased wmvei;based configuration Blet The intercangectivély Bl owi ng key
features t lL.abil41y. . nf1e re . ' r conponent s
o VB F5UEBAMA Yeq TGRS RLCTRU S b AP

acr oss roce na n-a single machine,
I nt er connect@fpdrivrt dolbd addet emodifiepmrasteved flonmpthewsydtens auftheat ai ty. A pair

of filters provides copnectivity between PCs through. RPC- based transport
Layer. Compettifare GERAIANETyR SME GReeR t dianEERRESyRodighleat FHReat i on

bet ween sof fuape, 83nd Wk Biide SBSANS B bocEsEAgTSRIEs. bet veen 9 VIO
2005/ 120072 PCT/ US2005/ 019673

Data Streaming Architecture: The system architecture described herein
provides mechanisms to stream data between modules in the system. It will
provide a consistent understanding of time across the system. Specialized
filters provide synchronization across multiple data sdurces, and fusion filters
that need to combine multiple data streams are supported. A new data stream
is added by implementing a few additional methods to plug into the
infrastructure. Another key aspect of data streamlining is memory usage, data
copying, and proper memory cleanup. The architecture implements the
strleaming data as reference-counted pointers to track data as it flows through

the system without having to recopy it.

Data Storage Architecture: The system architecture described herein
provides an interface to archive streaming data (original or processed) into a
persistent database. The database is wrapped in a DVR-like interface to allow
a user to simuitaneously record and playback multiple meta-data streams. By
interfacing to this module, either through a software interface or through a
web interface, one can control the system’s playback behavior. This interface
provides a way for non real-time components and rule-based engines to
process data. This also allows rule-based engines (described below) to query
and develop complex interfaces on top of this database.

10



conponents. Each nodule wll be defined as a filter with a common interface
to stream data between filters. Afilter provides a convenient w apper for
al gorithm devel opers to rapidly devel op processi ng conponents that woul d be
i medi at elwoasaitteatd e for integration. The architectur ecenabdossiosapi d
assenbly of filter nodul es without any code rewite. This is a benefit of

the nodul arity bt ai ne t | ViaSi on t he.. S LNto a thread of
filter steps. Cﬂ%%’eﬁ?ﬁgﬁ%@g@g@hfb‘t@%l—l’%%ds%@%/%gg{%r%%f)g%é conmponent s of
]E hle syst emyigiribtadt se&tfoféI datdbages b@edifmi) ah&fv;t fﬁhis]?'y s:tlmneiﬁnfro?tstlheuct Er e. Each
ilter is instantjate ed on XM.-based configuration file., The

i nter cpnnec?t?WE?)ma%cﬁca[a%gﬁ}dgt(‘é(°¥lfj@\Ht9"§at5@HYiqu,lﬁﬂg eﬁ%?ﬁ%ﬁeﬁ’ﬁé’dxnﬁkﬁi | es.
This will abjmubR difdfentREMS B0RIaNOReMERH et chipfbx Rles 94gR¢ed from the
system wi t hout any software conpilation. In sone cases the filter graph is

nodi f i abl e w@seingtanibese felds] Dis eépginricanhedniegsptet watege @lgst stetionf

processi ng I t am ng Architecture: The systemarchitecture
descri bed h‘&ﬁ@ﬁﬁﬁéﬁ%]% @ggte(’\néthani sns to stream data between nodules in the

system It wll rovi de a,consi stent understanding.of, tine across the
system Speci al i?@ﬁ” A_(‘f lﬁegpge.p ?yﬁéerg)?ﬁ‘gﬂﬁe‘d‘ﬁr\%g??%ﬂpeéjpl?%gg] ?Hjﬂpf)ﬁﬁl e data
sour ces, anghdriptsitacekliitethe sydtain aendtiple [GonatertttidplAetat a streans are
supported. A new data stream enenting a few additional

\ . i s added by inpl I ]
met hods to FMmestirve! tRdP inferiasss fueh Uheéﬁtemwwﬂlrk@ Pre¥ifeddpaentrafthaiat a
streant i ni NGeileiqFTRE YatiS e Sifned ALYt MORS 1EBRGYHC! eanup. The
architecture i nplenents the stream ng data as reference-counted pointers to
track data m$erfaces!] Dheset darolrg becasised dlystugmavc®BBRAt or2OARgNtecfacecopy it. Data

St Archj tecture: .The. itect i bed her e i d
Chier face +Bshr SiMiATe FPBaiYels e tattssBE pHh utlRRER sEabea e o e
persi stent gpedpiRtRe dhtbdatixBARStdSdiIcEPIRCE bofRaldBvéll Keplicatien f ace to

allow a user to simultaneously record and pl ayback nultiple neta-data
streans. ByWizarissaeipyiged & auiosatisally genasaterroureseedryfiter shells ttare i nterface

or through ﬁ\teeq‘i‘ﬁt%ré'@érﬁﬁﬁw%‘??his%ﬂ?\gg%ﬁgfp?c?%%ﬁ{rp%&%o%%ééﬁmmégd}h@)é Rftlsy Dehavi or.

This interfac 0 es a wa me conponents and rul e- based
engi nes to graphs customized for scene understanding in their environment.

The foregoing description of a preferred embodiment of the invention
has been presented for purposes of illustration and description. It is not
intended to be exhaustive or to limit the invention to the precise form
disclosed and modification and variations are possible in light of the above
teachings or may be acquired from practice of the invention. The embodiment
was chosen and described in order to explain the principles of the invention
and its practical application to enable one skilled in the art to utilize the
invention in various embodiments and with various modifications as are suited
to the particular use contemplated. It is intended that the scope of the

invention be defined by the claims appended hereto and their equivalents.

11



process data. This also allows rul e-based engi nes (described below) to query
and devel op conplex interfaces on top of this database. 10 WD 2005/ 120072
PCT/ US20051019673 Rul e-based Query Engi ne: A rul e-based engi ne works across
a distributed set of databases specified above. This is a benefit fromthe
standpoi nt of scalability. It would automatically query the databases and
make available different fields available to the user to setup conpl ex

rul es based reasoning on these fields. This engine can be integrated onto
an al ert syt @claimeccis: t he guard previews. Open Architecture: The system
architecture described herein supports open interfaces into the system at
multiple levels of interaction. At the sinplest |level HITP interfaces to

al | the fijterspwytenPRrproNdidgimhRrsivatiRkillaheeé & sittebadisystenihe data will
be streanmed as XM. streans through the network interfaces. These can be

accessed teRMORI/ING COBRA or SOAP interface. Also, software interfaces to

t he dat abases af gw&ﬁ# ?Pﬁqeﬁ% éhscﬂ{psrgggg[&%ia%ggéaﬁg rﬁm%i@@& 8p§se i nformation

directly. At a's eve applh W zards are provided to
aut onmat i catdspecttrepatien sbthecsitecode filter shells to integrate al gorithns.

This all ows non-Bé}%gramrers to afsenbl_e cQ IexHLei Ifter graﬁgs custom zed
for scene under® SHIGYICOMAEERt ErEMINehBRIA Faw ¥ire o 50 dBe S8MEE%ri pti on of a
preferred @,m)gg,i\épgﬂﬁg HerbhSm! fry6&ddeAnigdtps been presented for purposes of
illustration and descCription. It is not intended to be exhaustive or to

limt the inver vishalizatioh@nginectauplédionthe direedssingasystem dndi receidingon and

vari ations 0SSl i | of . A i : . pe acquired
from pr act?;zgé%g?cet%%%g:vﬁ\?gﬁp %'t)e%&hﬁg '&eﬁg%%&%éﬁ? ehgﬁg}gﬁgérérﬁcj gr%z%ﬁ%scri bed in
order to emgdsitoreeppndingitdaasew bf tHeesiteiavticioat leasida bbftioprafchaidcal
application to enable one skilled in the art to utilize the invention in
various enP@§esaast Ydanis qyariaid aptos, endsang ok an ipage R3sed 8Ndiited to the

e e o AP BERREPER R ol Aol RS AR B CA gkt | nvertor
real time to a viewer;
said processing component comprising first and second filter modules
each performing distinct component operations, the second filter module
processing video received as output from the first filter module; and
a controller component controlling all transmission of data and video

between the first and second filter modules.

2, The system of claim 1 wherein the first and second filter modules are

software controlled processes run on separate computers.

3. The system of claim 1 wherein the first filter module comprises a data
reading and converting module that reads and converts the raw video from
the plurality of cameras into converted video having a format suitable for

further processing.

4, The system of claim 3 wherein the second filter module comprises a video

processing module coupled to the data reading and converting module and

12



11 What is clainmed is: 1. A systemfor providing i mersive surveillance a
site, said system conprising: a plurality of canmeras each producing a
respective raw video of a respective portion of the site; a processing
conponent receiving said raw video fromthe caneras and generating

t herefrom processed video; a visualization engine coupled to the processing
system and receiving said processed video therefrom said visualization
engi ne rendering real-tinme inages corresponding to a view of the site in
whi ch at tezaestingtheardnvertedvideai altpyirtberefmad anddedhérsprocessieg theont o a

Vi sual 1 2aEPRAT AU (B dyr i e Heteipsuaian oA B Ao o vi ever; sai d

processi ng conponent conprising first and second filter nodul es each
perform ng distinct conponent operations, the second filter nodule
processi ng- vi deke prsiemeitlaim $uheirin the piocresing COMPONENEEORBUIRASA and a

controll ef.: c | i | 1SSl f { deo Dbetween
the f1rot TUEITEERERCHAL [ebellditnd dard AR Teapl et S e 880 CPC, 770
first andﬁlsemnmhléjéati@bowvdldrmnwoaensfﬂmmrr@ twmiskibﬁ@f}aﬂda%?eis run 03 |
separate conputers. 3. The systemof.claim1l erein the first filter nodule
conpri sesaﬁggﬁiﬁﬁ bel“@%‘%ﬁ‘H’{f%ﬁ%’“@(ﬁW’et tfﬂﬁﬁewed\ﬁgst hat reads and converts the
raw video from the plurality of caneras into converted video having a
format suitable for further processing. 4. The system of claim 3 wherein
the second. fil Tke sysido &f atainpd.i wkereln saidigurd fifies cesdilegerfouas e coupl ed to the

out put t nEPBr TSR ke bisvetL R s e s B e8P teo 1 o aat a.t usi on
ready video for fusion with neta-data.

7. The system of claim 6 wherein the second and third filter modules are

each processes run on different computers.

8. The system of claim 6, and further comprising a rule engine coupled to the

third filter module.

9. The immersive surveillance system of claim 1, and further comprising

storing the processed video with a data storage moduie.

10.  The immersive surveillance system of claim 1 wherein the computer

model is a 3-D model of the site.

11. A method for processing video in an immersive surveillance system for a
site, said method comprising:

receiving raw video from a plurality of video cameras;

processing said raw video so as to yield processed video;

transmitting said processed video to a visualization engine applying at

least part of said processed video onto a rendering of an image based on a

13



5. The system of claim4 wherein the processi ng conponent conprises a third
filter nodul e that receives the data-fusion ready video fromthe second
filter nodule, said controller conponent controlling transm ssion of al

data and video between the second and third filter nodules. 6. The system
of claimb5, wherein said third filter nodule perforns data fusion on said
fusion ready video to yield said processed video. 7. The systemof claim®6
wherein the second and third filter nodul es are each processes run on

di f f erent cosmpieemedelof tirpsiteyariten databasy slormgemAdeigrtAdRg 8difprising a rule

engine couphert g i it bh folicr LBbed B\ Brardse Ty | Mer si ve surve | Tance

system of claim and fu rconprising storing the processed video with
a data storage displayieg tHrentieeed imageswitie saidrwaed dvertzd systusar;of claim 1
wherein the co [ nmet.hod for

uter model .is. a 3-D nodel of the .site.. 11,
bt ocessi ng i a8 RroSReTARGF SRgdaU el 4 piRcesasfydes PaopertiBtoq; o
met hod conprt fda3gtwd BEetHeté Afler ﬁ@’?éf b{laP dasPMAfilRdriheduIey e8éh ﬁbﬂ@@niﬁ?ﬁer as,
processing said raw video so as to yield processed video; transmtiing said

processed distinsd companentseparatiens, one ditgi medulemrocessing oulpahst theatherof sai d
processed Mi ) rendering of an i mage based on a 13 conputer nodel
of the si tfmeqﬁ?m@&rg’%ngat abase storage nodule storing said processed video
in a conputer aonesiinglvitrdahatsesonaolledranaysiog of Ak videoderdedhtamage wit h
said video gverlaid to_a user; said processing of said raw video to

pr ocessed QﬁtW%”%ﬁWboB'@rfrB?Wﬂ@S-i n at |least two discrete filter steps by at

| east two filter nodul es each performng distinct conponent operations, one
filter nodul e processing output of the other filter nodule; and controlling
with a mastzr clhet methogroftalaimsti whierein the filst and decorahfilted grrocesses ween t he two

filter mmlp‘fe'rf}osir'ned by different computers.

13.  The method of claim 11 wherein the processing of one of said filter

modules includes data reading or converting the raw video.

14.  The method of claim 11 wherein the processing of one of said filter

modules includes preparing the video for data fusion with meta-data.

15.  The method of claim 11 wherein the processing of one of said filter

modules includes fusing meta data with the video.

16.  The method of claim 11 wherein the processing of said raw video to
processed video is performed in at least three discrete filter steps by the two
filter modules and a third filter module, with all data transmission
therebetween controlled by said controller.

17.  The method of claim 16 wherein the filter steps are data

reading/converting; component processing; and data fusion, respectively.
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12. The method of claim 11 wherein the first and second filter processes are
performed by different conputers. 13. The nethod of claim 11 wherein the
processi ng of one of said filter nodules includes data reading or
converting the raw video. 14. The nethod of claim 11 wherein the processing
of one of EPANPMIWEr nodul es incl udes preparing the vIP§EYSEYPOWEBa fusi on
wth neta-data. 15. The nethod of claim 11l wherein the processing of one of

said filter 18078 ﬁ%tﬁdﬁ?d_)ﬂﬂ@iﬁnith@%iﬂmﬁldiaé%e%ﬁ@std@&qujrd@é‘ssinbﬁs The
met hod of claim 11 wherein the processin id raw video to processed

[ of said r )
video is pertf%mg@arqumeeﬁbsrﬁ@ﬁemﬁﬁé@eamgwst@effirﬁftféﬁerm%e@y the two
filter erduIF:-eﬁ.f ele ThA! r 1 : sm ssi on
t her ebet wee C(gﬁt?l ?]o(ﬁh ngr%t?llltsPalk%%coorﬂ?r@%fe&u%fl@réﬁ%hgﬁﬁr%?fh\ggé%f claim 16
wherein the filter steps are data reading/converting; conponent processing;
and data fusion, respectively. 14 WO 2005/120072 PCT/ US2005/019673 18. The

per formed by 4 nSmER ool | Bk SEEPr B8 Mol SRR & pert or mi ng
the first fiddigvisasiemtion eagimebsequently received raw video. 19. The net hod
of claim 11l wherein said processed video is transmtted to said

vi sual i zati on engi ne. 20. The nethod of claim 1l wherein the filter nodul es
are instanti ated based on XM files, and wherein the transm ssion of data

bet ween sai b, iMheShethBRHCRIMI1S WeEHEIOME SHePModaled a®indthhiRied Based
on XML files, and wherein the transmission of data between said filter
modules is configured by said XML files.
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