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REQUEST PROCESSING METHOD AND APPARATUS,
COMPUTING DEVICE AND STORAGE MEDIUM

[0001] This application claims priority to Chinese Patent Application No. 2021110037642,
filed with the China National Intellectual Property Administration on August 30, 2021, and entitled
"REQUEST PROCESSING METHODS AND APPARATUSES, COMPUTING DEVICE AND
STORAGE MEDIUM", which is incorporated herein by reference in its entirety.

FIELD

[0002] This application relates to the technical field of databases, and in particular to a request

processing technology.

BACKGROUND

[0003] With the development of the database technology, a traditional stand-alone database
cannot adapt to big data, cloud computing, and other service scenarios, and clustered databases
become more and more popular. At present, the stand-alone database such as MySQL and
PostgreSQL and the clustered database such as IBM and Oracle both adopt a concurrency control
method based on a strong synchronization locking mechanism, and the strong synchronization
locking mechanism refers to that application for locks is succeed only when locks of corresponding
levels are obtained in all computing devices in a cluster in the process of applying for locks; otherwise,
the application process needs to wait. This process of applying for locks will fail as long as any one

of the computing devices in the cluster fails to apply a lock or the waiting is timeout.

[0004] In the clustered database, the strong synchronization locking mechanism requires all
the computing devices in the cluster to obtain the locks of the corresponding levels. As the number
of computing devices in the cluster increases, the cost of applying for locks increases significantly,
which leads to a low processing capability of a clustered database system. Therefore, there is an

urgent need for a method that can improve the processing capability of the clustered database system.

SUMMARY

[0005] Request processing methods and apparatuses, a computing device and a storage
medium are provided according to embodiments of this application, which can improve the

processing capability of the clustered database. The technical solutions are described as follows.
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[0006] In one aspect, a request processing method is provided, which is performed by a first

computing device in a clustered database and includes:
determining a lock synchronization mode of the clustered database in response to a data request;

locking a data resource corresponding to the data request, and executing the data request, in a

case that the lock synchronization mode is a weak synchronization mode;

obtaining locking feedback information of the data resource by at least one second computing
device in the clustered database in a case that the lock synchronization mode is not the weak
synchronization mode, the locking feedback information indicating whether the second computing
device successfully locks the data resource; and locking, in a case that the obtained locking feedback
information meets a target condition corresponding to the lock synchronization mode, the data

resource corresponding to the data request, and executing the data request.

[0007] In one aspect, a request processing method is provided, which is performed by a

second computing device in a clustered database and includes:

adding, in response to a locking request associated with a data request, the locking request to a
locking waiting queue, wherein the locking request is transmitted by a first computing device in the

clustered database in a case that a lock synchronization mode is not a weak synchronization mode;

processing the locking request in the locking waiting queue to obtain locking feedback

information; and
transmitting the locking feedback information to the first computing device.
[0008] In one aspect, a request processing apparatus is provided, which includes:

a determining module, configured to determine a lock synchronization mode of a clustered

database in response to a data request;

a locking execution module, configured to lock a data resource corresponding to the data request
and execute the data request in a case that the lock synchronization mode is a weak synchronization

mode; and

a first obtaining module, configured to obtain locking feedback information about the data
resource by at least one second computing device in the clustered database in a case that the lock
synchronization mode is not the weak synchronization mode, the locking feedback information

indicating whether the second computing device successfully locks the data resource, and where
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the locking execution module is further configured to lock the data resource corresponding to
the data request in a case that the obtained locking feedback information meets a target condition

corresponding to the lock synchronization mode, and execute the data request.
[0009] In one aspect, a request processing apparatus is provided, which includes:

an adding module, configured to add, in response to a locking request associated with a data
request, the locking request to a locking waiting queue, where the locking request is transmitted by a
first computing device in the clustered database in a case that a lock synchronization mode is not a

weak synchronization mode;

a processing module, configured to process the locking request in the locking waiting queue to

obtain locking feedback information; and

a transmission module, configured to transmit the locking feedback information to the first

computing device.

[0010] In one aspect, a computing device is provided, which includes one or more processors
and one or more memories, the one or more memories storing at least one computer program which
is loaded and executed by the one or more processors to implement the request processing method of

any one of the above possible implementations.

[0011] In one aspect, a storage medium is provided, which stores at least one computer
program, the computer program being loaded and executed by a processor to implement the request

processing method of any one of the above possible implementations.

[0012] In one aspect, a computer program product or a computer program is provided, the
computer program product or the computer program including one or more program codes which are
stored in a computer-readable storage medium. One or more processors of a computing device can
read the one or more program codes from a computer-readable storage medium, the one or more
processors executing the one or more program codes to enable the computing device to implement

the request processing method of any one of the above possible implementations.

[0013] The technical solutions of the embodiments of this application can realize at least the
following beneficial effects. By means of setting a plurality of flexible levels for lock synchronization
modes, in a weak synchronization mode, a data resource corresponding to a data request is directly
locked, and the data request is executed, which can ensure that the data request is advanced
preferentially, without waiting for a response of a second computing device. In a non-weak
synchronization mode, locking feedback information of various second computing devices is

obtained. In a case that the obtained locking feedback information meets a target condition, the data
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resource is locked, and the data request is executed. Different lock synchronization modes can be
selected in different service scenarios, thereby ensuring that a clustered database can meet processing
requirements of different service scenarios, which improves the processing capability of a clustered

database system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] FIG. 1 is a schematic diagram of an implementation environment of a request

processing method according to an embodiment of this application.

[0015] FIG. 2 is a schematic diagram of a principle of a lock synchronization mechanism

model according to an embodiment of this application.

[0016] FIG. 3 is a flowchart of a request processing method according to an embodiment of

this application.

[0017] FIG. 4 is a flowchart of interaction of a request processing method according to an

embodiment of this application.

[0018] FIG. 5 is a schematic diagram of a principle of a locking process according to an

embodiment of this application.

[0019] FIG. 6 is a schematic diagram of a principle of a lock release process according to an

embodiment of this application.

[0020] FIG. 7 is a schematic diagram of a principle of a deadlock detection process according

to an embodiment of this application.

[0021] FIG. 8 is a schematic structural diagram of a request processing apparatus according

to an embodiment of this application.

[0022] FIG. 9 is a schematic structural diagram of a request processing apparatus according

to an embodiment of this application.

[0023] FIG. 10 is a schematic structural diagram of a computing device according to an

embodiment of this application.

[0024] FIG. 11 is a schematic structural diagram of a computing device according to an

embodiment of this application.
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DESCRIPTION OF EMBODIMENTS

[0025] To make the objectives, technical solutions, and advantages of this application clearer,
the following further describes implementations of this application in detail with reference to the

accompanying drawings.

[0026] The terms “first”, “second”, and the like are used herein to distinguish the same or
similar items that perform substantially the same function, and it is to be understood that the terms
“first”, “second”, and "nth" do not have a logical or chronological dependency on each other or limit

the number and order of execution.

[0027] The term “at least one” in this application means one or more, and the term “plurality”

means two or more. For example, a plurality of first positions mean two or more first positions.

[0028] Before introducing the embodiments of this application, some basic concepts in the

field of cloud technologies are introduced below.

[0029] Cloud Technology refers to a hosting technology that unifies series resources such as
hardware, software, and networks in a wide area network or a local area network to achieve
computation, storage, processing, and sharing of data. The cloud technology is a general name of a
network technology, an information technology, an integration technology, a management platform
technology, an application technology, and the like applied on the basis of a cloud computing service
mode, which can form a resource pool for on-demand use, and is flexible and convenient. A cloud
computing technology is an important support in the field of the cloud technology. Background
services of a technical network system require a large amount of computing and storage resources,
such as video websites, image websites, and more portal websites. With the high development and
application of the Internet industry, each article may have an own identification mark which needs to
be transmitted to a background system for logic processing. Data of different levels will be processed
separately, and various kinds of industry data need a strong system backing support, which can be

achieved through cloud computing.

[0030] Cloud Storage is a new concept that expands and develops on cloud computing. A
distributed cloud storage system (hereinafter referred to as storage system) refers to a storage system
which integrates a large number of different types of storage devices (storage devices are also referred
to as storage nodes) in a network through functions of a cluster application, a grid technology, and a
distributed storage file system to work together through application software or application interfaces,

to provide data storage and service access functions together.
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[0031] Database may be regarded as an electronic file cabinet, namely, a place for storing
electronic documents, and users may perform operations on data such as addition, query, update, and
deletion. The so-called "database" is a data set that is stored together in a manner and can be shared

with many users, has a redundancy as little as possible, and is independent of application programs.
[0032] Terms involved in the embodiments of this application will be explained below.

[0033] Computing device a computing node, which refers to a node device in a database
(which is usually referred to as a clustered database. For a stand-alone database, a stand-alone device
itself is a computing device), which is used for processing a user-specific computing request and is
mainly configured to execute a user request. The computing device may also be referred to as an SQL

engine. SQL is short for Structured Query Language.

[0034] Locking mechanism: during the running of a clustered database, on different
computing devices or the same computing, there will be a phenomenon that different processes or
threads need to modify the same data resource at the same time (for example: a database, a data table,
a data column, and data index). The locking mechanism can ensure the modification correctness of
the data resource in different concurrent processes or threads. The clustered database can be divided
into a central clustered database and a distributed clustered database. The central clustered database
refers to a clustered database having a centralized control module, and the distributed clustered

database refers to a decentralized clustered database.

[0035] Strong synchronization locking mechanism refers to that application for locks will be
succeed only when locks of corresponding levels are obtained in all computing devices in a cluster in
process of applying for locks; otherwise, the application process needs to wait. This process will fail
in applying for locks as long as any one of the computing devices in the cluster fails to apply for a

lock.

[0036] The strong synchronization locking mechanism has an extremely high requirement for
inter-node (namely, inter-computing device) communication performance. As a result, executions of
other computing devices in a cluster are easily blocked by a single computing device because of no
response or fault of this computing device, so that it is seen from the outside that the service
processing capability of the whole cluster obviously decreases. For example, the service processing
of the whole cluster is hung. In general, the strong synchronization locking mechanism is mainly used

in a scenario of a stand-alone database and a central clustered database.

[0037] Weak synchronization locking mechanism refers to that during execution of some

processes or threads (for example, a process or thread of a DDL request), if a certain type of data
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resource needs to be locked, locking is directly performed without applying locks from other
computing devices. The correctness of the operation can be guaranteed by a specific mechanism,
namely, Writing Fence. Under the guarantee of the Writing Fence mechanism, the process or thread
of the DDL request can be directly executed without applying for a lock, and the writing fence is
advanced, so that when other service processes or threads operate data, it is necessary to compare
whether the version of the writing fence for this operation is consistent with the version of a writing
fence of latest data storage. If the two versions are inconsistent, service transactions corresponding to
the service process or thread needs to be rolled back, to ensure the correctness and consistency of data

processing.

[0038] The weak synchronization locking mechanism is in a sense to guarantee that a DDL
request take precedence, because once the writing fence is advanced, a data manipulate language
(DML) request of a corresponding operation may be rolled back, that is, the weak synchronization
locking mechanism is very unfriendly to DML requests. The above weak synchronization locking
mechanism may be regarded as a certain type of process or thread (such as a process of a DDL request)
being executed preferentially. This kind of weak synchronization mode needs to use auxiliary means
(such as a writing fence or a lease mechanism) to ensure the correctness of advancing of the whole
mechanism. Although this kind of weak synchronization mode is suitable for a distributed clustered
database scenario, there is a situation that a performance behavior of a user is inconsistent with an
execution behavior of a traditional database, and the weak synchronization mode is not friendly to
DML requests. In addition, since a DDL process or thread in the weak synchronization mode has
obtained a lock by default, this can cause a large number of transactions executed by other types of

DML processes or threads to be rolled back.

[0039] Semi-strong synchronization locking mechanism is a compromise between the above
two locking mechanisms (the strong synchronization locking mechanism and the weak
synchronization locking mechanism). Since each of the above two locking mechanisms has obvious
advantages and disadvantages, the performances of the two mechanisms used in a distributed
clustered database will be very challenging, so the concept of a semi-strong synchronization locking
mechanism is very necessary for high-performance processing of user services in a large-scale
distributed cluster. That is, when a process or thread needs to apply for a lock for a certain data
resource, a method for transmitting a lock application to all computing devices is also used. Time
counting is started at the same time. Within a period of waiting time, whether the lock application is
successful is determined according to feedbacks (such as locking feedback information) of a specified
target number of computing devices. This semi-strong synchronization mode will neither cause a
significant decrease or invalidation to the processing capability of the whole cluster due to no
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response of some computing devices, nor cause unfair treatment that other DML (which are usually
user service transactions and are important indicators for evaluating the quality and performance of
data services supplied by databases) requests are rolled back because of an assumption that a process

or thread inherently owns a lock.

[0040] Data Definition Language (DDL) request is a DDL statement operation used for
modifying a data object (for example: a database, a data table, a data column, and a data index) in a
database.

[0041] Data Manipulate Language (DML) request is a DML statement operation, referring to

an operational statement used for modifying user data stored in a database and usually corresponding
to a user service transaction. That is, a DML request is usually a service request, and is usually a user
service transaction, which is an important indicator used for evaluating the quality and performance

of data services supplied by a database.

[0042] Embodiments of this application are applied to a clustered database (namely, a
clustered database system). The clustered database includes a central clustered database and a
distributed clustered database. The central clustered database refers to a clustered database having a
centralized control module, and a center node is configured in a cluster to deploy a global transaction
manager and a global lock management module. The distributed clustered database refers to a
decentralized clustered database, and there is no center node in a cluster to deploy a global transaction
manager and a global lock management module. Implementation of a global transaction and a global
lock is achieved by all computing nodes in the cluster by using a certain algorithm. For example, the
distributed clustered database is, for example, a distributed database system, a distributed big data

processing system, and a distributed database management system using a similar architecture.

[0043] A clustered database may include at least one computing device (namely, a computing
node), and a database of each computing device may store multiple data tables. Each data table may
be used for storing one or more data rows (records). Each data row is composed of a group of field
sets, namely, data field columns, arranged according to specific position indexes. The database of the
computing device may be any type of clustered database, and may include at least one of a relational
database or a non-relational database, such as a Structured Query Language (SQL) database, MySQL,
NoSQL, and NewSQL (generally referring to various new extensible/high-performance databases).

The type of the database is not specifically limited in the embodiments of this application.

[0044] In some embodiments, the embodiments of this application can also be applied to a
blockchain technology-based database system (hereinafter referred to as a “blockchain system™), and

the above blockchain system is a decentralized distributed database system in nature. A consensus
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algorithm is used to keep ledger data recorded in different computing devices on a blockchain
consistent. A cryptographic algorithm is used to ensure encrypted transmission and non-tampering of
the ledger data between different computing devices. A script system is used to expand a ledger
function. Interconnection between different computing devices is performed by using network

routing.

[0045] A blockchain system may include one or more blockchains. A blockchain is a string
of associated data blocks generated using a cryptographic method. Each data block includes
information of a batch of network transactions to verify the validity (anti-counterfeiting performance)

of the information and generate a next block.

[0046] A Peer to Peer (P2P) network can be formed between the computing devices in the
blockchain system. A P2P protocol is an application layer protocol run on a Transmission Control
Protocol (TCP). In the blockchain system, any computing device may have the following functions:
1) routing, which is a basic function of the computing device and is used for supporting
communications between the computing devices; 2) application, being deployed to the blockchain,
realizing a specific service according to an actual service requirement; recording data related to the
specific service to form ledger data which carries a digital signature to represent a data resource, and
transmitting the ledger data to other computing devices in the blockchain system, so that other
computing devices add the ledger data to a temporary block when verification of the source and
integrity of the ledger data succeeds, services realized by the application including a wallet, a shared
ledger, an intelligent contract, and the like; and 3) a blockchain, including a series of blocks
successively in a chronological order. A new block is no longer removed once it is added to the
blockchain, and the blocks record ledger data submitted by the computing devices in the blockchain

system.

[0047] In some embodiments, each block may include a hash value (a hash value of this block)
of a transaction record stored in this block and a hash value of a previous block. Each block is
connected via the hash value to form a blockchain. In addition, the block may further include

information such as a time stamp when the block is generated.
[0048] A system architecture in an embodiment of this application will be described below.

[0049] FIG. 1 is a schematic diagram of an implementation environment of a request
processing method according to an embodiment of this application. Referring to FIG. 1, a distributed
clustered database is taken as an example. A distributed clustered database system includes an
application client 101, a gateway server 102, and a distributed storage cluster 103. The distributed

storage cluster 103 includes one or more computing devices.

9
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[0050] The application client 101 refers to a client that is installed and run on a terminal of a
user side and can initiate a data request. The data request may be a DDL request, a DML request, or
the like, which is not specifically limited in this embodiment of this application. In some
embodiments, types of the application client 101 include, but are not limited to: a payment
application, a social application, an audio and video application, a livestreaming application, a
shopping application, a take-out application, a taxi application, or the like, where the type of the
application client 101 is not specifically limited in this embodiment of this application. In some
embodiments, the terminal of the user side is also referred to as a user equipment, a terminal device,
a user terminal, a mobile terminal, a smart terminal, a communication device, and the like. In some
embodiments, device types of the terminal include, but are not limited to: a smart phone, a tablet
computer, a notebook computer, a desktop computer, a smart loudspeaker box, a smart watch, a

vehicle-mounted terminal, a smart home appliance, a smart voice interaction device, and the like.

[0051] The application client 101 and the gateway server 102 may be directly or indirectly
connected with each other in a wired or wireless communication manner, which is not limited in this

application.

[0052] The gateway server 102 is configured to receive a data request from the outside, and
distribute a read-write transaction corresponding to the data request to the distributed storage cluster
103. Schematically, a user logs in the application client 101 on a terminal, and triggers the application
client 101 to generate a DDL request. For example, the DDL request is to modify a table name of a
data table A, and then the application client 101 invokes an Application Programming Interface (API)
provided by the distributed clustered database system to transmit the DDL request to the gateway
server 102. For example, the API may be a MySQL API (an API provided by a relational database
system). For another example, in a smart traffic scenario, a request for adding parking lots is a DDL

request, and a request for querying existing parking lots is a DML request.

[0053] In some embodiments, the gateway server 102 may be combined with any one of the
computing devices in the distributed storage cluster 103 on the same physical machine, that is, a

computing device in the distributed storage cluster 103 serves as the gateway server 102.

[0054] The distributed storage cluster 103 includes one or more computing devices. For some
data requests, such as a DDL request, a global lock needs to be added to the DDL request when the
DDL request is executed, to ensure the correctness of an operation of a DDL transaction
corresponding to the DDL request. A computing device that processes the DDL request is referred to
as a first computing device, and other computing devices except the first computing device are

referred to as second computing devices. In some embodiments, the division of the first computing
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device and the second computing devices is for different DDL requests, and the number of the second
computing devices may be one or more, where the number of computing devices in the distributed
storage cluster 103 is not limited in this embodiment of this application. For example, the number of

computing devices is m, and m is an integer greater than or equal to 1.

[0055] In some embodiments, each computing device adopts a main/standby structure
(namely, a cluster with one main unit and multiple standby units). As shown in FIG. 1, a computing
device being a one-main-unit two-standby-unit cluster is taken as an example. Each computing device
includes one main unit and two standby units. In some embodiments, each main unit or standby unit
is configured with an agent device which may be physically independent from the main unit or
standby unit. However, the agent device may also serve as an agent module on the main unit or
standby unit. A computing device 1 is taken as an example. The computing device 1 includes a main
database and an agent device (main database + agent, referred to as main DB + agent), and further
includes two standby databases and an agent device (standby database + agent, referred to as standby

DB + agent).

[0056] In an exemplary scenario, a database instance set of the main unit or standby unit
corresponding to each computing device is referred to as an SET. For example, if a computing device
is a stand-alone device, the SET of the computing device is only a database instance of the stand-
alone device, and if a computing device is a one-main-unit two-standby-unit cluster, the SET of the
computing device is a set of a database instance of the main unit and database instances of the two

standby units.

[0057] In some embodiments, the distributed clustered database system formed by the above
gateway server 102 and the distributed storage cluster 103 may be considered as a server for providing
a data service to a user terminal. The server may be an independent physical server, or may be a server
cluster or a distributed system formed by multiple physical servers, or may be a cloud server that
provides basic cloud computing services such as cloud services, cloud databases, cloud computing,
cloud functions, cloud storage CDN services, cloud communication, middleware services, domain
name services, security services, Content Delivery Networks (CDNs), big data, and artificial

intelligence platforms.

[0058] A distributed clustered database is taken as an example below to describe a lock
synchronization mechanism model according to an embodiment of this application. FIG. 2 is a
schematic diagram of a principle of a lock synchronization mechanism model according to an
embodiment of this application. As shown in 200, the distributed clustered database includes a first

computing device and three second computing devices A, B, and C. It is assumed that the first
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computing device receives a DDL request at a certain moment. The DDL request needs to be locked
in the distributed clustered database to ensure the correctness of operations. A strong synchronization
mode is taken as an example. In the strong synchronization mode, locks for a data resource
corresponding to the DDL request need to be applied on all of the first computing device and the
second computing devices A, B, and C. After all the computing devices apply for the locks
successfully, a processing logic of the DDL request is executed, namely, corresponding DDL
transactions are completed. The first computing device releases the lock of the current DDL request,
and notifies the second computing devices A, B, and C to also release the locks of the current DDL

request. The overall lock synchronization process is described in detail in the following steps I to VI

below.
[0059] In Step I, the first computing device starts to process the DDL request.
[0060] In Step II, the first computing device performs DDL preparation. For example, local

lock application is completed for local data resources that need to be locked.

[0061] In Step III, the first computing device transmits a locking application to the second
computing devices A, B, and C via a locking module or a locking function, and the second computing
devices A, B, and C separately process the locking application and return locking feedback

information to the first computing device.

[0062] In Step IV, the first computing device executes a DDL processing logic, for example,

executing a DDL transaction corresponding to the DDL request.

[0063] In Step V, the first computing device transmits a lock release application to the second
computing devices A, B, and C via a lock release module or a lock release function, and the second
computing devices A, B, and C separately process the lock release application and return lock release

feedback information to the first computing device.

[0064] In Step VI, the first computing device ends the process of processing the DDL request
(referred to as a DDL process).

[0065] In the above process, it can be seen that only adding the locking module or the locking
function to the first computing device can ensure that a lock of a certain DDL request can be
synchronized to the other second computing devices in the current cluster. For example, after
receiving a locking request, each second computing device leads to apply for a lock locally, and
returns locking feedback information to a remote node (namely, the first computing device) that
applies for the lock. In this case, in the lock release process, a lock owner (namely, the first computing

device that initiates the locking request) first transmits a lock release request to other second
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computing devices in the current cluster. After receiving the lock release request, each second
computing device releases the corresponding lock locally, and returns lock release feedback

information to the remote node (namely, the first computing device).

[0066] In the above embodiment, a general framework of the lock synchronization
mechanism model is briefly introduced. Various operations of the first computing device in the
locking process will be described in this embodiment of this application. FIG. 3 is a flowchart of a
request processing method according to an embodiment of this application. Referring to FIG. 3, this
embodiment is performed by a first computing device in a clustered database. This embodiment

includes the following steps 301 to 303.

[0067] In step 301, the first computing device determines a lock synchronization mode of the

clustered database in response to a data request.

[0068] In some embodiments, the clustered database may be applied to the request processing
method no matter the clustered database is a centralized clustered database or a distributed clustered
database, and this embodiment of this application only takes the distributed clustered database as an
example. The clustered database includes a first computing device and second computing devices.
The first computing device refers to a computing device configured to process the data request, and
all computing devices in a cluster except the first computing device are referred to as the second

computing devices.

[0069] In some embodiments, a user may log in to an application client on a terminal, and
triggers the application client to generate the data request. In some embodiments, the data request is
a DDL request, or the data request is a DML request. In this embodiment of this application, a DDL
request serving as the data request is taken as an example. For example, the DDL request is to modify
a table name of a data table A. The application client may invoke, after generating the data request,

an API to transmit the data request to the first computing device.

[0070] In some embodiments, the first computing device receives the data request, parses a
header field of the data request, and determines a lock synchronization mode of the clustered database
when the header field indicates that the data request is a specified type of request, such as a DDL

request.

[0071] In some embodiments, the lock synchronization mode may be indicated by a lock
synchronization mode parameter lock level mode configured by the database system (or a database
engine). The lock synchronization mode parameter lock level mode indicates a lock synchronization

mode in which the clustered database is currently located. The lock synchronization mode includes
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but is not limited to: a strong synchronization mode (Strong), a semi-strong synchronization mode
(Middle), and a weak synchronization mode (Feak). The first computing device may query a value of
the lock synchronization mode parameter lock level mode from a configuration file, determine, if
the lock synchronization mode parameter lock level mode indicates Strong, that the lock
synchronization mode is a strong synchronization mode, determine, if the lock synchronization mode
parameter lock level mode indicates Middle, that the lock synchronization mode is a semi-strong
synchronization mode, and determine, if the lock synchronization mode parameter lock level mode

indicates Feak, that the lock synchronization mode is a weak synchronization mode.

[0072] In some embodiments, the lock synchronization mode parameter lock level mode as
described above is added to the configuration file, the configuration file will be loaded by the database

engine of each computing device in the cluster upon startup of the clustered database.

[0073] In some embodiments, the lock synchronization mode parameter lock level mode
may also be randomly modified by a computing device when the whole cluster is running. After
completing the modification of the lock synchronization mode parameter lock level mode, the
computing device may automatically synchronize the modified lock synchronization mode parameter

lock level mode to all the computing devices in the cluster.

[0074] In some embodiments, if the first computing device determines that the lock
synchronization mode is the weak synchronization mode, following step 302 is performed. If the first
computing device determines that the lock synchronization mode is the strong synchronization mode

or the semi-strong synchronization mode, following steps 303-304 are performed.

[0075] In other embodiments, after locally completing the local lock application from the data
resource that needs to be locked, the first computing device enters the locking process, and determines
whether the lock synchronization mode is the weak synchronization mode. If the lock synchronization
mode is the weak synchronization mode, following step 302 is performed. If the lock synchronization

mode is not the weak synchronization mode, following steps 303-304 are performed.

[0076] In step 302, in a case that the lock synchronization mode is a weak synchronization
mode, the first computing device locks a data resource corresponding to the data request, and executes

the data request.

[0077] If the lock synchronization mode is the weak synchronization mode, it means that the
first computing device can directly advance the current data request, such as the DDL request, without
applying for locks from the other second computing devices. The correctness of operations may be

guaranteed by a specific mechanism, namely, Writing Fence. By using the above mechanism, it can
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be guaranteed that only one thread can enter a critical region code at a certain time point in a multi-
core multi-thread environment, so as to guarantee the consistency of operation data in a critical

section.

[0078] It is to be noted that the term "lock" involved in this embodiment of this application
may be understood as an internal memory state parameter in an internal memory. For example, the
internal memory state parameter may be an integer number. The internal memory state parameter is

associated with the data resource and indicates whether to lock the associated data resource.

[0079] In some embodiments, the internal memory state parameter has two states: an idle state
and a locked state. During locking, whether a lock is idle is determined. If the lock is idle, the state is
modified to the locked state; and the first computing device itself turns into a lock owner, and returns
a successful lock application. If it is already locked, the first computing device returns a failed lock

application. During unlocking, the locked state is modified to the idle state.

[0080] In some embodiments, the internal memory state parameter may have more than two
states: an idle state, read lock (namely, shared lock, S lock), write lock (namely, exclusive lock, X
lock), and update lock. The read lock, the write lock, and the update lock are used for distinguishing
operations that other DML requests can perform on the locked data resource in the locked state. For
example, a certain DDL request locks a user table T1 with T1 lock. If T1 lock is the read lock, other
DML requests can still normally read data items in the user table T1 although a writing operation

cannot be performed on the user table T1.

[0081] In the weak synchronization mode, due to the guarantee of the writing fence
mechanism, after the local lock application succeeds, the first computing device may directly consider
that a lock has been obtained, that is, the first computing device turns into the lock owner, which does
not need to transmit a locking application to the various other second computing devices, and
determine that the data resource corresponding to the data request is locked successfully. The locking
process ends, and the first computing device executes a database transaction corresponding to the
data request. For example, a DDL transaction corresponding to the DDL request is executed by using

a DDL thread.

[0082] In step 303, the first computing device obtains locking feedback information of the
data resource by at least one second computing device in the clustered database in a case that the lock
synchronization mode is not the weak synchronization mode, the locking feedback information

indicating whether the second computing device successfully locks the data resource.
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[0083] If the lock synchronization mode is not the weak synchronization mode, the lock
synchronization mode may be a strong synchronization mode or a semi-strong synchronization mode.
In the above strong synchronization mode or semi-strong synchronization mode, the first computing
device needs to apply for a lock from various remote second computing devices, and target conditions
of the two modes for determining a successful lock application are different. In the strong
synchronization mode, a global application for the lock of the data resource succeeds when all the
second computing devices apply for a lock successfully. In the semi-strong synchronization mode,
the global application for the lock of the data resource succeeds if a target number or larger number

of second computing devices apply for the lock successfully.

[0084] In some embodiments, the first computing device applies for a lock from the various
second computing devices, to obtain the locking feedback information of the various second
computing devices. In some embodiments, the locking feedback information includes: a successful

locking and a failed locking. There are usually various reasons for a failed locking: waiting timeout,

deadlock, and the like.

[0085] In some embodiments, the above process of applying for a lock from the various
second computing devices includes: the first computing device transmits a locking request associated
with the data request to the at least one second computing device; and the first computing device
receives the locking feedback information returned by the at least one second computing device based

on the locking request.

[0086] In some embodiments, on the first computing device and each second computing
device, a message processing thread may be created in a background. The message processing thread
may be specially used for processing various messages related to a locking mechanism, for example,
monitoring locking requests, lock release requests, locking feedback information, lock release
feedback information, and the like, of other computing devices, to timely receive and transmit the
various messages related to the locking mechanism and ensure the communication performance

between the computing devices.

[0087] Based on the above situation, when transmitting the locking request, the first
computing device may transmit the locking request to a message processing thread on the at least one
second computing device via a message processing thread on the first computing device. Similarly,
when receiving the locking feedback information, the first computing device may receive, via the
message processing thread on the first computing device, the locking feedback information returned

by the message processing thread on each of the at least one second computing device. The lock

16



10

15

20

25

30

application process of the second computing device will be described in detail in the next embodiment

and will not be described here.

[0088] In some embodiments, since the first computing device may transmit the locking
request to each second computing device in the cluster, and the time at which the locking feedback
information of each second computing device is returned to the first computing device may be
different. In some exemplary scenarios, if a processing process (such as a DDL process) of the data
request on the first computing device crashes, in a case that the DDL process crashes, the first
computing device should timely instruct, according to the received locking feedback information, the
second computing device that succeeds in locking to release the corresponding lock, to avoid blocking
other DML processes on the data resource to optimize the processing performance of the clustered

database.

[0089] With regard to the above situation, the first computing device may transmit, in
response to receiving the locking feedback information of any second computing device, the locking
feedback information to a lock application thread of the data request via the message processing
thread in a case that the data request is in an active state; and the first computing device transmits a
lock release request to the second computing device in a case that the data request is not in an active
state and that the locking feedback information indicates a successful locking, the lock release request
is used for instructing the second computing device to release the data resource corresponding to the

data request.

[0090] In some embodiments, after receiving any locking feedback information via the
message processing thread, the first computing device determines whether the local data request is
active. A DDL request is taken as an example, and it may be determined whether a DDL process
corresponding to the DDL request exists. Since there may be a case where multiple DDL requests
multiplex the same DDL process, resulting in that the DDL process may still exist in a case that the
current DDL request has failed (for example, a target condition is not met, and the DDL transaction
is rolled back), there may be a certain misjudgment in determining whether the DDL request is active
with regard to the DDL process. In some embodiments, it may also be directly determined whether
the DDL transaction corresponding to the DDL request is in an active state, which can effectively

reduce the above misjudgment and improve the determination accuracy.

[0091] If the data request is not active, namely, if the data request is not in an active state,
whether the locking feedback information indicates a successful locking is determined. If the locking
feedback information indicates a successful locking, it is indicated that the local DDL request has

ended, but the lock of the corresponding data resource has been applied successfully from the remote
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second computing device, and at this moment, the second computing device needs to be instructed to
release the lock of the corresponding data resource in time. Therefore, the first computing device may
transmit the lock release request to the message processing thread of the second computing device
via the message processing thread of the first computing device, to instruct the second computing
device to release the data resource corresponding to the data request, for example, to modify the
internal memory state parameter of the lock corresponding to the data resource to the idle state. In
addition, no processing is required if the locking feedback information indicates a failed locking,

which means that the remote side does not need to release the data resource in time.

[0092] If the data request is active, namely, if the data request is in an active state, the locking
feedback information may be transmitted to the lock application thread of the data request via the
message processing thread, so that the lock application thread records the locking feedback
information received this time, and determines, based on the following step 304, whether the locking
feedback information meets a target condition, thereby facilitating the lock application thread to
timely count whether the received locking feedback information meets a target condition

corresponding to the current lock synchronization mode.

[0093] In some embodiments, the first computing device may also start time counting after
transmitting the locking request to the various second computing devices. This time counting
operation counts a waiting duration for each piece of locking feedback information, and a first waiting
threshold corresponding to the strong synchronization mode and a second waiting threshold
corresponding to the semi-strong synchronization mode may be configured in the configuration file.
The first waiting threshold indicates a maximum waiting duration for the locking feedback
information of a computing device in the strong synchronization mode. If the waiting duration in the
strong synchronization mode exceeds the first waiting threshold, it may be directly determined that
this locking fails, and a lock release request is transmitted to the various second computing devices
that succeed in lock application, to instruct the second computing devices to release the data resource
corresponding to the data request, and then the locking process ends. The first waiting threshold is
any value greater than 0, for example, the first waiting threshold is 15 s. The second waiting threshold
indicates a maximum waiting duration for the locking feedback information of a computing device
in the semi-strong synchronization mode. If the waiting duration in the semi-strong synchronization
mode exceeds the second waiting threshold, it may be directly determined that this locking fails, and
a lock release request is transmitted to the various second computing devices that succeed in lock
application, to instruct the second computing devices to release the data resource corresponding to
the data request, and then the locking process ends. The second waiting threshold is any value greater
than 0, for example, the second waiting threshold is 10 s. The first waiting threshold and the second
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waiting threshold may be the same or different, which is not limited in this embodiment of this

application.

[0094] In the above process, by configuring the first waiting threshold and the second waiting
threshold, and starting time counting after the locking request is transmitted, the first computing
device will not wait for locking feedback information of other second computing devices for a long
time, for example, packet loss in the transmission of the locking feedback information can be avoided.
In addition, the waiting duration of the first computing device in the strong synchronization mode
reaches the first waiting threshold at most, and the waiting duration in the semi-strong
synchronization mode reaches the second waiting threshold at most, so that processing other

subsequent data requests can be advanced, improving the performance of the clustered database.

[0095] In step 304, in a case that the obtained locking feedback information meets a target
condition corresponding to the lock synchronization mode, the first computing device locks the data

resource corresponding to the data request, and executes the data request.

[0096] The target condition corresponding to the lock synchronization mode is a condition
used for evaluating, according to the obtained locking feedback information, whether to lock the data
resource corresponding to the data request. Usually, a target condition corresponding to a strong
synchronization mode has a higher requirement than a target condition corresponding to a semi-strong

synchronization mode.

[0097] In some embodiments, if no timeout mechanism is configured in the clustered
database, in a case that the lock synchronization mode is the strong synchronization mode, the target
condition is that the locking feedback information of the at least one second computing device
indicates a successful locking. In a case that the lock synchronization mode is the semi-strong
synchronization mode, the target condition is that the locking feedback information of a target number
or more second computing devices among the at least one second computing device indicates a

successful locking.

[0098] In some embodiments, if a timeout mechanism is configured in the clustered database,
in addition to the above basic conditions being met, it also needs to ensure that the waiting duration
in the strong synchronization mode does not exceed the first waiting threshold and the waiting
duration in the semi-strong synchronization mode does not exceed the second waiting threshold, that
is, in a case that the lock synchronization mode is the strong synchronization mode, the target
condition is that the waiting duration does not exceed the first waiting threshold, and the locking
feedback information of the at least one second computing device indicates a successful locking. In

a case that the lock synchronization mode is the semi-strong synchronization mode, the target
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condition is that the waiting duration does not exceed the second waiting threshold and the locking
feedback information of a target number or more second computing devices among the at least one
second computing device indicates a successful locking. The first waiting threshold and the second
waiting threshold are both greater than 0, and the first waiting threshold and the second waiting
threshold may both be added to the configuration file, and are loaded by the database engine of each

computing device when the clustered database is started.

[0099] In some embodiments, the target number may be indicated by a successful locking
probability parameter lock succ _node num configured by the database engine, and the successful
locking probability parameter lock succ node num indicates how many computing devices in total
in the clustered database are required to apply for a lock successfully in the semi-strong
synchronization mode for a global lock application success. In some embodiments, the successful
locking probability parameter lock succ node num is equal to the target number plus one. The target
number indicates a total desired number of the second computing devices that achieves a lock
application success, and the target number plus the first computing device is equal to a total desired
number of computing devices in the cluster that achieves a lock application success. A valid range of
the successful locking probability parameter lock succ node num is greater than or equal to 1, and
less than or equal to the number of all the computing devices in the cluster. If the successful locking
probability parameter lock succ node num is less than 1 or greater than the number of all the
computing devices in the cluster, it indicates that at this moment, the successful locking probability
parameter lock succ node num of the cluster is not within the valid range, and it may be determined
that the strong synchronization mode or the weak synchronization mode is used (set by an
administrator), to ensure that the cluster can be run normally in a case that the successful locking
probability parameter lock succ_node num is invalid. For example, the strong synchronization mode

1s used.

[0100] In some embodiments, the successful locking probability parameter
lock succ node num may also be added in the configuration file that is loaded the database engine

of each computing device in the cluster upon startup of the clustered database.

[0101] In some embodiments, the successful locking probability parameter
lock succ node num may also be randomly modified by a computing device during the running of
the whole cluster. After completing the modification of the successful locking probability parameter
lock succ node num, the computing device may automatically synchronize the modified successful

locking probability parameter lock succ node num to all the computing devices in the cluster.
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[0102] In some embodiments, the first computing device obtains the target number in a case
that the lock synchronization mode is the semi-strong synchronization mode. The lock
synchronization mode is switched to the strong synchronization mode in a case that the target number
is less than one or greater than the number of all the second computing devices in the clustered

database.

[0103] In the above process, the first computing device may query the value of the successful
locking probability parameter lock succ node num from the configuration file, and determine the
target number by subtracting one from the value of the successful locking probability parameter
lock succ node num. Further, whether the target number is valid is determined. That is, if the target
number is greater than or equal to 1, and is less than or equal to the number of all the second
computing devices in the clustered database, it indicates that the target number is valid, and the target
condition is determined according to the semi-strong synchronization mode. If the target number is
less than 1, or is greater than the number of all the second computing devices in the clustered database,
it indicates that the target number is invalid, and the lock synchronization mode can be forced to be
switched to the strong synchronization mode. In some embodiments, the lock synchronization mode
may also be forced to be switched to the weak synchronization mode, which is not limited in this

embodiment of this application.

[0104] In some other embodiments, after obtaining the value of the successful locking
probability parameter lock succ node num by querying the configuration file, the first computing
device determines whether the value of the successful locking probability parameter
lock succ node num is valid. If the successful locking probability parameter lock succ node num
is valid (namely, if the value is greater than or equal to 1 and less than or equal to the number of all
the computing devices in the cluster), it indicates that the target number is valid. If the successful
locking probability parameter lock succ node num is invalid (namely, if the value is less than 1, or
is greater than the number of all the computing devices in the cluster), it indicates that the target
number is invalid, and the lock synchronization mode needs to be forced to be switched to the strong
synchronization mode or the weak synchronization mode. In this embodiment of this application,
switching the lock synchronization mode to the strong synchronization mode is illustrated as an

example only.

[0105] In some embodiments, if the lock synchronization mode parameter lock level mode
does not indicate Feak, it indicates that the lock synchronization mode is not the weak synchronization
mode. In this case, a locking application is transmitted to the various second computing devices via

a message processing thread, and time counting is started. Locking feedback information returned by
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the various second computing devices is received via the message processing thread. In some
embodiments, if the lock synchronization mode parameter lock level mode indicates Strong, which
determines that the lock synchronization mode is the strong synchronization mode, whether the
locking feedback information of all the second computing devices indicates a successful locking is
determined. In this case, description may be made by using three cases: 1) If waiting timeout does
not occur, namely, if the waiting duration does not exceed the first waiting threshold, and the received
locking feedback information of all the second computing devices indicates a successful locking, the
target condition is met, which means a global successful locking. 2) If the received locking feedback
information of any second computing device indicates a failed locking, the target condition is not
met, which means a global failed locking. 3) If there is a second computing device that does not return
the locking feedback information at the waiting duration that exceeds the first waiting threshold, it
indicates that waiting timeout occurs, and the target condition is not met, which means a failed global

locking.

[0106] In some embodiments, if the lock synchronization mode parameter lock level mode
indicates Middle, which determines that the lock synchronization mode is the semi-strong
synchronization mode, the successful locking probability parameter lock succ node num is read
from the configuration file, and whether the successful locking probability parameter
lock succ node num is valid is determined. If the successful locking probability parameter
lock succ node num is greater than or equal to 1 and less than or equal to the number of all the
computing devices in the cluster, namely, if the successful locking probability parameter
lock succ node num is valid, processing continues according to the semi-strong synchronization
mode; and if the successful locking probability parameter lock succ node num is less than 1, or is
greater than the number of all the computing devices in the cluster, processing continues according
to the strong synchronization mode. In the semi-strong synchronization mode, description may be
made by using in three cases: A) If waiting timeout does not occur, namely, if the waiting duration
does not exceed the second waiting threshold, and the received locking feedback information
indicates that the number of second computing devices that succeeds in locking is greater than or
equal to the target number, the target condition is met, which means a successful global locking. In
another possible implementation, if the received locking feedback information indicates that the
number of second computing devices that succeeds in locking plus one is greater than or equal to the
successful locking probability parameter lock succ node num, it is determined that the target
condition is met, which means a global successful locking. B) If the received locking feedback
information indicates that the number of second computing devices that fails in locking is greater than

a value obtained by subtracting the target number from the number of all the second computing
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devices in the cluster, the target condition is not met, which means a global failed locking. In another
possible implementation, if the received locking feedback information indicates that a value obtained
by adding the number of second computing devices that fails in locking with one is greater than a
value obtained by subtracting the successful locking probability parameter lock succ node num
from the number of all the computing devices in the cluster, it is also determined that the target
condition is not met, which means a global failed locking. C) If there are more second computing
devices that do not return the locking feedback information at the waiting duration that exceeds the
second waiting threshold, causing that neither case A) nor case B) is met, it indicates that waiting

timeout occurs, and the target condition is not met, which means a failed global locking.

[0107] In some embodiments, if it is determined that the obtained locking feedback
information meets the target condition, an operation similar to step 302 described above is performed.
That is, the data resource corresponding to the data request is locked, and the data request is executed,

which will not be described in detail here.

[0108] In some embodiments, in a case that the obtained locking feedback information does
not meet the target condition or the execution of the data request is completed, a lock release request
is transmitted to the at least one second computing device. The lock release request is used for

instructing the second computing device to release the data resource corresponding to the data request.

[0109] In the above process, if the obtained locking feedback information does not meet the
target condition, global locking fails, but it is very likely that the current data request has applied for
the lock successfully from some second node devices. Therefore, the first computing device needs to
transmit the lock release request to the various second computing devices with the locking feedback
information indicating a successful locking, thereby releasing the locks of the corresponding data
resources in time. In some embodiments, the lock release request may also be directly broadcast to
all the second computing devices, and the second computing devices that succeed in locking will
release the locks of the corresponding data resources, but the second computing devices that fail in

locking will not perform any processing.

[0110] In some embodiments, the first computing device does not need to wait for the various
second computing devices to return lock release feedback information, which is guaranteed by a
keepalive detection mechanism in the following embodiments, to improve the request processing
efficiency of the system. However, the first computing device may also wait for the various second
computing devices to return the lock release feedback information before completing the locking
process, and timely detect whether some second computing devices fail to receive the lock release

request due to network packet loss, which is not limited in this embodiment of this application. In
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another scenario, if the obtained locking feedback information meets the target condition, after the
first computing device performs the successful global locking and completes the execution of the data
request, such as the DDL request, the first computing device also needs to notify other second
computing devices to release the locks of the corresponding data resources in time. The transmission
manner of the lock release request is similar to the above-mentioned case, and will not be described

in detail here.

[0111] All the above optional technical solutions can be used in any combination to form the

embodiments of this application, which will not be described in detail here.

[0112] According to the method provided in this embodiment of this application, by setting
multiple flexible levels for lock synchronization modes, in a weak synchronization mode, a data
resource corresponding to a data request is directly locked, and the data request is executed, which
can ensure that the data request is advanced preferentially, without waiting for a response of a second
computing device. In a non-weak synchronization mode, locking feedback information of various
second computing devices is obtained. In a case that the obtained locking feedback information meets
a target condition, the data resource is locked, and the data request is executed. Different lock
synchronization modes may be selected in different service scenarios, thereby ensuring that a
clustered database can meet processing requirements of different service scenarios, improving the

processing capability of a clustered database system.

[0113] In the above embodiments, how a first computing device initiates a locking request in
arequest processing process and determines, based on locking feedback information, whether a target
condition is met during a request processing process is described. In this embodiment of this
application, message interaction between the first computing device and a second computing device

during locking and respective local locking logics are described in detail.

[0114] FIG. 4 is a flowchart of interaction of interaction of a request processing method
according to an embodiment of this application. As shown in FIG. 4, this embodiment is applied to
the clustered database which includes a first computing device and at least one second computing
device. The first computing device refers to a computing device configured to process a data request,
and all computing devices in a cluster except the first computing device are referred to as second

computing devices. This embodiment includes the following steps 401 to 411.

[0115] In step 401, an application client transmits a data request to the first computing device

in the clustered database.
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[0116] In some embodiments, the clustered database may be applied to the request processing
method no matter it is a centralized clustered database or a distributed clustered database, and this

embodiment of this application only takes the distributed clustered database as an example.

[0117] In some embodiments, a user logs in to the application client on a terminal, and triggers
the application client to generate the data request. In some embodiments, the data request is a DDL
request, or the data request is a DML request. In this embodiment of this application, a DDL request
serving as the data request is taken as an example. For example, the DDL request is to modify a table
name of a data table A. The application client may invoke, after generating the data request, an API

to transmit the data request to the first computing device.

[0118] In step 402, the first computing device determines a lock synchronization mode of the

clustered database in response to the data request.
[0119] The above step 402 is similar to the step 301, and will not be described in detail here.

[0120] In step 403, the first computing device locks, in a case that the lock synchronization
mode is a weak synchronization mode, a data resource corresponding to the data request, and executes

the data request.
[0121] The above step 403 is similar to the step 302, and will not be described in detail here.

[0122] In step 404, the first computing device transmits, in a case that the lock
synchronization mode is not a weak synchronization mode, a locking request associated with the data

request to the at least one second computing device in the clustered database.

[0123] If the lock synchronization mode is not the weak synchronization mode, the lock
synchronization mode may be a strong synchronization mode or a semi-strong synchronization mode.
In the above strong synchronization mode or semi-strong synchronization mode, the first computing
device needs to apply for a lock from all the remote second computing devices, and only target
conditions of the two modes for determining a lock application success are different. In the strong
synchronization mode, a global application for the lock of the data resource succeeds only when all
the second computing devices are required to apply for a lock successfully. In the semi-strong
synchronization mode, the global application for the lock of the data resource succeeds if a target

number or larger number of second computing devices apply for the lock successfully.

[0124] In some embodiments, the first computing device applies for a lock from the various
second computing devices, to obtain the locking feedback information of the various second

computing devices. In some embodiments, the locking feedback information includes: a successful
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locking and a failed locking. There are usually various reasons for a failed locking: waiting timeout,

deadlock, and the like.

[0125] In some embodiments, on the first computing device and each second computing
device, a message processing thread may be created in a background. The message processing thread
may be specially used for processing various messages related to a locking mechanism, for example,
monitoring locking requests, lock release requests, locking feedback information, lock release
feedback information, and the like, of other computing devices, to timely receive and transmit the
various messages related to the locking mechanism and ensure the communication performance

between the computing devices.

[0126] Based on the above, the first computing device may transmit the locking request to the
message processing thread on the at least one second computing device via the message processing

thread on the first computing device.

[0127] In step 405, any second computing device adds the locking request to a locking waiting

queue in response to a locking request associated with the data request.

[0128] The locking request is transmitted by the first computing device in the clustered

database in a case that the lock synchronization mode is not the weak synchronization mode.

[0129] In some embodiments, the second computing device receives the locking request via
the message processing thread; starts a lock agent thread corresponding to the locking request via the
message processing thread; and adds the locking request to the locking waiting queue via the lock
agent thread. In some embodiments, each locking request corresponds to one lock agent thread, to
reduce a waiting delay of each locking request. In some embodiments, multiple locking requests may
multiplex the same lock agent thread. In this case, locking requests arriving later need to be stored in
the locking waiting queue. The various locking request stored in the locking waiting queue are

processed by the lock agent thread in sequence.

[0130] In the above process, the message processing threads specially used for transmitting
and receiving the lock-related messages are configured on both the first computing device and the
second computing device, so that the message processing threads can start the lock agent thread to
maintain a life cycle of a remote lock on each second computing device. In addition, there may be a
following case: when the locking feedback information of the second computing devices arrives at
the first computing device, the lock application thread on the first computing device has exited. In
this case, because of the configuration of the message processing threads, the message processing

thread of the first computing device may determine, by the following operation in step 408, whether
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the current data request is active and whether the locking feedback information indicates a successful
locking, to timely return, in a case that the data request is not active, a lock release request to a second
computing device that succeeds in locking and to trigger the remote lock that has been applied

successfully, so as not to block services on the second computing device.

[0131] In step 406, the second computing device processes the locking request in the locking
waiting queue to obtain locking feedback information, the locking feedback information indicates

whether the second computing device successfully locks the data resource.

[0132] In some embodiments, the second computing device initiates a local lock agent thread
and invokes a local lock application logic to process the various locking request cached in the locking
waiting queue. The lock agent thread traverses the locking waiting queue. If locking of data resources
corresponding to the data request transmitted by the first computing device at this time is completed,
it indicates that the locking request has been processed, and the locking feedback information is
determined as a successful locking. Otherwise, it is required to continue to wait in the locking waiting
queue, and the locking feedback information is determined as a failed locking until waiting timeout
or a deadlock occurs. That is, in a case that the waiting duration of the locking request in the locking
waiting queue exceeds a third waiting threshold or deadlock detection fails, the locking feedback
information is determined as the failed locking. The third waiting threshold is any value greater than
0. For example, the third waiting threshold is 5s. The third waiting threshold may also be added to
the configuration file and is loaded by the database engine of each computing device upon startup of

the clustered database.

[0133] In the above process, it can be seen that there are at least two cases for a failed locking:
a) If waiting timeout occurs, namely, if a cache duration of the locking request in the locking waiting
queue exceeds the third waiting threshold, it can be determined that the locking fails. b) If deadlock
detection fails, it indicates that a deadlock is found in the deadlock detection and a second computing

device itself is selected as a deadlock victim, the lock application cannot be completed.

[0134] In some embodiments, a deadlock detection process for the second computing device
is as follows: the second computing device performs local deadlock detection on the locking request
in response to a deadlock detection message of the first computing device; determines, in a case that
the lock deadlock detection fails, that the deadlock detection fails; determines a lock waiting chain of
the locking request in a case that the lock deadlock detection succeeds, the lock waiting chain
including lock information that has a dependency relationship with the locking request; transmits, in
a case that the lock waiting chain includes a remote lock, the deadlock detection message to a third

computing device that initiates the remote lock, the remote lock being lock information that has been
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registered in the second computing device but is not initiated by the second computing device; and
determines that the deadlock detection fails in a case that any computing device that transmits the

deadlock detection message receives the deadlock detection message.

[0135] In some embodiments, the deadlock detection message may be initiated by the first
computing device. For example, the first computing device has not received the locking feedback
information of each second computing device for a long time, but waiting is not timeout at this time,
the message processing thread of the first computing device may transmit the deadlock detection
message to the message processing thread of the second computing device. The second computing
device first performs the local deadlock detection when receiving the deadlock detection message. If
the local deadlock detection fails, the second computing device does not need to traverse the lock
waiting chain, but directly returns the locking feedback information to the first computing device.
The locking feedback information indicates a failed locking, and a failure type is that the second
computing device is selected as a deadlock victim. If the local deadlock detection succeeds, but it still
cannot completely ensure that there is no deadlock at this moment, the second computing device still
needs to traverse the corresponding lock waiting chain, and determines whether each lock in the lock
waiting chain is a remote lock is determined. If the lock is a remote lock, the second computing device
transmits a deadlock detection message to a lock owner (namely, a third computing device) of the
remote lock, and triggers the third computing device to execute a deadlock detection process similar
to that of the second computing device. That is, the third computing device first performs local
deadlock detection, then traverses remote locks in the lock waiting chain, and transmits a deadlock
detection message again. If any computing device itself, as a transmitting end of a deadlock detection
message, receives the same deadlock detection message transmitted by other computing devices, it is
indicated that a deadlock occurs. This computing device returns locking feedback information to the
first computing device. The locking feedback information indicates a failed locking, and a failure
type is that the computing device is selected as a deadlock victim. For example, the first computing
device transmits a deadlock detection message to the second computing device, and the second
computing device determines that there is a remote lock on the lock waiting chain, and a lock owner
of the remote lock is the first computing device. The second computing device transmits the deadlock
detection message to the first computing device. In this case, a dependency ring phenomenon occurs,
namely, a lock A waits for a lock B, and the lock B waits for the lock A. That is, the first computing
device serving as a transmitting end of the deadlock detection message receives the same deadlock
detection message transmitted by the second computing device, which indicates that a deadlock is

found and the locking fails this time.
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[0136] In some embodiments, if the second computing device performs locking successfully,
in a case of locking the data resource corresponding to the data request, the lock agent thread of the
second computing device registers lock information corresponding to the data request in the message
processing thread; determines whether the registered lock information is active lock information at
an interval of a target duration; and transmits a keepalive detection request to the first computing
device in a case that the lock information is active lock information and a locking duration of the data
resource corresponding to the data request exceeds a keepalive detection threshold, the keepalive
detection request is used for requesting the first computing device to indicate whether to release the
data resource locked by the active lock information. The keepalive detection threshold may be any

value greater than 0. For example, the keepalive detection threshold is 20s.

[0137] In the above process, if the locking succeeds, the lock agent thread registers the
corresponding lock information in the message processing thread, to facilitate the message processing
thread to locally manage various successfully applied locks. In addition, the message processing
thread may periodically check the active lock information in a registry. If the locking duration exceeds
the keepalive detection threshold, the active lock information is still not released, which, for example,
may be caused by the following several possibilities: 1) the execution of the data request of the first
computing device is completed, but the transmitted lock release request is lost; ii) the lock application
thread of the first computing device crashes; 1ii) the first computing device performs processing
normally, but the current data request, such as the DDL transaction, takes long time. In this case, if
the active lock information is not released due to the above cases 1) and ii), the first computing device
may be triggered to transmit a lock release message again by transmitting the keepalive detection
request, to instruct the second computing device to release the corresponding lock. If the active lock
information is not released due to the above case iii), the second computing device cannot release the

corresponding lock, and still needs to maintain the corresponding lock.

[0138] In step 407, the second computing device transmits the locking feedback information

to the first computing device.

[0139] In some embodiments, the message processing thread of the second computing device
transmits the locking feedback information to the message processing thread of the first computing

device.

[0140] The above steps 405 to 407 describe the process of applying for a remote lock by
taking a single second computing device as an example, and operations similar to those in steps 405
to 407 can be performed on each second computing device in the cluster, which will not be described

in detail here.
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[0141] In step 408, the first computing device receives the locking feedback information

returned by the at least one second computing device based on the locking request.

[0142] In some embodiments, when receiving the locking feedback information, the first
computing device may receive, via the message processing thread on the first computing device, the
locking feedback information returned by the message processing thread on the at least one second

computing device.

[0143] In some embodiments, since the first computing device may transmit the locking
request to each second computing device in the cluster, and a time at which the locking feedback
information of each second computing device is returned to the first computing device may be
different. In some exemplary scenarios, if a processing process (such as a DDL process) of the data
request on the first computing device crashes, after the DDL process crashes, the first computing
device should timely instruct, according to the received locking feedback information, the second
computing device that succeeds in locking to release the corresponding lock, which avoids blocking
other DML processes on the data resource, thereby optimizing the processing performance of the

clustered database.

[0144] With regard to the above situation, the first computing device may transmit, in
response to receiving the locking feedback information of any second computing device, the locking
feedback information to a lock application thread of the data request via the message processing
thread in a case that the data request is in an active state; and the first computing device transmits a
lock release request to the second computing device in a case that the data request is not in an active
state and that the locking feedback information indicates successful locking, the lock release request
1s used for instructing the second computing device to release the data resource corresponding to the

data request.

[0145] In some embodiments, after receiving any locking feedback information via the
message processing thread, the first computing device determines whether the local data request is
active. A DDL request is taken as an example, and it may be determined whether a DDL process
corresponding to the DDL request exists. Since there may be a case where multiple DDL requests
multiplex the same DDL process, resulting in that the DDL process may still exist in a case that the
current DDL request has failed (for example, a target condition is not met, and the DDL transaction
is rolled back), there is a certain misjudgment in determining whether the DDL request is active with
regard to the DDL process. In some embodiments, it may also be directly determined whether the
DDL transaction corresponding to the DDL request is in an active state, which can effectively reduce

the above misjudgment and improve the judgment accuracy.
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[0146] If the data request is not active, namely, if the data request is not in an active state,
whether the locking feedback information indicates a successful locking is determined. If the locking
feedback information indicates a successful locking, it is indicated that the local DDL request has
ended, but the lock of the corresponding data resource has been applied successfully from the remote
second computing device, and in this case, the second computing device needs to be instructed to
release the lock of the corresponding data resource in time. Therefore, the first computing device can
transmit the lock release request to the message processing thread of the second computing device
via the message processing thread of the first computing device, to instruct the second computing
device to release the data resource corresponding to the data request, for example, to modify the
internal memory state parameter of the lock corresponding to the data resource to the idle state. In
addition, no processing is required if the locking feedback information indicates failed locking, which

means that the remote side does not have a data resource needing to be released in time.

[0147] If the data request is active, namely, if the data request is in an active state, the locking
feedback information may be transmitted to the lock application thread of the data request via the
message processing thread, so that the lock application thread records the locking feedback
information received this time, and determines, on the basis of following step 409, whether the
locking feedback information meets a target condition, thereby facilitating the lock application thread
to timely count whether the received locking feedback information meets a target condition

corresponding to the current lock synchronization mode.

[0148] Steps 404 to 408 described above shows how the first computing device obtains the
locking feedback information of the data resource by the at least one second computing device in the
clustered database. In some embodiments, the first computing device may also directly transmit the
locking request in a broadcast or multicast manner in the clustered database, and receive the locking
feedback information returned by the various second computing devices. The first computing device
and the second computing devices can directly communicate with each other by a lock application
thread on the first computing device and lock agent threads on the second computing devices, without
configuring the special message processing threads, which can reduce inter-thread communication

expenses.

[0149] In step 409, the first computing device locks, in a case that the obtained locking
feedback information meets a target condition corresponding to the lock synchronization mode, the

data resource corresponding to the data request, and executes the data request.

[0150] The above step 409 is similar to step 304, and will not be described in detail here.
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[0151] In step 410, the first computing device transmits a lock release request to the at least
one second computing device in a case that the obtained locking feedback information does not meet

the target condition or the execution of the data request is completed.

[0152] The lock release request is used for instructing the second computing device to release

the data resource corresponding to the data request.

[0153] In some embodiments, the message processing thread of the first computing device
transmits a lock release request to the message processing threads of the various second computing
devices. A transmitting process of the lock release request is the same as the transmitting process of

the locking request, and will not be described in detail here.

[0154] In step 411, any second computing device releases, in response to the lock release

request associated with the data request, the data resource corresponding to the data request.

[0155] In some embodiments, the message processing thread of the second computing device
receives the lock release request, and notifies the lock agent thread to release the corresponding data
resource. For example, the lock agent thread modifies an internal memory state parameter of a lock
to an idle state, and clears corresponding lock information in a registry. So far, the message processing

has been completed, and the various received messages are discarded to save a storage space.

[0156] All the above optional technical solutions can be used in any combination to form the

optional embodiments of this application, which will not be described in detail here.

[0157] According to the method in this embodiment of this application, by setting multiple
flexible levels for lock synchronization modes, in a weak synchronization mode, a data resource
corresponding to a data request is directly locked, and the data request is executed, which can ensure
that the data request is advanced preferentially, without waiting for a response of a second computing
device. In a non-weak synchronization mode, locking feedback information of various second
computing devices is obtained. In a case that the obtained locking feedback information meets a target
condition, the data resource is locked, and the data request is executed. Different lock synchronization
modes can be selected in different service scenarios, thereby ensuring that a clustered database can
meet processing requirements of different service scenarios, which improves the processing

capability of a clustered database system.

[0158] FIG. 5 is a schematic diagram of a principle of a locking process according to an
embodiment of this application. As shown in 500, a clustered database includes a computing node 1
and a computing node 2. The computing node 1 is a first computing device, and a lock application

thread and a message processing thread are run on the computing node 1, and the computing node 2
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is a second computing device, and a message processing thread and a lock agent thread are run on the
computing node 2. A DDL request serving as a data request is taken as an example. After the lock
application thread of the computing node 1 successfully applies for a lock locally, a global locking
process is performed. The global locking process is described in detail below which includes the

following steps 1 to 32.

[0159] In step 1, the lock application thread of the computing node 1 first completes the local

lock application, and then performs a locking process.

[0160] In step 2, the lock application thread of the computing node 1 determines whether it is
in a weak synchronization mode; directly determine, if it is in the weak synchronization mode, that a
lock has been obtained (the correctness is guaranteed by a writing fence mechanism) without
transmitting a locking application to other nodes, and performs step 28; and performs step 3 if it is

not in the weak synchronization mode.

[0161] In step 3, if it is not in the weak synchronization mode, the lock application thread of
the computing node 1 transmits a locking request to other nodes, performs step 4, and performs step

26 to start time counting.

[0162] In step 4, the message processing thread of the computing node 2 receives the locking
request.
[0163] The message processing thread specially monitors locking requests, lock release

requests, and locking feedback information of other nodes in the background, and is used for receiving
and transmitting various types of lock-related messages. In a stage of applying for a lock, the message
processing thread, as a message receiving end, invokes the lock agent thread to maintain the life cycle
of a remote lock on the computing node 2. In a stage of returning locking feedback information, the
lock application thread of the application end may have crashed or exited when the locking feedback
information arrives at an application end (the computing node 1), the message processing thread on
the computing node 1 may determine, according to whether the lock application thread has exited and
whether the locking feedback information indicates a successful locking, whether to transmit a lock
release request to the computing node 2, to release the remote lock of the remote end which has been

successfully applied.

[0164] In step 5, the computing node 2 starts a local lock agent thread and invokes a local

application lock logic.

[0165] In step 6, the computing node 2 determines whether a lock corresponding to the DDL

request is successfully applied, performs, if the application succeeds, step 8, and performs the
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following steps if the application fails: 6.1) the locking request is still in a locking waiting queue and
waits in the queue, and continues to wait at this moment, and step 7 is performed to determine whether
timeout occurs; 6.2) a deadlock is found in deadlock detection, and the computing node is selected as

a deadlock victim and performs step 8.

[0166] In step 7, the computing node 2 determines whether the remote lock application has
timed out, continues to wait if the remote lock application has not timed out, and performs step 8 if

the remote lock application has timed out.

[0167] For example, in case of determining timeout, whether a waiting duration exceeds a

third waiting threshold is determined.

[0168] In step 8, the computing node 2 transmits locking feedback information to the message

processing thread of the computing node 1, and performs step 10.

[0169] In some embodiments, the locking feedback information may be divided into three

categories: successful locking, lock waiting timeout, and deadlock victim.

[0170] In some embodiments, the locking feedback information may be divided into two
categories: a successful locking and a failed locking. The failed locking includes: lock waiting timeout

and deadlock victim.

[0171] In step 9, a message feedback interface of the message processing thread of the
computing node 2 mainly processes a keepalive detection request initiated by the keepalive detection
mechanism of steps 10 to 13, and transmits the keepalive detection request to the message processing

thread of the computing node 1.

[0172] The keepalive detection request is directed to such a case that the lock application
thread of the lock application end (the computing node 1) has exited, but the remote lock of the
computing node 2 has not been released all the time. In a case that the remote lock has not been
released beyond a certain time period (for example, the keepalive detection threshold), the keepalive
detection request is transmitted to the lock application end, namely, the lock owner, for keepalive

detection.

[0173] In step 10, the lock agent thread of the computing node 2 registers lock information

and lock states for all remote locks in the message processing thread.

[0174] The lock information includes but is not limited to: a lock type (read lock, write lock,
update lock, and the like), a data resource (such as a database name, a data table name, a data index

ID, and a data column name) for a lock, locking time, and the like.
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[0175] The lock states include but are not limited to: an active state, an inactive state, and the

like.

[0176] In step 11, the message processing thread of the computing node 2 periodically checks

active locks among the various remote locks in a registry.

[0177] For example, each piece of lock information in the registry is traversed to query for

remote locks in active states.

[0178] In step 12, the computing node 2 determines whether there is a remote active lock
exceeding the keepalive detection threshold; if so, performs step 13; and if no, continues to

periodically monitor the lock information in the registry.

[0179] In step 13, the computing node 2 prepares to feed back the keepalive detection request,

and performs step 9.

[0180] In step 14, the message processing thread of the computing node 1 receives the locking

feedback information and the keepalive detection request.

[0181] In step 15, the computing node 1 determines whether the local lock application thread

is active, performs step 16 if no, and performs step 21 if yes.

[0182] In the active state, there may be three cases: 15.1) if the current lock application thread
is active in a lock application stage, corresponding lock application structure data is updated and
transmitted to the lock application thread for processing; 15.2) if the current lock application thread
has reached a target condition of a lock application success in the semi-strong synchronization mode,
corresponding lock application structure data is updated, and the operation is completed; 15.3) if the
current lock application thread is in a lock exited state or exits in a lock application failure (for
example, it has been determined that the target condition is not met in the semi-strong synchronization

mode), corresponding lock application structure data is updated, and the operation is completed.

[0183] In some embodiments, the lock application structure data is used for recording locking
feedback information of the various computing nodes 2, for example, in the form of a hash table, an
array, a set, a vector, and the like. For example, a set form is used. Each element in the set indicates
whether a computing node succeeds or fails in locking. Element 0 indicates a failed locking. Element
1 indicates a successful locking. Element null indicates that no locking feedback information is

received.

[0184] In step 16, if the locking feedback information at this moment indicates a successful

locking, or the keepalive detection request is received, the computing node 1 performs step 17.
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Otherwise, no processing is performed, and step 32 is performed, namely, the message processing is

completed, and this received message is discarded.

[0185] In step 17, the message processing thread of the computing node 1 transmits a lock

release request to the message processing thread of the computing node 2.

[0186] In step 18, the message processing thread of the computing node 2 receives the lock

release request.

[0187] In step 19, the message processing thread of the computing node 2 notifies the lock

agent thread to release the lock.
[0188] In step 20, the lock agent thread of the computing node 2 releases the lock.

[0189] In step 21, the lock application thread of the computing node 1 receives the locking
feedback information transmitted by the message processing thread, which includes several types of

locking feedback information involved step 8.

[0190] In step 22, the computing node 1 determines the current lock synchronization mode,
performs step 25 if the current lock synchronization mode is a strong synchronization mode, and

performs step 23 if the current lock synchronization mode is a semi-strong synchronization mode.

[0191] In step 23, the computing node 1 checks whether a successful locking probability
parameter lock succ node num is set as a valid value (namely, greater than or equal to 1 and less
than or equal to the number of all the computing devices in the cluster), performs step 24 according
to the semi-strong synchronization mode if the successful locking probability parameter
lock succ node num is a valid value, and performs step 25 according to the strong synchronization

mode if the successful locking probability parameter lock succ node num is not a valid value.

[0192] In step 24, the computing node 1 determines whether the number of remote nodes that
feed back successful locking plus the number of the local node exceeds the successful locking
probability parameter lock succ node num; performs step 28 if yes; determines, if no, whether the
lock application times out, that is, whether the waiting duration exceeds the second waiting threshold;
continues to wait if no waiting timeout occurs; displays a failed locking if waiting timeout occurs;
and if the number of the remote nodes that feed back failed locking has exceeded a value obtained by
subtracting the successful locking probability parameter lock succ node num from the total number

of the nodes in the cluster, determines a failed locking, and performs step 29.

[0193] In step 25, the computing node 1 needs to determine, in the strong synchronization
mode, whether all the nodes feed back a locking succeed; performs step 28 if the above condition is

met; continues to wait if the condition is not met but no waiting timeout occurs, namely, if the waiting
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duration does not exceed a first waiting threshold; and determines a failed locking if any node feeds

back a failed locking, and performs step 29.
[0194] In step 26, the computing node 1 starts to calculate lock application time.

[0195] In step 27, the computing node 1 determines whether the lock application time has
timed out; performs step 29, namely, determines a failed locking, if yes; and performs step 21 to

check the logic if no.

[0196] In some embodiments, a timeout threshold in the strong synchronization mode is the
first waiting threshold, and a timeout threshold in the semi-strong synchronization mode is the second

waiting threshold. Values of the two timeout thresholds may be the same or different.

[0197] In step 28, the computing node 1 determines a successful global locking.

[0198] In step 29, the computing node 1 determines a failed global locking.

[0199] In step 30, the computing node 1 transmits a lock release request to all other nodes.
[0200] In some embodiments, since the keepalive detection logic of steps 11-20 exists on

other nodes, after transmitting the lock release request, the computing node 1 can end the process

without waiting for other nodes to return lock release feedback information.

[0201] In step 31, the computing node 1 completes the locking process.
[0202] In step 32, after the message processing is completed, the messages are discarded.
[0203] In this embodiment of this application, the locking process is described in detail, and

a flexible lock mechanism can be implemented in the distributed database to ensure the correctness
of operations for modifying a certain data resource by various processes or threads. In addition, the
weak synchronization mode, the semi-strong synchronization mode, and the strong synchronization
mode can be flexibly switched by means of the implementation of the flexible lock mechanism, so
that a distributed database cluster can select lock mechanisms at different levels according to
requirements of its own database application scenarios, to meet service requirements of users in

different service scenarios.

[0204] FIG. 6 is a schematic diagram of a principle of a lock release process according to an
embodiment of this application. As shown in 600, a clustered database includes a computing node 1
and a computing node 2. The computing node 1 is a first computing device, and the computing node
2 is a second computing device, and a message processing thread and a lock agent thread are run on
the computing node 2. After succeeding in global locking, the computing node 1 executes a

corresponding data request, such as a DDL request. After a local DDL transaction processing logic is
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completed, the computing node 1 may enter a lock release process. The lock release process is

described in detail below which includes the following steps 1 to 11.

[0205] In step 1, after the local DDL transaction processing logic is completed, the computing

node 1 enters a lock release process.

[0206] When the computing node 1 that owns a lock completes a DDL transaction computing
logic, the lock needs to be globally released. In this embodiment of this application, an order of
releasing a remote lock first and then releasing a local lock is taken as an example to describe the
process of global lock release. In this case, an overall process of locking and lock release is as follows:

local locking — remote locking — remote lock release — local lock release.

[0207] In step 2, the computing node 1 determines whether it is in a weak synchronization
mode, and performs step 10 if it is in a weak synchronization mode, without releasing a remote lock,

and performs step 3 if it is not in a weak synchronization mode.
[0208] In step 3, the computing node 1 transmits a lock release request to all other nodes.

[0209] In step 4, the message processing thread of the computing node 2 receives the lock

release request.

[0210] In step 5, the message processing thread initiates the lock agent thread to locally

release the corresponding remote lock.

[0211] For example, if the lock agent thread is in a hung state, the message processing thread

wakes up the lock agent thread and performs a lock release operation.

[0212] In step 6, the lock agent thread locally releases the corresponding remote lock,

performs step 7 if the release succeeds, and re-releases the corresponding remote lock if the release

fails.

[0213] In step 7, the computing node 1 prepares to clear corresponding lock information in a
registry.

[0214] In step 8, the computing node 1 clears lock information that has been registered in the
registry.

[0215] In step 9, the lock agent thread exits.

[0216] In step 10, the lock is released successfully.

[0217] In step 11, the lock release process ends.
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[0218] In this embodiment of this application, how to perform the lock release process after
the execution of the DDL request is completed is described in detail. If the keepalive detection
mechanism detects that the DDL thread has crashed or the target condition in the lock synchronization
mode is not met, the triggered lock release process is similar to this embodiment of this application

and will not be described in detail here.

[0219] FIG. 7 is a schematic diagram of a principle of a deadlock detection process according
to an embodiment of this application. As shown in 700, a clustered database includes a computing
node 1 and a computing node 2. The computing node 1 is a first computing device, and the computing
node 2 is a second computing device, and a message processing thread is run on the computing node

2. The deadlock detection process is described below which includes the following steps 1 to 10.
[0220] In step 1, the computing node 1 intends to lock a data resource A.

[0221] In step 2, the computing node 1 transmits a deadlock detection message to other nodes,

and performs step 3 and step 10.

[0222] In step 3, the message processing thread of the computing node 2 receives the deadlock

detection message.
[0223] For example, the deadlock detection message includes relevant lock information.

[0224] In step 4, the computing node 2 applies a local deadlock detection logic to perform
local deadlock detection; performs step 5 if the deadlock detection succeeds; and returns, if the

deadlock detection fails, a message indicating that the computing node itself is selected as a deadlock

victim.
[0225] In step 5, the computing node 2 traverses a lock waiting chain.
[0226] In step 6, the computing node determines whether a current lock in the lock waiting

chain is a remote lock; performs step 7 if the current lock is a remote lock; and traverses a next lock

on the lock waiting chain if the current lock is not a remote lock.

[0227] In step 7, the computing node 2 transmits the deadlock detection message to a lock
owner.
[0228] In this embodiment of this application, the lock owner is described by taking the

computing node 1 as an example.
[0229] In step 8, the computing node 1 receives the deadlock detection message.

[0230] In step 9, if it is found that the deadlock detection message forms a closed loop, a
deadlock is generated.
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[0231] In step 10, the computing node 1 registers lock information on the local message

processing thread.

[0232] In this embodiment of this application, the local deadlock detection logic needs to be
performed, and adaptation is also performed on the distributed database. During traversing of the lock
waiting chain, whether a lock is a remote lock is determined; if the lock is not a remote lock, whether
a deadlock is generated can be found in the local deadlock detection logic; if the lock is a remote lock,
a deadlock detection message is transmitted to a lock owner (namely, a computing node where a lock
holding thread is located); and if the node that owns the lock and the computing node that initiates
the deadlock detection are the same node, it indicates that a closed loop is formed, namely, a deadlock
is generated. For example, in this embodiment of this application, the computing node 1 waits for the
computing node 2, and the computing node 2 waits for the computing node 1, forming a closed loop.
In a case of a deadlock, the current lock application operation will be rejected, and in this case, the
database engine may automatically retry after an interval of a time period, or returns a rejection

message to the user, and the user retries after waiting for a time period.

[0233] In each of the above embodiments, the locking process, the lock release process, and
the deadlock detection process in the distributed database are described in detail. However, in this
embodiment of this application, the performance of this lock synchronization mechanism in an
abnormal scenario will be analyzed in detail, to explain how the above lock synchronization
mechanism responds to abnormal scenarios, such as computing node network partitioning, network

instability, network delay or network packet loss in a distributed scenario.

[0234] If an administrator selects a weak synchronization mode, since the weak
synchronization mode does not need to apply for a lock from a remote end, and the correctness of a
resource operation is guaranteed by a writing fence mechanism, it is equivalent to that a DDL
transaction which needs to apply for a lock has a higher priority. However, as the DDL transaction
advances, a DML transaction of a user may be rolled back, while the DML transaction is generally a
key service of the user, therefore, in some scenarios, the user experience is poor, but the weak

synchronization mode is applicable to application scenarios with many DDL transactions.

[0235] If an administrator selects a strong synchronization mode, it can be ensured that a DDL
transaction and a DML transaction are treated equally. However, in a case of poor network conditions,
since the DDL transaction needs to apply for a global lock, it is required to wait for all other nodes in
the cluster to return locking feedback information. As a result, one or several nodes may not return
the locking feedback information in time because of the partitioning or network delay, causing that

during this waiting period, other nodes in the whole distributed cluster reject to execute the DML
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transaction because locks have applied successfully, which finally results in slow response of the
whole cluster and makes a user feel that the whole cluster cannot provide services. Therefore, the user

experience is poor in the strong synchronization mode in case of poor network conditions.

[0236] However, if an administrator selects a semi-strong synchronization mode, a
compromise can be provided. That is, a flexible and configurable cluster running mode can be
provided between the influence caused by the above-mentioned network problem of a distributed
system and a high demand of users for service execution success. A successful locking probability
parameter lock succ node num needs to be set for the semi-strong synchronization mode, to
determine how many nodes that returns feedback information can achieve a global lock application
success. If lock succ node num =0, it is equivalent to the weak synchronization mode. If
lock succ node num =n, n is the total number of the nodes, namely, the computing devices, in the
cluster, and it is actually equivalent to the strong synchronization mode. If 0 <lock succ node num

<n, it is equivalent to the semi-strong synchronization mode.

[0237] By providing the successful locking probability parameter lock succ node num, the
administrator may set a reasonable value according to a network condition of its own cluster, to ensure
to the maximum extent that DML transactions of users can be treated fairly with DDL transactions.
In addition, no response of one or more nodes will not cause the whole cluster unavailable, for

example, cause the whole cluster hung.

[0238] In addition, steps 10 to 20 in the above-mentioned locking process also provide a
keepalive detection mechanism, to ensure that a remote node can actively perform, in a case that a
lock release request cannot be transmitted to other nodes for some reasons, keepalive detection by

means of a keepalive detection mechanism, to release a remote lock.

[0239] In this embodiment of this application, by providing the flexible locking mechanism,
the administrator is provided with a flexible adjustment manner for determining a lock
synchronization mode according to a network environment in which a distributed database cluster is
run and requirements for a DML transaction success rate, so that the user can use the computing
capability of the distributed cluster to the maximum extent, and various nodes of the distributed

cluster can perform like a database system of a single node in a running process.

[0240] FIG. 8 is a schematic structural diagram of a request processing apparatus according
to an embodiment of this application. Referring to FIG. 8, the apparatus includes: a determining
module 801, configured to determine a lock synchronization mode of the clustered database in
response to a data request; a locking execution module 802, configured to lock a data resource

corresponding to the data request and execute the data request in a case that the lock synchronization

41



10

15

20

25

30

mode is a weak synchronization mode; and a first obtaining module 803, configured to obtain locking
feedback information of the data resource by at least one second computing device in the clustered
database in a case that the lock synchronization mode is not the weak synchronization mode, the
locking feedback information indicating whether the second computing device successfully locks the
data resource. The locking execution module 802 is further configured to lock the data resource
corresponding to the data request in a case that the obtained locking feedback information meets a

target condition corresponding to the lock synchronization mode, and execute the data request.

[0241] According to the apparatus in this embodiment of this application, by setting multiple
flexible levels for lock synchronization modes, in a weak synchronization mode, a data resource
corresponding to a data request is directly locked, and the data request is executed, which can ensure
that the data request is advanced preferentially, without waiting for a response of a second computing
device. In a non-weak synchronization mode, locking feedback information of various second
computing devices is obtained. In a case that the obtained locking feedback information meets a target
condition, the data resource is locked, and the data request is executed. Different lock synchronization
modes can be selected in different service scenarios, thereby ensuring that a clustered database can
meet processing requirements of different service scenarios, thus improving the processing capability

of a clustered database system.

[0242] In a possible implementation, based on the device composition of FIG. 8, the first
obtaining module 803 includes: a transmission unit, configured to transmit a locking request
associated with the data request to the at least one second computing device; and a receiving unit,
configured to receive the locking feedback information returned by the at least one second computing

device on the basis of the locking request.

[0243] In a possible implementation, the transmitting unit is configured to: transmit the
locking request to a message processing thread on the at least one second computing device via a
message processing thread on the first computing device. The receiving unit is configured to: receive,
via the message processing thread on the first computing device, the locking feedback information

returned by the message processing thread on the at least one second computing device.

[0244] In a possible implementation, based on the device composition of FIG. 8, the apparatus
further includes: a transmission module, configured to transmit, in response to receiving the locking
feedback information of any second computing device, the locking feedback information to a lock
application thread of the data request via the message processing thread in a case that the data request
is in an active state. The transmission module is further configured to transmit a lock release request

to the second computing device in a case that the data request is not in an active state and that the

42



10

15

20

25

30

locking feedback information indicates a successful locking, the lock release request is used for

instructing the second computing device to release the data resource corresponding to the data request.

[0245] In a possible implementation, in a case that the lock synchronization mode is the strong
synchronization mode, the target condition is that the locking feedback information of the at least one
second computing device indicates a successful locking. In a case that the lock synchronization mode
is the semi-strong synchronization mode, the target condition is that the locking feedback information
of a target number or a larger number of second computing devices among the at least one second

computing device indicates a successful locking.

[0246] In a possible implementation, in a case that the lock synchronization mode is the strong
synchronization mode, the target condition is that the waiting duration does not exceed the first
waiting threshold, and the locking feedback information of the at least one second computing device
indicates a successful locking. In a case that the lock synchronization mode is the semi-strong
synchronization mode, the target condition is that the waiting duration does not exceed the second
waiting threshold and the locking feedback information of a target number or larger number of second

computing devices among the at least one second computing device indicates a successful locking.

[0247] In a possible implementation, based on the device composition of FIG. 8, the apparatus
further includes: a second obtaining module, configured to obtain the target number in a case that the
lock synchronization mode is the semi-strong synchronization mode; and a switching module,
configured to switch the lock synchronization mode to the strong synchronization mode in a case that
the target number is less than one or greater than the number of all the second computing devices in

the clustered database.

[0248] In a possible implementation, based on the device composition of FIG. 8, the apparatus
further includes: a transmission module, configured to transmit a lock release request to the at least
one second computing device in a case that the obtained locking feedback information does not meet
the target condition or the execution of the data request is completed, the lock release request being

used for instructing the second computing device to release the data resource corresponding to the

data request.
[0249] In a possible implementation, the data request is a DDL request.
[0250] All the above optional technical solutions can be used in any combination to form the

optional embodiments of this application, which will not be described in detail here.

[0251] The request processing apparatus provided by the above embodiment is only

illustrated by dividing the functional modules above when processing the data request. In practice,
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the foregoing functions may be allocated to and completed by different functional modules as
required, that is, an inner structure of a computing device is divided into different functional modules,
so as to complete all or some of the functions described above. In addition, the request processing
apparatus and the request processing method provided in the above embodiments belong to the same
idea. Details of specific implementation processes of the apparatus refer to the request processing

method embodiment, and are not described here again.

[0252] FIG. 9 is a schematic structural diagram of a request processing apparatus according
to an embodiment of this application. Referring to FIG. 9, the apparatus includes: an adding module
901, configured to add the locking request to a locking waiting queue in response to a locking request
associated with a data request, the locking request being transmitted by a first computing device in
the clustered database in a case that a lock synchronization mode is not a weak synchronization mode;
a processing module 902, configured to process the locking request in the locking waiting queue to
obtain locking feedback information; and a transmission module 903, configured to transmit the

locking feedback information to the first computing device.

[0253] According to the apparatus in this embodiment of this application, by setting multiple
flexible levels for lock synchronization modes, the first computing device will transmit a locking
request if it is not in a weak synchronization mode, so that corresponding locking feedback
information is returned in response to the locking request. In a case that the obtained locking feedback
information meets the target condition, the first computing device is triggered to lock the data resource
and execute the data request. Therefore, the clustered database supports to select different lock
synchronization modes in different service scenarios, thereby ensuring that a clustered database can
meet processing requirements of different service scenarios, thus improving the processing capability

of a clustered database system.

[0254] In a possible implementation, the processing module 902 is configured to: lock a data
resource corresponding to the data request, and determine that the locking feedback information
indicates a successful locking; and determine that the locking feedback information indicates a failed
locking in a case that a waiting duration of the locking request in the locking waiting queue exceeds

a third waiting threshold or that deadlock detection fails.

[0255] In a possible implementation, based on the device composition of FIG. 9, the apparatus
further includes: a detection module, configured to perform local deadlock detection on the locking
request in response to a deadlock detection message of the first computing device; a first determining
module, configured to determine, in a case that the lock deadlock detection fails, that the deadlock

detection fails; and a second determining module, configured to determine a lock waiting chain of the
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locking request in a case that the lock deadlock detection succeeds, the lock waiting chain including
lock information that has a dependency relationship with the locking request. The transmission
module 903 is further configured to transmit, in a case that the lock waiting chain includes a remote
lock, the deadlock detection message to a third computing device that initiates the remote lock, the
remote lock being lock information that has been registered in the second computing device but is
not initiated by the second computing device. The first determining module is further configured to
determine that the deadlock detection fails: in a case that any computing device that transmits the

deadlock detection message receives the deadlock detection message.

[0256] In a possible implementation, the adding module 901 is configured to: receive the
locking request via a message processing thread on the second computing device; start a lock agent
thread corresponding to the locking request via the message processing thread; and add the locking

request to the locking waiting queue via the lock agent thread.

[0257] In a possible implementation, based on the device composition of FIG. 9, the apparatus
further includes: a registration module, configured to register lock information corresponding to the
data request in a case that the data resource corresponding to the data request is locked; and a third
determining module, configured to determine whether the lock information is active lock information
at an interval of a target duration. The transmission module 903 is further configured to transmit a
keepalive detection request to the first computing device in a case that the lock information is active
lock information and a locking duration of the data resource corresponding to the data request exceeds
a keepalive detection threshold, the keepalive detection request is used for requesting the first

computing device to indicate whether to release the data resource.

[0258] In a possible implementation, based on the device composition of FIG. 9, the apparatus
further includes: a release module, configured to release, in response to the lock release request

associated with the data request, the data resource corresponding to the data request.

[0259] All the above optional technical solutions can be used in any combination to form the

optional embodiments of this application, which will not be described in detail here.

[0260] The request processing apparatus in the above embodiment is only illustrated by
dividing the functional modules above when processing the data request. In practical applications, the
foregoing functions may be allocated to and completed by different functional modules as required,
that is, an inner structure of a computing device is divided into different functional modules, so as to
complete all or some of the functions described above. In addition, the request processing apparatus

and the request processing method provided in the above embodiments belong to the same idea.
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Details of specific implementation processes of the apparatus refer to the request processing method

embodiment, and are not described here again.

[0261] FIG. 10 is a schematic structural diagram of a computing device according to an
embodiment of this application. The computing device is described by taking a terminal 1000 as an
example. In some embodiments, a device type of the terminal 1000 includes: a smart phone, a tablet
computer, an MP3 (Moving Picture Experts Group Audio Layer III) player, an MP4 (Moving Picture
Experts Group Audio Layer IV) player, a notebook computer or a desktop computer. The terminal
1000 may also be referred to as another name such as user equipment, a portable terminal, a laptop

terminal, or a desktop terminal.
[0262] Generally, the terminal 1000 includes: a processor 1001 and a memory 1002.

[0263] In some embodiments, the processor 1001 includes one or more processing cores, for
example, a 4-core processor or an 8-core processor. In some embodiments, the processor 1001 is
implemented in at least one hardware form of Digital Signal Processing (DSP), a Field-Programmable
Gate Array (FPGA), a Programmable Logic Array (PLA). In some embodiments, the processor 1001
includes a main processor and a coprocessor. The main processor is a processor configured to process
data in an awake state, and is also referred to as a central processing unit (CPU). The coprocessor is
a low power consumption processor configured to process the data in a standby state. In some
embodiments, the processor 1001 is integrated with a graphics processing unit (GPU). The GPU is
configured to render and draw content that needs to be displayed on a display screen. In some
embodiments, the processor 1001 further includes an artificial intelligence (AI) processor. The Al

processor is configured to process computing operations related to machine learning.

[0264] In some embodiments, the memory 1002 includes one or more computer-readable
storage media. In some embodiments, the computer-readable storage media are non-transitory. In
some embodiments, the memory 1002 also includes a high speed random access memory, and a non-
volatile memory, such as one or more magnetic disk storage devices and flash storage devices. In
some embodiments, the non-transitory computer-readable storage medium in the memory 1002 is
configured to store at least one program code which is used for being executed by the processor 1001
to implement the request processing methods provided in the various method embodiments of this

application.

[0265] In some embodiments, the terminal 1000 may also in some embodiments include: a
peripheral interface 1003 and at least one peripheral. The processor 1001, the memory 1002, and the
peripheral interface 1003 can be connected through a bus or a signal cable. Each peripheral can be

connected to the peripheral interface 1003 through a bus, a signal cable, or a circuit board.
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Specifically, the peripheral includes: at least one of a radio frequency circuit 1004, a display screen
1005, a camera component 1006, an audio circuit 1007, a positioning component 1008, and a power

supply 1009.

[0266] In some embodiments, the terminal 1000 further includes one or more sensors 1010.
The one or more sensors 1010 include but are not limited to: an acceleration sensor 1011, a gyroscope
sensor 1012, a pressure sensor 1013, a fingerprint sensor 1014, an optical sensor 1015, and a

proximity sensor 1016.

[0267] Those skilled in the art can understand that the structure shown in FIG. 10 is not a
limitation of the terminal 1000 and can include more or fewer components than shown, or combine

certain components, or employ a different arrangement of components.

[0268] FIG. 11 is a schematic structural diagram of a computing device according to an
embodiment of this application. The computing device 1100 may vary a lot due to different
configurations or performances. The computing device 1100 includes one or more CPUs 1101 and
one or more memories 1102. The memory 1102 stores at least one computer program, and the at least
one computer program is loaded and executed by the one or more CPUs 1101 to implement the
request processing methods provided in all the above embodiments. In some embodiments, the
computing device 1100 also includes components such as a wired or wireless network interface, a
keyboard, and an input/output interface, to facilitate inputting and outputting. The computing device
1100 further includes other components for realizing the functions of the device, which will not be

described in detail herein.

[0269] In an exemplary embodiment, a computer-readable storage medium is further
provided, for example, a memory including at least one computer program. The at least one computer
program can be executed by a processor in a terminal to implement the request processing methods
in the above embodiments. For example, the computer-readable storage medium includes a Read-
Only Memory (ROM), a Random-Access Memory (RAM), a Compact Disc Read-Only Memory
(CD-ROM), a magnetic tape, a floppy disk, an optical data storage device, and the like.

[0270] In an exemplary embodiment, a computer program product or computer program is
further provided, including one or more program codes stored in a computer-readable storage
medium. One or more processors of a computing device can read the one or more program codes
from a computer-readable storage medium, the one or more processors executing the one or more
program codes to enable the computing device to implement the request processing methods in the

above embodiments.
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[0271] Those of ordinary skill in the art will appreciate that all or part of the steps for
implementing the embodiments described above can be performed by hardware or by instructing
relevant hardware by a program. In some embodiments, the program is stored in a computer-readable
storage medium. In some embodiments, the storage medium mentioned above is an ROM, a magnetic

disk, an optical disk, or the like.

[0272] The foregoing descriptions are merely optional embodiments of this application, but
are not intended to limit this application. Any modification, equivalent replacement, or improvement
made within the spirit and principle of this application shall fall within the protection scope of this

application.
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CLAIMS

1. A request processing method, performed by a first computing device in a clustered database

and comprising:
determining a lock synchronization mode of the clustered database in response to a data request;

locking a data resource corresponding to the data request and executing the data request, in a

case that the lock synchronization mode is a weak synchronization mode;

obtaining locking feedback information of the data resource by at least one second computing
device in the clustered database in a case that the lock synchronization mode is not the weak
synchronization mode, the locking feedback information indicating whether the second computing
device successfully locks the data resource; and locking, in a case that the obtained locking feedback
information meets a target condition corresponding to the lock synchronization mode, the data

resource corresponding to the data request, and executing the data request.

2. The method according to claim 1, wherein the obtaining locking feedback information of the

data resource by at least one second computing device in the clustered database comprises:

transmitting a locking request associated with the data request to the at least one second

computing device; and

receiving the locking feedback information returned by the at least one second computing device

based on the locking request.

3. The method according to claim 2, wherein the transmitting a locking request associated with

the data request to the at least one second computing device comprises:

transmitting the locking request to a message processing thread on each of the at least one second

computing device via a message processing thread on the first computing device, and wherein

the receiving the locking feedback information returned by the at least one second computing

device on the basis of the locking request comprises:

receiving, via the message processing thread on the first computing device, the locking
feedback information returned by the message processing thread on each of the at least one second

computing device.

49



10

15

20

25

30

4. The method according to claim 3, further comprising:

transmitting, in response to receiving the locking feedback information of one of the at least one
second computing device, the locking feedback information to a lock application thread of the data

request via the message processing thread in a case that the data request is in an active state; and

transmitting a lock release request to the second computing device in a case that the data request
is not in an active state and that the locking feedback information indicates successful locking, the
lock release request being used for instructing the second computing device to release the data

resource corresponding to the data request.

5. The method according to claim 1, wherein in a case that the lock synchronization mode is a
strong synchronization mode, the target condition is that the locking feedback information of each of
the at least one second computing device indicates a successful locking; and in a case that the lock
synchronization mode is a semi-strong synchronization mode, the target condition is that the locking
feedback information of each of a target number or more second computing devices among the at

least one second computing device indicates a successful locking.

6. The method according to claim 1, wherein in a case that the lock synchronization mode is a
strong synchronization mode, the target condition is that a waiting duration does not exceed a first
waiting threshold and the locking feedback information of each of the at least one second computing
device indicates a successful locking; and in a case that the lock synchronization mode is a strong
synchronization mode, the target condition is that a waiting duration does not exceed a second waiting
threshold and the locking feedback information of each of a target number or more second computing

devices among the at least one second computing device indicates a successful locking.

7. The method according to claim 5 or 6, further comprising:

obtaining the target number in a case that the lock synchronization mode is the semi-strong

synchronization mode; and

switching the lock synchronization mode to the strong synchronization mode in a case that the
target number is less than one or greater than the number of all the second computing devices in the

clustered database.
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8. The method according to claim 1, further comprising:

transmitting a lock release request to the at least one second computing device in a case that the
obtained locking feedback information does not meet the target condition or the execution of the data
request is completed, the lock release request being used for instructing the second computing device

to release the data resource corresponding to the data request.

9. The method according to claim 1, wherein the data request is a data definition language (DDL)

request.

10. A request processing method, performed by a second computing device in a clustered

database and comprising:

adding, in response to a locking request associated with a data request, the locking request to a
locking waiting queue, wherein the locking request being transmitted by a first computing device in

the clustered database in a case that a lock synchronization mode is not a weak synchronization mode;

processing the locking request in the locking waiting queue to obtain locking feedback

information; and

transmitting the locking feedback information to the first computing device.

11. The method according to claim 10, wherein the processing the locking request in the locking

waiting queue to obtain locking feedback information comprises:

locking a data resource corresponding to the data request, and determining that the locking

feedback information indicates a successful locking; and

in a case that a waiting duration of the locking request in the locking waiting queue exceeds a
third waiting threshold or that deadlock detection fails, determining that the locking feedback

information indicates a failed locking.

12. The method according to claim 10, further comprising:

performing local deadlock detection on the locking request in response to a deadlock detection

message of the first computing device;
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determining, in a case that the lock deadlock detection fails, that the deadlock detection fails;

determining a lock waiting chain of the locking request in a case that the lock deadlock detection
succeeds, the lock waiting chain comprising lock information having a dependency relationship with

the locking request;

transmitting, in a case that the lock waiting chain comprises a remote lock, the deadlock
detection message to a third computing device that initiates the remote lock, the remote lock
representing lock information that has been registered in the second computing device but is not

initiated by the second computing device; and

in a case that one computing device that has transmitted the deadlock detection message receives

the deadlock detection message, determining that the deadlock detection fails.

13. The method according to claim 10, wherein the adding the locking request to a locking

waiting queue in response to a locking request associated with a data request comprises:
receiving the locking request via a message processing thread on the second computing device;

starting a lock agent thread corresponding to the locking request via the message processing

thread; and

adding the locking request to the locking waiting queue via the lock agent thread.

14. The method according to claim 10, further comprising:

registering lock information corresponding to the data request in a case that the data resource

corresponding to the data request is locked;

determining whether the lock information is active lock information at an interval of a target

duration; and

transmitting a keepalive detection request to the first computing device in a case that the lock
information is active lock information and a locking duration of the data resource corresponding to
the data request exceeds a keepalive detection threshold; and the keepalive detection request being

used for requesting the first computing device to indicate whether to release the data resource.

15. A request processing apparatus, comprising:

a determining module, configured to determine a lock synchronization mode of a clustered
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database in response to a data request;

a locking execution module, configured to lock a data resource corresponding to the data request
and execute the data request in a case that the lock synchronization mode is a weak synchronization

mode; and

a first obtaining module, configured to obtain locking feedback information of the data resource
by at least one second computing device in the clustered database in a case that the lock
synchronization mode is not the weak synchronization mode, the locking feedback information

indicating whether the second computing device successfully locks the data resource, and wherein

the locking execution module is further configured to lock the data resource corresponding to
the data request in a case that the obtained locking feedback information meets a target condition

corresponding to the lock synchronization mode, and execute the data request.
16. A request processing apparatus, comprising:

an adding module, configured to add, in response to a locking request associated with a data
request, the locking request to a locking waiting queue, wherein the locking request is transmitted by
a first computing device in the clustered database in a case that a lock synchronization mode is not a

weak synchronization mode;

a processing module, configured to process the locking request in the locking waiting queue to

obtain locking feedback information; and

a transmission module, configured to transmit the locking feedback information to the first

computing device.

17. A computing device, comprising: one or more processors and one or more memories, the
one or more memories storing at least one computer program, and the at least one computer program,
when loaded and executed by the one or more processors, implements the request processing method

according to any one of claims 1 to 9 or claims 10 to 14.

18. A storage medium, the storage medium storing at least one computer program, and the at
least one computer program, when loaded and executed by one or more processors, implements the

request processing method according to any one of claims 1 to 9 or claims 10 to 14.

19. A computer-readable storage medium, comprising: at least one computer program, and the
computer program, when loaded and executed by one or more processors of a computing device,

implements the request processing method according to any one of claims 1 to 9 or claims 10 to 14.
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