; <re3e(Rwitutv(vvevTRw The present invention relates to

‘transmtting confidential data between two conmuni cation de Il@%| @ﬂm‘“ “w
particular, to a nmethod of secure commrunication between

condi ti onal access nmodule (CAM) in a pag TV envi ronnent . 10 EP 0‘5?% 326 A2
di scl oses a nethod of establishing a seture comrunication c

two similar stations. The communi cation procedure uses synvamw "”m”’””””m
encryption/ decryptl on one to avoid problens encountered wt

systems E %Gﬁil stributed master key is used in conjunction wdobworodi fier
el ement s suc as a time stanp, a counter or the like. In the symmetric
procedure, a 15 secret encryptlon key i's knomn to both conmunication

devi ces. This e ; A In

anot her nethod that is di scmﬁ-&héﬁ g@n%{@% ﬁuﬁ%%%{e communi cat i on

bet ween two devi ces such as a CAM an pcar I's obtained by asymmetric
encryptiorf. One of the devices generates a random key which is encrypted
with a 20 public key and sent to the second device. The second device
decrypts the encThptpeesekieinventidn eelates teeapnatiod ®f pranvmitink eynfiddatill davi ces

use the random key for en ptiogn and decryption of data exchanged between
the devices. @e%ﬁﬁ‘bﬁoﬁ"@%’ &t‘%%ﬁ"‘%{‘n%‘(}&aﬂé" n&t ét@?fﬁi"ﬂ(’gﬁwﬂﬁne of
the devices. ThenRifSAMn BVEM Sﬁ%&'?@‘éhdjg%oﬁdl swra@céz?mme%mgn?m tting
data between 25 two communi cation devices which relies on a commbh secr et
based on two vpedylE¥ epdodnndntwhi ch is generated by a different one of the
devi ces, thereby avoi ding possible replay attacks. According to the

i nvention,, the n ttin t etween two conmuni cati an

dovi ces 191 udes EPHD 28 PR AR s & hethS S ol Ehing Wb GE SPIGHREY i s
generated on téRnkld8etdfeeh Nevd isirfflarC QALY CBhd UonFRMiGRio! fRcédurd $Rsond
random key is generated on the side of the second communi cation device. 5
Step 3: the seboHuetrigraonPliet/decsypsionransttedvpid nreblams encauntsied wc,thlcesheand
transmtted to [ t. nth f the
first conmmuni ca}&?’%}? é%c%%wt%fgﬂnag%rﬁ% d‘gglesgcgnﬁpcogw& tn?%”ﬁthu glef%prt ed
W th a correspelasieitg sypoh asattind @y¥mp, a counter or the like. In the symmetric procedure, a
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15 secret encryption key is known to both communication devices. This method only

works with paired communication devices.

In another method that is disclosed in WO 97/38530, a secure communication
between two devices such as a CAM and a chipcard is obtained by asymmetric
encryption. One of the devices generates a random key which is encrypted with a

20 public key and sent to the second device. The second device decrypts the
encrypted key with a corresponding private key. Both devices use the random key
for encryption and decryption of data exchanged between the devices. This

method relies on a random value generated in only one of the devices.

The present invention provides a secure method of transmitting data between

25 two communication devices which relies on a common secret based on two values
each of which is generated by a different one of the devices, thereby avoiding
possible replay attacks. According to the invention, the method of transmitting

data between two communication devices includes the following steps:



Step 5: the first randomkey is encrypted on the side of the first 10

+ ‘communi cation device and transmtted to the second communi cati on devi ce.

Step 6: the second comruni cati on device decrypts the transmtted first
random key. Step 7: each conmuni cation device conbi nes the random keys into
a secret session key used for encryptioh-and decryption of the data
transmtted 15 between the devices. After step 7, both devices share a
secret session k IrRdeRahRe of
each ot her and i?{%ﬁ?fs‘grir esﬁfh g g@i'ﬂezgggfnﬁg%aﬁgﬁé%?%?ﬂg‘gtﬂﬁg possi bl&fdio%[ly of a
successful repHeyceattack. A further inprovenent of the nethod is achieved
by using a particular 20 encryption key for encryption of the first random
key in steps 5 a 6:, in addition to.the secon andgm key, r andom.nunber
(2 chal | onge ) e dned bamdopip kitids cpimed SBofl SGkreb id Fad

devi ce, and thismiahReenaeher is |ikew se encrypted with the public key
and transferred to the first comuni cation device. The first conmmunication
devi ce decrypts the random nunber with its private key, 25 and the first
random key’ i s enctgptledherbechnd mendgar keypiseencrimtetbhy mesbe of grpublictksytand
transm ssion o WLiIs . second conmuni cation devi ce.

-3 A preferred{rgltr\f"cﬂlgdrr{é’ntgle(@?ﬁgﬁ@@ﬁ}éﬁﬁ I}%gr]?’?%‘l | now be disclosed with
reference to the drawing. The single figure of the drawing illustrates
essential steps @hted #eopthefsider eftthe i diomeminicatibh levieé ethe maashintet Becatdaw ng,
a first communic t&é‘n deyi ce %)% iﬁ a Smart |5 Card éfSC) and a second

communi cat i on PrCkepds decryptedwih picgHEIPORAIRE PEVAEEEYe (CAM) in a digital
pay TV environnent (DVB, for exanple), although the invention is not
limted to appli GREP 01 kHe $H&h r@fliofN e OfYTRAErypreat ndetd GRk BF @fed ¢ woul d
exchange confidential data, such as en |tIerrenP managenent nessages (EMV),
entitl emel® conommunicademdrysce(@mdvnsmitied tothersetondeodenunicationgvicdo pr ot ect
the confidential data from eavesdroppi ng, a secure comruni cati on channel is
est abl i shed bet the,deyi D1 e dhe firs evi c 1 oW cret
i vate Key Pric S i KL cobmimaushide ook b Bk FebrBiN” 8 has
a random nunberangemetest or G . The second device D2 knows the public key
PuK, which nmay have been 15 received fromdevice DI in the clear. Device D2

al so has a random anSIBeF: eSO @nih@icatiod deviok tobin¥s theQhdiodENdyseftoldl, D2 do
not share any secret In order to provide a secret session key shared by the

devi ces and usé8efrétgessimdiey pisedior gaeryyian and dseryption obthe Halageamsivitedeen t he
devi ces, f5 pr of, g\%‘lmih%d%(,ﬁgé)sed that is safe enough to 20 avoi d | eakage of
i nformati on, and powerful erough to exchange keys of a
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After step 7, both devices share a secret session key based on two random
values generated independently of each other and in different devices, thereby

excluding the possibility of a successful replay attack.

A further improvement of the method is achieved by using a particular

20 encryption key for encryption of the first random key in steps 5 and 6: in addition
to the second random key, a random number (a “challenge™) is generated on the

side of the second communication device, and this random number is likewise
encrypted with the public key and transferred to the first communication device.

The first communication device decrypts the random number with its private key,

25 and the first random key is encrypted with the decrypted random number prior to

the transmission of the first random key to the second communication device.



sufficient |length. The protocol involves asymetric cryptography for
“transm ssion both fromDl to D2 and from D2 to D1. Random nunber gener at or
G in device D1 internally generates a first random nunber K1. Random
nunber generator & in device D2 internally 25 generates a second random
nunber K2. D2 will also generate a further randomval ue, a "chall enge"
CHLG Random nunbers K1 and K2 are of a sufficient length to avoid

crypto-anal ytic by %te?b’nfegre?rﬁ)oaﬁﬁé}ﬁ lof the indenbBN Wil nb% LRSIk With RRFedekll G
with public key PuK and sends the result to device D 1. Device D1 wl |

recei ve the rewuht deawingethe pngletfignire bf thesdrawingailesttates dsaatiaDetepef el now
knows K2 and CHLP ﬁe\/ibcﬁ' D 1 concatenates K2 wwth its own random nunber K1
and encrypts tPHECSHERRLY nunbers with CHLG The 5 encrypted result is
sent fromDl to D2. Device D2 now decrypts the received result to KL and K2

usi ng CHLG as thewﬁlfi‘@éﬁmhb@{b ﬂi%Ydrhﬂirfg'?TarﬁI@tV@odfﬂquﬂi@&i&ﬁZde@?e pheg ksSha#
consi stency of received K2 with its own K2. |If the correct K2 has been

recei ved, Yot hCa\(SE3 gniha seqond pemamipicgtian devies R2risnagonditionabaeceskmodnld K2.

10 Final iy, bojdyd5vi,cesulhy g 7% Wi RPN RIORERIS, il 2 11

t he sane manne O“provi cret session

devi ces. Sessi mRehtyn i€ rios liufred td @ppkoativRlin sechesic epspitonaiena Bbikldeviggt Don of
confidential data_exchanged between the devices. Another exanple for use of
the invention #td PZyrald jexehange Goalidentigh data, 139ch @avntilement managemepdty ce

D1 and a decodgr..d %@%H (o] T eyl , too,
confidenti al dglte %gaa%ﬁ( egg’e%g aér%]éélg ‘!u%)s"frﬁg I%Jggaés%gic(gmﬂyydfdgr%ogﬁm WBI
encrypti or0 dec(GAVs). oot hadtectr ithé nedrflefitiabmdatao fromndeavesdropging, eacdecure
generated in a different qne qf th%, evi.ces. .

communication channel is established between the devices D1, D2.

The first device D1 owns a secret private key PrK and has a corresponding

public key PuK. Device D1 also has a random number generator G1.

The second device D2 knows the public key PuK, which may have been
15 received from device D1 in the clear. Device D2 also has a random number

generator, G2.

Initially, both devices D1, D2 do not share any secret In order to provide a
secret session key shared by the devices and used for encryption/decryption of
data exchanged between the devices, a protocol is proposed that is safe enough to

20 avoid leakage of information, and powerful enough to exchange keys of a
sufficient length. The protocol involves asymmetric cryptography for transmission
both from D1 to D2 and from D2 to D1.

Random number generator G1 in device D1 internally generates a first

random number K1. Random number generator G2 in device D2 internally

25 generates a second random number K2. D2 will also generate a further random
value, a “challenge” CHLG. Random numbers K1 and K2 are of a sufficient

length to avoid crypto-analytic brute-force attack.



-5 Cainms 1. Anethod of transmtting confidential data between two
‘communi cat i ondevi ces, in which5 a)a first random key (K1) is generated on
the side of the firstconmmunication device (D1);b)a second random key (lil)
is generated on the side of the secondconmmunication device (D2);c)the
second random key (K2) is encrypted by “%reans of a publiclOkey (PuK) and
transmtted fromthe second (D2) to the first (D 1 )comrunication device;
d)on the side ofpthige Porebr a@%@@h&@lﬂ%‘ “%Vlblfb?ic(k@})BuKtﬂﬁl §e&1ﬁ£‘§ﬂ€'rfe§1ﬁfj
second random key (K2) is decrypted using a corresponding private key
(PrK); 15 e) tthdevice Etl Pavido kel reeeye the resudirandtdedryphittvinth 4 prevadé keshe

first conmuni n devyi.ce 1) a tr 1Ltied ta . the secon omyuni cati on
devi ce. (D2)- K PRVEE LU Sest Ritws RE 03 Eet B HRCRSIAE Kpnh s
transmtted f'dv#}{rahé’élﬂ(ﬁmnlﬁ@ﬁ/Kﬁ KAd en@ists AR @hchiBldleamBEN GRhiN.devhees (1,
2) conbine the random keys (K1, K2) to a secret session key (K) used by
each devi ée (Bneryprd FﬁwtlsmtrétomlélémEByptl on and decryption of the
confidential data. 25 2. The nethod according to claim1, in which h) in

addi 0n t0  he AERR0RaANIBEY ul/iRlond LARBR INIPRS Wbl 3 4T at ed

on the side of the sec atron om nunber
(CHLG is |ikealstsptiemkeypd mhelw KearisKof DR lvhe¢ky ldbi eods&yen(:?ul()eoandd K2
transferred to the first comunication device (D t he_random

number (CHLG) Vith feeyy Klelf thy carmret K2 hag b%f@rfﬁemveéabv%ﬁievwe%ﬁaéw Banow 1 )
using its pri \@5’%”?%&5‘5&““"&“t Eadd kst randomkey (K1) is encrypted with
er

the random nu prior to being transmtted to the second
comuni cation device (D2). 3. The nethod according to claim2, in which 1)
the firstlOconmunFinally,dotlddeices I1Did Eﬁ&ri}}pbmbhieerammheysrléhdmdﬂ(lzéy th&2) and

transmts it to the second ca ni cation. devic D2 e ,second
oo et 1 on Gwe| BEVERS MGG Bt wohsomionrtan R, ho Linsisdiby SRCARRES (ko)
and checks It%elsﬂéﬁr%ywléouseaqapaymﬁ@ﬂlc%ﬁchyﬁm Al dcRphiof F W fidéhtiafndom
nunber (K2). 4. The nethod according to claim?2, in which n) the first

conmuni cat i on datagxebanged petwsen hsrdevicke second random key (K2) using the
random nunber (CHLG and transmits it to the second 15 conmuni cati on device

gggz)?n do) the secRfnEOTHRNIE Hbt We BPYhE Gndeifibn A ¥ FtidAE LERADIRALET
15 (CAM) as the first device D1 and a decoder in a Set-Top-Box (STB) as the second
device D2. Here, too, confidential data would be exchanged using a session key
for encryption/decryption that originates from two random numbers each

generated in a different one of the devices.



random key (K2) using the random nunber (CHLG and checks its integrity by
‘conparison wth the original second random key (K2). 20 5. The net hod
according to any of the preceding clains, in which the session key (K) is
devel oped so as to have the same |length as each of the first and second
random keys (KI, K2). 6. The nethod accdbrding to any of the preceding
clainms, in which the first 25 and second random keys (K 1, K2) are each
produced by a respective random nunber generator A, &) of the first and
second conmuni cation device (DI, D2). 7. The nethod according to any of the
preceding clains, in which the first 30 communi cation device (Dl1) is a
smart card and the second conmmicatioqC %ﬁgce (D2) is a conditional access
nodul e (CAM . 8. The net hod according—gb—any of clains 1 to 6, in which

the first i i [ D1).. i diti I dul e. (CA
AR e ) N T g SR
(STB) . A5 . Al deficed\ifwhichAsu% A&uU_6NG} Cz VF+ A
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109%@& () -10! 10%@& () - 1093 kigy (PuK )\Vihid| tian3MeR f{iom the second (D2) to the first (D1)
communication device;
d) on the side of the first communication device (D1), the
transmitted second random key (K2) is decrypted using a
corresponding private key (PrK);

15 e) the first random key (K1) is encrypted on the side of the first
communication device (D1) and transmitted to the second
communication device (D2);

) the first communication device (D1) decrypts the transmitted
first random key (K1); and

20 g) both communication devices (1, 2) combine the random keys
(K1, K2) to a secret session key (K) used by each device (D1,
D2) for symmetric encryption and decryption of the confidential

data.

25 2. The method according to claim 1, in which
h) in addition to the second random key (K2), a random number (CHLG)
is generated on the side of the second communication device (D2);
i) the random number (CHLG) is likewise encrypted by means of the
public key (PuK) and transferred to the first communication device (D1);

30 j) the random number (CHLG) is decrypted by the first communication



[y1l0%@& ()-9-10%@& ()-+10%@& ()-*10%@& ()-1(!10%a& ()-Fb@cl 10% u-u& ()-TSF

"10% u& ()- 10@ 10@ 10@®6910%@&’ () - 410%@&' () - 310%@& () -+ A

Ba?b@8& 10% u-u& ()-f10% u& ()-10% u& ()-!kFM 10%uu& ()-fF

10% u& ()-10% u& ()-%$ ;"<b@F+!10% u-u& ()-!"F%0% u-u& ()-3@ 10% u& ()-!
10% u-u& ()-10% u& ()-Y10% u& ()-;Vvj }olél Y1099& () - @10% & ()- 10uu 10uu

10uu! 11 10%uué& () -! 1! 10%tu#u& () -! +I 10% u- u&' ()-j ndEoP1

Y10% 10%&'()&@,@@/9}34 5{5 AR Ke (Pﬁ((}lO%I'&'() 10907& () - 109%& () - g8GdEoP1
Y10% " g109%@& () VT & 109G & & ()-10%& ()- 109F& ()- GbdEOPL
Y10% 109%07& () - | +1o¢e8rﬁae(f)rst)rand3wkp>(gzk)(lﬂmtqq with the random number

107610508 () - (TIOVREND) CHTHAN (LI asgeod Srgmmiert o dosge R 1o
10%2& ()-"910%& ()-L 10%& ()-L10%& ()- Y10%& ()-F10%& ()-LXdEYNC
5 3. The method according to claim 2, in which
1) the first communication device (D1) encrypts the second random key
(K2) and transmits it to the second communication device (D2);,
m) the second communication device (D2) decrypts the transmitted second
random key (K2) and checks its integrity by comparison with the original second
10 random number (K2).

4. The method according to claim 2, in which
n) the first communication device (D1) decrypts the second random key
(K2) using the random number (CHLG) and transmits it to the second
15 communication device (D2),
0) the second communication device (D2) decrypts the transmitted second
random key (K2) using the random number (CHLG) and checks its integrity by

comparison with the original second random key (K2).

20 5. The method according to any of the preceding claims, in which the
session key (K) is developed so as to have the same length as each of the first and
second random keys (K1, K2).

6. The method according to any of the preceding claims, in which the first
25 and second random keys (K1, K2) are each produced by a respective random
number generator G1, G2) of the first and second communication device (D1,
D2).

7. The method according to any of the preceding claims, in which the first
30 communication device (D1) is a smart card and the second communication device
(D2) is a conditional access module (CAM).
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