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(57) Abstract

One-stage and two-stage CRC generation systems (400, 600) feature a CRC genemtorlchecker (700) compnsmg a segmenter (710) of
an input data stream into substreams, a circuit (712) forming a linear combination of the substreams and generating CRC bytes therefrom,
and a checker (714) comparing the CRC bytes with previously generated CRC bytes. The two-stage system (600) includes a first CRC

CRC generator/checker (603) generating verification CRC bytes for comparison with the primary CRC bytes to check the input data after
retrieval from the memory (602) and before input to an encoder (604). The second CRC generator/checker (603) can optionally apply some
of the verification CRC bytes to the encoder (604) for use as secondary CRC bytes. The number of CRC bytes outputted by the CRC
genemtorlcheckers (601, 603) is programmable.
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ERROR CORRECTOR', U.S. Patent Application Serial Nunber 08/[err]

(attorney wWaokeisz1 1777-7) entitled "REED SOLOVON DECODER', amrintsowiziBat ent
~ Application Serial Nunber 15 08/ , (attorney docket 1777-10) entitled
"ERROR CORRECTI ON METHOD AND APPARATUS". Patent applications filed
concurrentlysystemw th United States Patent Application Serial Nunber

08/ 147,865 filed Novenber 4, 1993 (and all hereby incorpdgf g e eT 11y
reference) include U S. Patent 20 Application Serial Nu ié%ﬁ%ﬂiﬁig ‘§%EN
entitled "FINITE FI ELD | NVERSI ON', U.S. Patent Applicati ¢n_SerF5F-NFHer

08/ 148,068 entitled "BURST ERROR CORRECTORY and U.S. Patent Application

Serial Nunber 08/147,650, entitled "REED SOLOVMON DETECTOR . 25
- CYCLICAL REDUNDANCY CHECK

METHOD AND APPARATUS .
BACKGROUND

Cross-References to Related Applications
This patent application is a continuation
application of United States Patent Application Serial
Number 08/147,865; filed November 4, 1993, entitled DUAL
5 PURPOSE CYCLICAL REDUNDANCY CHECK, which is incorporated
herein by reference. Patent applications filed concurrently
(inventor: Christopher P. Zook) with this patent application
and incorporated herein by reference U.S. Patent Application
Serial Number 08/__ , __ (attorney docket: 1777-6) entitled
10 ° “FINITE FIELD INVERSION"; U.S. Patent Application Serial
Number 08/__ ,  (attorney docket: 1777-9) entitled “BURST
ERROR CORRECTOR", U.S. Patent Application Seriathumber'
08/___, __ (attorney docket: 1777-7) entitled *REED SOLOMON
\ DECODER" , and U.S. Patent Application Serial Number
15 08/___,__ (attorney docket 1777-10) entitled “ERROR
| CORRECTION METHOD AND_APPARATUS". Patent applications filed
concurrentlysystem with United States Patent Application
Serial Number 08/147,865 filed November 4, 1993 (and all
hereby incorporated herein by reference) include U.S. Patent
20 Application Serial Number 08/;47,758 entitled * FINITE FIELD
'INVERSION", U.S. Patent Application Serial Number 08/148,068
‘entitled ®BURST ERROR CORRECTOR", and U.S. Patent
Application Serial Number 08/147,650, entitled “REED SOLOMON
DETECTOR" . ' '
25 .
1. PField of Invention |
This invention relates generally to digital data
communication systems, particularly to the detection of
transmission errors by the use of codes.
30 -
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1. Yield of Invention This invention relates generally to digital data
communi cation systens, particularly to the detection of transm ssion_error
by the usavebs/tasdes. 30 -2- 2. "Related Art and O her CoRSTHSMIZI¥hs In
a_digital data comunication system (including storage and retrieval from
el ectronic nmenory, optical nedia or nmagnetic nedia) errQrs_nmy occur as a
result of noise, 5 nedia defects or circuit failure. fgp\{elL@QLEB;,

e |
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' 2. Related Art and Other Considerations
In a digital data communication system (including

1 4

storage and retrieval from electronic memory, optical media
or magnetic media) errors may occur as a result of ﬁoise,

5 media defects or circuit failure. For reliable |
communications it is necessary to be reasonably sure of
detecting all transmission errors. One way of doing this is
by the use of cyclic redundancy check symbols or CRCs. In
general CRCs are calculated by treating the data as the

10 coefficients of a polynomial, dividing the data By_another
| polynomial, and keeping the remainder. The data and CRC
together make up a codeword which is then transmitted into
the communication channel. At a receiving end of the
channel a CRC is again calculated and compared to the
15 original. A discrepancy between the two CRCs indicates a
transmission error. - B
_ In some applications the data and CRC together are
coded into an error-correcting code by adding error-
correcting characters (ECC). After a correction procedure
20 . has been used the CRC can be used to detect errors that are
either not detected or are miscorrected by the corrector.
The data can be viewed as a sequence of binary
bits or a sequenée of multi-bit symbols. In general a bit-
oriented CRC is desired if the expected errors are random
25  bit errors and a symbol-oriented CRC-is desired if the
expected errors are burst errors or random symbol errors.
Fig. 1 shows a typical bit-oriented 8-bit ‘CRC
generator where the serial input is on the DATA line. The
" generator in Fig. 1 will generate an 8-bit CRC character

30 which can be used to detect any error which affects at most

two bits in the serial data strean. ' '
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comuni cations it is necessary to be reasonably sure of detecting al

t Fansmi ssi on erdQrs. One way of doing this is by the use of pElosds12138
redundandVOEﬁ g9 synbols or CRCs. In general CRCs are cal cul ated by

treating the data as the 10 -coefficients of a polynom gl__dividing the
data by another polynom al, and keeping the remainder. Th@ data- -ahd, LRC 2i:i}
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t oget her make up a codeword which is then transmitted into thehn,ﬂph
communi cation channel . At a receiving end of the channel=

cal cul ated and conpared to the 15 original. ~ A discrepancy betmeen.the t wo
CRCs indicates a transmission error. In sqgg_applications the data and CRC
together are coded into an error-correcting code by adding error-

correcting characters (£ ., ALh&hs2aCOPpEEh OByREe6E Wt ed 8-bit CRC

: generator where D, to D, make up the input data byte. The '
generator in Fig. 2 will generate an 8-bit CRC character
which can be used to detect any single-byte error. It

5 cannot, however, detect every two-bit error since the two
errors could be in two dlfferent bytes. '
Fig. 3 shows a data transmission system which
includes a dynamic RAM (DRAM) for temporary storage and a
communication channel which could be, for example, magnetic
10 storaée. The system uses an ECC system to correct errors
occurring in the communication channel. It also employs a
two-byte CRC to check for errors in data retrieved from the
DRAM and to check the results of the corrector.  For ECC
purposes the data is partitioned into three interleaves.
15 Each interleave makes up one ECC codeword containing two ECC
bytes which can correct one byte in each interleave. This
'is a common technique for making a system capable of
correcting a burst error of three bytes but using an ECC
capable of correcting only one byte. Conceptually, during
20 ECC generation using the system of Fig. 3, the first data
byte goes into ECC generator 1, the second byte goes into
ECC genefator 2, the third byte goes into ECC generator 3,
fhe fourth byte goes into ECC generator 1, etc. After the
data has been input to the generators the first ECC byte
25 comes from the generator which follows the generator which
received the last data byte and the remaining ECC bytes are
taken from the genefators in the same sequence as previously
described. Aall signal lines are 8 bits wide.
The CRC system of Fig. 3 will detect all two-byte
- 30 errors (and consequently all two-bit errors) in a block of
data read from the'DRAM. However, regardless of which CRC
ahd,Ecc polynomials are used, it is possible to have three
errors in one interleave which are not detected by the ECC
or CRC. I
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20 ; has been used the CRC can be used to detect errors that are either not
det ect ed owomsAazseiscorrected by the corrector. The data can HE/vssanemssas a
sequence of binary bits or a sequence of mul ti-bit synbols. In general a
bit- oriented CRCis desired if the expected errors are rgpaess

errors and a symbol -oriented CRC is desired if the expect
burst errors or random synbol errors. Fig. 1 shows a typi
8-bit CRC generator where the serial input is on the DATA g%
generator in Fig. 1 will generate an 8-bit CRC character 30 mhlch can
used to detect any error which affects at Mot two bits in the serial data

stream
SUMMARY
- The invention features both one stage and two
stage CRC generation systems which include a programmable
CRC generator/checker. The CRC generation/checker comprises
5 a segmenting circuit (for segmenting an input stream of user
data into a plurality m of sub-streams); a circuit which

forms a linear combination of the plurality m of sub-streams

and operates upon the linear combination in order to

generate CRC bytes; and, a checker circuit for comparing the
10 generated CRC bytes with previously generated CRC bytes.

- In connection with preparation of CRC bytes prior
to an encoding operation of a two stage system, input user
data is first applied to a first CRC generator/checker for
the generation of K, number of primary CRC bytes. The input

15 user data and associated resultant CRC bytes are then stored
in a memory. Prior to encoding, a data block obtained from
the memofy (including both the user data and the primary CRC
bytes):is applied to a second CRC generator/checker. User
data from the memory is utilized by the second CRC

20 = generator/checker to generate verification CRC bytes.
Following generation of the verification CRC information
units, during K, number of verification clock cycles, the
first Bq“ verification CRC bytes are comparéd with-the K,
number of primary CRC bytes for the purpose of detecting -any

25 errors occurring with respect to the memory. After éﬂé '
verification, a number K,- K, of verification CRC bytes
generated by the second CRC generator/checker is optionally
applied to the encoder as secondary CRC bytes, thereby
adding additional CRC information prior to encoding and

30 storage of a block on a storage medium.

'In connection with processing of CRC information

after a decoding operation of a two stage system, decoded
user data (including CRC bytes) is applied both to the .
second CRC generator/checker and to the memory. The second

35 CRC generator/checker receives the user data and CRC bytes
cker receives e TEer
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-3; Fig. 2 shows a typical byte-oriented 8-bit CRC generator where [err] to
[err] nmakewopsmfsati nput data byte. The generator in Fig. 2 MOTWU$pdA2138t e an
8-bit CRC character which can be used to detect any singl g=byte-error. It 5
cannot, however, detect every two-bit error since the twoleririgrsagul =
in two different bytes. Fig. 3 shows a data transm ssion ystenmghiﬁ&gggggﬁ
I ncl udes a dynam c RAM (DRAM for tenporary storage and a : .
channel which could be, for exanple, magnetic 10 storage. The system uses
an'ECC systemto correct errors occurring in the comunication channel. It

al so enploys a two-byte CRC to check for efgors in data retrieved fromthe

in much the same manner as it does prior to an encoding
operation, generating B;'number of verification CRC bytes '
for éomparison with a like number of corresponding CRC bytes
obtained from the decoded data. When the decoded data is
5 retrieved from the memory for sending to a host, the decoded
data is sent to the first CRC generator/checker to check for
mMEemory errors. ' _
The first CRC generator/checker and the second CRC
generator/checker are configured to generate as many as x
10 number of CRC bytes. However, the number of CRC bytes K,
and K, actually outputted by the respective first and second
CRC generator/checkers is programmable, so that K, and K,
may be unequal (e.g., K, > K,) for a specified
encoding/decoding operation and changeable from one
15 encoding/decoding.operation to another.

BRIEF DESCRIPTION OF THE DRAWINGS
" The foregoing and other objects, features, and
advantages of the invention will be apparent from the
20 following more particular description of preferred
embodiments as illustrated in the accompanying drawings in
which reference chéracters refer to the same parts
throughout the various views. The drawings are not
necessarily to scaie,.emphasis instead'being placed upon
25 illustrating the principles of the invention.
' ' Fig. 1 is a schematic block diagrammatic view of a
typical bit~oriented 8-bit CRC generator.
Fig. 2 is a schematic block diagrammatic view of a
typical byte-oriented 8-bit CRC generator.
30 | Fig. 3 is a schematic block diagrammatic view of
a data path which includes a CRC generator and checker, a '
DRAM, and a communication channel with ECC protection.
Fig. 4 is a schematic block diagrammatic view of
a one stage CRC generatidn éystem according to an embodiment
35 of the invention and provided with memory error checking.
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DRAM and to check the results of the corrector. For ECC pur poses the data

is partitiowedsiizd20 t hree interl eaves.

codeword containing two ECC bytes which can correct one byte in each

i nt-erl eave. This is a common technique for making a system capabl e of
correcting a burst error of three bytes but using. an ECC cfbﬁ
correcting only one byte. Conceptually, during 20 ECC gengr JS] .
systemof Fig. 3, the first data byte goes into ECC generator..1,. thg second..

bi. &
t’o

byte goes into ECC generator 2, the third byte goes into ECC generator 3,
the fourth byte goes into ECC generat.or 1,7@Cc. After the data has been
i nput to the generators_the first ECC hyte 2 $§£§§ fronlthe,%enerator

t

which follows the gener 3t Wi ci? ¢

1RITATRALic YiieW oL a

remai ni ng ECComgt etagec CRC generation system of Fig. 4 which uses an

10

15

20

25

30

35

adder and a conventional CRC generator.

Fig. 5 a schematic block diagrammatic view of the
adder of Fig. 4A. ; '

_ Fig.'sfis a schematic block diagrammatic view of a
two stageICRc generation system according to an embodiment
of the invention. _

Fig. 7 is a schematic block diagrammatic view of a
CRC generator/checker of the CRC generation system of Fig.
6. .

Fig. 7A is a detailed schematic block diagramﬁatic
view of an embodiment of the CRC generator/checker of Fig.
7. | S .

Fig. 8 is a flowchart depicting basic steps
executed by'the CRC generation system of Fig. 6 in .
connection with two stage CRC generation prior to encoding.

DETAILED DESCRIPTION OF THE DRAWINGS

The invention includes both one stage and two
stage CRC generation systems. Fig. 4 shows a generalized
one stage CRC generation system 400 collaterally provided
with memory error checking; Fig. 6 shows a generalized two '
stage CRC generation system 600 with in-line memory -
checking. As discussed subsequently, both one stage CRC
system 400 and two stage CRC system 600 employ a CRC
generator/checker which can be a novel CRC generator/checker
of the type basically illustrated in Fig. 7. In the
embodiments illustrated in Fig. 4 and Fig. 6 the CRC systems
400 and 600 are used in conjunction with an ECC system
which, in the preferred embodiment, is a three-way
interleaved Reed-Solomon code.
_ The invention includes a method and apparatus that
is capable of generating and checking CRC information units

(e.g., bytes) and which is order-programmable. The CRC bytes
' Rt
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taken fromthe generators in the sane sequence as preV|oust described. Al

signal lines are 8 bits wide. The€REsystemofFg. 3 will detect al

data read fromthe DRAM However
pol ynom al s are used, it is p055|
whi ch are not detected by the ECC
both one stage and two

t wo- byt e 3woesness (and consequeﬂ;gﬁ&mB&m Ac\%snerrors) i nPGI/BPYER 1
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are used to detect random errors occurring in DRAM and also
to detect uncorrectable errors occurring in the !
communication channel.

SINGLE STAGE SYSTEM _

‘The one stage CRC generation system 400 of Fig. 4
jncludes an encoding side and a decoding side. The encoding
side of system 400 comprises CRC generator 401; memory '
(e.g., DRAM) 402; a set of ECC generators 420,, 420,, 4204;
and a CRC checker circuit 422, all under control of encoding
controller 426. The encoding side of system 400 applies
encoded data (including both CRC and ECC bytes) to a
communication channel 430. Communication channel 430 in
turn outputs received data to the decoding side.’ The .
decoding side of system 400 includes a error correction unit
432 and a CRC checker circuit 434, both under the control of
decoding controller 436.

' The encoding side of system 400 receives input
electrical signals at a port 440 (e.g., a port from a host
device). As used herein, a port such as port 440 receives a
sequence of electrical signals representing a user data
stream, the user data stream comprising bytes where each
byte is an element of the finite field Gr(zp)_and where a
byte can be of any p-bit arbitrary length. The user data
stream is organized into blocks of electrical signals
representing digital data, each block containing n data
symbols, wherein each block is mathematically represented by
the polynomial D(x).

Thé electrical signals from port 440 are applied

both to an input port CRC generator 401 and a first input
‘port of a multiplexer 442. An output port of CRC generator

401 is connected to a second input port of multiplexer 442.
An output port of multiplexer 442 is connected to a data
input port of DRAH 402. A data output port of DRAM 402.;5
connected to: a first input port of channel multiplexer




'stage CRC generation systens which include a programmable CRC
generator/checker. The CRC generation/checker conprises 5 . a sagnentln

circuit (fBO%BEEMnting an input stream of user data into a BTN
a circuit which forns a linear conbination of the plurality m

sub-streans);

of sub-streans and operates upon the linear conbination in arder fo

generate CRC bytes; and, a checker circuit for conparing td TmQ\\geana&ed_v

CRC bytes wi
preparation

system input user data is first applied tg.a first CRC generator/checker'Mh-h
for the generation of [err] nunber of primary CRC bytes. The input 15 wuser

data and assaauat ad Appult! PIrtCRE fmces:ﬁcg:éﬁmﬁi Uil (Vi BB Npuf’ | OF

t o encodi ng,

10
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RIS my of

th previously generated CRC bytes. In connectlo Wtk
of CRC bytes prior to an encodi ng operation of ‘& -twa:stage .-

bl ock aht ned fro
ul 1p§exer 446 selected one of the ECC generators

420,, 420,, 420;. Output ports of the ECC generators 420 are
connected to respective input ports of ECC output
multiplexer 448.

Encoding- controller 426 controls the sequencing

‘(e.g, timing) and operating of the constituent elements of

the encodiné side of system 400, including the application
of signals (e.g., multiplexing) to and from such elements.
Controller 426 is connected to DRAM 402 by an address and
control bus 450; to MUXes 442, 444, 446, and 448 by a MUX
SELECT bus 452; to CRC generator 401 by CRC generator
control bus 454; and, to CRC checker 422 by CRC checker
control bus 456. These and other unillustrated connections
of controller 426 are understood by the man skilled in the
art, such as unillustrated connections for controlling ECC
generators 420, for example.

Oon the decoding side of system 400, error
correction unit 432 receives and corrects data from channel
430. The corrected data is output on data bus 460, which
data is also applied to CRC checker 434. Decoding
controller 436 is connected by CRC checker control bus 462
to control the operation of CRC checker 434. '

In one embodiment, the CRC generator 401, CRC
checker 422, and CRC checker 434 take the form of a novel
generator/checker subsequently illustrated'w1th respect to

- Fig. 7. However, in another embodiment (system 400A)

30

illustrated in Fig. 4A, CRC generator 401, CRC checker 422,
and CRC checker 434 are conventional CRC units augmented by
n-way adder circuits 471, 472, and 474, respectively. That
is, m-way adder circuits 471, 472, and 474 are connected
upstream of the respective CRC generator/checkers 401, 422,
434. In other respects, the elements of system 400A
resemble like-numbered elements of system 400.
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the menory (including both the user data-and the primary CRC bytes) is
appl i ed toydosgeend CRC generator/checker. ﬁ&ﬁ pata fromt RCTAI19138s

utilized by the second CRC 20 r to generate verification
CRC bytes. Follow ng generation
during [err] nunber of verificati the firs

tion CRC information unlts
verification CRC bytes are conpared Mﬁth the [err],nunber fTHI@ S mﬁEV*ﬁﬁKB;EN
bytes for the purpose. of detecting any 25 errors occurring w t figfldg& to
the menory. After the verification, a nunber [err] of veri
byt es ‘generated by the second CRC gener at ef%-checker is optionally applied
to the encoder as secondary CRC bytes, thereby addi ng additional CRC
information prior to erRigh riy kkussoratesrthe confignvakion 9fsmowaye

medi um adder. circuits 471, 472, and 474. Each m-way adder circuit -
includes an adder 480 and a register 482. 1In the system

400B shown in Fig. 4A, each m-way adder circuit is a 3-way

5  adder circuit.

The system 400A shown in Fig. 4A resembles that

shown in Fig. 3 except, that the 1nput-user data from port
440 is segmented into groups of three bytes. The sum of the
three bytes in each group is sent to the conventional CRC

10 generator 410. The first byte in each group will ultimately
be sent to ECC generator 420,, the second byte in each group
will ultlmately be sent to ECC generator 420,, and the third
byte in each group will ultimatély be sent to ECC generator
420;. The CRC generator 401 is only clocked once for each

15 " three bytes. In Fig. 5 the register 482 is reset on the

o third clock of each three-byte group.

TWO STAGE SYSTEM
Fig. 6 shows a two stage CRC generation system 600

20 which generally comprises a first CRC generator/checker 601

for generating primary CRC information; a memory (e.g.,

DRAM) 602; a second CRC generator/checker 603 (for, e.g.,

generating secondary CRC information); an encoder (such as a

Reed Solomon encoder) 604; a data utilization device (such
25 as a disk sub-system) 605; a decoder (such as a Reed Solomon

decoder) 606; and, a controller 626. .

.8ystem 600 also includes a host port 640 connected
to an unillustrated host device. Host port 640 is connected
to apply an input user data stream to a first input port of.

30 DRAM input multiplexer:642 and to a first input port of
first CRC generator multiplexer 643. An output port of
‘multiplexer 643 is connected to an input port of first CRC
generator/checker 60l1. An output port of generator/checker
601 is connected to a second input port of DRAM input '

35 multiplexer 642. An output port of DRAM multiplexer 642 is



In connection with processing of CRC infornmation after a decoding operation
of"a two s§g89ssstem decoded user data (incl ud| ng CRC byt ®CY/Us84/33338 i ed

both to the second CRC generator/nhﬂhkmﬂ “e menory. The second 35
CRC generator/checker receives the \E CRC bytes 1::5-—4n-ﬂuch_~::ﬁ
the same manner as it does prior t peratlon génﬁ{aLJng &Y FEEN
nunber of verification CRC bytes for conparlson with a like munberaa#aauka ﬁ
correspondi ng CRC bytes obtained fromthe decoded data. Whenttesdeesded =
data is 15 retrieved fromthe nenory fer sending to a host, the decoded

10~

connected to a first inpuﬁ port of DRAM 602. A first output
port of DRAM 602 is connected both to a first input port of -«
encoder input multiplexer 644 and to a first input port of
second CRC generator/checker mnltiplexer 645. An output

5 port of multiplexer 645 is connected to an input port of
second CRC generator/checker 603. An output pdrt 6f
generator/checker 603 is connected to a second input port of
encoder input multiplexer 644. An output port of
multiplexer 644 is connected to an input port of encoder

10 604.

Disk sub-system 605 has both a data input port and
a data output port. The data input port of disk sub-system
605 is connected to receive data from an output port of
encoder 604. The data output port of disk sub-system 605 is

15 connected to apply data to an input port of decoder 606.

An output port of decoder 606 is connected both to
a second input port of second CRC generator multiplexer 645
and to a second data input port of DRAM 602. DRAM 602 has a
second output port which is connected both to a host port

20 646 and to a second input port of first CRC generator
multiplexer 643.

Controller 626 is connected to control the timing
and sequencing of the operation of the constituent'elemenfs
of system 600 as explained herein and as otherwise

,25 understood by the man skilled in the art. For example,
controller 626 is connected to multiplexers 642, 643, 644,
and 645 by a multiplexer select bus 650; to DRAM 602 by a
DRAM address and control bus 652; to first CRC
generator/checker 601 by a first CRC generator control bus

- 30 654; to the second CRC generatbr/checker 603 by a second CRC
generator control bus 656; to encoder 604 by encoder control
bus 690; and, to decoder 606 by decoder control bus 692.
Controller 626 has a plurality of input ports 627, and 627,
for obtaining input values for programming system 600. In

35 particular, input port 627, réceives a value K,



data is sent to the first CRC generator/checker to check for nenory errors.
The first wBesgaaer ator/ checker ‘and the second CRC gener at Orgcinesysarisar e

.configured to generate as many as'rhhgsi,&tnwﬁaa{ fce@RC byt es. However, the
nunber ‘of CRC bytes [err] and [err putted by the respectlve
first and second CRC generator/cheB annable, i

[err] may be unequal (e.g [err] speci fi ed THIG THZET HAS BEEN
encodi ng/ decodi ng operation and changeable fron1one 15 encodi ngldeeddizng }
operation to another. BRI EF DESCRI PTION OF THE DRAW NGS Th&E=-Foregorng ant—
ot her objects, features, and advantages ofjjlie invention wll be apparent
fromthe 20 follow ng nore particul ar description of preferred

determinative of the number of CRC bytes to be outputted by
first CRC generator/checker 601; input port 627, receives a '
value K, determinative of the number of CRC bytes to be
outputted by second CRC generator/checker 603.
5 ' In system 600, the first CRC generator/checker 601

| is connected (via MUX 643) to host port (640) for geherating
primary CRC information based on input user data received
from the host device. Memory 602 stores input user data

) received from the host device and the primary CRC

10 information generated with respect thereto by the first CRrC
generator/checker 60l1. Second CRC generator/checker 603,
connected to memory 602 via MUX 645, serves to check data -
retrieved from memory 602 and (optionally) to generate
secondary CRC information based on data obtained from memory

15 602 including the primary CRC information. Encoder 604
forms encoded information by utilizing the data obtained
from memory 602 including the primary CRC information as
well as optional secondary CRC information obtained from
second CRC generator/checker 603. _

20 Decoder 606 receives input data and decodes the
input data into decoded input data. including decoded CRC
information. Decoder 606'applies the decoded input data
including the decoded CRC information to second CRC
generator/checker 603 and to memory 602. Second CRC

25 generator/checker 603 validates the decoded CRC information
included in the decoded input data. First CRC
generator/checker 601 is connected to receive decoded input
data including the decoded CRC information stored in memory
602 for validating decoded CRC information received from

30 memory 602. ' |

Thus, in an encoding operation, sécond CRC
generator/checkér 603 compares the primary CRC information
and verification CRC information generated by second CRC
generator/checker 603 to determine errors attributable to

35 memory 602. Encoder 604 is also connected to second CRC
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enbodi ments as illustrated in_the acconpanying draw ngs in which reference
characters refer to the same parts throughout the various views. The

dr awi ngs aVeo Pt292kecessari |y tThi as ed i nstead bei nBCHPEXW313800n
25 illustrating the principles Hi [on Fig. 1 is a schematic
bl'ock di agrammatic view of a ty ted 8-bit CRC genera 0 '
2 is a schematic block diagrammatic view of a typical byte-
CRC generator. 30 Fig. 3 is a schematic bl ockfTg
of a data path which includes a CRC generator and checke 7 e
comuni cation channel with ECC protection. Fig. 4 is a sQhegsrrC bl ock

di agrammatic view of a one stage CRC generz#2on system according to an
enbodlnent

generator/checker 603 and also utilizes the secondary CRC
information to form the encoded information. Conversely, in
a decoding operation, first CRC generator/checker 601

. determines errors attributable to memory 602.

CRC GENERATOR/CHECKER STRUCTURE
Fig. 7 generally depicts a CRC generator/checker
700 suitable for use as the CRC generators and CRC checkers
described herein. Generator/checker 700 basically includes
10 a segmenting circuit 710; a switch or ﬁultiplexer 701; a
circuit 712 for forming and using a linear combination of
user data sub-streams to generate CRC information; and, an
error checker circuit 714. Segmenting circuit 701 serves to
segment an input stream of user data into a plurality m of
15 sub-streams for application to switch 701. Switch 701
selects from the plurality of user data sub-streams in
accordance with clock cycle and applies the selected user
data sub-stream to circuit 712. The resdltant CRC |
information, preferably in the form of CRC bytes, is
20 outputted on parallel CRC bus 716. When generator/checker
700 is employed to check received CRC information previously
generated on the basis of received data, the previously
generated CRC information is compared by error checker 714
with verification CRC information currently generated (with
25 respect to the same user daté) by circuit 712. Should the
previously generated and currently generated verification
CRC information differ, an error signal is generated on CRC
error line 718. _
- Fig. 7A shows structural details of one particular
30 implementation of CRC generator/checker 700, and particular |
an implementation wherein m=3. .Accordindly, segmenting
circuit 710 of Fig. 7A is shown to include three sub-stream’
lines 707,, 707,, 7075. For reasons hereinafter discussed,
sub-stream line 707, and 707, have multipliers M, and M,
35 connected thereon. Switch 701 is a three-input multiplexer
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35 of the invention and provided with nmenory error checking. ' -6- Fig.

4A a schematic bl ock diagrammatic view of a one stage CRC yst em
of Fig. 4W58R%%1ses an adder arThissshe:oHascBetr Replated CRC energfg?bgﬂlﬁmss

1g. 5
schematic bl ock di agranmatic V|em1ul H E er of F|g 4A. Fig. 6 is a

schemati ¢ bl ock diagrammatic view W CRC gene%&e&k\'

according to an enbodi nent of the inven i's %ch ﬁﬁ%ﬁETmAgj&bN .

di agrammatic view of a . EPLACED j
' .\\—J;
-13~-

having input selected by controller 626 (via a control bus).
An output port of multlplexer 701 is connected to apply the )
sub-stream selected thereby to adder input bus 720.
As shown in Fig. 7A, circuit 712 comprises k
5 number of sub-circuits 722, - 722, for generating as many as
k bytes of CRC information with respect to the linear
combination of sub-streams. As explained below, each sub-
circuit 722 is a divider having a divisor which is a power
of a. Each sub-circuit 722 comprisés an adder input
10 multiplexer 702; an adder 703; a multiplier 704; a register
705 for storing CRC information; and, a register input
multiplexer 708. Each adder 703 has a first input port, a
second port, and an output port. The first port of each
adder 703 is connected to adder input bus 720 so that the
15 plurality of sub-streams can be multiplexed thereto. Each
multiplier 704 has an output port thereof selectively
connected (via a first input port of associated multiplexer
702) to the second input port of its associated adder 703.
Each.fegister 705 has an input port connected to the output
20 port of associated adder 703 and its output port is:
selectively connected (via a first input port of associated
multiplexer 702) to the second input port of the adder 703.
‘Each register 705 stores CRC information in the form of a
CRC byte which is related to an error correcting code. Each
25 of the multiplexers 702 and 708 are controlled by controller
626 (for example, via control bns 654).
From the foregeing it is understood that sub-
circuits 722 are numbered from a first sub-circuit 722, to a
.kt sub-circuit 722,. Registers 705 of the sub-circuits 722
30 are connected so that CRC information stored therein can be
rightwardly shifted. The rightward shift occurs after the n
clock cycles executed to generate the CRC bytes in registers
705. After the n clock cycles are executed to generate the
CRC bytes, the CRC bytes in registers 705 are shifted
35 rightwardly a desired number of clocks (as input to



10, CRC generator/checker of the CRC generation systemof Fig. 6. Fig. 7A-

i s a det aiwedsagdremati c bl ock di agrammatic view of an enbodipcamisosf2iste CRC
generator/checker of Fig. 7. 15 : Fig. 8 is a flowhart depicting
basi c steps executed by the CRC generation systemof Fig. 6 .in connection .
with two stage CRC generation prior to encodi ng. DETAI LED DESERFPH

"THE DRAW NGS 20 The inyention includes both one sfﬁﬁ%séﬁETﬁMﬁ5BEEN
stage CRC generation systems. Fig. 4 shows a generalized ong stadéRiRESED
generation system 400 collaterally provided with nenory error checKing,

Fig. 6 shows a generalized two. stage CRC gggerati on system 600 with in-1line

menory

10

15

20

25

30

controller 626), one register (e.g., one sub-circuit) per
clock. For example, considering the operation of first CRC
generator/checker 601, if an input value of 4 is inputted at
input port 627, of controller 626, during a first shift
clock cycle the CRC byte in register 705, is shifted out on
CRC bus 716: the CRC byte in register 705, is shifted into
register 705,; the CRC byte in register 705; is shifted into
register 705,; and so forth. Such shifting continues for
four shift clock cycles, so that the CRC values initially in
registers 705, - 705, are ultimately slufted out to CRC bus
716. ' |

The values of the multipliers 704 are chosen so
that the multiplier multiplies by a power of a field element
@, the power being r+l for the multiplier of the first sub-
circuit 722, and r+k for the multiplier of the k™ sub-
circuit 722,. .

The output port of adder 703, is connected to
error checker circuit 714 and to MUX 708,. As illustrated
in Fig. 7A, error checker circuit 714 comprises an 8-input
OR gate 709 which is connected to the output port of adder
703,. Error checker circuit 714 further includes and AND
gate 730 and an R/S flip-flop or latch 732. An output pin
of OR gate 709 is connected to a first input pin of AND gate
730, a second input pin of AND gate 730 being connected to
receive a signal CRC_TIME from controller 626. An output
pin of AND gate 730 is connected to a set pin of flip-flop
732; a reset pin of flip-flpp 732 receives a signal RST from
controller 626. .Since adder 703, is involved in verifying
previously-generated CRC information with currently
generated CRC information in the manner hereinafter
described, sub-circuit 722, is denominated the "comparison"
sub-circuit.
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25 _ checkln As di scussed subsequently, both one stage 00
and two st¥W @ﬁﬁ system 600 enploy a CRC generator/checke?aﬁﬁﬁﬁﬁh@ %be a
novel CRC generator/checker of the type basically illustrated in Fig. 7. In
the enmbodinents illustrated in Fig. 4 and Fig. 6 the CRC sy 0 400
and 600 are used in conjunction with an ECC system which, ihthegprgler

enbodi ment, is a three-way interleaved Reed- Sol onbn code. TJhe inggR 1Qh9 JEEN [
i ncludes a nethod and apparatus that is capabl e of generatlng=aﬁd: ﬁ?ng

CRC information units 35 (e.g., bytes) agg which is order-progrannéBT§‘--s
The CRC bytes:

TWO STAGE ENCODING OPERATION
Fig. 8 depicts basic steps executed by system 600

of Fig. 6 in connection with two stage CRC generation prior

to encoding. Prior to aétual CRC geheration, as depicted by
5 step 800 of Fig. 8, controller 626 is programmed with values
' K, and K, for determining the amount (e.g., number of bytes

ranging from 1 to k) of CRC information to be shifted out of

first CRC generator 601 and second CRC generator 602,

respectively. '

14

10 In connection with encoding aspects of the CRC
generation of system 600 of Fig. 6, bytes of user data from
the host are sent to first CRC generator/checker 601 and are
written into DRAM 602. Step 802 of Fig. 8 shows first CRC

_ . generator/checker 601 obtaining n bytes of user data from

15 . the host and using the n bytes of user data to form CRC
bytes C; (3=1,2,...k) during n clock cycles. After the n
clock cycles for generating CRC bytes C; (3J=1,2,...X),

. during the next K; clock cycles (step 804) first CRC
generator/checker 601 shifts CRC bytes

Cl,...c&

20 also known as the primary CRC bytes, into DRAM 602.
In connection with the execution of step .802, and

specifically with reference to generator/checker 700
illustrated in Fig. 7, during the first of the n clock
cycles multiplexer 701 switches the first of the n user data

25 bytes onto adder input bus 720. Concerning such first byte
obtained on line 707, of segmenting circuit 710, M, for
segmenting circuit 710 may always be selected as o and.
hence no multiplier is needed for M,. During the second of
the n clock cycles multiplexer 701 switches the second of

30 the n user data bytes (multiplied by M,) onto adder input
bus 720; during the third of the n clock cycles multiplexer
701 switches the third of the n user data bytes (multiplied
by M) onto adder input bus 720.
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-7- are used to detect randomerrors occurring in DRAM and al so to detect
UNcor r ect awioesAR92dr s occurring l—n—t‘tTe’(fo—m‘nTﬁrEétlon channel .P@/US94/12138
SI NGLE STAGE SYSTEM The one st aggy R¢ edsystem 400 of Fig. 4

.includes an encodi ng side and a d he encodi ng side of system
400 conprises CRC generator 401; M 402;= of ECC -
generators [err]; 10 and a CRC c 422, all GO Or

encodi ng control l er 426. The ehcodi ng si de of systen1400lappl
data (including both CRC and ECC bytes) to a comuni cat i oA~ chaﬂﬂel_

Comuni cati on channel 430 in turn outputs—iéceived data to the decodlng
side. The

Thus, during a data portion of generatlon or
checking depicted by step 862, MUX 701 supplies the dividers
(e.g., sub-circuits 722) with the input user data multiplied
’by M, (from lead 707,) on the first clock and on every third

5 clock following the first, it supplies the dividers 722 with
the input user data multiplied by M, (from lead 707,) on the
second clock and on every third clock following the second
and it supplies the dividers 722 with the input user data
multiplied by M, (from lead 707,) on the third clock and on

10 every third clock foliowing the third. 1In execution of step
802, MUXes 702 supply adders 703 with the outputs of
constant multipliers 704 on the first clock and on every
third clock following the first. MUXes 702 supply the
adders 703 with the outputs of registers 705 on the other

15 clocks. MUXes 708 supply the adder outputs to the inputs of
registers 705.

During execution of step 804, which is a CRC
portion of CRC generation or checking, i.e. when CRC bytes
are being output, MUXes 708 connect the registers 705 into

20 one shift register. During generation this allows the
programmed number (K,) of CRC bytes which reside in the
registers 705 to be shifted out onto CRC bus 716. K, clock
cycles are'required in step 804 to shift out the K, number
of desired CRC bytes. After the K, clock cycles, all

25 registers 705 are re-initialized at zero, so that CRC bytes
Ky ... k are discarded.

As mentioned before, step 804 shows the shifting
of the prlpary CRC bytes Ci(j=1, .+« K;) into DRAM 602. At
some later time (depicted by step 806), the block of data in

30 DRAM 602 and the primary CRC bytes C; (j=1, ... K;) are read
from DRAM 602 and sent both to Reed-Solomon encoder 604 (via
MUX 644) and to second CRC generator/checker 603 (via MUX
645). The data from the block in DRAM 602 is applied to
second CRC generator/checker 603 in a manner such that n

35 number of user data bytes are applied followed by the K, -



15 decodi ng side of system 400 includes a error correction unit 432 and a
CRC checweresa2sziui t 434, bot h.under the controt— of decodi nBCEERH 3 48%r 436.
The encodi ng side of system 400 recejvVv SAﬂlLﬂ el ectrical signals at a port

440 (e.g., a port from a host BSh d sed herein, a port such as.
port 440 receives a sequence of I 1“ gnal s repre Ng,.a-Lis fa-
stream the user data streamco wher e each 3®£’§5§%ic§§§%%ht.
of the finite field GP(2P) and where a byte can be of an i arbhit

| ength. The user data 25 streamis organized into bl ocks of electrical

signals representing digital data, each-®7ock containing n data synboals,

wherein each block is mathematically represented by the polynom al D(x).
' nunber of primary CRC bytes C; (j=1, ... K;) generated by

generator 601 with respect to those n bytes.
In step 806, second CRC generator/checker 603
receives the usef.data from DRAM 602 in groups of n number

5 of input bytes. Using the n number of input bytes, during n
number of clock cycles the second CRC generator/checker. 603
generates k number of verification CRC bytes C;' in similar
manner as first CRC generator/checker 601 generated the
primary CRC bytes C;. If the user data bytes obtained from

10 DRAM 602 in step 806 are identical to the user data bytes
shifted into DRAM 602 from the host as occurs when DRAM is
operating properly, then the verification CRC bytes cj' will
equal the respective primary CRC bytes C,.

After. second CRC generator/checker 603 has

15 generated the verification CRC bytes c;' during the n clock
cycles of step 806, at step 808 secondary CRC '
generator/checker 603 performs a checking operation to
compare primary CRC bytes C; (j=1, ... K)) with the
verification CRC bytes Cf (=1, ... Kﬁ._ In so doing, MUX

20 701 is operated to apply the primary CRC bytes C; (=1, ...

' K,) from line 707, of segmenting circuit 710 to the first
input port of ADDER 703,, the application being made one
byte per clock cycle for each of K, number of verification
clock cycles. During a first of the verification clock

25 cycles, the first primary CRC byte C, is applied to the

. first input port of ADDER 703, and the first verification
CRC b&te c,' stéred in register 705, is applied to the
second input port of ADDER 703,, so that the result of the
addition operation of ADDER 703, is applied to check circuit

30 714. With each verification clock cycle, the verification

o CRC bytes C;' in registers 705; are shifted rightwardly by
one sub-circuit 722 (e.g, to the next rightwardly adjacent
register), as in the manner of CRC byte shift/readout
described hereinbefore, so. that after the first verification

35 clock cycle register 705; will contain the verification CRC

< A




The electrical signals fromport 440 are applied 30 both to an input port
CRC generatwo 9sikozind a first input port of a murtiptexer 442PCTHHSWHHI2PHIst

port of CRC generator 401 is COﬂﬂGCﬂQjﬁbh&@Hﬁs%& fhedgnput port of -

mul tiplexer 442. An output port of | S conneciesss=a=gsate E,
i nput port of DRAM 402. A data out pu uyymm ﬂ 402 is 39 f@ﬂﬁlSBEEEHiAScBE‘Et\
a first input port of channel nultipl n input pprt ofRUERGBCED ;
checker 422; and (via ECC input nultiplexer 446) to a sel ected-one ot tie ==

ECC generators [err]. Qutput ports of the ECC generators 420 are connected
to reéspective input ports of ECC out put -18~

m ]

byte C,'. Similarly, during a second of the verification
clock cycles, the second primary CRC byte C, is applied to
the first input port of ADDER 703, and the second
verification CRC byte C,' now stored in i:egister 705, is

5 applied to the second input port of ADDER 703,, again with
the result of the addition operation of ADDER 703, is
applied to check circuit 714. Such shifting and adding
continues for each of the K, number of verification clock
cycies, so that CRC bytes C; are compared with corresponding

10 bytes C;' for j=1, ... K.

.During execution of step 808, checker circuit 714 -

is effectively enabled .by a signal CRC_TIME from controller
626. When checker circuit 714 is enabled, any inequality
between a primary CRC byte ¢ and its corresponding

15 verification byte C;' causes a non-zero output of OR gate
709 to be gated through AND gate 730 for application to
'flip-flop 732. The detected inequality causes flip~flop 732
to output a CRC ERROR signal to controller 626 on line 718.

If the value K, j.nplitted to controller 626 with

20 respect to second CRC generator/checker 603 is greater than
the value K,, then at step 810 'second CRC generator/checker
603 will shift out (on line 716) a number (K, - K,) of
secondary CRC bytes, specifically CRC bytes C;' (j= Kj+1,
... K). 'In this regard, after execution of step 808,

25 registers 705,, 705,, 705;, etc. will contain

Cx‘"_, C&¢z I c“.) ’ etC.

The shifting out of secondary éRc bytes cj' (= K+1, ... K,))
occurs in K, - K; clock cycleés, and is accomplished in the
hereinbefore described manner of controll:.ng multiplexers
708 for the r:.ghtward shift operatlon.

30 After a block of data including both the p:.;imary
CRC bytes C; (3=1, ... K;) and the secondary CRC bytes
cj' (3=K,,... K;) is encoded by encoder 604, the encoded block



5 nmul tiplexer 448. Encoding controller 426 controls the sequencing 9539’
ti N ng) anwm$sen2d2li ng of the constituent el ements of the encBEFN§4} of
system 400, including the application of signals (e.g., nultiplexing) to

angd fromsuch elenents. 10 Controller 426 is connected to DRANkﬁ@Q:byZGﬁ%T"“”ﬂ:
address and control bus 450; to MJXes 442, 444, 446, and 448 |pytgd RXT a8 Sid
SELECT bus 452; to CRC generator 401 by CRC generator controH{bus_4§§f ‘an(
t o CRC checker 422 by CRC checker control bus 456. These and 'stHer=="""""
unil lustrated connections 15 of controller_426 are understood by the man
skilled in the art, such as unillustrated ¥¥fnections for controlling ECC

generators 420 JbeRP TR fisk S OEaS 8655 e OliYShehpPecinth by -

the man skilled in the art that encoder 604 generates ECC
bytes for'eaéh interleave of data, preferably m number of
interleaves using a ECC generator polynomial.

S Thus, second CRC generator/checker 603 checks
whether errors occurred in DRAM 602 and also may generate
additional CRC bytes, known as secondary CRC bytes. These
secondary CRC bytes may be written to the disk along with
the primary CRC bytes. Inclusion of the secondary CRC bytes

10 can be important because the data read from disk may require
more protection than the DRAM data owing to the fact that

L4

data from disk is more susceptible to error than data from
DRAM 602. |
As described above, second CRC generator/checker

15 603 allows the incoming primary CRC bytes to be checked one
at a time. It also shifts out as many of the k-K
remaining CRC bytes as are specified by the input value K,,
these further shifted bytes being secondary CRC bytes).
This facilitates a situation in which only the first K,

20 number of primary CRC bytes are written into the DRAM 602
but K, are written to disk (K,>K;) . The checking of the
primary CRC bytes is accomplished by adding the incoming
primary CRC bytes to the newly genérated verification CRC
bytes by adder 7031 and then detecting a non-zero byte with

25 OR gate 709. While CRC bytes are being input to the checker
the CRC_TIME signal is ON and then any miscompares will set
CRC_ERROR latch 732. The order of the generator is
programmable since the CRC bytes are calculated
indepehdently of each other and hence only the desired

30 number of CRC bytes need be shifted out.

AW

-
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correction unit 432 receives and corrects data from channel 20 430. The
‘correct ed Wia9¥12921 out put on data bUS“ArGe——wim—eh—dat-a i s al SBCHEPIVR®® 0 CRC
checker 434. Decoding controller zﬁﬁg y CRC checker control

bus 462 to control the operation of % ep . I'n one embodi nent, the
CRC generator 401, CRC 25 checker 4 ecker 434

a novel generator/checker subsequen dwith re

However, in another enbodi nent (systen1400ﬁ0 |IIustrated

generator 401, CRC checker 422, and CRC checker 434 ‘are cons

units augnented by 30 mway adder circafs 471, 472, and 474,
respectively. That is, mway adder circuits 471, 472, and 474 are connected

upstream of the respective CFNOgESHAEE: BECOREINRCPPERATION,

In connection with an decoding operatlon-executed
. by system 600 of Fig. 6, a data block is read from the disk
~ by disk sub-system 605 and is sent to Reed-Solomon decoder
5 606. Corrected data obtained by decoder 606 (including CRC
bytes) is sent both to second CRC generator/checker 603 (to
check for uncorrectablg errors) and to DRAM 602.
' Second CRC generator/checker 603 receives data
bytes and CRC bytes from the decoded block in much the same
‘ 10 manner as it does prior to an encoding operation. Upon
receiving each group of n data bytes, second CRC
generator/checker 603 generates K%'number'of verification
CRC bytes for comparison with a like number of corresponding
CRC bytes obtained from the decoded data. Operation of the
15 second CRC generator/checker 603 in connection with post-

" decode CRC processing is analogous to steps 806 and 808
above-discussed, and understand with reference thereto.
Second CRC generator/checker 603 performs a verification

- with respect to CRC bytes obtained from the dlsk sub~-systen

20 . 60S. '

' In connection with post-decode CRC processing,
when the data block is retrieved from DRAM 602 for sending
to the host, the data block is again sent to first CRC
generatoi/checker.SOI to check for DRAM errors. Operation

25 of the first CRC generator/checker 601 in connection with
post-decode CRC processing is also analogoﬁs to steps 806
and 808 above~discussed, and understand with reference
thereto, with the proviso that K, number of CRC bytes are
processed by the first CRC generator/checker 601.

30 _

OPERATION: MATHEMATICAL BASES
In the illustrated embodiments, the data stream
which feeds the CRC generator/checker 700 is segmented into
. groups of three bytes. A linear combination of the three
35 bytes is then sent to a collection of circuits (e.g., sub-



434. I n other respects, the elenents of system 400A resenble |ike-nunbered
element s wb sspz92¢m 400. 3 1 DEC 1996 -9- Fig. 5 illustr REU$HE2138
configuration of mway adder circuits 471, 472, and 474. Each m way adder
circuit includes an adder 480 and a register 482. In the sys “75531
in Fig. 4A, each mway adder circuit is a 3-way adder circui '”Tﬁé*”TéleﬁWB
400A shown in Fig. 4A resenbles that shown in Flg 3 except, that fﬁﬁ ‘Tnpat. ..
user data from port _ S

- -2~

circuits 722) which divide by X+a™ for j =1, 2,..., k where
a is a primitive element of the field representation of the °*
data bytes. In the preferréd embodiment the field is
GF(256=2%). The linear combination may be a simple sum,
S °  leading to the embodiment shown in Fig. 4A. -
While a simple linear combination may be simple to
implement, it is possible to have two bytes each with a
single bit error in a block of data read from the DRAM which
are not detectable owing to the fact that if the same error
10 is in two bytes of a three-byte group then the two errors
will cancel when summed together before being sent to the
CRC. generator/checker 700. Alternately the linear
combination can be chosen so that if the three bytes in the
group each have no more than a single *1* in each byte, then
15 the linear combination will be non-zero. In that case, if
every byte in error in a block of data contains only a
single bit in error, then k CRC bytes can be used to detect
k bytes in error even if some of. the bytes in error are in
the same three-byte group. B
20 - Using a linear combination of every three input
bytes allows the CRC bytes to be generated in such a way as
to increase the minimum distance of the ECC code by one for
_each CRC byte. This can be done because the ECC consists of
three interleaves. '
25 The CRC bytes are generated according to the
following rule: Let the input bytes be denoted as D, to D,,.
These bytes make up the coefficients of three polynomials,
Fo(x), F'(x) and F?’(x), thusly:
' tl' .
F*(x) =E: Diyy X%
=0

.30 @ for s =0, 1, 2 where t, is the largest integer that is less
than (n-s)/3. These polynomials represent the division of
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440 is segnented into groups of three bytes. The sumof the three bytes in
eath group WO 82921t 0 the conventional CRC 10 generator 410. PURUSSHHIZL3BDbyt e
in each group will ultimately be sent to ECC generator [err], the second

byte in each group will ultimately be sent to ECC generato SEeN l
third byte in each group will ultimately be sent to ECC ge e L 420 ;,;;-_;Tﬁe :
CRC generator 401 is only clocked once for each 15 three b _f[’."'__,___,___ B
the register 482 is reset on the third clock of each three-byte group. TWO

STAGE SYSTEM Fig. 6 shows a two stage CRC generation system 600 20 which
generally conprises a first CRC generator/<2&eker 601 for generating
primary CRC information; a nmenory (e.g., DRAM 602; second CRC _
gener at or/ che®{&) @@%o fthree groups, e.g. D, is in F’, D, is in F', D, is

in F?, D; is in F°, etc. These polynomials are precisely the*
same polynomials that are processed by the Reed-Solomon
encoder 604 to form the three Reed-Solomon code words. G(x)

5 is defined as a linear combination of F%(x), F'(x) and F?(x)
thusly:
2
G(x) =Y M F*(x)
s=0 .

The systenm 400A in Fig. 4A corresponds to the case

where the multipliers, M,, are all 1. The system 600 in

_ Fig. 6 corresponds to the case where the M, are chosen so

10 that aM,+bM,+cM; is non-zero as long as a, b and ¢ each

.contain a single “1". The coefficients of G(x) ‘are linear
combinations of three consecutive input bytes, e.g the first
coefficient of G(x) is Duno + D,H, + D,M,, "the second
coefficient of G(x) is DM, + DM, + D;M,, etc.

15 The j* CRC byte, C;, is defined as:

Cy=G(x) mod (x+a**7)

for 3, =1, 2,..., k. | |
If only k or less of the input bytes D, were non-
zero, and the non-zero bytes each consisted of a single *“1",
“then G('x) would have at most k non-zero coefficients and
20 G(x) could not be zero. All of the CRC bytes are obtained
by dividing G(x) by consecutive powers of a, and therefore
if there are k CRC bytes then at least one of the CRC bytes
would be non-zero. This is equivalent to saying ‘that any
set of k or less single-bit errors would be detected.
25 ‘ The Reed-Solomon code to be used in ‘conjunction
' with the new CRC generator has a generator polynomial which
has, as roots, v consecutive powers of a, from a™*! to a'.
Let E(x) be an error polynomial which has beéen added to one
of the ECC interleaves, i.e. one of the Reed-Solomon code
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generating secondary CRC i nformation); an encoder (such as a Reed Sol onpbn
encoder) BIMIS/B9%ata utilization device (such 25 as a di sk BGFUSH¥IAA 605;

a decoder (such as a Reed Sol onobn decoder) 606; and, a controller 626.—-——0:
System 600 al so includes a host port 640 connected to an unlhl rust s:ated-hOSE! ;-

devi ce. Host port 640 is connected to apply an input user da,ta st peamrtana
first input port of 30 DRAM i nput nul tipl exer 642 and to a=firsti-Aput-—"=-
port of first CRC generator multiplexer 643. An output port of rmnultiplexer
643 is connected to an input port of first CRC generator/checker 601. An
out put port of generator/checker 601 is ccﬂrﬁTect ed to a second input port of

DRAM i nput 35 nulti %I exer 642. An out ort of DRAM nul tipl exer 642 is
| words. £ the error 1is no de ectable by the ECC, then E(x)

must have roots which include a™! to af. Since the factors .
used in CRC generation have as roots the k consecutive
powers of a, from a™'! to «™, for the error not to be
5 detected by the CRCs, M.E(x) must have roots which include
a™ to a™. This implies that E(x) must have roots -which
include o""*! to «™% which means that the error has more
than k+v bytes in error.
The set of M, and N, constants which cause a + by,
10 + cM, to be non-zero for all a, b and c which have a single
“1" is not unique. Therefore M, and M, are picked to
- satisfy that condition and to also cause linear combinations
of other classes to be non-zero. For example, in the
preferred embodiment the field generator polynomial is
15 ¥+x%+x3+X%+1. M, is chosen to be a® and M, is chosen to be
a2, This choice causes a + bM, + cM, to be non-zero for the
case where only two of the three bytes a, b and c are non-
zero and the two' bytes each have a single 3-bit or shorter
non-zero bit séquence. After adding this condition the
20 choice of M, and M, is still not unique, therefore an
' additional condition is added which is to maximize the
number of two-byte combinations where each byte can have a
single 4-bit or shorter non-zero bit sequence. The M, and
M, multipliers each consist of a set of XOR gates such that
25 the output bits are linear combinations, i.e. XOR sums, of
' certain subsets of the input bits and these subsets are
listed in Table I and Table IT.
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-10- connected to a first input port of DRAM 602. A first output port
DRAM 602 i sWOPsHE¥ed both to a first input port of encoder if souiz138”

mul tiplexer 644 and to a first input port of second CRC generator/checker

mul,ti pl exer 645. An output 5 port of nultiplexer 645 is congpc( ted. IQ;a“ng N
i nput port of second CRC generator/checker 603. An output p[ ; ‘ _
generator/checker 603 is connected to a second input port of’_e,m;ode.-. Lnput . ..
mul ti pl exer 644. An output port of nultiplexer 644 is connected to an i nput
port of encoder 10 604. Di sk sub-system 605221as both a data input port and

Table I
M, multiplier

IN7

o}
H
4]
I
H
2
~
+

IN5

5 ouUT1 = INO + N H
| ourz = N1 + IN2 + TNV

OUT3 = IN2 + IN3 + IN7

OUT4 = IN3 + IN4 + Inf |

10
Table II
5 | M, multiplier :
ﬁ OUTO =INO + IN1 + IN5 + IN6 +IN7 I
HOUTI =IN1 + IN2 + IN6 + IN7
oUT2 =IN1 + IN2 + IN3 + IN5 +IN6
. oUT3 =IN1 + IN2 + IN3 + IN4 +
20 JINS
OUT4 =IN1 + IN2 + IN3 + IN& +IN7 I
OUTS = IN2 + IN3 + IN4 + INS
OUT6 = IN3 + IN4 + INS + IN6
=INO + IN4 + IN5 + IN6 +IN7
25
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a data out put t. The data input port of disk sub-system 605 i onnecfed
to recei veal&’aqsg‘%?om an out put port of encoder 604. The dat apgﬂpgﬁ?ub'?rt of

di sk sub-system 605 is 15 connected to apply data to an input port of

degoder 606. An output port of decoder 606 is connected bot lFte=a=secand

i nput port of second CRC generator nultiplexer 645 and to af{sBd6ritHaiatiass geey
I nput port of DRAM 602. DRAM 602 has a second out put port {ich | BERPLACED
connected both to a host port 20 646 and to a second i nput port of T rFrse=s
CRC generator nultiplexer 643. Controller 626 is connected to control the

ti mng and sequencing of the operation of 4% constituent el ements of

Sk 11ed in the art . ForFaasiable, "tnd G heradttiodker 3t ' hia™"
' invention has been illustrated in conjunction with a three-
. way interleaved Reed-Solomon code. It may alternately be
employed with, for example, a two-way or four-way
5 interleaved code. The principles taught with the
illustrated CRC can be applied to a CRC for use in
conjunction with encoders not limited to the Reed~Solomon
design. The method of this invention can be used for
codeword generation, codeword checking or both. It can be

10 - used between a computer host and a DRAM, between a DRAM and
a magnetic disk, or between two ends of any communication
channel. The same CRC can be used in more than one
communication channel of a system, for example both between
the host and a DRAM and between the DRAM and storage disk.

15 The CRC of this invention can be prbgrammed to
generate k CRC bytes. In conjunction with a Reed-Solomon
code the CRC allows detection of k more errors than the
Reed—Soldmon code is capable of detecting. The number k can
be tailored to the propensity for errors of a given'

20 communication channel. When the same CRC is used for more
than one communication channel, different values of k can be
selected for each channel. The CRC of this invention can
also be utilized in a non-programmable embodiment having.a
fixed number of CRC bytes. '

25 : A hardware implementation of this invention has
been illustrated. The CRC can also be implemented with
software. Specific circuitry to implement the block diagram
of Fig. 7 of this invention can be readiiy designed by a
routiner in the electronic arts. Variations on the block

30 diagram will also be apparent to those skilled in the art.
Specific examples of a field generator polynomial and of the
constant multipliers M, have been supplied. Other constants
and polynomials can be chosen, as taught herein. For
example, instead of dividing by two eight bit polynomials,

35 - division can instead occur with one sixteen bit polynomial.
_ bttt
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controller_626 is connected to nultiplexers 642, 643, 644, ' a
rul ti pl exeWOS12¥ pbus 650;.to DRAM 602 by a DRAM addr ess aﬁggpgﬁa?gﬁsbus

652; to first CRC generator/checker 601 by a first CRC generator control _
bus 30 654; to the second CRC generator/checker 603 by a pecong, ( e
denerator control bus 656; to encoder 604 by encoder contlf dHBES: :
to decoder 606 by decoder control bus 692. Controller 626|has a° rality
of input ports [err] and [err] for obtaining input values for progranm ng
system 600. In 35 particular, input pxg%sjerr] receives a value [err]
-11- : -

U.S. Patent Application Serial Number o8/___ ,___
(attorney docket 1777-10) simultaneocusly filed by Zook et
al., entitled "ERROR CORRECTION METHOD AND APPARATUS", and
incorporated herein by reference, provides one non-limiting.
example of a specific utilization of the present inventidn.

While the preferred embodiment has been disclosed
and described in detail herein, it will be obvious to those
skilled in the art that various changes in form and detail
may be made therein without departing from the spirit and
scope thereof.

14

" This Sheet Has Been RTilaced




determinative of the nunber of CRC bytes to be outputted by first CRC

generator«ﬁngﬁg ; 601; input. port—ferri—receives a val ue [ ep¢tusean2iss
determ native of the nunber of b Lesed O be outputted by second CRC

generator/ checker 603. 5ThisShestHas SilgSigyst em 600, the first CRC
gener ator/ checker 601 is cﬁmmm MUX 643) to host powj—o%%
f Gl MeEk T irbY

i

Y
t he host device. Menory 602 stores input user data receivedig:g

generating primary CRC in on input user data}

device and the primary CRC 10 information generated with re

the first CRC generator/checker 601. Secarg-CRC generator/checker 603,
connected to nenory 602 via MJX 645, serves to check data retrieved from

nmenory 602 and (optionphéysmbeddgeatat @£ thendmven®ion Wi dpnapased on

data obtained f

r A . .
excigglggqngperty or privilege is claimed are defined as '

follows:

1. ‘A cyclical redundancy check (CRC) generator which

generates CRC information for error checking purposes,

comprising:

5 ‘stream of data into a plurality of sub-streams:;

a segmenting circuit for segmenting an input

- a circuit which forms a linear combination of the
plurality of sub-streams and operates upon the linear
combination in order to generate the CRC information.

2. The apparatus of claim 1, wherein the segmenting circuit

segments the input stream into three sub-streams.

3. The apparatus of claim 1, wherein the segmenting circuit
includes a multiplier for multiplying at least one of the

sub-streams by a constant.

4. The apparatus of claim 3, wherein the multiplier is
chosen so that a linear combination of certain bytes in the

sub-stream is non-zero.

5. The apparatus of claim 4, wherein the constant is a

power of a field element a.

6. The apparatus of claim 5, wherein there are three sub-
streams, each sub-stream constituting a byte of data, and

wherein one sub-stream is multiplied by a constant M, and

another sub-stream is multiplied by a constant M,, an

5 wherein M= o® and M, = a'®%,

* c L M S *
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15 602 including the primary CRC information. Encoder 604 forns encoded

I if or mat i onglBysibddahi zi ng t he data obtained fromnenory 602 i nglrighoag2izhe
primary CRC information as well as optional secondary CRC information

obt ai ned from second CRC s eed 603. 20 EE;'%: n
réceives input data and de t data into decoded TiHpGH: THRHAS B ;
i ncl udi ng decoded CRC info er 606 applies the decod&dqiﬁﬁﬁl—_ sk

data i ncluding the decoded CRC information ‘to second CRC g eck
603 and to nmenory 602. Second CRC 25 generator/checker 603 val i dates the
decoded CRC information included in the decgged input data. First CRC
gener ator/checker 601 is connected to receive decoded i nput data including
t he decoded CRC i rfle nepparatsi®refl ¢bvai®nd| ywherein each sub-stream

constitutes a byte of data, and wherein the circuit which '
forms a linear combination of the plurality of sub-streans
and operates upon the linear combination in order to

5 generate the CRC information cbmprises kX number of sub-

circuits for generating k bytes of CRC information with
respect to the linear combination of sub-streans. |

8. The apparatus of claim 1, wherein each sub-stream forms
at least part of a data polynomial, and wherein the circuit
which forms a linear combination of the plurality of sub-
streams and operates upon the linear combination in order to

5 generate the CRC information comprises k number of divider
sub-circuits for generating k bytes of CRC information with
respect to the linear combination of sub-streanms.

9. The apparatus of claim 8, wherein each divider sub-
circuit divides the data polynomial by a divisor which is
related to a root of an ECC polynomial.

10. The apparatus of claim 1, wherein the circuit which
forms a linear combination of the plurality of sub-streams
and operates upon the linear combination in order to
generate the CRC information comprises a plurality of sub-
5 circuits, each sub-circuit comprising:
an adder, the adder having a first input port, a
second port, and an output port, the first port of the adder
having the plurality of sub-streams multiplexed thereto;
a multiplier, the multiplier having an output
10 = port thereof selectively connected to the second input port
of the adder; -
a register for storing CRC 1nformation, the
register having an input port connected to the output port
, of the adder and an output port selectively connected to the
15 second input port of the adder.

LT




602 for valldatln? decoded CRC information received from 30 qgﬁgry'ggg.
Thas, in a¥ ng operation, second CRC generator/checkeﬂ' SP0A%r es

the primary CRC information and verification CRC i nformati on_generated by
segond CRC generator/checker 603 to determne errors attri bu qu?“hg'gbA°BEEN
nmemory 602. Encoder 604 is al so connected to second CRC -1 %*PLAPED
generator/checker 603 and also utilizes the secondary CRC in
formthe encoded information. Conversely, in a decoding operatlon, flrst
CRC gener at or/ checker 601 _29;_'

11. The apparatus of claim 10, wherein k number of sub-
circuits are provided numbered from a first sub-circuit to a
k* sub-circuit, and wherein the registers of the sub- _
circuits are connected so that CRC information stored in the

5 register of a K," of the sub-circuits is shifted to the
register of the first suﬁ-circuit, K, being a constant less
than or equal to k. '

12. The apparatus of claim 11, wherein K, is programmable.

13. The apparatus of claim 10, wherein the mulﬁiplier
multiplies by a factor related to a root of an ECC
polynomial.
14. The apparatus of claim 10, wherein the output port of
the adder of one of a comparison one of the sub-circuits is
connected to a CRc comparitor for comparxng a value inputted
to the input termznal of the adder of the comparison sub-

5 . c€ircuit to CRC infoimation stored in the register of the
comparison sub-circuit.

15. The apparatus of claim 14, wherein the CRC comparitor
comprises an XOR gate.

16. A cyclical redundancy check (CRC) generator wﬁiéh
'generates CRC information for error checking purposes,

comprising: _ : _
- means -for segmenting an input stream of data into
5 a plurality of sub-streams;

means for forming a linear combination of the
plurality of sub-streams and operating upon the linear
combination in order to generate the CRC information.

17. The appafatus of claim 16, whereih,the segmenting means
segments the input stream into three sub-streanms.
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determnes errors .attributable to nenory 602. '5 CRC GENE
STRUCTUREVYY® 85122heneral | y depicts a CRC generat or / checker - ¥WWe

use as the CRC generators and CRC checkers described herei p~=~==- - -
Gener at or/ checker 700 basically includes 10 a segnenting C|rCU|t‘710’ a
switch or nultiplexer 701; a circuit 712 for formng and using a* 1 near: . ...
conbi nati on of user data sub-streans .to generate CRC i.nformation: and, an
error checker circui-t 714. Segnenting circuit 701 serves to segnent an

i nput stream of user data into a plurality, 4n(ﬁ 15 sub-streans for
application to switch 701. Switch 701 sel’e®s fromthe plurality of user

dat a sub-strqgms RLAGEYIANGR Yié T BF'1 &) hifePlEh BRL | S5ohO8: L5080

user
multiplies at least one of the sub-streams by a constant.

19. The apparatus of claim 18, wherein the constant is
chosen so that a linear combination of certain bytes in the
sub-stream is non-zero.

20. The apparatus of claim 19, wherein the constant is a
power of a field element «a.

21. The apparatus of claim 20, wherein there are three sub-
streams, each sub-stream copstituting a byte of data, and
wherein one sub-stream is multiplied by a constant M; and
another sub-stream 1s multiplied by a constant Rg, and

5 ~ wherein M= o¢® and M, = a2,

22. The apparatus of claim 16, wherein each sub-stream
forms at least part of a data'polynomial,.and means for
forming a linear combination of the plurality of sub-streams
and for operating upon the linear combination in order to

5 generate the CRC information comprises k number of dividers
for generating k bytes of CRC information with respect to
the linear combination of sub-streans. ,

23. The apparatus of claim 22, wherein the means for
'forming a linear combination of the plurality of sub-streams
and for operating upon the linear combination in order to |
generate the CRC information actually outputs K, number of

5 bytes of CRC information, K, being a cons‘i:ant less than or
equal to k.

24. The apparatus of claim 23, wherein K, is programmable.
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data sub-streamto circuit 712. The resul tant CRC i nformati

bly
i M. the foWO¥F120HC bytes, is 20 outputted on parallel §§gﬂ%§ ﬁé/ﬁ
generator/checker 700 is enpl oyed to check received CRC |nfornat|on_ e
previously generated on the basis of received data, the previggsty " ZEN

generated CRC information is conpared by error checker 714 \/\/l‘th""F
verification CRC information currently generated (with 25 re§pect ol il s
same user data) by circuit 712. Should t-he previously generated and

currently generated verification CRC infornation differ, an error signal is
generated on CRC error line 718. Fig. 7A'§%%V5 structura] details of one

particul ar 30 enent at i gn_of tor/ checker_ 700, ar.t, Iar
an i npl enent &0 on%aﬁe 1S Rt of é/? s ?r’éﬁf'i'né adfl’a1018e2741vid

the data polynomial by a d1v1sor which is related to a root ,
of an ECC polynomial. '

26. A cyclical redundancy check (CRC) method which _
generates CRC information for error checking purposes, the
method comprising:

segmenting an input stream of data into a

5 plurality of sub-streams; and,

forming a linear combination of the plurality of
sub-streams and operating upon the linear combination in
order to generate the CRC information.

27. . The method of claim 26, wherein the input stream into
three sub-streans.

28. The method of claim 26, further comprising multiplying
at least one of the sub-streams by a constant.

29. The method of claim 28, wherein the consﬁant is chosen
so that all linear combinations of the sub-streams are non-
zZero.

30. The method of claim 29, wherein the constant is a power
of a field element a.

31. The method of claim 30, wherein there are three sub-
streams, each sub-stream constituting a byte of data, and
wherein one sub-stream is multiplied by a constant M, and
another sub-stream is multiplied by a constant M,, and

5 wherein M= o® and M, = a2,
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circuit 710 of Fig. 7A is shown to include three sub-strean1|ines [err].
For reaso after discussed, sub-streamline [err] ve
mul tipli eg@{;ﬁﬁs lnand [err] 35 connected thereon. Switch 9(7“}'%5?1;122@

t hree-input nul ti pl exer -13- having input selected by controller '

(via a control bus). An output port of multiplexer 701 is c‘nﬂgeked'FO"S BEEN
apply the sub-stream sel ected thereby to adder input bus 72Q. &hemnirn __,ﬂ
Fig. 7A, circuit 712 conprises k '5 nunber of sub-circuits [t T
generating as many as k bytes of CRC information with respect to the |inear

-32~

32. The method of claim 26, wherein the steps of forming a
linear combination of the plurallty of sub-streams and
operating upon the linear combination -in order to generate
the CRC information comprises applying the plurality of sub-

5 streams to k number of sub-circuits for generating k bytes
of CRC information with respect to the linear combination.of
sub-streams, the sub-circuits being numbered from a first
sub~circuit to a k" sub-circuit

10 33. The method of claim 32, wherein for sub-circuit j, the
linear combination applied thereto is divided by a factor
related to a root of an ECC polynomial.

'34. The method of claim 32, further comprising storing CRC
information in a register of each sub-circuit and shifting
CRC information stored in the register of the k% sub-.
circuit to the register of the first sub-circuit.

35. The method of claim 32, further comprising comparing a
CRC value inputted to a comparison one of the sub-circuits
to CRC information stored in the register of the comparison
sub-circuit.

36. A cyclical redundancy check (CRC) method which
generates CRC information for error checking purposes, the
method comprising: .
(a) segmenting an lnput stream of data into a
5 plurality of_sub-streams, the input stream being obtained
from a communication channel;
(b) forming a linear combination of the plurality
. of sub-streams and operating upon the linear comblnation in
order to generate the CRC information;
10 (c) comparing the generated CRC information with
decoded CRC information obtained from the communication

channel; and

-

[T — .
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conbi nation of sub-streans. As explalned bel ow, each sub- circuit 722 is a
di vi der hawyg@s/godi Vi sor which is a power of [err]. Each sub-peryussit21582
conprises an adder input 10 nmultiplexer 702; an adder -703; a multiplier
704; a register 705 for storing CRC information; and, a register input

mul ti pl exer 708. Each adder 703 has a first input port, a s
an output port. The first port of each adder 703 is connect gdTH!g
i nput bus 720 so that the 15 plurality of sub-streans can b mul te
thereto. Each multiplier 704 has an output port thereof sel &
connected (via a first input port of associzated nultiplexer 702) to.the
second i nput port of its associated adder 703. Each register 705 has an
i nput _port connected to(@he proAutifg per ervorasdemiall athenl dera iSr@pshdy S

output POrt |$s getected between the generated CRC information and the '
15 decoded CRC information obtained from the communication
channel.

37. The method.of claim 36, wherein the CRC information
generated in step (b) constitutes K, number of bytes stored
in registers j=1, ... k, wherein the decoded CRC information
constitutes K; number of decoded CRC bytes j=1, ...k
sequentially applied to a comparxtor, and where;n the
comparison step comprises using the comparitor to compare
the contents of register j with decoded CRC byte j.

38. The method of claim 37, wherein K, is a programmable
integer.

39. The method of claim 36, further comprising sequentially
shifting K, number of values stored in registers j=1,...k
into a selected one of the registers for comparison with a
corresponding decoded CRC byte.

40. The method of claim 39, wherein K, is a- programmable
integer.

41. A cyclical redundancy check (CRC) system comprising:

a host port connected to a host device;

a first CRC generator connected to the host port
for generating primary CRC informatlon based on input data

5 received from the host device:

a memory for storing therein input data received
from the host device and the primary CRC information
generated with respect thereto by the first CRC generator:

a second CRC generator connected to the memory for

" 10 generating verification CRC information for_checkiﬁg data
retrieved from the memory:;
— This Sheet Has Been Replace
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sel ectively connected (via a first I nput port of associated nultipl exer
702) to thevoeszrzazh i nput port of the adder 703. Each regi st ePCYUS9-E12d38% s
CRC information in the formof a CRC byte which is related to an _error . .————=

correcting code. Each 25 of the nultiplexers 702 and 708 are ;EQEEEH;EgEEEEW
controller 626.(for exanple, via control bus 654). Fromthe f f
understood that sub- circuits 722 are nunbered froma first =
[err] to a [err] sub-circuit [err]. Registers 705 of the sub- CIrCUItS 722

30 are connected so that CRC information stored therein can be rightwardly
shifted. The rightward shift occurs after 43%-n cl ock cycles executed to

generate the CRC bytes in registers 705. After the n clock cycles are
executed to generate thenCeddepdess carnnected ko form ersepdad rinf@fmak fon

shifted by utilizing the data obtained from the memory including the
primary CRC 1nformatlon.

42. The apparatus of claim 41, wherein the second CRC
generator coﬁpares the primary CRC information and the
verification CRC information generated by the second CRC
generator to determine errors attributable to the memory. -

43. The apparatus of claim 41, wherein the Sécond CRC
generatof also generates secondary CRC information based on
data obtained from the memory; and wherein
the encoder is also connected to the second CRC generator

5 and also utilizes the secondary CRC information to form the
encoded information. | '

44. The apparatus of claim 41, further comprising:
a utilization port connected to a utilization
channel: .
"~ a decoder connected to receive input data at the
5 utilization port and to decode the input data into decoded
input data including decoded CRC information, the decoder
being connected to apply the decoded input data including
the decoded CRC information to the second CRC generator and
to the memory, whereby the second CRC generator validates
10 decoded CRC information included in the decoded input data,
and
wherein the_first CRC generator is connected to
receive decoded input data including the decoded CRC
information stored in the memory for vélidating decoded CRC
15 information received from the memory.

45. The apparatus of claim 41, wherein the first CRC
generator comprises the cyclical redundancy check (CRC)
generator of claim 1.

- ' . This Sheet Has Been Replac
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35 right esired nunber 6f clocks (as input to | er
626), \é\%&gag’@éf (e.g., one sub-circuit) per clock. For exarrpﬂfga‘r'l;lhg13
considerlng the operation of first CRC generator/checker 601, if an input
value of 4 is inputted at 'input port [err] of controller 626, during a

first shift 5 clock cycle the CRC byte in register [err] is shifted out on
CRC bus -716; the CRC byte in register [err] is shifted into reglster 'err

LI

‘M

o || -
z

the CRC byte in register 7053 is shifted into register [er
Such shifting continues for four shift chﬁﬁ_cycles so th tTFHe- ?
initially in _ PLAO

46. The apparatus of claim 41, wvherein the second CRC
' generator comprises the cyclical redundancy check (CRC)
generator of claim 1. :

47. A cyclical redundancy check (CRC) method comprising:
using a first CRC generator to generate primary
CRC information based on input data received from a host
~ device; | _
- 5 : storing in a memory the input data received from
. the host device and the primary CRC information generated
with respect thereto by the first CRC generator; |
using a second CRC Qenerator-connected to the
memory for generating verification CRC information with
10 respect to data retrieved from the memory;
forming encoded information by utilizing the data
obtained from the memory includlng the primary CRC
information.

48. The method of claim 47, further comprising using the
second CRC generator to compare the primary CRC information
and verification CRC information generated by the second CRC
generator to determxne errors attributable to the memory.

49. The method of claim 47, wherein the second CRC
generator generates secondary CRC information with respect
to data retrieved from the memory.

50. - .The method of claim 49, further comprising
forming the encoded information by also using the secondary
CRC information. '
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10 registers [er%%aare ultimately shlfted out to CRC bus 716._ The val ues of
tHe mul ti pl WO/ are chosen so that the nmultiplier nmultipl |(§'§U§§§’1513Bower
of a field elenent a, the power being r+1 for the nultlpl|er~ﬁ£—£h3wf++e+—————7
sub- 15 circuit [err] and r+k for the nultiplier of the [ernfir= - Raasaail
[err]. The output port of adder [err] is connected to error {

714 and to-MJX [err]. As illustrated in Fig. 7A error cheche i
conprises an 8-input 20 OR gate 709 which is connected to the output port
of adder [err]. Error checker circuit 714 further i ncl udes and AND gate 730
and an RIS flip-flop or latch 732. An outpu? pin of OR gate 709 is

connected to QSIIrS&hénggEhgdnogf fhlmgiye further comprising:
decoding input data received from a- utlllzation '
channel into decoded input data 1nc1ud1ng decoded CRC
information; '

5 applying the decoded input data including the
decoded CRC information to the second CRC. generator and to
the memory:; |

storing the decoded input data including the
decoded CRC information in the memory:
10 using the second CRC generator to validate the
decoded CRC information included in the decoded input data;
applying the decoded input data including the
decoded CRC information from the memory to the first CRC
generator. and '
15 _ using the first CRC generator to validate the
' decoded CRC information received from the memory.
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[err] a second input pin of AND gate 730 being connected to 25 receive a

signal CRC TIME fromcontroller 626. An output pin of AND g 4%? |
connect ed WO HMZR pin of flip-flop 732; a reset pin of f|.§"$‘i 9‘9?}8

receives a signal RST fromcontroller 626. Since adder [errf—s 1 qvgy gg
in verifying previously-generated CRC information with curret SP _O_
generated CRC.information in the manner hereinafter describ sub"-*m rmr 1

[err] is denom-nated the "conparison" sub-circuit. - 15- STAGE
ENCODI NG OPERATI ON

18 '

Data
Fig. 1 (Prior Art)
0 D, " , 6 .
Fig. 2 (Prior Art)
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Fig. 8 depicts basic steps executed by system 600 of Fig. 6 in connection
with two sta e CRC generation prior to-encoding. Prior to ac

generati onW@E/HE cted by 5 step 800.0of Fig. 8, controller %g@bs%lss
programmed with values [err] and [err] for deter'm' ning the anmount (e.g.,
nunber of bytes ranging from1l to k) o information to be shlfted out
of first CRC generator 601 and. second enerator 602, res
In connection with encodi ng aspects of the CRC generation fTsyss&ﬁﬁTGﬁ&o
Fig. 6, bytes of user data fromthe host are sent to first | REPLACED J:i'
gener at or/ checker 601 and are witten into DRAM 602. Step 8 :
shows first CRC generator/checker 601 obtaining n bytes of user data from
15 the host and using the n bytes of user data to form CRC
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bytes [err] (j=1,2,...k) during n clock cycles. After the n clock cycles

for gener e §1260C bytes [err] (j=1,2 .... k), during the ngegrussaneisscl ock
cycles (step 804) first CRC generator/checker 601 shifts CRC bytes—tersd

al.so known as the primary CRC bytes, into DRAM 602. In connec |umsvﬂ.}£&"t1tm:»BEEN

execution of step 802, and specifical ly with reference to geneEratorF-a-‘t‘-Té.éﬁéﬁ
700 illustrated in Fig. 7, during the first of the n clock cy¢

mul ti pl exer 701 switches the first of the n user data 25 byt es onto adder
I nput bus 720. Concerning such first byte obtained on line [err] of

segnenting circuit 710, [err] for segmenting circuit 710 may al way
sel ected as [err] and hence no nultipl |3% I's needed for [err]. Duriing the
second of
©0 x '
: w
% - < =
R .8 ( |F =
i il 3
0¥ ©
@x K > O
o - 0o Z
O . o) ()]
© Gz | 3
o leuz wl
\ S IEE> e
o
5
3| &g
v :z
o 1 22 8
n v [eX5] v
Ry T | O
\ ) A o« \
—x o | 2
o g &
N ) & o
3 * 1 § 3 © 0
T -l
oz |4 8F z ox |- ©
3% g" L~ &g 2% [ E
< |
A A 8 T 3
o
// 1 C "B =
/ ADDR&CONTROL T 8
o Nis ) | — — O
v 5 g MUX SELECT S
~ } N/ [
T D - _
T
A -
Y
— 0z
C
8,;, gg v',
< ' <
GZ : Sheet Has Been Re; laced
g swmesenen IV
i



the n clock cycles nultiplexer 701 switches the second of 30 the n user

data byt eswg)rgé lg I|ed by [err]) onto adder input bus 720; $balapBst hird
of the nc yCles nmultiplexer 701 switches the third of e n user data
bytes (nultiplied by [err]) onto adder input bus 720. -16 Thus, during—-==

a data portion of generation or checking depicted by step SOZF,W’-?Q;I;’M{ R
supplies the dividers (e.g., sub- circuits 722) with the |nputx'. sy - dat m;u
nultiplied by [err] (fromlead [err]) on the first clock and pn eve‘?_y,

5 clock following the first, it supplies the dividers 722 wi
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the input user data nultiplied by [err] (fromlead [err]) on the second
cl ock and S@)ggfﬁ%y third clock followi ng the second and it sppUs®Iz213se
di viders 7 lt'he i nput user data multiplied by [err] (fromlead [err])
on the third clock and on 10 every third clock following the third. In
executionof step 802, MJUXes 702 supply adders 703 with t he.s —,
constant nultipliers 704 on the first clock and on every thi rd 3 EORKT HAS BE EEN
following the first. MJXes 702 supply the adders 703 with the outnptu"‘t’s »Oj_’
regi sters 705 on the other 15 clocks. MJXes 708 supply the addefr=outputs. to

the inputs of registers 705. During execution of step 804W
portion of CRC generation or checking, i.e. when CRC byte ei ng

output, MXes 708 connect the registers 705 into _ Been Replaced
N \\\\\\\\\\\\\\ T
DATA IN '
480
DATA QUT
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482
FIG. 5
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20 one shift register. During generation this allows the programed nunber
(K1) of CRC bytes which reside in the registers 705 to be shifted out onto
CRC bus 716. WM ock cycles are required in step 804 to shedtusvdlizisge
[err] nunber of desired CRC bytes. After the [err] clock cycles, all 25
registers 705 are re-initialized at zero, so that CRC bytes [err] ... k are-
di scarded. As nentioned before, step 804 shows the shifting of the primary

e

CRC bytes [err] (j=1, ... [err]) into DRAM 602. At sone | at er—tre ”
N

goey

(depicted by step 806), the block of data in 30 DRAM 602 and TH8 Spf-EmatAs BES
CRC bytes [err] (j=1, ... [err]) are read from DRAM 602 and sent betH-t0 "
Reed- Sol onmon encoder 604 (via MJUX 644) and to second CRC generat or/checker =™~ °
603 (via MJUX 645). The data fromthe block in DRAM 602 is applied to
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.second CRC generator/checker 603 in a manner such that n 35 nunber of user
data bytes are applied followed by the [err] -17- nunber of |nar

byt es [ ERRyoOsade21... [err]) generated by generator 601 wit FGE 3¥o

those n bytes. In step 806, second CRC generator/checker 603 recelves t he
user data from DRAM 602 in groups of n nunber 5 of input bytes. Uslng the n__

nunber of i1nput bytes, during n nunber of clock cycles the se BEEN”
gener at or/ checker 603 generates k nunber of .erification CRC y&@§j¥ﬁfTHAs
simlar manner as first CRC generator/checker 601 generated tfhle

7/8

| CRCERROR

RST

7225
)
702,

Ti4

Fig. 7A

(654
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prlmary CRC bytes [err]. If the user data bytes obtained from 10 DRAM 602
In step 806 are identical to the user -data bytes shifted into DRAM 602 from
the host aswecsue®iwhen DRAM is operating properly, then the REWUSHAABoON
CRC bytes [err] will equal the respective primary CRC bytes [err]. After
second CRC generator/checker 603 has 15 gehgated the verification CRC
bytes [err] during the n clock cycles of step 806, at step 808 second
CRC generator/checker 603 performs a checking operation to ¢ " gagyz_h\ \
CRC bytes [er .. Jerr] V\nththe veriiifgation CRbef\'b&S ‘er.ﬂ« i}
(j =1, Jerr] fn S0 doi ng, W s opfraBea to apply t 4‘§Jpr|manfy'~
CRC bytes [err] (J 1, [err]) frpmline th‘ﬁz of nting crrctit 710 to

the first input port of ADDER [ t he applicalfi on bei ng made one

OBTAIN n USER DATA BYTES
TO FORM Cj's INm CLOCKS

802

SHIFT Gj (=1, ... Kq) INTO 804
MEMORY IN K,CLOCKS

806

OBTAIN n USER DATA BYTES
FROM MEMORY TO FORM Cj's IN
' n CLOCKS

_ | 808
COMPARE Cj (j=1, ... K4) WITH Cj'
(j=1, K1)

810.

SHIFT SECONDARY CRC BYTES -
Ci' (=K1.... K) INTO ENCODER [ —

i

SUBSTITUTE SHEET (RULE 26)



byt e per ;>30k cycle for each of [err] nunber of verifj ¥EL
During a first of the verification clock 25 cycles, th BE?E&C§W$%hr§
byte Cl is applied to the first input port of ADDER.[efir] andat yqu@u
verification CRC byte [err] stored in register [err] i Eppl1§
second input port of ADDER [err] so that the result of ﬁg }g
operation of ADDER 7031 is applied to check circuit 30 714. W}th
verification clock cycle, the verification CRC bytes [err] in registers
[err] are shifted rightwardly by one sub-ciycuit 722 (e.g, to the next
rightwardly adjacent register), as in the manner of CRC byte shift/readout
descri bed hereinbefore, so tha tion 35 clock
cycle register 7051 w | contaln e ve?ﬁ?ﬁgggpgn(gééée

- METHOD AND APPARATUS

o7

BACKGROUND

Cross-References to Related Applications
This patent application is a continuation
application of United states Patent Application Serial
Number 08/147,865, filed November 4, 1993, entitled DUAL
5> PURPOSE CYCLICAL REDUNDANCY CHECK, which is incorporated
herein by reference. Patent applications filed concurrently
(inventor: Christopher P. Zook) with this patent application
and incorporated herein by reference U.S. Patent Application
Serial Number 08/__ , _ (attorney docket: 1777-6) entitled
10 "FINITE FIELD INVERSION®; U.S. Patent Application Serial
Number 08/___ ,__  (attorney docket: 1777-9) entitled * BURST
ERROR CORRECTOR", U.S. Patent Application Serial Number
o8/___ ,___ (attorney docket: 1777-7) entitled “REED SOLOMON
DECODER", and U.S. Patent Application Serial Number
- 15 08/__ (attorney docket 1777-10) entitled “ERROR
CORRECTION METHOD AND APPARATUS". Patent applications filed
concurrentlysystem with United States Patent aApplication
. Serial Number 08/147,865 filed November 4, 1993 (and all
hereby incorporated herein by reference) include U.S. Patent
20 Aapplication Serial Number 08/147,758 entitled * FINITE FIELD
INVERSION", U.S. Patent Application Serial Number 08/148,068
entitled "BURST ERROR CORRECTOR", and U.S. Patent

Application Serial Number 08/147,650, entitled “REED SOLOMON
DETECTOR" .

1. PField of Invention .

This invention relates generally to digital data
communication systems, particularly to the detection of
transmission errors by the use of codes.



7 : "
-18- byte [err]. Simlarly, during a second of the verifi qaies
cycles, the second primary CRC byte [err] is applied to theREPLACEMBRYSH ET
port of ADDER [err] and the second verification CRC byte [jerr] now store -
in register [err] is 5 applied to the second input port ODabéxD@EBi.ﬂEﬁ.szm.
again with the result of the addition operation of ADDER [er== ' -
to check circuit 714. Such shifting and addi ng continues for each JofJEChi96
[err] nunmber of verification clock cycles, so that CRC bytes=z[err] are
conpared with corresponding 10 bytes [err] for j=1, ... [err]. During
execution of step 808, checker circuit 714 _,_ :

—

2. Related Art and Other Considerations

In a digital data communication system (including
storage and retrieval from electronic memory, optical media
or magnetic media) errors may occur as a result of noise,

.2 media defects or circuit failure. For reliable
communications it is necessary to be reasonably sure of
detecting all transmission errors. One way of doing this is
by the use of cyclic redundancy check symbols or CRCs. In
general CRCs are calculated by treating the data as the
coefficients of a polynomial, dividing the data by another
polynomial, and keeping the remainder. The data and CRC
together make up a codeword which is then transmitted into
the communication channel. At a receiving end of the
channel a CRC is again calculated and compared to the
15 original. A discrepancy between the two CRCs indicates a
transmission error.

In some applications the data and CRC together are
coded into an error-correcting code by adding error-
correcting characters (ECC). After a correction procedure

20 has been used the CRC can be used to detect errors that are
either not detected or are miscorrected by the corrector.

The data can be viewed as a sequence of binary
bits or a sequence of multi-bit symbols. In general a bit-
oriented CRC is desired if the expected errors are random

.2  Dpit errors and a symbol-oriented CRC is desired if the
expected errors are burst errors or random symbol errors.

Fig. 1 shows a typical bit-oriented 8-bit CRC
generator where the serial input is on the DATA line. The
generator in Fig. 1 will generate an 8-bit CRC character

. X  which can be used to detect any error which affects at most
two bits in the serial data stream.

10



is effectively enabled by a signal CRC TIME fromcontroller 626. Wen
checker circuit 714 is enabled, any inequality between a primry CRC
[err] and its corresponding 15 verification byte [err] ca

output of OR gate 709 to be gated through AND gate 730 for aBE?ﬁ%érl
flip-flop 732. The detected inequality causes flip-flop 73
ERROR signal to controller 626 on line 718. If the val ue
controller 626 with 20 respect to second CRC generator/chex SO? @EE;E@?
greater than the value [err], then at step 810 second CRC gener avor/

603 will shift out (on line 716) a nunber Lgtr] of secondary CRC bytes,
specifically CRC bytes [err] (j=[err], ... [err]). Inthis regard, after
execution of step 808, £3qg.regishiowss a aydicdX byté+oriented 8-bit CRC

generator where D, to D, make up the input data byte. The
generator in Fig. 2 will generate an 8-bit CRC character
which can be used to detect any single~byte error. It
"5  cannot, however, detect every two-bit error since the two
' errors could be in two different bytes.

eAPEREET

Fig. 3 shows a data transmission system which
includes a dynamic RAM (DRAM) for temporary storage and a
communication channel which could be, for example, magnetic
10 storage. The system uses an ECC system to correct errors
occurring in the communication channel. It also employs a
two-byte CRC to check for errors in data retrieved.from the
DRAM and to check the results of the corrector. For ECC
purposes the data is partitioned into three interleaves.
.15 Each interleave makes up one ECC codeword containing two ECC
bytes which can correct one byte in each interleave. This
.is a common technique for making a system caﬁahle of
correcting a burst error of three bytes but using an ECC
capable of correcting only one byte. Conceptually, during
20 ECC generation using the system of Fig. 3, the first data
byte goes into ECC generator 1, the second byte goes into
ECC generator 2, the third byte goes into ECC generator 3,
the fourth byte goes into ECC generator 1, etc. After the
data has been input to the generators the first ECC byte
25 comes from the generator which follows the generator which
received the last data byte and the remaining ECC bytes are
taken from the generators in the same sequence as previously
described. All signal lines are 8 bits wide.
The CRC system of Fig. 3 will detect all two-byte
K¢ errors (and consequently all two-bit errors) in a block of
data read from the DRAM. However, regardless of which CRC
and ECC polynomials are used, it is possible to have three
errors in one interleave which are not detected by the ECC

or CRC.
K>



[err] The shifting out of secondary CRC bytes [err] (j= [err] ... K2)
occurs in [err] clock cycles, and is acconplished in the herei nbefore
descri bed manner of controlling nultiplexers 708 for the ri ift

operation. 30 After a block of data including tﬁE#iﬁ%EQﬁ#ﬂq§Q%; 7
CRC bytes [err] (j=1, ... [err]) and the secondary CRC byt errb ai) ¥ |
~encoded by encoder 604, the encoded bl ock -19- is wittghpke .d¥s EC 19% |
i subsystem 605. It will be appreciated by the man skllled [ : 4»Lhat__. r
encoder 604 generates ECC —d- 3 1 DEC 196

SUMMARY

The invention features both one stage and two
stage CRC generation systems which include a programmable
CRC generator/checker. The CRC generation/checker comprises

5 a segmenting circuit (for segmenting an input stream of user
data into a plurality m of sub-streams); a circuit which
forms a linear combination of the plurality m of sub-streams
and operates upon the linear combination in order to
generate CRC bytes; and, a checker circuit for comparing the

10 generated CRC bytes with previously generated CRC bytes.

In connection with preparation of CRC bytes prior
to an encoding operation of a two stage system, input user
data is first applied to a first CRC generator/checker for
the generation of K; number of primary CRC bytes. The input

... 15 user data and associated resultant CRC bytes are then stored
in a memory. Prior to encoding, a data block obtained from
the memory (including both the user data and the primary CRC
bytes) is applied to a second CRC generator/checker. User
data from the memory is utilized by the second CRC

.2 generator/checker to generate verification CRC bytes.
Following generation of the verification CRC information
units, during K; number of verification clock cycles, the
firstK,th verification CRC bytes are compared with the K
number of primary CRC bytes for the purpose of detecting any

2 errors occurring with respect to the memory. After the
verification, a number K,~ K, of verification CRC bytes
generated by the second CRC generator/checker is optionally
applied to the encoder as secondary CRC bytes, thereby
adding additional CRC information prior to encoding and

£ storage of a block on a storage medium.

In connection with processing of CRC information
after a decoding operation of a two stage system, decoded
user data (including CRC bytes) is applied both to the
second CRC generator/checker and to the memory. The second

'35  CRC generator/checker receives the user data and CRC bytes



bytes for each interleave of data, preferably m nunber of interleaves using
a ECC generator polynomal. 5 Thus, second CRC generator/che
603 checks whether errors occurred in DRAM 602 and al so ’fjf" \
addi ti onal CRC bytes, known as secondary CRC bytes. Thesei%ﬁé%hdéfx Q%E:ﬁﬁﬁ \
bytes may be witten to the disk along with the primary CRC byte§ M ';LJ
I ncl usion of the secondary CRC bytes 10 can be inportant be&itise T He™

read fromdisk may require nore protection than the DRAM dafa owi n 1(1)&01&8%
fact that data fromdisk is nore susceptible to efror than data from DRAM
602. As described above, second CRC gener aor/checker 15 603 al l ows the

I ncom ng prigar CRC bytes to be checked,one at a tine. It also shifts out
as many of tA&® F@ﬁh the same manner as it does prior to an encoding

operation, generating K, number of verification CRC bytes
for comparison with a like number of corresponding CRC bytes
obtained from the decoded data. When the decoded data is
. '5 retrieved from the memory for sending to a host, the decoded
data is sent to the first CRC generator/checker to check for
memory errors.
The first CRC generator/checker and the second CRC
generator/checker are configured to generate as many as k
10 number of CRC bytes. However, the number of CRC bytes K,
and K, actually outputted by the respective first and second
CRC generator/checkers is programmable, so that K, and K,
may be unequal (e.g., K, > K;) for a specified
encoding/decoding operation and changeable from one
.. 15 encoding/decoding operation to another.

.....
.....
,,,,,,

BRIEF DESCRIPTION OF THE DRAWINGS
The foregoing and other objects, features, and
advantages of the invention will be apparent from the
. -2 following more particular description of preferred
embodiments as illustrated in the accompanying drawings in
which reference characters refer to the same parts
throughout the various views. The drawings are not
necessarily to scalé, emphasis instead being placed upon
. 25 illustrating the principles of the invention.
Fig. 1 is a schematic block diagrammatic view of a
typical bit-oriented 8-bit CRC generator.
Fig. 2 is a schematic block diagrammatic view of a
typical byte-oriented 8-bit CRC generator.
Fig. 3 is a schematic block diagrammatic view of
a data path which includes a CRC generator and checker, a
DRAM, and a communication channel with ECC protection.
Fig. 4 is a échemgtic block diagrammatic view of
a one stage CRC generation system according to an embodiment, ..
35 of the invention and provided with memory error checking. 1



remai ni ng CRC bytes as are specified by the input value [err] these further

shifted bytes being secondary CRC bytes). This facilitates a sigu]at[)gmm%

which only the first [err] 20 nunber of primary CRC byt?“_;.- witfen 1Tnto

the DRAM 602 but [err] are witten to disk [err]. The ChChEﬁgqﬁa&gg? H

primary CRC bytes is acconplished by adding the incom ng{ipri mar gngg .

to the newy generated verification CRC bytes by adder [rmgg.—,‘g‘rlé_ﬂm 1996

detecting a non-zero byte with 25 OR gate 709. Wiile CRC}-v 23 > Belhn

i nput to the checker the CRC TIME signal is_ON and then any m sconpares

will set CRC_ ERROR | atch 732. The order of " Te generator is programrmabl e

since the CRC bytes are_cal cyl at ed i pdependent.l y.of..each ot her and hengce

only the desired 30 nunbi¥ - ofAcre gggﬁégﬁ%%éﬁﬁﬂQ* PHpatic view or a
one stage CRC generation system of Fig. 4 which uses an

adder and a conventional CRC generator.

Fig. 5 a schematic block diagrammatic view of the
. 5 adder of Fig. 4A.

Fig. 6 is a schematic block diagrammatic view of a
two stage CRC generation system according to an embodiment
of the invention.

Fig. 7 is a schematic block diagrammatic view of a

10 CRC generator/checker of the CRC generation system of Fig.
6.

Fig. 7A is a detailed schematic block diagrammatic
view of an embodiment of the CRC generator/checker of Fig.
7. |

15 Fig. 8 is a flowchart depicting basic steps
executed by the CRC generation system of Fig. 6 in
connection with two stage CRC generation prior to encoding.

DETAILED DESCRIPTIONR OF THE DRAWINGS
.y The invention includes both one stage and two
stage CRC generation systems. Fig. 4 shows a generalized
one stage CRC generation system 400 collaterally provided
with memory error checking:; Fig. 6 shows a generalized two
stage CRC generation system 600 with in-line memory
25 checking. As discussed subsequently, both one stage CRC
system 400 and two stage CRC system 600 employ a CRC
generator/checker which can be a novel CRC generator/checker
of the type basically illustrated in Fig. 7. 1In the
embodiments illustrated in Fig. 4 and Fig. 6 the CRC systems
K ¢) 400 and 600 are used in conjunction with an ECC system
which, in the preferred embodiment, is a three-way
interleaved Reed-Solomon code.
The invention includes a method and apparatus that
is capable of generating and checking CRC information units
R > (e.g., bytes) and which is order-programmable. The CRC bytes



executed by system 600 of Fig. 6, a data block is reag
di sk sub-system 605 and is sent to Reed- Sol onon decody
dat a obt ai ned by decoder 606 (including CRC bytes) |s\
CRC generator/checker 603 (to check for uncorrectable eD%er;_
602. Second CRC generator/checker 603 receives data b

TOMLE 'nmsﬂk
Léﬁéﬂﬁic‘orrect‘eo

-/

fromthe decoded block in nuch the sane 10 manner as it does.p 0 an
encodi ng operation. Upon

15

35

-

are used to detect random errors occurring in DRAM and also
to detect uncorrectable errors occurring in the
communication channel.

SINGLE STAGE SYSTEM

The one stage CRC generation system 400 of Fig. 4
includes an encoding side and a decoding side. The encoding
side of system 400 comprises CRC generator 401; memory
(e.g., DRAM) 402; a set of ECC generators 420,, 420,, 4204;
and a CRC checker circuit 422, all under control of encoding
controller 426. The encoding side of system 400 applies
encoded data (including both CRC and ECC bytes) to a
communication channel 430. Communication channel 430 in
turn outputs received data to the decoding side. The
decoding side of system 400 includes a error correction unit
432 and a CRC checker circuit 434, both under the control of
decoding controller 436.

The encoding side of system 400 receives input
electrical signals at a port 440 (e.g., a port from a host
device). As used herein, a port such as port 440 receives a
sequence of electrical signals representing a user data
stream, the user data stream comprising bytes where each
byte is an element of the finite field GP(2P) and where a
byte can be of any p-bit arbitrary length. The user data
stream is organized into blocks of electrical signals
representing digital data, each block containing n data
symbols, wherein each block is mathematically represented by
the polynomial D(x).

The electrical signals from port 440 are applied
both to an input port CRC generator 401 and a first input
port of a multiplexer 442. An output port of CRC generator
401 is connected to a second input port of multiplexer 442.
An output port of multiplexer 442 is connected to a data
input port of DRAM 402. A data output port of DRAM 402 is
connected to: a first input port of channel multiplexer



recei ving each group of n data bytes, second CRC generator/checker 603
generates [err] nunber of verification CRC bytes for conparison mnth al Ilke
nunber of correspondi ng CRC bytes obtained fromthe de
of the 15 second CRC generator/checker 603 in connecti
CRC processing is anal ogous to steps 806 and 808 above-dlscusseg %9%
understand with reference thereto. Second CRC generator Oaeckdr 995
perfornms a verification with respect to CRC bytes obtalﬁea=f?ﬁhrrﬁe EE
sub-system 20 605. In connection with post-decode CRC proce @EC

the data block is retrieved from DRAM 602-8er sending to the ho t t he data

bl ock is again sent to first CRC generator/checker 601 to check for DRAM .
errors. QOperé4##onan input port of CRC checker 422; and (via ECC input

multiplexer 446) to a selected one of the ECC generators
420,, 420,, 420;. output ports of the ECC éenerators 420 are
connected to respective input ports of ECC output

. 9 multiplexer 448.

Encoding controller 426 controls the sequencing
(e.g, timing) and operating of the constituent elements of
the encoding side of system 400, including the application
of signals (e.g., multiplexing) to and from such elements.
10 Controller 426 is connected to DRAM 402 by an address and
control bus 450; to MUXes 442, 444, 446, and 448 by a MUX
SELECT bus 452; to CRC generator 401 by CRC generator
control bus 454; and, to CRC checker 422 by CRC checker
control bus 456. These and other unillustrated connections
15 of controller 426 are understood by the man skilled in the
art, such as unillustrated connections for controlling ECC
generators 420, for example.
on the decoding side of system 400, error
correction unit 432 receives and corrects data from channel
20 430. The corrected data is output on data bus 460, which
data is also applied to CRC checker 434. Decoding
controller 436 is connected by CRC checker control bus 462
to control the operation of CRC checker 434.
In one embodiment, the CRC generator 401, CRC
25 checker 422, and CRC checker 434 take the form of a novel
generator/checker subsequently illustrated with respect to
Fig. 7. However, in another embodiment (system 400A)
illustrated in Fig. 4A, CRC generator 401, CRC checker 422,
and CRC checker 434 are conventional CRC units augmented by
30 m-way adder circuits 471, 472, and 474, respectively. That
is, m-way adder circuits 471, 472, and 474 are connected
upstream of the respective CRC generator/checkers 401, 422,
434. In other respects, the elements of system 400A
resemble like~-numbered elements of system 400.



25 of the first CRC generator/checker 601 in connection with pgfh ggé g&i
CRC processing is al so anal ogous to steps 806 and 808 -“khﬁ;iy C 1396
understand with reference thereto, with the proviso t

strean1mh|ch feeds the CRC generator/checker 700 is ”a?';:' I PG, S
of three bytes. A linear conbination of the three 35 byt es J s tThews
a collection of circuits (e.g., sub- —om
Fig. 5 illustrates the configuration of m-way
adder circuits 471, 472, and 474. Each m-way adder circuit
includes an adder 480 and a register 482. 1In the system
400B shown in Fig. 4A, each m-way adder circuit is a 3-~way
5 adder circuit.
The system 400A shown in Fig. 4A resembles that
shown in Fig. 3 except, that the input user data from port
440 is segmented into groups of three bytes. The sum of the
three bytes in each group is sent to the conventional CRC
10 generator 410. The first byte in each group will ultimately
be sent to ECC generator 420,, the second byte in each group
will ultimately be sent to ECC generator 420,, and the third
byte in each group will ultimately be sent to ECC generator
420;. The CRC generator 401 is only clocked once for each
15 three bytes. In Fig. 5 the register 482 is reset on the
third clock of each three-byte group.

TWO STAGE SYSTEM
~Fig. 6 shows a two stage CRC generation system 600
<~ 2 which generally comprises a first CRC generator/checker 601
for generating primary CRC information; a memory (e.g.,
DRAM) 602; a second CRC generator/checker 603 (for, e.g.,
generating secondary CRC information):; an encoder (such as a
Reed Solomon encoder) 604; a data utilization device (such
. 25 as a disk sub~system) 605;-a decoder (such as a Reed Solomon
decoder) 606; and, a controller 626.

System 600 also includes a host port 640 connected
to an unillustrated host device. Host port 640 is connected
to apply an input user data stream to a first input port of

30 DRAM input multiplexer 642 and to a first input port of
first CRC generator multiplexer 643. An output port of
multiplexer 643 is connected to an input port of first CRC
generator/checker 601. An output port of generator/checker.

' 601 is connected to a second input port of DRAM input
- 3% multiplexer 642. An output port of DRAM multiplexer 642 is



-21- circuits 722) which divide by [err] for j =1, | _k wheJe1aDEG @95
primtive el erent.of the field representation of t n%
preferred enbodi nent the field is [err]. The Ilnean co ﬁa*ﬁﬁhﬁﬂﬁﬁTb a
~sinple sum 5 leading to the enbodi ment shown in Filgs,, 4Ap\Nﬁrleﬁ§§§
| i near conbi nation may be sinple to inplenent, it is. p055|bre t-6---hav.ejj t wo
- bytes each with a single bit error in a block of data read Tror M
which are not detectable owing to the fact that if the same_error 10 is in
two bytes of a three-byte group then the two errors will cancel when sumed
toget her before being sent to the CRC germek@tor/checker 700. Alternately

the |inear conbination can be chosen so that if the three bytes in the
connected to a first input port of DRAM 602. A first output

port of DRAM 602 is connected both to a first input port of
encoder input multiplexer 644 and to a first input port of
second CRC generator/checker multiplexer 645. An output

5 port of multiplexer 645 is connected to an input port of
second CRC generator/checker 603. An output port of
generator/checker 603 is connected to a second input port of
encoder input multiplexer 644. An output port of

multiplexer 644 is connected to an input port of encoder
.2 10 eo04.

Disk sub-system 605 has both a data input port and
a data output port. The data input port of disk sub-system
605 is connected to receive data from an output port of
encoder 604. The data output port of disk sub-system 605 is
connected to apply data to an input port of decoder 606.

An output port of decoder 606 is connected both to
a second input port of second CRC generator multiplexer 645
and to a second data input port of DRAM 602. DRAM 602 has a
second output port which is connected both to a host port
XY 646 and to a second input port of first CRC generator

multiplexer 643.

Controller 626 is connected to control the timing
and sequencing of the operation of the constituent elements
of system 600 as explained herein and as otherwise

25 understood by the man skilled in the art. For example,
controller 626 is connected to multiplexers 642; 643, 644,
and 645 by a multiplexer select bus 650; to DRAM 602 by a
DRAM address and control bus 652; to first CRC
generator/checker 601 by a first CRC generator control bus

0 654; to the second CRC generator/checker 603 by a second CRC
generator control bus 656; to encoder 604 by encoder control
bus 690; and, to decoder 606 by decoder control bus 692.
Controller 626 has a plurality of input ports 627, and 627,
for obtaining input values for programming system 600. In

3 particular, input port 627, receives a value K

15



group each have no nore than a single [err] in each byte, then 13 {hgE( 1996
| i near conbination will be non-zero. In that case, if every byte in error
in a block of data contains only a single bit in error,’hﬁgghgg;..fbifeé‘ﬁ
can be used to detect k bytes in error even if sone of ffhe y? TN appé
are in the same three-byte group. 20 Using d hipget RGO i op
of every three input bytes allows the CRC bytes to be g gd - i-rrsuchr--a ji
way as to increase the mninmmdistance of the ECC code by _one tfor each CRC
byte. This can be done because the ECC consists of-three interleaves. 25
The CRC bytes are generated according to-tfe following rule: Let the input
bytes be denoted as [err] to [err] These bytes make up the coefficients of
three pol yn@eterminative of the number of CRC bytes to be outputted by

first CRC generator/checker 601; input port 627, receives a
value K, determinative of the number of CRC bytes to be
outputted by second CRC generator/checker 603.

o In system 600, the first CRC generator/checker 601
is connected (via MUX 643) to host port (640) for generating
primary CRC information based on input user data received
from the host device. Memory 602 stores input user data
received from the host device and the primary CRC

..+ 10 information generated with respect thereto by the first CRC
generator/checker 601. Second CRC generator/checker 603,
connected to memory 602 via MUX 645, serves to check data
retrieved from memory 602 and (optionally) to generate
secondary CRC information based on data obtained from memory

15 602 including the primary CRC information. Encoder 604

' forms encoded information by utilizing the data obtained
from memory 602 including the primary CRC information as
well as optional secondary CRC information obtained from
second CRC generator/checker 603.

o0 Decoder 606 receives input data and decodes the
input data into decoded input data including decoded CRC
information. Decoder 606 applies the decoded input data
including the decoded CRC information to second CRC
generator/checker 603 and to memory 602. Second CRC

- 2 generator/checker 603 validates the decoded CRC information
included in the decoded input data. First CRC
generator/checker 601 is connected to receive decoded input
data including the decoded CRC information stored in memory
602 for validating decoded CRC information received from

30 memory 602. '

Thus, in an encoding operation, second CRC
generator/checker 603 compares the primary CRC information
and verification CRC information generated by second CRC
generator/checker 603 to determine errors attributable to

.- 35 nmemory 602. Encoder 604 is also connected to second CRC




[err] and [err], thusly: [err] 30 for s =0, 1, 2 where_lerrl]l is TSL‘ UEC‘S@S

| argest integer that is less than (n-s)/3. These poIyncnh@bsAﬁega&S&mm;the
di vi si on of -22- D(x) into three groups, e.g. [err] et
[err] is in [err] isin [err], etc. These pol ynonials argapr ______ igﬂ[ _____ 1986
sanme polynom als that are processed by the Reed- Sol ononkercader— EEEEiihiiﬂ1n

the three Reed- Sol onon code words. x) 5 is defined as a |inear
conbination of [err] and [err] thusly:
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generator/checker 603 and also utilizes the secondary CRC
information to form the encoded information. Conversely, in
a decoding operation, first CRC generator/checker 601
deternmines errors attributable to memory 602.

CRC GENERATOR/CHECKER STRUCTURE
Fig. 7 generally depicts a CRC generator/checker
700 suitable for use as the CRC generators and CRC checkers
described herein. Generator/checker 700 basically includes
10 a segmenting circuit 710; a switch or multiplexer 701; a
circuit 712 for forming and using a linear combination of
user data sub-streams to generate CRC information; and, an
error checker circuit 714. Segmenting circuit 701 serves to
segment an input stream of user data into a plurality m of
. .15 sub~streams for application to switch 701. Switch 701
selects from the plurality of user data sub-streams in
accordance with clock cycle and applies the selected user
data sub-stream to circuit 712. The resultant CRC
information, preferably in the form of CRC bytes, is
2 outputted on parallel CRC bus 716. When generator/checker
700 is employed to check received CRC information previously
generated on the basis of received data, the previously
generated CRC information is compared by error checker 714
with verification CRC information currently generated (with
.25  respect to the same user data) by circuit 712. Should the
previously generated and currently generated verification
CRC information differ, an error signal is generated on CRC
error line 718.
Fig. 7A shows structural details of one particular
K O implementation of CRC generator/checker 700, and particular
an implementation wherein m=3. Accordingly, segmenting
circuit 710 of Fig. 7A is shown to include three sub-streanm
lines 707,, 707,, 707,. For reasons hereinafter discussed,
sub-stream line 707, and 707, have multipliers M; and N,
- > connected thereon. Switch 701 is'a three-input multiplexer



2 [err] The system 400A in Fig. 4A corresponds to the ¢ where té%‘ DEC 13%
mul tipliers, [err] are all 1. The system 600 in Fig. 6 o es
case where the [err] are chosen so 10 that [err] is ngh zgﬁéggg&ﬁgéyéé a,

b and c each contain a single "1". The coefficients ij;t%kaaﬂEDle

conbi nati ons of three consecutive input bytes, e.g the l===si— |

G&(x) is [err], the second coefficient of x) is [err], etc. 15
The [err] CRC byte, [err], is defined as: [err] for j =1,_2,..., k. If
only k or less of the input bytes [err] were non--~
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having input selected by controller 626 (via a control bus).
An output port of multiplexer 701 is connected to apply the
sub-stream selected thereby to adder input bus 720.
As shown in Fig. 7A, circuit 712 comprises k

5 number of sub-circuits 722, - 722, for generating as many as
k bytes of CRC information with respect to the linear
combination of sub-streams. As explained below, each sub-
circuit 722 is a divider having a divisor which is a power
of a. Each sub~-circuit 722 comprises an adder input

10 multiplexer 702; an adder 703; a multiplier 704; a register
705 for storing CRC information; and, a register input
multiplexer 708. Each adder 703 has a first input port, a
second port, and an output port. The first port of each
adder 703 is connected to adder input bus 720 so that the

15 plurality of sub-streams can be multiplexed thereto. Each
multiplier 704 has an output port thereof selectively
connected (via a first input port of associated multiplexer
702) to the second input port of its associated adder 703.
Each register 705 has an input port connected to the output

2D port of associated adder 703 and its output port is
selectively connected (via a first input port of associated
multiplexer 702) to the second input port of the adder 703.
Each register 705 stores CRC information in the form of a
CRC byte which is related to an error correcting code. Each

25 of the multiplexers 702 and 708 are controlled by controller
626 . (for example, via control bus 654).

From the foregcing it is understood that sub-

circuits 722 are numbered from a first sub-circuit 722, to a
k* sub-circuit 722,. Registers 705 of the sub-circuits 722

0 are connected so that CRC information stored therein can be
rightwardly shifted. The rightward shift occurs after the n
clock cycles executed to generate the CRC bytes in registers
705. After the n clock cycles are executed to generate the
CRC bytes, the CRC bytes in registers 705 are shifted

3 rightwardly a desired number of clocks (as input to



zero, and the non-zero bytes each consisted of a single [err] then g%
woul d have at nmpost k non-zero coefficients and 20 @(x) could not b § Dgc 1996
Al'l of the CRC bytes are obtained by dividing G(x) by con povier s of
a, and therefore if there are k CRC bytes then at |east
bytes woul d be non-zero. This is equivalent to saying th
| ess single-bit errors woul d be detected. 25 !
code to be used in conjunction with the new CRC generato :
pol ynomi al which has, as roots, v consecutive powers of a, fron1[err
[err]. Let E(x) be an error polynon1al wh+ah-has beer. added to one of the
ECC interl eaves, i.e. one of the Reed-Sol onon code

controller 626), one register (e.g., one sub-circuit) per

clock. For example, considering the operation of first CRcC
generator/checker 601, if an input value of 4 is inputted at
input port 627, of controller 626, during a first shift
5 clock cycle the CRC byte in register 705, is shifted out on

CRC bus 716; the CRC byte in register 705, is shifted into
register 705,; the CRC byte in register 705; is shifted into
register 705,; and so forth. Such shifting continues for
four shift clock cycles, so that the CRC values initially in

10 registers 705, - 705, are ultimately shifted out to CRC bus
716.

5206

The values of the multipliers 704 are chosen so
that the multiplier multiplies by a power of a field element
@, the power being r+l1 for the multiplier of the first sub-

15 ecircuit 722, and r+k for the multiplier of the k% sub-
circuit 722,.

The output port of adder 703, is connected to
error checker circuit 714 and to MUX 708,. As illustrated
in Fig. 7A, error checker circuit 714 comprises an 8-input

20 OR gate 709 which is connected to the output port of adder
703,. Error checker circuit 714 further includes and AND
gate 730 and an R/S flip-flop or latch 732. An output pin
of OR gate 709 is connected to a first input pin of AND gate
730, a second input pin of AND gate 730 being connected to

25 receive a signal CRQ;TIHE from controller 626. An output
pin of AND gate 730 is connected to a set pin of flip~-flop
732; a reset pin of flip-flop 732 receives a signal RST from
controller 626. .Since adder 703, is involved in verifying
previously-generated CRC information with currently

30 generated CRC information in the manner hereinafter
described, sub-circuit 722, is denominated the "comparison®
sub~circuit.



-23- words. If the error is not detectable by the ECC then E(x) n%sf!#gbgms
roots which include [err] to [err]. Since the factors U

generation have as roots the k consecutive powers of a,| ﬁﬁgnf‘?EMET‘Tts@EET l
[err], for the error not to be 5 detected by the CRCs, ber[ nust have
roots which include [err] to [err]. This inplies that H t £l 100t §
which include [err] to [err] which nmeans that the error has noré than K¥v
bytes in error. The set of [err] and [err] constants which gause a + [err]
10 + [err] to be non-zero for all a, b agg-c which have a single "1" is
not unique. Therefore [err] and [err] are picked to satisfy that condition
and to al so cause |inear confydasTRGER ENCODING OPERATION
Fig. 8 depicts basic steps executed by system 600
of Fig. 6 in connection with two stage CRC generation prior
to encoding. Prior to actual CRC generation, as depicted by
5 step 800 of Fig. 8, controller 626 is programmed with values
K, and K, for determining the amount (e.g., number of bytes
ranging from 1 to k) of CRC information to be shifted out of
first CRC generator 601 and second CRC generator 602,

respectively.

-

10 In connection with encoding aspects of the CRC
generation of system 600 of Fig. 6, bytes of user data from
the host are sent to first CRC generator/checker 601 and are
written into DRAM 602. Step 802 of Fig. 8 shows first CRC
generator/checker 601 obtaining n bytes of user data from

15 the host and using the n bytes of user data to form CRC
bytes C; (j=1,2,...k) during n clock cycles. After the n
clock cycles for generating CRC bytes C; (iJ=1,2,...k),
during the next K; clock cycles (step 804) first CRC
generator/checker 601 shifts CRC bytes

Cl) .-.Cxt

20 also known as the primary CRC bytes, into DRAM 602.
In connection with the execution of step 802, and

specifically with reference to generator/checker 700
illustrated in Fig. 7, during the first of the n clock
cycles multiplexer 701 switches the first of the n user data

25 bytes onto adder input bus 720. Concerning such first byte
obtained on line 707, of segmenting circuit 710, M, for
seguenting circuit 710 may always be selected as a® and
hence no multiplier is needed for M,. During the second of
the n clock cycles multiplexer 701 switches the second of

.. 3 the n user data bytes (multiplied by M,) onto adder input

bus 720; during the third of the n clock cycles multiplexer
701 switches the third of the n user data bytes (multiplied
by M) onto adder input bus 720.



of other classes to be non-zero. For exanple, in the preferred erﬁ)qdi[)Eﬁniggs
the field generator polynomal is 15 [err]. [err] is chosen:to be [err] and

[err] is chosen to be [err]. This choice causes a + [|egEpi fowd ' e
non-zero for the case where only two of the three byftles aa%ékg%g'}c%%;z

zero and the two bytes each have a single 3-bit or shoplg "ﬁlq]‘E&éB
sequence. After adding this condition the 20 choice and T ery S

still not unique, therefore an additional condition is added which is to
maxi m ze the nunber of two-byte conbinations where each byte can have a
single 4-bit or shorter non-zero bit sequeh€s. The [err] and [err]

multipliers each consist of a ,set of X ates, . such that 25 the out put
bits are |linear conbi né"cr}"tﬁvs,d?’:'%‘.‘gwgéﬁgsP°6FIEBr pLi gepgrationon he

i nput bits aghedrdng ddpittedirley step 802, MUX 701 supplies the dividers
(e.g., sub-circuits 722) with the input user data multiplied
by M, (from lead 707,) on the first clock and on every third

15 clock following the first, it supplies the dividers 722 with
the input user data multiplied by M, (from lead 707,) on the
second clock and on every third clock following the second
and it supplies the dividers 722 with the input user data
multiplied by M, (from lead 707,) on the third clock and on

10 every third clock following the third. In execution of step
802, MUXes 702 supply adders 703 with the outputs of
constant multipliers 704 on the first clock and on every
third clock following the first. MUXes 702 supply the
adders 703 with the outputs of registers 705 on the other

.. 15 clocks. MUXes 708 supply the adder outputs to the inputs of
registers 705.

During execution of step 804, which is a CrC
portion of CRC generation or checking, i.e. when CRC bytes
are being output, MUXes 708 connect the registers 705 into

20 one shift register. During generation this allows the
programmed number (K,) of CRC bytes which reside in the
registers 705 to be shifted out onto CRC bus 716. K, clock
cycles are required in step 804 to shift out the K, number
of desired CRC bytes. After the K, clock cycles, all

.25 registers 705 are re~initialized at zero, so that CRC bytes
K, ... k are discarded. _

As _mentioned before, step 804 shows the shifting
of the primary CRC bytes C, (J=1, ... K|) into DRAM 602. At
some later time (depicted by step 806), the block of data in

30 DRAM 602 and the primary CRC bytes C; (=1, ... K,) are read
from DRAM 602 and sent both to Reed-~Solomon encoder 604 (via
MUX 644) and to second CRC generator/checker 603 (via MUX
645). The data from the block in DRAM 602 is applied to
second CRC generator/checker 603 in a manner such that n

'35 number of user data bytes are applied followed by the K,
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listed in Table | and Table I1. -24- Tabl e
+ IN7 5 ° QUT1 = INO + IN1 QUJT
IN2 + IN3 + IN7 QUT4 = IN3 + N4 + IN7 QUTS =
QUT6 = IN5 + I N6 :
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number of primary CRC bytes C; (3=1, ... K,) generated by
generator 601 with respect to those n bytes.
In step 806, second CRC generator/checker 603
receives the user data from DRAM 602 in groups of n number
5 of input bytes. Using the n number of input bytes, during n
number of clock cycles the second CRC generator/checker 603
generates k number of verification CRC bytes C;' in similar
manner as first CRC generator/checker 601 generated the
- primary CRC bytes C;. If the user data bytes obtained from
10 DRAM 602 in step 806 are identical to the user data bytes
shifted into DRAM 602 from the host as occurs when DRAM is
operating properly, then the verification CRC bytes T will
equal the respective primary CRC bytes C;.
After second CRC generator/checker 603 has
15 generated the verification CRC bytes C;' during the n clock
cycles of step 806, at step 808 secondary CRC
generator/checker 603 performs a checking operation to
compare primary CRC bytes C; (=1, ... K,) with the
verification CRC bytes cl' (3=1, ... K;). In so doing, MUX
2 701 is operated to apply the primary CRC bytes ¢, (3=1, ...
K,) from line 707, of segmenting circuit 710 to the first
input port of ADDER 703,, the application being made one
byte per clock cycle for each of K, number of verification
clock cycles. During a first of the verification clock
25 cycles, the first primary CRC byte C, is applied to the
first input port of ADDER 703, and the first verification
CRC byte 'C,' stored in register 705, is applied to the
second input port of ADDER 703,, so that the result of the
addition operation of ADDER 703, is applied to check circuit
30 714. With each verification clock cycle, the verification
CRC bytes C;' in registers 705; are shifted rightwardly by
one sub-circuit 722 (e.g, to the next rightwardly adjacent
register), as in the manner of CRC byte shift/readout
described hereinbefore, so that after the first verification
. 33 clock cycle register 705; will contain the verification CRC
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byte C,'. Similarly, during a second of the verification
clock cycles, the second primary CRC byte C, is applied to
the first input port of ADDER 703, and the second
verification CRC byte C,' now stored in register 705, is
applied to the second input port of ADDER 703,, again with
the result of the addition operation of ADDER 703, is
applied to check circuit 714. Such shifting and adding
continues for each of the K, number of verification clock
cycles, so that CRC bytes cj are compared with corresponding
bytes C;' for i=1, ... K.

During execution of step 808, checker circuit 714
is effectively enabled by a signal CRC_TIME from controller
626. When checker circuit 714 is enabled, any inequality
between a primary CRC byte C; and its corresponding .
verification byte C;' causes a non-zero output of OR gate
709 to be gated through AND gate 730 for application to
.flip-flop 732. The detected inequality causes flip-flop 732
to output a CRC ERROR signal to controller 626 on line 718.

If the value K, inputted to controller 626 with
respect to second CRC generator/checker 603 is greater than
the value K, then at step 810 second CRC generator/checker
603 will shift out (on line 716) a number (K, ~ K,) of
secondary CRC bytes, specifically CRC bytes C;' (3= K;+1,
eee K)o 1In this regard, after execution of step 808,
registers 705,, 705,, 705;, etc. will contain

C&..I' 0&02' cxl‘,: ] etc.

The shifting out of secondary CRC bytes Cj' (j= K+1, ... K,)
occurs in K, - K, clock cycles, and is accomplished in the
hereinbefore déscribed manner of controlling multiplexers
708 for the rightward shift operation.

After a block of data including both the primary
CRC bytes C; (J=1, ... K,) and the secondary CRC bytes
cj'(j=K,,... K,) is encoded by encoder 604, the encoded block



-25- For exanple, the CRC generator/checker of this inventhﬁﬂ:hasxéagtgggmﬁmﬁ
illustrated in conjunction with a three- way interl eaved RepdeSplianpriicade;

It may alternately be enployed with, for exanple, a two-may or V49805 e
i nterl eaved code. The principles taught with the il ustratedXRC.Can..he... j

applied to a CRC for use in conjunction with encoders ndt=im+ed=to—the—"
Reed- Sol onon design. The nethod of this invention can be used for codeword
generation, codeword checking or both. It can be 10 wused between a
conput er host and a DRAM between a DRAM ggg_a magneti c di sk, or between
two ends of any communi cation

is written to disk subsystem 605. It will be appreciated by
the man skilled in the art that encoder 604 generates ECC
bytes for each interleave of data, preferably m number of
interleaves using a ECC generator polynonmial.

.3 ' Thus, second CRC generator/checker 603 checks
whether errors occurred in DRAM 602 and also may generate
additional CRC bytes, known as secondary CRC bytes. These
secondary CRC bytes may be written to the disk along with
the primary CRC bytes. Inclusion of the secondary CRC bytes

10 can be important because the data read from disk may require
more protection than the DRAM data owing to the fact that
data from disk is more susceptible to error than data from
DRAM 602.

As described above, second CRC generator/checker

. 15 603 allows the incoming primary CRC bytes to be checked one
at a time. It also shifts out as many of the k-K,
remaining CRC bytes as are specified by the input wvalue K,,
these further shifted bytes being secondary CRC bytes).

This facilitates a situation in which only the first K,

- 2 number of primary CRC bytes are written into the DRAM 602
but K, are written to disk (K>K,). The checking of the
primary CRC bytes is accomplished by adding the incoming
primary CRC bytes to the newly generated verification CRC
bytes by adder 703, and then detecting a non-zero byte with

25 OR gate 709. While CRC bytes are being input to the checker
the CRC_TIME signal is ON and then any miscompares will set
CRC_ERROR latch 732. The order of the generator is
programmable since the CRC bytes are calculated
independently of each other and hence only the desired

3 number of CRC bytes need be shifted out.



chéﬁnel. The sane CRC can be used in nore than one comfiﬁ“%'g‘tU tﬂr%#ﬁ#éﬁ&:2§£1
&t

a.system for exanple both between the host and a DRA ] {5EERT EHEE
and storage disk. 15 The CRC of this invent

to0 generate k CRC bytes. In conjunction with a Reed- Sok _
allows detection of k nore errors than the Reed-Sol onon code 1S
detecting. The nunber k can be tailored to the propensity for errors of a
given 20 communication channel. Wen the same CRC is used_f.or nore than
one communi cation channel, different values of k can be sel ected for each
channel . The CRC of this invention can al"®®be utilized in a

non- pr ogr ammabl e enbodi nent havin a flxed nunber_of CRC bytes. 25
A hardware inplenmentation of THRI STAGF 4§§;°PERATI°N

In connection w1th an decoding operation executed
by system 600 of Fig. 6, a data block is read from the disk
by disk sub-system 605 and is sent to Reed~Solomon decoder

5 606. Corrected data obtained by decoder 606 (including CRC
bytes) is sent both to second CRC generator/checker 603 (to
check for uncorrectable errors) and to DRAM 602.
Second CRC generator/checker 603 receives data
bytes and CRC bytes from the decoded block in much the same
10 manner as it does prior to an encoding operation. Upon
receiving each group of n data bytes, second CRC
generator/checker 603 generates K, number of verification
CRC bytes for comparison with a like number of corresponding
CRC bytes obtained from the decoded data. Operation of the
. 15 second CRC generator/checker 603 in connection with post-
decode CRC processing is analogous to steps 806 and 808
above-discussed, and understand with reference thereto.
Second CRC generator/checker 603 performs a verification
with respect to CRC bytes obtained from the disk sub-system
20 605.

In connection with post-decode CRC processing,
when the data block is retrieved from DRAM 602 for sending
to the host, the data block is again sent to first CRC '
generator/checker 601 to check for DRAM errors. Operation

2 of the first CRC generator/checker 601 in connection with
post-decode CRC processing is also analogous to steps 806
and 808 above~discussed, and understand with reference
thereto, with the proviso that K, number of CRC bytes are
processed by the first CRC generator/checker 601.

OPERATION: MATHEMATICAL BASES
In the illustrated embodiments, the data stream
which feeds the CRC generator/checker 700 is segmented into
groups of three bytes. A linear combination of the three
35 bytes is then sent to a collection of circuits (e.g., sub-



readily designed by a routiner in the el ectronic arts.

block 30 diagramw || also be apparent to those skille 2
Specific exanples of a field generator polynom al and of the constant =
multipliers [err] have been supplied. O her constants and pol ynom al s can
- be chosen, as taught herein. For exanple, instead of dividing by two eight

bit polynomals, 35 division can instead occur with one sixteen bit
pol ynom al . - 26- - -21~

circuits 722) which divide by X+a™ for j =1, 2,..., k where
a is a primitive element of the field representation of the
data bytes. In the preferred embodiment the field is
GF(256=2%). The linear combination may be a simple sum,

5 1leading to the embodiment shown in Fig. 4A.

While a simple linear combination may be simple to
implement, it is possible to have two bytes each with a
single bit error in a block of data read from the DRAM which
are not detectable owing to the fact that if the same error
i 10 is in two bytes of a three-byte group then the two errors
will cancel when summed together before being sent to the
CRC generator/checker 700. Alternately the linear
combination can be chosen so that if the three bytes in the
group each have no more than a single “1" in each byte, then

15 the linear combination will be non-zero. In that case, if

every byte in error in a block of data contains only a
single bit in error, then k CRC bytes can be used to detect
k bytes in error even if some of the bytes in error are in
the same three-byte group.

2 Using a linear combination of every three input
bytes allows the CRC bytes to be generated in such a way as
to increase the minimum distance of the ECC code by one for
each CRC byte. This can be done because the ECC consists of
three interleaves.

The CRC bytes are generated according to the
following rule: Let the input bytes be denoted as D, to D_,.
These bytes make up the coefficients of three polynomials,
Fo(x), F'(x) and F?(x), thusly:

. t.
F*(x) =F Dap 0c°xc°.k
=0

..t 30 for s =0, 1, 2 vhere t, is the largest integer that is less
than (n-s)/3. These polynomials represent the division of
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U. S. Patent Application Serial Nunber [err] (attorney @ﬁhcgm-r ET
sinmul taneously filed by Zook et al., entitled "ERROR QDRRECTI H&)
APPARATUS", and incorporated herein by reference, prow __ non Ilrn__t_l ng
exanpl e of a specific utilization of the present inveniies h il Ed, e
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will be obvious to those skilled in the art that various changes in form
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D(x) into three groups, e.g. D, is in F°, D, is in ¥, D, is
in F?, D; is in F’, etc. These polynomials are precisely the
same polynomials that are processed by the Reed~Solomon
encoder 604 to form the three Reed-Solomon code words. G(x)

'S is defined as a linear combination of F%(x), F'(x) and F?(x)
thusly:

G(x) =§ M F5(x)
s=0
The system 400A in Fig. 4A corresponds to the case

where the multipliers, M, are all 1. The system 600 in

Fig. 6 corresponds to the case where the M, are chosen so
10 that aM,+bM,+cM, is non-zero as long as a, b ard ¢ each

contain a single "1". The coefficients of G(x) are linear

combinations of three consecutive input bytes, e.g the first

coefficient of G(x) is DM, + DM, + D,M,, the second

coefficient of G(x) is DM, + DM, + DM,, etc.

- 15 The j® CRC byte, C,, is defined as:

jl

Cy=G(x) mod (x+&=*7)

for j =1, 2,..., ke

If only k or less of the input bytes D, were non-
zero, and the non-zero bytes each consisted of a single *“1%,
then G(x) would have at most k non-zero coefficients and

2 G(x) could not be zero. All of the CRC bytes are obtained
by dividing G(x) by consecutive powers of a, and therefore
if there are k CRC bytes then at least one of the CRC bytes
would be non-zero. This is equivalent to saying that any
set of k or less single-bit errors would be detected.

25 The Reed-Solomon code to be used in conjunction
with the new CRC generator has a generator polynomial which
has, as roots, v consecutive powers of «, from o' to af.
Let E(x) be an error polynomial which has beer. added to one
of the ECC interleaves, i.e. one of the Reed-Solomon code



The enbodi nents of the invention in which an excl usive property or 31 DEC 1336
privilege is clainmed are defined as follows: 1. A cyclical—redun ck
(CRC) generator which generates CRC information for er{f ®WercheeMENT SHEET
pur poses, conprising: a segnenting circuit for segnent{ing an input 5

streamof data into a plurality of sub-streans; a cirdJlmt% ggchgggs ,,,,,, *{
| i near conbination of the plurality of sub-streans and =4t

| i near conbination in order to generate the CRC i nformatlon 2. The
apparatus of claim1l1l, wherein the segnenti ng?m rcuit segnents the input

streaminto three sub streans. 3. The apparftus of claim1, wherein the

segmenting Cifedids  1f the error is not detectable by the ECC, then E(x)

must have roots which include &' to af. Since the factors
used in CRC generation have as roots the k consecutive
powers of a, from a™! to o™, for the error not to be
5 detected by the CRCs, ME(x) must have roots which include
a™ to a™. This implies that E(x) must have roots which
include a"**' to a™* which means that the error has more
than k+v bytes in error.
' The set of M, and M, constants which cause a + bM,
10 + cM, to be non-zero for all a, b and c which have a single
*1" is not unique. Therefore M, and M, are picked to
satisfy that condition and to also cause linear combinations
of other classes to be non-zerc. For example, in the
preferred embodiment the field generator polynomial is
15  x%+Xx*+X3+X?+1. M, is chosen to be o®* and M, is chosen to be
a', This choice causes a + bM; + cM, to be non-zero for the
case where only two of the three bytes a, b and ¢ are non-
zero and the two bytes each have a single 3-bit or shorter
non-zero bit sequence. After adding this condition the
20 choice of M, and N, is still not unique, therefore an
additional condition is added which is to maximize the
number of two-byte combinations where each byte can have a
single 4-bit or shorter non-zerc bit sequence. The M, and
M, multipliers each consist of a set of XOR gates such that
25 the output bits are linear combinations, i.e. XOR sums, of
certain subsets of the input bits and these subsets are
listed in Table I and Table II.




includes a nultiplier for nultiplying at |east one of the sub- stre§m§ %%/C BSS
constant. 4. The apparatus of claim 3, wherein the nulff ChoSE o]
that a |inear conbination of certain bytes in the SUb*SﬁE‘%%gMENB§H§EFO
5. The apparatus of claim4, wherein the constant is .of afield
el ement a. 6. The apparatus of claimb5, wherein there : - :
streans, each sub-streamconstituting a byte of data, an
sub-streamis nultiplied by a constant [err] and another sybsstreamis
multiplied by a constant [err], and 5 wherziln [ert] and [err].

OV\@I’
deih

Table I
M, multiplier

OUTO = INO + IN7

5 uOUTl = INO + IN1

oUT2 = IN1 + IN2 + IN7

OUT4 = IN3 + IN4 + IN7

OUT5 = IN4 + INS

OUT3 = IN2 + IN3 + IN7 I

T 10 | OUT6 = INS5 + IN6

Table II
15 M, multiplier

=INO + IN1 + IN5 + IN6 +IN7

=IN1 + IN2 + IN6 + IN7

OUT2 =IN1l + IN2 + IN3 + IN5 +IN6

OUT3 =IN1 + IN2 + IN3 + IN4 +
0 IN5

OUT4 =IN1l + IN2 + IN3 + IN4 +IN7

OUTS = IN2 + IN3 + IN4 + INS “
ouUTé = IN3 + IN4 + INS5 + IN6 n

=INO + IN4 + IN5 + IN6 +IN7




-28- 7. The apparatus of claim1, wherein each Sub-Sdfﬁéﬁﬂ@Qﬂ@é&?ghggT

the plurality of sub-streans and operates upon the

order to 5

3 1 0L 1835

byte of data, and wherein the circuit which forns a [lnear conbinatlonj f

generate the CRC information conprises =SB

circuits for generating k bytes of CRC information with respect to the
| i near conbi nati on of sub-streans. 8. The apparatus of claim1, wherein
each sub-streamforns at |east part of a data polynom al, and wherein the
circuit which forms a linear conbination of,dhe plurality of sub- streams
and operates upon the linear conbination inorder to 5 generate the CRC

information conprises Kepawghndfi i WHIP'CRC generator/checker of this

. 10

"3

invention has been illustrated in conjunction with a three-
way interleaved Reed-Solomon code. It may alternately be
employed with, for example, a two-way or four-way
interleaved code. The principles taught with the
illustrated CRC can be applied to a CRC for use in
conjunction with encoders not limited to the Reed-Solomon
design. The method of this invention can be used for
codeword generation, codeword checking or bqth. It can be
used between a computer host and a DRAM, between a DRAM and
a magnetic disk, or between two ends of any communication
channel. The same CRC can be used in more than one
communication channel of a system, for example both between
the host and a DRAM and between the DRAM and storage disk.

The CRC of this invention can be programmed to
generate k CRC bytes. In conjunction with a Reed-Solomon
code the CRC allows detection of k more errors than the
Reed-Solomon code is capable of detecting. The number k can
be tailored to the propensity for errors of a given
communication channel. When the same CRC is used for more
than one communication channel, different values of k can be
selected for each channel. The CRC of this invention can
also be utilized in a non-programmable embodiment having'a
fixed number of CRC bytes.

A hardware implementation of this invention has
been illustrated. The CRC can also be implemented with
software. Specific circuitry to implement the block diagram
of Fig. 7 of this invention can be readily designed by a
routiner in the electronic arts. Variations on the block
diagram will also be apparent to those skilled in the art.
Specific examples of a field generator polynomial and of the
constant multipliers M, have been supplied. Other constants
and polynomials can be chosen, as taught herein. For
example, instead of dividing by two eight bit polynomials,
division can instead occur with one sixteen bit polynomial.
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sub-circuits for generating k bytes of CRC information with respect to the

| i near conbi nation of sub-streans. 9. The apparatus {pT_Crarn
each divider sub- circuit divides the data pol ynom 3 HﬁgLﬁG ‘guif his
related to a root of an ECC pol ynom al. 10. The appgf ) ﬁﬁ
wherein the circuit which forns a |inear conbinati or g?‘%he D1urar|ty &f
sub-streans and oper at es upon the |inear conbination in order to gener at e
the CRC information conprises a plurality of sub- 5 circuts, each
sub-circuit conprising: an adder, the addecagaving a first input port, a
second port, and an output port, the first port of the adder having the
plurality of sub-streanty/si tPatenedapprication suriapl Nambeirhe o/ tip)ier

having an OUtQ%%torney docket 1777-10) simultaneously filed by Zook et
al., entitled “ERROR CORRECTION METHOD AND APPARATUS", and
incorporated herein by reference, provides one non-limiting
example of a specific utilization of the present invention.
While the preferred embodiment has been disclosed
and described in detail herein, it will be obvious to those
skilled in the art that various changes in form and detail
may be made therein without departing from the spirit and
scope thereof.
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f.the

10 port thereof selectively connected to the second i
adder; a register for storing CRC information, the regiﬂtﬁfﬁhﬁmEMENﬁ@agppuﬁ
port connected to the output port of the adder and an oltput gqjh££

sel ectively connected to the second input port of the and@m "HmUm“m”ﬁgm
The apparatus of claim 10, wherein k nunber of sub- ci r COEESreprovi 48|
nunbered froma first sub-circuit to a [err] sub-circuit, and wherein the

registers of the sub- circuits are connected so that CRC.i nformation stored
in the o

-27~

The embodiments of the invention in which an

exclusive property or privilege is claimed are defined as
follows:

1. A cyclical redundancy check (CRC) generator which
generates CRC information for error checking purposes,
comprising:

a segmenting circuit for segmenting an input

5 stream of data into a plurality of sub-streams;

a circuit which forms a linear combination of the
plurality of sub-streams and operates upon the linear
combination in order to generate the CRC information.

2. The apparatus of claim 1, wherein the segmenting circuit
segments the input stream into three sub-streans.

3. The apparatus of claim 1, wherein the segmenting circuit
includes a multiplier for multiplying at least one of the
sub-streams by a constant.

4. The apparatus of claim 3, wherein the multiplier is
chosen so that a linear combination of certain bytes in the
sub-stream is non-zero.

5. The apparatus of claim 4, wherein the constant is a
power of a field element a.

6. The apparatus of claim 5, wherein there are three sub-
streams, each sub-stream constituting a byte of data, ana
wherein one sub-stream is multiplied by a constant M, and
another sub-stream is multiplied by a constant M,, and

'5+ wherein M= o® and M, = &'2,

N



5 register of a [err] of the sub-circuits is shifted t{gt] Fster—st=t he
first sub-circuit, [err] being a constant |ess than orl| EGFAACEMENT SHEETTHe

apparatus of claim 11, wherein [err] is programmable. {L3. Th of
claim 10, wherein the nultiplier nultiplies by a factqgr Dﬁ'@liage%mjéégoﬁ
of an ECC polynom al. 14. The apparatus of claim 10, erel ==

port of the adder of one of a conparison one of the sub-circuits is

connected to a CRC conparitor for conparing a value inputted to the input
termnal of the adder of the conparison sub- 5 cirtcuit to CRC information
stored in the register of the conparison st@=<Tircuit. 15. The apparatus of

claim 14, wherein the CRC conparitor. )
7. The apparatus of claim 1, wherein each sub-stream

constitutes a byte of data, and wherein the circuit which
forms a linear combination of the plurality of sub-streams
and operates upon the linear combination in order to
generate the CRC information comprises k number of sub-
circuits for generating k bytes of CRC information with
respect to the linear combination of sub~streams.

er

8. The apparatus of claim 1, wherein each sub-stream forms
at least part of a data polynomial, and wherein the circuit
which forms a linear combination of the plurality of sub-
streams and operates upon the linear combination in order to

"5 generate the CRC information comprises k number of divider
sub-circuits for generating k bytes of CRC information with
respect to the linear combination of sub-streans.

9. The apparatus of claim 8, wherein each divider sub-
circuit divides the data polynomial by a divisor which is
related to a root 6f an ECC polynomial.

10. The apparatus of claim 1, wherein the circuit which

forms a linear combination of the plurality of sub-streams

and operates upon the linear combination in order to

generate the CRC information comprises a plurality of sub-
‘5 circuits, each sub-circuit comprising:

an adder, the adder having a first input port, a
second port, and an output port, the first port of the adder
having the plurality of sub-streams multiplexed thereto;

a multiplier, the multiplier having an output

- 10 port thereof selectively connected to the second input port
of the adder:

a register for storing CRC information, the
register having an input port connected to the output port
of the adder and an output port selectively connected to the

15 second input port of the adder.

* (4 L M E) *




conprises an XOR gate. 16. A cyclical redundancy check (CRO) generaﬁoﬂ DEC 1936
whi ch generates CRC information for error checking pure i si ng:
means for segnentlng an input streamof data into 5

;sub streans and operating upon the |inear combination || Dagrder t ane
the CRC information. 17. The apparatus of claim 16, weFern<the SE Jggﬂllg
means segnents the input streaminto three sub-streans. -

—=-20=

11. The apparatus of claim 10, wherein k number of sub-
circuits are provided numbered from a first sub-circuit to a
k* sub-circuit, and wherein the registers of the sub-
circuits are connected so that CRC information stored in the

'5 register of a Bq“ of the sub-circuits is shifted to the
register of the first sub-circuit, K, being a constant less
than or equal to k.

12. The apparatus of claim 11, wherein K, is programmable.

13. The apparatus of claim 10, wherein the multiplier
multiplies by a factor related to a root of an ECC
polynomial.

14. The apparatus of claim 10, wherein the output port of
the adder of one of a comparison one of the sub-circuits is
connected to a CRC comparitor for comparing a value inputted
to the input terminal of the adder of the comparison sub-

5 circuit to CRC information stored in the register of the
comparison sub-circuit.

15. The apparatus of claim 14, wherein the CRC comparltor
comprises an XOR gate.

16. A cyclical redundancy check (CRC) generator which
generates CRC information for error checking purposes,
comprising: .
means for segmenting an input stream of data into
5 a plurality of sub-streams;

. means for forming a linear combination of the
plurality of sub-streams and operating upon the linear
combination in order to generate the CRC information.

17. The apparatus of claim 16, wherein the segmenting means
segments the input stream into three sub-streanms.

R D




-30- 18. The apparatus of claim 16, wherein the segmenting neans Jni tﬂE[gI 1@

at |east one of the sub-streams by a constant. 19. The apparatus—e&=ei=ai m
18, wherein the constant is chosen so that a |inear [EU TLE@%ﬁﬁﬂT@HEEEr ain
bytes in the sub-streamis non-zero. 20. The appar atju§¥® aim 19, whérein
the constant is a power of a field element a. 21. The apparatus_of...cl.ailm

20, wherein there are three sub- streans, each sub- sff PSR CORS Lt i
byte of data, and wherein one sub-streamis nultiplied by a.ponstant [err] -
and anot her sub-streamis nultiplied by a ~ggnstant” [err], and 5 wherein
[err] and [err]. 22. The apparatus of claim 16, wherein each sub-stream

18. The apparatus of claim 16, wherein the segmenting means
multiplies at least one of the sub-streams by a constant.

19. The apparatus of claim 18, wherein the constant is
chosen so that a linear combination of certain bytes in the
sub-stream is non-zero.

20. The apparatus of claim 19, wherein the constant is a
power of a field element «.

21. The apparatus of claim 20, wherein there are three sub-
streams, each sub-stream constituting a byte of data, and
wherein one sub-stream is multiplied by a constant M, and
another sub-stream is multiplied by a constant M,, and

5  wherein M;= o® and M, = «'2,

22. The apparatus of claim 16, wherein each sub-stream
forms at least part of a data polynomial, and means for
forming a linear combination of the plurality of sub-streams
and for operating upon the linear combination in order to

5 generate the CRC information comprises k number of dividers
for generating k bytes of CRC information with respect to
the linear combination of sub-streams.

23. The apparatus of claim 22, wherein the means for
forming a linear combination of the plurality of sub-streams
and for operating upon the linear combination in order to
generate the CRC information actually outputs K, number of

©5 bytes of CRC information, K, being a constant less than or
equal to k.

24. The apparatus of claim 23, wherein K, is programmable.

R B



forms at |east part of a data polynonial, and neans for forning a 3ihdia 1836
combi nation of the plurality of sub-streams and for opgrFarg-upon.ther—

| i near conbination in order to 5 generate the CRC inf ¢rigfibhsdnpehees k
nunber of dividers for generating k bytes of CRC inforguation3 OF( 4896:ct |

to the linear conbination of sub-streans. 23. The appaf]abais:.of.. cJa1n122 ”
wherein the neans for formng a |linear conbination of ot
sub-streans and for operating upon the linear conbination in-order to
generate the CRC information actually outpghs [err] nunmber of 5 bytes of
CRC information, [err] being a constant |ess than or equal to k. 24. The

appar at us of 8 .ai e apperatis| o blaimpReyr aMietelith each divider divides
the data polynomial by a divisor which is related to a root
of an ECC polynomial.

26. A cyclical redundancy check (CRC) method which
generates CRC information for error checking purposes, the
method comprising:

segmenting an input stream of data into a

" %5  plurality of sub-streams; and,

forming a linear combination of the plurality of
sub-streams and operating upon the linear combination in
order to generate the CRC information.

27. The method of claim 26, wherein the input stream into
three sub-streanms.

28. The method of claim 26, further comprising multiplying
at least one of the sub-streams by a constant.

29. The method of claim 28, wherein the constant is chosen
so that all linear combinations of the sub-streams are non-
zZero.

30. The method of claim 29, wherein the constant is a power
of a field element a.

31. The method of claim 30, wherein there are three sub-
streams, each sub-stream constituting a byte of data, and
wherein one sub-stream is multiplied by a constant M, and
another sub-stream is multiplied by a constant M,, and '

5 wherein M= o® and M, = o',

* [+ L M s *
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-31- 25. The apparatus of claim 22, wherein each divider d{gkggs the data

pol ynom al- by a divisor which is related to a root of an Eﬁgﬁ@O] nowrah
26. A cyclical redundancy check (CRC) met hod whi ch generjates MENT &0,

i nformation for error checking purposes, the nmethod co bg{e@gg E@;@g@l ng
%

an input streamof data into a 5 plurality of sub-strea
| i near conbination of the plurality of sub-streans and operating up
l'inear conbination in order to generate the CRC informat.ion-=

-3

32. The method of claim 26, wherein the steps of forming a
linear combination of the plurality of sub-streams and
operating upon the linear combination in order to generate
the CRC information comprises applying the plurality of sub-

5 streams to k number of sub-circuits for generating k bytes
of CRC information with respect to the linear combination of
sub-streams, the sub-circuits being numbered from a first
sub-circuit to a k™ sub~-circuit

10 33. The method of claim 32, wherein for sub-circuit j, the
linear combination applied thereto is divided by a factor
related to a root of an ECC polynomial.

34. The method of claim 32, further comprising storing CRC
information in a register of each sub-circuit and shifting
CRC information stored in the register of the k" sub-
circuit to the register of the first sub-circuit.

35. The method of claim 32, further comprising comparing a
CRC value inputted to a comparison one of the sub-circuits

to CRC information stored in the register of the comparison
sub-circuit.

36. A cyclical redundancy check (CRC) method which
generates CRC information for error checking purposes, the
method comprising:

(a) segmenting an input stream of data into a

5 plurality of sub-streams, the input stream being obtained
from a communication channel;

(b) forming a linear combination of the plurality
of sub-streams and operating upon the linear combination in
order to generate the CRC information;

10 (c) comparing the generated CRC information with
decoded CRC information obtained from the communication
channel; and

[
e

e



27. The nethod of claim 26, wherein the input streannggazhhtee=:=:=:3 } DEC 9%
sub-streams. 28. The nethod of claim 26, further coﬁﬁﬂwsgugmﬁmﬁ$mﬁ@ugg at
| east one of the sub-streans by a constant. 29. The met ho ggta
wherein the constant is chosen so that all |inear cprbjsnatl.ons. of- -t
. Sub-streans are non- zero. 30. The nethod of claim ‘??T*m???ﬁstant
- is a power of a field elenent a. 31. The nethod of claim 30, wherein there
are three sub- streams, each sub-streamconstituting a byte~af data, and
wherein one sub-streamis nultiplied by a constant [err] and anot her

sub-streamis nultiplied by a constant [e¥33- and 5 wherein [err] and
[err].

(d) producing an error signal when a discrepancy
is detected between the generated CRC information and the
5 decoded CRC information obtained from the communication
channel.

37. The method of claim 36, wherein the CRC information
generated in step (b) constitutes K, number of bytes stored
in registers j=1, ... k, wherein the decoded CRC information
constitutes K; number of decoded CRC bytes j=1, ...k
sequentially applied to a comparitor, and wherein the
comparison step comprises using the comparit&rlfo compare
the contents of register j with decoded CRC byte j.

38. The method of claim 37, wherein K; is a programmable
integer.

39. The method of claim 36, further comprising sequentially
shifting K, number of values stored in registers j=1,...k
into a selected one of the registers for comparison with a
corresponding decoded CRC byte. |

40. The method of claim 39, wherein K, is a programmable
integer.

41. A cyclical redundancy check (CRC) systenm comprising:

a host port connected to a host device:

a first CRC generator connected to the host port
for generating primary CRC information based on input data

5 received from the host device;

a memory for storing therein input data received
from the host device and the primary CRC information
generated with respect thereto by the first CRC generator:;

a second CRC generator connected to the memory for

' 10 generating verification CRC information for checking data
retrieved from the memory:

N O AR
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-32- 32. The nethod of claim 26, wherein the steps of formng a |linear
conmbi nati on of thée plurality of sub-streans and operatr 4pan:-t:-he.l-i-nreak;
conbination in order to generate the CRC i nformati on c)ragriseEMaNl y.i.ngr the

plurality of sub- 5 streans to k nunber of sub-circujts fca ﬁneratlng K
bytes of CRC information with respect to the |inear cojjiDasat gn of.1996... .

sub-streans, the sub-circuits being numbered from a fiFs=socrreat=to"a
[err] sub-circuit 10 33. The nethod of claim 32, whereinJdor sub-circuit
j, the linear conbination applied thereto is d|V|déd by a factor

-4 -

an encoder connected to form encoded information
by utilizing the data obtained from the memory including the
primary CRC information.

42. The apparatus of claim 41, wherein the second CRC
generator compares the primary CRC information and the
verification CRC information generated by the second CRC
generator to determine errors attributable to the memory.

43. The apparatus of claim 41, wherein the second CRC
generator also generates secondary CRC information based on
data obtained from the memory; and wherein

the encoder is also connected to the second CRC generator

'5 and also utilizes the secondary CRC information to form the
encoded information.

44. The apparatus of claim 41, further comprising:
a utilization port connected to a utilization
channel;
a decoder connected to receive input data at the
5 utilization port and to decode the input data into decoded
"input data including decoded CRC information, the decoder
being connected to apply the decoded input data including
the decoded CRC information to the second CRC generator and
to the memory, whereby the second CRC generator validates
10 decoded CRC information included in the decoded input data,
and
wherein the first CRC generator is connected to
receive decoded input data including the decoded CRC
information stored in the memory for validating decoded CRC
15 information received from the memory.

45. The apparatus of claim 41, wherein the first CRC

generator comprises the cyclical redundancy check (CRC)
generator of claim 1.
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related to a root of an ECC pol ynomial. 34. The rrethod of ctaim 32, 3 Q& ©H
conprising storing CRC information in a register eachH—Sab-C l't and

shifting CRC information stored in the register
the register of the first sub-circuit. 35. The {thod of %gg §B€2,‘¢urther
conprising conparing a CRC value inputted to a Chrpas -é wor-t he
sub-circuits to CRC information stored in the reh—'-""* Te conpari son
sub-circuit. 36. A cyclical redundancy check (CRC) nethod. which generates
CRC information for error checking purposas- the nethod conprising: (a)

segnenting an input streamof data into a 5 plurality of sub-streans, the
| nput stream bei ng obt ai ned

46. The apparatus of claim 41, wherein the second CRC
generator comprises the cyclical redundancy check (CRC)
generator of claim 1.

47. A cyclical redundancy check (CRC) method comprising:

‘using a first CRC generator to generate primary
CRC information based on input data received from a host
device:

5 storing in a memory the input data received from
the host device and the primary CRC information generated
with respect thereto by the first CRC generator:;

using a second CRC generator connected to the
memdry for generating verification CRC information with

10 respect to data retrieved from the memory; |

forming encoded information by utilizing the data
obtained from the memory including the primary CRC
information.

48. The method of claim 47, further comprising using the
second CRC generator to compare the primary CRC information
and verification CRC information generated by the second CRC
generator to determine errors attributable to the memory.

49. ‘The method of claim 47, wherein the second CRC
generator generates secondary CRC info;mation with respect
to data retrieved from the memory.

50. The method of claim 49, further comprising

forming the encoded information by also using the secondary
CRC information.

e

LR R



H e w—— =

O -8 S U

plurality of sub-streans and operating upon the | nﬁgﬁLAGEME'ﬁﬁﬂgﬁ I | order
to generate the CRC information; 10 conpar iﬁg é i
generated CRC information with decoded CRC infor g 38 Dedfl tim't he
communi cati on channel ; and -33- (d) produci ng ah—eeter—5tgnal when a
di screpancy is detected between the generated CRC infornmation and the 5
decoded CRC information obtained fromthe comunication. -=

-36=

51. The method of claim 47, further comprising:
decoding input data received from a utilization
channel into decoded input data including decoded CRC

information;

15 applying the decoded input data including the
decoded CRC information to the second CRC generator and to
the memory:

storing the decoded input data including the
decoded CRC information in the memory:;
- 10 using the second CRC generator to validate the
decoded CRC information included in the decoded input data;
applying the decoded input data including the
decoded CRC information from the memory to the first CRC
generator:; and

15 using the first CRC generator to validate the
decoded CRC information received from the memory.
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channel . 37. The nethod of claim 36, wherein the CRC information gen?rpi@&t 1396
in step (b) constitutes [err] nunber of bytes stored in regi-sters =

r-of=EECTeN

[ i

k, wherein the decoded CRC information constitutes [err
CRC bytes j=I, ... k sequentially applied to a conparit rEp@ndEMﬁmﬂé¥h~
conpari son step conprises using the conparitor to conpalfe the c@d}@ﬁﬁé
register j with decoded CRC byte j. 38. The nethod of c qmﬁé37 wherei T
[err] is a progranmmabl e integer. 39. The nmethod of cl ai
conprising sequentially shifting [err] number of val ues stored in regi sters
j=1,... k into a selected one of the registers for conparison with a
correspondi ng decoded CRC byte.
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40. The nethod of claim 39, wherein [err] is a progﬁam&&ﬁ%@&&?ﬁ@geh:~3lq PeC 199€
cyclical redundancy check (CRC) system conprising: Ja host p ic¥ircted to

a host device; a first CRC generator connected to E/JEB;;J@(#W rt for 1
generating primary CRC i nformati on based on i nput %%tégggiz b Jfrpmthe
host device; a menory for storing theréry ighput data recei ved . £ host
~device and the primary CRC information generated with respect thereto by
the first CRC generator; a second CRC generator connected tq {he nenory for

10 generating verification CRC information for checking data retrieved from
t he nenory;
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-34- an encoder connected to form encoded infor T TFizARg- th@ daQ&C 183
obt ai ned fromthe nenory including the primary R ﬁ'f*% W?NEﬁHEEI i The
apparatus of claima4l, wherein the second CRC ger\H:i 3 ﬁqﬂp

primary CRC information and the verification CRC i n% of- geneira ed by

the second CRC generator to determne errors attributabl'e TO the menory.

43. The apparatus of claim41l, wherein the second CRC generator al so

generates secondary CRC information based on data obtained tromthe nmenory;
and wherein the encoder is also connected to the second CRC generat Qr
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_ : 9 1
5 and also utilizes the secondary CRC i nformation t& RePIACEMENTCOEED
I nformation. 44. The apparatus of claim4l, further nprising:. a :

utilization port connected to a utilization channel; |npdecgdppf pAg8Eted to
receive input data at the 5 wutilization port and to soee—H e hpatdat a

I nto decoded i nput data including decoded CRC i nformation, the decoder
bei ng connected to apply the decoded input data including the decoded CRC
information to the second CRC generator and to the nmenory, -whereby the
second CRC generator validates 10 decoded CRC i nformation included in the
decoded i nput data, and wherein the first CRC generator
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1 DEC 19%

recei ve decoded input data including the decoded CRC i nf L,
the nenory for validating decoded CRC 15 information re @%@HMBNTBHE# i
menory. 45. The apparatus of claim41l, wherein the firsff CRC generator i
conprises the cyclical redundancy check (CRC) generator d?at%h@m[;gc 35:
46. The apparatus of claim4l, wherein the second CRC gen
the cyclical redundancy check (CRC) generator of claim1l. 47. A cyclical
redundancy check (CRC) nethod conpri sing: R
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using a first CRC generator to generate primary CRC_i nformatlon bas@dl QEC 1996
I nput data received froma host device; 5 FOT ""ﬂ‘FF‘a“nfemfy t he

i nput data received fromthe host device and the p i TRELACENEN T 8HEER L On
generated with respect thereto by the first CRC gepe sgicond

CRC generator connected to the nmenory for generati ..’x)"emﬁé@@g‘ﬂ e
information with 10 respect to data retrieved fromthe MEHOTY - -T-OFH
encoded information by utilizing the data obtained fromthe nermry
including the primary CRC i nformation. 48. The nethod of claim47, further

conprising using the second CRC generator to conpare the primary CRC
I nformati on '
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Fig. 7

o
o
~

712
(

710
| CIRCUIT FOR FORMING AND USING LINEAR COMBINATION TO

701

SEGMENTING
CIRCUIT
SWITCH

ERROR
CHECKER

GENERATE CRC INFORMATION

<
-
<
Q
b~
=
Q.
=



S o w—1
-

- R

and verification CRC information generated by t{a%ﬁ%?@m@sﬁ?n‘ér%taor‘ thC 9%
determine errors attributable to the nenory. 493 ‘Fﬁ‘%"g‘@m 1986¢! alim 47,
wherein the second CRC generator generates secongary SCRC’ .nf-orfiBfien with
respect to data retrieved fromthe nenory. 50. &atel had=sf"Cl ai m 49,
further conprising formng the encoded i nformati y al so using the
secondary CRC i nfornmation. -36- 51. The nmethod of claim47, further

conprising: decoding input data received froma utilization--=
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channel into decoded input data including decoded CRC i nformation; 35‘ DEC 13%

appl yi ng the decoded i nput data including the decoded CRC %é MELT Ot O

t he second CRC generator and to the nmenory; storing the deakc dAﬁ;ﬁMgNT(ﬁﬂEgT
i ncluding the decoded CRC i nformation i n8 2 menory; 10 30 [g@rnggs
the second CRC generator to validate the“déc®ded CRC info fieor i mel-uded -

Shany 4

I n the decoded i nput data; applying the decoded i nput data including the

decoded CRC |E n from t he—refre v | rst CRC generator; and 15
using the firSt &gnerator tlo valjdate the degodggh CRC i nformation
received fromthe nenory. SE 1-K2
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CYCLICAL REDUNDANCY CHECK METHOD AND ATPARATUS

ABSTRACT

One-stage and two-stage CRC generation systems (400, 600) feature a CRC
generator/checker (700) comprising a segmenter (710) of an input data stream into substreams,
a circuit (712) forming a linear combination of the substreams and generating CRC bytes
therefrom, and a checker (714) comparing the CRC bytes with previously generated CRC
bytes. The two-stage system (600) includes a first CRC generator/checker (601) generating
primary CRC bytes, a membry (602) receiving the input data and the primary CRC bytes,
and a second CRC generator/checker (603) generating verification CRC bytes for comparison
with the primary CRC bytes to check the input data after retrieval from the memory (602) and
before input to an encoder (604). The second CRC generator/checker (603) can opiionally
apply some of the verification CRC bytes to the encoder (604) for use as secondary CRC
bytes. The number of CRC bytes outputted by the CRC generator/checkers (601, 603) is

programmable.
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