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METHOD AND APPARATUS FOR CONTROLLING QUALITY OF
SERVICE OF VIRTUAL MACHINE, DEVICE AND STORAGE MEDIUM

TECHNICAL FIELD
[0001] The present disclosure relates to the field of computer technology, and in particular to

the fields of cloud computing, virtualization, big data and other technologies.

BACKGROUND

[0002] Currently, cloud computing has become a solution widely adopted in the industry, and
provides powerful computing and storage capabilities for enterprises and individuals. The open-
source cloud computing platform abstracts computing, network and storage resources into a
resource pool through virtualization technology, thereby providing users with elastic, scalable and
stable cloud infrastructure solutions.

[0003] Here, the device-level QoS (Quality of Service) is a commonly-used resource
management strategy in the cloud platform system, and the core of this strategy lies in the
allocation and management of physical device resources (disks) to ensure the quality of service

of different users and applications.

SUMMARY

[0004] The present disclosure provides a method and an apparatus for controlling quality of
service of a virtual machine, a device and a storage medium.
[0005] According to one aspect of the present disclosure, provided is a method for controlling
quality of service of a virtual machine, including:

storing an operation request in a target queue corresponding to a target layer of a virtual
machine cluster when an available token quantity in a target token bucket of the target layer is
unable to meet a target token quantity required for the operation request; where tokens of the
target layer are periodically generated according to an upper limit of quality of service of the
target layer;

deducting the target token quantity from an updated available token quantity when the
available token quantity in the target token bucket is updated to meet the target token quantity
required for the operation request; and

sending the operation request from the target queue to the target layer for processing
when deducting the target token quantity successfully.
[0006] According to another aspect of the present disclosure, provided is an apparatus for

controlling quality of service of a virtual machine, including:
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a first processing module configured to store an operation request in a target queue
corresponding to a target layer of a virtual machine cluster when an available token quantity in a
target token bucket of the target layer is unable to meet a target token quantity required for the
operation request; where tokens of the target layer are periodically generated according to an
upper limit of quality of service of the target layer;

a second processing module configured to deduct the target token quantity from an
updated available token quantity when the available token quantity in the target token bucket is
updated to meet the target token quantity required for the operation request; and

a sending module configured to send the operation request from the target queue to the
target layer for processing when deducting the target token quantity successfully.

[0007] According to yet another aspect of the present disclosure, provided is an electronic
device, including:

at least one processor; and

a memory connected in communication with the at least one processor;

where the memory stores an instruction executable by the at least one processor, and the
instruction, when executed by the at least one processor, enables the at least one processor to
execute the method of any embodiment of the present disclosure.

[0008] According to yet another aspect of the present disclosure, provided is a non-transitory
computer-readable storage medium storing a computer instruction thereon, and the computer
instruction is used to cause a computer to execute the method according to any one of the
embodiments of the present disclosure.

[0009] According to yet another aspect of the present disclosure, provided is a computer
program product including a computer program, and the computer program implements the
method according to any one of the embodiments of the present disclosure, when executed by a
processor.

[0010] It should be understood that the content described in this part is not intended to identify
critical or essential features of embodiments of the present disclosure, nor is it used to limit the
scope of the present disclosure. Other features of the present disclosure will be easily understood

through the following description.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] The accompanying drawings are used to better understand the present solution, and do
not constitute a limitation to the present disclosure.
[0012] FIG. 1 is a schematic flow chart of a method for controlling quality of service of a virtual

machine according to an embodiment of the present disclosure;
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[0013] FIG. 2 is an architecture diagram of the virtual machine according to an embodiment of
the present disclosure;

[0014] FIG. 3 is a schematic diagram of controlling quality of service according to an
embodiment of the present disclosure;

[0015] FIG. 4 is a schematic flow chart of generating a token of a target layer according to an
embodiment of the present disclosure;

[0016] FIG. 5 is a schematic diagram of the overall flow of the method for controlling the
quality of service of the virtual machine according to an embodiment of the present disclosure;
[0017] FIG. 6 s a structural schematic diagram of an apparatus for controlling quality of service
of a virtual machine according to an embodiment of the present disclosure; and

[0018] FIG. 7 is a block diagram of an electronic device for implementing the method for
controlling the quality of service of the virtual machine in the embodiments of the present

disclosure.

DETAILED DESCRIPTION
[0019] Hereinafter, descriptions to exemplary embodiments of the present disclosure are made
with reference to the accompanying drawings, include various details of the embodiments of the
present disclosure to facilitate understanding, and should be considered as merely exemplary.
Therefore, those having ordinary skill in the art should realize, various changes and modifications
may be made to the embodiments described herein, without departing from the scope of the
present disclosure. Likewise, for clarity and conciseness, descriptions of well-known functions
and structures are omitted in the following descriptions.
[0020] The terms "first", "second" and the like in the present disclosure are used to distinguish
the similar objects, but not necessarily to describe a particular order or sequence. In addition, the
terms "include" and "have" and any variations thereof are intended to cover a non-exclusive
inclusion. For example, a method, system, product or device containing a series of steps or units
is not necessarily limited to those steps or units listed clearly, but may include other steps or units
that are not listed clearly or that are inherent to the process, method, product or device.
[0021] In a scenario where a plurality of user virtual machines are running on a large-scale
cloud platform system, the plurality of virtual machines may send a large number of operation
requests at the same time, and these operation requests require the resources of the cloud platform
to process. Therefore, it is necessary to control the quality of service of the virtual machines to
ensure efficiency, stability and user satisfaction in the cloud computing environment.
[0022] An embodiment of the present disclosure provides a method for controlling quality of

service of a virtual machine. FIG. 1 shows a schematic flow chart of the method, including the

3



10

15

20

25

30

35

following content:

[0023] S101: storing an operation request in a target queue corresponding to a target layer of a
virtual machine cluster when an available token quantity in a target token bucket of the target
layer is unable to meet a target token quantity required for the operation request; where tokens of
the target layer are periodically generated according to an upper limit of quality of service of the
target layer.

[0024] Here, the virtual machine cluster may be divided into different levels according to
requirements, and each level may be used as the target layer. For example, if it is desired to
implement the control of the quality of service of the entire virtual machine cluster, the entire
virtual machine cluster may be used as the target layer. If it is desired to control the quality of
service of some of the virtual machines, these virtual machines may be used as the target layer.
[0025] During implementation, the quality of service is controlled independently in different
levels, and the controlled target layer may be flexibly defined to achieve flexible management
and control of the quality of service in different levels.

[0026] In the embodiment of the present disclosure, the target layer uses a token bucket
mechanism to control the quality of service. The corresponding upper limit of quality of service
may be set for the target layer. When the upper limit is exceeded, the available tokens in the target
token bucket of the target layer will be in short supply, and new operation requests will be
suspended and placed in the target queue for waiting because there are not enough available
tokens.

[0027] It can be understood that the purpose of periodically generating the tokens of the target
layer is to rthythmically generate new tokens for consumption by subsequent operation requests
according to the upper limit of quality of service of the target layer. The tokens, as limited
consumed resources, can achieve the purpose of controlling the quality of service of the target
layer.

[0028] S102: deducting the target token quantity from an updated available token quantity when
the available token quantity in the target token bucket is updated to meet the target token quantity
required for the operation request.

[0029] S103: sending the operation request from the target queue to the target layer for
processing when deducting the target token quantity successfully.

[0030] For example, if the available token quantity of the target layer is A, the target token
quantity required for the operation request is B and A is less than B, then it means that the available
token quantity of the target layer of the virtual machine cluster cannot meet the target token
quantity required for the operation request. It is necessary to wait for the update of the available

token quantity of the target layer until the target token quantity required for the operation request
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is met, and then deduct the target token quantity from the updated available token quantity. When
the target token quantity is successfully deducted, the operation request is sent from the target
queue to the target layer for processing.

[0031] In the embodiment of the present disclosure, the generation rate of tokens is controlled
based on the quality of service of the target layer, so that the available token quantity of the target
layer is controlled within the upper limit range of the quality of service while the transmission
efficiency of the operation request is improved as much as possible. In addition, the target queue
may store the operation request exceeding the upper limit of the quality of service of the target
layer, so that the operation request is as complete as possible without losing tasks. When there are
enough available tokens, the operation request will be resent to the corresponding target layer for
processing, which can not only process the operation request in time but also avoid network
congestion affecting the performance of the cloud platform. Based on the method proposed in the
embodiment of the present disclosure, the quality of service of the virtual machine can be
controlled, and the resources of the virtual machine platform can be reasonably utilized. Moreover,
the flexible control of the quality of service can be achieved based on different definitions of the
target layer, improving the convenience of control of the quality of service.

[0032] Accordingly, in some embodiments, when the available token quantity of the target layer
meets the target token quantity required for the operation request and when the target token
quantity is successfully deducted from the available token quantity, the operation request is sent
to the target layer for processing.

[0033] During implementation, if the available token quantity of the target layer is A, the target
token quantity required for the operation request is C and A is greater than C, then it means that
the available token quantity of the target layer of the virtual machine cluster meets the target token
quantity required for the operation request. In this case, the target token quantity may be directly
deducted from the available token quantity, and the operation request may be sent to the target
layer for processing.

[0034] In the embodiments of the present disclosure, combined with the token bucket
mechanism, the operation request can be directly sent to the target layer for execution when there
are enough available tokens, so as to improve the overall quality of service.

[0035] In the related art, the use of SPDK (Storage Performance Development Kit) is a
mainstream virtualized 10 (Input/Output) acceleration scheme. The overall architecture of the
SPDK is shown in FIG. 2: the Qemu-KVM (Qemu-Kernel Virtual Machine) creates a Vhost-ctrlr
(simulated disk device) on the virtual machine side, and injects a virtioblk (paravirtualized disk)-
type device into the virtual machine based on the Hypervisor (software layer), and the virtioblk

driver implements the front end of the virtual IO queue. The SPDK acts as a proxy layer between
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the virtual machine and the NVMe SSD (Non-Volatile Memory express Solid State Disk) disk
hardware, builds a connection between the back end of the virtual IO queue and the front end of
the virtual IO queue on the upstream virtual machine side, and provides a User-level NVMe
Driver to manage the downstream physical disk. In a specific implementation, the SPDK
processes requests on the 10 queue and responses of the Nvme disk in a polling manner, reducing
the loss of asynchronous event notification and interrupt injection. The Bdev (Block Device) acts
as a general block in the SPDK to store abstraction layers, shields the implementation details of
the underlying storage device and provides a unified interface to the outside.

[0036] In some embodiments, the operation request includes a write operation request and/or a
read operation request for a Bdev of the virtual machine cluster.

[0037] Here, the write operation request for the Bdev is an operation of writing data to the Bdev;
and the read operation request for the Bdev is an operation of reading data from the Bdev.

[0038] In the embodiments of the present disclosure, the IO operation of the Bdev can be
controlled based on the target layer to reasonably utilize the resources of the Bdev in the virtual
machine cluster based on the SPDK architecture.

[0039] In some embodiments, the target layer includes at least one of the following control
layers:

[0040] 1) An entire machine layer, including a plurality of virtual machines in the virtual
machine cluster, configured to control the overall quality of service of the plurality of virtual
machines based on a target token bucket of the entire machine layer.

[0041] In the embodiments of the present disclosure, the control of the quality of service can
be added at the entire machine level by taking the entire machine layer as the target layer, realizing
the management and control of the overall quality of service of the virtual machine cluster.
[0042] 2) A virtual machine layer configured to, for each virtual machine among the plurality
of virtual machines, control the quality of service of the virtual machine by using a target token
bucket of the virtual machine.

[0043] Here, the virtual machine may be Qemu-KVM, and the Qemu is a common virtual
machine simulator in the industry. After startup, the Qemu is a user process running on the
physical machine, and is used to simulate various external devices such as disks and network
cards of the virtual machine; the KVM is a kernel module for implementing the virtualization
technology, and realizes the CPU instructions and memory access simulation of the virtual
machine; and the Qemu and KVM works together to provide users with the complete simulation
of the virtual machine.

[0044] The control of the quality of service at the virtual machine layer can implement

individual control of the quality of service of each virtual machine. For example, the virtual
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machine cluster includes m virtual machines. At the virtual machine layer, the quality of service
may be controlled respectively for the m virtual machines, and each virtual machine has its own
corresponding target token bucket. The token generation rate in the target token bucket of each
virtual machine may be determined according to the upper limit of the quality of service of each
virtual machine. For example, the upper limit of the quality of service of virtual machine ml is a,
and the upper limit of the quality of service of virtual machine m2 is b. When a is greater than b,
the quantity of tokens generated per unit time in the target token bucket of virtual machine m1 is
higher than that of virtual machine m2. In this way, different virtual machines are isolated at the
virtual machine layer, to implement individual control of the quality of service of different virtual
machines.

[0045] In the embodiments of the present disclosure, the quality of service can be controlled
separately for different virtual machines by adding the upper limit of the quality of service at the
virtual machine layer. For example, the differentiated resource allocation can be performed for
different virtual machines to improve the resource management efficiency and flexibility.

[0046] 3) Ablock device Bdev layer configured to, for each Bdev of the virtual machine cluster,
control the quality of service of the Bdev by using a target token bucket corresponding to the
Bdev.

[0047] Here, the block device Bdev is the basic abstract concept of the SPDK and is used to
represent a storage device, and may be a traditional hard disk drive, solid-state drive, NVMe SSD,
etc. The SPDK represents a virtualized 10 acceleration scheme, acts as a proxy layer between a
virtual machine-simulated disk device and a physical machine disk hardware, builds a connection
between the back end of the virtual IO queue and the virtual machine-simulated device, provides
a user-level NVMe driver to manage the disk device, and processes requests on the IO queue and
responses of the NVMe disk in a polling manner, reducing the loss on the 1O path of the virtual
machine.

[0048] One SPDK may manage a plurality of Bdevs. Different Bdevs may correspond to their
own target token buckets to implement the control of the quality of service of different Bdevs.
[0049] In the embodiments of the present disclosure, the control of the quality of service of
different Bdevs is implemented at the block device Bdev layer, and the flexible control of the
quality of service of the block device layer is achieved.

[0050] In some embodiments, the upper limit of the quality of service of each virtual machine
in the virtual machine layer is determined based on the performance of each virtual machine; and
similarly, the upper limit of the quality of service of each Bdev in the Bdev layer is determined
based on the performance of each Bdev.

[0051] Here, the upper limit of the quality of service may be set as follows: the upper limit of
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the quality of service of the entire machine layer > the upper limit of the quality of service of the
virtual machine layer > the upper limit of the quality of service of the block device Bdev layer.
[0052] During implementation, the target layer includes the entire machine layer, the virtual
machine layer and the block device Bdev layer; and the entire machine layer, the virtual machine
layer and the block device Bdev layer can all enable the use of token buckets to control the quality
of service. Exemplarily, FIG. 3 shows the upper limits of the quality of service of the above three
layers by taking a specific example. In FIG. 3, the IOPS (Input/Output Per Second) of level 1
represents the upper limit of the number of operations per second of the entire machine layer, and
the BPS (Bits Per Second) of level 1 is the upper limit of the bit rate corresponding to the
bandwidth, that is, the upper limit of the amount of data that can be transmitted by the entire
machine layer in unit time; the IOPS of level 0 represents the upper limit of the number of
operations per second of the virtual machine layer, and the BPS of level 0 is the upper limit of the
bit rate corresponding to the bandwidth, that is, the upper limit of the amount of data that can be
transmitted by the virtual machine layer in unit time. Here, the BPS and IOPS may be set by each
virtual machine layer based on its own actual condition, and may be the same or different. The
IOPS and BPS of Bdev respectively represent the upper limit of the number of operations per
second and the upper limit of the amount of data transmitted per unit time of each Bdev.

[0053] In the embodiments of the present disclosure, since the conditions of the layers are
different, the upper limit of the quality of service is set based on the actual condition so that the
quality of service of each device is within a reasonable and controllable range, thereby improving
the control efficiency of the quality of service.

[0054] In the related art, the SPDK-based architecture can only implement the control of the
quality of service at the Bdev layer, but cannot distinguish the control of storage resources and
network resources effectively. In view of this, in an embodiment of the present disclosure, for the
target layer, the quality of service includes at least one of the following service items: the number
of operations per second, and bandwidth; where each service item uses a separate token bucket
to control the quality of service.

[0055] The number of operations per second represents the number of input/output operations
per second, is an important indicator for measuring the performance test of the storage device of
the target layer, and indicates the number of read and write operations that the storage device can
complete per second.

[0056] The bandwidth represents the amount of data that can be transmitted per unit time, and
reflects the capacity of the data transmission channel. Here, the unit time may be within 1 second.
[0057] It can be understood that each service item uses its own token bucket to control the

quality of service.
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[0058] For example, for the entire machine layer, virtual machine layer and Bdev layer, the first
token bucket may be used to control the quality of service for the number of operations per second;
and the second token bucket may be used to control the quality of service for the bandwidth,
where the control of quality of service of the first token bucket and the second token bucket is
performed independently, so that the independent control of bandwidth resources and storage
resources can be implemented at the target layer. When the control of quality of service is
performed on the number of operations per second of the target layer, the first token bucket is the
target token bucket. When the control of quality of service is performed on the bandwidth of the
target layer, the second token bucket is the target token bucket. When the control of quality of
service is required for both the bandwidth and the number of operations per second, the first token
bucket and the second token bucket are respectively used as target token buckets to decide
whether to issue an operation request. When the available token quantity in at least one of the first
token bucket and the second token bucket cannot meet the target token quantity required for the
operation request, the operation request needs to be suspended and stored in the target queue and
can only be issued when the token quantity is sufficient.

[0059] Taking the entire machine layer as an example, the entire machine layer performs overall
control of the quality of service of the whole virtual machine cluster, so there is one first token
bucket and one second token bucket. When the control of quality of service is performed on the
number of operations per second of the entire machine layer, the first token bucket is the target
token bucket. When the control of quality of service is performed on the bandwidth of the entire
machine layer, the second token bucket is the target token bucket. When the control of quality of
service is required for both the bandwidth and the number of operations per second, the first token
bucket and the second token bucket are respectively used as target token buckets to decide
whether to issue an operation request. When the available token quantity in at least one of the first
token bucket and the second token bucket cannot meet the target token quantity required for the
operation request, the operation request needs to be suspended and stored in the target queue
corresponding to the entire machine layer and can only be issued when the token quantity is
sufficient.

[0060] Taking a single virtual machine in the virtual machine layer as an example, the virtual
machine layer controls the quality of service of each virtual machine individually, and each virtual
machine has one corresponding first token bucket and one corresponding second token bucket.
When the control of quality of service is performed on the number of operations per second of
the virtual machine, the first token bucket of the virtual machine is the target token bucket. When
the control of quality of service is performed on the bandwidth of the virtual machine, the second

token bucket of the virtual machine is the target token bucket. When the control of quality of
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service is required for both the bandwidth and the number of operations per second of the virtual
machine, the first token bucket and the second token bucket of the virtual machine are respectively
used as target token buckets to decide whether to issue an operation request. When the available
token quantity in at least one of the first token bucket and the second token bucket cannot meet
the target token quantity required for the operation request, the operation request needs to be
suspended and stored in the target queue corresponding to the virtual machine and can only be
issued when the token quantity is sufficient.
[0061] Taking asingle Bdev in the Bdev layer as an example, the Bdev layer controls the quality
of service of each Bdev individually. Each Bdev corresponds to one first token bucket and one
second token bucket respectively. When the control of quality of service is performed on the
number of operations per second of the Bdev, the first token bucket of the Bdev is the target token
bucket. When the control of quality of service is performed on the bandwidth of the Bdev, the
second token bucket of the Bdev is the target token bucket. When the control of quality of service
is required for both the bandwidth and the number of operations per second of the Bdev, the first
token bucket and the second token bucket of the Bdev are respectively used as target token
buckets to decide whether to issue an operation request. When the available token quantity in at
least one of the first token bucket and the second token bucket of the Bdev cannot meet the target
token quantity required for the operation request, the operation request needs to be suspended and
stored in the target queue of the Bdev layer and can only be issued when the token quantity is
sufficient.
[0062] In the embodiments of the present disclosure, the number of operations per second can
limit the number of read and write operations that can be completed per second, and the bandwidth
can limit the amount of data transmitted. The combination thereof can achieve the independent
control of the bandwidth and storage resources, thereby limiting the control efficiency of the
quality of service of the target layer as a whole.
[0063] In some embodiments, when the service item includes the number of operations per
second, the target token bucket includes at least one first sub-token bucket, and at least one of
following first sub-control items in the number of operations per second is controlled separately
using a corresponding first sub-token bucket:

a total upper limit of write operations and read operations per second;

a write upper limit of write operations per second; or

a read upper limit of read operations per second.
[0064] Here, the total upper limit of write operations and read operations per second, the write
upper limit of write operations per second and the read upper limit of read operations per second

may be set based on the actual situation of the target layer itself, and are not limited in the
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embodiments of the present disclosure.

[0065] During implementation, for different layers, the first token bucket of the corresponding
layer may be divided into a first sub-token bucket 1, a first sub-token bucket 2 and a first sub-
token bucket 3. For example, for the entire machine layer, virtual machine layer and Bdev layer,
the first sub-token bucket 1 implements the control of the quality of service for the number of
write operations per second, the first sub-token bucket 2 implements the control of the quality of
service for the number of read operations per second, and the first sub-token bucket 3 implements
the control of the quality of service for the total number of read and write operations per second.
Here, the control of the quality of service is performed independently for the number of write
operations and the number of read operations based on the first sub-token bucket 1 and the first
sub-token bucket 2, and the control of the quality of service for the total number of read and write
operations is implemented based on the first sub-token bucket 3, so that the independent control
of each sub-control item in the target layer can be implemented.

[0066] When the operation request is a write operation, the first sub-token bucket 1 is the target
token bucket; if the total number of read and write operations is controlled, the first sub-token
bucket 3 is also the target token bucket. Similarly, when the operation request is a read operation,
the first sub-token bucket 2 is the target token bucket; if the total number of read and write
operations is controlled, the first sub-token bucket 3 is also the target token bucket. When the
operation request includes a write operation and a read operation, the first sub-token bucket 1, the
first sub-token bucket 2 and the first sub-token bucket 3 are respectively used as target token
buckets. When the available token quantity in at least one of these target token buckets cannot
meet the target token quantity required for the operation request, the operation request needs to
be suspended and stored in the target queue corresponding to the target layer and can only be
issued when the available token quantity is sufficient.

[0067] Taking the entire machine layer as an example, the entire machine layer performs overall
control of the quality of service of the whole virtual machine cluster, so the first token bucket
contains the first sub-token bucket 1, the first sub-token bucket 2 and the first sub-token bucket
3. When the control of quality of service is performed on the number of operations per second of
the entire machine layer and when the operation request is a write operation, the first sub-token
bucket 1 is the target token bucket; if the total number of read and write operations of the entire
machine layer is controlled, the first sub-token bucket 3 is also the target token bucket. Similarly,
when the operation request is a read operation, the first sub-token bucket 2 is the target token
bucket; if the total number of read and write operations of the entire machine layer is controlled,
the first sub-token bucket 3 is also the target token bucket. When the operation request includes

a write operation and a read operation, the first sub-token bucket 1, the first sub-token bucket 2
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and the first sub-token bucket 3 are respectively used as target token buckets. When the available
token quantity in at least one of these target token buckets cannot meet the target token quantity
required for the operation request, the operation request needs to be suspended and stored in the
target queue corresponding to the entire machine layer and can only be issued when the available
token quantity is sufficient.

[0068] Taking a single virtual machine in the virtual machine layer as an example, the virtual
machine layer controls the quality of service of each virtual machine individually, so the first
token bucket contains the first sub-token bucket 1, the first sub-token bucket 2 and the first sub-
token bucket 3. When the control of quality of service is performed on the number of operations
per second of the virtual machine layer and when the operation request is a write operation, the
first sub-token bucket 1 is the target token bucket; if the total number of read and write operations
of the virtual machine layer is controlled, the first sub-token bucket 3 is also the target token
bucket. Similarly, when the operation request is a read operation, the first sub-token bucket 2 is
the target token bucket; if the total number of read and write operations of the virtual machine
layer is controlled, the first sub-token bucket 3 is also the target token bucket. When the operation
request includes a write operation and a read operation, the first sub-token bucket 1, the first sub-
token bucket 2 and the first sub-token bucket 3 are respectively used as target token buckets.
When the available token quantity in at least one of these target token buckets cannot meet the
target token quantity required for the operation request, the operation request needs to be
suspended and stored in the target queue corresponding to the virtual machine layer and can only
be issued when the available token quantity is sufficient.

[0069] Taking asingle Bdev in the Bdev layer as an example, the Bdev layer controls the quality
of service of each Bdev individually, so the first token bucket contains the first sub-token bucket
1, the first sub-token bucket 2 and the first sub-token bucket 3. When the control of quality of
service is performed on the number of operations per second of the Bdev layer and when the
operation request is a write operation, the first sub-token bucket 1 is the target token bucket; if
the total number of read and write operations of the Bdev layer is controlled, the first sub-token
bucket 3 is also the target token bucket. Similarly, when the operation request is a read operation,
the first sub-token bucket 2 is the target token bucket; if the total number of read and write
operations of the Bdev layer is controlled, the first sub-token bucket 3 is also the target token
bucket. When the operation request includes a write operation and a read operation, the first sub-
token bucket 1, the first sub-token bucket 2 and the first sub-token bucket 3 are respectively used
as target token buckets. When the available token quantity in at least one of these target token
buckets cannot meet the target token quantity required for the operation request, the operation

request needs to be suspended and stored in the target queue corresponding to the block device
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Bdev layer and can only be issued when the available token quantity is sufficient.
[0070] In the embodiments of the present disclosure, the number of operations per second
controls the upper limit of read operations and write operations, improving the management and
control efficiency of the storage performance of the target layer, and further improving the
resource management efficiency.
[0071] In some embodiments, when the service item includes the bandwidth, the target token
bucket includes at least one second sub-token bucket, and at least one of following second sub-
control items in the bandwidth is controlled separately using a corresponding second sub-token
bucket:

an upper limit of total bandwidth for write operations and read operations per second;

an upper limit of bandwidth for write operations per second; or

an upper limit of bandwidth for read operations per second.
[0072] Here, the upper limit of total bandwidth for write operations and read operations per
second, the upper limit of bandwidth for write operations per second and the upper limit of
bandwidth for read operations per second may be set based on the actual situation of the target
layer itself, and are not limited in the embodiments of the present disclosure.
[0073] During implementation, when the second token bucket implements the control of the
quality of service of the bandwidth, the second token bucket may be divided into a second sub-
token bucket 1, a second sub-token bucket 2 and a second sub-token bucket 3. For example, for
the entire machine layer, virtual machine layer and Bdev layer, the second sub-token bucket 1
implements the control of the quality of service of the bandwidth for write operations per second,
the second sub-token bucket 2 implements the control of the quality of service of the bandwidth
for read operations per second, and the second sub-token bucket 3 implements the control of the
quality of service of the total bandwidth for write operations and read operations per second. Here,
the control of the quality of service of the bandwidth is independently performed based on the
second sub-token bucket 1 and the second sub-token bucket 2, and the control of the quality of
service of the total bandwidth for reading and writing is implemented based on the second sub-
token bucket 3, so that the independent control of each sub-control item in the target layer can be
implemented.
[0074] When the operation request is a write operation, the second sub-token bucket 1 is the
target token bucket; if the total bandwidth for reading and writing is controlled, the second sub-
token bucket 3 is also the target token bucket. Similarly, when the operation request is a read
operation, the second sub-token bucket 2 is the target token bucket; if the total bandwidth for
reading and writing is controlled, the second sub-token bucket 3 is also the target token bucket.

When the operation request includes a write operation and a read operation, the second sub-token
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bucket 1, the second sub-token bucket 2 and the second sub-token bucket 3 are respectively used
as target token buckets. When the available token quantity in at least one of these target token
buckets cannot meet the target token quantity required for the operation request, the operation
request needs to be suspended and stored in the target queue corresponding to the target layer and
can only be issued when the available token quantity is sufficient.

[0075] Taking the entire machine layer as an example, the entire machine layer performs overall
control of the quality of service of the whole virtual machine cluster, so the second token bucket
contains the second sub-token bucket 1, the second sub-token bucket 2 and the second sub-token
bucket 3. When the control of quality of service is performed on the bandwidth per second of the
entire machine layer and when the operation request is a write operation, the second sub-token
bucket 1 is the target token bucket; if the total bandwidth for read and write operations of the
entire machine layer is controlled, the second sub-token bucket 3 is also the target token bucket.
Similarly, when the operation request is a read operation, the second sub-token bucket 2 is the
target token bucket; if the total bandwidth for read and write operations of the entire machine
layer is controlled, the second sub-token bucket 3 is also the target token bucket. When the
operation request includes a write operation and a read operation, the second sub-token bucket 1,
the second sub-token bucket 2 and the second sub-token bucket 3 are respectively used as target
token buckets. When the available token quantity in at least one of these target token buckets
cannot meet the target token quantity required for the operation request, the operation request
needs to be suspended and stored in the target queue corresponding to the entire machine layer
and can only be issued when the available token quantity is sufficient.

[0076] Taking a single virtual machine in the virtual machine layer as an example, the virtual
machine layer controls the quality of service of each virtual machine individually, so the second
token bucket contains the second sub-token bucket 1, the second sub-token bucket 2 and the
second sub-token bucket 3. When the control of quality of service is performed on the bandwidth
per second of the virtual machine layer and when the operation request is a write operation, the
second sub-token bucket 1 is the target token bucket; if the total bandwidth for read and write
operations of the virtual machine layer is controlled, the second sub-token bucket 3 is also the
target token bucket. Similarly, when the operation request is a read operation, the second sub-
token bucket 2 is the target token bucket; if the total bandwidth for read and write operations of
the virtual machine layer is controlled, the second sub-token bucket 3 is also the target token
bucket. When the operation request includes a write operation and a read operation, the second
sub-token bucket 1, the second sub-token bucket 2 and the second sub-token bucket 3 are
respectively used as target token buckets. When the available token quantity in at least one of

these target token buckets cannot meet the target token quantity required for the operation request,
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the operation request needs to be suspended and stored in the target queue corresponding to the
virtual machine layer and can only be issued when the available token quantity is sufficient.
[0077] Taking asingle Bdev in the Bdev layer as an example, the Bdev layer controls the quality
of service of each Bdev individually, so the second token bucket contains the second sub-token
bucket 1, the second sub-token bucket 2 and the second sub-token bucket 3. When the control of
quality of service is performed on the bandwidth per second of the Bdev layer and when the
operation request is a write operation, the second sub-token bucket 1 is the target token bucket; if
the total bandwidth for read and write operations of the Bdev layer is controlled, the second sub-
token bucket 3 is also the target token bucket. Similarly, when the operation request is a read
operation, the second sub-token bucket 2 is the target token bucket; if the total bandwidth for read
and write operations of the Bdev layer is controlled, the second sub-token bucket 3 is also the
target token bucket. When the operation request includes a write operation and a read operation,
the second sub-token bucket 1, the second sub-token bucket 2 and the second sub-token bucket 3
are respectively used as target token buckets. When the available token quantity in at least one of
these target token buckets cannot meet the target token quantity required for the operation request,
the operation request needs to be suspended and stored in the target queue corresponding to the
Bdev layer and can only be issued when the available token quantity is sufficient.

[0078] Continuing with the above, when the operation request is a write request and when the
control of quality of service is performed on the number of operations per second and the
bandwidth of the target layer, the first sub-token bucket 1 and the second sub-token bucket 1 are
used as target token buckets; if the number of operations per second and the total bandwidth for
read and write operations of the target layer are controlled, the first sub-token bucket 3 and the
second sub-token bucket 3 are also target token buckets. When the operation request is a read
request and when the control of quality of service is performed on the number of operations per
second and the bandwidth of the target layer, the first sub-token bucket 2 and the second sub-
token bucket 2 are used as target token buckets; if the number of operations per second and the
total bandwidth for read and write operations of the target layer are controlled, the first sub-token
bucket 3 and the second sub-token bucket 3 are also target token buckets respectively.

[0079] In the embodiments of the present disclosure, the control on the upper limit of read
operations and write operations based on bandwidth can manage and control the network
performance of the target layer effectively, to further improve the resource management efficiency.
[0080] In some embodiments, the specific process of generating the tokens of the target layer
is shown in FIG. 4:

[0081] S401: when a target control item in the quality of service of the target layer reaches an

upper speed limit, determining an update frequency of a token of the target control item based on
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the upper speed limit of the target control item.

[0082] S402: generating the token of the target control item of the target layer based on the
update frequency of the token.

[0083] During implementation, when the target control item is the upper limit of total
bandwidth for write operations and read operations per second being a, the number of bytes
supported every 1s is a*1024*1024 bytes, and then the number of bytes generated every 1ms is
(a*1024*1024)/1000. Assuming that one token supports n bytes, the update frequency of the
token is n/[(a*1024*1024)/1000] ms, that is, one token is generated every n/[(a*1024*1024)/1000]
ms.

[0084] During implementation, when the target control item is the upper limit of bandwidth for
write operations per second being b, the number of bytes generated every Is is b*1024*1024
bytes, and then the number of bytes generated every Ims is (b*1024*1024)/1000. Assuming that
one token supports n bytes, the update frequency of the token is n/[(b*1024*1024)/1000] ms, that
is, one token is generated every n/[(b*1024*1024)/1000] ms.

[0085] During implementation, when the target control item is the upper limit of bandwidth for
read operations per second being c, the number of bytes generated every 1s is ¢*1024*1024 bytes,
and then the number of bytes generated every Ims is (c*1024*1024)/1000. Assuming that one
token supports n bytes, the update frequency of the token is n/[(c*1024*1024)/1000] ms, that is,
one token is generated every n/[(c*1024*1024)/1000] ms. It should be noted that b and c are both
positive numbers less than a, and n is a positive number.

[0086] During implementation, when the target control item is the upper limit of the total
number of write operations and read operations per second being d, the number of operations that
can be processed every 1s is d, and then the number of operations that can be processed every
Ims is d/1000. Assuming that one token supports n operations, the update frequency of the token
is n/(d/1000) ms, that is, one token is generated every n/(d/1000) ms.

[0087] During implementation, when the target control item is the upper limit of the number of
write operations per second being e, the number of write operations that can be processed every
Is is e, and then the number of write operations that can be processed every 1ms is ¢/1000.
Assuming that one token supports n operations, the update frequency of the token is n/(e/1000)
ms, that is, one token is generated every n/(e/1000) ms.

[0088] During implementation, when the target control item is the upper limit of the number of
read operations per second being f, the number of read operations that can be processed every 1s
is f, and then the number of read operations that can be processed every 1ms is f/1000. Assuming
that one token supports n operations, the update frequency of the token is n/(f/1000) ms, that is,
one token is generated every n/(f/1000) ms. Here, d is greater than e and f; and d, e and f are all
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positive numbers.

[0089] In the embodiments of the present disclosure, on the basis of reaching the speed limit,
the tokens of the target layer are generated based on the token update frequency, effectively
controlling the balance between token update and consumption to improve the control accuracy
of quality of service.

[0090] Insome embodiments, in response to an enabling operation for the target layer to enable
a token bucket to control quality of service, the quality of service of the target layer is controlled
by using the token bucket; or in response to a message of not enabling a token bucket to control
quality of service of the target layer, the quality of service of the target layer is controlled in a
default manner.

[0091] Here, the quality of service of the target layer may be determined to be enabled or
disabled based on actual conditions.

[0092] The quality of service of the target layer is controlled in a default manner, that is, a
method for controlling quality of service other than the token bucket mechanism is used.

[0093] At least one of the first sub-control items and the second sub-control items in the service
item in the target layer may be enabled or disabled. When the target layer enables the control of
the quality of service of write operations per second in the number of operations per second, the
first sub-token bucket 1 is enabled as the target token bucket. When the target layer enables the
control of the quality of service of read operations per second in the number of operations per
second, the first sub-token bucket 2 is enabled as the target token bucket. By analogy, each sub-
token bucket may be enabled or disabled independently.

[0094] In the embodiments of the present disclosure, whether the target layer enables the token
bucket to control the quality of service depends on actual conditions, making this method more
universal.

[0095] When the target layer includes the entire machine layer, the virtual machine layer and
the block device Bdev layer, and when the entire machine layer, the virtual machine layer and the
Bdev layer all enable the token bucket mechanism to control the quality of service, the whole
process is implemented as shown in FIG. 5, including:

[0096] S501: receiving an operation request.

[0097] S502: judging whether the available token quantity of the entire machine layer meets
the target token quantity required for the operation request. If not, S503 is executed; if so, S504
is executed.

[0098] S503: storing in the target queue of the entire machine layer, and waiting for the update
of the available token quantity of the entire machine layer. S504 is executed when the available

token quantity of the entire machine layer is updated to meet the target token quantity required
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for the operation request.

[0099] S504: sending the operation request to the entire machine layer for processing when
deducting the target token quantity from the available token quantity of the entire machine layer
successfully.

[00100] S505: judging whether the available token quantity of the virtual machine layer meets
the target token quantity required for the operation request. If not, S506 is executed; if so, S507
is executed.

[00101] S506: storing in the target queue of the virtual machine layer, and waiting for the update
of the available token quantity of the virtual machine layer. S507 is executed when the available
token quantity of the virtual machine layer is updated to meet the target token quantity required
for the operation request.

[00102] S507: sending the operation request to the virtual machine layer for processing when
deducting the target token quantity from the available token quantity of the virtual machine layer
successfully.

[00103] S508:judging whether the available token quantity of the block device Bdev layer meets
the target token quantity required for the operation request. If not, S509 is executed; if so, S510
1s executed.

[00104] S509: storing in the target queue of the block device Bdev layer, and waiting for the
update of the available token quantity of the block device Bdev layer. S510 is executed when the
available token quantity of the block device Bdev layer is updated to meet the target token
quantity required for the operation request.

[00105] S510: sending the operation request to the block device Bdev layer for processing when
deducting the target token quantity from the available token quantity of the block device Bdev
layer successfully.

[00106] In the related art, the QoS is generally only implemented for the Bdev layer. During
implementation, the storage performance is uniformly managed and controlled at the Bdev layer
to ensure that different applications or services can access storage resources according to the
predetermined performance requirement. The SPDK defines a variety of QoS indicators (such as
IOPS, BPS, etc.) at the Bdev layer. However, since hundreds of virtual machines share underlying
hardware resources in the cloud computing platform, the setting of the QoS only at the Bdev layer
may have the following problems:

[00107] 1. Uneven allocation of global resources: the QoS at the Bdev layer mainly manages the
performance of block devices, but cannot globally consider the resource allocation among
multiple virtual machines, possibly causing some virtual machines to excessively occupy

resources while other virtual machines cannot get adequate performance guarantees.

18



10

15

20

25

30

35

[00108] 2. Confusion between network and storage resources: the network and storage are two
core resources in the cloud computing platform. The setting of the QoS only at the Bdev layer
cannot effectively distinguish and manage these two types of resources, possibly causing network
congestion to affect the storage performance or causing storage bottleneck to limit the network
efficiency.

[00109] Therefore, in the embodiments of the present disclosure, three levels of QoS indicators
(IOPS, BPS, etc.) are defined in combination with the overall performance of the virtual machines
and the individual performance of each virtual machine, so that the resource allocation among
multiple virtual machines can be considered globally. Moreover, the independent control of the
bandwidth and storage resources can be implemented, to distinguish and manage these two types
of resources, and ensure the overall control efficiency of the quality of service of the cloud
computing platform.

[00110] Based on the same technical concept, an embodiment of the present disclosure further
proposes an apparatus 600 for controlling quality of service of a virtual machine, as shown in FIG.
6, including:

a first processing module 601 configured to store an operation request in a target queue
corresponding to a target layer of a virtual machine cluster when an available token quantity in a
target token bucket of the target layer is unable to meet a target token quantity required for the
operation request; where tokens of the target layer are periodically generated according to an
upper limit of quality of service of the target layer;

a second processing module 602 configured to deduct the target token quantity from an
updated available token quantity when the available token quantity in the target token bucket is
updated to meet the target token quantity required for the operation request; and

a sending module 603 configured to send the operation request from the target queue to
the target layer for processing when deducting the target token quantity successfully.
[00111] In some embodiments, the target layer includes at least one of following control layers:

an entire machine layer, including a plurality of virtual machines in the virtual machine
cluster, configured to control overall quality of service of the plurality of virtual machines based
on a target token bucket of the entire machine layer;

a virtual machine layer configured to, for each virtual machine among the plurality of
virtual machines, control quality of service of the virtual machine by using a target token bucket
of the virtual machine; or

a block device Bdev layer configured to, for each Bdev of the virtual machine cluster,
control quality of service of the Bdev by using a target token bucket corresponding to the Bdev.

[00112] In some embodiments, an upper limit of quality of service of each virtual machine in
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the virtual machine layer is determined based on performance of each virtual machine; and

an upper limit of quality of service of each Bdev in the Bdev layer is determined based
on performance of each Bdev.
[00113] In some embodiments, the apparatus further includes a third processing module
configured to:

in response to an enabling operation for the target layer to enable a token bucket to
control quality of service, control the quality of service of the target layer by using the token
bucket; or

in response to a message of not enabling a token bucket to control quality of service of
the target layer, control the quality of service of the target layer in a default manner.
[00114] In some embodiments, for the target layer, the quality of service includes at least one of
following service items: the number of operations per second, and bandwidth;

where each service item uses a separate token bucket to control quality of service.
[00115] In some embodiments, when the service item includes the number of operations per
second, the target token bucket includes at least one first sub-token bucket, and at least one of
following first sub-control items in the number of operations per second is controlled separately
using a corresponding first sub-token bucket:

a total upper limit of write operations and read operations per second;

a write upper limit of write operations per second; or

a read upper limit of read operations per second.
[00116] In some embodiments, when the service item includes the bandwidth, the target token
bucket includes at least one second sub-token bucket, and at least one of following second sub-
control items in the bandwidth is controlled separately using a corresponding second sub-token
bucket:

an upper limit of total bandwidth for write operations and read operations per second;

an upper limit of bandwidth for write operations per second; or

an upper limit of bandwidth for read operations per second.
[00117] In some embodiments, the apparatus further includes a generating module configured
to:

when a target control item in the quality of service of the target layer reaches an upper
speed limit, determine an update frequency of a token of the target control item based on the upper
speed limit of the target control item; and

generate the token of the target control item of the target layer based on the update
frequency of the token.

[00118] In some embodiments, the apparatus further includes a fourth processing module
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configured to:

send the operation request to the target layer for processing when the available token
quantity of the target layer meets the target token quantity required for the operation request and
the target token quantity is successfully deducted from the available token quantity.
[00119] In some embodiments, the operation request includes a write operation request and/or a
read operation request for a Bdev of the virtual machine cluster.
[00120] For the description of specific functions and examples of the modules and sub-modules
of the apparatus of the embodiment of the present disclosure, reference may be made to the
relevant description of the corresponding steps in the above-mentioned method embodiments, and
details are not repeated here.
[00121] In the technical solution of the present disclosure, the acquisition, storage and
application of the user's personal information involved are in compliance with relevant laws and
regulations, and do not violate public order and good customs.
[00122] According to the embodiments of the present disclosure, the present disclosure also
provides an electronic device, a readable storage medium and a computer program product.
[00123] FIG. 7 shows a schematic block diagram of an exemplary electronic device 700 that
may be used to implement the embodiments of the present disclosure. The electronic device is
intended to represent various forms of digital computers, such as a laptop, a desktop, a workstation,
a personal digital assistant, a server, a blade server, a mainframe computer, and other suitable
computers. The electronic device may also represent various forms of mobile devices, such as a
personal digital assistant, a cellular phone, a smart phone, a wearable device and other similar
computing devices. The components shown herein, their connections and relationships, and their
functions are merely examples, and are not intended to limit the implementation of the present
disclosure described and/or required herein.
[00124] As shown in FIG. 7, the device 700 includes a computing unit 701 that may perform
various appropriate actions and processes according to a computer program stored in a Read-Only
Memory (ROM) 702 or a computer program loaded from a storage unit 708 into a Random Access
Memory (RAM) 703. Various programs and data required for an operation of device 700 may
also be stored in the RAM 703. The computing unit 701, the ROM 702 and the RAM 703 are
connected to each other through a bus 704. The input/output (I/O) interface 705 is also connected
to the bus 704.
[00125] A plurality of components in the device 700 are connected to the I/O interface 705, and
include an input unit 706 such as a keyboard, a mouse, or the like; an output unit 707 such as
various types of displays, speakers, or the like; the storage unit 708 such as a magnetic disk, an

optical disk, or the like; and a communication unit 709 such as a network card, a modem, a
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wireless communication transceiver, or the like. The communication unit 709 allows the device
700 to exchange information/data with other devices through a computer network such as the
Internet and/or various telecommunication networks.

[00126] The computing unit 701 may be various general-purpose and/or special-purpose
processing components with processing and computing capabilities. Some examples of the
computing unit 701 include, but are not limited to, a Central Processing Unit (CPU), a Graphics
Processing Unit (GPU), various dedicated Artificial Intelligence (Al) computing chips, various
computing units that run machine learning model algorithms, a Digital Signal Processor (DSP),
and any appropriate processors, controllers, microcontrollers, or the like. The computing unit 701
performs various methods and processes described above, such as the method for controlling the
quality of service of the virtual machine. For example, in some implementations, the method for
controlling the quality of service of the virtual machine may be implemented as a computer
software program tangibly contained in a computer-readable medium, such as the storage unit
708. In some implementations, a part or all of the computer program may be loaded and/or
installed on the device 700 via the ROM 702 and/or the communication unit 709. When the
computer program is loaded into the RAM 703 and executed by the computing unit 701, one or
more steps of the method for controlling the quality of service of the virtual machine described
above may be performed. Alternatively, in other implementations, the computing unit 701 may
be configured to perform the method for controlling the quality of service of the virtual machine
by any other suitable means (e.g., by means of firmware).

[00127] Various implementations of the system and technologies described above herein may be
implemented in a digital electronic circuit system, an integrated circuit system, a Field
Programmable Gate Array (FPGA), an Application Specific Integrated Circuit (ASIC), an
Application Specific Standard Product (ASSP), a System on Chip (SOC), a Complex
Programmable Logic Device (CPLD), a computer hardware, firmware, software, and/or a
combination thereof. These various implementations may be implemented in one or more
computer programs, and the one or more computer programs may be executed and/or interpreted
on a programmable system including at least one programmable processor. The programmable
processor may be a special-purpose or general-purpose programmable processor, may receive
data and instructions from a storage system, at least one input device, and at least one output
device, and transmit the data and the instructions to the storage system, the at least one input
device, and the at least one output device.

[00128] The program code for implementing the method of the present disclosure may be written
in any combination of one or more programming languages. The program code may be provided

to a processor or controller of a general-purpose computer, a special-purpose computer or other
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programmable data processing devices, which enables the program code, when executed by the
processor or controller, to cause the function/operation specified in the flowchart and/or block
diagram to be implemented. The program code may be completely executed on a machine,
partially executed on the machine, partially executed on the machine as a separate software
package and partially executed on a remote machine, or completely executed on the remote
machine or a server.

[00129] In the context of the present disclosure, a machine-readable medium may be a tangible
medium, which may contain or store a procedure for use by or in connection with an instruction
execution system, device or apparatus. The machine-readable medium may be a machine-
readable signal medium or a machine-readable storage medium. The machine-readable medium
may include, but is not limited to, an electronic, magnetic, optical, electromagnetic, infrared or
semiconductor system, device or apparatus, or any suitable combination thereof. More specific
examples of the machine-readable storage medium may include electrical connections based on
one or more lines, a portable computer disk, a hard disk, a Random Access Memory (RAM), a
Read-Only Memory (ROM), an Erasable Programmable Read-Only Memory (EPROM or a flash
memory), an optical fiber, a portable Compact Disc Read-Only Memory (CD-ROM), an optical
storage device, a magnetic storage device, or any suitable combination thereof.

[00130] In order to provide interaction with a user, the system and technologies described herein
may be implemented on a computer that has: a display apparatus (e.g., a cathode ray tube (CRT)
or a Liquid Crystal Display (LCD) monitor) for displaying information to the user; and a keyboard
and a pointing device (e.g., a mouse or a trackball) through which the user may provide input to
the computer. Other types of devices may also be used to provide interaction with the user. For
example, feedback provided to the user may be any form of sensory feedback (e.g., visual
feedback, auditory feedback, or tactile feedback), and the input from the user may be received in
any form (including an acoustic input, a voice input, or a tactile input).

[00131] The system and technologies described herein may be implemented in a computing
system (which serves as, for example, a data server) including a back-end component, or in a
computing system (which serves as, for example, an application server) including a middleware,
or in a computing system including a front-end component (e.g., a user computer with a graphical
user interface or web browser through which the user may interact with the implementation of the
system and technologies described herein), or in a computing system including any combination
of the back-end component, the middleware component, or the front-end component. The
components of the system may be connected to each other through any form or kind of digital
data communication (e.g., a communication network). Examples of the communication network

include a Local Area Network (LAN), a Wide Area Network (WAN), and the Internet.
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[00132] A computer system may include a client and a server. The client and server are generally
far away from each other and usually interact with each other through a communication network.
A relationship between the client and the server is generated by computer programs running on
corresponding computers and having a client-server relationship with each other. The server may
be a cloud server, a distributed system server, or a blockchain server.

[00133] It should be understood that, the steps may be reordered, added or removed by using the
various forms of the flows described above. For example, the steps recorded in the present
disclosure can be performed in parallel, in sequence, or in different orders, as long as a desired
result of the technical scheme disclosed in the present disclosure can be realized, which is not
limited herein.

[00134] The foregoing specific implementations do not constitute a limitation on the protection
scope of the present disclosure. Those having ordinary skill in the art should understand that,
various modifications, combinations, sub-combinations and substitutions may be made according
to a design requirement and other factors. Any modification, equivalent replacement,
improvement or the like made within the principle of the present disclosure shall be included in

the protection scope of the present disclosure.
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What is claimed is:

1. A method for controlling quality of service of a virtual machine, characterized by

comprising:

storing (S101) an operation request in a target queue corresponding to a target layer of a
virtual machine cluster, in a case of an available token quantity in a target token bucket of the
target layer is unable to meet a target token quantity required for the operation request; wherein
tokens of the target layer are periodically generated according to an upper limit of quality of

service of the target layer;

deducting (S102) the target token quantity from an updated available token quantity, in a
case of the available token quantity in the target token bucket is updated to meet the target token

quantity required for the operation request; and

sending (S103) the operation request from the target queue to the target layer for processing,

in a case of deducting the target token quantity successfully.

2. The method of claim 1, wherein the target layer comprises at least one of following control

layers:

an entire machine layer, comprising a plurality of virtual machines in the virtual machine
cluster, configured to control overall quality of service of the plurality of virtual machines based

on a target token bucket of the entire machine layer;

a virtual machine layer configured to, for each virtual machine among the plurality of virtual
machines, control quality of service of the virtual machine by using a target token bucket of the

virtual machine; or

a block device Bdev layer configured to, for each Bdev of the virtual machine cluster, control

quality of service of the Bdev by using a target token bucket corresponding to the Bdev.

3. The method of claim 2, wherein an upper limit of quality of service of each virtual machine

in the virtual machine layer is determined based on performance of each virtual machine; and

an upper limit of quality of service of each Bdev in the Bdev layer is determined based on

performance of each Bdev.

4. The method of claim 2, further comprising:
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in response to an enabling operation for the target layer to enable a token bucket to control
quality of service, controlling the quality of service of the target layer by using the token bucket;

or

in response to a message of not enabling a token bucket to control quality of service of the

target layer, controlling the quality of service of the target layer in a default manner.

5. The method of claim 1 or 2, wherein for the target layer, the quality of service comprises

at least one of following service items: the number of operations per second, and bandwidth;
wherein each service item uses a separate token bucket to control quality of service;

wherein, in a case of the service item comprises the number of operations per second, the
target token bucket comprises at least one first sub-token bucket, and at least one of following
first sub-control items in the number of operations per second is controlled separately using a

corresponding first sub-token bucket:
a total upper limit of write operations and read operations per second;
a write upper limit of write operations per second; or
a read upper limit of read operations per second;

wherein, in a case of the service item comprises the bandwidth, the target token bucket
comprises at least one second sub-token bucket, and at least one of following second sub-control

items in the bandwidth is controlled separately using a corresponding second sub-token bucket:
an upper limit of total bandwidth for write operations and read operations per second;
an upper limit of bandwidth for write operations per second; or

an upper limit of bandwidth for read operations per second.

6. The method of any one of claims 1 to 5, wherein generating tokens of the target layer,

comprises:

in a case of a target control item in the quality of service of the target layer reaches an upper
speed limit, determining an update frequency of a token of the target control item based on the

upper speed limit of the target control item; and

generating the token of the target control item of the target layer based on the update

frequency of the token.
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7. The method of any one of claims 1 to 6, further comprising:

sending the operation request to the target layer for processing, in a case of the available
token quantity of the target layer meets the target token quantity required for the operation request

and the target token quantity is successfully deducted from the available token quantity.

8. The method of claim 1, wherein the operation request comprises a write operation request

and/or a read operation request for a Bdev of the virtual machine cluster.

9. An apparatus for controlling quality of service of a virtual machine, characterized by

comprising:

a first processing module (601) configured to store an operation request in a target queue
corresponding to a target layer of a virtual machine cluster, in a case of an available token quantity
in a target token bucket of the target layer is unable to meet a target token quantity required for
the operation request; wherein tokens of the target layer are periodically generated according to

an upper limit of quality of service of the target layer;

a second processing module (602) configured to deduct the target token quantity from an
updated available token quantity, in a case of the available token quantity in the target token

bucket is updated to meet the target token quantity required for the operation request; and

a sending module (603) configured to send the operation request from the target queue to the

target layer for processing, in a case of deducting the target token quantity successfully.

10. The apparatus of claim 9, wherein the target layer comprises at least one of following

control layers:

an entire machine layer, comprising a plurality of virtual machines in the virtual machine
cluster, configured to control overall quality of service of the plurality of virtual machines based

on a target token bucket of the entire machine layer;

a virtual machine layer configured to, for each virtual machine among the plurality of virtual
machines, control quality of service of the virtual machine by using a target token bucket of the

virtual machine; or

a block device Bdev layer configured to, for each Bdev of the virtual machine cluster, control
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quality of service of the Bdev by using a target token bucket corresponding to the Bdev.

11. The apparatus of claim 10, wherein an upper limit of quality of service of each virtual
machine in the virtual machine layer is determined based on performance of each virtual machine;

and

an upper limit of quality of service of each Bdev in the Bdev layer is determined based on

performance of each Bdev.

12. The apparatus of claim 10, further comprising a third processing module configured to:

in response to an enabling operation for the target layer to enable a token bucket to control

quality of service, control the quality of service of the target layer by using the token bucket; or

in response to a message of not enabling a token bucket to control quality of service of the

target layer, control the quality of service of the target layer in a default manner.

13. The apparatus of claim 9 or 10, wherein for the target layer, the quality of service
comprises at least one of following service items: the number of operations per second, and

bandwidth;
wherein each service item uses a separate token bucket to control quality of service;

wherein, in a case of the service item comprises the number of operations per second, the
target token bucket comprises at least one first sub-token bucket, and at least one of following
first sub-control items in the number of operations per second is controlled separately using a

corresponding first sub-token bucket:
a total upper limit of write operations and read operations per second;
a write upper limit of write operations per second; or
a read upper limit of read operations per second;

wherein, in a case of the service item comprises the bandwidth, the target token bucket
comprises at least one second sub-token bucket, and at least one of following second sub-control

items in the bandwidth is controlled separately using a corresponding second sub-token bucket:
an upper limit of total bandwidth for write operations and read operations per second;

an upper limit of bandwidth for write operations per second; or

28



an upper limit of bandwidth for read operations per second.

14. A non-transitory computer-readable storage medium storing a computer instruction
thereon, wherein the computer instruction is used to cause a computer to execute the method of

any one of claims 1 to 8.

15. A computer program product comprising a computer program, wherein the computer

program implements the method of any one of claims 1 to 8, when executed by a processor.
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