1 MULTI - PURPOSE NETWORK DI AGNOSTI C MODULES The Field of the Invention The
present invention relates generally to identifying the cause of perfornmance
5 devi ations and other problens in high speed data transm ssion systens and
conponents. Mre particularly, enbodinents of the present invention relate
to configurable diagnostic nodules that can performa variety of different
di agnostic tests suitable for use with Various different network protocols
and configurations. Background and Rel evant Art 10 Conputer and data
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ocations. Moreover, as organizations have recognized the economic benefits of using

corpmunications networks, network applications such as electronic mail, voice and
data transfer, host access, and shared and distributed databases are increasingly used
20  as a means to increase user productivity. This increased demand, together with the
growing number of distributed computing resources, has resulted in a rapid expansion

of the number of installed networks.
As the demand for networks has grown, network technology has developed to
the point that many different physical configurations presently exist. Examples
25 include Gigabit Ethernet (“GE”), 10 GE, Fiber Distributed Data Interface (“FDDI”),
Fibre Channel (“FC”), Synchronous Optical Network (“SONET”) and InfiniBand
networks. These networks, and others, typically conform to one of a variety of
established standards, or protocols, which set forth rules that govern network access
as well as communications between and among the network resources. Typically,
30 such networks utilize different cabling systems, have different characteristic

bandwidths and typically transmit data at different speeds. Network bandwidth, in



of high speed conmuni cation systens, nethods and devices. For exanple, the
ever-increasi ng demand for network bandw dth has resulted in the

devel opnment of technol ogy that increases the anmount of data that can be
pushed 5 through a single channel on a network. Advancenents in nodul ation
techni ques, coding algorithnms and error rrection have vastly increased
the rates at which data can be transm tt'ed across networks. For exanple, a
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Examples of circumstances, conditions and events that may give rise to network -

communication problems include the transmission of unnecessarily small frames of

20 information, inefficient or incorrect routing of information, improper network
configuration and superfluous network traffic, to name just a few. Such problems are
aggravated by the fact that networks are continually changing and evolving due to
growth, reconfiguration and introduction of new network topologies and protocols.
Moreover, new network interconnection devices and software applications are

25  constantly being introduced and implemented. Circumstances such as these highlight
the need for effective, reliable, and flexible diagnostic mechanisms.

Consequently, as high speed data communications systems, processes and
devices mature, many designs have increasingly focused on reliability and
performance issues. Accordingly, a number of diagnostic devices and tests can be

30  utilized to aid a network administrator in both identifying existing network conditions

that are causing a network to deviate from expected performance and proactively



One device that is used to identifying network conditions is a protocol

anal yzer, also called a network anal yzer. Cenerally, a protocol analyzer
runs in the 5 background of a network, capturing, exam ning and | oggi ng
packet traffic. Protocol analyzers can, for exanple, be configured to watch
for unusual |IP addresses, tine stanps and data packets, and nost have a
user interface for enabling the network 3administrator to have access to

i nformation representing the analysis perforned by the protocol analyzers.
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Another device that is used to identify network conditions is a generator.

Generally, generators generate network traffic to simulate various network conditions.
20  For example, a generator can generate network traffic that simulates a data stream

between two nodes on a network. The behavior of the two nodes, as well as other

nodes of the network, can be evaluated to determine how the network responds to the

simulated data stream. Thus, a network administrator may be able to identify

performance deviations and take appropriate measures to prevent the performance
25  deviations from occurring in the future.

Another device that is used to identify network conditions is a bit error rate
tester. Generally, bit error rate testers operate by transmitting a predetermined bit
sequence onto the data transmission path, and then analyze the predetermined bit
sequence when it returns to the bit error rate tester. Typically, such analyses involve

30 comparing the received bit sequence to a copy of the bit sequence that was initially
transmitted onto the data transmission path. This comparison permits errors within

the sequence to be identified and counted. After the errors in the bit sequence are



Some protocol's specifications expect the bit error rate to be less than a
specific value. Another device that is used to identify network conditions
is ajamer. 5 Generally, janmers provide the ability to selectively alter
channel data, including the introduction of errors into channel data
paths. Thus, jamers permt nonitoring of, the response of the

conmmuni cations systemto the altered dat a4, and hel p determ ne whether the
comuni cat i ons syst emis capabl e of respondi ng without experiencing
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° administrator can insert a particular type of card into a computer system test chassis.
20  For example, when an administrator desires to test a bit error rate for a network, the
administrator can insert a bit etror rate tester card into a computer system test chassis.
Subsequently, when the administrator desires to analyze network traffic, the
administrator can remove the bit error rate test card from the computer system test
chassis and insert a network analyzer card into the computer system test chassis.
25 Some computer system test chassis even include multiple card receptacles
such that the computer system test chassis can receive a number of cards. Thus, an
administrator may have some flexibility to simultaneously test a network for a variety
of network conditions. For example, an administrator may include a generator card
and a jammer card in a multi-receptacle computer system test chassis to
30  simultaneously utilize both generator and jammer functionality. Unfortunately, as a

network expands and/or is reconfigured, the requirements for testing the network can

change. Expansion and/or reconfiguration of a network can result in an administrator



receptacles, the admnistrator may be required to change cards with

i ncreased frequency or even obtain an additional test chassis. 5 There is
al ways some chance that an administrator |lacks a card for performng a
particul ar diagnostic function. Thus, an adm nistrator nmay be required to
obtain a separate card for each desired diagnostic function, even if one
or nore diagnostic functions are performed infrequently. For exanple, to
utilize jamrer functionality even once a nonth, an adm nistrator would
still be required to use a jamer card. An 10 adm nistrator nmay al so be
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card. For example, it is typically quite difficult to alter a jammer card to perform the

function of a bit error rate tester card. Therefore systems, methods, and computer

20 program products for providing the functionality of a number of diagnostic devices
and for several different protocols in a single card would be advantageous.

BRIEF SUMMARY OF THE INVENTION

The foregoing problems with the prior state of the art are overcome by the

principles of the present invention, which are directed towards methods, systems, and

25 computer program products for flexibly configuring a network diagnostic module to

perform a network diagnostic function. A computer system includes one or more

network diagnostic modules and is network connectable to a network. Each network

diagnostic module includes one or more programmable logic modules (e.g., one or

more Field Programmable Gate Arrays ("FPGAs")) that include circuitry for

30  implementing any of a plurality of network diagnostic functions (e.g., network

analyzer, jammer, generator, bit error rate tester, etc). Each programmable logic

module controls one or more test ports that provide interfaces for difterent physical



function. The conputer systemreceives an indication that a network

di agnostic nodule 5 is to be configured to performa sel ected network

di agnostic function. Receiving an indication can include receiving a
configuration request that was entered at an appropriate user-interface.
It may be that a selected network diagnostic function is a network

di agnostic function selected from anong nunmber of network di agnostic
functions, such as, for exanple, from anong network anal yzer, jamrer, bit
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(e.g., an FPGA) to have a specific function. A bit file can be received from a mass
storage device or even from a memory location at the computer system. Contained
20 data can include computer-executable instructions, computer-interpretable
instructions, or circuit design data (for a programmable logic module) that is
processed by the network diagnostic module to implement the selected network
diagnostic function. The network diagnostic module identifies a programmable logic
module (e.g., an FPGA) that controls the one or more test ports. The network
25  diagnostic module loads the contained data at the identified programmable logic
module to cause the programmable logic module and the one or more test ports to
interoperate to implement the selected diagnostic function. Accordingly, data
contained in the bit file is loaded at the FPGA to cause the FPGA to implement the
functionality of a network analyzer, jammer, bit error rate tester, generator, etc. When

30 a new implementation is desired (e.g., changing from a jammer to a bit error rate

tester) data from a new bit file can be loaded.



conput er systemcan include a nass storage interface for transferring
network 5 diagnostic data to and/or froma mass storage device, a trigger
port for detecting the occurrence of events, an interconnect port for
connecting to other chassis, and a renpte access port for receiving
commands fromrenote conputer systens. Connected chassis can exchange
control signals over |inks between corresponding interconnect ports.
Accordi ngly, network diagnostic nodul es at a nunber of different 10 chassis

can be controlled from anﬁgff t he oth r chassis. Connecting a nunber of
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20 BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner in which the above-recited and other
advantages and features of the invention can be obtained, a more particular
description of the invention briefly described above will be rendered by reference to
specific embodiments thereof which are illustrated in the appended drawings.

25 Understanding that these drawings depict only typical embodiments of the invention
and are not therefore to be considered to be limiting of its scope, the invention will be
described and explained with additional specificity and detail through the use of the
accompanying drawings in which:

Figure 1 illustrates an example of computer system architecture and associated

30  modules and data structures for flexibly configuring a network diagnostic module to
perform a network diagnostic function in accordance with the principles of the present

invention.



Figure 3 illustrates an exanple conputer systemarchitecture including a 5
plurality of network diagnostic nodules in a comobn chassis in accordance
with the principles of the present invention. Figure 4 illustrates a

sui tabl e operating environment for the principles of the present

i nvention. DETAILED DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS 10 The
principles of the present invention provi%e for network diagnostic nodul es
that can be flexibly configured to performany of a plurality of different

t k di tic. f ti A t em.i ncl ude net wor k
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more programmabl e | ogi c nodules 15 (e.g., one or nore Field Programmble
Gate Arrays pﬂmﬂﬁsbgﬂl@mfweﬁaﬂ‘e&ﬁmncui try for inplenenting any of a

plurality of netwgrk di,a ic functigns (e. 0., netwrk. anal yzer,,  janner,
generator, bit e\rNr91 % zg’t gﬂ’g%éttegrafl (2 agjp?e TREPHET m%’?%m\é\%gﬁgcgﬁec%cﬁgm &s
recei ves an phgilitalblf astwiofiddidehestitahy@ills it AEMBbh haduh @cédrddiRe BEth the
configured to performa selected network diagnostic function (e.g., a

net wor k anal y5Biplep ghibgpresenignynti®fat or, bit error rate tester, etc.) The
net wor k di agnosti g: l. Y, bi | i i ti 0

i npl enenting the gl éggé u%ﬁ%%ﬁb%??@k#ﬁ%g%hg%m£#6ﬁﬁgﬂﬁpfﬁ%ﬁgﬁﬁgg%;%%@?s.
The networ k prbsagmoshtion.nodul e i dentifies a progranmabl e | ogi ¢ nodul e
(e.g., a FPGA) thg The_net wor k

di agnosti c nmodul e2Ee AL SERIIONSRE [HHE PRE ED EMBQAL '
programmgpl e | ogi graDGklEIEL oFatheeplcbtt indeRidn’ pRARY I8 %{Wé}}(edi‘a sfic
nodul e and the one or nore test ports to interoperate to Inplenent the

sel ect ed net wmodikledithanast hec flExibiyt cmnfigurdctor phrfoghoyanyi of arplatalignef diffen¢rai ned
inthe bit file ar .IoaQed at ..an FPGA to cause the FPGA to inplenent .the
network di agho&er %F’(%[II(Q,? {Co g HONS. 1 & KBRS AVf58, Iclud g netyprk dipgngstit ot e
tester, 30 gBRAGRYENR, ofipfintddtERuR bDAY ihdthee RO L ICIQRL bS tHEQDhipAtts @fstan).
changing froma jammer to a bit error rate tester) instructions Troma new
bit file canThe newakdiasppgtic modulgrinepdasmilsl & Mot progwseunadle dngie slodulesr e

t han one,por a_conbi natd: { O i..e. .generator
o one. port egofCFRBRILEN Bl hBFbIORe APRSREPORETthat btk GRENF Ar
enbodi ment s, irAplemehtiig ahy net woglkratitya @fi astworkmiidgh@sic afuficlidis! (Hed network

common chassi s conputer system Thus, test chassis wth increased nunbers
of analyzer, jammer, “generator, bit error rate tester, etc). The network diagnostic

meodules receives an indication that the network diagnostic module is to be configured
to perform a selected network diagnostic function (e.g., a network analyzer, jammer,
20  generator, bit error rate tester, etc.)

The network diagnostic module receives a bit file with instructions for
implementing the selected diagnostic function at one or more test ports. The network
diagnostic module identifies a programmable logic module (e.g., a FPGA) that
controls the one or more test ports. The network diagnostic module loads the

25 included instructions at the identified programmable logic module to cause the
identified programmable logic module and the one or more test ports to interoperate
to implement the selected network diagnostic function. Accordingly, instructions
contained in the bit file are loaded at an FPGA to cause the FPGA to implement the
network diagnostic function of a network analyzer, jammer, bit error rate tester,

30 generator, etc. When a new implementation is desired (e.g., changing from a jammer

to a bit error rate tester) instructions from a new bit file can be loaded. When a



5 flexibly configurable ports can be utilized to test a network. A conmon
chassi s conputer system can include a nass storage interface for
transferring network diagnostic data to and/or froma mass storage devi ce,
a trigger port for detecting the occurrence of events, an interconnect
port for connecting to other chassis, and a renote access port for

recei ving commands fromrenote conputer $stens. 10 Connected chassis can
exchange control signals over |inks between corresponding interconnect
ports. Accordingly, network diagnostic nodul es at a nunmber of different
chassi s can Pe@SEsHPAlE legic modileopirels mers thamene path dstosmbimionadtfpgiioas

nunmber of ¢ i j : f ts
LT veq o PATR RedQUEERRCGR S S lohy dIHGARE dipfosfl RRRoRler PAOLS
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flexibly configuring a network diagnosti nodul e to performa nefwork
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recei ving appépiehéd 8f @Vaas, N it atercSrtae bR Lbor \&bhﬂibcﬁn%% fcﬁﬁé?oé]ﬁbsﬁsg a@nput er
systembus (e.g., a PCl bus) through bus interface 102. Bl ade 101 incl udes
menory 104 arfehqie ogpeassn@pite fotogeceivingl ubanmasist fpm eHoteo vempRter heystems.

f ti it t 0] 0 b f .
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Menory (" RAMtgrcorvizbisorts1 QdecoRiingddp, riesestk iyagnosiyy raodmes £ al mgiber 6Ddidefeni 06 1 n

its operation (i.e., receive aor transmt network data or store other
i nf or mat i on) chaspig cap bepgpmtralled fiom amyof ithe pther shassis e LCHwedEEha plsdeaRfabl e

| ogi ¢ modul eg Q§S %ﬂﬁp% R thdCnbRAY fe ber%fg)gﬁgmmdqo kRPh flet%ﬁyl e 106

can be virtua type o programuable circuit, such as, ftor exanple, a
Fi el d- Progr anmmabl Bigied ¢ Ausaates @hF3@Ap)le oPrcogipataredyseml eghiteodurealOd aRLA" ) ,

or other type pr.ogranmmbl e | ogic 10 devi.c Pr ogr bl e | ogi dul e 106
can’i ol o BB MPs FRORYTES Sk ylexgly Borfagine a 3P Bprk g
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error rate tester, etc). It nay be that a network diagnostic function is
part of a "pthetprpientvryantiany" Computer system architecture 100 includes blade 101, which

can be a printed circuit board. Bus interface 102 can be inserted into an appropriate
receptacle (e.g., a Peripheral Component Interconnect (“PCI”) interface) at a
20 computer system to communicatively couple blade 101 to the computer system.
Blade 101 can communicate (e.g., sending and receiving appropriate electrical
signaling) with a corresponding computer system bus (e.g., a PCI bus) through bus
interface 102. -
Blade 101 includes memory 104 and programmable logic module 106 that
25  control the functionality of test ports 108 and 109. Memory 104 can be any of a
variety of different types of memory, such as, for example, Random Access Memory
(“RAM”). Memory 104 can be used by programmable logic module 106 in its
operation (1.e., receive or transmit network data or store other information), and to
buffer data that is transferred between programmable logic module 106 and control
30 module 103. Programmable logic module 106 can be virtually any type of
programmable circuit, such as, for example, a Field-Programmable Gate Array

(“FPGA”™), Programmable Logic Array (“PLA”), or other type programmable logic



5 represented in a bit file. For exanple, a port personality can include a
network diagnostic function and a protocol (e.g., Fiber Channel, G gabit
Et hernet, Infiniband, etc). Accordingly, progranmmble |ogic nodule 106 can
process conputer-executable or conputer-interpretable instructions or
inplenent a circuit design to cause programrable |ogic nodule 106 and test
port 108 and/or test port 109 to interop Pate 10 to i npl ement a port
personality in accordance with the processed conputer- executable or

conputer-interpretghl e i nstruct.ion r.circuit design. Eor. exanple

ot o6 anmabl ¢ PG o st 45k AR BB R e Br il ARt R AR 1o
cause progr gfmeRliRalit9 b neMdek eliddes@N dulctidhs Felst, SnékQBrI@@ﬂalgﬁ&t jafkr, 109
to interoperate to inplenment a Fiber Channel jammer at 2.12 d)ps.
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106 to cause test port nd test port 109 to sinultaneously inplenment
di fferent neewsuiebii aysompiier-inierptatabhe insguoidens107 cicenit designli nkorecxiahple,

appropriate _timn f data transferred to and fromtest r. 08 and test
P hoo- & BT aflk 102k Tphade JoR deh bl PutktPn Tt R b Akt B8Rer g
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another different clock rate for port 109. 30 Blade 101 al so includes
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transferred Bet\WRRP nefloPd URFABRIEhAMIC FRALRplel GestRErS 908 2RA 100U §e103.
Simlar to programuable

utilized together to implement a network analyzer. On the other hand, it may be a

20  first test port is utilized to implement a first network diagnostic function, while a
second different test port is simultancously utilized to implement a second different
network diagnostic function. For example, test port 108 can be utilized to implement
a generator, while test port 109 is simultaneously utilized to implement a bit error rate
tester. A bit file having appropriate instructions can be loaded at a programmable

25  logic module 106 to cause test port 108 and test port 109 to simultaneously implement
different network diagnostic functions. Clock 107 can coordinate the appropriate
timing of data transferred to and from test port 108 and test port 109. Clock 107 can
have a single clock rate for both ports 108 and 109. Altemnately, clock 107 can have
one clock rate for port 108 and another different clock rate for port 109.

30 Blade 101 also includes memory 114 and programmable logic module 116
that control the functionality of test ports 118 and 119. Similar to memory 104,

memory 114 can be any of a variety of different types of memory, such as, for



5 logi c nodul e 106, programmabl e | ogic nodule 116 can be virtually any type
of programmable circuit, such as, for exanple, a Field-Programmable Gate
Array ("FPGA"), Programmble Logic Array ("PLA"), or other type
programuabl e | ogic device. Simlar to programrabl e | ogic nodul e 106,
programmabl e | ogic nodul e 116 can include circuitry forminpl enenting any
of a plurality of network diagnostic 10 flnctions (e.g., network anal yzer,
janmer, generator, or bit error rate tester, etc). Although not required,
it may be that programmable nodul e 106 and programmble |ogic nmodule 116
are the sames¥ampe.oRapdersr Agerin| Memeg cf“%a&)e. Memetyard 14 ocapr bgrésedaby e
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| ogi ¢ nodul e a st ports operate to I nplenment’a Fibre
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instructions, can be | gaded at a programmabl e | ogic. nodule 116 to cause test
port 118 anlPeispdys 6 aredhe sanag type phprestsamabledagicrapdulei f f er ent net wor k
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data transferred to an omtest port 118 test por ock 117
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programmabl e | ogi ¢ nodule 106 nmy process instruactions that that cause
test ports 1bmchem sposl, eod prasoasheintaceordanggbyith thetiesenzed compiuler exeantable 065

GBps, while Y Q%Mke%Je%giecin%?ilogs %Ilgir&lits &)esign. Test ports 118 and 119 can

be utilized together to implement a particular network diagnostic function. On the

20  other hand, test port 118 may be utilized to implement a first network diagnostic

function, while test port 119 is utilize to implement a second different network

diagnostic function. For example, programmable logic module 116 can process

instructions from a bit file to cause programmable logic module 116 and test ports 118

to interoperate to implement a Gigabit Ethernet bit error rate tester at 1.25 Gbps and

25 to cause programmable logic module 116 and test ports 119 to interoperate to

implement a Fibre Channel generator at 1.065 Gbps. A bit file having appropriate

instructions can be loaded at a programmable logic module 116 to cause test port 118

and test port 119 to simultaneously implement different network diagnostic functions.

Clock 117 can coordinate the appropriate timing of data transferred to and

30  from test port 118 and test port 119. Clock 117 can have a single clock rate for both

ports 118 and 119. Alternately, clock 117 can have one clock rate for port 118 and
another different clock rate for port 119.



5 processes instructions that cause test ports 118 and 119 to inplenent a
G gabit Ethernet analyzer at 1.065 GBps. On the other hand, test ports of
different programrmabl e | ogic nodul es can be configured to inplenment
different personalities. For exanple, programmable |ogic nodule 106 nmay
process instructions that that cause teié‘hports 108 and 109 to inplenent a
Fi ber Channel analyzer at 2.125 GBps, 10 il e progranmabl e | ogi c nodul e
116 processes instructions that cause test ports 118 and 119 to inpl enent
an G gabit Ethern an zer.at _1.25 GBps., .Test. por 108, ,109, ~.118 and 119
can be of virtual RSy uRg itart BRRFrBu rote Tetdilesasit B oongEHEHa0
RJ-11, RJ-45impRkhicht fher finfeapérdnalitie) g Fot @xarhplef PrograrMakledaBict msawme |106or m
factor pluggable ("XFP'), Universal Serial Bus 15 ("USB"), IEEE 1394
(Firewire), X8l prec tiossl thak thay cause testpnits Yisrandi 16M)to raplementraGigahtir t s
108, 109, 11@gand.119.cap al ' I ' . [
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101 can be inplenented with a reduced nunber of conponents. Accordingly,

t he manuf act ahd AtP tenisplemen en Sligabiidibersetanebreiatd 25t 6BpHr oduce bl ade 101
are al so reduced g. o} r t l.a havi e.. bregramprabl e l,ogic
nodul e per port). &%E)t 88%%11 er E@Stglrr?a%ghiq?%c?%nr 2%18]3 \éllrtg‘% )lgn%qyu lie%g‘wsx%lorage
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carries optical signals. Test ports 108, 109, 118 and 119 can be configured to receive

=

connectors that facilitate communication using any of the variety of protocols,

20 including Serial Attached SCSI (“SAS”) and Serial ATA (“SATA”) protocols.
Although not required, it may be that ports controlled by the same programmable
logic module are configured as the same type of port. For example, test ports 108 and
109 (both controlled by programmable logic module.106) may both be SFP ports
configured to receive optical cable.

25 Since the programmable logic modules of blade 101 can each control a
plurality of ports, blade 101 can be implemented with a reduced number of
components. Accordingly, the manufacturing and financial resources consumed to
produce blade 101 are also reduced (e.g., compared to a blade having one
programmable logic module per port).

30 Computer system architecture 100 also includes storage 123. Storage 123
stores bit files that can be processed by programmable logic modules to cause ports to

have particular personalities (including implementing particular network diagnostic



5 personality. For exanple, progranmable |ogic nodule 106 nay process bit
file 126 to cause programabl e | ogi c nodul e 106 and test ports 108 and 109
to inplenent a Fiber Channel network anal yzer at 2.125 Gops. Alternately,
programuabl e | ogic nodule 106 nay process bit file 128 to cause
programuabl e | ogi ¢ nodul e and port 108 interoperate to inplenent a G gabit
Et hernet bit error rate tester at 1.25 Gbps and 10 cause port 109 to

i npl enent a G gabit Ethernet janmmer at 1.25 Gops. A series of three
periods (i.e,, an ellipsis) before, between, or after the depicted bit
files illustfuncens)t ndx bok kg can tinelpde compytesesecuible ipstaigtians, seosmmi@E- 123,

Control nodu i S 3 f ery of i ace
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di agnostic nodule is to be configured to performa sel ected networ
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architecture. recei v an ingdicatiaon that the ne rk diggnostic dule is
to be coL?igﬁN%'cFohgg#?grn? _]ﬁuggﬁgﬁﬁéakhét Egﬁggﬁ@%t ppﬁﬁﬁ%f$3Wf For
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a networ k aneanyFanslataadaie repgivad ifiom p erusspmable legin ninslulpeinte afertnag thaeg can
conputer sysfg %ﬁ%%blﬁ%n@fe%d over a computer system bus (e.g., a PCI bus) that is

communicatively coupled to bus interface 102. Based on received data (e.g.,

20  appropriate addressing information), control module 103 can also identify the
programmable logic module that is associated with the received data. Accordingly,
control module 103 can transfer at least a portion of the received data (e.g., computer-
executable instructions, computer-interpretable instructions, or circuit design) to the
associated programmable logic module.

25 Figure 2 illustrates a flowchart of a method 200 for flexibly configuring a
network diagnostic module to perform a network diagnostic function in accordance
with the principles of the present invention. The method 200 will be discussed with
respect to the modules and data depicted in computer system architecture 100.

The method 200 includes an act of receiving an indication that the network

30  diagnostic module is to be configured to perform a selected network diagnostic
function (act 201). Act 201 can include a computer system architecture receiving an

indication that the network diagnostic module is to be configured to perform a



5 blade 101. It may be that configuration request 134 is nmanually
generated. For exanple, an adm nistrator or user of the conputer system
contai ning bl ade 101 can enter appropriate commands at an input device,
such as, for exanple, a keyboard or nouse, to generate configuration
request 134. On the other hand, it may b? that configuration request 134
is automatically generated. For exanple, the conputer 10 system contai ni ng
bl ade 101 can generate configuration request 134 in response to the

occurrence of .a vent . 0., ..the expigation of a tinmer Al t ernat el
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exanple, in response to configuration request 134, 30 control_ nodule 103
can receive bit fi &espomseripgansiguiatige rapmest B4, compater systemnarchiggctige 100
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nodul e identifying a _
can transfer a bit file with appropriate computer-executable instructions, computer-

20  interpretable instructions or circuit design for configuring (or re-configuring) the
programmable logic module to implement the selected network diagnostic function at
blade 101. For example, when bit file 127 contains computer-executable instructions,
computer-interpretable instructions, or circuit design data for implementing a network
analyzer, computer system architecture 100 can transfer bit file 127 to blade 101.

25 The method 200 includes an act of receiving a bit file for implementing the
selected network diagnostic function at one or more ports (act 202). Act 202 can
include a control module receiving a bit file with instructions or circuit design data for
implementing the selected network diagnostic function at one or more test ports that
interface with a network. For example, in response to configuration request 134,

30 control module 103 can receive bit file 127 from storage 123. Bit file 127 can include

instructions or circuit design data for implementing a network analyzer at test ports



progranmmabl e | ogi ¢ nodul e that controls the one or nore test ports. For
exanple, control nodule 103 can identify that programmabl e | ogic nodul e
116 controls test ports 118 and 119. Control nodule 103 nay identify
programmabl e | ogic nodule 116 from addressing information (e.g.,

i dentifying programmable | ogic nodule 116 10 and/or test ports 118 and
119) included along with bit file 127. Th® net hod 200 includes an act of
| oading at | east a portion of the received bit file at the identified
programabl e | ogic modul e (act 204). Act 204 can include a network
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present invention. I n conmput®er system architectur
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350. For examiemo@@eh 18fio binpRGRnBRdiwoAD gnal PR3 func@iBHaldP %t &R0 pbRE | l'BijP Cl
bus interfaces that are inserted into PCl receptacles at chassis 5 35

Accor di ngl y, 1 Ebrpaeding enstmatiens| 86 eant cayse pogsammatnp degie modude ﬂ)l@laafbmt

ports 118 and 119 to interoperate to implement the functionality of a network
analyzer. Accordingly, ports 118 and 119 can be coupled to a network to analyze data
20  on the network.
In some embodiments, instructions are loaded at a programmable logic
module to re-configure corresponding ports. That is, loading instructions at a
programmable logic module can cause currently configured network diagnostic
functions to terminate and new network diagnostic functions to begin. For example,
25  loading instructions 136 (to implement a network analyzer at ports 118 and 119) can
cause currently implemented bit error rate tester functionality at port 118 and
currently implemented generator functionality at port 119 to terminate. Accordingly,
network diagnostic functionality can be altered without having to decouple bus
interface 102 from a corresponding system bus.
30 Figure 3 illustrates an example computer system architecture 300 including a
plurality of network diagnostic modules in accordance with the principles of the

present invention. Depicted in computer system architecture 300 is chassis 350,



instructions, or circuit design data can be transferred over the conputer
system bus to blades 301, 302, 303, and 304 to configure and re-configure
correspondi ng test ports. Blades coupled to a chassis can have different
nunbers and configurations of test ports. For exanple, depicted at bl ade
301 test ports 321, 322, 323 and 324 can__10 each be SFP ports. Depicted at
bl ade 303 test ports 327 and 328 can be X&p ports. Depicted at bl ade 302
test port 326 can be an XBlI port. Depicted at blade 304 test ports 361,

362, 363, and,364 can FR.poJi.s her, .bl S _i,n _chassi 50, (not

shown) can i H¥ B&Bgﬁgﬁaq%égp?pﬁzt 39&?@38?3%@%@ %%@ﬁ@é?é@ﬁ&?l“%%%%,
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data is collected at_blades 301, 302, 303, and 304, the_ network diagnostic
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350 to other chassis (not shown). Connections fromchassis 350 to t her
chassi s, for Dspiatedl a blads 302| tasttpoatt 326 tan bé ak XBISbrtanDedb2d ac hladbS04ittesti zed

to transfer _con I, S I s coordinate the collection,of . n r k
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the collection of network diagnostic data for a bit error rate tester
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e n380e e o SH AL s o BB SRR Bl udl e
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out put port 309 (e.qg., .TTL ports) can b 5 utilized to transfer tri gger
signals to a tFﬁ(f'&ﬁ%&ﬁag%aS%lséé@P@%ﬁﬁ ajcously; ggascied tgrih same or a variety

of different networks, such as, for example, 10 Gigabit Ethernet, 100 Megabit
Ethernet, Infiniband, and SONET networks, to implement the same or a variety of
20  different network diagnostic functions.

Mass storage interface 307 can be an interface for coupling to mass storage

devices. For example, mass storage interface 307 may be a Small Computer System
.. Interface (“SCSI”) that is coupled to a SCSI hard drive. Accordingly, as network
diagnostic data is collected at blades 301, 302, 303, and 304, the network diagnostic

25  data can be transferred to the SCSI hard drive for storage.

Interconnect ports 311 and 312 (e.g., RI-45 ports) can be utilized to connect
chassis 350 to other chassis (not shown). Connections from chassis 350 to other
chassis, for example, as illustrated by links 351 and 352, can be utilized to transfer
control signals that coordinate the collection of network diagnostic data. For

30 example, the collection of network diagnostic data for a network analyzer
implemented in blade 304 can be coordinated with the collection of network

diagnostic data for a bit error rate tester implemented at another chassis coupled to



can indicate the occurrence of an event to a chassis. In response to the
occurrence of an event, a chassis can activate or deactivate network

di agnostic functionality. For exanple, it nay be that a programmabl e | ogic
nodul e controlling test port 326 is inplenenting a bit error rate tester.
However, it may be desirable to activate bit error 10 rate testing of a
network coupled to port 326 only when a particul ar conputer system is
transmtting data onto the network. An appropriate mechani smfor detecting
when the partlcular conputer systemis transmtting data can be utilized

to generate HnkBplgdacoiinglnl thrameh the exghiapege et sonjrdisignalsgit may b@lﬂ@é)‘:eﬂts
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chassis 350. The other conputer systens can also initiate configuration

requests (e. §ie, PBOCHRIPIEPULED SYHHR 1§ iFaasinBing dgtrecan baayiliged doeEngaicea or
re-configure L §oddicl uded in  chassis 350. Accordingly, an administrator
or user at a renhoté conputer systemcan configure the test ports of
chassi s 350 (as ws/Henastripged signel i(ag., tagatlsepds tezeided at hegged Bpahpassiles, bit
connected to the netwark) to |r'rgl emen§ el ected netywork di agngstijc
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are intended to provide a bfi ef, general description of a st
conput i ng enuid owipeaof drffeym]t chassissan he epuplahtogether so that the chassis receive the

same triggers. For example, tngger input port 308 can be coupled to a trigger output

port of a chassis connected to link 351 and/or trigger output port 309 can be coupled

20  to atrigger input port of a chassis connected to link 352. Accordingly, when test ports

at a plurality of different chassis are configured to perform coordinated network

diagnostic functions, the network diagnostic functions can be activated and
deactivated in response to the same events.

Remote access port 313 (e.g., an RJ-45 port) can be utilized to remotely

25 configure chassis 350. Through remote access port 313, chassis 350 can be coupled

to a network, such as, for example, a Local Area Network (“LAN”) or Wide Area

Network (“WAN”), along with one or more other computer systems. The other

computer systems can utilize the network to access configuration information from

chassis 350. The other computer systems can also initiate configuration requests (e.g.,

30  similar to configuration request 134) to configure or re-configure ports included in

chassis 350. Accordingly, an administrator or user at a remote computer system can

configure the test ports of chassis 350 (as well as configuring test ports at other



may be inplenented. Wth reference to Figure 4, an exanple systemfor

i npl ementing the invention includes a general-purpose conputing device in
the form of conputer system 420. Conputer system 420 includes a processing
unit 421, a systemnenory 422, 10 and a system bus 423 that couples

vari ous system conponents including the system nenory 422 to the
processing unit 421. Processing unit 4211§an execut e conputer- executable
instructions designed to inplenment features of conputer system 420,

including features of th resent inyentiqn. The system bus 423 may be any
of  several CUA5SS SPBEETsH (B RENOHALC I dMRlPTIFTA osRolFd, Bk liEgRgptic
controller, &mRGhnslS bus, a peripheral bus, and a |ocal bus using any of a

variety of bus architectures. Conputer system 420 can include one or nore
receptacl es for rEtgire/#nlustratasta giitablgi aperdtingresyironment fodie privgipléswietheace

ith tem b 23. t 22. i ncl ud ead_onl| " ROM'
420 ot andBiat dRL B Ry A e TSRSt S AU IGET R Plyddem
("Bl OS") 426briefatradrall degcrigtion A witslb tbRgatidd@ivildgnent ih 3N e the3Bvention

informati on between el ements within the computer 420, such as during
start-up, nayaybee siaplagented ROW ik referpreec pliigee 4y e gxarplenaystan styr

i nclude a na i - i dr i S rive). for . readi ng
fromand e IReEntigl fie Bathubh chdtsS aehGuBoumpoc Sompdihl teick o iR 53
for readi ng bf csmmutendybteinMpOt 0 a renovabl e magnetic di sk 25 429, and an
optical disk drive 430 for reading fromor witing to renovabl e optical
di sk 431, such asCoBPUEK SKiiem, 428 1esludesnv BIOCBSHIE UBi¢4 e 21 SYREW Bemeed22,

magnet i c  har i I .G~ Cl i : t. i sk

dr igve 43(1)51ar gndcgrﬁégglgeﬂal\é? 36 @%teé@ggtg tevl%ﬁ %%sé)&%egﬂ E%‘ﬁ (inr% tsd'lﬂ glgd%gitl\}g Srtl‘%lérface
432, nmagnet i mediosk 422 it thei proeasfiag enit423, Panckssipg uoal42d rcan exeautecdmameerd 34,
respectively. Th rives and their  associated 30 co ter-readabl e di a
onrde mony BYPlE IERaRES (esfihd IS ePmISEEY, BRMES Pheoher Sraem it
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Al t hough the exanpl e environnent described herein enploys a magnetic hard
19 di sk 439, severadimesivf dupnsiynetuics infileding 29gnemerybus emmvesiire coptroltenl a @CEk

B NS eSSl LSRR T el TR SRR S,
Bernoul I'i  caCbfripigesystEAM20 calRGhudeaniet dh@iote feCeptdr] d3rfog tRBIvaRISriiRMagit
conprising Oggargg orrrgéa?dsgrtgz%rigp;rfggg \lilflit(}alssyg‘;gga bbues 4$2t3(.)rSeygtem memory 422 includes
read only memory (“ROM”) 424 and random access memory (“RAM”) 425. A basic
input/output system (“BIOS™) 426, containing the basic routines that help transfer
20  information between elements within the computer 420, such as during start-up, may
be stored in ROM 424,
The computer system 420 may also include a magnetic hard disk drive 427
{e.g., a SCSI drive) for reading from and writing to a magnetic hard disk 439, a
magnetic disk drive 428 for reading from or writing to a removable magnetic disk
25 429, and an optical disk drive 430 for reading from or writing to removable optical
disk 431, such as, or example, a CD-ROM or other optical media. The magnetic hard
disk drive 427, magnetic disk drive 428, and optical disk drive 430 are connected to
the system bus 423 by hard disk drive interface 432, magnetic disk drive-interface
433, and optical drive interface 434, respectively. The drives and their associated
30  computer-readable media provide nonvolatile storage of computer-executable

instructions, data structures, program modules, and other data for computer system

420. Although the example environment described herein employs a magnetic hard



on the hard di sk 439, magnetic disk 429, optical disk 431, ROM 424 or RAM
425, including an operating system 435, one or nore application prograns
436, other program nodul es 437 (e.g., bit files), and program data 438. A
user may enter commands and information into the conmputer system 420

t hrough keyboard 440, |10 pointing device 442, or other input devices (not
shown), such as, for exanple, a mcrophdhe, joy stick, gane pad, scanner,
or the like. These and other input devices can be connected to the
processing unjf 421 throqﬁgﬁserial ort interface 446 coupled toQ system

bus 423. Al t ish3Pya rgmoy ma@eqtﬂ%&ké&ﬁ g % smREPldoBiFab aisk r431noter aces,
such as, for I p B ; i bus
("USB") port?ﬁégggk&gp@ief?a%%lg r%%ﬁ ?OrASQOnD tEg?%%él?eglrsy%tlﬁgﬁl&@%sr%%{ﬂ?&%evi ce
i s al so connexstaitkst Hashsystneny badsAdigitel aervatde aiskdapBesiouldyd Bartridpel UR AMsSy St em
420 can al soRgﬁ\gcong%ct d to other peripheral output devices (not shown),
such as, for i :‘es@gakers and printers. Conputer system 420 is

connectabi e to NepyRFS coddtBarRTompPikingpRERE ror@Proghitn Molihies nydR sRred
enterprise-w de conputer network, an intranet, and/or the Internet.

Conput er sysoeitheslryd sligk 430 meaggeticidisk 43P+ optivat disk B 1 sBOM 984 os BAMaA2S, f or

exanpl e, renote.conputer. .systens, uter system chasses containi

et vior k. di aghBLi Soperutd SR 45 B LRl abPiRERS Promit o fiar Mhses
over such a noduls¥p4a7e (.8 Y Bitefiled)? Anil b RS dRBTAIBI KAl Bic@th@as enteh3,
t hrough whi c 25 conputer system 420 receives data from external sources
and/ or transfem@agd and informationniafo theuperaputerasysiramid2f dhrqugh fieybeasd 440,

v 0L %36 SR R AL B

conput er sys Vi a represénts a portion-o

net wor k, andmieoplicnecioyptitiergamegiadnschdtdy, oepedikentThese antostRerahpithdevives wor k.
30 Li kewi se, conmputer system 420 i ncludes. i nput/output interface 446,
through whi 6 RoTAAGEEF gcy@teé’ﬁ?%%n& Bk A3 b o ser A bR M e Fss P46 savrled

and/or transg &,Steffhia 4080 AdfARRly, HRME 887 ces' AR W/ BHiRMA By BES iRfcfraddd 1S

coupl ed to nodérn 454, through 20 "which conmputer system 420 recelves data
from and/ or suchrasnfot sxadatle, & pardid epriad garsopet.esuni ke redd dus £IIR?) poBat a

subscr bef I Phed it BRI PoRocs TEHler F2' rcihec fHRY govis it ey St G20
through an appiaPbued? ViavRlko hadifer 443. dRRifkit@dyitbmMHROCAR Ko bO coritiRbied @It put
interface 446 and nodem 454 facilitate the exc%ange of data with renote
other peripheral output devices (not shown), such as, for example, speakers and
printers.
Computer system 420 is connectable to networks, such as, for example, an
20  office-wide or enterprise-wide computer network, an infranet, and/or the Internet.
Computer system 420 can exchange data with external sources, such as, for example,
remote computer systems, computer system chasses containing network diagnostic
modules, remote applications, and/or remote databases over such a network.
Computer system 420 includes network interface 453, through which
25  computer system 420 receives data from external sources and/or transmits data to
external sources. As depicted in Figure 4, network interface 453 facilitates the
exchange of data with remote computer system 449b via link 451. Link 451
represents a portion of a network, and remote computer system 449b represents a
node of the network.
30 Likewise, computer system 420 includes input/output interface 446, through

which computer system 420 receives data from external sources and/or transmits data

to external sources. Input/output interface 446 is coupled to modem 454, through



conput er system 449a via |ink 452. Link 452 represents a portion of a
network, and renote conputer system 449a represents a node of the network.
While Figure 4 represents a suitable operating environnent for the present
invention, the principles of the present invention nay be enpl oyed in any
systemthat 10 is capable of, with suitﬁ | e nodification if necessary,

i npl ementing the principles of the prese i nvention. The environnent
illustrated in Figure 4 is illustrative only and by no neans represents

even a small _portion of the w var.i ety _of . envi ronnents.in, which, th

ot i o ot es. ol e Pl vafen B, SRENE a8 oip LR s el 20 G
present invepddredd, Méedeneld54asanabe or Date OWAIGablE S8rhe: Hitarfas 8pstifichbion
accessed fromany of the conputer-readabl e nedia associated with conputer

system 420. (RPCERaMpodempesr digigH subscribec hngsddBPES) maderp dhatiip gennspted to

associ ated p y N I: | NG SYSE L
application %@g l?gﬁns%%%,ﬁgr %‘8‘?‘% ﬂnn%ﬁ%ﬁslﬂﬁggﬁgﬁé/ o%spé%té(ﬁgamﬁﬁgg?gn E'1348 for
storage ifn simpheoutpeinmnteyfad?246 Mikbmodem @84 facilitatcateexthungeaof datichithsemdtor
exanpl e, magnetic hard disk 439, is coupled to 20 conmputer system 420, such
modul es and a@g%rsra%tfnb?%‘am?@%ﬁynéynlaﬂ%?or%esg@téraemm%o hBetHaEs a8 or age
device. In a i parie V]| associ ated data
depi ct ed reIg%?%g@§%ﬁﬂgg%%ﬁF%$m§§Q%%ﬁ$%§%§ﬁggp porf?%ﬁgm?hereof, can be
stored in renote N&8nier Figeteod agpreshaid ¢ avitalde opeasing feovirenmaenp|fer tiey ptesent

menory and/or mass storage devices associ ated with renot.e conmputer system
4493 andl or BYePENL{E RITRICEYT 26 Bresr ANGHUORRE e ISy D aRY Rt 42 oy
be per f ofgredid dapable if Skiih Bkt ARBITRAton! TeeBESEY MmN ERErIgORe PRYCIBRS of
enbodi ed in other specific forns without deparfing fromits Spirit or
essential chthequessni wyeetion. The epeionmbeid]lesitated indiigere 4ris illustratyee edpgnder ed
in all respegts aonly as illustrative.,and.not .t.estrjctive, Jhe.scope of 30
the i nvent1 off P8, Pre Pt rishiccebalbPRy OF L pldsauar of RVPEPRES e an
by the foregaidhghélpsadibles bdihe pAdskntdhdngios maweGmpleaieated t hi n t he neani ng
and range of equival ency of the clainms, are to be enhraced within their
scope. 21 5 CLAI Mylodyles g1 dherprggenbinyeniiony as well @s wsegigicd dataasmolg steredwad e
sui table;for i i Y j i i
Functi ond: 1 e Ref T a9 of A iRl b B Fioch Gl s BERESID g
420. For example, portions of such modules and portions of associated program data

may be included in operating system 435, application programs 436, program
modules 437 and/or program data 438, for storage in system memory 422. When a
mass storage device, such as, for example, magnetic hard disk 439, is coupled to

20  computer system 420, such modules and associated program data may also be stored
in the mass storage device. In a networked enviromment, program modules and
associated data depicted relative to computer system 420, or portions thereof, can be
stored in remote memory storage devices, such as, for example, system memory
and/or mass storage devices associated with remote computer system 449a and/or

25  remote computer system 449b. Execution of such modules may be performed in a
distributed manner.

The present invention may be embodied in other specific forms without
departing from its spirit or essential characteristics. The described embodiments are
to be considered in all respects only as illustrative and not restrictive. The scope of

30  the invention is, therefore, indicated by the appended claims rather than by the
foregoing description. All changes, which come within the meaning and range of

equivalency of the claims, are to be embraced within their scope.



a bus interface configured to exchange data with a conputer system bus; one
or nore programmabl e | ogi ¢ nodul es, each programmabl e | ogic nodul e
configured to process bit files that cause the programmable | ogic nodule
and at | east one comrunicatively coupled port to interoperate to 10

i npl ement one of the plurality of different network diagnostic functions,
each programmbl e | ogic nmodul e includingla clock configured to coordinate
the transfer of data between the programuabl e | ogic nodul e and the at

| east one cgpmuni catively coupled port; one or nore ports, each port
comuni cat i vELAIMSpl ed to one of the 15 one or nore programmabl e | ogic

modul es, each. pory. bel a0 LAY konfARARC ARk idnBSINAI e Whedbicant ! !

nodul e connunlcatlvely co us 1n and comminicative
coupled to ean;lﬂeméntﬁﬂge aopiaradmty b differeny matwaak| diagmgiic funmidub,ethe §dfﬁw@@nt rol
nodul e confi fﬁ@é@ coor&ﬁ$ate t.he t nsfer, of data 20 bet ween t he bus
interface an %@ﬁFB@WQ KPEPPgEEc nodul es. 2. The software

confi gurabl e network dh%ﬁ@@ﬁt@fﬁcermﬂil re’dstoré&hﬁrf#he ng?tlhad %rﬁ%ut@p sfinp the

bus interface conprises a PCl bus interface tware configurable
net wor k di agnostibusypdul e as recited in claim1, wherein the one or nore

programabl e | ogi ¢ nodul es_conprise on nor e 5 FP 4. T of.t war e
confi gurabl e network dP%gy %B}?% eléll IP%‘&IP%%‘%?S ea%"ﬂ@%ﬁ%i‘é@ﬁ t he
one or nore FPGA\Srrﬁ)ﬂﬂlIéfécﬁ@igﬁteHCw fobedshisit filéd tHa€ TRORS Biet aBmdbYd M&kic
appropriate instructions, can inplenment any of the Iura y of different

networ k di agnost i Bofulgcaridonis leagioone cymenusisiatively ccaupletli port é%lletemlem fto
di agnost Il modul em"i}ﬁelégrﬁ otn%dof'tl[f'e Pl?ll‘&%%n})%dlffgp&q %Et@.rotrly(dalagﬁ]m%glr m?lgbl]s Cea% dul es

programabl e | ogi C es conp

that are configur m@gtmmaﬁleﬂ@@errﬂdﬁlwﬂdmcﬁﬁg haﬂ@dk mﬁigaﬁedct@mmmﬁbltw' y
coupl ed port to |npl 4} one of the plurality of different network
el't ¢l abi})

di agnostic functi B 2feetypen He ppgrammable legicynpdle apd theeatigask one

di agnostic functlgﬂﬁnug%&ﬂgl & g&ﬁﬂmgron1annng at least a network
anal yzer, a jammer, generator a bit error rate tester.

one or more ports, each port communicatively coupled to one of the
15 one or more programmable logic modules, each port being network
connectable to a network; and
a control module communicatively coupled to the bus interface and
communicatively coupled to each of the one or more programmable logic
modules, the control module configured to coordinate the transfer of data
20 between the bus interface and the one or more programmable logic modules.

2. The software configurable network diagnostic module as recited in
claim 1, wherein the bus interface comprises a PCI bus interface.

3. The software configurable network diagnostic module as recited in
claim 1, wherein the one or more programmable logic modules comprise one or more

25 FPGAs.

4. The software configurable network diagnostic module as recited in
claim 3, wherein the one or more FPGAs comprise circuitry that, in response to
receiving appropriate instructions, can implement any of the plurality of different
network diagnostic functions.

30 5. The software configurable network diagnostic module as recited in
claim 1, wherein the one or more programmable logic modules comprise one or more

programmable logic modules that are configured to interoperate with at least one



5 6. The software configurable network diagnostic nodule as recited in
claim1, wherein the one or nore ports conprise at |east one port
configured to receive a small form factor pluggable connector. 7. The

sof tware configurabl e network diagnostic nodule as recited in claiml,
wherein the one or nore ports conprise a% | east one port configured to 10
receive a 10 G gabit small formfactor p %ggabl e. 8. The software
configurabl e network diagnostic nodule as recited in claiml, wherein the

one or nore ports conprise at,least.one rt configur to..receive an XBI
connect or - oCoun SRk Bl b T iEmBdns ol Tt BlfFERy bE ol oGt
recited in dfaghdsticfuidctionfl@h€bie b RIDAIIY lof T M neMaRk IdfeRRodicCRNétidRk

nodul e configured to process address information that identifies a

pr ogr ammabl eb¢isgiselestsd dioa ameng antshy @ neheokrmmabEegiempies g sensEave andai c
modul es. 10. .The ﬁ%ég@g{eg conf i gur abl e network diagnostic nodule as recited
in claiml, Fareher conprising: 20 one or nore nenory nodul es, each nenory
modul e cosmuni cat bvel y The aofilvack tanfizucabie asipanklidigenpstig rvduRbhe rdoitgd dn

nodul e, each nenory rmd_ulﬁ configured to store data for a correspondi ng

pr ogr anmabl e kBgi o Wesdeinethe e othBoL, PO FAMBEHT plglrasinpie AT ePREYEddRoSt i ¢
nodul e as regl i ] 1 of tware confi gurabl e network

di agnostic ngéghﬁg aé%ﬁ%?%’@*é?%“rﬁ%ﬂe%?@gﬁé‘?kcui t board. 12. A chassis
conput er syst em siii t ablTke fsoftwarusonipuoabde aetwonk alizgmbstwanedulzoad regitedbh e

net wor k di agnostic dul es, the chassis conputer system conprisjing: ., one or
more bus i nt SR ce VTR BEIRE, OrGREFF BRI FHPBRIEBoloRtcets BUT GOBBRNEY (P ed t o
receive @0bugecgﬂ:e@rlfoetgi%agpgrhmq)ﬁ)rgﬂ‘fa@topﬁhgggme_di agnostic nodule, 30 each
bus interface receptacle conmunicative coupled to a conputer system bus;
23 a mass storage8int eﬁha@eﬂwermmnﬁ@rab%/@mytmbpﬁmost& medulgoapraceed iByst em
bus, the nmass sl orage i.nt %rface confi gur ed &oﬂéer%n%;

. . clal erein the ong “or mqre Qrts” co
di agnostic data to a nmass storage device, “a trigger

comuni cat i vedogive @M BItkohfedilye conmput er system 5 bus, the trigger input
port configured to receive trigger signals indicating the
9 The software configurable network diagnostic module as recited in

by ed

15 claim 1, wherein the control module comprises a control module configured to
process address information that identifies a programmable logic module from among
the one or more programmable logic modules.

10.  The software configurable network diagnostic module as recited in
claim 1, further comprising:

20 one or more memory modules, each memory module communicatively
coupled to a corresponding programmable logic module, each memory module
configured to store data for a corresponding programmable logic module.

-11.  The software configurable network diagnostic module as recited in
claim 1, wherein the software configurable network diagnostic module comprises a

25  printed circuit board.

12. A chassis computer system suitable for housing one or more software
configurable network diagnostic modules, the chassis computer system comprising:

one or more bus interface receptacles, each bus interface receptacle

configured to receive a bus interface portion of a network diagnostic module,

30 each bus interface receptacle communicatively coupled to a computer system

bus;



occurrence of an event; a trigger output port comrunicatively coupled to
the conputer system bus, the trigger output port configured to send
trigger signals indicating the occurrence of an event; 10 at |east one

i nt erconnect port conmuni catively coupled to the conputer system bus, the
at | east one interconnect port configured to exchange network diagnostic
control signals with one or nore other cBassis conputer systens; and a
renote access port comunicatively coupled to the conputer system 15 bus,
the renote access port confi %ur ed to provide a renote coné)ut er system wth
an interface to resourédbassfsteraae driggates corampuicatively soepled 13 thegemphtessi s
conputer systema i I | &l . i

interface recepta Séegjﬂégsﬁg}éi I{S:I%S%as?d r?%éé%e%%&@&éuée@?o?ﬁ%ﬁsef%%g% ‘Zé‘g%t?"é% e.
14. The chassi s caiapndstic dayasd amnas stoeetdedice;n cl ai m 12, wherein the nmass
20 storage interface conprises a SCSI interface. 15, The chassis conputer
systemas recited in cha&i&ger npuipertsonmpEcativelyroupled g fhe popputEhFyfiiRes a

trigger ipnput port,copf f;[rg,’%&eﬁllpﬁfg&fn{i%ﬁ’&rmﬁie%uccébﬁg‘?%grelr é%galﬁr‘?di%ﬁl $hé

conput er system as recl in-clal reint r out put port
conpri ses a tri ggeeccuoehgrf gnaventconfi gured to send a TTL signal. 25 17. The
chassis conputer systemas recjted in claim12, V\her%@&hhe at | east one

i nt er connect port conpf i"A%EET SFPPERYT COREUGISARVELY fPYR] B Gompwier Sstem,

RJ-45 connect or . bdsd.thd Hfzgehd3aHub p6R B Slred Y5 L& @@Féﬁﬂgﬁﬁﬂ indicaingl tHe 12,
wherein the renote access port conprisesS a port configured to recéive a
connection to a netspoeRce Fontayant; i ncl udes the renote conputer system 19.

The chas%s conput er thst1$

as recited in claim12 further 0 ising: 24
at | east one software c¢on E’}r‘llgu(?naebIl%t'arr?gf'n\/\%; kPdi acgo%‘t"in%é{lr‘r(gg’ulcguglegp{o the

comuni cativel y ceostipter dystebrisusC igRtileast ohy shteidbmtst pdrb Cordigutlas exeagge
sof tware configurabl e network diagnostic nodul e suitable for inplenenting

any of a plural it yetyprkdragaesiistconipleienaly madnens plcmpimethplophassia semPyIer t he
at least 5 one S@sﬁéﬁ‘@s‘ enfonfigurabl e diagnostic nodul es including:

a remote access port communicatively coupled to the computer system

15 bus, the remote access port configured to provide a remote computer system

with an interface to resources of the chassis computer system.

13.  The chassis computer system as recited in claim 12, wherein the one or
more bus interface receptacles comprise at least one PCI bus interface receptacle.

14.  The chassis computer system as recited in claim 12, wherein the mass

20  storage interface comprises a SCSI interface.

15. The chassis computer system as recited in claim 12, wherein the trigger
input port comprises a trigger input port configured to receive a TTL signal.

16.  The chassis computer system as recited in claim 12, wherein the trigger
output port comprises a trigger output port configured to send a TTL signal.

25 17.  The chassis computer system as recited in claim 12, wherein the at
least one interconnect port comprises at least one port configured to receive an RJ-45
connector.

18.  The chassis computer system as recited in claim 12, wherein the
remote access port comprises a port configured to receive a connection to a network

30 that includes the remote computer system.

19.  The chassis computer system as recited in claim 12, further

comprising;



10 15 20 a bus interface configured to exchange data with the conputer
system bus; one or nore programabl e | ogi ¢ nodul es, each programabl e

| ogi ¢ nodul e configured to process bit files that cause the programable
| ogi ¢ nodul e and at | east one communicatively coupled test port to
interoperate to inplenent one of the plurality of different network

di agnostic functions, each programabl e Pﬂgic nodul e i ncluding a clock
configured to coordinate the transfer of data between the programrabl e

| ogi ¢ nodul e and the a | ea t Jone nnunlc t est por one
or more test ports, ealh f %r?o r&{ﬂ"fﬁi‘%/yn%?fﬁ% e‘gag"toéh‘bn@oa\dlet he
one or nore prOgr@HfHﬁﬁh&ah%}t%dﬁBF&ﬁ' &s,thee%eﬁphﬁstsy@tehi bube HIRD af §6a4P T dhe
connectable to a test networ and a control nodul’e communicatively coupl ed

to the bus interf &efewargrrenfewablsi er\keqhygrmuwnmﬁlﬂ@mwblﬁ & inipdenoensingr

Coordi hate the- o r SRGPEt PP pES L ufOPhE et Rl S Sk Seastor

mor e progs anmabl eoh@gbfﬁwmdbﬁ@ra&@dlagﬁbsacerwam&semclﬁd{ﬁgemthat i s network
connectable to a network, the 25 caonputer. systemincluding a network

di agnostic rmodul e that is cébusduiederetconfayred tonexchasge daiatwithe thigrorputer

di agnostic functi on, ﬁg g ds.for configuring the network diagnostic
nodul e to performa seFecte Het wor k di agnostic function, the method
conprising the acts of. reoaeurngnamngmdﬁnaﬂéhnﬁ¢hmﬁukh&mmepmgﬁxnnmbb

di agnostic nodule is t be 3 conf| r%? erform:t sel ect ed networ k
di agnostic function; 2¥&%cERgFg cgn foe rgress nBite et i that tHussethect ed

network gjagnostic f UBF&gré}ﬁ'mﬁEle e BlodIRBdRPIdast ordeNBn i OivER @upRaT S
interfacing with the network; identifying a progranmble | ogic nodul e that

controls the one or notast port to interoperate to implement one of the plurality of different

network diagnostic functions, each programmable logic module
including a clock configured to coordinate the transfer of data between
the programmable logic module and the at least one communicatively
15 coupled test port;
one or more test ports, each test port communicatively coupled
to one of the one or more programmable logic modules, each test port
being network connectable to a test network; and
a control module communicatively coupled to the bus interface
20 and communicatively coupled to each of the one or more
programmable logic modules, the control module configured to
coordinate the transfer of data between the bus interface and the one or
more programmable logic modules. 7
20. In a computer system that is network connectable to a network, the
25 computer system including a network diagnostic module that is configured to perform
a current network diagnostic function, a method for configuring the network
diagnostic module to perform a selected network diagnostic function, the method
comprising the acts of:
receiving an indication that the network diagnostic module is to be

30 configured to perform the selected network diagnostic function;



5 ports; and loading at |east a portion of the received bit file at the
identified programmable |ogic nodule to cause the one or nore ports to be
configured to performthe sel ected network diagnostic function. 21. The
method as recited in claim20, wherein the act of receiving an 10

i ndi cation that the network diagnostic nodule is to be configured to
performthe selected network diagnosticZ2function conprises an act of
receiving user-input at an input device coupled to the conputer system or
a renote conputer system 22. The nethod as recited in claim20, wherein
the act of receiving aresetving ¢ bit felsrfpr irsplemgnting theofelectedeaiefvark diagnasti¢i | e
containing instrugti , d 5 progra bl e | qgi

nodul e, cause theﬁ%‘r"g{é’}?é‘m‘gﬁémg‘& égr%ﬁgg ghgﬁé Tﬁfg Oﬁ‘% W%Wgewggrtﬁg to
interoperate to inghedent the sel ected network diagnostic function. 23. The
method as recited in claim?20, wherein the act of receiving a bit file
conmprises an act of retsniiving apigtanypatie kgig medwla ghat cprinls thecasie g mpse a
that, whep Ioadegoﬁst afid Programmabl e | ogi ¢ nodul e, cause the programmabl e

| ogi ¢ nodul e and 20 the one or nore ports to interoperate to inplenment the
sel ect ed network di agnbstling atf leastt a gortiaddof Tiee revetvhd dbindile acithe ddentified ai m
20, wherein the act of r e'ﬁvi.n bit file conprises an act of receiving
abit file for irrBﬁogF?élHPiﬁ?ﬁa %%‘%Pa“‘ﬁé? SBisa Fherqpe o5 gnore parthior hespngigured s ¢ ed

in claim20, whergéforfi@e 38bcted nétdBRt dihb¥hddfc &ncen Pr 0grammabl e | ogi ¢ nmodul e
that controls the one or nore ports conprises an act of utilizing

addr essi ng i nf or n&l.i onThe sesthat asiregited in lekniti 20, fwhesein ghé dehof faceivipgran

le, | ogi. 26T hod ited in claim 20 i
Pheoact o T anbgn b S aehor SUReUEC Bothe T BLbF Vehffed i mertyr ™' "

identified psadgtadmeivots HnghestidofbdtonCamrise€an adOoPeca9ingOliser- RNk guri ng
the one or npre ports from being configured to performthe current network

di agnost i cs FpHEAGVERcotBled & the comIRpies BYSEN Pb2 FRIRGIS FAMPHEr Bsteatt ed  net wor k
di agnostic functign. 2,2 Zletlmeasrq%ﬁlf@dinaﬁaiﬁleﬂ) t\ﬁger{:iﬂ tﬁ+ g&tﬂfzrgﬁeimgrael%ip the
dbit filTe the Tte

act of loading at Teast a portion the recelVeé a ntified
pr ogr anmabl efileagimprisedan &t obrgpeivies Hnfilcavhtatfing manidigpna thagrihenrloafedtane bi t

file f i nmpl ti t I . 28. T t. hod ited i
S TSR A BOBE RS, et TS 956 L 5L

more ports to interoperate to implement the selected network diagnostic function.

23. The method as tecited in claim 20, wherein the act of receiving a bit
file comprises an act of receiving a bit file containing circuit design data that, when
loaded at a programmable logic module, cause the programmable logic module and

20  the one or more ports to interoperate to implement the selected network diagnostic
function.

24.  The method as recited in claim 20, wherein the act of receiving a bit
file comprises an act of recetving a bit file for implementing a port personality.

25.  The method as recited in claim 20, wherein the act of identifying a

25  programmable logic module that controls the one or more ports comprises an act of
utilizing addressing information associated with the bit file to identifying a
programmable logic module.

26.  The method as recited in claim 20, wherein the act of loading at least a
portion of the received bit file at the identified programmable logic module comprises

30 an act of reconfiguring the one or more ports from being configured to perform the
current network diagnostics functions to being configured to perform the selected

network diagnostic function.



5 portion of the received bit file at the identified programuable |ogic
nodul e conprises an act of a portion of the bit file for inplenenting a
jamrer. 29. The nethod as recited in claim20, wherein the act of | oading
the at |east a portion of the received bit file at the identified
programuabl e | ogi ¢ nodul e conprises an act of |oading instructions or
circuit design data for inplenenting a 26 generator. 30. The nethod as
recited in claim 20, mherein the act of loading the at |east a portion of

of I oading & port Pén of B¢ e BEFAEAAB A TEP HET G ACORIPGH Pt d
tester. 31. E&elommeelaéd bie6ild f9hd iaeﬁthﬁédrpragmnﬁ\ﬁh%n@]oglctxﬁs‘d@@Eoﬁfmée@@.ﬂl ng

the at 15 least a portion of the bit fil the identified progranmmbl
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32.  The method as recited in claim 20, wherein the act of loading the at
least a portion of the bit file at the identified programmable logic module comprises

20  an act of loading circuit data that causes the one or more ports to be configured to
perform the selected network diagnostic function

33.  The method as recited in claim 20, further comprising:
an act of transferring network diagnostic data through the one or more
ports in accordance with the selected network diagnostic function.

25 34. A computer program product for use in a computer system that is
network connectable to a network, the computer system including a network
diagnostic module that is configured to perform a current network diagnostic function,
the computer program product for implementing a method for configuring the
network diagnostic module to perform a selected network diagnostic function, the

30  computer program product comprising one or more computer-readable media having
stored thereon computer executable instructions that, when executed by a processor,

cause the computer system to perform the following:
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the identified programmble |ogic nodule so as to cause the one or nore
ports to be 10 configured to performthe sel ected network diagnostic
function. 35. The conputer program product as recited in claim34, wherein
the one or nore conputer-readabl e nedi a2€onprise physical storage nedia.
36. The conputer program product as recited in claim 34, wherein the one
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load the at least a portion of the received bit file at the identified
programmable logic module so as to cause the one or more ports to be
10 configured to perform the selected network diagnostic function.
35.  The computer program product as recited in claim 34, wherein the one
or more computer-readable media comprise physical storage media.
36.  The computer program product as recited in claim 34, wherein the one
or more computer-readable media comprise system memory.
15 37. A network diagnostic module configured to:
receive a bit file, the bit file including instructions or data for
implementing a selected network diagnostic function at one or more ports, the
selected network diagnostic function selected from among a plurality of
different network diagnostic functions that can be implemented at the network
20 diagnostic modules, the one or more points interfacing with a network;
identify a programmable logic module that controls the one or more
ports; and
load the included instructions or data at the identified programmable
logic module to cause the programmable logic module and the one or more

25 ports to interoperate to implement the selected network diagnostic function.



