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FIGURES

102

Acquiring a front face 1image, and a side face 1image from at least one side, of a target user ij

J' 104

Performing liveness detection and 1dentity recognition on the target user based on the front
face 1image and the side face 1image

Executing, 1f the liveness detection result 1s that the target user 1s a live user and the 1dentity 106

recognition result 1s that the target user 1s an authonzed user of a target electronic account,
resource transfer on the target electronic account
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Acquiring a front face 1image, and a side face 1mage from at least one side, of a target user /

Inputting the front face image into a pre-trained first liveness detection model for processing | Y04

to acquire a first probability outputted from the first liveness detection model; and iputting /

the s1de face image mto a pre-trained second liveness detection model for processing to
acquire a second probability outputted from the second liveness detection model

Performing fusion calculation on the first probability and the second probability to obtaimn a /
fusion result corresponding to the first probability and the second probability

508

Determining

whether the fusion result1s greater than or equal to a set Yes

probability threshold

Performing a similarity comparison between the front face image and a recorded front face |10
image correspondmg to a target electronic account; and performing a similarity comparison /
between the side face image and a recorded side face image corresponding to the target
clectronic account

Determining >12

whether a front face similarity 1s greater than a first No
similarity, and whether a side face similarity 1s greater
than a second similarn
Yes 514
Executing resource transfer on the target electronic account
518
Sending a prompt message of re-capturing face images or resource transfer failure
to the client terminal device
516

Determining the target user as non-live representation of user, and sending a
prompt message of resource transfer failure to a client terminal device

v
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602

The client terminal device sending a request for logging in to an ¢lectronic account to
a server, the request carrying a mobile phone number

604

The server No

finding whether there 1s an electronic account corresponding to
the mobile phone number

Ves 606

The server sending an 1dentity recognition instruction to the client

. . . . . . . . 608
The client terminal device controlling an 1mage capturing device provided on a
vendmg machine to capture a front face 1mage and a side face 1mage of a target user
after recerving the 1dentity recognition instruction sent by the server
610
The client terminal device sending the captured front face 1mage and side face image
of the target user to the server
. . . . . . . 612
The server mputting the front face image and the side face image into a pre-trained
liveness detection model to process the images, and acquiring a probability outputted
from the liveness detection model
The server 614 No
determining whether the probability 1s greater than or equal to
a sct probability threshold 616

Yes

The server calculating a sitmilarity between the front face 1image and a recorded front face
1mage correspondmg to the electronic account, and calculating a similarity between the side
face 1image and a recorded side face 1image corresponding to the electronic account

The server 613
detecting whether a front face similarity 1s greater than a No
first set threshold, and whether a side face stmilarity 1s greater
than a second set threshold
Yes 620
The server executing a deductmg operation on the electronic account .
The server sendmg a prompt message of re-capturing face images or payment failure
to the client terminal device
624
The server determining the target user as a non-live representation of a user, and
sending a prompt message of payment failure to the client terminal device 7

The server sending a prompt message of registering an electronic account or

re-entering the mobile phone number to the client terminal device

FIG. 6
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702
A terminal device sending a payment request to a server, where the payment request
carries a payment amount
704
The server sending an 1dentity recognition instruction to the terminal device

* * * * 706

The termmal device capturing a front face image of a target user through a camera

provided on the terminal device after receiving the identity recognition instruction

sent by the server

708

Capturing a side face image of the target user through the camera provided on the

terminal device after completing capturing of the front face image
710

The terminal device sending the captured front face image and side face image of the

target user to the server

The server inputting the front face image mto a pre-trained first liveness detection | 719
model for processing to acquire a first probability outputted from the first liveness
detection model; and mputting the side face image into a pre-trained second liveness
detection model for processing to acquire a second probability outputted from the
second liveness detection model

The server performing fusion calculation on the first probability and the second /4
probability to obtain a fusion result corresponding to the first probability and the
second probabih
716
The server No

determming whether the fusion result 1s greater than or equal to

a set probability threshold

Yes

The server calculating a sitmilarity between the front face image and a recorded front face
image corresponding to the electronic account, and calculating a similarity between the side
face 1mage and a recorded side face 1image corresponding to the electronic account

718

720

‘The server detecting |
whether a front face similarity 1s greater than a first set threshold,

and whether a side face similarity is greater than No
1 second set thresholg
Yes 722
The server executing a deducting operation on the electronic account
726

The server sending a prompt message of re-capturing face images or payment failure
to the terminal device 794

The server determining the target user as a non-live representation of a user, and

sendmg a prompt message of payment failure to the terminal device

End
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