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APPARATUS [ Techni cal Field] 10 The present invention rel mat i on
storage nedia with nmenory regions, IC chips with nenory regremns:
information processing apparatuses having the 1C chips with the nenory
regions, and nenory nanagenent nethodsifor the 15 infornation storage
media, and particularly relates to an information stora use
by being placed in an information processing apparatus amwmmm‘mmﬂll ul ar
phone or a PDA (Personal Digital Assistanb&, an 1C chip wth a Mernor y
region, an information processing &S havi ng the 1C 20 "EM with the
nmenory region, and a menory management nethod for the information storage
medi um More particularly, the present invention relates to an information

storage REEERATEDMURRUIYE oy B & AR SrocESSING APPARATUS,

MEMORY MANAGEMENT METHOD FOR INFORMATION STORAGE DEVICE,

S MOBILE TERMINAL APPARATUS, SEMICONDUCTOR INTEGRATED CIRCUIT
DEVICE, AND COMMUNICATION METHOD USING MOBILE TERMINAL

APPARATUS

[Technical Field]

10

The present invention relates to information storage
media with memory regions, IC chips with memory regions,
information processing apparatuses having the IC chips with
the memory regions, and memory management methods for the

15 information storage media, and particularly relates to an
information storage medium for use by being placed in an
information processing apparatus such as a cellular phone or
a PDA (Personal Digital Assistant), an IC chip with a memory
region, an information processing apparatus having the IC

20 chip with the memory region, and a memory management method
for the information storage medium.

More particularly, the present invention relates to an
information storage medium in which one or more applications
are allocated to a memory region, an IC chip with a memory

25 region, an information processing apparatus having the IC



are allocated to a nenory region, an IC chip with a nenory 25 region, an
i nformati on processi ng apparatus having the I1C chip with the nenory region,
and a nmenory managenent nmethod for the information storage nedium and
nore particularly relates to an information storage nmediumfor controlling
the right to access each application allocated to a nenory 5 region, an IC
chip with a nenory region, an information processing apparatus having the
IC chip with the nenory region, and a nenory nanagenent nethod for the
information storage nmedium The presemnt 4 nvention also relates to a nobile
termnal 10 having an I C chip placed therein, which is driven by
recei ving power using wreless conmunication with an external apparatus,
and to an,l.C carqlng{ use in conjunction, with the nobile term nal, and
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processing apparatus having the IC chip with the memory

region, and a memory management method for the information
storage medium.
The present invention also relates to a mobile terminal
10 having an IC chip placed therein, which is driven by
receiving power using wireless communication with an
exXternal apparatus, and to an IC card for use in conjunction
with the mobile terminal, and more particularly relates to a
mobile terminal having an IC chip placed therein, which is
15 driven by receiving power using wireless communication with
an external apparatus and which has a memory function, a
control method therefor, and an IC card with a memory
function.
More particularly, the present invention relates to a
20 mobile terminal in which one or more applications are
allocated to a memory region on an IC chip, a control method
therefor, and an IC card in which one or more applications
are allocated to a memory region, and more particularly
relates to a mobile terminal for controlling the right to

25 access each application allocated to a memory region on an



25 access each application allocated to a nmenory region on an IC chip in
application units, a control nethod therefor, and an IC card for
controlling the right to access each application allocated to a nenory
region in application wunits. 5 [Background Art] Various apparatuses using
a personal identification nunber or password for identification and

aut hentication 10 have been devised and put into practical use. (In
general, the term"personal identification nunber"” refers to a character
string represented by a conbination ef 3nunerals fromO to 9, and the term
"password” refers to a character string represented using nunerals and
general characters 15 such as al phabet. In this specification, a set of a

per sonal .ident.ifi.cation .numher and .password may al b referred to as a
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use an auto [ |er i T rd.at._a bank or_ other financial 20
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i dentifiggliit@n nunber or password, the user can draw noney fromthe cash
di spenser. 25 Qther applications for the personal identification code - 4

5
[Background Art]
Various apparatuses using a personal identification
number or password for identification and authentication
10 have been devised and put into practical use. (In general,

the term "personal identification number" refers to a
character string represented by a combination of numerals
from 0 to 9, and the term "password" refers to a character
string represented using numerals and general characters

15 such as alphabet. 1In this specification, a set of a
personal identification number and password may also be
referred to as a "personal identification code (PIC)".)

For example, when a user wants to use an automatic

teller machine (ATM) card at a bank or other financial

20 institution, the user is prompted by a cash dispenser or the
like to enter a personal identification number or password
as means of identification. After it is confirmed that the
user has entered the correct personal identification number
or password, the user can draw money from the cash dispenser,

25 Other applications for the personal identification code



i ncl ude

| oggi ng
t erm nal

hall, or .th

entering a personal identification code at a safety box placed at
an accommodation facility such as a hotel, entering a password when
into a conputer, and concealing information on an information

. 5 A storage nmedi um such as a magnetic stripe on a known ATM card
for a bank has a storage region for use solely in that bank. Entering the
above-descri bed personal identification nunber or password nerely accesses
the single storage region. The user is thus required to prepare cards 10
for individual objectives or purposes and separately use the plural
Recently, contactless IC cards have becone w dely used. For exanple,
card reader/witer placed at a cash dispenser, the entrance to a concert

tj cket 15 gate of a stat,ion accesses an IC card held
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ATM card for a bank has a storage region for use solely in
that bank. Entering the above-described personal
identification number or password merely accesses the single
storage region. The user is thus required to prepare cards
for individual objectives or purposes and separately use the
plural cards.

Recently, contactless IC cards have become widely used.
For example, an IC card reader/writer placed at a cash
dispenser, the entrance to a concert hall, or the ticket
gate of a station accesses an IC card held thereabove in a
contactless manner. The user inputs a personal
identification number or password to the IC card
reader/writer, and the input personal identification number
or password is checked against a personal identification
number or password stored on the IC card, thus performing
identification or authentication between the IC card and the
IC card reader/writer. When the identification or
authentication succeeded, for example, the use of an
application stored in the IC card is permitted. One

possible type of application stored in the IC card is value

Card is permtted.



ticket. Due to the inprovenent of mniaturization technology, |C cards
with relatively high-capacity storage spaces have 5 appeared and been

wi dely used recently. Since known ATM cards only have a single storage
region, that is, a single application, the user is required to carry a
plurality of cards in accordance with objectives or purposes. In
contrast, an IC card with a high-capacity nenory stores a 10 plurality of
applications at the sanme tine. A single IC card thus serves a plurality of
pur poses. For exanple, a single IC carsd_stores two or nore applications,
such as electronic noney for conducting electronic transactions and an
electronic ticket for entering a specific concert hall. 15 This single IC
card serves_ variqus purpqgses. \Wen such an IC card with a high-capacity
memory  FOHQTGT IS £4EhidoidRTFrOniE dRTPRdh 3R BReFt @Y i%r  functi on
and/ or an ,a tQﬁntication function) is placed on a nobile term nal such as
a cellul one, a user having the 20 nobile termnal is allowed to
exchange elecbhgnkg ¥%Iue infornatiog such as

_ Lue J.nf or nal Wit h Ehe.ou side world
conducting an- &l &8t FORi E"PFENSTER 0RT EPREE TRASKA A?nggfhgoﬂggg'only a
SNl e PYPQRE A% PTG ARPYRn 2. JBANGY) G Shidpe 0L £Lach ATV car d
gle personal 1dentification nu r "or passwor 0 rEnage 6 the
secursty Qi de LUdd $ekA Gidely used recently. Since known ATM
cards only have a single storage region, that is, a single
application, the user is required to carry a plurality of
cards in accordance with objectives or purposes. In
contrast, an IC card with a high-capacity memory stores a
10 plurality of applications at the same time. A single IC
card thus serves a plurality of purposes. For example, a
single IC card stores two or more applications, such as
electronic money for conducting electronic transactions and
an electronic ticket for entering a specific concert hall.
15 This single IC card serves various purposes.
When such an IC card with a high-capacity memory
function (or a semiconductor IC chip with a data carrier
function and/or an authentication function) is placed on a
mobile terminal such as a cellular phone, a user having the
20 mobile terminal is allowed to exchange electronic value
information with the outside world, such as conducting an
electronic transaction.
Since known ATM cards have only a single purpose (as
described above), a magnetic stripe on each ATM card has a

25 single personal identification number or password to manage



In contrast, 1C cards with nenory functions capable of storing a plurality
of applications and nobile termnals having such IC cards (or |1C chips)

pl aced therein are 5 required to control the right to access each
application because, when a single personal identification code is used

to open access to all applications on the I1C card, the security in case of
| oss or theft of the IC card is greatly degraded. 10 As a nenory region

pl aced on the I C card expands due to progress in the manufacturing

technol ogy, nore nunerous applicatieng are allocated to the nenory region
on the I1C card. Wien the applications are sinply allocated to the nenory
region, the application arrangenent becones 15 conplicated for the user,
and the yser has dk%%%%u%%%iéﬁt.classitying and organi zi ng the applications
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Invention] It 7is an object of the present vention to provi an
5 required to control the right to access each application

t he

because, when a single personal identification code is used
to open access to all applications on the IC card, the
security in case of loss or theft of the IC card is greatly
degraded.

10 As a memory region placed on the IC card expands due to
progress in the manufacturing technology, more numerous
applications are allocated to the memory region on the IC
card. When the applications are simply allocated to the
memory region, the application arrangement becomes

15 complicated for the user, and the user has difficulty in
classifying and organizing the applications on the memory
region.

In a case in which the right to access the applications
is controlled by individual personal identification codes,

20 when the user wants to use a plurality of correlated
applications in a series of transactions, the user is
required to sequentially input personal identification codes
in the same transactions. As a result, the operability of
the apparatus is greatly degraded.

25



i nproved information storage nediumw th a nmenory region, an 5 IC chip with
a nenory region, an information processing apparatus having the IC chip
with the nenory region, and a nenory managenent nethod for the information
storage nedium It is another object of the present invention to provide
an inproved information storage nediumfor use by 10 being placed on an

i nformati on processi ng apparatus such as a cellular phone or a PDA
(Personal Digital Assistant), an |IC chip with a nenory regi on, an

i nformation processing apparatus having-the 1C chip with the nenory
region, and a nenory managenent nmethod for the information storage medi um
15 It is yet another object of the present invention to provide an

i nproved inforpation storage_nediumin which one or nore applications are
allocated to éDﬁﬁﬁgPﬁuFEgP nIDYRNFECREhip with a menmory region, an

i nformation processing apparatus having the IC chip wth the menory region,
and a 20 nenory nmanagenent nethod for the information storage nedium It
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i nfor mat i:@p a36eLRIBNBHUPHOTC chip with the memory region, and a
memory management method for the information storage medium.
It is another object of the present invention to
provide an improved information storage medium for use by
10 Dbeing placed on an information processing apparatus such as
a cellular phone or a PDA (Personal Digital Assistant), an
IC chip with a memory region, an information processing
apparatus having the IC chip with the memory region, and a
memory management method for the information storage medium.
15 It is yet another object of the present invention to
provide an improved information storage medium in which one
or more applications are allocated to a memory region, an IC
chip with a memory region, an information processing
apparatus having the IC chip with the memory region, and a
20 memory management method for the information storage medium.
It is a further object of the present invention to
provide an improved information storage medium for
controlling the right to access each application allocated
to a memory region, an IC chip with a memory region, an

25 information processing apparatus having the IC chip with the



5 efficiently managing a plurality of applications allocated to a nenory
region, an IC chip with a nenory region, an information processing
apparatus having the IC chip with the nenory region, and a nmenory
managenent nethod for the information storage nmedium 10 In view of the
foregoi ng objects, according to a first aspect of the present invention,
an integrated circuit device or a nenory managenent nethod for an
information storage device is provided including nmenory allocating neans
or step for allocating a nenory regiengte each application; 15 personal
identification code setting neans or step for setting, for each
application allocated to the nenory region, a personal identification code

for cont | i e rlght 49 Laccess each a i cati.on nd
acceSS|b5%£¥y nag%esslﬁmlltynﬁﬁﬁgaiH@nﬁgfﬁgpgr”§?§5x56%Fthﬁanaging each

appl i cat i @Oq%th %bgtbgaﬁg RToLY region to be accessible/inaccessible,

wherein f e accessibility/ nacceSS|b|I|ty managi ng nmeans or step sets each
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i naccessible in a default 25 Settin and n response fothe fact that the
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identification code, the acceSS|b|IltyllnacceSS|b|I|ty managi ng neans or
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circuit device according to the first
to a memory region, an IC chip with a memory region, an
information processing apparatus having the IC chip with the
memory region, and a memory management method for the
information storage medium.

10 In view of the foregoing objects, according to a first
aspect of the present invention, an integrated circuit
device or a memory management method for an information
storage device is provided including memory allocating means
or step for allocating a memory region to each application;

15 personal identification code setting means or step for
setting, for each application allocated to the memory region,

a personal identification code for controlling the right to

access each application; and

accessibility/inaccessibility managing means or step
20 for managing each application allocated to the memory region
to be accessible/inaccessible,
wherein the accessibility/inaccessibility managing
means or step sets each application for which the personal

identification code is set to be inaccessible in a default

25 setting, and, in response to the fact that the personal



aspect of the present invention is provided in the formof, for exanple,

an | C chip. A cartridge which has the ICchip wth an antenna and which is
formed in the size of a credit <card is generally referred to as an "IC
card". The I1C chip 10 is used by being enbedded in a nobile term nal such
as a cellular phone or a PDA or in other information processing
apparatuses. The IC card nmay be used by being inserted into an information
processi ng apparatus. Applications for the 1C chip or I1C card include
functions related to value 15 informatigon, such as prepaid el ectronic noney
or an electronic ticket. In the follow ng description, the functions
provided by the IC chip or I1C card may aIso be referred to "applications”

By all ocat t nory gi,on to each ap |cat|o in 20 a hi erarchical
manner ugtdr‘?élgcdtélé:@tr%ﬁnefo ene"’i?é‘r?ort&o"alal trfglfr?s %p manages the

menory spage in.the arran a hlerarchlcal structure.
Accordln@%fsoqﬁﬁw%ﬂ%ﬁgﬂﬁaﬁbﬁqgnq th as a plurality of applications
used in r f, red in the sane 25 directory to
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mat chi ng of personal

aspect of the present invention is provided in the form of,
for example, an IC chip. A cartridge which has the IC chip
with an antenna and which is formed in the size of a credit
card is generally referred to as an "IC card". The IC chip

10 is used by being embedded in a mobile terminal such as a
cellular phone or a PDA or in other information processing
apparatuses. The IC card may be used by being inserted into
an information processing apparatus. Applications for the
IC chip or IC card include functions related to value

15 information, such as prepaid electronic money or an
electronic ticket. 1In the following description, the
functions provided by the IC chip or IC aard may also be
referred to "applications".

By allocating the memory region to each application in

20 a hierarchical manner using directories, the memory
allocating means or step manages the memory space in the IC
card arranged as a hierarchical structure. Accordingly,
correlated applications, such as a plurality of applications
used in a series of transactions, are stored in the same

25 directory to enable the user to efficiently classify and



identification codes. A personal identification code may be input using an
i nformati on processing apparatus having enbedded therein the IC chip to

di sengage the | ock. Subsequently, a wireless link may be established, and
access 10 to the nenory region may be permtted. Alternatively, after a
wireless link between the IC chip in the information processing apparatus
and the external apparatus is established, the access right is controlled
on the basis of a personal identification code input using the external 15
apparatus. In such a case, the persanajgidentification code setting neans
or step may set, for each application and directory, the personal
identification code for controlling the right to access each application
and directory., The 20 accessibility/inaccessibility managi ng nmeans or step
may set 9£%ﬂ?%ﬁ%ﬁ?5hﬁﬂﬁi %ﬂq%mtory for which the personal
identiflcatloghcode (S be |na§ces ible in the default. setting, and,

in response t Fﬁeapagf Fﬁ&? t ABPREASYa as|8eﬁeF€|E§F 6% 'c&8E i nput from
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identification codes. A personal identification code may be
input using an information processing apparatus having
embedded therein the IC chip to disengage the lock.
Subsequently, a wireless link may be established, and access

10 to the memory region may be permitted. Alternatively, after
a wireless link between the IC chip in the information
processing apparatus and the external apparatus is
established, the access right is controlled on the basis of
a personal identification code input using the external

15 apparatus.

In such a case, the personal identification code
setting means or step may set, for each application and
directory, the personal identification code for controlling
the right to access each application and directory. The

20 accessibility/inaccessibility managing means or step may set
each application and directory for which the personal
identification code is set to be inaccessible in the default
setting, and, in response to the fact that the personal
identification code input from the user matches the set

25 personal identification code, the



accessibility/inaccessibility managi ng nmeans or step may set al
applications and sub-directories under the directory to be accessible.
According to the integrated circuit device and the 10 nenory nmanagenent

met hod for the information storage device according to the first aspect of
the present invention, the nenory space has a hierarchical structure. By
allocating a directory to each application, the applications are
efficiently managed in directory units. 15 For exanple, highly-correlated
applications, such as those used in a geries of transactions, are
registered in the sanme directory (and highly-correlated sub-directories
are registered in the sane directory). Accordingly, the application and
directory arrangenent jn the nenory region 20 is well organized, and the
user can a@FﬁS@ilg’rhql}chllé’&ﬁcﬁﬁ%h&Yg%nf@%% MERNS O iSHEP MEC i ng to
the integrated circuit, device gnd the nenpry managenent nethod faor the
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accessibility/inaccessibility managing means or step may set
all applications and sub-directories under the directory to
be accessible.

According to the integrated circuit device and the

10 memory management method for the information storage device
according to the first aspect of the present invention, the
memory space has a hierarchical structure. By allocating a
directory to each application, the applications are
efficiently managed in directory units.

15 For example, highly-correlated applications, such as
those used in a series of transactions, are registered in
the same directory (and highly-correlated sub-directories
are registered in the same directory). Accordingly, the
application and directory arrangement in the memory region

20 is well organized, and the user can efficiently classify and
organize the applications.

According to the integrated circuit device and the
memory management method for the information storage device
according to the first aspect of the present invention, in

25 addition to setting the personal identification code for



code corresponding to a directory. The input personal identification code
is checked and authenticated, and the wuser is thus given the right to
access all applications (and sub-directories) in the directory. For
exanple, the user 10 obtains the right to access all applications used in a
series of transactions by inputting a personal identification code for the
corresponding directory once. Access control is thus efficiently
performed, and the operability of the apparatus is thus inproved. 15 The
integrated circuit device or the nemory, nanagenent nethod for the
informati on storage device according to the first aspect of the present
invention may further include private key setting neans or step for
setting, fo eaga_ application and directory allocated to the nenory

r egi on, 5%’%‘ BPRFCE AR -f dheabeFemiadatidei t it caddipra coskse cambe

accessi bility/inaccessj.bility managi ng means or step may set the
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i naccessible 1n 5 response to cutting egraPed
CIrcult code corresponding to a directory. The input personal

identification code is checked and authenticated, and the
user is thus given the right to access all applications (and
sub-directories) in the directory. For example, the user

10 obtains the right to access all applications used in a
series of transactions by inputting a personal
identification code for the corresponding directory once.
Access control is thus efficiently performed, and the
operability of the apparatus is thus improved.

15 The integrated circuit device or the memory management
method for the information storage device according to the
first aspect of the present invention may further include
private key setting means or step for setting, for each
application and directory allocated to the memory region, a

20 private key for authentication. 1In such a case, the
accessibility/inaccessibility managing means or step may set
the inaccessible application or directory to be accessible
when the inaccessible application or directory is mutually
authenticated by a predetermined certificate authority using

25 the private key.



device or the information storage device. Wien the I1C card is |ost or
stolen, the user may suffer from damage since the applications and
directories nmay be wused without perm ssion or fraudulently. According to
the 10 first aspect of the present invention, access to all applications
and directories is automatically denied in response to cutting off the
power to the IC card. In case of loss of ICcard, the IC card is prevented
frombeing naintained as accessible and from being used fraudul ently by

15 a malicious user. The integrated cirzuit device or the nenory nmanagenent
met hod for the information storage device may include

nunber - of -i nput-failure storing nmeans or step for storing the nunber of

failures of ipput,of the ggrsonal. 0 identific%%ion code for each
appl i cation ahdSdiPEEPBRYCYaPtbEat EdPY I FRe e By FRGF nmagagement
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device or the information storage device.

When the IC card is lost or stolen, the user may suffer
from damage since the applications and directories may be
used without permission or fraudulently. According to the

10 first aspect of the present invention, access to all
applications and directories is automatically denied in
response to cutting off the power to the IC card. In case
of loss of IC card, the IC card is prevented from being
maintained as accessible and from being used fraudulently by

15 a malicious user.

The integrated circuit device or the memory management
method for the information storage device may include
number-of-input-failure storing means or step for storing
the number of failures of input of the personal

20 identification code for each application and directory
allocated to the memory region; and maximum-permissible-
number-of-input-failure setting means for setting the
maximum permissible number of failures of input of the
personal identification code for each application and

25 directory allocated to the memory region. In such a case,



met hod for the information storage device may include ‘

nunber-of -input-failure initializing nmeans or step for clearing the nunber
of input failures stored in the nunber- of-input-failure storing neans or
step by a manager nutually 10 authenticated by a predeterm ned certificate
authority. According to a second aspect of the present invention, a nobile
term nal apparatus is provided including: a sem conductor integrated
circuit device having a 15 nenory region; one or nore applications
allocated to the nenory region, wherejs the right to access each
application is controlled by a personal identification code; a wireless
interface for enabling the sem conductor 20 integrated circuit device to

performw rel ess connunlcatlon wi th an external apparatus; a wred
i nt er f ac& Mo FESFIHMIG WL EF Coifrhbriilad rnaming {1166 Tie 19T G FARIRC FI5WY

integrated circuit devi user ut nmeans f inputting, froma user, the
25 persof@t iTHEnEPP %dﬁncé’dfedlalﬁpc&toﬁé’r dat”: gllCh tg‘ ngj’fmaans for
transferr.in t erson |de i f tion_code input, fr, t he ser put
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devi ce aq Egr %%e%g T%aé% é@% ﬁfnal identification code 5 mnth a per sona
i denti fication code for ‘each app S'cation allocated to the menory region;

and 5 The integrated circuit device or the memory management

method for the information storage device may include
number-of-input-failure initializing means or step for
clearing the number of input failures stored in the number-
of-input-failure storing means or step by a manager mutually

10 authenticated by a predetermined certificate authority.

According to a second aspect of the present invention,
a mobile terminal apparatus is provided including:
a semiconductor integrated circuit device having a
15 memory region;
one or more applications allocated to the memory region,
wherein the right to access each application is controlled
by a personal identification code;
a wireless interface for enabling the semiconductor
20 integrated circuit device to perform wireless communication
with an external apparatus;
a wired interface for performing wired communication
with the semiconductor integrated circuit device;
user input means for inputting, from a user, the

25 personal identification code and other data;



access-right control neans for giving, as a result of checking by the
checking neans, a right to the user to access the application in which the
personal identification 10 codes match each other. The term nobile

term nal apparatus here indicates an information processing apparatus,
such as a cellular phone or a PDA (Personal Digital Assistant), which is
small and |ight enough to be carried by the user. Also, the term 15

sem conductor integrated circuit device indicates an IC chip wth an

aut hentication function for inplenentifg the access operation. The I1C chip
pl aced on the nobile term nal apparatus according to the second aspect of
the present invention 20 includes a wireless interface for establishing a

wireless link with an external apparatus such as a reader/witer and a
wired interfaEBefbingstgBPEshPhg taANEACEFARD EBRNBEEEBR2 Wi th a control | er

of the mgbhjl e term nal havjng the IC chip. 1In response to establishnment of
a wirel eslé’{elnitr}kh\ﬂattﬁ'otrhé:of{:? g‘é’é’d’@r Lo e (R8T EhERt M & e tiffat ed by
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allocated to the memory region; and

access—right control means for giving, as a result of
checking by the checking means, a rigﬁt to the user to
access the application in which the personal identification

10 codes match each other.

The term mobile terminal apparatus here indicates an
information processing apparatus, such as a cellular phone
or a PDA (Personal Digital Assistant), which is small and
light enough to be carried by the user. Also, the term

15 semiconductor integrated circuit device indicates an IC chip
with_an authentication function for implementing the access
operation.

The IC chip placed on the mobile terminal apparatus
according to the second aspect of the present invention

20 includes a wireless interface for establishing a wireless
link with an external apparatus such as a reader/writer and
a wired interface for establishing an internal connection
with a controller of the mobile terminal having the IC chip.
In response to establishment of a wireless link with the

25 reader/writer, the IC chip can be activated by



code such as a personal identification number or password. The term
application here includes value information, such as electronic noney or
an electronic ticket. 10 When a wireless link with the external apparatus

such as the reader/witer is established, a personal identification code
input using the reader/witer may be input to the IC chip via the wirel ess
interface. A personal identification code input froma user input unit
such as a 15 keyboard of the nobile term nal apparatus may be input to the
IC chip via the wired interface. The.pggsonal identification code input
via the wireless interface or the wred interface is checked agai nst the
correct personal identification code, and the right to access the 20

correspon plication is given if the personal identification codes
mat ch ea&qr %I'T@F“agﬂt%&rcdlwﬁdetsosﬁ’i’é: J&Fhd s gAY W Present i nvent i on,

er sonal Lon ode for de5| ed a Ilcat on is input using
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application is controlled by the personal identification

code such as a personal identification number or password.

The term application here includes value information, such

as electronic money or an electronic ticket.

10 When a wireless link with the external apparatus such
as the reader/writer is established, a personal
identification code input using the reader/writer may be
input to the IC chip via the wireless interface. A personal
identification code input from a user input unit such as a

15 keyboard of the mobile terminal apparatus may be input to
the IC chip via the wired interface. The personal
identification code input via the wireless interface or the
wired interface is checked against the correct personal
identification code, and the right to access the

20 corresponding application is given if the personal
identification codes match each other.

According to the second aspect of the present invention,
a personal identificafion code for a desired application is
input using the mobile terminal apparatus. The mobile

25 terminal is held towards the external apparatus such as the



i nput personal identification code is thus checked. In other words, a
personal identification code may be input using the information processing
apparatus having the IC 10 chip enbedded therein to di sengage the | ock.
Subsequently, a wireless link may be established with the external
apparatus, thus permtting access to the menory region. Needless to say,
after a wireless link between the I1C chip in the information processing
apparatus and the external 15 apparatus is established, the access right
may be controlled on the basis of a personal identification code input
using the external apparatus. The access-right control neans nmay permt
the external apparatus to access the application for which the access 2?
right is_given via.the w ess interface using wireless conmunication. In
regponse 8d8§{¥5ﬁFﬁ§ 8“8Ib@PF8n§ e fP® GRP PRe USeCeti§aMJappar at us

connect ed, Vi reless _interfac t he SS- r| ht control means may
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the external apparatus the user is unfamiliar with, and the
input personal identification code is thus checked. 1In
other words, a personal identification code may be input
using the information processing apparatus having the IC
10 chip embedded therein to disengage the lock. Subsequently,
a wireless link may be established with the external
apparatus, thus permitting access to the memory region.
Needless to say, after a wireless link between the IC chip
in the information processing apparatus and the external
15 apparatus is established, the access right may be controlled
on the basis of a personal identification code input using
the external apparatus.
The access-right control means may permit the external
apparatus to access the application for which the access
20 right is given via the wireless interface using wireless
communication.
In response to detecting no electromagnetic waves from
the external apparatus connected via the wireless interface,
the access-right control means may determine that a series

25 of transactions related to the application for which the



prevented fromsuffering fromunauthorized use or theft of value
informati on such as el ectronic noney. In response to receiving no response
within a 10 predeterm ned period of tinme in response to a command sent
fromthe 1C chip via the wireless interface, the access- right control
means may determne that a series of transactions between the external
apparatus and the I1C chip, which are connected wth each other via the
wireless 15 interface, has termnated nornmally or abnormally and may
performtermnation processing. As a rggult, after the wreless link with
t he external apparatus is broken, the IC chip is not maintained in a state
in which each application 1is accessible. For exanple, when the nobile
term nal 20 apparatus is | ost or stolen, unauthorized use of the

appl i cat iBGTSSE Frhdntied IiMee fesr HIMINAL st eréhReF TTEH suffering from
unaut horized use .or theft, of value information such as electronic noney.
The nobi ¥ AEARTAN H5FIHDATS B BFESTF U t eSS Py &dd@k of the
present invention further .include personal, - 19 identification code
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programto the I1C chip via'the
' use of the application is prevented. The user is thus
prevented from suffering from unauthorized use or theft of
value information such as electronic money.
In response to receiving no response within a

10 predetermined period of time in response to a command sent
from the IC chip via the wireless interface, the access-
right control means may determine that a series of
transactions between the external apparatus and the IC chip,
which are connected with each other via the wireless

15 interface, has terminated normally or abnormally and may
perform termination processing. As a result, after the
wireless link with the external apparatus is broken, the IC
chip is not maintained in a state in which each application
is accessible. For example, when the mobile terminal

20 apparatus is lost or stolen, unauthorized use of the
application is prevented. The user is thus prevented from
suffering from unauthorized use or theft of value
information such as electronic money.

The mobile terminal apparatus according to the second

25 aspect of the present invention may further include personal



wired interface. In such a case, the user selects a desired programfroma
menu screen di splayed on the display, and the corresponding programis
called to the nobile terminal. In 10 response to the activated program a
personal identification code for the corresponding application is input to
the 1C chip via the wired interface, and the right to access the
application is thus given. The user can omt the inputting of a personal
identification code for a desired application, 15 and operability is
inproved. In response to being connectgg to the external apparatus via the
wireless interface and thus receiving power, the IC chip may notify via
the wired interface of the necessity to input the personal identification
code for 20 accessing the menory region on the IC chip. In response to the
noti fi catitaRt{HeC T A mahHl s teRdng nerns EThipegidl st iaeys & di al og on
a display or emts a beep tao pronpt, the user. Accordingly, the user is
reliabl y 38Rt RS ONfc 818 fiFatiR ePdreridhaaGtent i fi cati on code
when the 25 user, .holds the nobile term nal above the external apparatus -

20 such 3P HE T teMNAITE A A i NEART c AMDPETIPRY cati on use in
every aspegt .of .the user's evgﬁﬁﬂsﬁvgife is thus facilitated. 5 According
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accordance with the activated program to the IC chip via the
wired interface. ' In such a case, the user selects a desired
program from a menu screen displayed on the display, and the
corresponding program is called to the mobile terminal. 1In

10 response to the activated program, a personal identification
code for the corresponding application is input to the IC
chip via the wired interface, and the right to access the
application is thus given. The user can omit the inputting
of a personal identification code for a desired application,

15 and operability i1s improved.

In response to being connected to the external

apparatus via the wireless interface and thus receiving
power, the IC chip may notify via the wired interface of the
necessity to input the personal identification code for

20 accessing the memory region on the IC chip. In response to
the notification, the mobile terminal having the IC chip
displays a dialog on a display or emits a beep to prompt the
user. Accordingly, the user is reliably reminded of the

necessity to input a personal identification code when the

25 user holds the mobile terminal above the external apparatus



menory regi on and which communi cates with an external apparatus is

provi ded, 10 the nobile term nal apparatus including a wireless interface
for enabling the sem conductor integrated circuit device to perform

wi rel ess communi cation with the external apparatus and a wired interface
for performng wired conmunication with the sem conductor integrated
circuit 15 device in the nobile term nal apparatus, one or nore
applications being allocated to the nenory region, wherein the right to
access each application is controlledypy_a personal identification code,
the comuni cation nethod including: 20 a user input step of inputting,
froma user, the personal identification code; a sending step of sending
t he personal identification code input in _the user input step via the
wired i nt&iFade tthe mredsEfiveort®ictler Yt etéweataéwlmactmn deV| ce; 25 a
checki ng step of checkln t he personal |dent|f|cat|on - code input in
t he user Pr?ﬁdtc %—é’t Y S¥er Sapact idedths ivSRY éneé’(?&é’qad lédéh

appllcatlon | ocat qﬁ o .the nenory regi on; and an access-right control
step of Fﬁd 5@ &d-of 5 checking in the checking step, a right to
t he user to access the application in which the personal identification
codes match each ot her

5 According to a third aspect of the present invention, a
communication method using a mobile terminal apparatus
having a semiconductor integrated circuit device which has a
memory region and which communicates with an external
apparatus is provided,

10 the mobile terminal apparatus including a wireless
interface for enabling the semiconductor integrated circuit
device to perform wireless communication with the external
apparatus and a wired interface for performing wired
communication with the semiconductor integrated circuit

15 device in the mobile terminal apparatus,

one or more applications being allocated to the memory
region, wherein the right to access each application is
controlled by a personal identification code, the
communication method including:

20 a user input step of inputting, from a user, the
personal identification code;

a sending step of sending the personal identification
code input in the user input step via the wired interface to
the semiconductor integrated circuit device;

25 a checking step of checking the personal identification



The sem conductor integrated circuit device placed on the nobile term na
apparatus according to the third aspect 10 of the present invention is
formed of, for exanple, an IC chip. The I C chip includes a wrel ess
interface for establishing a wireless link with an external apparatus such
as a reader/witer and a wired interface for establishing an internal
connection with a controller of the nobile termnal 15 apparatus having the
IC chip. In response to establishment of a wireless link with the
reader/witer, the 1Cchip is activated by el ectromagnetic waves sent from
the reader/witer. The sem conductor integrated circuit device placed on
20 the nobile term nal apparatus according to the third aspect of the

present invention has the nmenory req%on of relatively high capacity. One
or nore &S dERYNS Par R eaNSSTat@® o S tehe A PefISFFOMe right to
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the application in which the personal identification codes
match each other.
The semiconductor integrated circuit device placed on
the mobile terminal apparatus according to the third aspect
10 of the present invention is formed of, for example, an IC
chip. The IC chip includes a wireless interface for
establishing a wireless link with an external apparatus such
as a reader/writer and a wired interface for establishing an
internal connection with a controller of the mobile terminal
15 apparatus having the IC chip. In response to establishment
of a wireless link with the reader/writer, the IC chip is
activated by electromagnetic waves sent from the
reader/writer.
The semiconductor integrated circuit device placed on
20 the mobile terminal apparatus according to the third aspect
of the present invention has the memory region of relatively
high capacity. One or more applications are allocated to
the memory region. The right to access each application is

controlled by the personal identification code such as a

25 personal identification number or password. The term




keyboard of the nobile term nal apparatus may be input to the IC chip via
the wired interface. The personal 10 identification code input via the
wireless interface or the wred interface is checked agai nst the correct
personal identification code, and the right to access the corresponding
application is given if the personal identification codes match each
other. 15 According to the third aspect of the present invention, a
personal identification code for a desired application is input using the
mobi |l e term nal apparatus. The nobile 4ermnal is held towards the
external apparatus such as the reader/witer, and hence the application
can be used using 20 the external apparatus (such as conducting an
el ectronic _transaction). Accordingly, the user can input a personal
i denti fi GRPLdFatIRR BSiHRy inTd UGSS VE Isoilind ardlehiiea, SEh @Ser is faniliar
with, instead of ,using a user interface of the external apparatus the user
i s unf anSHESETRIT, MRREYL RE ?@i%%ﬁﬁtﬂﬂ%%ﬁn%%CEQﬁnuification code is thus
checked. - 23 . In the,access-tight control st t he external apparatus
my be per i + FBBR: & HiEELEStnd  BRorEeh: FBR ROEBrRRToASPRE-BOCSEoR gnt s
gi ven vi a tQ w.reless interface _ysi qéﬁ %Fless comyuni cation. 5 In the
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input to the IC chip via the wireless interface. A personal
identification code input from a user input unit such as a
'keyboard of the mobile terminal apparatus may be input to
the IC chip via the wired interface. The personal

10 identification code input via the wireless interface or the
wired interface is checked against the correct personal
identification code, and the right to access the
corresponding application is given if the personal
identification codes match each other.

15 According to the third aspect of the present invention,
a personal identification code for a desired application is
input using the mobile terminal apparatus. The mobile
terminal is held towards the external apparatus such as the
reader/writer, and hence the application can be used using

20 the external apparatus (such as conducting an electronic
transaction). Accordingly, the user can input a personal
identification code using the user's mobile terminal the
user is familiar with, instead of using a user interface of
the external apparatus the user is unfamiliar with, and the

25 input personal identification code is thus checked.



determ ned that a series of transactions related to the  application for
whi ch the access right is given has 10 term nated, and transaction

term nation processing nay be perforned. As a result, after being used,
the sem conductor integrated circuit device is not nmaintained in a state
in which each application is accessible. For exanple, when the nobile
termnal apparatus is lost or stolen, unauthorized 15 use of the
application is prevented. The user is thus prevented fromsuffering from
unaut hori zed use or theft of value ingprimation such as el ectronic noney.
In the access-right control step, in response to receiving no response
within a predetermned period of time 20 in response to a command sent
fromthe I1C cg ia the wirel ss |nteriace be deternlned that a
series of H55§F|8ﬁ§eﬁéfﬁég ttﬁ8n§§9 rﬁ&?papﬁ ?aF6§e§H& the 1C chip,

whi ch are _connected w h each q{he{ via the wireless ..nterfac has
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detecting no electromagnetic waves from the external
apparatus connected via the wireless interface, it may be
determined that a series of transactions related to the
application for which the access right is given has

10 terminated, and transaction termination processing may be
performed. As a result, after being used, the semiconductor
integrated circuit device is not maintained in a state in
which each application is accessible. For example, when the
mobile terminal apparatus is lost or stolen, unauthorized

15 use of the application is prevented. The user is thus
prevented from suffering from unauthorized use or theft of
value information such as electronic money.

In the access-right control step, in response to

receiving no response within a predetermined period of time

20 in response to a command sent from the IC chip via the
wireless interface, it may be determined that a series of
transactions between the external apparatus and the IC chip,
which are connected with each other via the wireless
interface, has terminated normally or abnormally, and

25 termination processing may be performed. As a result, after



The conmmuni cati on nmethod using the nobile term nal apparatus according to
the third aspect of the present 10 invention may further include a personal
identification code registering step of registering in advance the
personal identification code for each application; a program activating
step; and a personal identification code input step of inputting the
personal identification code for the 15 corresponding application in
accordance with the activated programto the sem conductor integrated
circuit device via the wired interfacegg In such a case, the user selects a
desired programfroma nenu screen displayed on the display, and the

corresponding programis called to the nobile 20 termnal. In response to
t he actlv ed pr ran1 a ers na i dentification code for the
COrrespo d’%ﬁ& S@atl; ?] MR S s SRR drs e Gat éd'&i rcui t

device vig, the wred |nterfaoe nd the right, to ,access the application is
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recei ves power, of the necéssity to input e persona entification code
from suffering from unauthorized use or theft of value

information such as electronic money.
The communication method using the mobile terminal

apparatus according to the third aspect of the present

10 invention may further include a personal identification code
registering step of registering in advance the personal
identification code for each application; a program
activating step; and a personal identification code input
step of inputting the personal identification code for the

15 corresponding application in accordance with the activated
program to the semiconductor integrated circuit device via
the wired interface. 1In such a case, the user selects a
desired program from a menu screen displayed on the display,
and the corresponding program is called to the mobile

20 terminal. In response to the activated program, a personal
identification code for the corresponding application is
input to the semiconductor integrated circuit device via the
wired interface, and the right to access the application is
thus given. In such a case, the user can omit the inputting

25 of a personal identification code for a desired application,



for accessing the menory region via the wired interface. In response to
the notification, the nobile term nal apparatus 10 having the IC chip

di splays a dialog on a display or emts a beep to pronpt the user.
Accordingly, the user is reliably rem nded of the necessity to input a
personal identification code when the user holds the nobile term nal above
the external apparatus such as the reader/witer to use the 15 application.
Application use in every aspect of the user's everyday life is thus
facilitated. Further objects, featuresg5ard advantages of the present
invention will becone apparent froma nore-detailed description of the
preferred enbodi nents of the present 20 invention with reference to the

attached i Lef . pption of the Drawings] Fig. 1 is a diagram
schenapi€%P€$6£%%%?%g!%§el%??@é%?%é§5 configuration of a nobile termnal 10
according t0 ahe ARmAROAIEN ndindd UNEP Ao WMAN Abrdifly 2 15 2

concept ual di agram show ng the mechani smof° W reless comwni cation between

a reader/yhd L4t @0dnAP FEregbE PRl Rases 0o £F £64 £ DHROHEL), CoFnduction. 5
Fig. 3 is a nodel diagramof a systemforned of the reader/witer 101 and

the I C chiprbfyidde SYSEEMEREYI Y BSe Padt AN OTERE . sEthOcoddh Sty bl ock
di agram showi ng the internal functional configuration of the IC chip 50
enbedded imtddi€ated circuit device is connected to the external
apparatus via the wireless interface and thus receives power,
of the necessity to input the personal identification code
for accessing the memory region via the wired interface. 1In
response to the notification, the mobile terminal apparatus
10 having the IC chip displays a dialog on a display or emits a
beep to prompt the user. Accordingly, the user is reliably
reminded of the necessity to input a personal identification
code when the user holds the mobile terminal above the
external apparatus such as the reader/writer to use the
15 application. Application use in every aspect of the user's
everyday life is thus facilitated.
Further objects, features, and advantages of the
present invention will become apparent from a more-—detailed

description of the preferred embodiments of the present

20 invention with reference to the attached drawings.
[Brief Description of the Drawings]

Fig. 1 is a diagram schematically showing the hardware

25 configuration of a mobile terminal 10 according to an



10 nobile termnal 10 according to a first enbodi nent of the present
invention. Fig. 5is a diagramschematically show ng an exanple of the
configuration of a nenory space in a nmenory 52 shown in Fig. 4. 15 Fig. 6
is a diagram schematically showing the data structure of a persona
identification code defining region. Fig. 7 is a flowhart show ng a
process of controlling the right to access a directory or application in
accordance wth a personal identification code input froma user. 20 Fig.
8 is a flowmhart show ng a process of geéentrolling the right to access a
directory or application using a private key instead of the personal
identification code input fromthe user. Fig. 9 is a flowhart show ng a
process of .controllin 25 the right to access an application or directory
on the ba%r?bsoc?lrﬁeflt ocfgt%%e ur Seern%flrf‘é‘?rfﬁ%%' of input of the personal
identification.code. .Eiq. i i agr. C icall howi_ng .t he
mechani sm for%zi'@?o%atlisca IcS?Qlcéae écﬁlr?g giﬁa céz‘s%?%ﬁln’% tté%/? %‘er?gr%’rqur é’dfi onto

be inacce‘vﬁﬁ;ﬁ@s@yc ddl%gct tg@tvﬁ%i?ra J:Sélépcpéﬁl/wxl:i r 1 (%;argofjéeagram

showi ng the Interna unctional co guration of an IC nbedded in

a nmobi | e diefgn alpa by ase o 1t O drta gh Seconth &b pent of the present
i nventi on.

5 Fig. 3 is a model diagram of a system formed of the
reader/writer 101 and the IC chip 50, the system serving as
a transformer.

Fig. 4 is a block diagram showing the internal
functional configuration of the IC chip 50 embedded in the

10 mobile terminal 10 according to a first embodiment of the
present invention.

Fig. 5 is a diagram schematically showing an example of
the configuration of a memory space in a memory 52 shown in
Fig. 4.

15 Fig. 6 is a diagram schematically showing the data
structure of a personal identification code defining region.

Fig. 7 is a flowchart showing a process of controlling
the right to access a directory or application in accordance
with a personal identification code input from a user.

20 Fig. 8 is a flowchart showing a process of controlling
the right to access a directory or application using a
private key instead of the personal identification code
input from the user.

Fig. 9 is a flowchart showing a process of controlling

25 the right to access an application or directory on the basis



10 Fig. 12 is a flowhart showi ng a process of permtting access to an
application allocated to a nenory 52 by checking a personal identification
code input froma user input unit 11 of the nobile termnal 10. Fig. 13 is
a flowmhart showi ng a process of controlling 15 the right to access an
application on the basis of the result of detecting electromagnetic waves
sent froman external apparatus 50. Fig. 14 is a flowhart show ng a
process of controlling the right to access an application on the basis of
a 20 response froman external apparatf23 200 in response to a command sent
fromthe 1C chip 50. Fig. 15 is a flowhart show ng a process of pronpting
the user to input a personal identification code to the nobile termnal in

response (o §st quﬁk?@e%opglwg el ess, I&Pkt}gei'-tlg%e%?ﬁ% | C chip 50 and

t he external "appar at us via an uni t is a diagram

schenaﬂ(&ﬂéa%fgﬁﬁgéFb%E%xggrdmare configuration of a nobile term nal 10-2

according to at odi ment of the present invention. 5 Fig. 17 is a
flowchart showiRg aoPHRCeSS 1AM tstdh%%aﬂi][b%litl fsrdAsie Rl identification

code by activating a program™ [Best Mde for rrying Qut the Invention]
10 mechanism for automatically causing an access-permitted
5 memory region to be inaccessible by cutting off the power
supply.
Fig. 11 is a diagram showing the internal functional
configuration of an IC chip 50 embedded in a mobile terminal
10 according to a second embodiment of the present invention.
10 Fig. 12 is a flowchart showing a process of permitting
access to an application allocated to a memory 52 by
checking a personal identification code input from a user
input unit 11 of the mobile terminal 10.
Fig. 13 is a flowchart showing a process of controlling
15 the right to access an application on the basis of the
result of detecting electromagnetic waves sent from an
external apparatus 50.
Fig. 14 is a flowchart showing a process of controlling
the right to access an application on the basis of a
20 response from an externél apparatus 100 in response to a
command sent from the IC chip 50.
Fig. 15 is a flowchart showing a process of prompting
the user to input a personal identification ccde to the
mobile terminal in response to establishment of a wireless

25 link between the IC chip 50 and the external apparatus 100



Wth reference to the draw ngs, enbodi nents of the present invention wll
now be described in detail. A System Configuration 15 Fig. 1 schematically
shows the hardware configuration of a nobile termnal 10 according to an '
enbodi ment of the present invention. The nobile termnal 10 is an
information processing termnal, such as a cellular phone or a PDA
(Personal Digital Assistant), which is snmall and |ight 20 enough to be
carried by a user. The nobile term nal 10 shown in the diagramincludes an
| C chip 50 which is driven by receivinggpewer using wireless comunication
wi th an external apparatus and which has a nenory function, a controller
11 for controlling the overall 25 internal operation of the nobile term nal
10, a usq;ié' NPUtE = 9ie$u§§j[t 12 formed of keys/buttons for inputting by the

RF .
user various charac rings and commands, such as a personal

identificati O%ira%imsiglr 5_35; apfad(';ir%.‘ﬁ%fa% s%@l%n%tq.'hc}ﬁlg%y slfl%iv}injgg thed Ll'lcﬂa{}t ; n LCD

(liquid Crystal isplaying t processing res edl ess

to say, t&%f@@jfaeﬁ&{ pal [dlhi PR d b ude ARLj pi@é@éo}%@téo and.,ej reui t

conponents ot her an those shown 1n the diagramin o to 1 mplenent the
primary fdmeddane0f dhech®bhtesdef Mddndibn A cartridge which has an IC
chip with an antenna and 10 which is formed in the size of a credit card
is gegerally miefenreds @ a3 atha@ &XMohiing a process of omitting

input of a personal identification code by activating a

program.

[Best Mode for Carrying Out the Invention]

10
With reference to the drawings, embodiments of the
present invention will now be described in detail.
A. System Configuration
15 Fig. 1 schematically shows the hardware configuration

of a mobile terminal 10 according to an embodiment of the
present invention. The mobile terminal 10 is an information
processing terminal, such as a cellular phone or a PDA
(Personal Digital Assistant), which is small and light
20 enough to be carried by a user.

The mobile terminal 10 shown in the diagram includes an
IC chip 50 which is driven by receiving power using wireless
communication with an external apparatus and which has a
memory function, a controller 11 for controlling the overall

25 internal operation of the mobile terminal 10, a user input



The nobile termnal 10 can be equipped with the IC chip 50 in a variety of
different ways. For exanple, a sem conductor IC chip in conjunction with a
wirel ess antenna 15 may be enbedded in the nobile term nal 10. ‘
Alternatively, a card-shaped IC chip, that is, an I1C card, nmay be used by
being inserted into a card slot arranged in the nmobile term nal 10.
Applications for the IC chip or IC card include functions related to val ue
i nformation, such as 20 prepaid el ectronic noney or an electronic ticket.

In the follow ng description, the fungbions provided by the ICchip or IC
card may al so be referred to "applications”. The controller 11 is forned by
integrating a CPU (Central Processing Unit), a ROM (Read Only Menory), a

RAM 25 (Rand Me dth i ke, Th trol| 11 - 30

execut es(%?JQE?Q%A%?C)%‘ES%%EE}%%W&R?@ ‘%clbr gjo‘?ﬁ‘?gﬁzlcg‘grlggu%ﬁé opeFations in

t he nobi Ive }e(gum' _na\,lé r10.tlee ,ICJ_Q chép r? i(l)’lC| udgs awreless interface 14 for

est abl | shi g % T RS FT nk I T 9° oM Sxr SIS appaf G (3% 19PS 55 a wi r ed

interf . . i shi i i ith th troll 11 of

e’ moby 1R e A | SO RSP Ry dLARLAPREELLLE ot O
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ctandard DeT roa 1 T ThiaSR ar R, SIRED Oledr SRR R or

connegt i %@@éé"@ﬁ%tf@sdﬁphir@eé@lé‘w tdhes Sxt erm@l modPPar el MR 40P 16! 1 be

described | ater.
may include peripheral units and circuit components other
than those shown in the diagram in order to implement the
primary function of the mobile terminal 10. |
A cartridge which has an IC chip with an antenna and
10 which is formed in the size of a credit card is generally
referred to as an "IC card".
The mobile terminal 10 can be equipped with the IC chip
50 in a variety of different ways. For example, a
semiconductor IC chip in conjunction with a wireless antenna
15 may be embedded in the mobile terminal 10. Alternatively, a
card-shaped IC chip, that is, an IC card, may be used by
being inserted into a card slot arranged in the mobile
terminal 10. Applications for the IC chip or IC card
include functions related to value information, such as
20 prepaid electronic money or an electronic ticket. In the
following description, the functions provided by the IC chip
or IC card may also be referred to "applications".
The controller 11 is formed by integrating a CPU
(Central Processing Unit), a ROM (Read Only Memory), a RAM

25 (Random Access Memory), and the like. The controller 11



The IC chip 50 is manufactured by adopting, for exanple, a contactless IC
chip technology. The I1C chip 50 is driven by electromgnetic waves
received fromthe external 15 apparatus 100 via the wireless interface 14.
In other words, when the user is not holding the nobile term nal 10 above
t he external apparatus 100, el ectromagnetic waves fromthe external
apparatus 100 do not reach the nobile termnal 10, and the operation of
the IC chip 50 is deactivated. In this 20 enbodi ment, the right to access
the interior of the 1C chip 50 disappgars in response to cutting off the
el ectromagnetic waves (this will be described later). The 1 C chip 50
according to this enbodi nent has a nenory region. Such a nenory region is

made possibl e by 25 mniaturization techngl o The menory, region i s forned
of - 51" Rl BTyl el ORI STRE How (28 STy T £50S

r eadabl 6/‘¥é££‘pil&§tc§$ ages el £y %&{ngprfo applications are allocated to

the nmenory region. e exanple o application is value information, such

as electroni cfiRNGE Y RNIHATIRNL il ies ihddlien RMOdigEnt . a

nmenory space in the IC p 50 has a hierar structure. Each
appl i cat i v 4151 Al 0EAt £y 1 B LT ONY -w il Sarenabl &sn appd b catd ans 1@ be

efficiently managed in directory units. This will be described in 10
detai b | afred -a I dleindQr P e fid UestAY DI SR A P SHOF &l ddhddetion
with the controller 11 of the mobile terminal 10. The
wireless interface 14 uses, for example, a contact interface
standard defined by ISO 7816 or a wireless interface
standard defined by ISO 14443. The scheme for establishing
10 a link or connection between the IC chip 50 and the external
apparatus 100 will be described later.
The IC chip 50 is manufactured by adopting, for example,
a contactless IC chip technology. The IC chip 50 is driven
by electromagnetic waves received from the external
15 apparatus 100 via the wireless interface 14. 1In other words,
when the user is not holding the mobile terminal 10 above
the external apparatus 100, electromagnetic waves from the
external apparatus 100 do not reach the mobile terminal 10,
and the operation of the IC chip 50 is deactivated. 1In this
20 embodiment, the right to access the interior of the IC chip
50 disappears in response to cutting off the electromagnetic
waves (this will be described later).
The IC chip 50 according to this embodiment has a
memory region. Such a memory region is made possible by

25 miniaturization technology. The memory region is formed of



menory space in the IC chip 50 from being used wthout perm ssion or
stolen, a personal identification code such as a personal identification
nunber or password is set for each 15 application. As a result, the right
to access the menory region is controlled in application units. For
exanpl e, a personal identification code input via the wireless interface
14 or the wired interface 15 is checked against a personal identification
code for each application, and the 20 right to access each application is
gi ven when the conpared personal idengification codes match each ot her
(described later). In this enbodinent, apart fromthe above features in
that the menory space has a hierarchical structure, that 25 each

li cat di rect d that a - |
ot |11 G BR- BT wew%%yeéa%hxéa%%%‘ﬂat%wp% e SHaF T dent 11 cat f on
d | h _direct The t trol | ed
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cﬁedtothermmny

apparatus 100 1's an apparatus usin appl i
regr on ory d4t G0 B o Qra1Jd18s S0 B 2 Hﬁf‘@snz&
reader/wrlﬁﬂal 101 for esat aub lishing a é‘@iv\? rgrﬁ@ :J%Snk eéﬂlc c‘?‘ﬁ’p 50

usings f ¥y 1 expdml Eon e coidast | ess | C chip technol ogy. Needl ess to say,
the external apparatus 100 is equi pped with other circuit

In this embodiment, a memory space in the IC chip 50
has a hierarchical structure. Each application is allocated
a directory. This enables applications to be efficiently
managed in directory units. This will be described in

10 detail later.

In order to protect value information stored in the
memory space in the IC chip 50 from being used without
permission or stolen, a personal identification code such as
a personal identification number or password is set for each

15 application. As a result, the right to access the memory
region is controlled in application units. For example, a
personal identification code input via the wireless
interface 14 or the wired interface 15 is checked against a
personal identification code for each application, and the

20 right to access each application is given when the compared
personal identification codes match each other (described
later).

In this embodiment, apart from the above features in
that the memory space has a hierarchical structure, that

25 each application is allocated a directory, and that a



conponents and peripheral devices for performng arithnetic processing for
specific operations, and a display unit and an input unit for performng
interactive input with the user 15 (all of which are not shown). The ‘
external apparatus 100 corresponds to, for exanple, an apparatus such as
an ATM (Automatic Teller Machine) termnal in a bank for using electronic
noney; an apparatus for processing electronic value information, such as
that 20 installed at the entrance of a concert hall or the gate of a
station or airport for using electronig2t+ckets; and an apparatus such as
a safety box at an accommodation facility for perform ng user
identification or authentication. According to the system configuration

R T hledvﬂ%%lrfl.@npﬂt b o R o 1 B (I H T et
d sengageﬁebfékﬁhaloclkdem Boad Mot LU 1LLE Do qurer 2 oo

are input e user are | ayed on ay unit 13 and

sends thedif%'éoﬂ/Perﬁ%‘ahdrg@”échfé&@ééé)ri&?gﬁ&%f%d tfo € by POy erbedded

in the nobile termnal 10 via the wred In ace chip 50,
the persqidlidantdd haatdomeodaddput diamids, USes | Sf £iecked pgai nst a

personal identification code set for each application or dlrectéfy on the

Menor g re]g'lé)rhcdésle:ighﬂ: RSl W oenthd | gald oL &P0ES J@t L eacthe ot her,

the user is given the right to access the nenory region allocated to
The external apparatus 100 is an apparatus using an

application allocated to the memory region on the IC chip 50.
The external apparatus 100 includes a reader/writer 101 for
establishing a wireless link with the IC chip 50 using, for
10 example, a contactless IC chip technology. Needless to say,
the external apparatus 100 is equipped with other circuit
components and peripheral devices for performing arithmetic
processing for specific operations, and a display unit and
an input unit for performing interactive input with the user
15 (all of which are not shown).

The external apparatus 100 corresponds to, for example,
an apparatus such as an ATM (Automatic Teller Machine)
terminal in a bank for using electronic money; an apparatus
for processing electronic value information, such as that

20 installed at the entrance of a concert hall or the gate of a
station or airport for using electronic tickets; and an
apparatus such as a safety box at an accommodation facility
for performing user identification or authentication.

According to the system configuration such as that

25 shown in Fig. 1, the user inputs a personal identification



the correspondi ng application or directory. Alternatively, after a
wireless link is established between the 1C chip 50 in the nobile term nal
10 and the external apparatus 100, 15 the right to access each application
is controlled on the basis of a personal identification code input using
the external apparatus 100. Wrel ess comuni cati on between the
reader/witer 101 and the IC chip 50 is inplenented on the basis of, for
20 exanple, the principle of electromagnetic induction. Fig. 2
conceptual | y depicts the nechani sm of ®Brel ess communi cati on between the
reader/witer 101 and the 1 C chip 50 based on electromagnetic induction.
The reader/witer 101 includes an antenna LFNVfornEd of a loop coil.

Al 2 t.IRWto fl thro t L ener at es
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the mobille terminal 10 via the wired interface 15. In the

IC chip 50, the personal identification code input from the
user is checked against a personal identification code set
for each application or directory on the memory region. If

10 the persocnal identification codes match each other, the user
is given the right to access the memory region allocated to
the corresponding application or directory. Alternatively,
after a wireless link is established between the IC chip 50
in the mobile terminal 10 and the external apparatus 100,

15 the right to access each application is controlled on the
basis of a personal identification code input using the
external apparatus 100.

Wireless communication between the reader/writer 101
and the IC chip 50 is implemented on the basis of, for

20 example, the principle of electromagnetic induction. Fig. 2
conceptually depicts the mechanism of wireless communication
between the reader/writer 101 and the IC chip 50 based on
electromagnetic induction. The reader/writer 101 includes
an antenna Ly formed of a loop coil. Allowing electric

25 current Igy to flow through the antenna Lz, generates a



It can be regarded that, as a system a single transforner is provided.
This can be depicted in the nodel diagram shown in Fig. 3. 15 The
reader/witer 101 nodul ates the current RWflowi ng through the antenna
LRWto nodul ate a voltage Vo induced in the loop coil Lc of the IC chinp.
Using this phenonenon, the reader/witer 101 sends data to the I C chip 50.
The data sent in this case includes a personal identification code, 20
such as a personal identification nunber or password input fromthe user
at the external apparatus 100 side, fog4 obtaining the right to access each
application or directory, and value information e.g., electronic noney or
an electronic ticket, provided by each application. 25 The I C chip 50 has
a | oad switching fﬁﬂg&ion for - 35 changing a | cad between term nals of

[
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reader/writer 101, and the induced voltage is input to a
terminal of the IC chip 50 connected to the ends of the loop
coil L.

The degree of coupling between the antenna Lg,; of the

10 reader/writer 101 and the loop coil L; of the IC chip 50
changes depending on the positional relationship thereof.

It can be regarded that, as a system, a single transformer
is provided. This can be depicted in the model diagram
shown in Fig. 3.

15 The reader/writer 101 modulates the current Iy, flowing
through the antenna Liy to modulate a voltage V, induced in
the loop coill L, of the IC chip. Using this phenomenon, the
reader/writer 101 sends data to the IC chip 50. The data
sent in this case includes a personal identification code,

20 such as a personal identification number or password input
from the user at the external apparatus 100 side, for
obtaining the right to access each application or directory,
and value information e.g., electronic money or an
electronic ticket, provided by each application.

25 The IC chip 50 has a load switching function for



B. First Enbodinent In a first enbodi nent of the present invention, a 15
storage region in the 1C chip 50 enbedded in the nobile termnal 10 has a
hi erarchi cal structure using directories. Each application allocated to
the nenory region is registered in a directory at a desired hierarchical

| evel . For exanple, highly-correlated applications, such as 20
applications for use in a series of transactions, are registered in the
sanme directory (and highly-correlated sub- directories are registered in
the sane directory). Accordingly, the3application and directory
arrangenment in the nmenory region is well organized, and the user can 25
efficiently classify and organi ze the applications. - 36 Hierarchical

control over the access.right is .inmplenente settin r sonal

Cdont 11 AR Ko de Tond e Aot ERTOTE Shdte natRi o Bh o T s, by
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10 obtains the right to access all applications used in a series o
transact i sady/ v | 1O aceigonal Thdentddired i on £ogpudOiatieh in

correspondi ng directory once.
passing current Igy or voltage Viy of the antenna Lgy.
Demodulation of the fluctuation enables the reader/writer
101 to receive the data sent from the IC chip 50. The data
received by the external apparatus 100 from the IC'chip 50

10 includes value information, such as electronic money or an

electronic ticket, provided by each application.

B. First Embodiment

In a first embodiment of the present invention, a

15 storage region in the IC chip 50 embedded in the mobile
terminal 10 has a hierarchical structure using directories.
Each application allocated to the memory region is
registered in a directory at a desired hierarchical level.
For example, highly-correlated applications, such as

20 applications for use in a series of transactions, are
registered in the same directory (and highly-correlated sub-
directories are registered in the same directory).
Accordingly, the application and directory arrangement in
the memory region is well organized, and the user can

25 efficiently classify and organize the applications,



Access control is thus efficiently perfornmed, and the operability of the
apparatus is thus inproved. 15 Fig. 4 illustrates the internal functional
configuration of the IC chip 50 enbedded in the nobile termnal 10
according to this enbodinent. As shown in the diagram the IC chip 50
includes an RF unit 51 having connected thereto an antenna for
establishing 20 a wireless link with the reader/witer 101 of the external
apparatus 100, a nenory 52 having a storage region individually allocated
to each application, such as purchasedettcket information or depositor
information (electronic noney) at a bank, a checker 53 for conparing and
25 checking a personal identification code, a wired interface - 37 54, and

a controller %ﬁé& [p~e] %gou44£g°Hh%V%&n§9%§%#§f%§hﬁﬁ' n%ggl manner. The

controller 55 is formed by 1ntegrating rocessing Unit), a
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applications. The nenory 52 can be inplenented as any type of

readabl e/eMdriplld & HONBGEr MBHUEB SUSSrasn#l identification code
corresponding to a directory. The input personal
identification code is checked and authenticated, and the
user is thus given the right to access all applications (and
sub-directories) in the directory. For example, the user

10 obtains the right to access all applications used in a
series of transactions by inputting a personal
identification code for the corresponding directory once.
Access control is thus efficiently performed, and the
operability of the apparatus is thus improved.

15 Fig. 4 illustrates the internal functional
configuration of the IC chip 50 embedded in the mobile
terminal 10 according to this embodiment.

As shown in the diagram, the IC chip 50 includes an RF
unit 51 having connected thereto an antenna for establishing

20 a wireless link with the reader/writer 101 of the external
apparatus 100, a memory 52 having a storage region
individually allocated to each application, such as
purchased-ticket information or depositor information
(electronic money) at a bank, a checker 53 for comparing and

25 checking a personal identification code, a wired interface



sem conductor nmenory or a magnetic stripe, and is not limted to a
particular device. . 15 In this enbodi nent, a storage space of the nenory
52 has a hierarchical structure using directories. Specifically, each
application allocated to the menory region can be registered in a
directory at a desired hierarchical |evel. For exanple, highly-correl ated
20 applications, such as applications for use in a series of transactions,
are registered in the sanme directory (and highly-correl ated
sub-directories are registered in the 3ame directory). Applications and
directories allocated in the menory 52 25 each have a persona
identification code defining region A - 38 personal identification code

can be s fo c directory.. The right to access the
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and the fication code defining region in the nmenory 52 will
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identification code sent via the wire 4 agai nst a persona
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application or directory and permts access to the nennry region 1 f the

persopal (rard izcatd N Madas, Nataiy |ach otder .THf@d@td Orecay be read
fromand witten to the

executes program code stored on the ROM to control the
internal operation of the IC chip 50. Also, the controller
55 communicates with the controller 11 of the mobile
terminal 10 via the wired interface 54.

10 The memory 52 is used té allocate a storage region to
one or more applications. The memory 52 can be implemented
as any type of readable/writable storage medium, such as a
semiconductor memory or a magnetic stripe, and is not
limited to a particular device.

15 In this embodiment, a storage space of the memory 52
has a hierarchical structure using directories.
Specifically, each application allocated to the memory
region can be registered in a directory at a desired
hierarchical level. For example, highly-correlated

20 applications, such as applications for use in a series of
transactions, are registered in the same directory (and
highly-correlated sub-directories are registered in the same
directory) .

Applications and directories allocated in the memory 52

25 each have a persona identification code defining region. A



access-permtted nmenory region by the reader/witer 101 via the RF unit
51. 15 The personal identification code sent via the wired interface 54
is, in short, the personal identification code input fromthe user using
the nobile termnal 10. In other words, according to this enbodi nent, the
user can input a personal identification code using the user's nobile 20
termnal 10 the user is famliar with, instead of using a user interface
of the external apparatus 100 the user is unfamliar with, and the input
personal identification code is thus 8Beeked. Fig. 5 schematically shows
an exanple of the 25 configuration of the nmenory space in the nmenory 52
showmn in - 39 Fig. 4. In the exanple shown in the diagram directory 1

corr eSPoK il A 100 FLLSELRIYCARE! ddes, BOPLL oRLL on, I spdd appl et on

1B, and ory correspon SRAR a iTEcto
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a persona
5 access right, and the personal identification code defining
region in the memory 52 will be described in detail later.
The checker 53 checks a personal identification code
sent via the wired interface 54 against a personal
identification code set in the memory region allocated to

10 each application or directory and permits access to the
memory region 1f the personal identification codes match
each other. Information can be read from and written to the
access—-permitted memory region by the reader/writer 101 via
the RF unit 51.

15 The personal identification code sent via the wired
interface 54 is, in short, the personal identification code
input from the user using the mobile terminal 10. 1In other
words, according to this embodiment, the user can input a
personal identification code using the user's mobile

20 terminal 10 the user is familiar with, instead of using a
user interface of the external apparatus 100 the user is
unfamiliar with, and the input personal identification code
is thus checked.

Fig. 5 schematically shows an example of the

25 configuration of the memory space in the memory 52 shown in



identification code defining region. Fig. 6 schematically shows the data
structure of the personal identification code 15 defining region. As shown
in the diagram the personal identification code defining region has a
personal identification nunber region, a region for storing the nunber of
input failures, a region for setting the maxi rum perm ssible nunber of
input failures, a region for selecting 20 whether to use a personal
identification code, and an access perm ssion flag. Wen the user wants to
access an application or directory,-tBe dser is pronpted by the IC chip 50
to input a personal identification code. For exanple, a beep is 25 emtted
by the nobile termnal 10 or a dialog is displayed - 40 on the display

unit 13 4% proppt {he el i IPlo it RErGEDAL LB Thcalion code. only

when t he petsonal Tdentification code inpu rom e’ user t he

correct REsSAloddal Hd CALLON: Gllface Brd N OHAESS ARITTSSLON, 120 1 put

up in the ntification co i'ning regi e correspondi ng
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appl i cat iy %pﬂf@&éﬁﬂyl@,ndaﬁ&cﬁﬁeééﬁf% E%E %rré;%%ﬂg%éé ef, Jfhe access

perm ssion flag indicates whether or not corre ng application
or directp-disraccessi ble. The application or directory having set
therein the access permssion flag is accessible. In a default setting,

the 5 Under directory 2, application 2A, and directory 3-1
and directory 3-2 corresponding to sub-directories are
included.

Under directory 3-1, application 3-1A and application
3-1B are included. Under directory 3-2, application 3-2A,

10 application 3-2B, and application 3-2C are included.

As shown in Fig. 5, each application and directory
allocated on the memory 52 is provided with a personal
identification code defining region. Fig. 6 schematically
shows the data structure of the personal identification code

15 defining region. As shown in the diagram, the personal
identification code defining region has a personal
identification number region, a region for storing the
number of input failures, a region for setting the maximum
permissible number of input failures, a region for selecting

20 whether to use a personal identification code, and an access
permission flag.

When the user wants to access an application or
directory, the user is prompted by the IC chip 50 to input a
personal identification code. For example, a beep is

25 emitted by the mobile terminal 10 or a dialog is displayed



access permssion flag in each application or directory for which a
personal identification code is set is inaccessible. 15 After personal
identification code checking or authentication using a private key
succeeded, the access permssion flag is set to allow the application or
directory to beconme accessible. If the access permssion flag is
continuously set, the user may suffer from damage in case of 20 | oss or
theft of the IC chip 50 or the nobile terminal 10 since the applications
and directories nmay be used wi thout —pepm-ssion or used fraudulently. The
| C chip 50 according to this enbodi nent has a mechanismfor automatically

changi ng t he accessible state to the inaccessible state, 25 which wll be
descrlbed |n det ate b% The recorqﬁln the regjon for storing the
nunber of° |Wb%t Jf%ﬁ acPFe‘émrfs d%?e%r%‘%?y T nESeh FActrRRtt2 per sonal

identificngéghéfxid?ﬂtlfl tlon %he nunber of input failures reaches

t he maxi num perm ssibl e HUAD %Ut 5 failures set in the region for

setting the m@ﬁ' Whe@lertrﬂe ?)' g reclinq%renocf lQ!%. Ci.ofnlalnclou e 1rr1£ucccetf{é> to the

correspondlng application o i eni e gene Thunber of

f d th
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correct ication ¢ preven nal i ci ous
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the correct personal
identification code defining region in the corresponding

application or directory, and access thereto is thus
permitted.
The access permission flag indicates whether or not the
10 corresponding application or directory is accessible. The
application or directory having set therein the access
permission flag is accessible. In a default setting, the
access permission flag in each application or directory for
which a personal identification code is set is inaccessible.
15 After personal identification code checking or
authentication using a private key succeeded, the access
permission flag is set to allow the application or directory
to become accessible. If the access permission flag is
continuously set, the user may suffer from damage in case of
20 loss or theft of the IC chip 50 or the mobile terminal 10
since the applications and directories may be used without
permission or used fraudulently. The IC chip 50 according
to this embodiment has a mechanism for automatically
changing the accessible state to the inaccessible state,

25 which will be described in detail later.



identification code. When the user inputs incorrect personal
identification codes and the nunber of input 15 failures reaches the

maxi num perm ssi bl e nunber of input failures, input of the personal
identification code fails. 1In this case, only a nmanager nmanaging the IC
chip 50 may clear the region for storing the nunber of input failures.
The manager may be authenticated by, for exanple, a private 20 key, which
will be described |later. When a personal identification code for a
directory is input and access to the dyrectory is thus permtted, access
to all applications and directories below the directory may be permtted.
For exanple, as in directory 2 shown in Fig. 25 5, a personal

i dentification,code for, the irectq&y itself - 42 and a personal
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appl i cat igdymfs ig1QCtriimber of input failures, access to the
corresponding application or directory is ‘denied.

In general, the number of input failures should be
cleared once the user succeeds in inputting the correct

10 personal identification code. This scheme prevents a
malicious user from checking every possible personal
identification code to detect the correct personal
identification code. When the user inputs incorrect
personal identification codes and the number of input

15 failures reaches the maximum permissible number of input
failures, input of the personal identification code fails.
In this case, only a manager managing the IC chip 50 may
clear the region for storing the number of input failures.
The manager may be authenticated by, for example, a private

20 key, which will be described later.

When a personal identification code for a directory is
input and access to the directory is thus permitted, access
to all applications and directories below the directory may
be permitted. For example, as in directory 2 shown in Fig.

25 5, a personal identification code for the directory itself



is permtted if authentication by the personal identification code is
successful. In contrast, an 15 application or directory for which no
personal identification code is set does not require personal
identification code checking, and access to that application or directory
is thus unrestricted. In addition to a personal identification code, a 20
private key may be set for each application or directory. |In addition to
aut henti cation using input of a personal identification code, the private
key may al so be used as authenticatioggneans. Fig. 7 is a flowhart
showi ng a process of controlling 25 the right to access a directory or
application in accordance - 43 wth a personal identification code input
fromthe uggr. When the, user %quts a persopal identifjcation code (step
ck

Sl), the THEkeRSHFPREL kSRR HECHEt FONPIF dePt | 7 i THR TR EEHRIYES) ni ng.
(9100 o280 SRLLERLER, OLer &AL L RLYAD LhE IOy, space, 0, del et ne
oL LSAA4A 0, Sl 9% e, 0ALLESH Al Ol LESL Y, {3Le8, Selr, en
e A PELSONALs | SETUALLERLL T FRE Aol IR ot L1 ao0ess
5 identification code for controlling the right to access only
sub-directories 3-1 and 3-2 below directory 2.
The region for setting whether to use a personal
identification code, which is in each personal
identification code defining region, is used to select
10 whether to set a personal identification code for the target
region. Specifically, when a personal identification code
is set, access to the corresponding application or directory
is permitted if authentication by the personal
identification code is successful. 1In contrast, an
15 application or directory for which no personal
identification code is set does not require personal
identification code checking, and access to that application
or directory is thus unrestricted.
In addition to a personal identification code, a
20 private key may be set for each application or directory.
In addition to authentication using input of a personal
identification code, the private key may also be used as
authentication means.

Fig. 7 is a flowchart showing a process of controlling

25 the right to access a directory or application in accordance



application or directory is set to nmake the application or directory
accessible (step S3). 15 For exanple, the personal identification code
input fromthe user using the user input unit 12 of the nobile term nal
10 may be sent via the wired interface 54 to the IC chip 50.
Alternatively, the IC chip 50 is held above the reader/witer 101 of the
external apparatus 100, and a 20 personal identification code input using
the user interface of the external apparatus 100 is sent via a wireless
interface, which is the RF unit 51, tog4she IC chip. Fig. 8 is a flowhart
showi ng a process of controlling the right to access a directory or
application using a 25 private key in place of a personal identification
code input, -. 44 fron1t£eigs i rivafe key set for a desired

n,
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processi ng using a
the input personal identification code matches a personal
identification code set for the application or directory
(step S2). |
When the personal identification code set for the

10 application or directory matches the personal identification
code input from the user, the access permission flag in the
personal identification code defining region in the
application or directory is set to make the application or
directory accessible (step S$3).

15 For example, the personal identification code input
from the user using the user input unit 12 of the mobile
terminal 10 may be sent via the wired interface 54 to the IC
chip 50. Alternatively, the IC chip 50 is held above the
reader/writer 101 of the external apparatus 100, and a

20 personal identification code input using the user interface
of the external apparatus 100 is sent via a wireless
interface, which is the RF unit 51, to the IC chip.

Fig. 8 is a flowchart showing a process of controlling
the right to access a directory or application using a

25 private key in place of a personal identification code input



private key, such as that shown in Fig. 8 1In such a case, an application
or directory is protected from being used 15 wi thout perm ssion or being
used fraudulently at a higher security level. Wen the right to access an
application or directory is controlled using a personal identification
code such as that shown in Fig. 7, a malicious user may check every
possi bl e 20 personal identification code to destroy the security
(especially when a personal identification code having a small nunber of
digits is used). In this enbodi nent, -t he -nmaxi num perm ssi bl e nunber of
inputs is set in the personal identification code defining region. An
application or 25 directory in which the nunber of input failures reaches
the - 45 £ i{%gnéggéﬁssible nunber of inputs is set to be inaccessible,
t hus perform ng access control. Fig. 9 is a flowhart showi ng a process of

controlling tf8 Jd %fhtplxiinaac%C‘??éi/ an 2R, Calatd;e%grﬁoequ dir ect.or using the 5
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not the i nput personal identification code matches a personal
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permiséion flag in the personal identification code defining
region of the directory or application is set to enable the
directory or application to be accessible (step S13).

Needless to say, the right to access an application or

10 directory may be controlled by a combination of checking a
personal identification code input from the user, such as
that shown in Fig. 7, and authentication processing using a
private key, such as that shown in Fig. 8. 1In such a case,
an application or directory is protected from being used

15 without permission or being used fraudulently at a higher
security level.

When the right to access an application or diréctory is
controlled using a personal identification code such as that
shown in Fig. 7, a malicious user may check every possible

20 personal identification code to destroy the security
(especially when a personal identification code having a
small number of digits is used). In this embodiment, the
maximum permissible number of inputs is set in the personal
identification code defining region. An application or

25 directory in which the number of input failures reaches the



S22). \When the personal identification code for the 15 application or
directory matches the personal identification code input fromthe user,
the access permission flag in the personal identification code defining
region is set to enable the corresponding application or directory to be
accessible (step S23). 20 In contrast, when the personal identification
code for the application or directory does not match the personal
identification code input fromthe user, the nunber of input failures in

t he personal identification code defingpg-region is updated (step S24). 25
In step S25, it is determ ned whether or not the - 46 wupdated nunber of

i nput failures has reached the naxinun1 perm ssi bl e nunber of inputs set in

t he persanal, |dent|flca1| n code j ng regjon ep S25). If the nunber
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5 number of failures of input of the personal identification
code.
When the user inputs a personal identification code
(step S21), the checker 53 accesses the personal
identification code defining region of an application or

10 directory in the memory space and determines whether or not
the input personal identification code matches a personal
identification code for the application or directory (step
S522) .

When the personal identification code for the

15 application or directory matches the personal identification
code input from the user, the access permission flag in the
personal identification code defining region is set to
enable the corresponding application or directory to be
accessible (step S23).

20 In contrast, when the personal identification code for
the application or directory does not match the personal
identification code input from the user, the number of input
failures in the personal identification code defining region
is updated (step S24).

25 In step $S25, it is determined whether or not the



codes and t he nunber of
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fails.

region for storing the nunber of input failures. The manager nay be
aut henticated wusing, for exanple, a private key. For exanple, if a known

ATM card is lost, funds in the 20 account are protected when the card

owner reports the loss to a bank handling the account to suspend any
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25

e mechani sm
permission flag in the personal identification code defining

region is cleared to make the corresponding application or
directory accessible (step S26).

As a result, the act of checking every possible
personal identification code by a malicious user is
prevented.

When the user inputs incorrect personal identification
codes and the number of input failures reaches the maximum
permissible number of input failures, input of the personal
identification code fails. 1In this case, only a manager
managing the IC chip 50 may clear the region for storing the
number of input failures. The manager may be authenticated
using, for example, a private key.

For example, if a known ATM card is lost, funds in the

account are protected when the card owner reports the loss

to a bank handling the account to suspend any transaction

using the bank account since the funds themselves are not
stored in the card. 1In contrast, in a case of an IC chip
having a memory region, highly-negotiable value information,

such as electronic money or an electronic ticket, is stored



automatically setting the accessible nenory region to be inaccessible by
cutting off power. The nechanism shown in 15 the diagramis inplenentable
usi ng a storage nedium such as a sem conductor menory in which the ‘
contents of the nmenory region are maintained by receiving power supply
(volatile type). Access perm ssion flags 201-1 to 201-n are provided, as
20 shown in Fig. 6, in the personal identification code defining regions
for applications and directories to which the nmenory region is allocated.
In each of the access permssion flagg7202-1 to 201-n, contact A and
contact B are arranged. The ends of contact A can be connected to the 25
ends of contact B via switches SWL and SW2 arranged in - 48 parallel.

and contact B sets the correspondi ng application or

gllioreglc?gr Sio’{ g':‘ %@%@%ﬁ%ﬁ MRS sHF tihgPRight adiien dite dAtaciCB sets
Access. et TSI TRy Hor Aot A SO RE AR 202 e S brelst T he | C
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di agrgm iR, ¥eHf the IC chip 50 (or the mobile terminal 10 having
the IC chip 50 embedded therein), the access permission
flags in all personal identification code defining regions
are cleared to automatically deny access to all applications
and directories. If the IC chip 50 is lost, this scheme
10 prevents the IC chip 50 from being maintained as accessible
and from being used fraudulently by a malicious user.
Fig. 10 schematically shows the mechanism for
automatically setting the accessible memory region to be
inaccessible by cutting off power. The mechanism shown in
15 the diagram is implementable using a storage medium such as
a semiconductor memory in which the contents of the memory
region are maintained by receiving power supply (volatile
type) .
Access permission flags 201-1 to 201-n are provided, as
20 shown in Fig. 6, in the personal identification code
defining regions for applications and directories to which
the memory region is allocated. In each of the access
permission flags 202-1 to 201-n, contact A and contact B are

arranged. The ends of contact A can be connected to the

25 ends of contact B via switches SW1 and SW2 arranged in



In normal operation, in order to permt access to the corresponding
application or directory in response to input 15 of a personal
identification code, the access-perm ssion flag controller 202 opens sw tch
SW2 in the corresponding access permssion flag 201. As a result, both
contact A and contact B are open, and the access perm ssion flag 201 is
set to the accessible state. 20 In order to deny access, switch SW is
shorted. Regardless of the state of the other switch, that is, SW,
contact A and contact B are shorted, -t hgs-setting the access perm ssion
flag to the inaccessible state. If the IC chip 50 (or the nobile term nal
10 having the 25 IC chip 50 enbedded therein) is turned off in the
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provided in the IC chip 50, and the number of access-
permission-flag controllers 202-1 to 202-n is equal to the
number of access permission flags (that is, equal to the
total number of applications and directories allocated to

10 the memory region).

When the IC chip 50 is turned on, switch SW1 shown in
the diagram is open.

In normal operation, in order to permit access to the
corresponding application or directory in response to input

15 of a personal identification code, the access-permission-
flag controller 202 opens switch SW2 in the corresponding
access permission flag 201. As a result, both contact A and
contact B are open, and the access permission flag 201 is
set to the accessible state.

20 In order to deny access, switch SW2 is shorted.
Regardless of the state of the other switch, that is, SW1,
contact A and contact B are shorted, thus setting the access
permission flag to the inaccessible state.

If the IC chip 50 (or the mobile terminal 10 having the

25 IC chip 50 embedded therein) is turned off in the accessible



configuration of an I1C chip 50 enbedded in a nobile termnal 15 10
according to a second enbodi nent of the present invention. As shown in the
diagram the I1C chip 50 includes an RF wunit 51 having connected thereto an
antenna for establishing a wireless link with a reader/witer 101 of an
external apparatus 100, a nenory 52 having a storage region 20
individually allocated to each application, such as purchased-ticket
information or depositor information (electronic noney) at a bank, a
checker 53 for conparing and checking4a personal identification code, a
wired interface 54, and a controller 55 for controlling the conponents in
a 25 general manner. - 50 The controller 55 is fornmed by integrating a

R d Rand
ECP(L:JeSgCeNgEnr)a?% 1 OCEﬁSI ngsfwu%‘éﬁ ﬁ]e cont %rfe?é?h% O%%cigégl%r ORQTM%?‘é%ogeom
stored on ¢ hle ﬁ%\%a oflcﬁgt{kpé trplet i’\;oef\{%l; qper rfvﬁf thgf C chip 50.

Al so, the con connunlca es w a d@ntro %t he nobile

termnal o yidnd N Mdgd 41 %E.@%Be%%eghn 1SN B HBIRLY %§a 2°9gh (apg! | cation

is allocated a region exanpl 6 Shown in the d m app catlon A

10 appli catian & Angl apﬂl'f@éﬂ&{b&@é%@ééfﬁér’?%f nﬂaé/'agﬁé degaons on the

menory 52. |f necessary, a personal identi tion cod tification
or authentdcaidOnss tset pbaereaaBpappbbtabizendethetbedhen ahbeeatgd to

each
switches SW1l in the access permission flags 201-1 to 20l1-n.
Regardless of the state of the other switches SW2, contacts
A and contacts B in the access permission flags 201-1 to

201-n are shorted. Accordingly, all access permission flags

10 are changed to the inaccessible state at the same time.

C. Second Embodiment

Fig. 11 illustrates the internal functional
configuration of an IC chip 50 embedded in a mobile terminal
15 10 according to a second embodiment of the present invention.
As shown in the diagram, the IC chip 50 includes an RF
unit 51 having connected thereto an antenna for establishing
a wireless link with a reader/writer 101 of an external
apparatus 100, a memory 52 having a storage region
20 individually allocated to each application, such as
purchased-ticket information or depositor information
(electronic money) at a bank, a checker 53 for comparing and
checking a personal identification code, a wired interface
54, and a controller 55 for controlling the components in a

25 general manner.



application includes a personal identification code region 15 for storing a
personal identification code. The nenory 52 can be inplenmented as any type
of readable/witable storage nedium such as a sem conductor nenory or a
magnetic stripe, and is not limted to a particular device. 20 In this
enbodi nment, the checker 53 checks a personal identification code sent via
the wired interface 54 against a personal identification code set in the
menory region allocated to each application. If the personal
identification codes match each other, sgccess to the 25 correspondi ng
menory region is permtted. Information can - 51 be read fromor witten
to the access-permtted nenory region by the reader/witer 101 via the RF

unit 51. The personal identification code sent via the wired interface 54
is, in short, TS‘f?e Cﬁé‘rt%ﬂ;e’% d%esntlisf i%’iﬂe&h RodetegRafgid & &l he user usi ng

(e b e ST 0 L gLt o decoopaLal I8, o s abog gpt, the
(oL e BT ASHLLIFL LA b TELERO Sl et ece
personal SIS e LS8 SIEOEORh dRsn flownart
Memory 52 MWernal operation of the IC chip 50. Also, the controller

55 communicates with a controller 11 of the mobile terminal

10 via the wired interface 54.

In the memory 52, each application is allocated a

region. In the example shown in the diagram, application A,

10 application B, and application C are allocated individual
regions on the memory 52. If necessary, a personal
identification code for identification or authentication is
set for each application. The region allocated to each
application includes a personal identification code region

15 for storing a personal identification code.

The memory 52 can be implemented as any type of
readable/writable storage medium, such as a semiconductor
memory or a magnetic stripe, and is not limited to a
particular device. |

20 In this embodiment, the checker 53 checks a personal
identification code sent via the wired interface 54 against
a personal identification code set in the memory region
allocated to each application. If the personal
identification codes match each other, access to the

25 corresponding memory region is permitted. Information can




checking a personal identification code input froma user 15 input unit 11
of the nobile termnal 10. Wth reference to the flowhart of Fig. 12, the
process of permtting access to the application will now be described. The
user uses the user input unit 11 of the nobile termnal 10 to input a
personal identification code (step 20 S101). The personal identification
code input in this manner is transferred to the checker 53 in the IC chip
50 via the wred interface 52 (step S102). The checker 53 checks the
personal identification code 25 inputsyia the user input unit 12 against a
personal - 52 identification code set for each application allocated to
the nmenory 52 (step S103). As a result of checking, the user is given a

Codos et TRt LN STy SIDAS S ARSI TGO i QRN (o the
access-perm.tted application pecaones ccessihl e the reader/witer 101
usi ng wi relEsE o ircea‘%cfeo"?fwﬂeqceeaq e tvol%a@'fe t% WHet ket 53 not only
54 (that i, ERBuPoPPoAnd e TUEPRG TS B0l EE s VePmRg IOR but &l so-
icgecikrS] a ig}ecrestcfrétac{qe '5qler5.t§ ,f iiq'?té-h%}tc,Odcene rpeecreé-o\ﬁeaq. Vfaaer{&efl%%ﬁ%nt c50:|E:1e(t hat
) put rom e user
5 input from the user using the mobile terminal 10. In other
words, according to this embodiment, the user can input a
personal identification code using the user's mobile
terminal 10 the user is familiar with, instead of using a
user interface of the external apparatus 100 the user is
10 unfamiliar with, and the input personal identification code
is thus checked.
Fig. 12 is a flowchart showing a process of permitting
access to an application allocated to the memory 52 by
checking a personal identification code input from a user
15 input unit 11 of the mobile terminal 10. With reference to
the flowchart of Fig. 12, the process of permitting access
to the application will now be described.
The user uses the user input unit 11 of the mobile
terminal 10 to input a personal identification code (step
20 s101).
The personal identification code input in this manner
is transferred to the checker 53 in the IC chip 50 via the
wired interface 52 (step S102).
The checker 53 checks the personal identification code

25 input via the user input unit 12 against a personal



usi ng the external apparatus 100). 15 Wen a series of transactions with
the reader/witer 101 is conpleted after access has been permtted, the
controller 55 analyzes the conpletion and sends the analysis result via
the wired interface 54. Alternatively, after normal or abnornmal termnation
of 20 the transactions, the controller 55 waits for a command from the
wired interface 54 or waits for the nobile terminal 10 itself to be turned
off (that is, waits for electromagnetic waves fromthe reader/witer 50 to
be stopped to cause the |IC chip 50 toshe-deactivated). In this case, after
a 25 predeterm ned period of time elapses, the controller 11 of - 53 the
nobile termnal 10 having the I C chip 50 enbedded therein perforns

term nati,o rocessi.ng such as sendi ng the ext command to the IC chip 50
or turni Hg{]edftflftclr%m@ Hi %O'S.etFi%?r 1%‘?}% PR AR HFh 1 ocess of
controlligg% n? t he rgf”?ﬁﬁé%>%59$§5 an application on the basis of a result

of detecting er%%$4onag s"sent fromthe external apparatus 50. In

accordance W %h?e‘csh‘i“&ﬁg%r tche%‘?cg%‘;'ot QVELelg o igg.&:elnf_]% \%ﬁ%@%ﬂtﬁgel C chip

application wilTl "now bé eéscribe n a period
50 is wirgless t WM ; I t U ;g% | . RF unit
51, the ac;eéont rolyclhee? gg fi*e‘"’f‘agcrlvn{ﬂlr%ul}srI 2‘?"12‘1)% el{rpﬁeps et e#]'s%r no ldaaél h

el ect 50MRgNRld GMRMES AL JafS Vet B 1dH RF Anido Rlgd St&Pion
allocated to the access-permitted application becomes
accessible by the reader/writer 101 using wireless
communication.
Needless to say, the checker 53 not only checks a

10 personal identification code received via the wired
interface 54 (that is, input from the user using the mobile
terminal 10), but also checks a personal identification code
received via the RF unit 51 (that is, input from the user
using the external apparatus 100).

15 When a series of transactions with the reader/writer
101 is completed after access has been permitted, the
controller 55 analyzes the completion and sends the analysis
result via the wired interface 54.

Alternatively, after normal or abnormal termination of

20 the transactions, the controller 55 waits for a command from
the wired interface 54 or walits for the mobile terminal 10
itself to be turned off (that is, waits for electromagnetic
waves from the reader/writer 50 to be stopped to cause the
IC chip 50 to be deactivated). In this case, after a

25 predetermined period of time elapses, the controller 11 of



Sill). 15 In response to detecting no el ectromagnetic waves, it is

determ ned that a series of transactions between the external apparatus
100 and the I1C chip 50, which are wrelessly connected with each other via
the RF unit 51, is termnated (step S112). 20 The control ler 55 perforns
term nation processing to termnate the transactions with the external
apparatus 100 (step S113). As a result, the right given to the external
apparatus 100 to access the application disappears. As a result, after
bei ng used, the IC chip 50 is not 25 gginrtained in a state in which each
application is - 54 accessible. For exanple, when the nobile term nal 10
is lost or stolen, unauthorized use of each application is prevented. The

L50nofs e BRSLER e ALom SRl 00, 1R sl oty ced dag g1 Lhel o

val ue i nformati on Such a wechar t
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basis of a respo rom the ext ernal™ apparatu inr
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control over the right to access t application “w now be

When the cont rrald er H5 Sends Gy IR dl dd1e SLRINA o ARRALS 1QP via
the RF unit 51 ('step S121), the controller

5 the right to access an application on the basis of a result
of detecting electromagnetic waves sent from the external
apparatus 50. In accordance with the flowchart, control
over the right to access the application will now be
described.

10 In a period during which the IC chip 50 is wirelessly
connected with the external apparatus 100 via the RF unit 51,
the controller 55 determines at all times whether or not
electromagnetic waves are received via the RF unit 51 (step
S111).

15 In response to detecting no electromagnetic waves, it
is determined that a series of transactions between the
external apparatus 100 and the IC chip 50, which are
wirelessly connected with each other via the RF unit 51, is
terminated (step S112).

20 The controller 55 performs termination processing to
terminate the transactions with the external apparatus 100
(step S113). As a result, the right given to the external
apparatus 100 to access the application disappears.

As a result, after being used, the IC chip 50 is not

25 maintained in a state in which each application is



55 determ nes whether or not a response in response to the 15 command has
been given (step 1S22). Wien no response is received within a predeterm ned
period of time after sending the command (step S123), it is determ ned
that a series of transactions between the IC chip 50 and the external
apparatus 100 has been termnated 20 nornmally or abnormally (step S124),
and termnation processing to termnate the transactions with the external
apparatus 100 is perforned (step S125). As a result, after the wreless
link with the external apparatus 100 g broken, the 1C chip 50 is not
maintained in 25 a state in which the right to access each application is
- 55 given. For exanple when the nobile termnal is lost or stolen,

hori d | t i ted. Th th
ot ovent et TSI SoAT or | HF (EHE %Lf R L s R AST M
f t 5P t r sonal
:geg': m‘altl @l%ﬁggo%%%rgc l%%e W r et eié{%ter ;Ic r '[%ég J\(/flzgﬁjr%nggs ;grform;

W reless p EQRERMU &a1|f5%Wﬁ§gEtf§ {ﬁ@§ﬁ5%g€#5€5d5§r‘ﬁoﬁﬁpg%ﬁbnun t 41 and

sends/recei ves data t romthe exter arat’us §%quéﬂ?ly, when

data is tyonhDeciiert ;i did &8sk vaﬁef@rafle&am& frb@oﬁﬁ’ﬂ{&lxlﬂcl§5 getects that

aut hentication using a personal 1dentification code 1s necessary and sends
the detectdotrdesuldodd, the controller 11 of the nobile termnal 10 via.
the wired interface 54.

Fig. 14 is a flowchart showing a process of controlling
the right to access an application on the basis of a
response from the external apparatus 100 in response to a
command sent from the IC chip 50. Iﬁ accordance with the

10 flowchart, control over the right to access the application
will now be described.

When the controller 55 sends a command to the external
apparatus 100 via the RF unit 51 (step S121), the controller
55 determines whether or not a response in response to the

15 command has been given (step 1S22).

When no response is received within a predetermined
period of time after sending the command (step S123), it is
determined that a series of transactions between the IC chip
50 and the external apparatus 100 has been terminated

20 normally or abnormally (step 5124), and termination
processing to terminate the transactions with the external
apparatus 100 is performed (step S125).

As a result, after the wireless link with the external
apparatus 100 i1s broken, the IC chip 50 is not maintained in

25 a state in which the right to access each application is



Fig. 15 is a flowhart show ng a process of pronpting 15 the user to input
a personal identification code to the nobile termnal in response to
establishment of a wireless |ink between the I1C chip 50 and the external
apparatus 100 via the RF unit 51. The controller 55 determ nes at al

ti mes whether or 20 not the IC chip 50 is wrelessly connected with the
external apparatus 100 via the RF unit 51 (step S131). Wen the IC chip 50
is connected with the external apparatus 100 via the RF unit 51 and power
is supplied to the IC chip 50, the eostreller 55 notifies, via the wred
25 interface 54, the controller 11 of the nobile termnal 10 of - 56 the
necessity to input a personal identification code for accessing the nenory

52 S132). | to.th tifi ' th bile t inal 10
omi 15 8 BB bl YR T AP ot HEORE bl BSFhNR ] 1251 5055 B ompt the
| >a it atog on ' _ oo
appl | cati DTS op i RS v oy SRS 0t SactBh B B T ERR Ty of e
necessi typdd JPUL: & BRISANALy LABN | HIGRLL 0P EOAE, VLR, L 18 2oL SOl O the

nobi | e term nal ‘abov ernal apparatu use an application.

PO T B SRS e Mol o B L e M
configurationprior to receiving a personal identification code via
the wired interface 54, the IC chip 50 performs wireless
communication with the reader/writer 55 via the RF unit 41
and sends/receives data to/from the external apparatus 100.
Subsequently, when data is to be sent and received further,
10 the controller 55 detects that authentication using a
personal identification code is necessary and sends the
detection result to the controller 11 of the mobile terminal
10 via the wired interface 54.
Fig. 15 is a flowchart showing a process of prompting
15 the user to input a personal identification code to the
mobile terminal in response to establishment of a wireless
link between the IC chip 50 and the external apparatus 100
via the RF unit 51.
The controller 55 determines at all times whether or
20 not the IC chip 50 is wirelessly connected with the external
apparatus 100 via the RF unit 51 (step S131).
When the IC chip 50 is connected with the external
apparatus 100 via the RF unit 51 and power is supplied to
the IC chip 50, the controller 55 notifies, via the wired

25 interface 54, the controller 11 of the mobile terminal 10 of



15 of a nobile termnal 10-2 according to a third enbodi nent of the
present invention. The nobile termnal 10-2 shown in the diagramincludes
an I C chip 50 which is driven by receiving power using Wwreless ‘
comuni cation with an external apparatus and which 20 has a nmenory
function, a controller 11 for controlling the overall internal operation
of the nobile termnal 10, a user input unit 12 formed of keys/buttons for
inputting by the wuser various character strings and commands, such as a
personal identification nunber or passsgrd, and a display 25 unit 13, such
as an LCD (liquid Crystal Display), for - 57 displaying the processing
result. Needless to say, the nobile termnal 10-2 nay include peri pheral
units an ircuit conponents other than those shown in the diagramin

or der to%}}?glrberfeerﬁs%q?et&iwv fURSTGr 4 i93E- 500 19HHA°A0- 2. The

| C chip 50 incl.udes.a wreless jnferfac for establishing a wireless
link wt hacé:neses)&né]rzt © é’beﬁréorra}f 33 1{)%6‘13 ng'a]aﬁWl red interface 15 for
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using a desired application (step S133).
Accordingly, the user is reliably reminded of the
necessity to input a personal identification code when the
user holds the mobile terminal above the external apparatus

10 to use an application. Application use in every aspect of

the user's everyday life is thus facilitated.

D. Third Embodiment

Fig. 16 schematically shows the hardware configuration
15 of a mobile terminal 10-2 according to a third embodiment of
the present invention.

The mobile terminal 10-2 shown in the diagram includes
an IC chip 50 which is driven by receiving power using
wireless communication with an external apparatus and which

20 has a memory function, a controller 11 for controlling the
overall internal operation of the mobile terminal 10, a user
input unit 12 formed of keys/buttons for inputting by the
user various character strings and commands, such as a
personal identification number or password, and a display

25 unit 13, such as an LCD (liquid Crystal Display), for



15 by el ectronmagnetic waves received fromthe external apparatus 100 via
the wireless interface. In other words, when the user is not holding the
nobil e term nal 10 above the external apparatus 100, el ectromagnetic waves
fromthe external apparatus 100 do not reach the nobile termnal 10, 20
and the operation of the IC chip 50 is deactivated. The right to access
the interior of the IC chip 50 thus disappears. The IC chip 50 has a

rel ativel y-hi gh-capacity nmenory region. Such a nenory region is made
possi bl e by 25 mniaturization technol ggy- The nenory region is fornmed of -
58 a sem conductor nmenory, a magnetic stripe, or other readable/witable
storage nedia. One or nore applications are allocated on the nenory

regi on. Apn exanpl e of ﬁgglicatjon i ncludes val ue i nformation, such as

el ectronit ¥ P oM AP R ERIT UM cF Tkt . NFFOTERE §O FABtedSthis type
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accesg eachappli cggion is given when the personal
The IC chip 50 includes a wireless interface 14 for
establishing a wireless link with an external apparatus 100
and a wired interface 15 for establishing a wired connection
with the controller 11 of the mobile terminal 10. The
10 wireless interface 14 uses,.for example, a contact interface
standard defined by ISO 7816 or a wireless interface
standard defined by ISO 14443 (the same as above).
The IC chip 50 is manufactured by adopting, for example,
a contactless IC card technology. The IC chip 50 is driven
15 Dby electromagnetic waves received from the external
apparatus 100 via the wireless interface. In other words,
when the user is not holding the mobile terminal 10 above
the external apparatus 100, electromagnetic waves from the
external apparatus 100 do not reach the mobile terminal 10,
20 and the operation of the IC chip 50 is deactivated. The
right to access the interior of the IC chip 50 thus
disappears.
The IC chip 50 has a relatively-high-capacity memory
region. Such a memory region is made possible by

25 miniaturization technology. The memory region is formed of



15 identification codes match each other. The nobile termnal 10-2 is
formed by providing a personal identification code storage region in the
controller 11 in the nobile termnal showmn in Fig. 1. A personal ‘
identification code corresponding to a programin 20 the controller 11 is
stored in advance in the personal identification code storage region. This
enabl es the personal identification code corresponding to the called
programto be sent to the I1C chip 50 via the wired interface. The user is
thus not required to sequentially inpuggpersonal 25 identification codes in
order to use the sane application - 59 stored in the IC chip 50, and the
operability of the apparatus is inproved. Fig. 17 is a flowhart of a
process of omiting the inputting of a personal identifjcation code by
activati iy TEMECPPOYrERT %erg%lf%on Im?%%'g}?iiﬁﬂ%‘?v cOUe P each
application_i registered in advance. (step.S141). The regjstered personal
identific%ﬁ?%é?%ﬁiﬁ??%géf%r Qofﬁg%.%ﬁ%ﬂ%ter%?%e%%d%?%%n%?gi+ﬁ%5%?? cation
nunber st g i in t C | 1 55, 10, When_the usgr wants to use
an applié%%?d%%Ifgéaﬁgégl'@g ec@@£§¥d§%?%%%'pr%%r%ﬁ$?9€%1°$or exanple, a
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result, t contr activates t ected ~program ep
5 money or an electronic ticket.

In order to protect this type of value information from
being used without permission or stolen, the right to access
each application is controlled using a personal
identification code such as a personal identification number

10 or password in application units. For example, a personal
identification code input via the wireless interface 14 or
the wired interface 15 is checked against a personal
identification code for each application, and the right to
access each application is given when the personal

15 identification codes match each other.

The mobile terminal 10-2 is formed by providing a
personal identification code storage region in the
controller 11 in the mobile terminal shown in Fig. 1. A
personal identification code corresponding to a program in

20 the controller 11 is stored in advance in the personal
identification code storage region. This enables the
personal identification code corresponding to the called
program to be sent to the IC chip 50 via the wired interface.
The user is thus not required to sequentially input personal

25 identification codes in order to use the same application



15 The controller 11 reads a personal identification code for the
correspondi ng application in accordance with the activated programfrom

t he personal identification code storage region and sends the personal
identification code to the IC chip 50 via the wired interface 15 (step
S144). 20 As a result, in the I1C chip, the personal identification code
received via the wired interface 15 is checked agai nst the personal
identification code set for each application allocated to the nmenory
region (step S145). As a result of chegking, the user is given the right to
25 access the application in which the personal identification - 60 codes
mat ch each ot her (step S146). The storage region allocated to the

application to which t access_right i gi ven i s accessi ble by the

r eader / wr YS9 01" u@f%gle% ‘f&élr%s%d' gadi‘ﬂruﬁ?eca‘ﬂ?%?ﬁbjsl*w KB case, the user
sel ects desired programfro a nmenu screen displayed on the display, and
t he cor%gﬁﬁﬁﬁﬁé%:ﬁ?%gkﬁﬁY%g%alled to the nobile termnal. In response

to the activaed Proguam. 3 REAANAl JAStLUAA A Sade Lor hhe

correspondi ng application i's I nput to the chip vira Wi red

interfaceand { # bt d 0 ACCESS app! i satd s, thus: g The user
can omt tnhe |nlpﬁl}ftclg ng %‘% a per:ﬁ(ﬁ% |fd1ent|%cls:rgat%cl%(;en @6 e %‘?A%ﬁgges‘% red
appl i gat ighhgrad the operability of the apparatus is inproved. f

A personal identification code for each application is
registered in advance (step S141). The registered personal
identification code is stored in a predetermined personal
identification number storage region in the controller 55.

10 When the user wants to use an application, the user
selects a desired program from, for example, a menu list
(not shown) displayed on the display unit 13 (step S142).

As a result, the controller 11 activates the selected
program (step S143).

15 The controller 11 reads a personal ildentification code
for the corresponding application in accordance with the
activated program from the personal identification code
storage region and sends the personal identification code to
the IC chip 50 via the wired interface 15 (step S144).

20 As a result, in the IC chip, the personal
identification code received via the wired interface 15 is
checked against the personal identification code set for
each application allocated to the memory region (step S145).

As a result of checking, the user is given the right to

25 access the application in which the personal identification



15 Appendix Wth reference to the specific enbodi nents, the present

i nvention has been described in detail. However, it is to be understood
that various nodifications and substitutions can be made by those skilled
in the art without departing 20 fromthe scope of the present invention.
In this specification, cases have been described in which the IC chip
according to the present invention is used by being enbedded in the nobile
term nal such as a cellular phone or PDA. However, the scope of the
present invention 25 is not limted to6bhese cases. The nerits of the
present - 61 invention are simlarly achieved by, for exanple, using the

| C chip in a stand-al one manner or by enbedding the I1C chip in another

e of Seyhes AIE-YLIG, UL ELg, Lhyahor o d e prgsentol pyent on has

been di scl osed exanpl € stration purp

descri pti o o SIOL de f10ln b LEPL LR Mot LA niﬁgga@ggysrrigﬁr}geggope of

the present 1nventionis to erm ned solely app cl ai ns.
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provi ded ~an i1 nproved information storage ne I ch can” be use
bei ng pl acqfhbii 14 or mati on processi ng apparatus, such as 15 a cellular
phone or PDA (Personal Digital Assistant), an IC chip with a nenory

regi og, an infrey MRIGOR PaRRESHMRY user selects a desired program from
a menu screen displayed on the display, and the
corresponding program is called to the mobile terminal. In
response to the activated program, a personal identification
code for the corresponding application is input to the IC
10 chip via the wired interface, and the right to access the
application is thus given. The user can omit the inputting
of a personal identification code for a desired application,

and the operability of the apparatus is improved.

15 Appendix

» With reference to the specific embodiments, the present
invention has been described in detail. However, it is to
be understood that various modifications and substitutions
can be made by those skilled in the art without departing

20 from the scope of the present invention.

In this specification, cases have been described in
which the IC chip according_to the present invention is used
by being embedded in the mobile terminal such as a cellular
rhone or PDA. However, the scope of the present invention

25 is not limited to these cases. The merits of the present



apparatus having the IC chip with the menory region, and a nenory
managenent nethod for the information storage nmedium According to the
present invention, there are provided 20 an inproved information storage
medi um whi ch has a nenory region and which efficiently controls the right
to access each application allocated to the nenory region, an I C chip
with a nmenory region, an information processing apparatus having the IC
chip with the nenory region, and a nenory 25 nanagenent nethod for the
information storage nedium - 62 Aceo6tling to the present invention, the
menory region on the IC chip has a hierarchical structure. Each
application allocated to the nenory region is registered in a directory.
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t he present 1 nvention, a personal
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controlled in application units or 1n directory units exa e, for

al | appl igatdirind Malypied f e, ihd el i tHaler iddgation or _
aut henti cation schene having the same wusability as the existing I1C chip

may be provided. sheeer,dithe pbeelskatPrasent ibRveRlsi SRenVagR kg LCrehi p or
the nobile termnal having the I1C chip enbedded therein is 15 |o0St, the
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Accordingly, the IC chip or the

should not be interpreted in a limited manner. The scope of

the present invention is to be determined solely by the

appended claims.
10 [Industrial Applicability]

According to the present invention, there are provided
an improved information storage medium which can be used be
being placed in an information processing apparatus, such as

15 a cellular phone or PDA (Personal Digital Assistant), an IC
chip with a memory region, an information processing
apparatus having the IC chip with the memory region, and a
memory management method for the information storage medium.

According to the present invention, there are provided

20 an improved information storage medium which has a memory
region and which efficiently controls the right to access
each application allocated to the memory region, an IC chip
with a memory region, an information processing apparatus
having the IC chip with the memory region, and a memory

25 management method for the information storage medium.



nobile termnal is protected against fraudul ent use by others.

| dentification or authentication using the I1C chip 20 according to the
present invention nay be perfornmed in conjunction with authentication
using a private key. As a result, value information such as electronic
noney can be handled with higher security. According to the present

i nvention, for exanple, when 25 the IC chip enbedded in the nobile
termnal is used as a - 63 bank card, identification or authentication
processing is perfornmed on the user-b§2inaputting, by the user, a personal
identification nunber using the nobile termnal the user is famliar wth.
This results in mnimzation of the ampunt 5 of operation that the user has

to periorm ushig 310K 3 ATY LEIaL NG USE I LAl Al

According to t e pres i nventi tomards

for examle.cra ATNAS Ml 'ﬂ@r%ca:la%@&éa&émﬁ; &y nal to pronpt

the nobile term nal 10 input an appropriate persona |dent|f|cat|on

de. A
code. ACGaithi s {15 AL W ESEH dva ifdho A, IF &m?@drﬁgelsl@%ﬁag in o

identification code are associated with each ot int

Ther ef or & di0fe ipl €, THd fend rp ardyg Sorbal Ancer 18 r ACE0H Hat G ayl ng
programis called, the 15 personal identification nunber is automatically
call ed. -diddectory units.
According to the present invention, a personal
- identification code is set for each application and
directory. As the case may be, the access right is
controlled in application units or in directory units. For
10 example, for all applications included in a directory, an
identification or authentication scheme having the same
usability as the existing IC chip may be provided.
According to the present invention, when the IC chip or
the mobile terminal having the IC chip embedded therein is
15 lost, the right to access each application in the IC chip
automatically disappears. Accordingly, the IC chip or the
mobile terminal is protected against fraudulent use by
others.
Identification or authentication using the IC chip
20 according to the present invention may be performed in
conjunction with authentication using a private key. As a
result, value information such as electronic money can be
handled with higher security.
According to the present invention, for example, when

25 the IC chip embedded in the mobile terminal is used as a



CLAIMS 1. An integrated circuit device conprising: a nenory region; 5
menory all ocating neans for allocating the nenory region to each
application; personal identification code setting nmeans for setting, for
each application allocated to the nenory region, a personal identification
code for controlling the right to 10 access each application; and

accessi bility/inaccessibility managi ng neans for nmanagi ng each application
allocated to the nenory region to be accessible/inaccessible, wherein the
accessibility/inaccessibility managi Age315 neans sets each application for
whi ch the personal identification code is set to be inaccessible in a
default setting, and, in response to the fact that the personal

identifiqg%&ongp e i ut. froma user tches, t he set ersopal
i denti fi ¢&t1n %o‘g’e, c?%é JZ%l%%%Je%rél% I?%?rhﬁjc%aegjs?rbl??c%e%}%%l% means
e RO eal A b deast el e, A MR o,
o | ocat eI ELYL 55 ASRER O IR oS AL EpL oAl e
sets, familiar with. This results in minimization of the amount
5 of operation that the user has to perform using a bank's ATM
terminal the user is unfamiliar with.
According to the present invention, holding the mobile
terminal towards, for example, an ATM terminal in a bank
causes the ATM terminal to prompt the mobile terminal to
10 input an appropriate personal identification code.
According to the present invention, a program and a
personal identification code are associated with each other
in the mobile terminal. Therefore, for example, when a
bank's balance-of-account displaying program is called, the

15 personal identification number is automatically called.



for each application and directory, the personal identification code for
controlling the right to access each 5 application and directory, and the
accessibility/inaccessibility managi ng neans sets each application and ‘
directory for which the personal identification code is set to be

i naccessible in the default setting, and, in response to the fact that the
personal 10 identification code input fromthe user natches the set

personal identification code, the accessibility/inaccessibility managi ng
means sets the correspondi ng applicatean~-or directory to be accessible. 15
3. An integrated circuit device according to claim2, wherein, in response
to the fact that the personal identification code input fromthe user

mat ches the personal identification %Rgﬁ set for one of the directories,
the accessibility/inaccessibility n% aglﬁg means sets all 20 applications
and sub-directories under the directory to be accessible. 4. An integrated
circuit device according to claiml1l, further conprising private key

setting rpansyf O{m’s(_gé%é'e{%y eT eﬁg‘t&@gpéé 11%@1] | ocated to the nenory

region, a - 66 priva or aut enilcatl ein the
accessi bi | i ty/d npeeassidkididny: managing nmeans sets the inaccessible
application to be accessible when the inaccessible application is mutually
aut hegti cat edmemory allocating means for allocating the memory
region to each application;
personal identification code setting means for setting,
for each application allocated to the memory region, a
personal identification code for controlling the right to
10 access each application; and
accessibility/inaccessibility managing means for
managing each application allocated to the memory region to
be accessible/inaccessible,
wherein the accessibility/inaccessibility managing
15 means sets each application for which the personal
identification code is set to be inaccessible in a default
setting, and, in response to the fact that the personal
identification code input from a user matches the set
personal identification code, the

20 accessibility/inaccessibility managing means sets the

corresponding application to be accessible.

2. An integrated circuit device according to claim 1,
wherein the memory allocating means allocates the memory

25 region to each application in a hierarchical manner using



5 by a predetermined certificate authority using the private key. 5. An
integrated circuit device according to claim2, further conprising prlvate
key setting nmeans for setting, 10 for each appllcatlon and directory
allocated to the nmenory region, a private key for authentication, wherein
the accessibility/inaccessibility managi ng neans sets the inaccessible
application or directory to be accessible when the inaccessible
application or directory is 15 nmutually authenticated by a predeterm ned
certificate authority using the privagg key. 6. An integrated circuit
device according to claim1, further conprising access denying neans for
causi ng each 20 accessible application to be inaccessible in response to
cutting qﬁf t he omer to the device. 7. An integrated circuit device
accordi ng %? further conprlsing access denyi ng neans for causing

h 25 t, i ible in - 67
(raggponseafgez gj o%r{atcjﬁel%glwe;}qtcda{ﬁﬁwo cfe\fje seq%llr}nﬂicr%?ﬁsrislgrsaﬁ ::I'nci rcuit
devi ce ac t |s r-of-input-failure
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and
5 application and directory, and

the accessibility/inaccessibility managing means sets
each application and directory for which the personal
identification code is set to be inaccessible in the default
setting, and, in response to the fact that the personal
10 identification code input from the user matches the set
personal identification code, the
accessibility/inaccessibility managing means sets the

corresponding application or directory to be accessible.

15 3. An integrated circuit device according to claim 2,
wherein, in response to the fact that the personal
identification code input from the user matches the personal
identification code set for one of the directories, the
accessibility/inaccessibility managing means sets all

20 applications and sub-directories under the directory to be

accessible.

4., An integrated circuit device according to claim 1,
further comprising private key setting means for setting,

25 for each application allocated to the memory region, a



maxi mum per m ssi bl e- nunber-of -i nput-failure setting 10 neans for setting

t he maxi num perm ssi bl e nunber of failures of input of the personal
identification code for each application allocated to the nmenory region,
wherein the accessibility/inaccessibility managing mneans sets the
application in which the nunber of input 15 failures has reached the

maxi mum perm ssi bl e nunber of inputs to be inaccessible. 9. An integrated
circuit device according to claim?2, further conprising: 20
nunber-of -i nput-failure.storing means ggr_storing the nunber of failures
of i nput of the personal identification code for each application and
directory allocated to the nenory region; and

maxi mum perm . ssi bl e- nunber-of -i nput-failure setting 25 nmeans for setting
the maxi MIMPESHAS Y AT 05CdHi9Mres - 68 of input of the personal
identification,code f each appl.icatign and di,rectory allocated to the
menory regionyhﬁﬁgﬁgi%%Fh8C§85é§§FQFFW(ﬁPPﬁ§@5S§ lﬁﬁFﬁ?Vaﬁﬁﬁéﬁﬁhg means
sets the _application.or directory.n which the nunber 5 of input failures
has reacﬁE%BFh§%ﬁ5d m PHFHESHE RRer©2 BT i %?t?f?ﬁ?ﬁ essi bl e
10. An infe ed .circuit. .devic ceording to clajm8 or furthe
conprim:ﬁyéﬁj Qﬁ-%ﬁ%é%%ﬁjﬁﬁiﬁl%ﬁé}ﬁrﬁ%ﬁ%ai%ﬁrﬁf?ﬁéﬁlznﬁyéhﬁnEﬁ%ﬁﬁ?%g t he
“U”bes (ﬁbylgnﬁré&gﬂéfﬁ¥ié§(gé¥{ﬂf1cate authority using the private

key.

5. An integrated circuit device according to claim 2,
further comprising private key setting means for setting,
10 for each application and directory allocated to the memory
region, a private key for authentication,
wherein the accessibility/inaccessibility managing
means sets the inaccessible application or directory to be
accessible when the inaccessible application or directory is
15 mutually authenticated by a predetermined certificate

authority using the private key.

6. An integrated circuit device according to claim 1,
further comprising access denying means for causing each
20 accessible application to be inaccessible in response to

cutting off the power to the device.

7. An integrated circuit device according to claim 2,
further comprising access denying means for causing each

25 accessible application and directory to be inaccessible in



t he nunber-of-input-failure storing neans by a manager nutually

aut henticated by a predeterm ned certificate authority. 15 11. An

i nformation processing apparatus conprising an integrated circuit device as
set forth in claiml. 12. An information processing apparatus according to
claim 11, wherein the information processing apparatus is an 20
informati on storage nmedium 13. An infornmation processing apparatus
according to claim 12, wherein the informati on storage nediumis a storage
mediumin the formof an IC card. 25--¢%9- 14. A nenory nmanagenent net hod
for an informati on storage device, conprising: a nenory allocating step of
allocating a nenory region to each application; 5 a personal

identification code setting st f settln f.or each application

al | ocat ecfaet THhe Onncr%/t?lerg% Pﬁo 1_E)neperl?oswo%ra 9 dedif |‘$ ¥:¥5 on code for
controlling the right to access each application; and an
accessibiIity/inaccessibility managi ng step of 10 nanaging each application

Phe ool ot DAT AR JEU AL A A% SeeeRR A AGAReeRI G Theree 1

t he acceSS|b| ccess manag ep, ac app % cation for
whi ch t hes\pansanalonglentifd cation

5 number-of-input-failure storing means for storing the
number of failures of input of the personal identification
. code for each application allocated to the memory region;
and
maximum-permissible-number-of-input-failure setting
10 means for setting the maximum permissible number of failures
of input of the personal identification code for each
application allocated to the memory region,
wherein the accessibility/inaccessibility managing
means sets the application in which the number of input
15 failures has reached the maximum permissible number of

inputs to be inaccessible.

9. An integrated circuit device according to claim 2,
further comprising:

20 number-of-input-failure storing means for storing the
number of failures of input of the personal identification
code for each application and directory allocated to the
memory region; and

maximum-permissible-number-of-input-failure setting

25 means for setting the maximum permissible number of failures



code is set is set to be inaccessible in a default setting, 15 and, in
response to the fact that the personal identification code input froma
user matches the set personal identification code, the corresponding
application is set to be accessible. 20 15. A nenory managenent nethod for
an information storage device according to claim 14, wherein, in the
menory allocating step, the nenory region is allocated to each
application in a hierarchical manner using directories, in the personal
identification code setting step, the g85-personal identification code for
controlling the right to - 70 access each application and directory is set
for each application and directory, and in the

accessibility/inaccessibilit nagi ng siep,. . each application and

di rect or f"!f d%/nRMr}fl cchfet 3 ﬁ%‘?‘:s%cﬁg%al 5194%{8% 'lf‘rpac%]t‘?rbnc ef9% @i s set to be
i naccessi N n default setting,. an {n response to the fact that the
per sonal al%djglnjtélgf%lcog} iaonnCI %ld%e(f oprtt}{ F1‘glr]borﬁaidtﬁ':'ec\ u Oeraﬁ%t[?:%%nf Hef9%¥ 7 per sonal
identificatio rr I . | i cat.ion.or directory is set to
LeegcgegsibIe%h%%gﬁg.E&%néﬁgfsiﬁgggjg ﬁ?gﬁgﬁh%&ﬁ#%j%,qﬁﬁ%%%l i on storage

devi ce ageonfli ng 4o @@Lﬁ&l%cm%r?'& ditd Ly I’in which the

accessi bi lity/inaccessibi'lity managi ng step, esponse to the 1Hct t hat
the psrsqpalidantidiGatd OmLodeddid fHPMaximum permissible number

of inputs to be inaccessible.

10. Ah integrated circuit device according to claim 8 or 9,
further comprising number-of-input-failure initializing

10 means for clearing the number of input failures stored in
the number-of-input-failure storing means by a manager
mutually authenticated by a predetermined certificate

authority.

15 11. An information processing apparatus comprising an

integrated circuit device as set forth in claim 1.

12. An information processing apparatus according to claim
11, wherein the information processing apparatus is an

20 information storage medium.

13. An information processing apparatus according to claim
12, wherein the information storage medium is a storage
medium in the form of an IC card.

25



15 the user matches the personal identification code set for one of the
directories, all applications and sub-directories wunder the directory are
set to be-,.,-accessible. 17. A nenory managenent method for an infornmation
storage 20 device according to claim14, further conprising a private key
setting step of setting, for each application allocated to the nmenory
region, a private key for authentication, wherein, in the
accessibility/inaccessibility managi ng step, the inaccessible application
is set to be accessible 25 when the-i ggceessible application is nutually
authenticated - 71 by a predetermned certificate authority using the
private key. 18. A nenory managenent nethod for an information storage 5
devi ce acgordi to claim15, further. c rising,a_private Kkey setting
step of sg)ti ng%?%?r%a%ﬁn%%%rf‘?%étT%{\h%‘ggpﬁfr%%tb?gg‘élf‘ﬂ)i:%?eﬂt 52¥fe nenory
region, a | yate aut hentication, wherein, in the

Cessi by PP haes et flre

accessi bi i hacc ty managing 10 step, the inaccessible

application or 'rﬁﬁgpr i t S| . whe i.paccessi bl e
application ora g‘l‘e{ ect orgyl%icéﬁu%%%% ao?lcﬁaglﬁlc%%a e%g]ba[; @Q‘g"r’éﬂe M hed

certificate authorhty; lstdgpthe private key. 15 19. A nmenory managenent
nmet hod for an information storage device according to claim 14, further

tcgrrgre i5Si NG an AasHnMAeME L Sk Oforf A NG BACh ReoEss | P & appldgation
for each application allocated to the memory region, a
personal identification code for controlling the right to
access each application; and
an accessibility/inaccessibility managing step of
10 managing each application allocated to the memory region to
be accessible/inaccessible,
wherein, in the accessibility/inaccessibility managing
step, each application for which the personal identification
code is set is set to be inaccessible in a default setting,
15 and, in response to the fact that the personal
identification code input from a user matches the set
personal identification code, the corresponding application

is set to be accessible.

20 15. A memory management method for an information storaée
device according to claim i4, wherein, in the memory
allocating step, the memory region is allocated to each
application in a hierarchical manner using directories,

in the personal identification code setting step, the

25 personal identification code for controlling the right to



i naccessible in response to cutting off the power to the information
storage device. 20 20. A nenory nmanagenent nethod for an information
storage device according to claim 15, further conprising an access
denying step of causing each accessible application and directory to be
i naccessible in response to cutting off the 25 power to the information
storage device. - 72 21. A nenory managenent nethod for an information
storage device according to claim 14, further conprising: a
nunber-of -i nput-failure storing step-offgostoring the 5 nunber of failures
of input of the personal identification code for each application
allocated to the nennry region and a

maxi mum per m ssi b -of - i nput - f ure settin setting the

ot mim PRSI R Ber ot T (L r45ERFE| hp febr EoheStef cona
|dent!f|c§ééf c§99§nf9£%Q$f€ $89§%ca gn all ocated to the nenory region,

wher ei n e accessi teSS|b|I|ty nanaglng step, the
application inwh

4 ry HE%? t he maxi num
perm ssi bl e nuﬁber of%gﬁiﬁggﬁ% é% ﬁé@ces&qﬁﬁngﬁ%pV\nennry
wanagerrer@a@i?t;wli@st%hlm@ra@éé@@o&%@g%w@eﬂEﬁeaﬁgiﬂwﬁ g to claim 15,

further conprising: a nunber-of-input lure storing step of storing the
5 identification code is set is set to be inaccessible in the

default setting, and, in response to the fact that the
personal identification code input from the user matches the
set personal identification code, the corresponding
application or directory i1s set to be accessible.

10
16. A memory management method for an information storage
device according to claim 15, wherein, in the
accessibility/inaccessibility managing step, in response to
the fact that the personal identification code input from

15 the user matches the personal identification code set for
one of the directories, all applications and sub-directories

under the directory are set to beiaccessible.

17. A memory management method for an information storage
20 device according to claim 14, further comprising a private
key setting step of setting, for each application allocated
to the memory region, a private key for authentication,
wherein, in the accessibility/inaccessibility managing
step, the inaccessible application is set to be accessible

25 when the inaccessible application i1s mutually authenticated



20 nunber of failures of input of the personal identification code for
each application and directory allocated to the nenory region; and a

maxi mum per m ssi bl e- nunber-of -input-failure setting step of setting the
maxi mum perm ssi bl e nunber of failures 25 of input of the personal
identification code for each - 73 application and directory allocated to
the nmenory region, wherein, in the accessibility/inaccessibility managi ng
step, the application or directory in which the nunber of input failures
has reached the maxi num perm ssi bl e aumber of 5 inputs is set to be

i naccessi ble. 23. A nenory nmanagenent nethod for an information storage
devi ce according to claim 14 or 15, further conprising a
nunber-of-input-failure. initializing step of clearing the 10 nunber of
nput 1 ai Tr e STER BT TheS Rhinbet CBrS | ABURO T BY | 47 61 BRF R SY2Feby a
manager r&%%ally aut henticated by a predetermned certificate authority.
24. A nobiT® term nal apparatus conprising: 15 a sem conductor integrated
circuit device having a nenory region; .one or nore applications allocated
to the nmenory region, wherein the right to access each application is

control | efh, bya andifS SPNAndgamdnt I £ALAOR 988, 20, A ML £] S3S LB eod ace for
enabl ing the sem conductor “integrated circuit dgblce to per?orn1éﬁreless
commusl Cadd¥ite according to claim 15, further comprising a private
key setting step of setting, for each application and
directory allocated to the memory region, a private key for
authentication,
wherein, in the accessibility/inaccessibility managing
10 step, the inaccessible application or directory is set to be
accessible when the inaccessible application or directory is

mutually authenticated by a predetermined certificate

authority using the private key.

15 19. A memory management method for an information storage
device according to claim 14, further comprising an access
denying step of causing each accessible application to be
inaccessible in response to cutting off the power to the
information storage device.

20
20. A memory management method for an information storage
device according to claim 15, further comprising an access
denying step of causing each accessible application and
directory to be inaccessible in response to cutting off the

25 power to the information storage device.



with an external apparatus; a wired interface for performng wred

comuni cation wth the sem conductor integrated circuit device; 25 user

i nput nmeans for inputting, froma user, the - 74 personal identification"
code and ot her data; checking neans for transferring the personal
identification code input fromthe user input neans via the wred
interface to the sem conductor integrated circuit 5 device and for checking
the personal identification code wth a personal identification code for
each application allocated to the nemppy-region; and access-right control
means for giving, as a result of checking by the checking neans, a right
to the user to 10 access the application in which the personal
identification codes match each other. 25. A nobile term nal apparatus
according to claim?24, wherein the access-right control nmeans permts the

external 15 apparatus to access .the ation for which the access right
is given 2\]/]i ‘a the Wrel e asnﬁ%‘?né?qtaéféeﬁ&%iﬁgfc% 8l e]s%tr OTMHMAT TS 26. A

nobi | e t ey Q%Il 2 Cpoarrﬁntégt&cc&rac&[pgl% o] f:u mrgiﬁoﬁalrm%ﬁl n, in response to

detectlng no roma VWaVvES Tom ‘ar at us connect ed

via the wirelessunalepageoute 3Gaess <t QE}, CQRLEOL, ATRINL St QLT nes that

a series of transactions r to the |cat|
5 number of failures of input of the personal identification

code for each application allocated to the memory region;
and

a maximum-permissible-number-of-input-failure setting
step of setting the maximum permissible number of failures

10 of input of the personal identification code for each

application allocated to the memory region,

wherein, in the accessibility/inaccessibility managing
step, the application in which the number of input failures
has reached the maximum permissible number of inputs is set

15 to be inaccessible.

22. A memory management method for an information storage
device according to claim 15, further comprising:

a number-of-input-failure storing step of storing the

20 number of failures of input of the personal identification

code for each application and directory allocated to the
memory region; and

a maximum-permissible-number-of-input-failure setting
step of setting the maximum permissible number of failures

25 of input of the personal identification code for each



the access right is given has term nated and perfornms 25 transaction
termnation processing. - 75 27. A nobile term nal apparatus according to
claim?24, wherein, in response to receiving no response within a
predeterm ned period of tinme in response to a command sent 5 fromthe

sem conductor integrated circuit device via the wreless interface, the
access-right control neans determnes that a series of transactions
between the external apparatus and the sem conductor integrated circuit
device, which are connected with each ggher via the wireless 10 interface,
has term nated normally or abnormally and perforns term nation processing.
28. A nobile term nal apparatus according to claim24, further conprising:
15 person iggntification.codg?regé registering in

[ f [ ng
advance tTePpersonar ?%%n?%¥?? t9n i%ergggqngggé%egbﬁp?g tF%ﬁ}?%rogram
: : : d ' ti.f.i.cation code i.nput. means for
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5 inputs is set to be inaccessible.

23. A memory management method for an information storage
device according to claim 14 or 15, further comprising a.
number-of-input-failure initializing step of clearing the
10 number of input failures stored in the number-of-input-
failure storing step by a manager mutually authenticated by

a predetermined certificate authority.

24. A mobile terminal apparatus comprising:

15 a semiconductor integrated circuit device having a
memory region;

.one or more applications allocated to the memory region,
wherein the right to access each application is controlled
by a personal identification code;

20 a wireless inferface for enabling the semiconductor
integrated circuit device to perform wireless communication
with an external apparatus;

a wired interface for performing wired communication

with the semiconductor integrated circuit device;

25 user input means for inputting, from a user, the



driven by receiving power using wreless communication with the external
apparatus. 30. A nobile term nal apparatus according to claim?29, 5
wherein, in response to being connected to the external apparatus via the
wireless interface and thus receiving power, the sem conductor integrated
circuit device notifies via the wred interface of the necessity to input
the personal identification code for accessing the nenory region. 10 31. A
sem conductor integrated circuit device enbedded in a nobile termna
apparatus as set forth in claim?24. 3274A_sem conductor integrated circuit
device according to 15 claim 31, conprising a nenory region to which one
or nore applications are allocated, wherein the right to access each

application is control]led by a personal identification code. 33. A

senicondd%?%ﬁo?%fe é%?%ﬂgﬁ?gEh?E ﬂ%@?c@n%c% Y ng2td’ 20 claim 31,

conprising a w.reless interface for performng . wreless conmunication and a
TET W
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CIrCubt device and for checking the personal identification code

with a personal identification code for each application

allocated to the memory region; and

access-right control means for giving, as a result of
checking by the checking means, a right to the user to

10 access the application in which the personal identification

codes match each other.

25. A mobile terminal apparatus according to claim 24,

wherein the access-right control means permits the external
15 apparatus to access the application for which the access

right is given via the wireless interface using wireless

communication.

26. A mobile terminal apparatus according to claim 24,

20 wherein, in response to detecting no electromagnetic waves
from the external apparatus connected via the wireless
interface, the access-right control means determines that a
series of transactions related to the application for which
the access right is given has terminated and performs

25 transaction termination processing.



5 device to performw rel ess comuni cation with the external apparatus and
awred interface for performing wwred comunication with the

sem conductor integrated circuit device in the nobile term nal apparatus,’
one or nore applications being allocated to the nmenory 10 region, wherein
the right to access each application is controlled by a personal
identification code, the conmunication nethod conprising: a user input
step of inputting, froma user, the personal identification code; 15 a
sendi ng step of sending the personal -idegntification code input in the user
input step via the wired interface to the sem conductor integrated circuit
devi ce; a checking step of checking the personal identification code input
in the user input step against a personal 20 identification code for each
application allocated to the nenory region; and an access-right control

o2 0 A g R SRR o L
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application for which the access right 1s given
5 from the semiconductor integrated circuit device via the

wireless interface, the access-right control means

determines that a series of transactions between the

external apparatus and the semiconductor integrated circuit

device, which are connected with each other via the wireless
10 interface, has terminated normally or abnormally and

performs termination processing.

28. A mobile terminal apparatus according to claim 24,
further comprising:

15 personal identification code registering means for
registering in advance the personal identification code for
each application;

program activating means; and
personal identification code input means for inputting

20 the personal identification code for the corresponding

application in accordance with the activated program to an

IC chip via the wired interface.

29. A mobile terminal apparatus according to claim 24,

25 wherein the semiconductor integrated circuit device is



via the wireless interface using wreless communication. 36. A

communi cation nethod using a nobile term nal apparatus according to claim
34, wherein, in the access 10 right control step, in response to detecting
no electronmagnetic waves fromthe external apparatus connected via the
interface, it is determned that a series of transactions related to the
application for which the access right is given has term nated, and
transaction termnation 15 processing is perforned. 37. A conmunication
met hod using a nobile term nal apparavas-according to claim 34, wherein,
in the access- right control step, in response to receiving no response 20
within a predeterm ned period of tinme in response to a command sent from

the sem c i ted circuit . device via the wireless interface, it
is deter rrcl?llr.l&gge% ﬁga"f %égeg%‘ﬁ%(g %#W?Igauns"s%nc i DR BET e P WAt St B hat L "hpar at us
and tm3Eﬁ%ﬁé§¥5¥ﬁéf"a'%§f%¥é§?d circuit device, which are 25 connected

re

with each other viath ess interface, has - 79 termnated normally
or abnormally, and term nation processing is perforned. 38. A communi cation
met hod using a nobile termnal 5 apparatus according to claim 34, further

conpr i si gy, 3 PHSHNAL {lanidd ] CHIHL CRIS del oLl 109 1oy Ofo, T egi stering
i n advance the personal identification code for each application;
5 wherein, in response to being connected to the external
apparatus via the wireless interface and thus receiving
power, the semiconductor integrated circuit device notifies
via the wired interface of the necessity to input the
personal identification code for accessing the memory region.
10

31. A semiconductor integrated circuit device embedded in a

mobile terminal apparatus as set forth in claim 24.

32. A semiconductor integrated circuit device according to
15 claim 31, comprising a memory region to which one or more
applications are allocated, wherein the right to access each

application is controlled by a personal identification code.

33. A semiconductor integrated circuit device according to
20 claim 31, comprising a wireless interface for performing
wireless communication and a wired interface for performing

wired communication.

34. A communication method using a mobile terminal

25 apparatus having a semiconductor integrated circuit device



a program activating step; and 10 a personal identification code input step
of inputting the personal identification code for the correspondi ng
application in accordance with the activated programto the sem conductor’
integrated circuit device via the wired interface. 15 39. A conmunication
met hod using a nobile term nal apparatus according to claim 34, further
conprising a notification step of notifying, in response to the fact that
the sem conductor integrated circuit device is connected to 20 the external
apparatus via the wireless interface-and thus receives power, of the
necessity to input the personal identification code for accessing the
menory region on an IC chip via the wired interface.

which has a memory region and which communicates with an
external apparatus,

the mobile terminal apparatus including a wireless
interface for enabling the semiconductor integrated circuit

5 device to perform wireless communication with the external

apparatus and a wired interface for performing wired
communication with the semiconductor integrated circuit
device in the mobile terminal apparatus,

one or more applications being allocated to the memory

10 region, wherein the right to access each application is
controlled by a personal identification code, the
communication method comprising:

a user input step of inputting, from a user, the
personal identification code;

15 a sending step of sending the personal identification
code input in the user input step via the wired interface to
the semiconductor integrated circuit device;

a checking step of checking the personal identification
code input in the user input step against a personal

20 identification code for each application allocated to the
memory region; and

an access-right control step of giving, as a result of
checking in the checking step, a right to the user to access
the application in which the personal identification codes

25 match each other.
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35. A communication method using a mobile terminal
apparatus according to claim 34, wherein, in the access-
right control step, the external apparatus is permitted to
access the application for which the access right is given

via the wireless interface using wireless communication.

36. A communication method using a mobile terminal
apparatus according to claim 34, wherein, in the access-
right control step, in response to detecting no
electromagnetic waves from the external apparatus connected
via the interface, it is determined that a series of
transactions related to the application for which the access
right is given has terminated, and transaction termination

processing is performed.

37. A communication method using a mobile terminal
apparatus according to claim 34, wherein, in the access-
right control step, in response to receiving no response
within a predetermined period of time in response to a
command sent from the semiconductor integrated circuit
device via the wireless interface, it is determined that a
series of transactions between the external apparatus and
the semiconductor integrated circuit device, which are

connected with each other via the wireless interface, has
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terminated normally or abnormally, and termination

processing is performed.

38. A communication method using a mobile terminal
apparatus according to claim 34, further comprising:

a personal identification code registering step of
registering in advance the personal identification code for
each application;

a program activating step; and

a personal identification code input step of inputting
the personal identification code for the corresponding
application in accordance with the activated program to the
semiconductor integrated circuit device via the wired

interface.

39. A communication method using a mobile terminal
apparatus according to claim 34, further comprising a
notification step of notifying, in response to the fact that
the semiconductor integrated circuit device is connected to
the external apparatus via the wireless interface and thus
receives power, of the necessity to input the personal
identification code for accessing the memory region on an IC

chip via the wired interface.



