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[ 0001] i instruction in a conputer proces®dr per i es of
operatigﬁg%ﬁ§?®h m croi nstructions that define each oper%??§%°%g%§% encoded
in a non- volatile storage area in the formof mcrocode. The m crocode
defines all or a portion of the executable instruction set for the
processor, and mMECROGEODE PATCHaAWPHENTIGATI@N are not

i npl enented in software-accessi ble code. The m crocode is typically placed
10 in a read-only nenory (ROM wthin the processor at the tinme the
processor is manufactured. However, m crocode sonetines needs to be

nodi fied after the processor is.  manufactured, and even after the processor
has been placed into operationﬁhwpgﬁyﬁgﬂgu)patches al | ow such nodification
by inserting new mcroinstructions in place of the original

m croi nstructions. The m crocode patches can be delivered to the processor
in various 15 ways (such as by bei ng downl oaded over a communi cati ons
channe[0001st al | AdyjigalanstArctibg én a teRpiMicE pradessor pdifantisdedries bH an operating
systen), and are then stored in the processor for operational use. Since

the m grpaRMe, WdVhiGoMRiulfons 3%t la¥ifd LRhSPeraltbh B@&g%ccﬁ’@éd%%%on@r e

typically placed into a patch nmenory wthin the prdcessor, such as a

rando e I «and references 1 he~modified .

cr o TOEPE SRR SRR TR AR B RRPHORSE  he rOW

Becaus% t he patch RAM nmay be volatile, %ﬂﬁ g%cro ode gatches are usually
the ex erufablningiruqriog s IQr fhepreeassar. Ry B3P FRHNSYLTEA OPERNER] , and are

fggggg into the patch RAM when the systemis booted. [0002] If a processor
i s to thet ayesat implemevedinsomare-arneesitle codg. | hesminseendetiy typiralis plassd shoul d be
taken in the design of the software and/or hardware to provide |I WO
037008 80 hGead=dh WM EYFROM) within the processor at the time the processor is
manufactured. However, microcode sometimes needs to be modified after the processor is
manufactured, and even after the processor has been placed into operation. Microcode
patches allow such modification by inserting new microinstructions in place of the original
microinstructions. The microcode patches can be delivered to the processor in various
15 ways (such as by being downloaded over a communications channel, installed by a service
technician, or provided with an operating system), and are then stored in the processor for
operational use. Since the microcode ROM cannot be easily altered, microcode patches
are typically placed into a patch memory within the processor, such as a random-access
memory (RAM), and references to the modified microinstructions are redirected into the
20 patch RAM rather than the ROM. Because the patch RAM may be volatile, the
microcode patches are usually stored either on disk or in the Basic Input-Output System
(BIOS), and are loaded into the patch RAM when the system is booted.

0002 If a processor is to be used in a secure environment, various securit
P . y

measures should be taken in the design of the software and/or hardware to provide



protection against tang..ing wi th the operation of secure features. The
u

ability una orized m crocode patches i SSOr
represerﬁ‘g %{88%% that a hostile attacker nmay thwart coﬁé@ﬁﬁ%‘ﬁ’ﬁf"
security neasures 5 BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0003] The invention
may be understood by referring to the foll ow ng description and
acconpgnyieniiordagamsn gsnpenmi vatletheoperation iof theskecwat deantesd The abdityfo inkert
invention. 10 [0004] Fig. 1 shows a bl ock diagramof a systemto validate

and i nsirmbthofiz&d M@@degﬁf&leﬁﬁ}to age&:re@hoa Gepr&scAROneRRAthER hostile ith@ker
|nvent|on [0005] Fig shows a bl ock diagramof a systemto convert

m crocqg %véxﬁfo?la &Cﬁﬁﬁ%gﬁ%f‘{sm for delivery, according to one

enbodlne e |nven Ion Fig. 3 shows a patch package contai ni ng
el ement s dellvered fromthe 15 systemof Fig. 2 to the systemof Fig. 1,
according to one enbodi rent of the invention. [0007] Fig. 4 shows a flow
chart of an overall process for preparing, delivering, and validating a
pat éh package, according to one enbodi nent of the invention. 100081 Fig. 5
shows a flow chart of a process for preparing a patch package, according
to one enbodi nent of BREEF DESCRIRTICN QOTHE DRAOWIBGS ows a flow chart of
a process for validating a patch package, according to one enbodi nent of
the invention. 25 2 WO 03/088019 PCT/ US03/ 09640 DETAI LED DESCRI PTI ON [ 0010]
In the follomjng description, nunerous specific details are set forth.

Hoveverp, VL s “”ﬂ’r“eﬁﬁ%é’rﬁ%ntrﬂﬂl bEIRRILIESD 5 redlimihB %o HYBNbLAE dR¥riftfon

practi

and accompanying drawings that are used to illustrate embodiments of the invention.

10 [0004] Fig. 1 shows a block diagram of a system to validate and install microcode
patches, according to one embodiment of the invention.
[0005] Fig. 2 shows a block diagram of a system to convert microcode patches into
a secure form for delivery, according to one embodiment of the invention.
[0006] Fig. 3 shows a patch package containing elements delivered from the

15 system of Fig. 2 to the system of Fig. 1, according to one embodiment of the invention.
[0007] Fig. 4 shows a flow chart of an overall process for preparing, delivering,
and validating a patch package, according to one embodiment of the invention.
[0008] Fig. 5 shows a flow chart of a process for preparing a patch package,
according to one embodiment of the invention.

20 [0009] Fig. 6 shows a flow chart of a process for validating a patch package,

according to one embodiment of the invention.
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5 t.hese specific det ai.. I n other instances, wel |glknown circuits,
struct ungg oapskojechni ques have not been shown in ®€tail i)&g%(g}zr not to
obscure an understandi ng of this description. References (ge40

enbodi nent”, "an enbodi nent”, "exanple enbodi nent", "various enbodinments”,
etc., indicate that the enbodi nent(s) described may include a particul ar
feature, structure, or charBETALED PESGRIRKHONVery enbodi ment necessarily
i ncludes the 10 particular feature, structure, or characteristic. Al so, the
features, structures, or characteristics described for different

enbodi nents nmay be conbined into a single enbodinent. Further, repeated

use of 10D Pr asanhe A AIRRLIR nyfORRs B9LoinDBEERSAE LVRERT o TO the

sanme enbodi ment, although It nm 1 rences herein to cryptography

may in h.of .encryption 5.and.decryption.. References herein
1o+ oyttt s Mo Sb0a et SRR LY B e B i BhticIE Y B bR ORI o 1o
crygt og%eg?hi c.techni qties in.which the same key is used for encryption and
t he’as SREY ?llﬁpt P Sther Mstanges. Welldgaw sircaits sty prssoanddechmigies ( DES)
published in 1993 as Federal Information Publishing Standard FIPS PUB 46-2,
and Ado¥hraddeemshoyt inaletadtiamadar dof KES)scursuin|ung brsthniding2Fakis dsscripBSn PUB 197,
are exanples 20 of symretric cryptography. .Reference herein to "asymetric"
crypt oBefipénces keftme enbodin@it?, 0'an efbodiaseny Dt tiinple @iBbdinter”, YPAgkaphi ¢
techniques in which different but related keys are used for encryption and

t he assmﬁb@ihﬁﬂtsdpaé.yﬁhi&&th§t|0t|hsgh1'b8&'1meﬂ'tt@i !ti& g%’q' ma A&%@ﬁ%ﬂi }?a&g%iar

techni ques, including the well-known R ves

t echni . ASY tric cryptqography. One of .the two rel ated
coys of e JBeBNE O LAl Y B ey BB sy apidbS s o 1 ae
pr'¢/ate e%ax({)ecause it is WD 03/,088Q19 PCT/ US03/ 09640 generally kept

selt et PAUGHAT 1CRRIS SHEFIUIG G Pharaclensiic e dhiQ thasfeaturtsp Siectkes dfbecause it is
general |y made freel_%/ avai |l able). In sonme enbodinents either the private or
publ i cChegagteristics described for different embodiments may be combined into a single

embodiment. Further, repeated use of the phrase “in one embodiment” does not
necessarily refer to the same embodiment, although it may.
[0011] References herein to cryptography may include one or both of encryption
15 and decryption. References herein to “symmetric” cryptography, keys, encryption, or
decryption, refer to cryptographic techniques in which the same key is used for encryption
and the associated decryption. The well known Data Encryption Standard (DES)
published in 1993 as Federal Information Publishing Standard FIPS PUB 46-2, and
Advanced Encryption Standard (AES), published in 2001 as FIPS PUB 197, are examples
20  of symmetric cryptography. Reference herein to “asymmetric” cryptography, keys,
encryption, or decryption, refer to cryptographic techniques in which different but related
keys are used for encryption and the associated decryption. So called “public key”
cryptographic techniques, including the well-known Rivest-Shamir-Adleman (RSA)
technique, are examples of asymmetric cryptography. One of the two related keys of an

25 asymmetric cryptographic process is referred to herein as a private key (because it is
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may be used for encryptgmn while the other key is for the associ ated
decryption. %012} E iments of the invention may" be inmplenented in one
or a 5 cOMIPMEon of hardware, firmuare, and software. ERbEHSRECA of the
invention may also be inplenmented as instructions stored on a

machi ne-readabl e medi um which may be read and executed by at |east one

pr oces sgenetablykepf secrat), hed teetlnriken ss sésoad toed alpabbc key dhecawseht ise- r eadabl e
medi um may i nclude any mechanismfor storing or transmtting information in

a for mdeasaiih adefrelRediabie). (B @me nbaliBLHE eitherfthé pAX&ERI ublic X@chi ne- 10
readabl e nmedium may include read only nenory (ROM; random access nenory

(RAM ; j I r ke, | | B ash nmenory
tovi esT EFEToE Rt R BETRT kORI 630 13 REAHPCAR dhorp RN ot e
si gnal g., cagrier. waye infrared signal digi.tal signals, etc.),
and ot HEPEI"; o7 SEbENmSHE St BARTE ma? bE REPRABIE AT B8l ve i he
encodi ng and/ or 15 decoding of a mcrocode patch (also referred to herein
si nfl y easntinatjostadhaydvaage firawarpeand saftvire mbedimgnisod the Bveationsmgy) i d
before being installed in a target processor (a processor in which the
pat ch iasd bt mrpledented beinssedjons Bcatiomg htebindireadabieymediomy sdhidrmapbe nor e
of . 1) encryption/decryption, 2) the use of cryptographic hash functions,

3) the Mg®aft exedii@lbdlat MagisilePprécessdtto peord\tHeIpBfitiofy 8ERMbes hedem. system i n
which the patch is to be 20 installed, while an originating systemis the

system &ﬁﬁ%ﬁ@@?eﬁhﬁn Hﬁ&g{gﬁlﬁgﬁf ax%g:;?xgﬂﬁanisﬂ?fo& ‘é%gtgg tltaﬂﬁnhgﬁ%et system

In one e conmon es 1s pro for articular

type of. co ter syste re "type" may indicate particul ar ..

goner atTGTAoS G § 1 bt = piabBie (T asPRRbBEE ApraRdefe ¢ Haching

nunber, etc. Once a patch is produced, it may be encoded in the manner

destr i beelabls BpdiupEmay @cwedéacr ey paeery AROME randlent ancges mepenERAYd  whi ch

it is intended. Wthin each target system 4 WO 03/088019 PCT/ US03/ 09640
magnetic disk storage media; optical storage media; flash memory devices; electrical,

optical, acoustical or other form of propagated signals (e.g., carrier waves, infrared
signals, digital signals, etc.), and others.
10013] Various embodiments of the invention involve the encoding and/or

15 decoding of a microcode patch (also referred to herein simply as a ‘patch’) so that the
patch can be authenticated as valid before being installed in a target processor (a processor
in which the patch is intended to be used). Encoding/decoding may include one or more
of: 1) encryption/decryption, 2) the use of cryptographic hash functions, 3) the use of

" digital signatures, 4) etc. A target system is the system in which the patch is to be

20  installed, while an originating system is the system that prepares the patch for secure
delivery to the target system. In one embodiment, a common set of patches is produced
for a particular type of computer system, where *‘type” may indicate a particular
generation, a particular model number, some category within the model number, etc.
Once a patch is produced, it may be encoded in the manner described herein before

25 delivery to each of the target systems for which it is intended. Within each target system,
4




one or nore patches ma.)e decoded and installed a,descri bed herein so

t hat t hewgpdudzeme becone an operational part of th targe%C Xl%lbflﬁq“ 00141
Any conveni ent method of delivery may be used, including but not 1imted

to delivery over a comunications link, installation by a technician,
inclusign in an 5 erating, system by the manufacturer of that operating
system Th¥Y Iﬂi‘gfedﬁmﬁﬁ’s Ay Re; d@"‘%/cf?ﬂli‘f]d "}o/%ﬁIGEltaS Sesanbgst heyeasso that the payshes
delivered, the patch nmay be stored in its encoded form wuntil it is

oper at i BFfRRISAT opsrationakparyfdhetargstaystémst al | ati on i ncl udes decodi ng t he
encoded patch, validating that the patch is authorized, and placing the
patch i 034k pat c Anyeonvgnient Weeklicdiadfidedvergymdynisd wide, Btlubare vt nboihied . 1)
determ ning that the patch has not been 10 nodified since it was prepared

for del ion%ENeliyfbvtePQc%hﬁnﬂ}%ﬁbﬁ“lhﬂé{ﬁ{s%ﬁ‘i’ati&'ﬂgyg)lecqilﬁg:?z{nrgﬁﬂgl&gclg]n hh@at the patch

“ was prepared in an authorized system In one enbo nt, the encoded patch

IS s§or i i f,1he target system.to be aperationally
i nst%al I%%ré}g]gdg\ygﬂé I(flltorlg)f ﬂg@%{ﬂggﬁ% og'et‘l&#% op Frﬁﬁng ﬁ%St%'éslt‘léﬂihog 1{563’?% MY, anot her
enbodi ment .. the d, patch i.s operationally installed in non-volatile
paton nonevaEmRIBRE e B3 el iFerdhabs pigh mes huredini cncodebism | 00151
Fig. I shows a bl ock diiagramof a systemto validate and install m crocode
pat chestintiadds pasratonadlydnsalisdp Sermtionalonsta iatianivelntésodecoding theericoledst r at ed
enbodi ment of Fig. 1, system 100 includes a processor 110, chipset 130,

di sk 14@fchywalidategtiray thicStutclein duthorized, ahd plabipshé pitek fras @ phlcRMerhdry) 160.
Processor 110 may i nclude m crocode ROM 20 112, a patch nenory 114, a

secur e vahatiig iih§ indiidk EfRr 6 baTRLE 15 AR rrhifng Hat RSkt pncl ude BI G5
132. A patch package, described |at Zr, may bge stor?ﬁﬁi’ﬁﬁgt}lgﬁeaegt one of

nonvol e S Saae praRRaRF afifeh B oS kbR Sl R eng AL heE Rinines
sequendl SHERAET YR EhePRe TR A sitiem ook SOPeU BT e pkeded | n
parti le)lat%fl ise gtgrct)e((jiiorrrledrxlgk (t)rhi?l tl?eelgij(gggtg thie ?ariggti styistae}n?(tjo ll))g ogégt(i::r}aill;?ns?alisegeig @l
volatile patch RAM each time the system is booted. In another embodiment, the encoded
patch 1s operationally installed in non-volatile patch memory and is not reinstalled during
15 subsequent reboots.
[0015] Fig. 1 shows a block diagram of a system to validate and install microcode
patches, according to one embodiment of the invention. In the illustrated embodiment of
Fig. 1, system 100 includes a processor 110, chipset 130, disk 140, main memory 150, and
communications interface (Comm I/F) 160. Processor 110 may include microcode ROM
20 112, a patch memeory 114, a secure memory 118, and one or more keys 116. Chipset 130
may include BIOS 132. A patch package, described later, may be stored in at least one of
disk 140, BIOS 132, or another part of system 100 that includes non-volatile storage.
[0016] In some embodiments, the operations of decoding, validating and installing

the patch may be performed by a sequence of microinstructions contained in microcode

25 ROM 112. In a particular embodiment the sequence is initiated by executing a special
5




5 WO 03/088019 PCT/ USO 9640 instruction that tra ers execution to the

entry point of the seq ce. In another particul ar nbodi nent the sequence

i s initi%PAH91% esponse to writing a predetermned val ueP¢HUFI3/09640

predet erm ned section of a nachine-specific register (MSR). O her nethods
may al so be wused to initiate the sequence. 5 [0017] The data being

oper at dflstijeaion cha tragsfeBexdatoditmthe enalyi pobarttiof ghesseduéntst &b hnother pfticida pat ch
may be |l ocated in secure nenory 118, which may be secured in a manner that

makes i dmubaauaithRbiRubfle iaGEEREd RYreBRiiss BEWHENE @ PeadetdimSizEyatuBiedi MeNnt s
secure nmenory 118 may contain, at various tinmes, the encoded patch, the

decode . Y| i : ri ] f encoded
pat ch. HrRednabSaibRbEt M BReghE . RIS eriREROhEBad b te, '
capaci t éo hold all of the aforenentioned patches and/or interim products,
and nay!sed HAMIEHBESPYUDSHt ai n only portions of one or nore of the encoded .
patch, decoded patch, and the interim products..[0018] In one enbodi nent,
secur e [#8Hlry 116Thesdata beitii oneretgd RARN disripe (he deppding iidpingpndyssialing t her

i nside or outside of processor 110, that is used only for 15 secure

oper at igfiise pdtch mapbbéscaesiiadecreamensey Ui & wikinibmay be8ecged irdethaoa¢rdtiatcache

of processor 110, and access to the dedicated cache is blocked to all other

oper at i filss Hhida P 1abld for d66R8 b Hon-¥@urdléddeNdn soMe einbslhdritigetfe t he pat ch.
O her enbodi nents nay use ot her mnethods of providing secure nenory 118

durin ri rat) : Qﬁ!’éhq M Lugtrate
par!ti gurfngrrﬁo%ﬁl;igét:'n %@%{n?ﬁg,[zﬁé)raﬁ g%stghgsg |Jncerfr%'%)§ yghéi%ez&%gh %tgg%}bﬁ’lggra examf)l 2,
i n one .emhodi nent, BI 132 be included,i 110 d th
oo RS RS R e PRk e S PR RS Sl e e
are one or nore security keys (values that are _used in encodi ng and/ or
deciddi regyure meemays é8 sleesnas Hgueieray gh $apacaiy de beld alhef the aforementione

patches and/or interim products, and may simultaneously contain only portions of one or
more of the encoded patch, decoded patch, and the interim products.
[0018] In one embodiment, secure memory 118 is a dedicated RAM memory
which may be disposed either inside or outside of processor 110, that is used only for

15  secure operations. In another embodiment, secure mel;xaory 118 is a dedicated cache of
processor 110, and access to the dedicated cache is blocked to all other operations during
the decoding, validating, and installing of the patch. Other embodiments may use other
methods of providing secure memory 118 during the described operations.
[0019] Although system 100 illustrates a particular embodiment, other

20 embodiments may also be used. For example, in one embodiment, BIOS 132 may be
included in processor 110, and another embodiment may not have a chipset 130.
[0020] In one embodiment, keys 116 are one or more security keys (values that are
used in encoding and/or decoding) that have been embedded in processor 110.
“Embedded” keys are manufactured into the processor 110 in a manner that prevents them

25  from being changed by system 100’s software and that prevents them from being read by
6




" Enbedded" keys are ma.‘ actured into the processq@ai10 in a manner that

pr event swioghgmedhef r om bei ng changed by system 100 soft\/\g{s@ﬁ Ogr(,ﬂfat
prevents them from being read by 6 WO 03/088019 PCT/ US03/ non-secure

software. In a particul ar enbodi nent, enbedded keys may not be read

directl by any software, hut one or nore particular instructions may
cause ax%ﬁ%ﬁ"fq ﬂé‘f‘?ﬁ%\g@ aried]an enodimentembeddsd keyy oy peidye nad difestly f or
use in a decodi ng sequence. [0021] In one enbodinent, a particul ar enbedded
key is Bhambiolerase, b oregsmprsrparticular ingietiens mey caupprsgecfihembeddpdr i t hm
with the other of the two keys being kept in the patch origination system
under skaytpdedmansieotd into oteohirdwarnfoedidiantidecadipgkéquettar enbedded key

i ncl udes a hash value of a public key for an asymetric cryptographic

al gori tjsoR1)t he publdre k@bdifimoa ﬁiﬁhEM%]{ éﬂbé@d&@k&ﬁﬁb@ﬁggﬁ@g@%&?bo%?e[ ]

enbodi mrents may include other types of keys as e

SO e i LGl e S _J ted in.nonvolatile stora such as
road only i bR i IR, et of PR e hg Rt itect ure. “a
pat ch be.placed in tch nmenor 14 for systemoperation so that in
res ponéjg‘%1 oorég"ﬁ)aé‘f)&s@ﬂﬁ@ ‘P“?Jﬁr Sffc‘é'@ccf’f%ﬂﬁ&f‘ aRes Srebodinerb dpagiculae 1 ef er ence
is redirected to patch nenory 114 to access the nodified mcrocode. In one
embodi rfEMcdded kay ineladesa hash viahelof deublakey 05 annsymmetrratryptogsphiest al | ed in
the RAM of patch nenory 114 each tinme the system 100 is reset and/or

r eboot edgoritimathe philic leeybledigréelivepaitwith thenesociatddipdtes| OdRS embb@iRer® atil e
formof nenory such as flash nenory, and once installed, each patch remains

intact m in@l@ﬂ@bth@?@éé’oﬂﬂe%rs%&ﬂnbedd&@kE?&.Ch is replaced by a subsequent
patch. [0023] Before installation, an encoded patch nmay be stored in

ly @~ 3 di sk 0, b ded
MO UAES® "ETHE Vr 2O A, P TP S o 0020,

and val'idated e time the pat¢ C
enbodi TeRha o I%EI%Qr)I (R%malli:’(!l cczzasnn\tl)te éj lrrecrgfi)yaltgreed after manufacture. A patch

may be placed in paich memory 114 for system operation so that in response to a reference
to a section of modified microcode, the reference is redirected to patch memory 114 to
access the modified microcode. In one embodiment patch memory 114 includes RAM,

15 and the patch is installed in the RAM of patch memory 114 each time the system 100 is
reset and/or rebooted. In another embodiment patch memory 114 includes a non-volatile
form qf memory such as flash memory, and once installed, each patch remains intact in
patch memory 114 until the patch is replaced by a subsequent patch.

[6023] Before installation, an encoded patch may be stored in non-volatile memory

20 such as the BIOS 132 or on disk 140, to be decoded and validated each time the patch is
installed in patch memory 114. In one embodiment, a patch from a BIOS vendor may be
stored in BIOS 132 and installed by BIOS-resident code during an initial boot process. In
another embodiment, a patch from an operating system (OS) vendor may be stored on disk
and installed by an OS boot loader later in the boot process. Both embodiments may be

25  combined in the same system.




stored in BIOS 132 and gstal |l ed by Bl OS-resident during an initial

boot pr anot h enbodi nent, a patch from ope J em (Q0S)
vendor %@s"g’é”’i"?ﬁ’ored on disk and installed by an OS boot E’ﬁygg%’r@%g{{ er in

t he boot process. Both enbodi nents may be 25 conbined in the sane system 7
WO 03/ 088019 PCT/ US03/ 09640 100241 I n one, enbodi ment, patches are delivered
over a [982#uni catlinoms cngmdiaent; paiclies arg deliveradvier A €PNIHACAHIOBS r ecei ved

through Comm|/F 160 and stored for use. |n other enbodinments, patches nmay
be del i somnedionieguie Intchest) amdames reckB@2 Rirofgly Comns FBVIS0ankisanéd firagr.am of a
systemto convert patches into a secure 5 formfor delivery, according to

one embadpEinulihdRs, PavERs Y beldelivdied tHrbMi stRt@dear@TDOdi ment of Fig. 2,

system 200 | ncl udes a processor 210, chipset 230, disk 240, main nenory

250, an mruni cat i Qns i f : i j . of these
devi cesﬂgg@ be si el gfﬁ?dg)p% ﬁfeolcfﬁ%gac%%%ﬁg{ ggﬁ‘@ﬁﬁ%gﬁ%ﬁdﬁﬁgd@é&%&g? an :
originagor of patches, in one enpodi nent stem.200.i s i.n r,ot ect abl e
cent ol 1oFadoT dARaD: ArcusHinge ae S0ORIBIEBLYS Oh aae ke iudeBiny be

provi ded for the overall system 200. In the illustrated enbodinent, this
pr ot ect ¢mippdimyntiod Fig.c isysemiBP0 analedasracprpeasioret] 8 clipst 28, disedthaid n,  the
term"perinmeter" is conceptual rather than physical, and secure perineter
270 maymemdol 260 andi6Rhimusidati onsciatdrfaee PehsThebasid funttichisngf dach ofthesel i mited to
physi cal protection of the system 200, |limted access of personnel to the

syst em @Qfbes tayiveatal1hr Bthat Bntdrpaddy AUBEL 1. VBNV dr\Vay £ slepihaier 600 prevent
unaut hori zed i nvasi on of the systemthrough comrunications interface 260,

etc. Sy ag%ﬂ%,ﬁﬁ%ﬁgg%bﬁhlﬁeﬁ#%%%érﬁe 2,8921}% ﬁl{s aﬁtﬂ%)teﬁﬁlﬁ%géehgalgféﬂtiﬂgtgﬁa iopl Wikdré! O

t hose system I's used to generate

Cysibm BaBC: Sasdtr pgacsBrmr PEPE Fa B freseien suEmadl AP MFERR e types
of target systems. The code for the ) i
embodiment, this protection may be provided by a secure perimeter 270. As used herein,
the term “perimeter” is conceptual rather than physical, and secure perimeter 270 may
include numerous protective measures, including but not limited to physical protection of
the system 200, limited access of personnel to the system 200, a firewall or other
15 protective software device to prevent unauthorized invasion of the system through
communications interface 260, etc. System 200 may also utilize internal security features
similar to those shown in Fig. 1. In one embodiment, system 200 is used to generate patch
packages for a single type of target system. In another embodiment, system 200 is used to
generate different patch packages for multiple types of target systems. The code for the
20  patches may either be generated in system 200, or may be generated elsewhere and
delivered to system 200 for preparation of the associated patch packages. Information to
be used and stored in system 200 may include one or more of, but is not limited to, non-

encrypted patches 244, encrypted patches 242, and associated keys 246, all of which are

shown stored on disk 240. Since different target systems may require different patches




20. patches may either .gener ated in system 200, may be generated

el sewher livered to system 200 for prepara™on of associ at ed
pat ch pa@g%gbg?aﬁnformti on to be used and stored in sysréﬂ&f%wﬁé@/

i nclude one or nore of, but is not limted to, non- encrypted patches 244,
encrypted patches 242, and associ ated keys 246, all of which are shown
stored ®if @velvedifferemikeye difki34dmay be sagmentesyintoatifferent storagaiaraas,diath er ent
pat ches 8 WD 03/088019 PCT/ US03/ 09640 and involve different keys, disk 240
may be sterugenteadon niapaditd fet pEpstchesamdgesoaiataikeyéach storage area for a
separate set of patches and associ ated key(s). [0026] Fig. 3 shows a patch

package[0oes} ai ni NBige eh®wd & pateh Y&l kenthintip AéBents MEHRMKIE hDthe2 to the
systemof Fig. 1, according to one enbodi nent of the invention. In 5 one

embodi M&Afer, ﬁflgigtﬂb tm@fggﬁsggg_o%gﬁ’r%ilns&mn@%gi %@%ﬁg o ftinvBn®dt G 320

and a difgita gnature ther e al'so 1 nclude one or

nor e del iverabl e keys 340. Th at header . 31 tains [dentifying
i nf ot met1eeHng éfperhaajlp?t&léﬁ?qk??e gﬂ@"ﬁf‘%ﬁw‘@atc&#’?"‘%ﬁg?&’s‘i I?f”é‘?h :52%3{1@8 to, the
follow ng: the type of target systemfor which the patch is intended, the
type of digalstgnatyies .1 Avother enbediment ey alse includgwneios myae dplivesalokeys used,
and 10 any other relevant information that nay be needed by the target
syst em 3400 . Therpatwhcheadari3d Gicoptains ipattifhing éafdanatRbOhitsmapideat fyr ghet@dnore o
facilitate identification and disposition of the patch package 300 by the

target &FybiteshdiQinines 1B diedbNdAeRE! GetiRbfAAGEOlysRBLToY HiGthe hichhg pat ch.
Pat ch 320 contains the mcrocode for placenent in patch nenory 114,

al t hougheRALL hedgfe gpﬁ/aﬁgg é&d{%ﬁc:@% @é&hqggflf%ﬁ%%]{olg&ﬂeﬁaa L€ RAGLA95,4300.

Encryption of 15 patc use e secrets’or other
o 5 S 3o P AR OER 11 o 1
patch to _be installed, so that a change to the patch after preparation of
the pateBbofuRRbgRatchiader e apeencrinicd e feriivgidmtificatien widgdispasitiongnat ur e
330 1s of the patch package 300 by the target system 100 before authentication and/or decryption
of the patch. Patch 320 contains the microcode for placement in patch memory 114,
although patch 320 may be in encrypted form while in patch package 300. Encryption of
15 patch 320 may be used to protect trade secrets or other confidential information that could
be derived from the patch itself. Digital signature 330 includes data for validating the
authenticity of the patch to be installed, so that a change to the patch after preparation of
the patch package may be detected. In one embodiment the digital signature 330 is
generated only for patch 320. In another embodiment the digital signature 330 is
20  generated for both the patch 320 and the patch header 310, so that an unauthorized
alteration to either may be detected by the target system 100. In still other embodiments,
the digital signature 330 may also be generated for other components of patch package
300.

[0027] In one embodiment, all keys needed by target system 100 are embedded in

25 processor 110 at the time of manufacture. For a particular such embodiment, patch
9




generated. only for patcga320. |In another enbodi nentg@he di gi tal signature
330 is 20 generated forw¥oth the patch 320 and the tch header 310, so
that an WAAO¥EEY zed alteration to either may be detect eBCHYSIHE#G get
system 100. In still other enbodinments, the digital signature 330 nay al so
be generated for other conponents of patch package 300. [0027] In one
enbodi ngatkaged 00 dory Sotigeldad aly kéartg bt usybsinelerddig dicepatciebidadthien 25
processor 110 at the tinme of manufacture. For a particular such enbodi nent,

h u ' i
pat c S%a\éﬁé%tﬁa:«/ %g%gﬁ?erﬁ%et@ﬁ&%w& RPackaBeuAbeeSyaeh I0tcddaiard keys

to be ng the patch. In another particular enbodi nent, one or

nore of, the keys be use th | 4i - system
100 as ' PErt i 108t piTE Rt B LRf dhd Uy, BsTrla nep bl chithc
deliverable keys 340 (the plural term"keys" al so enconpasses embodi nents
havi ng ke 40 (GF Rlprel tomackexse AlsB eacRBRAssS BTy Inans BAUBF SRBIESHES be
associated with other keys that are used either in target system 100 or
ori ¢ naddliverablestegin Relverfle kexsaddil may beassopiatedwith ather keisdhatmsnused

del i verabl e key includes the public key of a public/private key pair in an
asymretdiiter i tfpeOgfs6mhil 60 at aginhton sysieth20theF qarexampie, key pagtivalani ng in t he
origination system 200, and a hash value derived fromthe public key is

nbedd i i | 4 t iafi t f
embeddegy,bdy; El%&&ﬁ?@ﬁé%ﬁ(%nggged e PaBIE ke dfaal ]Slﬂ)ﬁ:&)rivﬁl%lééjrﬂaﬁﬁhlaﬁl y o

the delivere edded hash”™ val'ue may al so be used to

val i date_gne or nore keys .proyid t.hr " S | aced
on df et s B h R L PEaH e Rop SRRy oy GleinliiA D) o8
upgrade. O her enbodi ments nmay use other conbinatio f keys an

encr ypt$y5im 200, anda haghyaluggertys tequ pheblic eb&t%"“%@&&&b o0t Eoodescri bed

in nore detail later in 15 the disclosure. [0028] In still another
enbudi ntis used tevblidate thaeayhenticity ehthg sleliecradhpublic keye dAn embedded hash

value may also be used to validate one or more keys provided through other means, e.g.
key(s) placed on disk with an operating system upgrade or placed into BIOS with a BIOS
upgrade. Other embodiments may use other combinations of keys and encryption
schemes. Each of the elements of patch package 300 is described in more detail later in
15 the disclosure.
[0028] In still another embodiment, an embedded key or hash value may be used
with a chain of key certificates. In one such embodiment, the embedded key or hash value
is used to validate a second key, which is used to validate a third key, etc., thus providing
multiple layers of security with each key associated with a particular layer. The keys may
20  be delivered through one or more of the previously mentioned delivery methods, and/or
through other methods not described.
[0029] Fig. 4 shows a flowchart of an overall process for preparing, delivering and
validating a patch package according to one embodiment of the invention. In the
illustrated embodiment of Fig. 4, flowchart 400 has two parts. Blocks 410 through 430

25  show a patch origination process, in which a patch origination system prepares an existing
10




with a chain of key c jficates. In one such enb ment, the enbedded key

or hash @&%gwﬁ used to validate a second key, ch is"?f’?@‘%ﬁ{“x@l i dat e

athird , thus providing multiple |layers of secu each
key associated with a particular |ayer. The keys may 20 be delivered
through one or nore of the previously nentioned delivery nethods, and/or

t hr oughpastinfor seathdelsvenot Bweke #4hthgough0®2 Showiagatch whidusorinstablabrart of an
overall process for preparing, delivering and validating a patch package

accor di pgetsn, whieh epatiredin e tifget sysieantion. In the illustrated
enbodi mrent of Fig. 4, flowhart 400 has two parts. Bl ocks 410 through 430

25 sho tch ofd g | 12 Wk gTol AN I i ystem
pr epar \é\{s@ gﬂ]aexi st yn(gierl%ﬁﬂvo\%ng%tgglg 1%11%%7}%%8@? %é:giso&%gg%cdﬁﬁl:g (Q)I?é rg]g{l:}lljgrse

delivery. Bl oc hr,ough.495 show a.patch wval. dation/i | atjon
proces st?ﬁe\Rﬁ{cg ﬁkﬁlg é]gg} @'o’r%ﬁg% Vilonusgfrfge?tbolnﬁ g‘t Sogjfsetnébrﬂd“flﬁﬁfé g]n‘lyll I{rllﬁ %ﬁléryg}n%%d i ment,
t he bpatch origination process btegg]i@ns with encrypting. ]the atch at bl ock
410.5 APFTeRacavssIthe paments Able Palshdrengisansideied corfidenye QML NeE_ 5 pat ch
because the contents of the patch are not considered confidential and do
not neepfofscorecMbeother tNegiatvbris ehmryped ohnéts thermpematioasiofdrloekst 420tanad BPer at i ons
of bl ocks 420 and 430 nmay be used to permt detection of tanpering with

t he patmiy betisdao pesnit dataldnaifit@npéring With tHeqragdtbegyrgtiginstallationda khet 20, a
digital signature is generated for the patch. In one enbodinent, the

di gi t aliaSlepfiale. CAl BloBI RS0, At Bk AenhRd;st 8RR G5 e 3dRN. aRdnt he patch so
10 that neither ma e tanpered with w thout detection. In another

y b
enbodi t, o Lgktal . Si re | e I t ot the
pat ch rmggihft e sigheant dhbrP o BRASTE valc el R hCH 1% <o
generated for the deliverable keys. At hlock 430 the digital signature and
t helﬂpatthﬁ,ncafl%maaw% W%sﬁ%a?mw%ﬂ% tstHoR| her CEpbed RSl HEAIEB 1 or m a
patch package, If the fpat ch was encr};pt ed at block 410 then the encrypted
pat ch istgnature is generated for the patch but not the patch header. In still another embodiment

the digital signature is also generated for the deliverable keys. At block 430 the digital
signature and the patch, along with any other included elements, are combined to form a
patch package. If the patch was encrypted at block 410 then the encrypted patch is

15 included at block 430.
[0031] Afier the patch package is created, the patch package may be delivered to
the target system through any feasible means. The patch validation/installation process,
which takes place in the target system, begins at block 440 with the patch package being
received and stored. The patch package may be stored on the disk 140, in the BIOS 132,

20  or in any feasible storage location in target system 100. In one embodiment, patches are
not installed in an operational condition until the system is booted, a process which begins
at block 450. At block 460, the digital signature from the patch package is decrypted and
1 used to validate the patch at block 470. Decryption and validation may take any of
several forms as described later. If the patch was encrypted at block 410, then it is

25 decrypted at block 480 to expose the actual patch. At block 490, the exposed patch is
1




15. i ncl uded at bl ock 4 10031] After the patch p ge is created, the

patch p Sg?/ be de™vered to the target systemthrough any feasible
nmeans. %6%?5@%0 validation/installation process, which Fgf@?} P4¢% in the

target system begins at block 440 with the patch package being received
and stored. The patch package may be stored on the disk 140, in the BICS
132, 20ngtallpdingrgedseersl Ilin agramaythat wekes ibapérational gt biockt4dm r0Gessém one
enbodi ment, patches are not installed in an operational condition until

t he syslldnmagopoakedingahppackssmididdidebegi ns at bl ock 450. At bl ock 460,
the digital signature fromthe patch package is decrypted and is used to

val i datfgos#e pat chyjgas smwgﬂf}%@harplgf:i?ﬁ%éﬁqogﬂqgﬁ%%@&icﬂ?gﬂaé?take any of

several forns as described later. he pat ryp " bl ock 410,

then it r . at ck 480. t 0. .exXpPQs e.act ual tch. At bl ock
aso, ¢ rise Sk EFFEXRInR el Br By itoioho £ AR R0 5HB5k AGmoR eeliea i 1
processpr 110 in . a manner, that nakes it operational. At block 495,

pr oces S%PC“HUP@ ‘#ﬁ@"’ Pﬁi@? YHEMETRF oL S Ob Kk e d hgicarbodaent showsM Fig. §. 5 shows
a flowhart of a process for preparing a patch package, according to one
enbodi raeiudes an aueryptivn of terpatd avichectea8@0oShdigsstao bouecditet wilidate that
description of the patch origination process of Fig. 4. The enbodi nent

shown ithe Ficgived paichdd crdrst. aln @rRGmMHRIIMMtOnctifioalfthe %ndh isyerfor@ad i on of a
digest to be used to validate that the received patch is correct. In one

enbodi RBRY a s %Wéxﬁf}’p@%ntal%gg% %%g.i, %eEtS‘gﬁj;ESrAgg:?)g Av‘ﬁibgst%m el is

encryption algorithm (e.g., est, as used heréin, is a
ot 1 earrReE ARftoB pI HELEHTbEd BBeRBEhPh & BockyBab ST Wb Bhnge i
eidal SR8 papie idRitaalorsty Guay aite indhabigek o GemasiEd By appl yi ng
a hashing algorithmto the patch. In one enbodi nent the digest is
produce a different digest. In one embodiment the digest is a hash digest, i.e., a digest
created by applying a hashing algorithm to the patch. In one embodiment the digest is
created first and then the patch is encrypted, while in another embodiment the patch is
encrypted first and then the digest is created for the encrypted patch. Fig. 5 shows both
15 embodiments. In the first embodiment, at block 510 the unencrypted patch and the patch
header are subjected to a hash process to create a digest. In a particular embodiment, the
hash process uses the Secure Hash Algorithm (SHA-1), published in 1994 under the
Federal Information Publishing Standard FIPS PUB 180-1. Subsequently, at block 520
the patch is encrypted. If the patch is not to be encrypted, block 520 may be omitted. In
20  the second embodiment, at block 530 the patch is encrypted first and at block 540 the
encrypted patch and the patch header are subjected to the hash process to create the digest.
In either embodiment, if a subsequent operation requires that the digest consist of a certain
number of bits, at block 550 the digest may be padded (i.¢., data added to it) to increase

the number of bits as needed. The pad may consist of predetermined data or random data.

25 Atblock 560, the padded digest is encrypted to create a digital signature. In one example,
12




created fi rst and ther"ue patch is encrypted, V\:hi! i n anot her enbodi nent
the patc ﬁﬂgrypte first and then the digest created for the
encrypte c Fig. 5 shows both 15 enbodi nments. In t he PFTASP &80 di ment
at bl ock 510 t he unencrypted patch and the patch header are subjected to a
hash process to create a digest. In a particular enbodi nent, the hash

pr oces sthe paddadnkgcSemsanerypies usiiggbe ptibate kBHAE 4 publpiiniviashleely pair 08Y under t he
Federal Information Publishing Standard FIPS PUB 180-1. Subsequently, at

bl ock S5&9mnidibc Pt gitidnSpreates. YL £phrtibllaf EbeAmeH, te eastyptionFell@ncthypt ed,
bl ock 520 may be oynl?tted In 20 the second enmbodi ment, at bl ock 530 t he

pat ch 'I@S.‘S %ﬁﬁrérpfé&gﬁ{g)%sﬁtus qi f'HiIStﬂx 2é Q%)I hgs isSRal M‘mvﬁfj Cig?ﬁnd t he

pat ch he ecte to the as cess to creaté the gest.

ei ther enbodi ment sybse n alonrewrsth

e SRS o R e oS Bt Rt ng'peﬁ’%lﬁ%e padded
(i.e., data, added to it) to increase the nunber of bits as needed. The pad
may Scorf$Fesit@ngihedbe digerhedpaddedatdlogkaidothsatigest Eﬁmﬂebrf@eﬁh‘s{s@ Inhe

padded digest is encrypted to create a digital signature. In one exanple,
12 WO G3bheseanbod@ENt)BR3ig@640d thedkeyadualdady gestaniesizerandythe paddisg ag t he
private key of a public/private key pair in an asymetric encryption

pr oces lodk 5D My bé Elithiated DO gk MBS thert digboRIta EntPAd QRrirtlonanethbd & usBSA
encryption process using a 2048-bit private key. As is well known, in the

RSA th
sane ﬁgﬁb&%ﬁﬁ’éﬂot]‘j}@g% %ﬁéneceikgﬁag%#%efﬁat tﬂﬁeﬁg]&%gﬂ]ﬁ%ﬁ%g‘%ggg]ﬂ? vgl OCE 550
if the dj I t he di t
ana. t nd B8 gt bR ¥ GY ol 38 arEy Al BoeRAT ke RER LB 0550y be

elimnate In still another enbodi ment, an encrypt.ion, method | s used in
whiléh tpﬁ‘@g&%@crm@ Ph%OtrFé'é'é’Hljé)a’%ﬂﬂ’GtPaFféé‘t?a@% agecqplinediigo @ipgteh | n whi ch
case the padding at block 550 may al so be elimnated. At bl ock 570, the
di gi t alpackagadens dghiveheto thotapget syst¢randn gt edbahiment tf@rmtqlpp@aygeamayt he patch
header are conbined into a patch

also include other information, depending on the requirements of the system.

[0033] Fig. 6 shows a flowchart of a process for validating a patch package,
according to one embodiment of the invention. Flowchart 600 shows a more detailed
15 description of the patch validation and installation process of Fig. 4. At block 610, the
patch package is obtained from within the target system. In one embodiment the patch
package was previously received by the target system and placed in storage, and is
obtained from that storage. In another embodiment the patch package is obtained at block
610 as soon as it is received by the target system, without intermediate storage. While in
20 one embodiment the entire patch package as delivered by the originating system is
obtained, in another embodiment any unnecessary elements of the package are stripped
away before the patch package is obtained.
[0034] In one embodiment 1n which a key is delivered in the patch package, a hash
value may be calculated for the key at block 612. If this calculated hash value matches an

25  associated hash value embedded in processor 110, then the key has been validated and
13




package f.or a delivery the target system In on‘nbodi ment, the patch

package 0 inclu ot her information, depending on enent s
of the §€§¥gﬂ1&b 0033] Fig. 6 shows a flowhart of a procegé’plﬁgéﬁ@g'ﬁ dati ng

a patch package, according to one enbodi nent of the invention. Flowchart
600 shows a nore detailed 15 description of the patch validation and

i nst al Iraay bmugsdde eehsegfenFigjidation Aperglionsk 16 il calawdatpdhath yrduskdngs nps obt ai ned
fromwithin the target system |n one enbodi nment the patch package was

pr evi oufiityh tecembeddediash vahieatthge tvakysioaneidnshdt ontiet may rsévartaddockai®d, i s
obtained fromthat storage. In another enbodi nent the patch package is

obt ai negh;ah iR bedGalr. 3% HARbEmE thet doBE RMVAYINY aldRfivérad 86y, thy St em
wi thout Internediate storage. Wiile in 20 one enbodinent the entire patch
iqi

package _as .del i vgred t r nat i systemis obtained, in another
enbodi r?@ﬁfat@ﬂ@oﬁ@ﬂg@e@ fl”;a%ég n?eso%?%fjhe package are stripped away
before the patch package is obtained. [00341 In one enbodipent in ich a
key 5i s [88#3)ver ed ‘ghblP%q%lﬂ%dlﬁ%lk%f“rS‘%Wt Hfg’tﬁﬁ}h%g‘EgE%ﬂCE‘@F ed for
the key at block 612. If this cal cul ated hash val ue matches an 25

associ dnde traghatingl systemnila dde ¢mbndiprant,dbe digitall Hgnatimsrvasrgenriaiediuish peen

val i dated and 13 WD 03/088019 PCT/ US03/ 09640 may be used in subsequent

val i datdspinity @icrd@iibn aldorithe wlgahié pliede Rag bf ¥ phblec/sidese ket painahdh t he
enbedded hash value, then validation fails and control may nove to bl ock

690,  whi glerd i&%ﬁ%m@d@wfe)mﬁéﬁb{gg RbasiopRdd Jubgt k@9.e§ftﬂeagg'e§mgwg a

del i vered key, the operations of cks 612 and 614 nmay be omtted.

b] ock - the digital si j . '
i gost Fapacl Sftoe ek Bef R S Br MO0 RS ERBEOBR R 410,

o S B RSB0, o ST, SRR S0 2 L 5110 L1
is perfornmed using the associated public key. If the digest was
510 or block 540. If the digest was not padded during creation, then the operation of block
620 produces the non-padded digest, and block 630 may be omitted.
[0036] At this point, the process followed depends on whether the digest was
created before or after the patch was encrypted in flowchart 500. In an embodiment in
15 which the digest was created before encryption as shown in blocks 510 and 520, then at
block 640 the patch is decrypted and a hash function is performed on the decrypted patch
and patch header at block 650 to get a calculated di'gest. At block 660 the calculated
digest is compared with the actual digest obtained in blocks 620-630 to see if the two
digests match. If the two digests are equivalent, then the patch has been validated and the
20  patch may be installed at block 680. In one embodiment, installing the patch includes
placing the patch into the patch memory 114 of processor 110 in such a manner that any
attempted access to the patched miérocode will be directed to the patch memory 114 rather
than to the original microcode 112.

[0037] Returning to block 630, in an embodiment in which the patch was

25  encrypted before creation of the digest at blocks 530 and 540, at block 645 the encrypted
14



padded during creatio hen the operation of blo 620 obtains the padded

di gest, doﬁtsol bl ocK" 630 the pad is renoved to pose the_ di gest that
was prev u§'§ d nerated in block 510 or block 540. I|f t%‘éT’W&’Z%"{”%as not

padded during creation, then the operation of block 620 produces the

non- padded di gest, and bl ock 630 nmay be omtted. 100361 At this point, the
pr oces spdtc dmlteddcrapanbs subjeciddab ladrash bperdiigrest getdle cabubatddighsf dvte or after
the patch was encrypted in flowhart 500. In an enbodinent in is which the

di gest MB&k 665 Wshihgdted 8igeN Hidhid WmmseERANEhd abukdl dipest incberadd: 520, then
at block 640 the patch is decrypted and a bash function is perforned on the

d t h t 650 I i t.
A bl ocidbh it tnBraicn FREL ot foBh e e b e R Bt
bt ai ned .. I 620- 630 t i f, th di t h, If . the.t

i gest o el e mipist ek b Ao D ot R FEh P 58 pa cn
may be installed at_ bl ock 680. In one enbodinent, installing the patch

i nclsuddgaythen bp installed abhlogk 686t B ki epbedmeapisydiahash apgation Bidor | 10 in
such a manner that any attenpted access to the patched mi crocode wll be

di r ect ddodks G4be658his die smpredrayh dfetatiat thet was s at blockeS L iS¢0nal ni cr ocode
112. 100371 Returning to block 630, in an enbodinent in which the patch was

25 encrigpdgyd bef Q&"ﬂldida‘ﬁﬁlﬂdtﬁldigéstfdbés AotgRath fle doharhiseh IPcidlng bRt 668t bl ock
645 the encrypted 14 WO 03/088019 PCT/ US03/ 09640 s patch and header may be

subj ect : j i l:ock 665,
t ﬁel calogﬁf%? e6§ Sg?‘gé;‘é‘ t8 Q%§¥%g&gm%?ggk%trﬁgb E%H %Ee'?ﬁdaﬁh%ﬁggecsrf ﬁEjorlllc(%\/ltga)r ed at
bl ock 630 to see .if,the tch, Lf.t are fo .to be equivalent, then
Do sattieritie ko BF Yo Ston b Rbfrs i S Bsh el vk 6vo.
The validated and decrypted patch S may then be installed_at block 680. In
botlf eﬁ:ﬁmﬁ,ﬂﬁ?ﬁ]gl’ngth\lénwégwt r adelheraie atergpt by an unauthorized person to

change the patch, an undetected/uncorrected data transmission error during delivery,
delivery of the patch package to an incorrect target system, software or hardware failure,
or Human error. Regardless of the cause, if the actual digest does not match the calculated
digest, the patch installation process may be aborted at block 690 by not installing the non-
15 validated patch. Aborting the patch installation may take several forms, including but not
limited to: 1) attempting to reinstall the patch, 2) skipping the defective patch but
installing other patches, 3) reverting to a previous version of the patch, 4) shutting the
system down, 5) rebooting the system, 6) etc.
10039] In one embodiment, the validation process of blocks 610-670 is performed
20  for the entire patch in secure memory 118, and after validation the entire patch is installed
in patch memory 114 at block 680. In another embodiment, in which secure memory 118
does not have enough capacity to perform the entire validation process, the validation
process of blocks 610-670 may be performed incrementally on separate portions of the
patch. If any portion is not validated in this manner, the process may be aborted at block

25 690 as previously described. If all portions are validated in this manner, the patch may be
15




bl ocks 645, 650 is the,rre hash operation that wa ed at bl ocks 510,
540. 10Q§§b h%%the cal c ed di gest does not nmatch™t he actual gest at
either b YO8Y  or bl ock 665, this indicates that the p%?yﬂ §€ ﬂbe has
been altered since its creation or is otherw se unsuitable for
installation. Such alteration/unsuitability nmay have several 10 causes,

i ncl udivagditad invoaméritatiyn @skcbod timedwithizachapatian bemgtingiglledinyratohtrhempyed
person to change the patch, an undetected/ uncorrected data transm ssion

error dudiaggt ¥ ehlideesd/, If afepoiien f @e jdich BabealpReddagetheQecundipasor r ect
target system software or hardware failure, or human error. Regardl ess of

the caysgich Jouiﬂ%dﬁﬁkq%agfagﬁﬁPeb g%aﬁalthgmsq hrafl 10?1 % Aced m Q@St the

patch installation process orted at bI o not stal l'ing

the non,1 l.i,dat n t he i s atio

sever ala‘l’l‘)gF(¥r€t bl?ﬁ‘c@d B’etﬁﬁtc rltl I@P 51% hf) &/?té’?%c al |
the patch, 2)_ skipping the def ectlve pat ch but |nstal lin ot her patches,
3) Pevdd; the abert proseesafleck/ S0dnaninsiudeiempwingihe aswlynmt@ﬁ dfpfrony st em
down, 5) rebooting the system 6) etc. 100391 In one enbodi nent, the

val i datp'atuh meroerysld 4oin adddmsto ®00 o6 @ of the previomstly liged hlport pmessns.i re patch
in secure nenory 118, and after validation the entire patch is installed

in pat qbo4ognory Uk faiegbingcdes@flionlin il es beihedhivnind hdl nitish secure
menory 118 does not have enough capacity to performthe entire validation

processy arfaﬁ@nsy {11 S&Lt NthofY OCRAPirdhe ?ﬁo%és%a@zgs nRAdREG R med
incremental 'y on separate portions of the patch any portion is not
val i date e 0Cess .y aborted,at k 25.690 as
b evi ol ql;f‘e@eee@%%sqﬂ it 8 o PRIENG AP AR ibEe Rhph 5t afund e
patch may be 15 WO Q3 088019 PCT/ US03/ 09640 validated increnentally a
sedBndS‘E‘?R?é’ftb\‘/?%Hi’e@ 143 i on being installed in patch menory 114 as it
is validated. If any portion of the patch is not validated on the second
pass (which could indicate it was tanpered with after the first

val i dation), the process may be
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aborted at bl ock 690. .the patch has been parti installed before

bei ng abeyd gslosbiobl ock 5 690, the abort process of "Dl ock i nel ude
renoving the newy-installed patch from patch nmenory 114?%6@%’8?‘??% to

one or nore of the previously listed abort processes. (0040] The foregoing
descri ptvkﬁq.i Sltai ntended to be illustrative and not |limting. Variations
will occtr®d© lrﬂla)f'sde"‘:"of skill in the art. Those variations are intended to
be included in various enbodi nents of the invention, which are imted
only by the spirit and 10 scope of the appended clains. 16 0 9 WD

03/ 088019 PCT/ US03/09640 What is clainmed is, 1. A machi ne-readabl e nmedi um
t hat prdvi ded inaltinercdadeipls medhine thanhervides éndntue oy whictswherpéxeonted by anor e
processors, cause said set of processors to perform operations 5

conpri skA®f ogedemadtd fecesshasthust GRbletlof hrotesiopd BGRABAJERLIoRNCT YPLing the
hash digest to generate a digital signature; and conbining the digital

Si gnﬁt uggmﬁ,qg %he m crocode patch for delivery to a target processor to
pat c m'crocog in the target processor. |10 2. The medi um of claiml,

wherein: said _conbining.includes conbi a key with the digital signature
and the i cPBES E’gp%lfaghdfgﬁt gﬁ%“ﬂ‘é’PF?fg‘?@ﬁt?‘b the target processor. 15 3.

The medium of claim 1, wherein: said conbining includes conbining a hash
val ue of a keserypting thebaghidigeshto gangreig adigital signature; and

combining the digital signature and the microcode patch for delivery to a target

processor to patch microcode in the target processor.

10 2. The medium of claim 1, wherein:
said combining includes combing a key with the digital signature and the

microcode patch for the delivery to the target processor.

3. The medium of ¢laim 1, wherein:
said combining includes combining a hash value of a key with the digital signature

15 and the microcode patch for the delivery to the target processor.

4. A method, comprising:
generating a hash digest for a microcode patch;
encrypting the hash digest with a private key for an asymmetric cryptographic
algorithm to generate a digital signature; and
20 combining the digital signature and the microcode patch for delivery to a processor

to patch mcrocode of the processor.
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and the m crocode patct’or the delivery to the targt processor. 4. A

nmet hod, conprising: ge ating a hash digest for a crocode patch:

encr ypt i‘ﬁﬁ%ﬂ’@o}?ash digest with a private key for an asyn]Fr‘éT/P?Qf’m%m
cryptographic algorithmto generate a digital signature; and 20 conbi ning
the digital signature and the mi crocode patch for delivery to a processor
to pat¢ch m crleaaebodbf tlhen pr fuethesamprisinghdO 03/ 088019 PCT/ US03/ 09640 5. The
met hod of claim4, further conprising: encrypting the m crocode patch;

wher ei n sai ¢ngRpahAtHHickdIBpakehdi gest includes generating the hash di gest
before said encrypting the mcrocode patch; and 5 wherein said conbining

i ncl udes conpi ni:Ng..: I.01 I r: i . YRLesbJ1 GdgRrode
patch. 10 6. %H%%l?[%aglgﬁh%ﬂaei%ﬁ?%ﬁr@ﬁ%é{:}%&ﬁgﬁ]gg%{ enc yptefr ng the
m crocode patch; wherein sai ]gllener i ng.the, hash digest includes
generating the hadf GCp@Ppees ycrogepaiiR-aihting the ni crocode patch; and .
wherei n said conbining includes conbining the digital signature with the
encrypt ed nivereseingeaidsambining includes spimhining g sigital sigaptyrs YHRtRE ni ng data
conprising: a mcrocode patch to patch mcrocode in a target system and 15
a digital signatuwnheryptedduestody pelehr ypti ng a di gest created by performng a
hash
6. The method of claim 4, further comprising:
encrypting the microcode patch;
wherein said generating the hash digest includes generating the hash digest after
10 said encrypting the microcode patch; and

wherein said combining includes combining the digital signature with the

encrypted microcode patch.

7. A machine-readable medium containing data comprising:
a microcode patch to patch microcode in a target system; and
15 a digital signature produced by encrypting a digest created by performing a hash

operation on the microcode patch.

8. The medium of claim 7, wherein the data further compnises:

a key to decrypt the digital signature to produce the digest.

9. The medium of claim 7, wherein the data further comprises:

20 a hash value of a key to validate the microcode patch.
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operation on the mecr e patch. 8. The nmedi um ofgal ai m 7, wherein the

dat a furwbe(bé)_%ﬁ{mri ses: a key to decrypt the digit Si gnﬁ{:ﬁ@so%@ﬁﬁ oduce

t he di gest. e nmediumof claim?7, wherein the data fur i ses:
20 a hash value of a key to validate the m crocode patch. 18 WO 03/088019
PCT/ US03/ 09640 10. The nedium of claim 7, wherein: the mcrocode patch is
encrypt B4, 1Themedigpaf elats 7, wbemsin:si ng: a processor having microcode; 5 a
secure nmenory coupled to the processor to decode an encoded nicrocode
patch; and themieroooddgatgdaischcrypradry coupl ed to the nmicrocode to contain
the decoded m crocode patch. 12. The apparatus of claim 11, wherein: 10
the m crocode includes mcroinstructions to decode the encoded m crocode
patch; and the secure nenory is to contain at |east one of the encoded

m crocoge pajch, the decoded, m crocode patch, and interimproducts during
- decodi nlgl‘of .%\ﬂgpp%agﬁ,oc%nd)g%g) ch. 15 13. The apparatus of claim 11,
wherein: the m crocode. i ncludes mcroinstructions to decode the encoded

m crocode pat RIRCESSYRAINEMIERGHAE: nenory is to simul taneously contain no

nmore than a portion of at |east _
5 a secure memory coupled to the processor to decode an encoded microcode patch;

and
a microcode patch memory coupled to the microcode to contain the decoded

microcode patch.

12.  The apparatus of claim 11, wherein:
10 the microcode includes microinstructions to decode the encoded microcode patch;
and
the secure memory is to contain at Jeast one of the encoded microcode patch, the
decoded microcode patch, and interim products during decoding of the

microcode patch.

15 13, The apparatus of claim 11, wherein:
the microcode includes microinstructions to decode the encoded microcode patch;
and
the secure memory is to simultaneously contain no more than a portion of at least
one of the encoded microcode patch, the decoded microcode patch, and

20 interim products during decoding of the microcode patch.

14.  The apparatus of claim 11, wherein:
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one of the encoded mcr de patch, the decoded m code patch, and 20
interimpro s. duri ng®ecodi ng of the m crocode patch. 14. appar at us
of cl ai ?i’%&ﬁ% ein: 19 WD 03/088019 PCT/US03/ 09640 t he 5?HH§€3§®PWnc| udes
an enbedded key to use to decode the encoded m crocode patch. 15. The
apparatus of claim 14, wherein: the enbedded key is a public key in an
asymmet ri ¢ dhy pteegssaphictudat goembedded ket 6 usk toeeénis, the ongndied imnigrocods ai ni ng a
m crocode patch and an associated digital signature; decrypting the digital
signature in a sesagle menory to obtain a first hash digest; calculating a
second hash digest with the m crocode patch; conparing the first hash
digest with the second hash digest; and 10 installing the m crocode patch ,
in a mcrocode patch nmenory responsive to a match between the first and

second ,hash digests. 1 7. .The net hod of claim 16, further conprising:
decr ypting tﬂ?g%pé?a&@ooig}%@tlé‘h?”hﬁﬁg}'ei n said calcul ating the second hash |,
di gest includes calculating the second hash digest W{ﬁﬁhf&{] encrypted
versi on of ttheecmbeddsddgy ipapeic key in 7 asTRNpEE CHYPIEETAPRIC PEZOTHIM: her
conprising: decrypting the m crocode patch; wherein said cal culating the
second hash digest includes calculating the second hash digest with a
decrypted version of the m crocode patch.
5 16. A method, comprising:

obtaining a microcode patch and an associated digital signature;

decrypting the digital signature in a secure memory to obtain a first hash digest;

calculating a second hash digest with the microcode patch;

comparing the first hash digest with the second hash digest; and

10 installing the microcode patch in a microcode patch memory responsive to a match

between the first and second hash digests.

17. The method of claim 16, further comprising:
decrypting the microcode patch;
wherein said calculating the second hash digest includes calculating the second

15 hash digest with an encrypted version of the microcode patch.

18.  The method of claim 16, further comprnising:
decrypting the microcode patch;
wherein said calculating the second hash digest includes calculating the second

hash digest with a decrypted version of the microcode patch.

20 19. The method of claim 16, wherein:
20




20. 19. The nethod of c@es m 16, wherein: 20 S WO O 8019 PCT/ US03/ 09640

sai d dec i he digltal signature includes per™drmng an asymetric
decryptigv)rfl)o&géolgﬁ)glga public key. 20. The nethod of claim 16?83\‘71@?%?9@0 sai d

decrypting the digital signature includes using an enbedded key. 5 21. The
met hod of claim 16, wherein: said decrypting the digital signature includes
per f or ni ng aftihdsemmting the distlelpgnaswre indidrs perfeayingramdspaenatiic dearyjdion

m crocode patch. 22. A machi ne-readabl e nedi um that provides instructions,
whi ch when executesingdy pablicsledy. of one or nobre processors, cause said set of
processors to performoperations 10 conprising: obtaining a m crocode patch
-~ and an associated digital signature; decrypting the digital signature to
obtain a first hash digest; calculating a second hash digest with the

m crocogg pay%nhemgggf?%gggﬁtQﬁm%ﬁ{st hash digest with the second hash

- di gest; and I nst al e mcrocode patch responsive to a match between
the first hash, di gest ng. the .second hash di gest. 2Q 23 The nedi um of
claim 22, flﬁal%%ip?@(ﬁlr?ﬁrtﬁ%&ﬁt}?lem@@é‘frﬁb‘f‘i?‘llfgesflﬁ@ W&Pﬁ’@g ¥t ch; wherein said
cal cul ating the second hash digest includes cal culating the second hash
digest with an encrypted version of the m crocode patch.

5  21. The method of claim 16, wherein:
said decrypting the digital signature includes performing an asymmetric decryption

using a key provided with the microcode patch.

22. A machine-readable medium that provides instructions, which when executed by a
set of one or more processors, cause said set of processors to perform operations
10  comprising:
obtaining a microcode patch and an associated digital signature;
decrypting the digital signature to obtain a first hash digest;
calculating a second hash digest with the microcode patch;
comparing the first hash digest with the second hash digest; and
15 installing the microcode patch responsive to a match between the first hash digest

and the second hash digest.

23.  The medium of claim 22, further comprising:
decrypting the microcode patch;
wherein said calculating the second hash digest includes calculating the second

20 hash digest with an encrypted version of the microcode patch.
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21 WO 031088019 PCT/ US(’09640 24. The nedi um of clgmm 22, further

conpri si\p(g'ygﬁcg ]ggrypti ng®he mcrocode patch; whereill said calcul ating the
second NaZh g st includes calculating the second hash %@ngqy%qoh a
decrypted version of the mi crocode patch. 5 25. The nedi um of claim 22,
wherein: said decrypting the digital signature includes performng an
asymret2di ¢ ddempedivwrof cleginig, farthebbomwpkisyg: 10 26. The nmedi um of cl ai m 22,
wherein: said decrypting the digital signature includes performng an
asymmet ri ¢ drefypahg the mitsédode patcBbedded key. 27. The nethod of claim 22,
wherein: said decrypting the digital signature includes performng an

asymetric Wr%ﬂtsbﬁrblalcﬂﬁiti'ﬁ tfe é%%xnd;%&ggdﬁgat Wichlaet B@lcﬁ‘i‘aﬁﬁ?ﬁféda%ccﬂﬁlt ch and |

the associated digital signature. .~ A system conprfsing a processor

havi ng m crocode ;and ,an .enbedded key; and i cr.ocod t.,ch package
residing in at | é]ﬁg d'(%%tVg‘?h%gg‘fr@tgégeﬁéo\ﬂO?ém%ﬁldcrgc%‘gesé)a Ch'i nput - out put
system coupled with the processor, the mcrocode patch package including a
m crocode patch to patch the m crocode and a digital 20 signature to
validate the m crocode patch using the enbedded key. 22 WO 03/088019

PCTA USRS/ 0964® medium of claim 22, wherein:

9

said decrypting the digital signature includes performing an asymmetric decryption

using a public key.

26. The medium of claim 22, wherein:
said decrypting the digital signature includes performing an asymmetric decryption

10 using an embedded key.

27. The method of claim 22, wherein:
said decrypting the digital signature includes performing an asymmetric decryption
using a key provided with the microcode patch and the associated digital

signature.

15 28. A system, comprising:
a processor having microcode and an embedded key; and
a microcode patch package residing in at least one of a storage device and a basic
input-output system coupled with the processor, the microcode patch
package including a microcode patch to patch the microcode and a digital

20 signature to validate the microcode patch using the embedded key.
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29. The system of clai 8, wherein: the m crocod tch is i'n an encrypted

formin l code patch package. V 30. The sys®™®mof ¢laim 28, further
conpri si\?{gs)s}gk@é%ure menory to contain the m crocode pat cﬁcyﬁlrs?%%?ﬂo

validation. 5 23

29.  The system of claim 28, wherein:

the microcode patch is in an encrypted form in the microcode patch package.

30.  The system of claim 28, further comprising:

a secure memory to contain the microcode patch during validation.
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