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Claims  

1. 	A method for securing a transaction by a user comprising: 

providing a subscriber unit having a processor, a memory, and a display, 

wherein said subscriber unit is configured to accept user input, 

providing a credential information manager having a processor and a me ory, 

storing a cyber identifier associated with the user in said credential i 	rmation 

manager memory; 

storing a subscriber identifier associated with the user in said redential information 

manager memory; 

storing subscriber information associated with the us= in said credential information 

manager memory; 

providing a transaction service provider havi' I a processor and a memory, 

transmitting a request for a transaction fr• said subscriber unit to said transaction 

service provider; 

transmitting a transaction identif , created by said transaction service provider based 

on said transaction re• est, from said transaction service provider to said 

subscriber unit; 

storing said transacti• identifier in said transaction service provider memory; 

transmitting a re est for authentication from said subscriber unit to said credential 

info ation manager; 

transmi 	g said transaction identifier from said subscriber unit to said credential 

information manager; 

t nsmitting a subscriber identifier from said subscriber unit to said credential' 

information manager; 
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authenticating, by said credential information manager, said subscriber identifier 

received by said credential information manager from said subscriber unit wit 

said subscriber identifier stored in said credential information manager 

memory; 

transmitting a request for verification from said credential information m. ager to 

said transaction service provider 

transmitting, from said credential information manager to said tr saction service 

provider, said transaction identifier received from sat subscriber unit; 

verifying, by transaction service provider, said transactio identifier received by 

transaction service provider from said creden I information manager with 

said transaction identifier stored in said tr saction service provider memory; 

transmitting, from said transaction service pr►  ider to said credential information 

manager, a verification request re It message; 

transmitting, from said credential inf►  ation manager to said transaction service 

provider, said cyber ident ter stored in said credential information manager 

memory; 

transmitting, from said c dential information manager to said transaction service 

provider, sal• ubscriber information stored in said credential information 

manager etnory; and 

transmitting transaction authorization from said credential information manager to 

d transaction service provider. 

of claim 1 wherein said authentication further includes comparing, b9 said 2. The meth 

edential information manager processor, said subscriber identifier received by said 

credential information manager from said subscriber unit with said subscriber 

identifier stored in said credential information manager memory. 
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3. The method of claim 2 wherein said verification request is sent as a result of said 

comparison indicating that said subscriber identifier received by said credential 

information manager from said subscriber unit matches said subscriber identifier 

stored in said credential information manager memory. 

4. The method of claim 2 further including transmitting an authentication failure essage 

from said credential information manager to said subscriber unit, wh ein said 

authentication failure message is sent as a result of said comparis•. indicating that 

said subscriber identifier received by said credential informa •n manager from said 

subscriber unit does not match said Subscriber identifier ored in said credential 

information manager memory. 

5. The method of claim 4 further including displaying a sual authentication failure message 

on said subscriber unit display based on said thentication failure message 

transmitted from said credential informa n manager to said subscriber unit. 

6. The method of claim I wherein said verif ation further includes comparing,-by said 

transaction service provider proc sor, said transaction identifier received by 

transaction service provider om said credential information manager with said 

transaction identifier sto d in said transaction service provider memory, wherein said 

verifkation result re• est message includes a result of said comparison. 

7. The method of claim wherein said transmission of said cyber identifier is sent as a result 

of said verif ation result request message indicating that said transaction identifier 

received y said transaction service provider from said credential information 

man• .er matches with said transaction identifier stored in said transaction service 

ovider memory. 

8. T e method of claim 6 further including transmitting a verification failure message from 

said credential information manager to said subscriber unit, wherein said verification 
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failure message is sent as a result of said verification result request message indicating 

that said transaction identifier received by said transaction service provider from said 

credential information manager does not match with said transaction identifier sto • d 

in said transaction service provider memory. 

9. The method of claim 8 further including displaying a visual verification failure essage on 

said subscriber unit display based on said verification failure message ransmitted 

from said credential information manager to said subscriber unit. 

10. The method of claim I wherein said subscriber unit is made up o • ne or more mobile 

phones, smart phones, PDAs, computers, or POS termina moderns, fax machines, or 

display/input terminals. 

11. The method of claim 10 wherein said subscriber unit made of a phone in wireless 

communication with a POS terminal. 

12. The method of claim 1 where one or more of e transmissions are made via a secure 

telecommunications link. 

13. The method of claim 1 where one or ore of the transmissions are made via a wireless 

telecommunications link. 

14. The method of claim 1 whey •ne or more of the transmissions are made via the interne. 

15. The method of claim 12 	erein said secure telecommunications link includes one or 

more of a VPN, dio or visual signalling, secure tunnelling, or an encrypted 

communicati ►  infrastrUcture. 

16. The method claim 1 wherein, before said subscriber identifier is transmitted from said 

subs ber unit to said credential information manager, said subscriber identifier is 

r eived as input to the subscriber unit and stored in said subscriber unit memory. 

17. e method of claim 1 wherein said subscriber unit memory includes a removable 

memory, and before said subscriber identifier is transmitted from said subscriber unit 
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to said credential information manager, said subscriber identifier is stored in said 

subscriber unit memory. 

18. The method of claim 17 wherein said removable memory includes a SIM card. 

19. The method of claim 17 wherein said removable memory includes an electronic c 

20. The method of claim 1 further including storing said subscriber information, nsmitted 

from said credential information manager to said transaction service • ovider, in said 

transaction service provider memory. 

21. The method of claim I further including transmitting said subscri er information, 

transmitted from said credential information manager to s d transaction service 

provider, from said transaction service provider to sa subscriber unit. 

22. The method of claim 21 further including displaying sual subscriber information on said 

subscriber unit display based on said subscrib' information transmitted from said 

transaction service provider to said subsc •er unit. 
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23. A method for securing a transaction among a user, a credential information manager, 

and a transaction service provider comprising: 

providing a subscriber unit having a processor, amemory, and a display, 

wherein said subscriber unit is configured to accept user input, 

transmitting a request for a transaction from said subscriber unit to the tr saction 

service provider; 

receiving, by said subscriber unit, a transaction identifier transmit -d from said 

transaction service provider; 

transmitting a request for authentication from said subscriber unit to said credential 

information manager; 

transmitting said transaction identifier from said bscriber unit to said credential 

information manager; and 

transmitting a subscriber identifier from id subscriber unit to said credential 

information manager. 

24. The method of claim 23 further inclu' ing receiving, by said subscriber unit, an 

authentication failure messa  from the credential information manager to said 

subscriber unit, wherein id authentication failure message indicates that said 

subscriber identifier nsmitted to the credential information manager by said 

subscriber unit d• s not match a subscriber identifier stored in a memory of the 

credential inf rmation manager. 

25. The method claim 24 further including displaying a visual authentication failure 

mess _e on said subscriber unit display based on said authentication failure message 

r' eived from the credential information manager by said subscriber unit. 

26. e method of claim 23 further including receiving, by said subscriber unit, a verification 

failure message from the credential information manager, wherein said verification 
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failure message indicates that a transaction identifier received by the transaction 

service provider from said credential information manager does not match with a 

transaction identifier stored in said transaction service provider memory. 

27. The method of claim 26 further including displaying a visual verification failure • essage 

on said subscriber unit display based on said verification failure message ansmitted 

from the credential information manager to said subscriber unit. 

28. The method of claim 23 wherein said subscriber unit is made up of o or more mobile 

phones, smart phones, PDAs, computers, or POS terminals, ' .dems, fax machines, or 

display/input terminals. 

29. The method of claim 28 wherein said subscriber unit is p4de of a phone in wireless 

communication with a POS terminal. 

30. The method of claim 23 where one or more of th transmissions received or transmitted 

by said subscriber unit are made via a se re telecommunications link. 

31. The method of claim 23_where one or me e of the transmissions received or transmitted 

by said subscriber unit are made a a wireless telecommunications link. 

32. The method of claim 23 where o • e or more of the transmissions received or transmitted 

by said subscriber unit ar made via the internet. 

33. The method of claim 30 herein said secure telecommunications link includes one or 

more of a VPN, dio or visual signalling, secure tunnelling, or an encrypted 

communicat in infrastructure. 

34. The method .f claim 23 wherein, before said subscriber identifier is transmitted from said 

subs' iber unit to the credential information manager, said subscriber identifier is 

r ceived as input to the subscriber unit and stored in said subscriber unit memory. 

35. e method of claim 23 wherein said subscriber unit memory includes a removable 

memory, and before said subscriber identifier is transmitted from said subscriber unit 
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to said credential information manager, said subscriber identifier is stored in said 

subscriber unit memory. 

36. The method of claim 35 wherein said removable memory includes a SIM card. 

37. The method of claim 35 wherein said removable memory includes an electronic 

38. The method of claim 23 further including receiving, by said subscriber unit, bscriber 

information from the transaction service provider. 

39. The method of claim 38 further including displaying visual subscrib information on said 

subscriber unit display based on said subscriber information .nsmitted from the 

transaction service provider to said subscriber unit. 
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40. 	A method for securing a transaction among a user, a subscriber unit, and a transaction 

service provider comprising: 

providing a credential information manager having a processor and a memory, 

storing a cyber identifier associated with the user in said credential informati 

manager memory; 

storing a subscriber identifier associated with the user in said credent information 

manager memory; 

storing subscriber information associated with the user in sal• credential information 

manager memory; 

receiving, by said credential information manager, a quest for authentication from 

the subscriber unit; 

receiving, by said credential information ma ger, said transaction identifier from the 

subscriber unit; 

receiving, by said credential informa on manager;  a subscriber identifier from the 

subscriber unit; 

authenticating, by said crede fiat information manager, said subscriber identifier 

received by said edential information manager from said subscriber unit with 

said subscrib identifier stored in said credential information manager 

memory; 

transmitting request for verification from said credential information manager to the 

nsaction service provider; 

tran Ming, from said credential information manager to the transaction service 

provider, said transaction identifier received from the subscriber unit; 

receiving, by said credential information manager, a verification request result 

message from the transaction service provider; 
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transmitting, from said credential information manager to said transaction service 

provider, said cyber identifier stored in said credential information manager 

memory; 

transmitting, from said credential information manager to said transaction se ce 

provider, said subscriber information stored in said credential info ation 

manager memory; and 

transmitting a transaction authorization from said credential info ►  ation manager to 

said transaction service provider. 

41. The method of claim 40 wherein said authentication further i ►  ludes comparing, by said 

credential information manager processor, said subsc ser identifier received by said 

credential information manager from the subscrib unit with said subscriber identifier 

stored in said credential information manager emory. 

42. The method of claim 41 wherein said verific on request is sent as a result of said 

comparison indicating that said subsc per identifier received by said-credential 

information manager from the su criber unit matches said subscriber identifier stored 

in said credential informatio 	anager memory. 

43. The method of claim 42 furt r including transmitting an authentication failure message 

from said credential i ormation manager to the subscriber unit, wherein said 

authentication fa' re message is sent as a result of said comparison indicating that 

said subscrib identifier received by said credential information manager from the 

subscrib unit does not match said subscriber identifier stored in said credential 

info ation manager memory. 

44. The ►  ethod of claim 40 wherein said transmission of said cyber identifier is sent as a 

result of said verification result request message indicating that said transaction 

identifier transmitted to the transaction service provider by said credential information 
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manager matches with a transaction identifier stored in the transaction service 

provider memory. 

45. The method of claim 40 further including transmitting a verification failure message om 

said credential information manager to the subscriber unit, wherein said verif ation 

failure message is sent as a result of said verification result request mess ...e indicating 

that said transaction identifier transmitted to said transaction service ovider by said 

credential information manager does not match with said transac n identifier stored 

in said transaction service provider memory. 

46. The method of claim 40 where one or more of the transmissi s received or transmitted 

by said credential information manager are made via secure telecommunications 

link. 

47. The method of claim 40 where one or more of th transmissions received or transmitted 

by said credential information manager 	made via a wireless telecommunications 

link. 

48. The method of claim 40 where one o more of the transmissions received or transmitted 

by said credential informatio manager are made via the interne. 

49. The method of claim 46 whe • in said secure telecommunications link includes one or 

more of a VPN, audi or visual signalling, secure tunnelling, or an encrypted 

communication rastructure. 
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50. 	A method for securing a transaction among a user, a subscriber unit, and a credential 

information manager comprising: 

providing a transaction service provider having a processor and a memory, 

transmitting a request for a transaction from the subscriber unit to said transa on 

service provider; 

transmitting a transaction identifier, created by said transaction servic provider based 

on said transaction request, from said transaction service ovider to the 

subscriber unit; 

storing said transaction identifier in said transaction servi' provider memory; 

receiving, by the transaction service provider, a requ- for verification from the 

credential information manager; 

receiving a transaction identifier, by the trans tion service provider, from said 

credential information manager; 

verifying, by said_transaction service rovider, said transaction identifier received by 

said transaction service p vider from the credential information manager with 

said transaction ident' er stored in said transaction service provider memory; 

transmitting, from said tr saction service provider to the credential information 

manager, a v fication request result message; 

receiving, by the ansaction service provider from the credential information 

mans: r, a cyber identifier; 

receivin: y the transaction service provider from the credential information 

manager, subscriber information associated with the user; and 

r eiving, by said transaction service provider from the credential information 

manager, a transaction authorization. 
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51. The method of claim 50 wherein said verification further includes comparing, by said 

transaction service provider processor, said transaction identifier received by sais 

transaction service provider from the credential information manager with said 

transaction identifier stored in said transaction service provider memory, whe in said 

verification result request message includes a result of said comparison. 

52. The method of claim 50 where one or more of the transmissions receive r transmitted 

by said transaction service provider are made via a secure teleco 	unications link. 

53. The method of claim 50 where one or more of the transmissions ceived or transmitted 

by said transaction service provider are made via a wire) s telecommunications link. 

54. The method of claim 50 where one or more of the trans sions received or transmitted 

by said transaction service provider are made via e internet. 

55. The method of claim 52 wherein said secure tele mmunications link includes one or 

more of a VPN, audio or visual signalling, secure tunnelling, or an encrypted 

communication infrastructure. 

56. The method of claim 50 further incl tng storing said subscriber information, received by 

said transaction service prov er from the credential information manager, in said 

transaction service provi r memory. 

57. The method of claim 50 rther including transmitting said subscriber information, 

received by said ansaction service provider from the credential information 

manager, fro• said transaction service provider to the subscriber unit. 
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58. 	A system for securing a transaction by a user comprising: 

a subscriber unit having a processor, a memory, and a display, 

wherein said subscriber unit is configured to accept user input, 

a credential information manager having a processor and a memory, 

a cyber identifier associated with the user stored in said credential inform ion 

manager memory; 

a subscriber identifier associated with the user stored in said credh tial information 

manager memory; 

subscriber information associated with the user stored in •.id credential information 

manager memory; 

a transaction service provider having a processor nd a memory, 

a communication path for transmitting a requ' t for a transaction from said subscriber 

unit to said transaction service pr• ider; 

a computer program stored in said m ory of said.transaction service provider for 

creating, based on said tr saction request, a transaction identifier; 

a communication path for tra' miffing said transaction identifier created by said 

transaction servic provider to said subscriber unit; 

a transaction identifi• stored in said transaction service provider memory; 

a communicatio •ath for transmitting a request for authentication from said 

subsc er unit to said credential information manager; 

a comm 'cation path for transmitting said transaction identifier from said subscriber 

unit to said credential information manager; 

ommunication path for transmitting a subscriber identifier from said subscriber unit 

to said credential information manager; 
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a computer program stored in said memory of said credential information manager for 

authenticating, by said credential information manager, said subscriber 

identifier received by said credential information manager from said 

subscriber unit with said subscriber identifier stored in said credentia 

information manager memory; 

a communication path for transmitting a request for verification fro 	aid credential 

information manager to said transaction service provider• 

a communication path for transmitting, from said credential formation manager to 

said transaction service provider, said transactio dentifier received from said 

subscriber unit; 

a computer program stored in said memory of sa transaction service provider for 

verifying, by transaction service prov er, said transaction identifier received 

by transaction service provider fr 	said credential information manager with 

said transaction identifier sto d in said transaction service provider memory; 

a communication path for trans 	ing, from said transaction service provider to said 

credential informatio manager, a verification request result message; 

a communication path f• transmitting, from said credential information manager to 

said transact' service provider, said cyber identifier stored in said credential 

informat n manager memory; 

a communic ion path for transmitting, from said credential information manager to 

d transaction service provider, said subscriber information stored in said 

credential information manager memory; and 

communication path for transmitting a transaction authorization from said credential 

information manager to said transaction service provider. 
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59. The system of claim 58 wherein said subscriber unit is made up of one or more mobile 

phones, smart phones, PDAs, computers, or POS terminals, modems, fax machines, o 

display/input terminals. 

60. The system of claim 59 wherein said subscriber unit is made of a phone in wirele 

communication with a POS terminal. 

61. The system of claim 58 where one or more of the communication paths i lude a secure 

telecommunications link. 

62. The system of claim 58 where one or more of the communicatio •aths include a wireless 

telecommunications link. 

63. The system of claim 58 where one or more of the comm 'cation paths include the 

interne. 

64. The system of claim 6lwherein said secure telec' munications link includes one or more 

of a VPN, audio or visual signalling, sec e tunnelling, or an encrypted 

communication infrastructure. 

65. The system of claim 58 wherein said .ubscriber unit memory includes a removable 

memory, and before said sub riber identifier is transmitted from said subscriber unit 

to said credential inform on manager, said subscriber identifier is stored in said 

subscriber unit mem 

66. The system of claim 5 wherein said removable memory includes a SIM card. 

67. The system of cl• m 65 wherein said removable memory includes an electronic card. 

68. The system • claim 58 wherein said credential information manager further includes: 

a ce ted credential information manager having a processor and a memory, 

uthentication/secure link service provider having a processor and a memory, 

a communication path for transmitting said request for authentication, received from 

said subscriber unit by said credential information manager, from said 
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certified credential information manager to said authentication/secure link 

service provider, 

a communication path for transmitting said subscriber identifier, received from sa 

subscriber unit by said credential information manager, from said cert d 

credential information manager to said authentication/secure link rvice 

provider, 

wherein said authentication computer program is stored in said a entication/secure 

link service provider memory, and 

wherein said subscriber identifier stored in said credentia nformation manager 

memory is stored in said authentication/secur ink service provider memory. 
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CLAIMS 

1. A method for securing a transaction by a user comprising: 

providing a subscriber unit having a processor, a memory, and a display, 

wherein said subscriber unit is configured to accept user input, 

providing a credential information manager having a processor and a memory, 

storing a cyber identifier associated with the user in said credential 
information manager memory, wherein said cyber identifier comprises a 
username and subscriber information; 

storing a subscriber identifier associated with the user in said credential 
information manager memory; 

storing said subscriber information associated with the user in said credential 
information manager memory; 

providing a transaction service provider having a processor and a memory, 

transmitting a request for a transaction from said subscriber unit to said 
transaction service provider; 

transmitting a transaction identifier, created by said transaction service 
provider based on said transaction request, from said transaction service 
provider to said subscriber unit; 

storing said transaction identifier in said transaction service provider memory; 

transmitting a request for authentication from said subscriber unit to said 
credential information manager; 

transmitting said transaction identifier from said subscriber unit to said 
credential information manager; 

transmitting a subscriber identifier from said subscriber unit to said credential 
information manager; 

authenticating, by said credential information manager, said subscriber 
identifier received by said credential information manager from said 
subscriber unit with said subscriber identifier stored in said credential 
information manager memory; 

transmitting a request for verification from said credential information manager 
to said transaction service provider; 

17 



transmitting, from said credential information manager to said transaction 
service provider, said transaction identifier received from said subscriber unit; 

verifying, by transaction service provider, said transaction identifier received 
by transaction service provider from said credential information manager with 
said transaction identifier stored in said transaction service provider memory; 

transmitting, from said transaction service provider to said credential 
information manager, a verification request result message; 

transmitting, from said credential information manager to said transaction 
service provider, said cyber identifier stored in said credential information 
manager memory; 

transmitting, from said credential information manager to said transaction 
service provider, said subscriber information stored in said credential 
information manager memory; 

transmitting a transaction authorization from said credential information 
manager to said transaction service provider; and 

transmitting a password from said subscriber unit to said transaction service 
provider; 

wherein said password is never transmitted to said credential information 
manager and wherein said cyber identifier is never transmitted to said 
subscriber unit; and 

wherein said subscriber information is never transmitted to said transaction 
service provider by said subscriber unit. 

2. The method of claim 1 wherein said authentication further includes 
comparing, by said credential information manager processor, said 
subscriber identifier received by said credential information manager 
from said subscriber unit with said subscriber identifier stored in said 
credential information manager memory. 

3. The method of claim 2 wherein said verification request is sent as a 
result of said comparison indicating that said subscriber identifier 
received by said credential information manager from said subscriber 
unit matches said subscriber identifier stored in said credential 
information manager memory. 

4. The method of claim 2 further including transmitting an 
authentication failure message from said credential information 
manager to said subscriber unit, wherein said authentication failure 
message is sent as a result of said comparison indicating that said 
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subscriber identifier received by said credential information manager 
from said subscriber unit does not match said subscriber identifier 
stored in said credential information manager memory. 

5. The method of claim 4 further including displaying a visual 
authentication failure message on said subscriber unit display based 
on said authentication failure message transmitted from said credential 
information manager to said subscriber unit. 

6. The method of claim 1 wherein said verification further includes 
comparing, by said transaction service provider processor, said 
transaction identifier received by transaction service provider from said 
credential information manager with said transaction identifier stored in 
said transaction service provider memory, wherein said verification 
result request message includes a result of said comparison. 

7. The method of claim 6 wherein said transmission of said cyber 
identifier is sent as a result of said verification result request message 
indicating that said transaction identifier received by said transaction 
service provider from said credential information manager matches 
with said transaction identifier stored in said transaction service 
provider memory. 

8. The method of claim 6 further including transmitting a verification 
failure message from said credential information manager to said 
subscriber unit, wherein said verification failure message is sent as a 
result of said verification result request message indicating that said 
transaction identifier received by said transaction service provider from 
said credential information manager does not match with said 
transaction identifier stored in said transaction service provider memory. 

9. The method of claim 8 further including displaying a visual 
verification failure message on said subscriber unit display based on 
said verification failure message transmitted from said credential 
information manager to said subscriber unit. 

10. The method of claim 1 wherein said subscriber unit is made up of 
one or more mobile phones, smart phones, PDAs, computers, or POS 
terminals, modems, fax machines, or display/input terminals. 

11. The method of claim 10 wherein said subscriber unit is made of a 
phone in wireless communication with a POS terminal. 

12. The method of claim 1 where one or more of the transmissions are 
made via a secure telecommunications link. 
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13. The method of claim 1 where one or more of the transmissions are 
made via a wireless telecommunications link. 

14. The method of claim 1 where one or more of the transmissions are 
made via the internet. 

15. The method of claim 12 wherein said secure telecommunications 
link includes one or more of a VPN, audio or visual signaling, secure 
tunneling, or an encrypted communication infrastructure. 

16. The method of claim 1 wherein, before said subscriber identifier is 
transmitted from said subscriber unit to said credential information 
manager, said subscriber identifier is received as input to the 
subscriber unit and stored in said subscriber unit memory. 

17. The method of claim 1 wherein said subscriber unit memory 
includes a removable memory, and before said subscriber identifier is 
transmitted from said subscriber unit to said credential information 
manager, said subscriber identifier is stored in said subscriber unit 
memory. 

18. The method of claim 17 wherein said removable memory includes 
a SIM card. 

19. The method of claim 17 wherein said removable memory includes 
an electronic card. 

20. The method of claim 1 further including storing said subscriber 
information, transmitted from said credential information manager to 
said transaction service provider, in said transaction service provider 
memory. 

21. The method of claim 1 further including transmitting said subscriber 
information, transmitted from said credential information manager to 
said transaction service provider, from said transaction service provider 
to said subscriber unit. 

22. The method of claim 21 further including displaying visual 
subscriber information on said subscriber unit display based on said 
subscriber information transmitted from said transaction service 
provider to said subscriber unit. 

23. The method of claim 1, further comprising verifying, by said 
transaction service provider, said password transmitted from said 
subscriber unit. 

24. A system for securing a transaction by a user comprising: 
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a subscriber unit having a processor, a memory, and a display, 

wherein said subscriber unit is configured to accept user input, 

a credential information manager having a processor and a memory, 

a cyber identifier associated with the user stored in said credential information 
manager memory, wherein said cyber identifier comprises a username and 
subscriber information; 

a subscriber identifier associated with the user stored in said credential information 
manager memory; 

said subscriber information associated with the user stored in said credential 
information manager memory; 

a transaction service provider having a processor and a memory, 

a transaction request configured to be transmitted by a communication path from 
said subscriber unit to said transaction service provider; 

a computer program stored in said memory of said transaction service provider for 
creating, based on said transaction request, a transaction identifier; 

said transaction identifier configured to be transmitted by a communication path from 
said transaction service provider to said subscriber unit; 

said transaction identifier stored in said transaction service provider memory; 

a request for authentication configured to be transmitted by a communication path 
from said subscriber unit to said credential information manager; 

said transaction identifier configured to be transmitted by a communication path from 
said subscriber unit to said credential information manager; 

a subscriber identifier configured to be transmitted by a communication path from 
said subscriber unit to said credential information manager; 

a computer program stored in said memory of said credential information manager 
for authenticating, by said credential information manager, said subscriber identifier 
received by said credential information manager from said subscriber unit with said 
subscriber identifier stored in said credential information manager memory; 

a request for verification configured to be transmitted by a communication path from 
said credential information manager to said transaction service provider; 

said transaction identifier, received from said subscriber unit, configured to be 
transmitted by a communication path from said credential information manager to 
said transaction service provider; 
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a computer program stored in said memory of said transaction service provider for 
verifying, by transaction service provider, said transaction identifier received by 
transaction service provider from said credential information manager with said 
transaction identifier stored in said transaction service provider memory; 

a verification request result message configured to be transmitted by a 
communication path from said transaction service provider to said credential 
information manager; 

said cyber identifier, stored in said credential information manager memory, 
configured to be transmitted by a communication path from said credential 
information manager to said transaction service provider; 

said subscriber information, stored in said credential information manager memory, 
configured to be transmitted by a communication path from said credential 
information manager to said transaction service provider; 

a transaction authorization configured to be transmitted by a communication path 
from said credential information manager to said transaction service provider; and 

a password configured to be transmitted by a communication path from said 
subscriber unit to said transaction service provider; 

wherein said password is never transmitted to said credential information manager 
and wherein said cyber identifier is never transmitted to said subscriber unit; and 

wherein said subscriber information is never transmitted to said transaction service 
provider by said subscriber unit. 

25. The system of claim 24 wherein said subscriber unit is made up of one or 
more mobile phones, smart phones, PDAs, computers, or POS terminals, 
modems, fax machines, or display/input terminals. 

26. The system of claim 25 wherein said subscriber unit is made of a phone in 
wireless communication with a POS terminal. 

27. The system of claim 24 where one or more of the communication paths 
include a secure telecommunications link. 

28. The system of claim 24 where one or more of the communication paths 
include a wireless telecommunications link. 

29. The system of claim 24 where one or more of the communication paths 
include the internet. 

30. The system of claim 27 wherein said secure telecommunications link 
includes one or more of a VPN, audio or visual signaling, secure tunneling, or 
an encrypted communication infrastructure. 
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31. The system of claim 24 wherein said subscriber unit memory includes a 
removable memory, and before said subscriber identifier is transmitted from 
said subscriber unit to said credential information manager, said subscriber 
identifier is stored in said subscriber unit memory. 

32. The system of claim 31 wherein said removable memory includes a SIM 
card. 

33. The system of claim 31 wherein said removable memory includes an 
electronic card. 

34. The system of claim 24 wherein said credential information manager 
further includes: 

a certified credential information manager having a processor and a 
memory, 

an authentication/secure link service provider having a processor and a 
memory, 

said authentication request, received from said subscriber unit by said 
credential information manager, configured to be transmitted by a 
communication path from said certified credential information manager 
to said authentication/secure link service provider, 

said subscriber identifier, received from said subscriber unit by 
said credential information manager, configured to be 
transmitted by a communication path from said certified 
credential information manager to said authentication/secure link 
service provider, 

wherein said authentication computer program is stored in said 
authentication/secure link service provider memory, and 

wherein said subscriber identifier stored in said credential information 
manager memory is stored in said authentication/secure link service 
provider memory. 

35. The system of claim 24, wherein said transaction service provider is configured 
to verify said password transmitted from said subscriber unit 
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