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Claims
1. A method for securing a trénsaction By a user comprising:

providing a subscriber unit having a processor, a memory, and a display,
wherein sajd subscriber uﬁit is configured to accept user input,

‘providing a credential information manégef having a processor and a megfory,

storing a cyber identifier agsociated with the user in said credential infOrmation
manager memory;

storing a subscriber identifier associated Qith the user in said reden_tial information
r_nanagéf mémory; V

storing subscriber information asbs_ociated with the usgf in said credential informatioﬁ
manager memory; |

providing a transaction service provider havipf a processor and a memory,

transmitting a request for a transaction frg/m said subscriber unit to said transaction
service provider;

traﬁsmitting a transaction iiientif \ éreateci by said transaction service prbvider based
on said transaction regliest, from said transaction service provider to said
subscriber unit;

storing said transactigh identifier in éaid transaction service provider memory;

transmitting a regfiest for authentication from said subscriber unit to said credential
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authenticating, by said credential information manager, said subscriber identifier
received by said credential information manager from said subscriber unit wit
said subscriber identifier stored in said credential information manvager
memory;

tfansmitting a request for verification from said credential information mgfiager to
said transaction servi_ée_provider

transmitting, from said credential information manager to said trgfsaction service
prqvider, said transaction identiﬁer recei\}ed from saig/subscriber unit;

verifying, by transaction service provider; said transactio

identifier received by

transaction service provider from said credenyfal information manager with

said transaction identifier stored in said trghisaction service provider memory;

transmitting, from said transaction service prgvider to said credential information
manager, a verification request reghlt message;
_ transmitting, from said credential infgfmation-manager to said transaction service ~

provider, said cyber identjfier stored in said credential information manager

edential information manager processor, said subscriber identifier received by said
credential information manager from said subscriber unit with said subscriber

identifier stored in said credential information manager memory.
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3. The method of claim 2 whe_rein said verification request is sent a'sba fesult of éaid
comparison indicating that said subscriber identifier received by said Credeﬁf'izi'l
information manager from said subscriber unit matches said subscriber identifier
stored in said credential information manager memory.

4. The method of claim 2 ﬁlrther incll;ding fransmining an authentication failure fessage
from said credential information manager to said subscriber unit, whefein said
‘authenticaztion failure message is sent as a result of said comparis indicatiﬁg that
said su_bscriber identifier received by said’ credential informatfbn manager frorﬁ said
subscriber unit does not météh said subscriber idenfiﬁer ored in said credential
infdrmation managér memory.

5. The method of claim 4 further including displaying a yfsual authentication failure message
on said subscriber unit display based on said futhentication failure message
transmitted from sai‘d cr_eden_tial informatibn manager to said subscriber unit.

3 .

6. The mét}h_q_qvof claim 1 wherein said verif] Ation further includes ‘comparing,—by'said

transaction service provider procghsor, s'aid transaction identifier recei'ved. by .

". transaction service provider ffom séid credential information rﬁanager with said
transaction identiﬁer storfd in said transaction service provider memory, wherein said
verification result regfiest message includes a result of said comparison.

7. The method of ciaim /wherein said transmission of sa_id cyber identifier is sent as a result
“of said verifigation result request messageindicatiné_ that said transaction identifier
received By said'transaction‘ sewic¢_pr_dvider from said credential informatién
mangier ma;ches with said .transaction identifier stored in said transaction service
ovider memory.
8. T é method of claim 6 further including transmitting a verification failure message from

said credential information manager to said subscriber unit, wherein said verification
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failure -message is sent as a result of said verification result request méssage indicating
that said transaction identifier received by said transaction service prdvidér froﬁ said

~ credential inforrnation manager does not rﬁatch with said transaction idéntiﬁer sfo d
in said transaction servicg provider memory.

9, Thé; method of claiﬁ 8 fuffher including displaying a visual verification failurefnessage on
said subscriber unit display based on said verification failure meséage ransmitted
from said credentiél information manager to said vsubscriber unit.

10. The method of claim-1 wherein said subscriber unit is mgde up of/one or more mobile
phones, smart phones, PDAs, cﬁmputers, or- POS terminaly, moderﬁs, fax m;dchines, or
display/iﬁput‘ terminals.

1. The method of claim 10 wherein said subscribef unit 6 made of a phone iﬁ wireless

| commuﬁication with a POS terminal.

12. Tﬂe method of claim | where one or more of fie transmissions are made via a secure
telecommunications link.

13. The method of claim 1 where bne.or ore of the transmissions are made via a wireless
te_lec‘omxﬁénic’atiéns link.

14. The method of élaim 1 wheir ne or more of the transmi‘ssions are made via the internet.

15. The method of claim .12 yherein said secure telecomimunications link iﬁc]udes one or
more (‘)f‘a VPN, fdio or visual signalling, secure tunnelling, or an encrypted
communicati infrastriicture.

16. The method claim .1 wﬁerein, before said subsc.riber identifier is transmitted from said
subscsiber uﬁit to said cfedential information manager, said subscriber identiﬁef is
rg€eived as input to the subscriber unit and stored in said subscriber unit memory.

17. Phe method of claim | wherein said. subscriber Qnit memory includes a removable

memory, and before said subscriber identifier is transmitted from said subscriber unit
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to said credential information manager, said subscriber identifier is stored in said

subscriber unit memory.

18. The method of claim 17 wherein said removable memory includes a SIM card.

19. The method of claim 17 wherein said removable memory includes an electronic cd.
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23. A method for securing a transaction among a user,:é credential information manager,
and a transaction service provider comprising: |
providing a subscriber unit having a processor, a memory, and a display;
wherein said subscriber unit is configured to accept user input,
transmitting a request for a transaction -fromsaid subscriber \_mit to the tr sactiori
.service provider;
receiving, by said suBscriber unit, a transagtion identiﬁér transmigged from said
:transac'tioii service pioyider; |
transmitting a reqiie_st for authentication_ fri'nii saia subscriffer unit to said credential
informaiion nianaéer;
transmitting said transaction identifier from said bscriber unit to said credential
information inanager; an_d
transmitting a subscriber identifier from sfid subscriber unit to said credential
| information manager.
24.‘ The method i)f claim 23 further incluging receiving, by ‘said s‘ubscriber.unit, an
: authenticatioﬁ failure messagg/from the credential information manager to said -
subscriber u'nit, wherein sfid authentication failuie message indicates that said |
subscriber identifier tyansmitted to the credential_infonnaiion manager by said
subscriber unit dgfs not match a subscriber identifier stored in a memory of the
credential inffrmation manager. ' - |
25. The method gA claim 24 further includin.g disbiaying a visual éuthentication faiiure
messgbe on said subscriber unit display based on said authentication failure message
rgleived from the credential information maziager by said subscriber unit.
26. Phe method of claim 23 further including receiving, by said subscriber unit, a verification

failure message from the credential information manager, wherein said verification
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_failure message indicates that‘a trahsaction identifier received by the transactio_n
service provider from said credential information manager does nvot match with a
transaction identifier stored in said tranéaction serv.icve provider memory.

The method of claim 26 further including displaying a visual verification failure plessage
on said subscriber unit display based on said verification failure message ar.lsmitted.
from the credential .information manager to'said subscriber unit.

The method of claim 23 wherein said svubscri.ber Aunit is made‘up of oge or more mobile

phones, smart phones, PDAs, computers, or POS terminals, ipbdems, fax machinés,‘or
display/input fe_rminéls. -

The method of claim 28 wherein sajd subscribenr- unit is ;pade of a’ phohe in wireless
communication with é POS terminal. |

The method of claim 23 where one or more of thftransmissions received or transmiﬁed
by said subscriber unit are made via a segfire telecommunications link.

The method of claim 23 where.one.or mgfe of the transmissions received 'or"trans’ihi_tfed' |
by said subscriber unit are méde aa vwireless telecommunications link.

The met}hodb of claim 23 wﬁére opfe or more of the transmissions receiyed or transmitted
by said subscriber unit ag/ made via the internet.-

The method of claim 36 herein said secure telecommunications link includes one or
more of a VPN, ghdio or visual signalling, secure tﬁnne“ing, or an encrypted
communicatjgn infrastructure.

The met-hod f claim 23 whérein,'before said subscriber idé;ltiﬁer is transmitted from said

iber unit to the credeﬁtial information manager, said subscriber ideﬁtiﬁer is

fceived as input to the subscriber unit and stored in said subscriber unit memory.

e method of claim 23 wherein said subscriber unit memory includes a removable -

memory, and before said subscriber identifier is transmitted from said subscriber unit
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to said credentiai information manager, said subscriber identifier is stored in said
subscriber unit memory.

36. The method of claim 35 wherein said removable memory includes a SIM card.

37. The method of claim 35 wherein said removable memory includes an electronic gard.

38. The method of claim 23 further including ‘feceiAving, by said subscriber unit, ghibscriber
information from the transaction service provider.

39. The method of claim 38 further including displaying visual subscribef information on said

subscriber unit display based on said subscriber information ffansmitted from the

transaction service provider to said subsctiber unit.
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40.

service provider comprising:

providing a credential information manager having a processor and a memory,

~ storing a subscriber identifier associated with the user in said credentj

A method for securing a transaction among a user, a subscriber unit, and a transaction

storing a cyber identifier associated withb the user in said credential informati
manager memory;
information
manager memory;b
storing subscriber"iﬁformation associated with the user in sai¢/credential information
-maﬁager memory;
réceiving, by said credential information manager, a quesf for authentiéation from
* " the subscriber unit;
r'eceivving, by said crgdential information manéger, said transaction identifier from the

- subscriber unit;

receiving, by said credential informayon manager, -a-subscriber identifier from the”

-subscriber unit; .
authenticating, by said credepfial information manager, said subscriber identifier
received by said gfedential information !manager from said subscriber unit with

said subscribef identifier stored in said credential information manager

provider, said transaction identifier received from the subscriber unit;.
receiving, by said credential information manager, a verification request result

message from the transaction service provider;
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transmitting, from said credential information manager to said transaction 'sérvic&_a
provider, said cyber identifier stored m said credential informat_ion mégage}
memory; |
~ transmitting, from said credential information manager to said transaction se
provider, said subscriber information stored in said credential info
manager memory; and
trahS_rnitting a traﬁsaéfion authorization from said credential info atio.n manager to

N\
said transaction service provider.

41. The method of claim 40 wherein said authentication further i

result of said verification result request message indicating that said transaction

identifier transmitted to the transaction service provider by said credential information
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manager matches with a transaction identifier stored in the transaction service
provider memory.

45. The method of claim 40 further including transmitting a verification failure message jffom

credential information manager does not match with said transac fOn identifier stored

_in said transaction service provider memory. |

46. The method of élaim.4d where one or. more of the transmi,ss‘ s received or transmitted

by said credential information manager are made via se§ure telecomﬁunications |

link. |

47. The method of claim 40 where §ne dr more of th transmissions received or transmitte.d

| by said credential information manager agé made via a wireless téiecommuniéations

link.

48. The method of claim 40 ;v,here one oY more of the transmissions received or transmitted
-by said crédeﬁtial infoﬁnatio manager are inade via t_he intemét.

49, The method of claim 46 whefin said secure telecommunications link includes one or
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50. A method for securing a transaction among a user, a subscriber unit, and écredential
_information Amanager comprising:'
.prov_iding a fransaction service providér having a processor and a mémofy,
transmitting a request for a transaction from the sui)scriber unit to said transagfion
 service provider; -
transmitting a transaction identifier, created b)-/ said transaction servicg provider based
on said transaction request, fr_om said trhﬁsaction service pfovider to the
subs’éribéf unit; | A‘
. sforing said transaction idéntiﬁer in ,'s'a'id‘ tréh'sac‘:tioAri' servigf provider memory# |
'recei\'/i‘ng, by the transaction service providei, a reqd for verification %rom the
credential infonﬁation manager;
receiving a tran.s'actioh identifier, by the» tréns tion service provider, from said

credential information manager;

- _verifying, by said transaction.service #rovider, said transaction identifier received by -

said Atransactio-n-service p vi_d_er from the credential information manager with
said transaction identifier stored in said.transactioﬁ service provider merhory;

transmiﬁiﬁg, from said trapfisaction se,rvi_ce provider to the credential infon_ﬁation
manager, a v ﬁcation r‘eqﬁest fesu}t message;

receivirig, by the fansaction service provider from the credential information

-

manager, subscriber information associated with the user; and
rfeiving, by said transaction service provider from the credential information

manager, a transaction authorization.
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51. The method of claim 50 wherein said verification further in;ludés comparing, Ey éaid _
transaction service provider vp.rocevss'or, séia transaction identifier received by? sais .
transaction service provider from the éredential information rrianéger with said
transacti.on identifier stored in said transaction service provider memory, whein said '
verification result requést message includes a result of said comparfson.

52. The method of claim 50 where one or more of the transmissions received/0r transmitted
by said transaction service ‘provider are made via a secure telecorpMmunications link.

53. The metﬁod of claim 50 wh'_ere one or more of the _transmissions c'eivéd or transmitted
by said transaction service providér ére made via a wirelef telecommunications link.

54, The method of claim 50 where 0n¢.or more of the transmisions received or transmitted
by said transaction service provider are made via fe internet.

55. The method of claim 52 wherein said secure tele ymmunications link includes one or
more of a VPN, audio ér visual signallin .se'cure tunnelling, or an encrypted
communication infrastructure. |

567 The method of claim 50 further inclyding storing said subscriber infonﬁation, received by
said transaction servic¢ pro?' er from the credential information‘manager, in said
transaction service proviglr memory.

57. The method of claim 50 frther including transrﬁitting said subscribér information,
received by said gfansaction servi0¢ provfder frorﬁ the credential information

manager, fropfl said transaction service provider to the subscriber unit.
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58. A system for securing a transaction by a user comprising:.
. a subscriber unit having a processor, a memory, and a display,
wherein said subscriber uhit is configured to accept user input,
~ a credential information manager having a processor and a memor)'/,
a cyber identifier associated with the user stored iﬁ said credential inforfn ion
manager memory;
a subscriber identiﬁef associated with the user stored in said cred tial_ information
manager memory;
subscriber information associated with thé user stored in ghid credential information
manager mémbry;
a transaction service provider having a processor #/nd a memory,
a communication path for transmitting a requ tfor a transaction from said subscriber
unit to said transaction service profider;.
) ;g‘gompyuye_r_ prqgrarﬁ stored in said m ory. of said transaction service provider for -
creating, based on said traffsaction request, a transaction identifier;
a communication path for tragmitting said transaction identifier created by said
transaction servicg/provider to said subscriber unit;
a transaction identifie/ stored in said. transaction service provider memory; .

a communication/ath for transmitting a request for authentication from said

unit to said credential information manager;
ommunication path for transmitting a subscriber identifier from said subscriber unit

to said credential information manager;
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a computer program stored in said memory of said credeﬁtial information maﬁaéer for
authenticating, by said credentiél_infonﬁétion manager, said subscriber
~ identifier received by said c'redential. information ma;\ager from said
subscriber unit with said subscriber identifier stored in said credentia
information manager memory;
. a cémmunication path for transmitting a request for veriﬁcation fromySaid credential
| information manager to said transaction service provider,

a communication path for transmitting, frbm said qredential ] fgrmation manégér to
said transaction service provider, said transéctio ; denﬁﬁer received from séid

subscriber uni't;

a computer program stored in said memory of saj transaction service provider for

verifying, by transaction service prdv' er, said transaction identifier received

by transaction service provider frgm said credential information manager with

informatifn manager memory;
a communicgfion path for transmitting, from said credential information manager to
sgid tranéaction service provide_r, said subscriber information stored in said -
credential information manager memory; and

communication path for transmitting a transaction authorization from said credential

information manager to said transaction service provider.
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59. The system of claim S8 wherein said subscriber unit is made up of one or more mobile
~ phones, smart.phones, PDAs, cbmputers, or POS terminals, modems, fax maqhines,_ 0
display/input terminals. |

60. The system of cla;ir“nv 59 wherein éaid subscriber unit is made of a phone in Wirele

communication with a POS terminal.

61. The system of claim 58 wﬁefe 6ne or more of the communication paths ip€lude a secure

' teleéommunications l_ink.'
62. The syStem of claim 58 where one-or more of the comnidni';:atio aths include a wireless
| . ‘»telecommunicat-ions link. |

. 63. The system of claim 58 where one or more of the commufication paths include fhe
internet. |

- 64, The syétém of claim 61wherein said secure telecgfnmunications link incl'udes one or more
of a VPN, audio or visual signalling, secyfe tunnel]iné, or an encrypted
communication infrastructure. |

65. The system of claim 58 wherein said fubscriber unit meﬁory includes a removable

memory, and beforé said sub ribér identifier is transmitted from said su_t;scriber unit
to said credentiali informgfion manager, said subscriber identifier is stored in said
subscriber unit memgfy. |

66. The system of claim 15 wherein said remévable memory includes a SIM card.

67. The system of clgfm 65 wherein said removable memory includes an electroAnic.card. :
68. The system of claim -58. whé_rein said predential information mahéger further includes:
ace 7 ted credential information manager bhaving a processor and a memory,

_ uthentication/secure link service provider having a processor and a memory,
‘a communication path for transmitting said request for authentication, received from

said subscriber unit by said credential information manager, from said
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‘certiﬁed credential iﬁformation manager to said authentication/secure link
service provider,’ _
- a communicatidn péth for frémsmitting said subscriber idgntiﬁer, received from saj
~ subscriber unit by said credential information ménager, from said certjfled
credential information nianage"r to said authentication/securé link sérvice .
érovider,
* wherein said authént.ication-computer program is stored in said a entication/secure -
link sgwice provider memory, and- |

wherein said subscriber identifier stored in said credential/nformation manager

memory is stored in said authentication/secureflink service provider memory.




CLAIMS
1. A method for securing a transaction by a user comprising:
providing a subscriber unit having a processor, a memory, and a display,
wherein said subscriber unit is configured to accept user input,
providing a credential information manager having a processor and a memory,

storing a cyber identifier associated with the user in said credential
information manager memory, wherein said cyber identifier comprises a
username and subscriber information;

storing a subscriber identifier associated with the user in said credential
information manager memory;

storing said subscriber information associated with the user in said credential
information manager memory;

providing a transaction service provider having a processor and a memory,

transmitting a request for a transaction from said subscriber unit to said
transaction service provider,

transmitting a transaction identifier, created by said transaction service
provider based on said transaction request, from said transaction service
provider to said subscriber unit;

storing said transaction identifier in said transaction service provider memory;,

transmitting a request for authentication from said subscriber unit to said
credential information manager,

transmitting said transaction identifier from said subscriber unit to said
credential information manager;

transmitting a subscriber identifier from said subscriber unit to said credential
information manager,

authenticating, by said credential information manager, said subscriber
identifier received by said credential information manager from said
subscriber unit with said subscriber identifier stored in said credential
information manager memory;,

transmitting a request for verification from said credential information manager
to said transaction service provider,
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transmitting, from said credential information manager to said transaction
service provider, said transaction identifier received from said subscriber unit;

verifying, by transaction service provider, said transaction identifier received
by transaction service provider from said credential information manager with
said transaction identifier stored in said transaction service provider memory;

transmitting, from said transaction service provider to said credential
information manager, a verification request result message;

transmitting, from said credential information manager to said transaction
service provider, said cyber identifier stored in said credential information
manager memory;

transmitting, from said credential information manager to said transaction
service provider, said subscriber information stored in said credential
information manager memory;

transmitting a transaction authorization from said credential information
manager to said transaction service provider; and

transmitting a password from said subscriber unit to said transaction service
provider,

wherein said password is never transmitted to said credential information
manager and wherein said cyber identifier is never transmitted to said
subscriber unit; and

wherein said subscriber information is never transmitted to said transaction
service provider by said subscriber unit.

2. The method of claim 1 wherein said authentication further includes
comparing, by said credential information manager processor, said
subscriber identifier received by said credential information manager
from said subscriber unit with said subscriber identifier stored in said
credential information manager memory.

3. The method of claim 2 wherein said verification request is sent as a
result of said comparison indicating that said subscriber identifier
received by said credential information manager from said subscriber
unit matches said subscriber identifier stored in said credential
information manager memory.

4. The method of claim 2 further including transmitting an
authentication failure message from said credential information
manager to said subscriber unit, wherein said authentication failure
message is sent as a result of said comparison indicating that said
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subscriber identifier received by said credential information manager
from said subscriber unit does not match said subscriber identifier
stored in said credential information manager memory.

5. The method of claim 4 further including displaying a visual
authentication failure message on said subscriber unit display based
on said authentication failure message transmitted from said credential
information manager to said subscriber unit.

6. The method of claim 1 wherein said verification further includes
comparing, by said transaction service provider processor, said
transaction identifier received by transaction service provider from said
credential information manager with said transaction identifier stored in
said transaction service provider memory, wherein said verification
result request message includes a result of said comparison.

7. The method of claim 6 wherein said transmission of said cyber
identifier is sent as a result of said verification result request message
indicating that said transaction identifier received by said transaction
service provider from said credential information manager matches
with said transaction identifier stored in said transaction service
provider memory.

8. The method of claim 6 further including transmitting a verification
failure message from said credential information manager to said
subscriber unit, wherein said verification failure message is sent as a
result of said verification result request message indicating that said
transaction identifier received by said transaction service provider from
said credential information manager does not match with said
transaction identifier stored in said transaction service provider memory.

9. The method of claim 8 further including displaying a visual
verification failure message on said subscriber unit display based on
said verification failure message transmitted from said credential
information manager to said subscriber unit.

10. The method of claim 1 wherein said subscriber unit is made up of
one or more mobile phones, smart phones, PDAs, computers, or POS
terminals, modems, fax machines, or display/input terminals.

11. The method of claim 10 wherein said subscriber unit is made of a
phone in wireless communication with a POS terminal.

12. The method of claim 1 where one or more of the transmissions are
made via a secure telecommunications link.
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13. The method of claim 1 where one or more of the transmissions are
made via a wireless telecommunications link.

14. The method of claim 1 where one or more of the transmissions are
made via the internet.

15. The method of claim 12 wherein said secure telecommunications
link includes one or more of a VPN, audio or visual signaling, secure
tunneling, or an encrypted communication infrastructure.

16. The method of claim 1 wherein, before said subscriber identifier is
transmitted from said subscriber unit to said credential information
manager, said subscriber identifier is received as input to the
subscriber unit and stored in said subscriber unit memory.

17. The method of claim 1 wherein said subscriber unit memory
includes a removable memory, and before said subscriber identifier is
transmitted from said subscriber unit to said credential information
manager, said subscriber identifier is stored in said subscriber unit
memory.

18. The method of claim 17 wherein said removable memory includes
a SIM card.

19. The method of claim 17 wherein said removable memory includes
an electronic card.

20. The method of claim 1 further including storing said subscriber
information, transmitted from said credential information manager to
said transaction service provider, in said transaction service provider
memory.

21. The method of claim 1 further including transmitting said subscriber
information, transmitted from said credential information manager to
said transaction service provider, from said transaction service provider
to said subscriber unit.

22. The method of claim 21 further including displaying visual
subscriber information on said subscriber unit display based on said
subscriber information transmitted from said transaction service
provider to said subscriber unit.

23. The method of claim 1, further comprising verifying, by said
transaction service provider, said password transmitted from said
subscriber unit.

24. A system for securing a transaction by a user comprising:
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a subscriber unit having a processor, a memory, and a display,
wherein said subscriber unit is configured to accept user input,
a credential information manager having a processor and a memory,

a cyber identifier associated with the user stored in said credential information
manager memory, wherein said cyber identifier comprises a username and
subscriber information;

a subscriber identifier associated with the user stored in said credential information
manager memory;

said subscriber information associated with the user stored in said credential
information manager memory;

a transaction service provider having a processor and a memory,

a transaction request configured to be transmitted by a communication path from
said subscriber unit to said transaction service provider,

a computer program stored in said memory of said transaction service provider for
creating, based on said transaction request, a transaction identifier;

said transaction identifier configured to be transmitted by a communication path from
said transaction service provider to said subscriber unit;

said transaction identifier stored in said transaction service provider memory;

a request for authentication configured to be transmitted by a communication path
from said subscriber unit to said credential information manager;

said transaction identifier configured to be transmitted by a communication path from
said subscriber unit to said credential information manager,

a subscriber identifier configured to be transmitted by a communication path from
said subscriber unit to said credential information manager;

a computer program stored in said memory of said credential information manager

for authenticating, by said credential information manager, said subscriber identifier
received by said credential information manager from said subscriber unit with said
subscriber identifier stored in said credential information manager memory;

a request for verification configured to be transmitted by a communication path from
said credential information manager to said transaction service provider,

said transaction identifier, received from said subscriber unit, configured to be
transmitted by a communication path from said credential information manager to
said transaction service provider,;
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a computer program stored in said memory of said transaction service provider for
verifying, by transaction service provider, said transaction identifier received by
transaction service provider from said credential information manager with said
transaction identifier stored in said transaction service provider memory;

a verification request result message configured to be transmitted by a
communication path from said transaction service provider to said credential
information manager,

said cyber identifier, stored in said credential information manager memory,
configured to be transmitted by a communication path from said credential
information manager to said transaction service provider,

said subscriber information, stored in said credential information manager memory,
configured to be transmitted by a communication path from said credential
information manager to said transaction service provider,

a transaction authorization configured to be transmitted by a communication path
from said credential information manager to said transaction service provider; and

a password configured to be transmitted by a communication path from said
subscriber unit to said transaction service provider,

wherein said password is never transmitted to said credential information manager
and wherein said cyber identifier is never transmitted to said subscriber unit; and

wherein said subscriber information is never transmitted to said transaction service
provider by said subscriber unit.

25. The system of claim 24 wherein said subscriber unit is made up of one or
more mobile phones, smart phones, PDAs, computers, or POS terminals,
modems, fax machines, or display/input terminals.

26. The system of claim 25 wherein said subscriber unit is made of a phone in
wireless communication with a POS terminal.

27. The system of claim 24 where one or more of the communication paths
include a secure telecommunications link.

28. The system of claim 24 where one or more of the communication paths
include a wireless telecommunications link.

29. The system of claim 24 where one or more of the communication paths
include the internet.

30. The system of claim 27 wherein said secure telecommunications link
includes one or more of a VPN, audio or visual signaling, secure tunneling, or
an encrypted communication infrastructure.
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31. The system of claim 24 wherein said subscriber unit memory includes a
removable memory, and before said subscriber identifier is transmitted from
said subscriber unit to said credential information manager, said subscriber
identifier is stored in said subscriber unit memory.

32. The system of claim 31 wherein said removable memory includes a SIM
card.

33. The system of claim 31 wherein said removable memory includes an
electronic card.

34. The system of claim 24 wherein said credential information manager
further includes:

a certified credential information manager having a processor and a
memory,

an authentication/secure link service provider having a processor and a
memory,

said authentication request, received from said subscriber unit by said
credential information manager, configured to be transmitted by a
communication path from said certified credential information manager
to said authentication/secure link service provider,

said subscriber identifier, received from said subscriber unit by
said credential information manager, configured to be
transmitted by a communication path from said certified
credential information manager to said authentication/secure link
service provider,

wherein said authentication computer program is stored in said
authentication/secure link service provider memory, and

wherein said subscriber identifier stored in said credential information
manager memory is stored in said authentication/secure link service
provider memory.

35. The system of claim 24, wherein said transaction service provider is configured
to verify said password transmitted from said subscriber unit
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