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METHOD AND APPARATUS FOR DATA BACKUP IN STORAGE
SYSTEM

TECHNICAL FIELD

[0001] The present invention relates to the field of information technologies, and in particular,

to amethod and an apparatus for data backup in a storage system.

BACKGROUND

[0002] To ensure reliability of user data, a storage system generaly provides a data copy
function, to copy the user data from a source device of the storage system to a backup-end device.
When a fault occurs in the source device, the data in the backup-end device is recovered to the
source device, thereby achieving an objective of disaster recovery.

[0003] In the prior art, generally by using an incremental replication technology, data, which
changes, in the source device is compressed and then backed up to the backup-end device. However,
in the prior art, copying a data block, which changes, to a backup end still consumes a large amount
of bandwidth.

SUMMARY

[0004] According to afirst aspect, an embodiment of the present invention provides a solution
for data backup in a storage system. The storage system includes a source device and a backup-end
device, and data of an n™ snapshot S, is stored in both the source device and the backup-end device.
The source device determines a first data block that is written to the source device after the n
snapshot S, and determines, according to a logical address of the first data block, a second data
block that is in the same logical address and that is recorded in the n snapshot S, stored in the
source device, where the first data block is a modified block of the second data block, where n
indicates a snapshot operation. The source device performs a logical operation on the first data
block and the second data block to obtain athird data block, and compresses the third data block to
obtain a fourth data block. The source device sends, to the backup-end device, a data packet that
carries the fourth data block, the logical address of the first data block, and a version number of the

n™ snapshot S,.. The logical operation includes an exclusive-NOR operation or an exclusive-OR
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operation. The third data block is obtained by using the logical operation, and most datais the same
between the first data block and the second data block. Therefore, the third data block includes a
large quantity of Os (for example, using an exclusive-OR operation) or 1s (for example, using an
exclusive-NOR operation). A compression ratio of the third data block is greater than a compression
ratio of the first data block. Compared with directly compressing the first data block and sending a
compressed data block to the backup-end device, an amount of datathat is sent to a backup end is
reduced, and transmission bandwidth is saved.

[0005] The backup-end device receives and parses the data packet sent by the source device, to
obtain the fourth data block, the logical address of the first data block, and the version number of
the n™ snapshot S.; and the backup-end device determines, according to the logical address of the
first data block and the version number of the n'™ snapshot S,, the second data block recorded in the
snapshot S, stored in the backup-end device, decompresses the fourth data block to obtain the third
data block, performs the logical operation on the third data block and the second data block to
obtain the first data block, and writes the first data block to the logical address of the first data
block.

[0006] Optionally, the determining, by the source device, afirst data block that is written to the
source device after the "™ snapshot S, includes; determining, by the source device, the first data
block according to a logical address carried in a data write request recorded in a data change log
after the n™ snapshot S,. In this implementation manner, the first data block can be determined
without a need to perform a snapshot operation on the source device again.

[0007] Optionally, the determining, by the source device, afirst data block that is written to the
source device after the n'™ snapshot S, includes: performing, by the source device, an x" snapshot S,
operation, comparing the snapshot S, with a snapshot S,, and determining the first data block,
where n and x areintegers, and n < x.

[0008] The solution provided in the embodiment of the first aspect of the present invention may
be also applied to data recovery. Data of an n™ snapshot S, is stored in the source device, and the
data of the n™ snapshot S, in the source device and data of an x™ snapshot S, are stored in the
backup-end device, where n and x are integers, and n < x, where the source device sends a data
recovery request to the backup-end device, where the data recovery request carries a version
number of the snapshot S,,. The backup-end device receives and parses the data recovery request
sent by the source device, to obtain the version number of the snapshot S,, determines a first data
block according to the version number of the snapshot S, and a version number of the snapshot S,
determines, according to a logical address of the first data block and the version number of the

snapshot S, a second data block recorded in the snapshot S, performs a logical operation on the
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first data block and the second data block to obtain a third data block, compresses the third data
block to obtain a fourth data block, and sends, to the source device, a data packet that carries the
fourth data block and the logical address of the first data block, where the first data block is a data
block that is recorded in the snapshot S, backed up by the backup-end device and that is written by
the source device after the n™ snapshot S, and the first data block is a modified block of the second
data block, where the logica operation is an exclusive-OR operation or an exclusive-NOR
operation. In a data process, alogical operation and a compression operation are performed, which
similarly increases a compression ratio, and saves transmission bandwidth.

[0009] The source device receives and parses the data packet sent by the backup-end device, to
obtain the fourth data block and the logical address of the first data block, determines, according to
the logical address of the first data block, the second data block recorded in the snapshot S,
decompresses the fourth data block to obtain the third data block, performs the logical operation on
the third data block and the second data block to obtain the first data block, and writes the first data
block to the logical address of the first data block, so that the source device is recovered to a state
that is the same as that of the backup-end device.

[0010] Corresponding to the first aspect and a data scenario to which the first aspect is applied,
this embodiment of the present invention further provides a storage device, separately configured to
serve as the source device and the backup-end device in the storage system in the embodiment in
the first aspect, to implement the solution provided in the first aspect in the embodiments of the
present invention. The storage device includes a structural unit that implements the solution in this
embodiment of the invention in the first aspect and in the data scenario to which the first aspect is
applied, or the storage device includes an interface and a processor, to implement the solution in the
embodiment in the first aspect and in the data scenario to which the first aspect is applied.

[0011] Accordingly, this embodiment of the present invention further provides a non-volatile
computer readable storage medium and a computer program product. When a computer instruction
included in the non-volatile computer readable storage medium and the computer program product
is loaded into memory of the storage device provided in this embodiment of the present invention,
and a central processing unit (Center Processing Unit, CPU) of the storage device executes the
computer instruction, the storage device serves as the source device and the backup-end device in
the storage system in the embodiment of the first aspect, to implement the solution provided in the
first aspect in the embodiments of the present invention.

[0012] According to a second aspect, an embodiment of the present invention further provides
another solution for data backup in a storage system. The storage system includes a source device

and a backup-end device, and data of an n™ snapshot S, i's stored in both the source device and the
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backup-end device. The source device determines a first data block that is written to the source
device after the n™ snapshot S, and determines, according to alogical address of the first data block,
a second data block recorded in the n™ snapshot S,,, where the first data block is a modified block of
the second data block. The source device determines a shift amount of a cyclic shift that needs to be
performed on the first data block, and performs a cyclic shift on the first data block according to the
shift amount to obtain a third data block. The third data block is obtained by performing the cyclic
shift, so that at a same location, more data is the same between the third data block and the second
data block. The source device performs a logical operation on the third data block and the second
data block to obtain a fourth data block, where the logical operation is an exclusive-OR operation or
an exclusive-NOR operation, and after the logical operation, the fourth data block includes a large
quantity of Os (for example, using an exclusive-OR operation) or 1s (for example, using an
exclusive-NOR operation), and compresses the fourth data block to obtain a fifth data block. A
compression ratio of the fourth data block is greater than a compression ratio of the first data block.
Compared with directly compressing the first data block and sending a compressed data block to the
backup-end device, an amount of data that is sent to a backup end is reduced, and transmission
bandwidth is saved. The source device sends, to the backup-end device, a data packet that carries
the fifth data block, the logical address of the first data block, shift information, and a version
number of the n™ snapshot S,, where the shift information includes a cyclic shift direction and the
shift amount.

[0013] The backup-end device receives and parses the data packet to obtain the fifth data block,
the logical address of the first data block, the shift information, and the version number of the n"
snapshot S;,; and determines, according to the logical address of the first data block and the version
number of the n™ snapshot S,, the second data block recorded in the snapshot S,, decompresses the
fifth data block to obtain the fourth data block, performs the logical operation on the fourth data
block and the second data block to obtain the third data block, performs a reverse cyclic shift on the
third data block according to the shift information to obtain the first data block, and writes the first
data block to the logical address of the first data block.

[0014] Optionally, the following calculation rule is configured for the source device: N
windows are set, and hash calculation is performed on at |east partial data, which isin each window,
of a data block, where a size of each window is the same; a start location of afirst window is a start
location of the data block; an end location of alast window is equal to an end location of the data
block; a start location of an (i+1)™ window is a fixed length away from a start location of an i
window; and N is an integer and is not less than 2, i is an integer, and the i™ window indicates any

window of afirst to an N windows;
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the source device performs hash calculation on at least partial data, which is in each
window, of the first data block according to the calculation rule, and performs hash calculation on at
least partial data, which is in each window, of the second data block according to the calculation
rule;

the source device selects, according to an order in which hash values are set, the first M
hash values from hash values of the first data block, and selects the first M hash values from hash
values of the second data block, where M is a positive integer and is not greater than N; and

the source device searches the first M hash values of the first data block and the first M
hash values of the second data block for a same hash value, and determines that a difference
between offsets of two windows corresponding to the same hash value is the shift amount.
[0015] Optionally, a fixed length that a start location of an (i+1)" window is away from a start
location of an i™ window is one bit or multiple bits.
[0016] Optionally, the order, in which the hash vaues are set, according to which the source
device performs selection may be specifically an ascending order or a descending order.
[0017] Optionally, at the same time when it is determined that a difference between offsets of
two windows corresponding to the same hash value is the shift amount, a cyclic shift direction may
be further determined. Specifically, when an offset of awindow corresponding to a same hash value
in afirst data block minus an offset of a window corresponding to the same hash value in a second
data block is a positive number, a cyclic shift to the left is performed; or when an offset of a
window corresponding to a same hash value in a first data block minus an offset of a window
corresponding to the same hash value in a second data block is a negative number, a cyclic shift to
theright is performed.
[0018] Optionally, the determining, by the source device, afirst data block that is written to the
source device after the n™ snapshot S, includes: determining, by the source device, the first data
block according to a logical address carried in a data write request recorded in a data change log
after the n™ snapshot S,. In this implementation manner, the first data block can be determined
without a need to perform a snapshot operation on the source device again.
[0019] Optionally, the determining, by the source device, afirst data block that is written to the
source device after the n snapshot S, includes: performing, by the source device, an x™ snapshot S,
operation, comparing the snapshot S, with a snapshot S;, and determining the first data block,
where n and x areintegers, and n < x.
[0020] The solution provided in the embodiment of the second aspect of the present invention
may be also applied to data recovery. A storage system includes a source device and a backup-end

device, data of an n™ snapshot S, is stored in the source device, and the data of the n™ snapshot S, in
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the source device and data of an x" snapshot S, are stored in the backup-end device, where n and x
are integers, and n < x. The source device sends a data recovery request to the backup-end device,

where the data recovery request carries a version number of the snapshot S;,; and the backup-end
device receives and parses the data recovery request to obtain the version number of the snapshot S,
determines a first data block according to the version number of the snapshot S, and a version
number of the snapshot S, determines, according to alogica address of the first data block and the
version number of the snapshot S, a second data block recorded in the snapshot S, determines a
shift amount of a cyclic shift that needs to be performed on the first data block, performs a cyclic
shift on the first data block according to the shift amount to obtain a third data block, performs a
logical operation on the third data block and the second data block to obtain a fourth data block,

where the logical operation is an exclusive-OR operation or an exclusive-NOR operation, and after
the logical operation, the fourth data block includes a large quantity of Os (for example, using an
exclusive-OR operation) or 1s (for example, using an exclusive-NOR operation), and compresses
the fourth data block to obtain a fifth data block. A compression ratio of the fourth data block is
greater than a compression ratio of the first data block. Compared with directly compressing the
first data block and sending a compressed data block to the source device, an amount of data that is
sent to the source device is reduced, and transmission bandwidth is saved. The backup-end device
sends, to the source device, a data packet that carries the fifth data block, shift information, and the
logical address of the first data block, where the first data block is a data block that is recorded in
the snapshot S, backed up by the backup-end device and that is written by the source device after
the n™ snapshot S, the first data block is a modified block of the second data block, the logical

operation is an exclusive-OR operation or an exclusive-NOR operation, and the shift information
includes a cyclic shift direction and the shift amount.

[0021] The source device receives and parses the data packet to obtain the fifth data block, the
shift information, and the logical address of the first data block, determines, according to the logical

address of the first data block, the second data block recorded in the snapshot S,,, decompresses the
fifth data block to obtain the fourth data block, performs the logical operation on the fourth data
block and the second data block to obtain the third data block, performs a reverse cyclic shift on the
third data block according to the shift information to obtain the first data block, and writes the first
data block to the logical address of the first data block, so that the source device is recovered to a
state that is the same as that of the backup-end device.

[0022] Optionally, the following calculation rule is configured for the backup-end device: N

windows are set, and hash calculation is performed on at |east partial data, which isin each window,

of adata block, where a size of each window is the same; a start location of afirst window is a start



10

15

20

25

30

location of the data block; an end location of alast window is equal to an end location of the data
block; a start location of an (i+1)" window is a fixed length away from a start location of an i
window; and N is an integer and is not less than 2, i is an integer, and the i™ window indicates any
window of afirst to an N™ windows;

the backup-end device performs hash calculation on at least partial data, which isin each
window, of the first data block according to the calculation rule, and performs hash calculation on at
least partial data, which is in each window, of the second data block according to the calculation
rule;

the backup-end device selects, according to an order in which hash values are set, the
first M hash values from hash values of the first data block, and selects the first M hash values from
hash values of the second data block, where M is a positive integer and is not greater than N; and

the backup-end device searches the first M hash values of the first data block and the
first M hash values of the second data block for a same hash value, and determines that a difference
between offsets of two windows corresponding to the same hash value is the shift amount.
[0023] Optionally, a fixed length that a start location of an (i+1)" window is away from a start
location of an i™ window is one bit or multiple bits.
[0024] Optionally, the order, in which the hash values are set, according to which the
backup-end device performs selection may be specifically an ascending order or a descending order.
[0025] Optionally, at the same time when it is determined that a difference between offsets of
two windows corresponding to the same hash value is the shift amount, a cyclic shift direction may
be further determined. Specifically, when an offset of awindow corresponding to a same hash value
in afirst data block minus an offset of a window corresponding to the same hash value in a second
data block is a positive number, a cyclic shift to the left is performed; or when an offset of a
window corresponding to a same hash value in a first data block minus an offset of a window
corresponding to the same hash value in a second data block is a negative number, a cyclic shift to
theright is performed.
[0026] Corresponding to the second aspect and a data scenario to which the second aspect is
applied, this embodiment of the present invention further provides a storage device, separately
configured to serve as the source device and the backup-end device in the storage system in the
embodiment in the second aspect, to implement the solution provided in the second aspect in the
embodiments of the present invention. The storage device includes a structural unit that implements
the solution in this embodiment of the invention in the second aspect and in the data scenario to
which the second aspect is applied, or the storage device includes an interface and a processor, to

implement the solution in the embodiment in the second aspect and in the data scenario to which the
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second aspect is applied.

[0027] Accordingly, this embodiment of the present invention further provides a non-volatile
computer readable storage medium and a computer program product. When a computer instruction
included in the non-volatile computer readable storage medium and the computer program product
is loaded into memory of the storage device provided in this embodiment of the present invention,
and a central processing unit (Center Processing Unit, CPU) of the storage device executes the
computer instruction, the storage device serves as the source device and the backup-end device in
the storage system in the embodiment of the second aspect, to implement the solution provided in

the second aspect in the embodiments of the present invention.

BRIEF DESCRIPTION OF DRAWINGS

[0028] FIG. 1 is a schematic diagram of a storage system according to an embodiment of the
present invention;

[0029] FIG. 2ais a schematic diagram of a method for determining a shift amount according to
an embodiment of the present invention;

[0030] FIG. 2b is a schematic diagram of a method for determining a shift amount according to
an embodiment of the present invention;

[0031] FIG. 3 is a schematic diagram of a cyclic shift according to an embodiment of the
present invention,

[0032] FIG. 4 is a schematic diagram of an exclusive-OR operation according to an
embodiment of the present invention;

[0033] FIG. 5 is a schematic diagram of a compression operation according to an embodiment
of the present invention;

[0034] FIG. 6 is a schematic diagram of a data packet according to an embodiment of the
present invention;

[0035] FIG. 7 is a schematic diagram of an exclusive-OR shift operation according to an
embodiment of the present invention;

[0036] FIG. 8 is a schematic diagram of a reverse cycle according to an embodiment of the
present invention;

[0037] FIG. 9 is a schematic diagram of a storage system after data backup according to an
embodiment of the present invention;

[0038] FIG. 10 is a schematic diagram of an application scenario according to an embodiment
of the present invention;

[0039] FIG. 11 is a schematic diagram of an application scenario according to an embodiment
8
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of the present invention;

[0040] FIG. 12 is a schematic structural diagram of a storage device according to an
embodiment of the present invention;

[0041] FIG. 13 is a schematic structural diagram of a storage device according to an
embodiment of the present invention;

[0042] FIG. 14 is a schematic structural diagram of a storage device according to an
embodiment of the present invention;

[0043] FIG. 15 is a schematic structural diagram of a storage device according to an
embodiment of the present invention; and

[0044] FIG. 16 is a schematic structural diagram of a storage device according to an

embodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

[0045] As shown in FIG. 1, a storage system includes a source device 101 and a backup-end
device 102. At amoment of an n snapshot S, adata block 1, a data block 2, a data block 3, and a
data block 4 are stored in the source device 101. In the backup-end device 102, backup of the n™
snapshot S, in the source device 101 is stored, that is, the data block 1, the data block 2, the data
block 3, and the data block 4 are stored. After the n'™ snapshot S,, the data block 2 in the source
device 101 is modified to a data block 2'. According to a snapshot implementation mechanism, the
data block 2 is stored in the snapshot S, and additionally the data block 2' is recorded, where the
data block 2' is adata block obtained after the data block 2 is modified (that is, the data block 2'isa
modified block of the data block 2). Data, which is at the moment of the snapshot S;, in the source
device 101 is already backed up in the backup-end device 102, and the backup-end device 102 has
performed a snapshot S, operation, that is, a state at the moment of the snapshot S, is aso recorded
in the backup-end device 102 by using the snapshot S, operation. Therefore, when the data in the
source device 101 is backed up to a backup end again, only the data block 2' needs to be backed up.
Generally, to ensure that the data block 2' is not modified in a process of being backed up to the
backup-end device 102, generally a snapshot operation needs to be performed on the source device
101, where the snapshot operation may be S,, where n and x are integers, and n < x. As shown in
FIG. 1, the data block 1, the data block 2', the data block 3, and the data block 4 that are stored in
the source device 101 are recorded in the snapshot S;. A logical address, which is recorded in the
snapshot S, of the data block 2 is the same as a logical address, which is recorded in the snapshot
S, of the data block 2, that is, the data block 2 and the data block 2' indicate states, which are at

different moments, of the same logical address. In this embodiment of the present invention, data
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recorded in a snapshot, stored data of a snapshot, or data of a snapshot indicates data that is stored
in a device and that is recorded at a moment of the snapshot. The snapshot (Snapshot) is a fully
usable copy about a specified data set, and the copy includes an image, which is at a time point (a
time point at which the copy starts), of the data. For a specific meaning, reference may be made to a
definition in the Storage Networking Industry Association (Storage Networking Industry
Association, SNIA). Generally, the snapshot has two implementation manners, that is, copy on write
(Copy On Write, COW) and redirect on write (Redirect On Write, ROW). Details are not described
herein. Optionally, the data block 2' obtained after the modification may be determined by
comparing the snapshot S; with the snapshot S,. Optionally, a data block obtained after
modification may be further determined by using a data change log (Data Change Log, DCL). In a
DCL manner, after the source device 101 records the n snapshot S,, the source device 101 receives
a data write request, and parses the data write request to obtain alogical address carried in the data
write request. When the address carried in the recelved data write request is alogical address of a
data block recorded in the n™ snapshot S, the data block is modified. Using FIG. 1 as an example,
after the source device 101 records the n™ snapshot S, by using the DCL, if the data write request
received by the source device 101 carries the logical address of the data block 2, it is determined
that the data block 2 is modified.

[0046] Step 1: A source device 101 determines that a data block 2' is a modified block, which is
obtained after an n™ snapshot S, of a data block 2.

[0047] In this embodiment of the present invention, an example in which the data block 2' is
0011 1110 0000 1010 0010 0011 (for the convenience of reading, content of the data block 2' is
shown in aunit of four bits) is used.

[0048] Step 2: The source device determines, according to alogical address of the data block 2,
the data block 2 recorded in the n™ snapshot S..

[0049] In this embodiment of the present invention, the data block 2 is 1110 0001 1010 0010
0011 0100.

[0050] Step 3: Determine a shift amount of a cyclic shift of the data block 2', and perform a
cyclic shift on the data block 2' according to the shift amount.

[0051] Optionally, as shown in FIG. 2a, the following calculation rule is configured for the
source device 101: N windows are set, and hash calculation is performed on at least partia data,
which isin each window, of a data block, where a size of each window is the same; a start location
of afirst window is a start location of the data block; an end location of alast window is equal to an
end location of the data block; a start location of an (i+1)™ window is a fixed length away from a

start location of an i™ window; and N is an integer and is not less than 2, i is an integer, and the i™"
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window indicates any window of afirst to an N windows.

[0052] According to the foregoing calculation rule, for example, 21 windows (for example, a
size of a window is four bits) are set, start locations of adjacent windows are one bit away from
each other (that is, a start location of an (i+1)™ window is one bit away from a start location of an i™
window), and the source device 101 performs hash calculation on at least partial data, which isin
each window, of the data block 2, and performs hash calculation on at least partia data, which isin
each window, of the data block 2'; and in a descending order of hash values, the first four hash
values, which are respectively A, B, C, and D, are selected from the 21 windows of the data block 2,
where windows corresponding to the four hash values are respectively a window 1, a window 3, a
window 9, and awindow 11, and offsets corresponding to the window 1, the window 3, the window
9, and the window 11 are respectively 0, 2, 8, and 10. An offset corresponding to a window refers to
a quantity of bits that a start location of the window is away from a start location of a data block.
For example, in the data block 2, a start location of the window 1 is zero bits away from a start
location of the data block 2, and a start location of the window 3 is two bits away from the start
location of the data block 2. Similarly, in a descending order of hash values, the first four hash
values, which are respectively A, E, C, and D, are selected from 21 windows of the data block 2,
where windows corresponding to the four hash values are respectively awindow 5', awindow 17', a
window 13, and a window 15', and offsets corresponding to the window 5', the window 17', the
window 13, and the window 15' are respectively 0, 2, 8, and 10 and are respectively 4, 16, 12, and
14. The source device 101 searches for same hash valuesin the two groups, that is, hash values A, C,
and D. The source device 101 determines that a difference between offsets of windows
corresponding to the same hash values is used as a shift amount. If a difference between offsets of
the window 1 and the window 5' whose hash values are A is 4, and a difference between offsets of
the window 9 and the window 13" whose hash values are C is 4, it indicates that content is likely the
same between the two data blocks but there is a staggered position phenomenon, and by using a
cyclic shift of four bits to the left, it can be ensured that same content of the two data blocks is
aligned with each other. If the offset difference obtained by using the foregoing method is —4, a
cyclic shift of four bits to the right is performed. When all hash values in the two groups are the
same, and offsets corresponding to the same hash values are also the same, it indicates that no shift
IS needed, that is, a cyclic shift of zero bits is performed. In this embodiment of the present
invention, that four hash values are selected in a descending order of hash valuesis only exemplary.
Optionally, a fixed length that a start location of an (i+1)" window is away from a start location of
an i"™ window may aso be multiple bits. Optionaly, selection may also be performed in an

ascending order of hash values. As shown in FIG. 3, in this embodiment of the present invention, if
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it is determined that the data block 2' is four bits away from the data block 2, a cyclic shift of four
bits to the left is performed on the data block 2', to obtain a data block after the shift (which is
referred to as a shifted data block), that is, 1110 0000 1010 0010 0011 0011. The so-called cyclic
shift is a computer term, and refers to that when a shift to an end is performed, bits within an
original range before the shift are not lost, but are used as shift-in bits of the other end. For example,
acyclic shift of four bitsto the left is performed, and 0011 is used as shift-in bits of the right end.
[0053] Optionally, as shown in FIG. 2b, at first, an exclusive-OR operation is performed on the
data block 2" and the data block 2, to obtain an exclusive-OR data block al, and obtain that a
guantity of Os included in the exclusive-OR data block al is 10; and then a cyclic shift of one bit to
the left is performed on the data block 2', and an exclusive-OR operation is performed on a data
block obtained by performing the cyclic shift of one bit to the left and the data block 2, to obtain an
exclusive-OR data block a2, and obtain that a quantity of Os included in the exclusive-OR data
block a2 is 10. A cyclic shift to the left is performed according to the foregoing rule, until a cyclic
shift of 23 bits to the left is performed on the data block 2, and an exclusive-OR operation is
performed on a data block obtained by performing the cyclic shift of 23 bits to the left and the data
block 2, to obtain an exclusive-OR data block a23 and determine a quantity of Os included in the
exclusive-OR data block a23. An exclusive-OR data block that includes a maximum quantity of Os
is determined from exclusive-OR data blocks al to a23, and in this embodiment of the present
invention, is an exclusive-OR data block a5; and then it is determined that a cyclic shift of four bits
to the left is performed on the data block 2'. If the exclusive-OR data block al is al-0 data, a cyclic
shift does not need to be performed. It can be known from the foregoing descriptions that a larger
guantity of Os in data obtained by an exclusive-OR operation indicates a larger amount of data that
is the same between two data blocks.

[0054] By using a cyclic shift, more data is the same between the data block 2 and a shifted data
block obtained by shifting the data block 2', so that a data block obtained by a subsequent
exclusive-OR operation includes more bits that are 0s. When a cyclic shift is not needed, that is,
each bit is the same between the data block 2' and the data block 2, a cyclic shift of zero bits is
performed.

[0055] Step 4. Perform an exclusive-OR operation on a shifted data block and the data block 2,
to obtain a data block (that is, an exclusive-OR data block) of 0000 0001 0000 0000 0000 0111,
specificaly as shown in FIG. 4.

[0056] Step 5: The source device 101 performs a compression operation on the obtained
exclusive-OR data block.

[0057] The source device 101 may specificaly perform the compression operation on the
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exclusive-OR data block by using an LZ4 compression algorithm, a ZLIB compression algorithm, a
run-length encoding (Run-length encoding, RLE) compression algorithm, and the like, which is not
limited in this embodiment of the present invention.

[0058] An example in which the source device 101 compresses the exclusive-OR data block by
using the RLE compression algorithm is used. In an embodiment manner shown in FIG. 5, the RLE
algorithm traverses the exclusive-OR data block from the left to the right, and replaces continuously
repeated data with a quantity of appearance times; and then a compressed exclusive-OR data block
isindicated as follows: 0(7)1(1) 0(13)1(3), where 0(7) indicates that O continuously appears seven
times, 1(1) indicates that 1 continuously appears once, 0(13) indicates that O continuously appears
13 times, and 1(3) indicates that 1 continuously appears three times. The foregoing indication
manner is for the convenience of understanding and distinguishing, and for actual implementation,
reference may be made to RLE compression algorithm descriptions (refer to
https://en.wikipedia.org/wiki/Run-length_encoding).

[0059] Compared with directly compressing a data block that is modified, by using the
foregoing steps, an amount of data that is sent by the source device 101 to the backup-end device
102 is reduced, thereby saving transmission bandwidth.

[0060] Step 6: The source device 101 encapsulates a compressed data block in a data packet,
and sends the data packet to a backup-end device 102, where the data packet carries the logical
address of the data block 2', shift information of the data block 2', the compressed data block, and a
version number of the snapshot S,,. The shift information includes a cyclic shift direction and the
shift amount.

[0061] In this embodiment of the present invention, a protocol for sending a data packet of
backup data is not limited. In an implementation manner, as shown in FIG. 6, four fields 601, 602,
603, and 604 are added to an original data packet. 601 is used to indicate the logical address of the
data block 2, and is also the logical address of the data block 2; 602 indicates the version number of
the n™ snapshot S,; 603 is used to indicate the shift information (in this enbodiment of the present
invention, the shift amount is four bits by which a cyclic shift to the left is performed) of the data
block 2'; and 604 is used to carry the compressed data block. In specific implementation, an order of
the fields is not limited. In the field 603, a cyclic shift manner may be indicated by using afirst bit,
for example, O indicates a cyclic shift to the |eft, and 1 indicates a cyclic shift to the right; a bit other
than the first bit indicates a shift amount of a cyclic shift, or a cyclic shift to a direction by default.
A version number of a snapshot is an identifier of the snapshot. An implementation is that the
version number linearly increases as snapshots increase.

[0062] Step 7: The backup-end device 102 receives and parses the data packet, to obtain the
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logical address of the data block 2', the shift information of the data block 2', the compressed data
block, and the version number of the snapshot S, that are carried in the data packet.

[0063] Specificaly, when the data packet shown in FIG. 6 is used as an example, the
backup-end device 102 parses the data packet to obtain information in the fields 601, 602, 603, and
604. The target-end device 102 decompresses the compressed data block carried in the field 604.
The compressed data block carried in the field 604 is obtained by using the RLE compression
algorithm, and therefore 0(7)1 0(13)1(3) is decompressed to obtain 0000 0001 0000 0000 0000
0111, that is, the exclusive-OR data block at an end of the source device 101. According to the
logical block address, which is carried in the field 601, of the modified data block 2' and the version
number, which is carried in the field 602, of the "™ snapshot S,, the backup-end device 102
determines the data block 2 recorded in the n™ snapshot S, in the backup-end device 102, to obtain
the data block 2 of 1110 0001 1010 0010 0011 0100. As shown in FIG. 7, the backup-end device
102 performs an exclusive-OR operation on the data block 2 and the exclusive-OR data block, to
obtain a shifted data block of 1110 0000 1010 0010 0011 0011 in the source device 101, that is, a
data block obtained after the data block 2' is shifted. The backup-end device 102 performs areverse
cyclic shift according to the shift information carried in the field 603. As shown in FIG. 8, in this
embodiment of the present invention, the reverse cyclic shift isacyclic shift of four bits to the right,
to obtain the data block 2' in the source device 101.

[0064] Step 8: The backup-end device 102 writes the data block 2' to the logical block address,
of the data block 2', carried in the data packet received from the source device 101.

[0065] In specific implementation, the backup-end device 102 and the source device 101 have a
same logical address, and therefore the logical address of the data block 2' is stored in the
backup-end device 102 and the logical address of the data block 2' is stored in the source device 101.
In the foregoing solution, the backup-end device 102 modifies, according to the logical address of
the data block 2', the data block 2 of data blocks stored in the backup-end device 102, to obtain the
data block 2, so that the data block 1, the data block 2', the data block 3, and the data block 4 are
stored in the backup-end device 102.

[0066] The backup-end device 102 already performs a snapshot operation on the data block 1,
the data block 2, the data block 3, and the data block 4, to obtain the snapshot S, in the backup-end
device 102. Therefore, when the backup-end device 102 modifies the stored data block 2 to obtain
the data block 2', the data block 2 is maintained at the same time.

[0067] After step 8, the backup-end device 102 performs an x™ snapshot operation on the
backup end, to obtain a snapshot S;. Specifically as shown in FIG. 9, an example in which data
stored in the backup-end device 102 at a moment of the snapshot S, includes the data block 1, the
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data block 2', the data block 3, and the data block 4 is used. A logical address, which is recorded in
the snapshot S, of the data block 2 is the same as a logical address, which is recorded in the
snapshot S, of the data block 2/, that is, the data block 2 and the data block 2' indicate states, which
are at different moments, of the same logical address.

[0068] When a fault occurs in the source device 101 to cause a data loss, recovery may be
performed by using snapshot data in the backup-end device 102. In this embodiment of the present
invention, the source device 101 may be recovered to a state at the moment of the x™ snapshot S, by
using the backup-end device 102. For example, if the source device 101 loses, due to a fault, the
data block 2' (that is, a data block obtained after the data block 2 is modified) recorded in the
snapshot S, and has only data at the moment of the snapshot S, (or referred to as a state at the
moment of the snapshot S;), the source device 101 sends a data recovery request to the backup-end
device 102, where the data recovery request carries a version number of the current snapshot S, in
the source device 101. Therefore, the backup-end device 102 determines, according to the version
number, which is carried in the data recovery request, of the current snapshot S, in the source
device 101, that the source device 101 has only the data at the moment of the snapshot S,. In afirst
implementation manner, the backup-end device 102 determines, according to the version number of
the current snapshot S, in the source device 101, that data needing to be recovered is the data block
2', and sends the logical block address of the data block 2' and the data block 2' to the source device
101. The source device 101 receives the logical block address of the data block 2' and the data block
2', and writes the data block 2' to the logical block address of the data block 2' in the source device
101, thereby recovering the source device 101 to the state at the moment of the x™ snapshot S;.
Specificaly, reference may be made to an existing solution for recovering data in a source device
based on a snapshot. Details are not described herein.

[0069] In another implementation manner, the backup-end device 102 determines, according to
the data recovery request sent by the source device 101, that data needing to be recovered is the data
block 2', and the backup-end device 102 determines, according to the logical address of the data
block 2', the data block 2 recorded in the snapshot S,. The backup-end device 102 determines a shift
amount of a cyclic shift of the data block 2, performs a cyclic shift on the data block 2' according to
the shift amount, to obtain a shifted data block, performs an exclusive-OR operation on the shifted
data block and a data block, to obtain a compressed data block, encapsul ates the compressed data
block, the logical block address of the data block 2, the version number of the n™ snapshot S, and
the shift information of the data block 2' in a data packet, and sends the data packet to the source
device 101. For specific implementation, reference may be made to steps 2 to 7. For a specific

format of the data packet, reference may be made to FIG. 6. Compared with the first
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implementation manner, an amount of data sent by the backup-end device 102 to the source device
101 in a data recovery process is reduced, and transmission bandwidth is saved. The source device
101 receives and parses the data packet sent by the backup-end device 102, and performs an
exclusive-OR operation, areverse cyclic shift operation, and a data write operation according to the
received packet, to obtain the data block 2'. For specific implementation, reference may be made to
step 7 and step 8. The data block 2' is written to the logical address of the data block 2', thereby
recovering the source device 101 to the state at the moment of the snapshot S,.

[0070] Another embodiment of the present invention provides another implementation manner
in which the source device 101 backs up the data block 2' to the backup-end device 102. Step 1' and
step 2' are respectively similar to steps 1 and 2. Details are not described herein.

[0071] Step 3': Perform an exclusive-OR operation on the data block 2' and the data block 2, to
obtain an exclusive-OR data block of 1101 1111 1010 1000 0001 0111. For a specific exclusive-OR
operation, reference may be madeto FIG. 4.

[0072] Step 4': Compress the exclusive-OR data block of 1101 1111 1010 1000 0001 0111. For
specific implementation, reference may be made to the description in step 5. Details are not
described herein.

[0073] Step 5': The source device 101 encapsulates a compressed data block in a data packet,
and sends the data packet to the backup-end device 102. The data packet carries the logical address
of the data block 2', the compressed data block, and the version number of the snapshot S..

[0074] For specific implementation, reference may be made to FIG. 6. The data packet includes
the fields 601, 602, and 604 (a cyclic shift operation is not needed, and therefore the field 603 is not
needed). 601 is used to indicate the logical address of the data block 2', which is aso the logica
address of the data block 2; 602 indicates the version number of the n snapshot S,; and 604 is used
to carry the compressed data block. In specific implementation, an order of the fieldsis not limited.
[0075] Step 6 The target-end device 102 receives and parses the data packet, to obtain
information in the fields 601, 602, and 604. The target-end device 102 decompresses the
compressed data block carried in the field 604. According to the logical block address, which is
carried in the field 601, of the modified data block 2' and the version number, which is carried in the
field 602, of the n™ snapshot S,, the backup-end device 102 determines the data block 2 recorded in
the n snapshot S, in the backup-end device 102, and the backup-end device 102 performs an
exclusive-OR operation on the data block 2 and the exclusive-OR data block of 1101 1111 1010
1000 0001 0111, to obtain the data block 2'.

[0076] Step 7' issimilar to step 8. Details are not described herein.

[0077] In another implementation manner in which the backup-end device 102 performs data
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recovery on the source device 103, the backup-end device 102 determines, according to the data
recovery reguest sent by the source device 101, that data needing to be recovered is the data block 2',
and the backup-end device 102 finds, according to the logical address of the data block 2', the data
block 2 recorded in the snapshot S,. The backup-end device 102 obtains the compressed data block
by separately using previous manners in which the source device 101 performs steps 3' and 4'. The
backup-end device 102 encapsulates the compressed data block, the logical block address of the
data block 2', and the version number of the n™ snapshot S, in a data packet, and sends the data
packet to the source device 101. For a specific format of the data packet, reference may be made to
step 5'. Therefore, an amount of data sent by the backup-end device 102 to the source device 101 in
a data recovery process is reduced, and transmission bandwidth is saved. The source device 101
receives and parses the data packet sent by the backup-end device 102, obtains the datablock 2' in a
manner in step 6' and step 7' that are performed by the backup-end device 102, and writes the data
block 2' to the logical address of the data block 2', thereby recovering the source device 101 to the
state at the moment of the snapshot S,.

[0078] The exclusive-OR operation in the embodiments of the present invention may be aso
replaced with an exclusive-NOR operation, and a same effect can be achieved. Specifically, in an
implementation manner for determining a shift amount, if an exclusive-NOR operation is used, the
exclusive-NOR operation is performed on the data block 2' and the data block 2, to obtain an
exclusive-NOR data block al, and obtain a quantity of 1sincluded in the exclusive-NOR data block
al; and then a cyclic shift of one bit to the left is performed on the data block 2, and an
exclusive-NOR operation is performed on the data block 2 and a data block obtained by performing
the cyclic shift of one bit to the left, to obtain an exclusive-NOR data block a2, and obtain a
quantity of 1sincluded in the exclusive-NOR data block a2. A cyclic shift to the left is performed
according to the foregoing rule, until a cyclic shift of 23 bits to the left is performed on the data
block 2', and exclusive-NOR is performed on the data block 2 and a data block obtained by
performing the cyclic shift of 23 bits to the left, to obtain an exclusive-NOR data block a23 and
determine a quantity of 1s included in the exclusive-NOR data block t. An exclusive-NOR data
block that includes a maximum quantity of 1sis determined from exclusive-NOR data blocks al to
a23, and in this embodiment of the present invention, is an exclusive-NOR data block a5; and then
it is determined that a cyclic shift of four bits to the left is performed on the data block 2'. If the
exclusive-NOR data block al is all-1 data, a cyclic shift does not need to be performed.

[0079] The data backup method described in the embodiments of the present invention and the
data recovery method in this embodiment of the present invention may be used in combination, or

may be used independently.
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[0080] The source device 101 and the backup-end device 102 in this embodiment of the present
invention may be storage arrays. That is, the source device 101 is a source storage array, and the
backup-end device 102 is a backup-end storage array. A structure of a storage array is shown in FIG.
10, and includes a storage controller and multiple hard disks. The storage controller includes a
central processing unit (Center Processing Unit, CPU) and memory. The CPU and the memory
communicate with each other by using a bus, and the storage controller further includes an interface
that communicates with a host and a hard disk. The storage controller performs logical combination
on the hard disks, and divides the hard disks into different RAID groups according to a need. The
storage controller divides an available capacity of a RAID group into relatively small units, which
are referred to as logic units (Logic Unit). A unique identifier is alocated to each logic unit, and is
referred to as alogical unit number (Logical Unit Number, LUN). The storage controller allocates a
logic unit to the host for use, that is, exposes a LUN of the logic unit to the host. For specific
implementation, reference may be made to a logic unit allocation technology in the field of storage
technologies. In this embodiment of the present invention, backing up the source storage array may
be backing up a data block in alogic unit in the storage array, or may be backing up multiple logic
units. In a storage array scenario, that a modified data block is determined by using a DCL
technology is specificaly that a storage controller records a logical address of the modified data
block by parsing an address, which is carried in a data write request, of a data block, that is, records
a logical block address (Logic Block Address, LBA) and a length, which are carried, of the data
block. The field 601 shown in FIG. 6 carries an LBA and alength of the modified data block 2'.
[0081] The source device 101 and the backup-end device 102 in this embodiment of the present
invention may be network attached storage (Network Attached Storage, NAS), which includes a
NAS header and a storage array (refer to FIG. 9), as shown in FIG. 11. The NAS header includes a
CPU and memory, and the NAS header further includes a standard storage protocol and port in the
storage industry, which are used to connect to and manage a physical magnetic disk resource. The
CPU in the NAS header executes a file sharing protocol, to implement file access. Specifically, the
file sharing protocol includes a network file system (Network File System, NFS), a common
Internet file system (Common Internet File System, CIFS), or the like. In this embodiment of the
present invention, backing up source NAS may be backing up afile system in the NAS. In aNAS
scenario, that a modified data block is determined by using the DCL technology is specifically that
the NAS header records an address of the determined modified data block by parsing an address,
which is carried in a data write request, of a data block, that is, records a file identifier, an offset
(Offset), and a length that are carried. The field 601 shown in FIG. 6 carries a file identifier, an
offset (Offset), and alength.
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[0082] As shown in FIG. 12, an embodiment of the present invention provides a storage device,
where the storage device is configured to serve as a source device 101 in a storage system, and the
storage system further includes a backup-end device 102 of the source device 101. Reference may
be made to the storage system shown in FIG. 1. Data of an n™ snapshot S, is stored in both the
storage device 101 and the backup-end device 102, where n is an integer. The storage device 101
includes an interface 1201 and a processor 1202, and the interface 1201 and the processor 1202
communicate with each other by using a bus. The processor 1202 is configured to determine a first
data block that is written to the storage device 101 after the n™ snapshot S,; determine, according to
alogical address of the first data block, a second data block recorded in the n'™ snapshot S,, where
the first data block is a modified block of the second data block; perform alogica operation on the
first data block and the second data block to obtain athird data block, where the logical operation is
an exclusive-OR operation or an exclusive-NOR operation; and compress the third data block to
obtain afourth data block. The interface 1201 is configured to send, to the backup-end device 102, a
data packet that carries the fourth data block, the logical address of the first data block, and a
version number of the n™ snapshot S,. Optionally, the processor 1202 is specifically configured to
determine the first data block according to alogical address carried in a data write request recorded
in a data change log after the n™ snapshot S,. Optionally, the processor 1202 is specifically
configured to perform an x™ snapshot S, operation, compare the snapshot S, with a snapshot S,, and
determine the first data block, where n and x are integers, and n < x.

[0083] Asshown in FIG. 12, an embodiment of the present invention provides a storage device,
where the storage device is configured to serve as a backup-end device 102 in a storage system, and
the storage system further includes a source device 101 of the backup-end device 102. Reference
may be made to the storage system shown in FIG. 1. Data of an n™ snapshot S, is stored in both the
storage device 102 and the source device 101, where n is an integer. The storage device 102
includes an interface 1201 and a processor 1202, and the interface 1201 and the processor 1202
communicate with each other by using a bus. The interface 1201 is configured to receive and parse
a data packet sent by the source device 101, to obtain a fourth data block, alogical address of afirst
data block, and a version number of the n™ snapshot S,. The processor 1202 is configured to
determine, according to the logical address of the first data block and the version number of the n™
snapshot S, a second data block recorded in the snapshot S, where the first data block is a data
block written by the source device after the n snapshot S,, and the first data block is a modified
block of the second data block; decompress the fourth data block to obtain a third data block;
perform alogical operation on the third data block and the second data block to obtain the first data

block, where the logical operation is an exclusive-OR operation or an exclusive-NOR operation;
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and write the first data block to the logical address of the first data block.

[0084] Asshown in FIG. 12, an embodiment of the present invention provides a storage device,
where the storage device is configured to serve as a backup-end device 102 in a storage system, and
the storage system further includes a source device 101 of the backup-end device 102. Reference
may be made to the storage system shown in FIG. 9. Data of an n snapshot S, is stored in both the
storage device 102 and the source device 101, where n is an integer. The storage device 102
includes an interface 1201 and a processor 1202. The interface 1201 is configured to receive and
parse a data recovery request sent by the source device 101, to obtain a version number of the
snapshot S,. The processor 1202 is configured to determine, according to the version number of the
snapshot S, and a version number of the snapshot S, afirst data block recorded in the snapshot S;;
and determine, according to a logical address of the first data block and the version number of the
snapshot S, a second data block that is recorded in the snapshot S, and that is stored in the logical
address, where the first data block is a data block that is recorded in the snapshot S, backed up by
the storage device 102 and that is written by the source device 101 after the n™ snapshot S,, and the
first data block isamodified block of the second data block; perform alogical operation on the first
data block and the second data block to obtain a third data block, where the logical operation is an
exclusive-OR operation or an exclusive-NOR operation; and compress the third data block to obtain
a fourth data block. The interface 1202 is further configured to send, to the source device 101, a
data packet that carries the fourth data block and the logical address of the first data block.

[0085] Asshown in FIG. 12, an embodiment of the present invention provides a storage device,
where the storage device is configured to serve as a source device 101 in a storage system, and the
storage system further includes a backup-end device 102 of the source device 101. Reference may
be made to the storage system shown in FIG. 9. Data of an n™ snapshot S, is stored in both the
storage device 101 and the backup-end device 102, where n is an integer. The storage device 101
includes an interface 1201 and a processor 1202, and the interface 1201 and the processor 1202
communicate with each other by using a bus. The interface 1201 is configured to send a data
recovery request to the backup-end device 102, where the data recovery request carries a version
number of the snapshot S,; and receive and parse a data packet that is sent by the backup-end device
according to the data recovery request, to obtain a fourth data block and a logical address of afirst
data block, where the first data block is a data block that is recorded in the snapshot S, backed up
by the backup-end device 102 and that is written to the logical address by the storage device 101
after the n™ snapshot S,. The processor 1202 is configured to determine, according to the logical
address of the first data block, a second data block recorded in the snapshot S, stored in the source
device, where the first data block is a modified block of the second data block; decompress the
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fourth data block to obtain a third data block; perform a logical operation on the third data block
and the second data block to obtain the first data block, where the logical operation is an
exclusive-OR operation or an exclusive-NOR operation; and write the first data block to the logical
address of the first data block.

[0086] As shown in FIG. 12, an embodiment of the present invention provides a storage device,
where the storage device serves as a source device 101 in a storage system, and the storage system
further includes a backup-end device 102 of the source device 101. Reference may be made to the
storage system shown in FIG. 1. Data of an n snapshot S, is stored in both the source device 101
and the backup-end device 102, where n is an integer. The storage device 101 includes an interface
1201 and a processor 1202, and the interface 1201 and the processor 1202 communicate with each
other by using a bus. The processor 1202 is configured to determine afirst data block that is written
to the source device after the n™ snapshot S,; determine, according to a logical address of the first
data block, a second data block recorded in the n™ snapshot S,, where the first data block is a
modified block of the second data block; determine a shift amount of a cyclic shift that needs to be
performed on the first data block; perform a cyclic shift on the first data block according to the shift
amount to obtain a third data block; perform a logical operation on the third data block and the
second data block to obtain a fourth data block, where the logical operation is an exclusive-OR
operation or an exclusive-NOR operation; and compress the fourth data block to obtain a fifth data
block. The interface 1201 is configured to send, to the backup-end device 102, a data packet that
carries the fifth data block, the logical address of the first data block, shift information, and a
version number of the n™ snapshot S, where the shift information includes a cyclic shift direction
and the shift amount. Optionally, the following calculation rule is configured for the storage device
101: N windows are set, and hash calculation is performed on at least partial data, which isin each
window, of a data block, where a size of each window is the same; a start location of afirst window
is a start location of the data block; an end location of alast window is equal to an end location of
the data block; a start location of an (i+1)™ window is a fixed length away from a start location of
an i"™ window; and N is an integer and is not less than 2, i is an integer, and the i"™ window indicates
any window of afirst to an N windows. The processor 1202 is specifically configured to perform
hash calculation on at least partial data, which isin each window, of the first data block according to
the calculation rule, and perform hash calculation on at least partial data, which is in each window,
of the second data block according to the calculation rule; select, according to an order in which
hash values are set, the first M hash values from hash values of the first data block, and select the
first M hash values from hash values of the second data block, where M is a positive integer and is
not greater than N; and search the first M hash values of the first data block and the first M hash
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values of the second data block for a same hash value, and determine that a difference between
offsets of two windows corresponding to the same hash value is the shift amount. Optiondly, a
fixed length that a start location of an (i+1)"™ window is away from a start location of an i window
isone bit or multiple bits. Optionally, the order, in which the hash values are set, according to which
the backup-end device performs selection may be specifically an ascending order or a descending
order. Optionally, at the same time when it is determined that a difference between offsets of two
windows corresponding to the same hash value is the shift amount, a cyclic shift direction may be
further determined. Specifically, when an offset of awindow corresponding to a same hash value in
a first data block minus an offset of a window corresponding to the same hash vaue in a second
data block is a positive number, a cyclic shift to the left is performed; or when an offset of a
window corresponding to a same hash value in a first data block minus an offset of a window
corresponding to the same hash value in a second data block is a negative number, a cyclic shift to
the right is performed. Optionally, the processor 1202 is specifically configured to determine the
first data block according to a logical address carried in a data write request recorded in a data
change log after the n™ snapshot S,.. Optionally, the processor 1202 is specifically configured to
perform an x™ snapshot S, operation on the source device 101, compare the snapshot S, with a
snapshot S, and determine the first data block, where n and x are integers, and n < x.

[0087] As shown in FIG. 12, an embodiment of the present invention provides a storage device,
where the storage device is configured to serve as a backup-end device 102 in a storage system, and
the storage system further includes a source device 101 of the backup-end device 102. Reference
may be made to the storage system shown in FIG. 1. Data of an n snapshot S, is stored in both the
source device 101 and the backup-end device 102, where n is an integer. The storage device 102
includes an interface 1201 and a processor 1202, and the interface 1201 and the processor 1202
communicate with each other by using a bus. The interface 1201 is configured to receive and parse
a data packet sent by the source device 101, to obtain afifth data block, a logical address of a first
data block, shift information, and a version number of the n™ snapshot S,. The processor 1202 is
configured to determine, according to the logical address of the first data block and the version
number of the n™ snapshot S, a second data block recorded in the snapshot S, where the first data
block is a data block written by the source device after the n™ snapshot S,, and the first data block is
a modified block of the second data block; decompress the fifth data block to obtain a fourth data
block; perform a logical operation on the fourth data block and the second data block to obtain a
third data block, where the logical operation is an exclusive-OR operation or an exclusive-NOR
operation; perform areverse cyclic shift on the third data block according to the shift information to

obtain the first data block, where the shift information includes a shift amount and a cyclic shift
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direction that are needed by the source device 101 to perform a cyclic shift on the first data block to
obtain the third data block; and write the first data block to the logical address of the first data
block.

[0088] Asshown in FIG. 12, an embodiment of the present invention provides a storage device,
where the storage device is configured to serve as a backup-end device 102 in a storage system, and
the storage system further includes a source device 101 of the backup-end device 102. Reference
may be made to the storage system shown in FIG. 9. Data of an n™ snapshot S, is stored in the
source device 101, and the data of the n™ snapshot S, in the source device and data of an x™
snapshot S are stored in the backup-end device 102, where n and x are integers, and n < x. The
storage device 102 includes an interface 1201 and a processor 1202, and the interface 1201 and the
processor 1202 communicate with each other by using a bus. The interface 1201 is configured to
receive a data recovery request sent by the source device 101, where the data recovery request
carries a version number of the snapshot S,. The processor 1202 is configured to determine,
according to the version number of the snapshot S, and a version number of the snapshot S,, afirst
data block recorded in the snapshot S, where the first data block is a data block that is recorded in
the snapshot S, backed up by the backup-end device 102 and that is written by the source device
101 after the n™ snapshot S; determine, according to alogical address of the first data block and the
version number of the snapshot S, a second data block that is recorded in the snapshot S, and that
is stored in the logical address; determine a shift amount of a cyclic shift that needs to be performed
on the first data block; perform a cyclic shift on the first data block according to the shift amount to
obtain a third data block; perform a logical operation on the third data block and the second data
block to obtain a fourth data block; and compress the fourth data block to obtain a fifth data block,
where the logical operation is an exclusive-OR operation or an exclusive-NOR operation. The
interface is configured to send, to the source device 101, a data packet that carries the fifth data
block, the logical address of the first data block, and shift information, where the shift information
includes a cyclic shift direction and the shift amount. Optionally, the following calculation rule is
configured for the storage device 101: N windows are set, and hash calculation is performed on at
least partial data, which isin each window, of a data block, where a size of each window is the same;
a start location of a first window is a start location of the data block; an end location of a last
window is equal to an end location of the data block; a start location of an (i+1)™ window is a fixed
length away from a start location of an i window; and N is an integer and is not less than 2, i is an
integer, and the i™ window indicates any window of afirst to an N™ windows. The processor 1202 is
specifically configured to perform hash calculation on at least partial data, which isin each window,
of the first data block according to the calculation rule, and perform hash calculation on at least
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partia data, which is in each window, of the second data block according to the calculation rule;
select, according to an order in which hash values are set, the first M hash values from hash values
of the first data block, and select the first M hash values from hash values of the second data block,
where M is a positive integer and is not greater than N; and search the first M hash values of the
first data block and the first M hash values of the second data block for a same hash value, and
determine that a difference between offsets of two windows corresponding to the same hash valueis
the shift amount. Optionally, a fixed length that a start location of an (i+1)" window is away from a
start location of an i™ window is one bit or multiple bits. Optionally, the order, in which the hash
values are set, according to which the backup-end device performs selection may be specificaly an
ascending order or a descending order. Optionally, a the same time when it is determined that a
difference between offsets of two windows corresponding to the same hash value is the shift amount,
a cyclic shift direction may be further determined. Specifically, when an offset of a window
corresponding to a same hash value in afirst data block minus an offset of awindow corresponding
to the same hash value in a second data block is a positive number, a cyclic shift to the left is
performed; or when an offset of a window corresponding to a same hash value in afirst data block
minus an offset of a window corresponding to the same hash value in a second data block is a
negative number, acyclic shift to the right is performed.

[0089] As shown in FIG. 12, an embodiment of the present invention provides a storage device,
where the storage device serves as a source device 101 in a storage system, and the storage system
further includes a backup-end device 102 of the source device 101. Reference may be made to the
storage system shown in FIG. 9. Data of an n™ snapshot S, is stored in the storage device 101, and
the data of the n snapshot S, in the storage device 101 and data of an x™ snapshot S, are stored in
the backup-end device 102, where n and x are integers, and n < x. The source device 101 includes
an interface 1201 and a processor 1202, and the interface 1201 and the processor 1202
communicate with each other by using a bus. The interface 1202 is configured to send a data
recovery request to the backup-end device 102, where the data recovery request carries a version
number of the snapshot S;,; and receive and parse a data packet that is sent by the backup-end device
102 according to the data recovery request, to obtain a fifth data block, a logical address of afirst
data block, and shift information, where the first data block is a data block that is recorded in the
snapshot S, backed up by the backup-end device 102 and that is written to the logical address by the
storage device 101 after the n™ snapshot S,. The processor 1202 is configured to determine,
according to the logical address of the first data block, a second data block recorded in the snapshot
S, stored in the storage device 101, where the first data block is a modified block of the second data

block; decompress the fifth data block to obtain a fourth data block; perform alogical operation on
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the fourth data block and the second data block to obtain the third data block, where the logical
operation is an exclusive-OR operation or an exclusive-NOR operation; perform a reverse cyclic
shift on the third data block according to the shift information to obtain the first data block, where
the shift information includes a shift amount and a cyclic shift direction that are needed by the
backup-end device 102 to perform a cyclic shift on the first data block to obtain the third data block;
and write the first data block to the logical address of the first data block.

[0090] The interface 1201 and the processor 1202 in the storage device in the foregoing
embodiments of the present invention may be of a physical structure, or may be logically divided.
In specific implementation, some functions of the interface 1201 may be also implemented by the
processor 1202, or may be integrated into the processor (that is, the interface is a portion of the
processor). For a specific function of the storage device, reference may be made to functions of the
source device 101 and the backup-end device 102 in the foregoing embodiments. Details are not
described herein.

[0091] As shown in FIG. 13, an embodiment of the present invention provides a storage device,
configured to serve as a source device 101 in a storage system, where the storage system further
includes a backup-end device 102 of the source device 101. Reference may be made to the storage
system shown in FIG. 1. Data of an n™ snapshot S, is stored in both the storage device 101 and the
backup-end device 102, where n is an integer. The storage device 101 includes a determining unit
1301, a logical operation unit 1302, a compression unit 1303, and a sending unit 1304. The
determining unit 1301 is configured to determine a first data block that is written to the storage
device 101 after the n™ snapshot S,; and determine, according to a logical address of the first data
block, a second data block recorded in the n™ snapshot S, where the first data block is a modified
block of the second data block. The logical operation unit 1302 is configured to perform a logical
operation on the first data block and the second data block to obtain a third data block, where the
logical operation is an exclusive-OR operation or an exclusive-NOR operation. The compression
unit 1303 is configured to compress the third data block to obtain a fourth data block. The sending
unit 1304 is configured to send, to the backup-end device 102, a data packet that carries the fourth
data block, the logical address of the first data block, and a version number of the n™ snapshot S..
Optionally, the determining unit 1301 is specifically configured to determine the first data block
according to alogical address carried in a data write request recorded in a data change log after the
n™ snapshot S,.. Optionally, the determining unit 1301 is specifically configured to perform an x™
snapshot S, operation, compare the snapshot S, with a snapshot S;, and determine the first data
block, where n and x are integers, and n < x.

[0092] As shown in FIG. 14, an embodiment of the present invention provides a storage device,
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where the storage device is configured to serve as a backup-end device 102 in a storage system, and
the storage system further includes a source device 101 of the backup-end device 102. Reference
may be made to the storage system shown in FIG. 1. Data of an n™ snapshot S, is stored in both the
storage device 102 and the source device 101, where n is an integer. The storage device 102
includes a receiving and parsing unit 1401, a determining unit 1402, a decompression unit 1403, a
logical operation unit 1404, and a writing unit 1405. The recelving and parsing unit 1401 is
configured to receive and parse a data packet sent by the source device 101, to obtain a fourth data
block, a logical address of a first data block, and a version number of the n™ snapshot S,. The
determining unit 1402 is configured to determine, according to the logical address of the first data
block and the version number of the n snapshot S, a second data block recorded in the snapshot S,
where the first data block is a data block written by the source device 101 after the n™ snapshot S,
and the first data block is a modified block of the second data block. The decompression unit 1403
is configured to decompress the fourth data block to obtain athird data block. The logical operation
unit 1404 is configured to perform a logical operation on the third data block and the second data
block to obtain the first data block, where the logical operation is an exclusive-OR operation or an
exclusive-NOR operation. The writing unit 1405 is configured to write the first data block to the
logical address of the first data block.

[0093] As shown in FIG. 15, an embodiment of the present invention provides a storage device,
where the storage device is configured to serve as a backup-end device 102 in a storage system, and
the storage system further includes a source device 101 of the backup-end device 102. Reference
may be made to the storage system shown in FIG. 9. Data of an n snapshot S, is stored in both the
storage device 102 and the source device 101, where n is an integer. The storage device 102
includes areceiving and parsing unit 1501, a determining unit 1502, alogical operation unit 1503, a
compression unit 1504, and a sending unit 1505. The receiving and parsing unit 1501 is configured
to receive and parse a data recovery request sent by the source device 101, to obtain a version
number of the snapshot S,,. The determining unit 1502 is configured to determine, according to the
version number of the snapshot S, and a version number of the snapshot S,, a first data block
recorded in the snapshot S;; and determine, according to alogical address of the first data block and
the version number of the snapshot S, a second data block that is recorded in the snapshot S, and
that is stored in the logical address, where the first data block is a data block that is recorded in the
snapshot S, backed up by the storage device 102 and that is written by the source device 101 after
the n™ snapshot S, and the first data block is amodified block of the second data block. The logical
operation unit 1503 is configured to perform a logical operation on the first data block and the

second data block to obtain a third data block, where the logical operation is an exclusive-OR
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operation or an exclusive-NOR operation. The compression unit 1504 is configured to compress the
third data block to obtain a fourth data block. The sending unit 1505 is configured to send, to the
source device 101, a data packet that carries the fourth data block and the logical address of the first
data block.

[0094] As shown in FIG. 16, an embodiment of the present invention provides a storage device,
where the storage device is configured to serve as a source device 101 in a storage system, and the
storage system further includes a backup-end device 102 of the source device 101. Reference may
be made to the storage system shown in FIG. 9. Data of an n™ snapshot S, is stored in both the
storage device 101 and the backup-end device 102, where n is an integer. The storage device
includes a sending unit 1601, a recelving and parsing unit 1602, a determining unit 1603, a
decompression unit 1604, a logical operation unit 1605, and a writing unit 1606. The sending unit
1601 is configured to send a data recovery request to the backup-end device 102, where the data
recovery request carries a version number of the snapshot S;,. The receiving and parsing unit 1602 is
configured to receive and parse a data packet that is sent by the backup-end device 102 according to
the data recovery request, to obtain a fourth data block and a logical address of a first data block,
where the first data block is a data block that is recorded in the snapshot S, backed up by the
backup-end device 102 and that is written to the logical address by the storage device 101 after the
n™ snapshot S.. The determining unit 1603 is configured to determine, according to the logical
address of the first data block, a second data block recorded in the snapshot S, stored in the storage
device 101, where the first data block is a modified block of the second data block. The
decompression unit 1604 is configured to decompress the fourth data block to obtain a third data
block. The logical operation unit 1605 is configured to perform alogica operation on the third data
block and the second data block to obtain the first data block, where the logical operation is an
exclusive-OR operation or an exclusive-NOR operation. The writing unit 1606 is configured to
write the first data block to the logical address of the first data block.

[0095] As shown in FIG. 13, another embodiment of the present invention provides a storage
device, configured to serve as a source device 101 in a storage system, where the storage system
further includes a backup-end device 102 of the source device 101. Reference may be made to the
storage system shown in FIG. 1. Data of an n™ snapshot S, is stored in both the storage device 101
and the backup-end device 102, where n is an integer. The storage device 101 further includes a
shift unit 1305. A determining unit 1301 is configured to determine a first data block that is written
to the storage device 101 after the n™ snapshot S,; determine, according to a logical address of the
first data block, a second data block recorded in the n™ snapshot S,, where the first data block is a
modified block of the second data block; and determine a shift amount of a cyclic shift that needs to
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be performed on the first data block. The shift unit 1305 is configured to perform a cyclic shift on
the first data block according to the shift amount to obtain a third data block. A logica operation
unit 1302 is configured to perform a logical operation on the third data block and the second data
block to obtain a fourth data block, where the logical operation is an exclusive-OR operation or an
exclusive-NOR operation. A compression unit 1303 is configured to compress the fourth data block
to obtain afifth data block. A sending unit 1304 is configured to send, to the backup-end device 102,
a data packet that carries the fifth data block, the logical address of the first data block, shift
information, and a version number of the "™ snapshot S, where the shift information includes a
cyclic shift direction and the shift amount. Optionally, the following calculation rule is configured
for the storage device 101: N windows are set, and hash calculation is performed on at least partia
data, which is in each window, of a data block, where a size of each window is the same; a start
location of a first window is a start location of the data block; an end location of alast window is
equal to an end location of the data block; a start location of an (i+1)™ window is a fixed length
away from a start location of ani™ window; and N is an integer and is not less than 2, i is an integer,
and the i™ window indicates any window of afirst to an N windows. The determining unit 1301 is
specifically configured to perform hash calculation on at least partial data, which isin each window,
of the first data block according to the calculation rule, and perform hash calculation on at least
partia data, which is in each window, of the second data block according to the calculation rule;
select, according to an order in which hash values are set, the first M hash values from hash values
of the first data block, and select the first M hash values from hash values of the second data block,
where M is a positive integer and is not greater than N; and search the first M hash values of the
first data block and the first M hash values of the second data block for a same hash value, and
determine that a difference between offsets of two windows corresponding to the same hash valueis
the shift amount. Optionally, a fixed length that a start location of an (i+1)" window is away from a
start location of an i™ window is one bit or multiple bits. Optionally, the order, in which the hash
values are set, according to which the backup-end device performs selection may be specificaly an
ascending order or a descending order. Optionally, a the same time when it is determined that a
difference between offsets of two windows corresponding to the same hash value is the shift amount,
a cyclic shift direction may be further determined. Specifically, when an offset of a window
corresponding to a same hash value in afirst data block minus an offset of awindow corresponding
to the same hash value in a second data block is a positive number, a cyclic shift to the left is
performed; or when an offset of a window corresponding to a same hash value in afirst data block
minus an offset of a window corresponding to the same hash value in a second data block is a

negative number, acyclic shift to the right is performed.
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[0096] As shown in FIG. 14, another embodiment of the present invention provides a storage
device, where the storage device is configured to serve as a backup-end device 102 in a storage
system, and the storage system further includes a source device 101 of the backup-end device 102.
Reference may be made to the storage system shown in FIG. 1. Data of an n™ snapshot S, is stored
in both the storage device 102 and the source device 101, where n is an integer. The storage device
102 further includes a shift unit 1406. A receiving and parsing unit 1401 is configured to receive
and parse a data packet sent by the source device 101, to obtain afifth data block, alogica address
of afirst data block, shift information, and a version number of the "™ snapshot S,.. A determining
unit 1402 is configured to determine, according to the logical address of the first data block and the
version number of the " snapshot S, a second data block recorded in the snapshot S,, where the
first data block is a data block written by the source device 101 after the n™ snapshot S, and the
first data block is a modified block of the second data block. A decompression unit 1403 is
configured to decompress the fifth data block to obtain a fourth data block. A logical operation unit
1404 is configured to perform alogical operation on the fourth data block and the second data block
to obtain a third data block, where the logical operation is an exclusive-OR operation or an
exclusive-NOR operation. The shift unit 1406 is configured to perform a reverse cyclic shift on the
third data block according to the shift information to obtain the first data block, where the shift
information includes a shift amount and a cyclic shift direction that are needed by the source device
101 to perform a cyclic shift on the first data block to obtain the third data block. A writing unit
1406 is configured to write the first data block to the logical address of the first data block.

[0097] As shown in FIG. 15, another embodiment of the present invention provides a storage
device, where the storage device is configured to serve as a backup-end device 102 in a storage
system, and the storage system further includes a source device 101 of the backup-end device 102.
Reference may be made to the storage system shown in FIG. 9. Data of an n™ snapshot S, is stored
in both the storage device 102 and the source device 101, where n is an integer. The storage device
102 further includes a shift unit 1506. A receiving unit 1501 is configured to receive a data recovery
request sent by the source device 101, where the data recovery request carries a version number of
the snapshot S,,. A determining unit 1502 is configured to determine, according to the version
number of the snapshot S, and a version number of the snapshot S, a first data block recorded in
the snapshot S;, where the first data block is a data block that is recorded in the snapshot S, backed
up by the storage device 102 and that is written by the source device 101 after the n™ snapshot S;
determine, according to a logical address of the first data block and the version number of the
snapshot S, a second data block that is recorded in the snapshot S, and that is stored in the logical
address; and determine a shift amount of a cyclic shift that needs to be performed on the first data
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block. The shift unit 1506 is configured to perform a cyclic shift on the first data block according to
the shift amount to obtain a third data block. A logical operation unit 1503 is configured to perform
alogical operation on the third data block and the second data block to obtain afourth data block. A
compression unit 1504 is configured to compress the fourth data block to obtain a fifth data block,
where the logical operation is an exclusive-OR operation or an exclusive-NOR operation. A sending
unit 1505 is configured to send, to the source device 101, a data packet that carries the fifth data
block, the logical address of the first data block, and shift information, where the shift information
includes a cyclic shift direction and the shift amount. Optionally, the following calculation rule is
configured for the storage device 102: N windows are set, and hash calculation is performed on at
least partial data, which isin each window, of a data block, where a size of each window is the same;
a start location of a first window is a start location of the data block; an end location of a last
window is equal to an end location of the data block; a start location of an (i+1)™ window is a fixed
length away from a start location of an i window; and N is an integer and is not less than 2, i is an
integer, and the i window indicates any window of afirst to an N" windows. The determining unit
1502 is specifically configured to perform hash calculation on at least partial data, which isin each
window, of the first data block according to the calculation rule, and perform hash calculation on at
least partial data, which is in each window, of the second data block according to the calculation
rule; select, according to an order in which hash values are set, the first M hash values from hash
values of the first data block, and select the first M hash values from hash values of the second data
block, where M is a positive integer and is not greater than N; and search the first M hash values of
the first data block and the first M hash values of the second data block for a same hash value, and
determine that a difference between offsets of two windows corresponding to the same hash valueis
the shift amount. Optionally, a fixed length that a start location of an (i+1)" window is away from a
start location of an i™ window is one bit or multiple bits. Optionally, the order, in which the hash
values are set, according to which the backup-end device performs selection may be specifically an
ascending order or a descending order. Optionally, at the same time when it is determined that a
difference between offsets of two windows corresponding to the same hash value is the shift amount,
a cyclic shift direction may be further determined. Specifically, when an offset of a window
corresponding to a same hash value in afirst data block minus an offset of awindow corresponding
to the same hash value in a second data block is a positive number, a cyclic shift to the left is
performed; or when an offset of a window corresponding to a same hash value in afirst data block
minus an offset of a window corresponding to the same hash value in a second data block is a
negative number, acyclic shift to the right is performed.

[0098] As shown in FIG. 16, another embodiment of the present invention provides a storage
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device, where the storage device is configured to serve as a source device 101 in a storage system,
and the storage system further includes a backup-end device 102 of the source device 101.
Reference may be made to the storage system shown in FIG. 9. Data of an n™ snapshot S, is stored
in both the storage device 101 and the backup-end device 102, where n is an integer. The storage
device 101 further includes a shift unit 1607. A sending unit 1601 is configured to send a data
recovery request to the backup-end device, where the data recovery request carries a version
number of the snapshot S;. A receiving and parsing unit 1602 is configured to receive and parse a
data packet that is sent by the backup-end device 102 according to the data recovery request, to
obtain afifth data block, alogical address of afirst data block, and shift information, where the first
data block is a data block that is recorded in the snapshot S, backed up by the backup-end device
102 and that is written to the logical address by the storage device 101 after the n™ snapshot S,,. A
determining unit 1603 is configured to determine, according to the logical address of the first data
block, a second data block recorded in the snapshot S, stored in the storage device 101, where the
first data block is a modified block of the second data block. A decompression unit 1604 is
configured to decompress the fifth data block to obtain a fourth data block. A logical operation unit
1605 is configured to perform alogical operation on the fourth data block and the second data block
to obtain the third data block, where the logical operation is an exclusve-OR operation or an
exclusive-NOR operation. The shift unit 1607 is configured to perform a reverse cyclic shift on the
third data block according to the shift information to obtain the first data block, where the shift
information includes a shift amount and a cyclic shift direction that are needed by the backup-end
device 102 to perform a cyclic shift on the first data block to obtain the third data block. A writing
unit 1606 is configured to write the first data block to the logical address of the first data block.
[0099] For the storage devices shown in FIG. 13 to FIG. 16 of the embodiments of the present
invention, FIG. 13 is used as an example. The storage device includes a determining unit 1301, a
logical operation unit 1302, a compression unit 1303, and a sending unit 1304. An implementation
manner is that the foregoing units are instaled in the storage device, the foregoing units may be
loaded into memory of the storage device, and a central processing unit of the storage device
executes an instruction in the memory, to implement a function in an embodiment corresponding to
the present invention. Another implementation manner is that the units included in the storage
device may be implemented by using hardware, or may be implemented by using a combination of
software and hardware. The foregoing units are also referred to as structural units.

[0100] In the embodiments of the present invention, that a storage device serves as a source
device or a backup-end device in a storage system refers to that the storage device may perform a

function of the source device or the backup-end device in the storage system, and may have a
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structure that is the same as that of the source device or the backup device. In other words, the
source device or the backup-end device in the storage system may be referred to as a storage device.
[0101] An embodiment of the present invention further provides a non-volatile computer
readable storage medium and a computer program product. When a computer instruction included
in the non-volatile computer readable storage medium and the computer program product is loaded
into memory of the devices shownin FIG. 1, FIG. 9, FIG. 10, FIG. 11, and FIG. 12, a CPU executes
the computer instruction loaded into the memory, to implement corresponding functions in the
embodiments of the present invention.

[0102] In the severa embodiments provided in the present invention, it should be understood
that the disclosed apparatus and method may be implemented in other manners. For example, the
unit division in the described apparatus embodiment is merely logical function division and may be
other division in actual implementation. For example, a plurality of units or components may be
combined or integrated into another system, or some features may be ignored or not performed. In
addition, the shown or discussed mutual couplings or direct couplings or communication
connections may be implemented by using some interfaces. The indirect couplings or
communication connections between the apparatuses or units may be implemented in electrical,
mechanical, or other forms.

[0103] The units described as separate parts may or may not be physicaly separated, and parts
shown as units may or may not be physical units, may be located in one position, or may be
distributed on a plurality of network units. Some or al of the units may be selected according to
actual needs to achieve the objectives of the solutions of the embodiments.

[0104] In addition, functional units in the embodiments of the present invention may be
integrated into one processing unit, or each of the units may exist alone physically, or two or more

units are integrated into one unit.
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CLAIMS

What isclamed is:

1. A storage system, wherein the storage system comprises a source device and a backup-end
device, data of an n™ snapshot S, is stored in both the source device and the backup-end device,
wherein n is an integer, wherein

the source device is configured to determine a first data block that is written to the source
device after the n™ snapshot S, determine, according to a logical address of the first data block, a
second data block recorded in the n™ snapshot S, wherein the first data block is a modified block of
the second data block, perform alogical operation on the first data block and the second data block
to obtain athird data block, compress the third data block to obtain a fourth data block, and send, to
the backup-end device, a data packet that carries the fourth data block, the logical address of the
first data block, and aversion number of the n™ snapshot S;;

the backup-end device is configured to receive and parse the data packet to obtain the fourth
data block, the logical address of the first data block, and the version number of the n snapshot S,
wherein the logical operation is an exclusive-OR operation or an exclusive-NOR operation; and

the backup-end device is further configured to determine, according to the logical address of
the first data block and the version number of the n™ snapshot S, the second data block recorded in
the snapshot S,,, decompress the fourth data block to obtain the third data block, perform the logical
operation on the third data block and the second data block to obtain the first data block, and write
thefirst data block to the logical address of the first data block.

2. A method for data backup in a storage system, wherein the storage system comprises a
source device and a backup-end device, data of an n™ snapshot S, is stored in both the source device
and the backup-end device, wherein n is an integer, wherein the method comprises:

determining, by the source device, afirst data block that is written to the source device after
the n™ snapshot S;;

determining, by the source device according to a logical address of the first data block, a
second data block recorded in the n™ snapshot S, wherein the first data block is a modified block of
the second data block, and performing, by the source device, a logical operation on the first data
block and the second data block to obtain a third data block, wherein the logical operation is an
exclusive-OR operation or an exclusive-NOR operation;

compressing, by the source device, the third data block to obtain afourth data block; and

sending, by the source device, to the backup-end device, a data packet that carries the fourth
data block, the logical address of the first data block, and a version number of the n™ snapshot S..

3. The method according to claim 2, wherein the determining, by the source device, afirst data

33



10

15

20

25

30

block that is written to the source device after the n snapshot S, comprises:

determining, by the source device, the first data block according to alogical address carried in
adata write request recorded in a data change log after the n™ snapshot S,

4. The method according to claim 2, wherein the determining, by the source device, afirst data
block that is written to the source device after the n snapshot S, comprises:

performing, by the source device, an x™ snapshot S, operation, comparing the snapshot S, with
asnapshot S;, and determining the first data block, wherein x is an integer, and n < x.

5. A method for data backup in a storage system, wherein the storage system comprises a
source device and a backup-end device, data of an n™ snapshot S, is stored in both the source device
and the backup-end device, wherein n is an integer, wherein the method comprises:

receiving and parsing, by the backup-end device, a data packet sent by the source device, to
obtain a fourth data block, a logical address of a first data block, and a version number of the n™
snapshot S;;

determining, by the backup-end device according to the logical address of the first data block
and the version number of the n™ snapshot S,, a second data block recorded in the snapshot S,
wherein the first data block is a data block written by the source device after the n™ snapshot S, and
the first data block isamodified block of the second data block;

decompressing, by the backup-end device, the fourth data block to obtain athird data block;

performing, by the backup-end device, a logical operation on the third data block and the
second data block to obtain the first data block, wherein the logical operation is an exclusive-OR
operation or an exclusive-NOR operation; and

writing, by the backup-end device, the first data block to the logical address of the first data
block.

6. A storage system, wherein the storage system comprises a source device and a backup-end
device, data of an n™ snapshot S, is stored in the source device, and the data of the ™ snapshot S, in
the source device and data of an x™ snapshot S, are stored in the backup-end device, wherein n and
X areintegers, and n < x, wherein

the source device is configured to send a data recovery request to the backup-end device,
wherein the data recovery request carries a version number of the snapshot S;;;

the backup-end device is configured to receive and parse the data recovery request to obtain
the version number of the snapshot S, determine afirst data block according to the version number
of the snapshot S, and a version number of the snapshot S, determine, according to a logical
address of the first data block and the version number of the snapshot S, a second data block
recorded in the snapshot S,,, perform alogical operation on the first data block and the second data
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block to obtain a third data block, compress the third data block to obtain a fourth data block, and
send, to the source device, a data packet that carries the fourth data block and the logical address of
the first data block, wherein the first data block is a data block that is recorded in the snapshot S,
backed up by the backup-end device and that is written by the source device after the n™ snapshot
S,, and the first data block is a modified block of the second data block, wherein the logical
operation is an exclusive-OR operation or an exclusive-NOR operation; and

the source device is further configured to receive and parse the data packet to obtain the fourth
data block and the logical address of the first data block, determine, according to the logical address
of thefirst data block, the second data block recorded in the snapshot S;,, decompress the fourth data
block to obtain the third data block, perform the logical operation on the third data block and the
second data block to obtain the first data block, and write the first data block to the logical address
of thefirst data block.

7. A method for data recovery in a storage system, wherein the storage system comprises a
source device and a backup-end device, data of an n snapshot S, is stored in the source device, and
the data of the n™ snapshot S, in the source device and data of an x" snapshot S are stored in the
backup-end device, wherein n and x are integers, and n < x, wherein the method comprises:

receiving and parsing, by the backup-end device, a data recovery request sent by the source
device, to obtain aversion number of the snapshot S;;;

determining, by the backup-end device according to the version number of the snapshot S, and
aversion number of the snapshot S, afirst data block recorded in the snapshot S;, wherein the first
data block is a data block that is recorded in the snapshot S, backed up by the backup-end device
and that is written by the source device after the n snapshot S,, and the first data block is a
modified block of the second data block;

determining, by the backup-end device according to a logical address of the first data block
and the version number of the snapshot S;, the second data block that is recorded in the snapshot S,
and that is stored in the logical address;

performing, by the backup-end device, a logical operation on the first data block and the
second data block to obtain a third data block, wherein the logical operation is an exclusive-OR
operation or an exclusive-NOR operation;

compressing, by the backup-end device, the third data block to obtain a fourth data block; and

sending, by the backup-end device, to the source device, a data packet that carries the fourth
data block and the logical address of the first data block, wherein the first data block is a modified
block of the second data block.

8. A method for data recovery in a storage system, wherein the storage system comprises a
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source device and a backup-end device, data of an n snapshot S, is stored in the source device, and
the data of the n™ snapshot S, in the source device and data of an x" snapshot S, are stored in the
backup-end device, wherein n and x are integers, and n < x, wherein the method comprises:

sending, by the source device, a data recovery request to the backup-end device, wherein the
datarecovery request carries aversion number of the snapshot S;;

receiving and parsing, by the source device, a data packet that is sent by the backup-end device
according to the data recovery request, to obtain a fourth data block and a logical address of afirst
data block, wherein the first data block is a data block that is recorded in the snapshot S, backed up
by the backup-end device and that is written to the logical address by the source device after the n™
snapshot S;;

determining, by the source device according to the logical address of the first data block, a
second data block recorded in the snapshot S, stored in the source device, wherein the first data
block isamodified block of the second data block;

decompressing, by the source device, the fourth data block to obtain athird data block;

performing, by the source device, alogical operation on the third data block and the second
data block to obtain the first data block, wherein the logical operation is an exclusive-OR operation
or an exclusive-NOR operation; and

writing, by the source device, the first data block to the logical address of the first data block.

9. A storage device, wherein the storage device is configured to serve as a source device in a
storage system, the storage system further comprises a backup-end device, and data of an n™
snapshot S, is stored in both the storage device and the backup-end device, wherein n is an integer,
wherein the storage device comprises:

a determining unit, configured to determine a first data block that is written to the storage
device after the n™ snapshot S,; and determine, according to alogical address of the first data block,
a second data block recorded in the n™ snapshot S, wherein the first data block is a modified block
of the second data block;

alogical operation unit, configured to perform a logical operation on the first data block and
the second data block to obtain athird data block, wherein the logical operation is an exclusive-OR
operation or an exclusive-NOR operation;

a compression unit, configured to compress the third data block to obtain a fourth data block;
and

a sending unit, configured to send, to the backup-end device, a data packet that carries the
fourth data block, the logical address of the first data block, and a version number of the n™
snapshot S,.
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10. The storage device according to claim 9, wherein the determining unit is specificaly
configured to determine the first data block according to a logical address carried in a data write
request recorded in a data change log after the n™ snapshot S,

11. The storage device according to clam 9, wherein the determining unit is specificaly
configured to perform an x™ snapshot S, operation, compare the snapshot S, with a snapshot S,, and
determine the first data block, wherein x is an integer, and n < x.

12. A storage device, wherein the storage device is configured to serve as a backup-end device
in a storage system, the storage system further comprises a source device, and data of an n"
snapshot S, is stored in both the storage device and the source device, wherein n is an integer,
wherein the storage device comprises:

a receiving and parsing unit, configured to receive and parse a data packet sent by the source
device, to obtain afourth data block, a logical address of afirst data block, and a version number of
the n'™ snapshot Si;

a determining unit, configured to determine, according to the logical address of the first data
block and the version number of the n snapshot S, a second data block recorded in the snapshot S,
wherein the first data block is a data block written by the source device after the n™ snapshot S, and
the first data block isamodified block of the second data block;

a decompression unit, configured to decompress the fourth data block to obtain a third data
block;

alogical operation unit, configured to perform a logical operation on the third data block and
the second data block to obtain the first data block, wherein the logica operation is an
exclusive-OR operation or an exclusive-NOR operation; and

a writing unit, configured to write the first data block to the logical address of the first data
block.

13. A storage device, wherein the storage device is configured to serve as a backup-end device
in a storage system, the storage system further comprises a source device of the backup-end device,
and data of an n™ snapshot S, is stored in both the storage device and the source device, wherein n
is an integer, wherein the storage device comprises:

arecelving and parsing unit, configured to receive and parse a data recovery request sent by
the source device, to obtain a version number of the snapshot S;;

a determining unit, configured to determine, according to the version number of the snapshot
S, and a version number of the snapshot S;, a first data block recorded in the snapshot S;; and
determine, according to a logical address of the first data block and the version number of the
snapshot S, a second data block that is recorded in the snapshot S, and that is stored in the logical
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address, wherein the first data block is a data block that is recorded in the snapshot S, backed up by
the storage device and that is written by the source device after the n snapshot S,, and the first data
block isamodified block of the second data block;

alogical operation unit, configured to perform a logical operation on the first data block and
the second data block to obtain athird data block, wherein the logical operation is an exclusive-OR
operation or an exclusive-NOR operation;

a compression unit, configured to compress the third data block to obtain a fourth data block;
and

a sending unit, configured to send, to the source device, a data packet that carries the fourth
data block and the logical address of the first data block.

14. A storage device, wherein the storage device is configured to serve as a source devicein a
storage system, the storage system further comprises a backup-end device of the source device, and
data of an n™ snapshot S, is stored in both the storage device and the backup-end device, wherein n
Is an integer, wherein the storage device comprises:

a sending unit, configured to send a data recovery request to the backup-end device, wherein
the data recovery request carries a version number of the snapshot S;;;

areceiving and parsing unit, configured to receive and parse a data packet that is sent by the
backup-end device according to the data recovery request, to obtain a fourth data block and a
logical address of a first data block, wherein the first data block is a data block that is recorded in
the snapshot S, backed up by the backup-end device and that is written to the logical address by the
storage device after the n™ snapshot S;

a determining unit, configured to determine, according to the logical address of the first data
block, a second data block recorded in the snapshot S, stored in the storage device, wherein the first
data block isamodified block of the second data block;

a decompression unit, configured to decompress the fourth data block to obtain a third data
block;

alogical operation unit, configured to perform a logical operation on the third data block and
the second data block to obtain the first data block, wherein the logical operation is an
exclusive-OR operation or an exclusive-NOR operation; and

a writing unit, configured to write the first data block to the logical address of the first data
block.

15. A storage device, wherein the storage device is configured to serve as a source devicein a
storage system, the storage system further comprises a backup-end device of the source device, and

data of an n™ snapshot S, is stored in both the storage device and the backup-end device, wherein n
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IS an integer, wherein the storage device comprises an interface and a processor, the interface and
the processor communicate with each other by using a bus, and the processor is configured to
determine a first data block that is written to the storage device after the n'™ snapshot S,; determine,
according to a logical address of the first data block, a second data block recorded in the n™
snapshot S,, wherein the first data block is a modified block of the second data block; perform a
logical operation on the first data block and the second data block to obtain a third data block,
wherein the logical operation is an exclusive-OR operation or an exclusive-NOR operation; and
compress the third data block to obtain a fourth data block; and

the interface is configured to send, to the backup-end device, a data packet that carries the
fourth data block, the logical address of the first data block, and a version number of the n
snapshot S,.

16. The storage device according to claim 15, wherein the processor is specifically configured
to determine the first data block according to a logical address carried in a data write request
recorded in a data change log after the n™ snapshot S,

17. The storage device according to claim 15, wherein the processor is specifically configured
to perform an x™ snapshot S, operation, compare the snapshot S, with a snapshot S,, and determine
the first data block, wherein x is an integer, and n < x.

18. A storage device, wherein the storage device is configured to serve as a backup-end device
in a storage system, the storage system further comprises a source device of the backup-end device,
and data of an n™ snapshot S, is stored in both the storage device and the source device, wherein n
IS an integer, wherein the storage device comprises an interface and a processor, the interface and
the processor communicate with each other by using a bus, and the interface is configured to
receive and parse a data packet sent by the source device, to obtain a fourth data block, a logical
address of afirst datablock, and aversion number of the n snapshot S,; and

the processor is configured to determine, according to the logical address of the first data block
and the version number of the n™ snapshot S,, a second data block recorded in the snapshot S,
wherein the first data block is a data block written by the source device after the n snapshot S, and
the first data block is a modified block of the second data block; and decompress the fourth data
block to obtain athird data block; and

perform alogica operation on the third data block and the second data block to obtain the first
data block, wherein the logical operation is an exclusve-OR operation or an exclusive-NOR
operation; and write the first data block to the logical address of the first data block.

19. A storage device, wherein the storage device is configured to serve as a backup-end device

in a storage system, the storage system further comprises a source device of the backup-end device,

39



10

15

20

25

30

and data of an n snapshot S, is stored in both the storage device and the source device, wherein the
storage device comprises an interface and a processor, the interface and the processor communicate
with each other by using a bus, and the interface is configured to receive and parse a data recovery
reguest sent by the source device, to obtain aversion number of the snapshot S;;

the processor is configured to determine, according to the version number of the snapshot S,
and a verson number of the snapshot S, a first data block recorded in the snapshot S;; and
determine, according to a logical address of the first data block and the version number of the
snapshot S, a second data block that is recorded in the snapshot S, and that is stored in the logical
address, wherein the first data block is a data block that is recorded in the snapshot S, backed up by
the storage device and that is written by the source device after the n™ snapshot S,, x and n are
integers, x > n, and the first data block is a modified block of the second data block; perform a
logical operation on the first data block and the second data block to obtain a third data block,
wherein the logical operation is an exclusive-OR operation or an exclusive-NOR operation; and
compress the third data block to obtain a fourth data block; and

the interface is further configured to send, to the source device, a data packet that carries the
fourth data block and the logical address of the first data block.

20. A storage device, wherein the storage device is configured to serve as a source devicein a
storage system, the storage system further comprises a backup-end device of the source device, and
data of an n™ snapshot S, is stored in both the storage device and the backup-end device, wherein n
is an integer, wherein the storage device comprises an interface and a processor, the interface and
the processor communicate with each other by using a bus, and the interface is configured to send a
data recovery request to the backup-end device, wherein the data recovery request carries a version
number of the snapshot S,; and receive and parse a data packet that is sent by the backup-end device
according to the data recovery request, to obtain a fourth data block and a logical address of afirst
data block, wherein the first data block is a data block that is recorded in the snapshot S, backed up
by the backup-end device and that is written to the logical address by the storage device after the n™
snapshot S,; and

the processor is configured to determine, according to the logical address of the first data block,
a second data block recorded in the snapshot S, stored in the storage device, wherein the first data
block is a modified block of the second data block; decompress the fourth data block to obtain a
third data block; perform alogical operation on the third data block and the second data block to
obtain the first data block, wherein the logical operation is an exclusive-OR operation or an
exclusive-NOR operation; and write the first data block to the logical address of the first data block.

21. A storage system, wherein the storage system comprises a source device and a backup-end
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device, data of an n snapshot S, is stored in both the source device and the backup-end device,
wherein n is an integer, wherein

the source device is configured to determine a first data block that is written to the source
device after the n™ snapshot S,; and determine, according to alogical address of the first data block,
a second data block recorded in the n™ snapshot S,,, wherein the first data block is a modified block
of the second data block;

the source device is further configured to determine a shift amount of a cyclic shift that needs
to be performed on the first data block, perform a cyclic shift on the first data block according to the
shift amount to obtain athird data block, perform alogical operation on the third data block and the
second data block to obtain afourth data block, compress the fourth data block to obtain a fifth data
block, and send, to the backup-end device, a data packet that carries the fifth data block, the logical
address of the first data block, shift information, and a version number of the n snapshot S,
wherein the logical operation is an exclusive-OR operation or an exclusive-NOR operation, wherein
the shift information comprises a cyclic shift direction and the shift amount;

the backup-end device is configured to receive and parse the data packet to obtain the fifth data
block, the logical address of the first data block, the shift information, and the version number of
the n'™ snapshot S,; and

the backup-end device is further configured to determine, according to the logical address of
the first data block and the version number of the n snapshot S, the second data block recorded in
the snapshot S, decompress the fifth data block to obtain the fourth data block, perform the logical
operation on the fourth data block and the second data block to obtain the third data block, perform
a reverse cyclic shift on the third data block according to the shift information to obtain the first
data block, and write the first data block to the logical address of the first data block.

22. The storage system according to claim 21, wherein the determining, by the source device, a
shift amount of a cyclic shift that needs to be performed on the first data block specificaly
comprises:

the following calculation rule being configured for the source device: N windows are set, and
hash calculation is performed on at least partial data, which is in each window, of a data block,
wherein a size of each window is the same; a start location of a first window is a start location of
the data block; an end location of alast window is equal to an end location of the data block; a start
location of an (i+1)" window is a fixed length away from a start location of an i window; and N is
an integer and is not lessthan 2, i is an integer, and the i™ window indicates any window of afirst to
an N windows;

performing, by the source device, hash calculation on at least partia data, which is in each

41



10

15

20

25

30

window, of the first data block according to the calculation rule, and performing hash calculation on
at least partial data, which isin each window, of the second data block according to the calcul ation
rule;

selecting, by the source device according to an order in which hash values are set, the first M
hash values from hash values of the first data block, and selecting the first M hash values from hash
values of the second data block, wherein M is a positive integer and is not greater than N; and

searching, by the source device, the first M hash values of the first data block and the first M
hash values of the second data block for a same hash value, and determining that a difference
between offsets of two windows corresponding to the same hash value is the shift amount.

23. A method for data backup in a storage system, wherein the storage system comprises a
source device and a backup-end device, data of an n™ snapshot S, is stored in both the source device
and the backup-end device, wherein n is an integer, wherein the method comprises:

determining, by the source device, afirst data block that is written to the source device after
the n'™ snapshot Si;

determining, by the source device according to a logical address of the first data block, a
second data block recorded in the n™ snapshot S, wherein the first data block is a modified block of
the second data bl ock;

determining, by the source device, a shift amount of a cyclic shift that needs to be performed
on the first data block, and performing a cyclic shift on the first data block according to the shift
amount to obtain athird data block;

performing, by the source device, a logical operation on the third data block and the second
data block to obtain a fourth data block, wherein the logical operation is an exclusive-OR operation
or an exclusive-NOR operation;

compressing, by the source device, the fourth data block to obtain afifth data block; and

sending, by the source device, to the backup-end device, a data packet that carries the fifth data
block, the logical address of the first data block, shift information, and a version number of the n™
snapshot S,, wherein the shift information comprises a cyclic shift direction and the shift amount.

24. The method according to claim 23, wherein the following calculation rule is configured for
the source device: N windows are set, and hash calculation is performed on at least partial data,
which is in each window, of a data block, wherein a size of each window is the same; a start
location of a first window is a start location of the data block; an end location of alast window is
equal to an end location of the data block; a start location of an (i+1)™ window is a fixed length
away from a start location of ani™ window; and N is an integer and is not less than 2, i is an integer,

and the i™ window indicates any window of a first to an N™ windows; and the determining, by the
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source device, a shift amount of a cyclic shift that needs to be performed on the first data block
specifically comprises:

performing, by the source device, hash calculation on at least partial data, which is in each
window, of the first data block according to the calculation rule, and performing hash calculation on
at least partial data, which isin each window, of the second data block according to the calcul ation
rule;

selecting, by the source device according to an order in which hash values are set, the first M
hash values from hash values of the first data block, and selecting the first M hash values from hash
values of the second data block, wherein M is a positive integer and is not greater than N; and

searching, by the source device, the first M hash values of the first data block and the first M
hash values of the second data block for a same hash value, and determining that a difference
between offsets of two windows corresponding to the same hash value is the shift amount.

25. The method according to claim 23, wherein the determining, by the source device, a first
data block that is written to the source device after the n™ snapshot S, comprises:

determining, by the source device, the first data block according to alogical address carried in
adata write request recorded in a data change log after the n™ snapshot S,

26. The method according to claim 23, wherein the determining, by the source device, a first
data block that is written to the source device after the n™ snapshot S, comprises:

performing, by the source device, an x™ snapshot S, operation, comparing the snapshot S, with
asnapshot S;, and determining the first data block, wherein x is an integer, and n < x.

27. A method for data backup in a storage system, wherein the storage system comprises a
source device and a backup-end device, data of an n™ snapshot S, is stored in both the source device
and the backup-end device, wherein n is an integer, wherein the method comprises:

receiving and parsing, by the backup-end device, a data packet sent by the source device, to
obtain a fifth data block, a logical address of a first data block, shift information, and a version
number of the n™ snapshot Sy;

determining, by the backup-end device according to the logical address of the first data block
and the version number of the n™ snapshot S,, a second data block recorded in the snapshot S,
wherein the first data block is a data block written by the source device after the n™ snapshot S, and
the first data block isamodified block of the second data block;

decompressing, by the backup-end device, the fifth data block to obtain afourth data block;

performing, by the backup-end device, a logical operation on the fourth data block and the
second data block to obtain a third data block, wherein the logical operation is an exclusive-OR

operation or an exclusive-NOR operation;
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performing, by the backup-end device, a reverse cyclic shift on the third data block according
to the shift information to obtain the first data block, wherein the shift information comprises a shift
amount and a cyclic shift direction that are needed by the source device to perform a cyclic shift on
the first data block to obtain the third data block; and

writing, by the backup-end device, the first data block to the logical address of the first data
block.

28. A storage system, wherein the storage system comprises a source device and a backup-end
device, data of an n™ snapshot S, is stored in the source device, and the data of the n™ snapshot S, in
the source device and data of an x™ snapshot S, are stored in the backup-end device, wherein n and
x areintegers, and n < x, wherein

the source device is configured to send a data recovery request to the backup-end device,
wherein the data recovery request carries a version number of the snapshot S;;;

the backup-end device is configured to receive and parse the data recovery request to obtain
the version number of the snapshot S, determine afirst data block according to the version number
of the snapshot S, and a version number of the snapshot S, determine, according to a logical
address of the first data block and the version number of the snapshot S, a second data block
recorded in the snapshot S, determine a shift amount of a cyclic shift that needs to be performed on
the first data block, perform a cyclic shift on the first data block according to the shift amount to
obtain a third data block, perform a logical operation on the third data block and the second data
block to obtain a fourth data block, compress the fourth data block to obtain a fifth data block, and
send, to the source device, a data packet that carries the fifth data block, shift information, and the
logical address of the first data block, wherein the first data block is a data block that is recorded in
the snapshot S, backed up by the backup-end device and that is written by the source device after
the n™ snapshot S, the first data block is a modified block of the second data block, the logical
operation is an exclusive-OR operation or an exclusive-NOR operation, and the shift information
comprises a cyclic shift direction and the shift amount; and

the source device is further configured to receive and parse the data packet to obtain the fifth
data block, the shift information, and the logical address of the first data block, determine,
according to the logical address of the first data block, the second data block recorded in the
snapshot S, decompress the fifth data block to obtain the fourth data block, perform the logical
operation on the fourth data block and the second data block to obtain the third data block, perform
a reverse cyclic shift on the third data block according to the shift information to obtain the first
data block, and write the first data block to the logical address of the first data block.

29. The storage system according to clam 28, wherein the following calculation rule is
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configured for the backup-end device: N windows are set, and hash calculation is performed on at
least partial data, which is in each window, of a data block, wherein a size of each window is the
same; a start location of afirst window is a start location of the data block; an end location of alast
window is equal to an end location of the data block; a start location of an (i+1)™ window is a fixed
length away from a start location of an i window; and N is an integer and is not less than 2, i is an
integer, and the i window indicates any window of afirst to an N windows; and

the backup-end device is specifically configured to perform hash calculation on at least partial
data, which is in each window, of the first data block according to the calculation rule, and perform
hash calculation on at least partia data, which is in each window, of the second data block
according to the calculation rule; select, according to an order in which hash values are set, the first
M hash values from hash values of the first data block, and select the first M hash values from hash
values of the second data block, wherein M is a positive integer and is not greater than N; and
search the first M hash values of the first data block and the first M hash values of the second data
block for a same hash value, and determine that a difference between offsets of two windows
corresponding to the same hash value is the shift amount.

30. A method for data recovery in a storage system, wherein the storage system comprises a
source device and a backup-end device, data of an n snapshot S, is stored in the source device, and
the data of the n™ snapshot S, in the source device and data of an x" snapshot S, are stored in the
backup-end device, wherein n and x are integers, and n < x, wherein the method comprises:

receiving, by the backup-end device, a data recovery request sent by the source device,
wherein the data recovery request carries aversion number of the snapshot S;;

determining, by the backup-end device according to the version number of the snapshot S, and
aversion number of the snapshot S, afirst data block recorded in the snapshot S;, wherein the first
data block is a data block that is recorded in the snapshot S, backed up by the backup-end device
and that is written by the source device after the n snapshot Si;

determining, by the backup-end device according to a logical address of the first data block
and the version number of the snapshot S, a second data block that is recorded in the snapshot S,
and that is stored in the logical address;

determining, by the backup-end device, a shift amount of a cyclic shift that needs to be
performed on the first data block; performing a cyclic shift on the first data block according to the
shift amount to obtain a third data block; performing alogical operation on the third data block and
the second data block to obtain a fourth data block; and compressing the fourth data block to obtain
a fifth data block, wherein the logical operation is an exclusive-OR operation or an exclusive-NOR

operation; and
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sending, by the backup-end device, to the source device, a data packet that carries the fifth data
block, the logical address of the first data block, and shift information, wherein the shift information
comprises a cyclic shift direction and the shift amount.

31. The method according to claim 30, wherein the following calculation rule is configured for
the backup-end device: N windows are set, and hash calculation is performed on at least partial data,
which is in each window, of a data block, wherein a size of each window is the same; a start
location of a first window is a start location of the data block; an end location of alast window is
equal to an end location of the data block; a start location of an (i+1)™ window is a fixed length
away from astart location of an i™ window; and N is an integer and is not lessthan 2, i is an integer,
and the i™ window indicates any window of a first to an N™ windows; and the determining, by the
backup-end device, a shift amount of a cyclic shift that needs to be performed on the first data block
specifically comprises:

performing, by the backup-end device, hash calculation on at least partia data, which isin
each window, of the first data block according to the calculation rule, and performing hash
calculation on at least partial data, which isin each window, of the second data block according to
the calculation rule; selecting, according to an order in which hash values are set, the first M hash
values from hash values of the first data block, and selecting the first M hash values from hash
values of the second data block, wherein M is a positive integer and is not greater than N; and
searching the first M hash values of the first data block and the first M hash values of the second
data block for a same hash value, and determining that a difference between offsets of two windows
corresponding to the same hash value is the shift amount.

32. A method for data recovery in a storage system, wherein the storage system comprises a
source device and a backup-end device, data of an n™ snapshot S, is stored in the source device, and
the data of the n™ snapshot S, in the source device and data of an x" snapshot S, are stored in the
backup-end device, wherein n and x are integers, and n < x, wherein the method comprises:

sending, by the source device, a data recovery request to the backup-end device, wherein the
datarecovery request carries aversion number of the snapshot S;;

receiving and parsing, by the source device, a data packet that is sent by the backup-end device
according to the data recovery request, to obtain a fifth data block, a logical address of afirst data
block, and shift information, wherein the first data block is a data block that is recorded in the
snapshot S, backed up by the backup-end device and that is written to the logical address by the
source device after the n™ snapshot Sy;

determining, by the source device according to the logical address of the first data block, a

second data block recorded in the snapshot S, stored in the source device, wherein the first data
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block isamodified block of the second data block;

decompressing, by the source device, the fifth data block to obtain afourth data block;

performing, by the source device, alogical operation on the fourth data block and the second
data block to obtain the third data block, wherein the logical operation is an exclusive-OR operation
or an exclusive-NOR operation;

performing, by the source device, areverse cyclic shift on the third data block according to the
shift information to obtain the first data block, wherein the shift information comprises a shift
amount and a cyclic shift direction that are needed by the backup-end device to perform a cyclic
shift on the first data block to obtain the third data block; and

writing, by the source device, the first data block to the logical address of the first data block.

33. A storage device, wherein the storage device serves as a source device in a storage system,
the storage system further comprises a backup-end device of the source device, and data of an n™
snapshot S, is stored in both the storage device and the backup-end device, wherein n is an integer,
wherein the storage device comprises:

a determining unit, configured to determine a first data block that is written to the storage
device after the n™ snapshot S,; determine, according to a logical address of the first data block, a
second data block recorded in the n™ snapshot S, wherein the first data block is a modified block of
the second data block; and determine a shift amount of a cyclic shift that needs to be performed on
the first data block;

a shift unit, configured to perform a cyclic shift on the first data block according to the shift
amount to obtain athird data block;

alogical operation unit, configured to perform a logical operation on the third data block and
the second data block to obtain a fourth data block, wherein the logical operation is an
exclusive-OR operation or an exclusive-NOR operation;

a compression unit, configured to compress the fourth data block to obtain a fifth data block;
and

a sending unit, configured to send, to the backup-end device, a data packet that carries the fifth
data block, the logical address of the first data block, shift information, and a version number of the
n™ snapshot S,, wherein the shift information comprises a cyclic shift direction and the shift
amount.

34. The storage device according to clam 33, wherein the following calculation rule is
configured for the storage device: N windows are set, and hash calculation is performed on at least
partial data, which isin each window, of a data block, wherein a size of each window is the same; a

start location of afirst window is a start location of the data block; an end location of alast window
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is equal to an end location of the data block; a start location of an (i+1)™ window is a fixed length
away from a start location of an i window; and N is an integer and is not less than 2, i is an integer,
and the i™ window indicates any window of a first to an N windows; and the determining unit is
specifically configured to:

perform hash calculation on at least partial data, which is in each window, of the first data
block according to the calculation rule, and perform hash calculation on at least partial data, which
isin each window, of the second data block according to the calculation rule; select, according to an
order in which hash values are set, the first M hash values from hash values of the first data block,
and select the first M hash values from hash values of the second data block, wherein M is a
positive integer and is not greater than N; and search the first M hash values of the first data block
and the first M hash values of the second data block for a same hash value, and determine that a
difference between offsets of two windows corresponding to the same hash vaue is the shift
amount.

35. The storage device according to clam 33, wherein the determining unit is specificaly
configured to determine the first data block according to a logical address carried in a data write
request recorded in a data change log after the n™ snapshot S,

36. The storage device according to clam 33, wherein the determining unit is specificaly
configured to perform an x™ snapshot S, operation on the storage device, compare the snapshot S,
with a snapshot S;, and determine the first data block, wherein x is an integer, and n < x.

37. A storage device, wherein the storage device is configured to serve as a backup-end device
in a storage system, the storage system further comprises a source device of the backup-end device,
and data of an n™ snapshot S, is stored in both the source device and the storage device, wherein n
is an integer, wherein the storage device comprises:

a receiving and parsing unit, configured to receive and parse a data packet sent by the source
device, to obtain afifth data block, alogical address of a first data block, shift information, and a
version number of the n'™ snapshot Si;

a determining unit, configured to determine, according to the logical address of the first data
block and the version number of the n snapshot S,, a second data block recorded in the snapshot S,
wherein the first data block is a data block written by the source device after the n™ snapshot S, and
the first data block isamodified block of the second data block;

a decompression unit, configured to decompress the fifth data block to obtain a fourth data
block;

alogical operation unit, configured to perform alogical operation on the fourth data block and

the second data block to obtain athird data block, wherein the logical operation is an exclusive-OR
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operation or an exclusive-NOR operation;

a shift unit, configured to perform areverse cyclic shift on the third data block according to the
shift information to obtain the first data block, wherein the shift information comprises a shift
amount and a cyclic shift direction that are needed by the source device to perform a cyclic shift on
the first data block to obtain the third data block; and

a writing unit, configured to write the first data block to the logical address of the first data
block.

38. A storage device, wherein the storage device is configured to serve as a backup-end device
in a storage system, the storage system further comprises a source device of the backup-end device,
data of an n™ snapshot S, is stored in the source device, and the data of the n snapshot S, in the
source device and data of an x" snapshot S, are stored in the storage device, wherein n and x are
integers, and n < x, wherein the storage device comprises:

a recelving unit, configured to receive a data recovery request sent by the source device,
wherein the data recovery request carries aversion number of the snapshot S;;

a determining unit, configured to determine, according to the version number of the snapshot
S, and a version number of the snapshot S;, afirst data block recorded in the snapshot S, wherein
the first data block is a data block that is recorded in the snapshot S, backed up by the storage
device and that is written by the source device after the n'™ snapshot S,; and

determine, according to alogical address of the first data block and the version number of the
snapshot S, a second data block that is recorded in the snapshot S, and that is stored in the logical
address; and determine a shift amount of a cyclic shift that needs to be performed on the first data
block;

a shift unit, configured to perform a cyclic shift on the first data block according to the shift
amount to obtain athird data block;

alogical operation unit, configured to perform a logical operation on the third data block and
the second data block to obtain a fourth data block;

a compression unit, configured to compress the fourth data block to obtain a fifth data block,
wherein the logical operation is an exclusive-OR operation or an exclusive-NOR operation; and

a sending unit, configured to send, to the source device, a data packet that carries the fifth data
block, the logical address of the first data block, and shift information, wherein the shift information
comprises a cyclic shift direction and the shift amount.

39. The storage device according to clam 38, wherein the following calculation rule is
configured for the storage device: N windows are set, and hash calculation is performed on at least
partial data, which isin each window, of a data block, wherein a size of each window is the same; a
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start location of afirst window is a start location of the data block; an end location of alast window
is equal to an end location of the data block; a start location of an (i+1)™ window is a fixed length
away from a start location of ani™ window; and N is an integer and is not less than 2, i is an integer,
and the i™ window indicates any window of a first to an N windows; and the determining unit is
specificaly configured to:

perform hash calculation on at least partial data, which is in each window, of the first data
block according to the calculation rule, and perform hash calculation on at least partial data, which
isin each window, of the second data block according to the calculation rule; select, according to an
order in which hash values are set, the first M hash values from hash values of the first data block,
and select the first M hash values from hash values of the second data block, wherein M is a
positive integer and is not greater than N; and search the first M hash values of the first data block
and the first M hash values of the second data block for a same hash value, and determine that a
difference between offsets of two windows corresponding to the same hash value is the shift
amount.

40. A storage device, wherein the storage device serves as a source device in a storage system,
the storage system further comprises a backup-end device of the source device, data of an n™
snapshot S, is stored in the storage device, and the data of the n snapshot S, in the storage device
and data of an x™ snapshot S, are stored in the backup-end device, wherein n and x are integers, and
n < X, wherein the source device comprises:

a sending unit, configured to send a data recovery request to the backup-end device, wherein
the data recovery request carries a version number of the snapshot S;;;

areceiving and parsing unit, configured to receive and parse a data packet that is sent by the
backup-end device according to the data recovery request, to obtain a fifth data block, a logical
address of afirst data block, and shift information, wherein the first data block is a data block that is
recorded in the snapshot S, backed up by the backup-end device and that is written to the logical
address by the storage device after the n™ snapshot S;;

a determining unit, configured to determine, according to the logical address of the first data
block, a second data block recorded in the snapshot S, stored in the storage device, wherein the first
data block isamodified block of the second data block;

a decompression unit, configured to decompress the fifth data block to obtain a fourth data
block;

alogical operation unit, configured to perform alogical operation on the fourth data block and
the second data block to obtain the third data block, wherein the logical operation is an

exclusive-OR operation or an exclusive-NOR operation;
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a shift unit, configured to perform areverse cyclic shift on the third data block according to the
shift information to obtain the first data block, wherein the shift information comprises a shift
amount and a cyclic shift direction that are needed by the backup-end device to perform a cyclic
shift on the first data block to obtain the third data block; and

a writing unit, configured to write the first data block to the logical address of the first data
block.

41. A storage device, wherein the storage device serves as a source device in a storage system,
the storage system further comprises a backup-end device of the source device, and data of an n™
snapshot S, is stored in both the storage device and the backup-end device, wherein n is an integer,
wherein the storage device comprises an interface and a processor, and the interface and the
processor communicate with each other by using abus;

the processor is configured to determine a first data block that is written to the storage device
after the n™ snapshot S,; determine, according to a logical address of the first data block, a second
data block recorded in the n" snapshot S,, wherein the first data block is a modified block of the
second data block; determine a shift amount of a cyclic shift that needs to be performed on the first
data block; perform a cyclic shift on the first data block according to the shift amount to obtain a
third data block; and perform alogical operation on the third data block and the second data block
to obtain a fourth data block, wherein the logical operation is an exclusive-OR operation or an
exclusive-NOR operation; and

compress the fourth data block to obtain afifth data block; and

the interface is configured to send, to the backup-end device, a data packet that carries the fifth
data block, the logical address of the first data block, shift information, and a version number of the
n™ snapshot S,, wherein the shift information comprises a cyclic shift direction and the shift
amount.

42. The storage device according to clam 41, wherein the following calculation rule is
configured for the storage device: N windows are set, and hash calculation is performed on at least
partial data, which isin each window, of a data block, wherein a size of each window is the same; a
start location of afirst window is a start location of the data block; an end location of alast window
is equal to an end location of the data block; a start location of an (i+1)™ window is a fixed length
away from a start location of ani™ window; and N is an integer and is not less than 2, i is an integer,
and the i"™ window indicates any window of a first to an N windows; and the processor is
specifically configured to:

perform hash calculation on at least partial data, which is in each window, of the first data
block according to the calculation rule, and perform hash calculation on at least partial data, which
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isin each window, of the second data block according to the calculation rule; select, according to an
order in which hash values are set, the first M hash values from hash values of the first data block,
and select the first M hash values from hash values of the second data block, wherein M is a
positive integer and is not greater than N; and search the first M hash values of the first data block
and the first M hash values of the second data block for a same hash value, and determine that a
difference between offsets of two windows corresponding to the same hash value is the shift
amount.

43. The storage device according to claim 41, wherein the processor is specifically configured
to determine the first data block according to a logical address carried in a data write request
recorded in a data change log after the ™ snapshot S,

44. The storage device according to claim 41, wherein the processor is specifically configured
to perform an x™ snapshot S, operation on the storage device, compare the snapshot S, with a
snapshot Sy, and determine the first data block, wherein x is an integer, and n < x.

45. A storage device, wherein the storage device is configured to serve as a backup-end device
in a storage system, the storage system further comprises a source device of the backup-end device,
and data of an n™ snapshot S, is stored in both the source device and the storage device, wherein n
IS an integer, wherein the storage device comprises an interface and a processor, and the interface
and the processor communicate with each other by using a bus;

the interface is configured to receive and parse a data packet sent by the source device, to
obtain a fifth data block, a logical address of a first data block, shift information, and a version
number of the n™ snapshot S,; and

the processor is configured to determine, according to the logical address of the first data block
and the version number of the n™ snapshot S,, a second data block recorded in the snapshot S,
wherein the first data block is a data block written by the source device after the n™ snapshot S, and
the first data block is a modified block of the second data block; decompress the fifth data block to
obtain a fourth data block; perform alogical operation on the fourth data block and the second data
block to obtain athird data block, wherein the logical operation is an exclusive-OR operation or an
exclusive-NOR operation; perform a reverse cyclic shift on the third data block according to the
shift information to obtain the first data block, wherein the shift information comprises a shift
amount and a cyclic shift direction that are needed by the source device to perform a cyclic shift on
the first data block to obtain the third data block; and write the first data block to the logical address
of thefirst data block.

46. A storage device, wherein the storage device is configured to serve as a backup-end device

in a storage system, the storage system further comprises a source device of the backup-end device,
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data of an n™ snapshot S, is stored in the source device, and the data of the n snapshot S, in the
source device and data of an x" snapshot S, are stored in the storage device, wherein n and x are
integers, and n < X, wherein the storage device comprises an interface and a processor, and the
interface and the processor communicate with each other by using a bus;

the interface is configured to receive a data recovery request sent by the source device, wherein
the data recovery request carries a version number of the snapshot S;;;

the processor is configured to determine, according to the version number of the snapshot S,
and aversion number of the snapshot S, afirst data block recorded in the snapshot S;, wherein the
first data block is a data block that is recorded in the snapshot S, backed up by the backup-end
device and that is written by the source device after the n'™ snapshot S,; determine, according to a
logical address of the first data block and the version number of the snapshot S, a second data
block that is recorded in the snapshot S, and that is stored in the logical address; determine a shift
amount of a cyclic shift that needs to be performed on the first data block; perform a cyclic shift on
the first data block according to the shift amount to obtain a third data block; perform a logical
operation on the third data block and the second data block to obtain a fourth data block; and
compress the fourth data block to obtain a fifth data block, wherein the logical operation is an
exclusive-OR operation or an exclusive-NOR operation; and

the interface is configured to send, to the source device, a data packet that carries the fifth data
block, the logical address of the first data block, and shift information, wherein the shift information
comprises a cyclic shift direction and the shift amount.

47. The storage device according to clam 46, wherein the following caculation rule is
configured for the storage device: N windows are set, and hash calculation is performed on at least
partial data, which isin each window, of a data block, wherein a size of each window is the same; a
start location of afirst window is a start location of the data block; an end location of alast window
is equal to an end location of the data block; a start location of an (i+1)™ window is a fixed length
away from a start location of ani™ window; and N is an integer and is not less than 2, i is an integer,
and the i"™ window indicates any window of a first to an N windows; and the processor is
specifically configured to:

perform hash calculation on at least partial data, which is in each window, of the first data
block according to the calculation rule, and perform hash calculation on at least partial data, which
isin each window, of the second data block according to the calculation rule; select, according to an
order in which hash values are set, the first M hash values from hash values of the first data block,
and select the first M hash values from hash values of the second data block, wherein M is a
positive integer and is not greater than N; and search the first M hash values of the first data block
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and the first M hash values of the second data block for a same hash value, and determine that a
difference between offsets of two windows corresponding to the same hash value is the shift
amount.

48. A storage device, wherein the storage device serves as a source device in a storage system,
the storage system further comprises a backup-end device of the source device, data of an n
snapshot S, is stored in the storage device, and the data of the n snapshot S, in the storage device
and data of an x™ snapshot S, are stored in the backup-end device, wherein n and x are integers, and
n < X, wherein the source device comprises an interface and a processor, and the interface and the
processor communicate with each other by using a bus,

the interface is configured to send a data recovery request to the backup-end device, wherein
the data recovery request carries a version number of the snapshot S;; and receive and parse a data
packet that is sent by the backup-end device according to the data recovery request, to obtain a fifth
data block, alogical address of afirst data block, and shift information, wherein the first data block
is adata block that is recorded in the snapshot S, backed up by the backup-end device and that is
written to the logical address by the storage device after the n™ snapshot S,; and

the processor is configured to determine, according to the logical address of the first data block,
a second data block recorded in the snapshot S, stored in the storage device, wherein the first data
block is a modified block of the second data block; decompress the fifth data block to obtain a
fourth data block; perform alogical operation on the fourth data block and the second data block to
obtain the third data block, wherein the logical operation is an exclusve-OR operation or an
exclusive-NOR operation; perform a reverse cyclic shift on the third data block according to the
shift information to obtain the first data block, wherein the shift information comprises a shift
amount and a cyclic shift direction that are needed by the backup-end device to perform a cyclic
shift on the first data block to obtain the third data block; and write the first data block to the logical
address of the first data block.



