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RULE-BASED ACTION TRIGGERING IN A PROVIDER NETWORK

BACKGROUND

[0001] Many companies and other organizations operate computer networks that
interconnect numerous computing systems to support their operations, such as with the
computing systems being co-located (e.g., as part of a local network) or instead located in
multiple distinct geographical locations (e.g., connected via one or more private or public
intermediate networks). For example, distributed systems housing significant numbers of
interconnected computing systems have become commonplace. Such distributed systems may
provide back-end services to web servers that interact with clients. Such distributed systems
may also include data centers that are operated by entities to provide computing resources to
customers. Some data center operators provide network access, power, and secure installation
facilities for hardware owned by various customers, while other data center operators provide
“full service” facilities that also include hardware resources made available for use by their
customers.

[0002] As the scale and scope of distributed systems have increased, the tasks of
provisioning, administering, and managing the resources have become increasingly complicated.
For example, maintenance is often necessary when problems arise with various components of
distributed systems. System administrators have often performed such maintenance tasks in a
manual and ad hoc manner. When maintenance tasks are performed manually, the results may
be unnecessarily expensive and prone to error. Additionally, system administrators may be

required to develop and deploy custom systems for performing maintenance tasks.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] Figure 1 illustrates an example system environment for rule-based action triggering in
a provider network, according to some embodiments.
[0004] Figure 2 illustrates further aspects of the example system environment for rule-based
action triggering in a provider network, according to some embodiments.
[0005] Figure 3 illustrates further aspects of the example system environment for rule-based
action triggering in a provider network, including a queue service, according to some
embodiments.
[0006] Figure 4A illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a one-to-one mapping of triggers to

actions, according to some embodiments.
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[0007] Figure 4B illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a one-to-many mapping of triggers to
actions, according to some embodiments.

[0008] Figure 4C illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a many-to-one mapping of triggers to
actions, according to some embodiments.

[0009] Figure 4D illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a many-to-many mapping of triggers to
actions, according to some embodiments.

[0010] Figure 5A illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a mapping of a trigger to an action and
also to a queue exchange, according to some embodiments.

[0011] Figure 5B illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a mapping of a trigger to a queue
exchange and not to an action, according to some embodiments.

[0012] Figure 6 is a flowchart illustrating a method for rule-based action triggering in a
provider network, according to some embodiments.

[0013] Figure 7 is a flowchart illustrating a method for rule-based message triggering in a
provider network, according to some embodiments.

[0014] Figure 8 is a flowchart illustrating a method for schedule-based action triggering in a
provider network, according to some embodiments.

[0015] Figure 9 illustrates an example system environment for a routing handler for rule-
based action triggering, according to some embodiments.

[0016] Figure 10 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including use of a dynamically loaded routing map,
according to some embodiments.

[0017] Figure 11 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including use of HTTP clients for particular sub-
services, according to some embodiments.

[0018] Figure 12 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including examples of sub-services, according to some

embodiments.
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[0019] Figure 13 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including updating the routing map to reflect updates to
a sub-service, according to some embodiments.

[0020] Figure 14 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including metric collection at sub-services and the
routing handler, according to some embodiments.

[0021] Figure 15 is a flowchart illustrating a method for using a routing handler for rule-
based action triggering, according to some embodiments.

[0022] Figure 16 illustrates an example of a computing device that may be used in some
embodiments.

[0023] While embodiments are described herein by way of example for several embodiments
and illustrative drawings, those skilled in the art will recognize that embodiments are not limited
to the embodiments or drawings described. It should be understood, that the drawings and
detailed description thereto are not intended to limit embodiments to the particular form
disclosed, but on the contrary, the intention is to cover all modifications, equivalents and
alternatives falling within the spirit and scope as defined by the appended claims. The headings
used herein are for organizational purposes only and are not meant to be used to limit the scope
of the description or the claims. As used throughout this application, the word “may” is used in
a permissive sense (i.¢., meaning “having the potential to”), rather than the mandatory sense (i.c.,
meaning “must”). Similarly, the words “include,” “including,” and “includes” mean “including,

but not limited to.”

DETAILED DESCRIPTION OF EMBODIMENTS
[0024] Various embodiments of methods and systems for rule-based action triggering in a
provider network are described. Using the techniques described herein, rules may be defined
based on triggers and actions. In one embodiment, a rule may include one or more triggers and
one or more actions. Resources in a provider network may be monitored during their operation.
When the conditions for any of the triggers are met, any actions associated with the triggers in
the rules may be performed. To initiate the actions, messages describing the actions may be
generated and sent to a messaging service. For example, the messaging service may include a
queue service, and the messages may be placed in one or more queues. The messages may be
delivered from the messaging service to one or more action handlers that carry out the actions
described in the messages. In this manner, maintenance tasks or other tasks in a provider

network may be automated.
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[0025] Various embodiments of methods and systems for a routing handler for rule-based
action triggering are described. Using the techniques described herein, a routing handler may
route requests to various sub-services. The routing handler may use a routing map retrieved
from an external data store to map particular operations in requests to particular sub-services.
The sub-services may include sub-services for rule-based action triggering, scheduling actions,
performing actions based on the rules, and/or any other suitable tasks. When one or more
operations at a particular sub-service are updated, the routing map may be updated instead of the
routing handler itself. The routing handler may be part of a fleet of routing handlers. By
updating the routing map instead of the entire fleet of routing handlers, updates to sub-services
may be implemented efficiently.

Rule-Based Action Triggering in a Provider Network

[0026] Figure 1 illustrates an example system environment for rule-based action triggering in
a provider network, according to some embodiments. A rule-based action triggering system 100
may include a plurality of components for triggering and performing actions based on rules. In
one embodiment, the rule-based action triggering system 100 may include a trigger definition
functionality 110A, an action definition functionality 110B, and a rule definition functionality
110C. A data store 115 may store information associated with the triggers 111A, actions 111B,
and rules 111C defined using the trigger definition functionality 110A, action definition
functionality 110B, and/or rule definition functionality 110C. The data store 115 may be
implemented using any suitable storage technologies, such as database management
technologies.

[0027] The rule-based action triggering system 100 may also include a user interface 105. In
one embodiment, the user interface 105 may enable a user to define and/or select triggers 111A,
actions 111B, and/or rules 111C using the trigger definition functionality 110A, action definition
functionality 110B, and/or rule definition functionality 110C. For example, the user interface
105 may permit a user to select one or more predefined triggers and/or define one or more
custom triggers. Similarly, the user interface 105 may permit a user to seclect one or more
predefined actions and/or define one or more custom actions. The user interface 105 may permit
a user to define one or more rules. In one embodiment, a rule may be defined to include one or
more triggers and one or more actions. In one embodiment, a rule may be defined to include a
trigger and a message exchange. Definitions of triggers 111A, actions 111B, and rules 111C are
discussed in greater detail below with respect to Figures 4A, 4B, 4C, 4D, 5A, and 5B.

[0028] The rule-based action triggering system 100 may be implemented using one or more
computing devices, any of which may be implemented by the example computing device 3000
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illustrated in Figure 16. In various embodiments, portions of the functionality of the rule-based
action triggering system 100 may be provided by the same computing device or by any suitable
number of different computing devices. If any of the components of the rule-based action
triggering system 100 are implemented using different computing devices, then the components
and their respective computing devices may be communicatively coupled, e.g., via a network.
Each of the illustrated components may represent any combination of software and hardware
usable to perform their respective functions. It is contemplated that the rule-based action
triggering system 100 may include additional components not shown, fewer components than
shown, or different combinations, configurations, or quantities of the components shown.

[0029] The rule-based action triggering system 100 may be coupled to a provider network
170 using one or more networks 190 or other interconnects. The provider network 170 may
include a plurality of computing resources such as computing resources 171A and 171B through
17IN. The resources 171A-171N may include any suitable number and configuration of
compute instances and/or other processing resources, storage resources, database resources,
network resources, power resources, and/or other suitable types of computing resources.
Although three computing resources 171A, 171B, and 171N are shown for purposes of
illustration, it is contemplated that any suitable number and configuration of computing
resources may be used. The provider network 170 may include the sources of triggers for
actions, the targets of triggered actions, and/or one or more action handlers that perform
triggered actions.

[0030] The provider network 170 may be operated by an entity such as a company or a
public sector organization to provide resources (such as resources 171A-171N) and/or services
(such as various types of cloud-based computing or storage) to a distributed set of clients via the
Internet and/or other networks. The provider network 170 may include numerous data centers
hosting various resource pools, such as collections of physical and/or virtualized computer
servers, storage devices, and networking equipment that are used to implement and distribute the
infrastructure and services offered by the provider. The resources may, in some embodiments,
be offered to clients in units called “instances,” such as virtual or physical compute instances or
storage instances. A virtual compute instance may, for example, comprise one or more servers
with a specified computational capacity (which may be specified by indicating the type and
number of CPUs, the main memory size, and so on) and a specified software stack (e.g., a
particular version of an operating system, which may in turn run on top of a hypervisor). A
number of different types of computing devices may be used singly or in combination to
implement the resources of the provider network 170 in different embodiments, including
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general purpose or special purpose computer servers, storage devices, network devices, and the
like.

[0031] In one embodiment, the provider network 170 may implement a flexible set of
resource reservation, control, and access interfaces for clients. For example, the provider
network 170 may implement a programmatic resource reservation interface (e.g., via a web site
or a set of web pages) that allows clients to learn about, select, purchase access to, and/or reserve
resources. In one embodiment, resources may be reserved on behalf of clients using a client-
accessible service. In one embodiment, the provider network 170 may execute tasks on behalf of
clients using one or more resources of a selected resource pool of the provider network. In one
embodiment, the resource pool may be automatically selected based on the anticipated
computational needs of the various tasks. In one embodiment, the resource pool may be selected
based on a specific resource request or reservation submitted by the client.

[0032] The provider network 170 may also include a monitoring functionality 180. The
monitoring functionality 180 may monitor any of the resources, ¢.g., during operation and/or use
of the resources. The monitoring functionality 180 may use agent software or any other suitable
techniques to monitor individual resources. In one embodiment, monitoring the resources in the
provider network may include monitoring one or more service logs, monitoring one or more
service metrics, and/or monitoring any suitable data streams. In one embodiment, the
monitoring may compare performance metrics, usage metrics, and/or other suitable data relating
to the operation of the resources 171A-171N to predetermined thresholds and/or alarms. Any
suitable predetermined thresholds and/or alarms may represent one or more conditions for a
particular trigger. When the monitoring of the computing resources indicates that any conditions
for a trigger are met, the monitoring functionality 180 may fire or activate the trigger. The
monitoring functionality 180 may determine that conditions have been met for a trigger based on
thresholds and/or alarms. For example, the monitoring functionality 180 may detect an alarm
state change and may cause a trigger to be fired as a result. In one embodiment, external agents
may implement the monitoring functionality 180 and fire triggers. In one embodiment, services
within the provider network 170 may implement the monitoring functionality 180 and fire
triggers. In one embodiment, the monitoring functionality 180 may fire a trigger by sending a
request to the rule-based action triggering system 100 through an appropriate application
programming interface (API).

[0033] In one embodiment, the rule-based action triggering system 100 may include a rule
enforcement functionality 120. The rule enforcement functionality 120 may act upon fired

triggers, e.g., after receiving requests to fire triggers. When a request to fire a trigger is received,
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the rule enforcement functionality 120 may determine which rules, if any, include the trigger.
To determine which rules include the trigger, the rule enforcement functionality 120 may refer to
the stored rules, triggers, and/or other appropriate data in the data store 115. After retrieving any
rules that include the fired trigger, the rule enforcement functionality 120 may determine any
actions defined in the retrieved rules. The rule enforcement functionality 120 may then initiate
any actions defined in the retrieved rules or otherwise cause the actions to be performed. When
initiating actions, the rule enforcement functionality 120 may supply metadata or parameters for
the actions, e.g., as received in requests to fire triggers. In this manner, the rule-based action
triggering system 100 may use defined rules to perform particular actions when particular
triggers are activated.

[0034] Figure 2 illustrates further aspects of the example system environment for rule-based
action triggering in a provider network, according to some embodiments. The rule-based action
triggering system 100 may include a message generation functionality 130. When invoked by
the rule enforcement functionality 120, the message generation functionality 130 may generate
messages 145 that describe actions to be performed, e.g., when triggers associated with the
actions are fired. The message generation functionality 130 may send the messages 145 to a
messaging service 140. The messages may be generated based on run-time input parameters
supplied with any fired triggers and/or default parameters associated with actions. In one
embodiment, a job dispatcher 150 may interact with the messaging service 140 to dispatch jobs
based on the messages 145.

[0035] In one embodiment, an action execution environment 160 may perform the actions
described in the messages 145 and dispatched by the job dispatcher 150. The action execution
environment 160 may include one or more environments for executing instructions, including
scripts, workflows, and/or compiled program code. The action execution environment 160 may
include one or more action handlers, such as action handlers 161A and 161B through 161N.
Although three action handlers 161A, 161B, and 161N are shown for purposes of illustration, it
is contemplated that any suitable number of action handlers may be used. The actions performed
by the action handlers 161 A-161N may include any suitable modification and/or configuration of
any of the resources 171A-171N and/or their constituent elements. For example, the actions may
automatically terminate, suspend, or restart a compute instance in the provider network 170
when a particular trigger is fired. As another example, an action may be performed to
automatically resize an image file to a predefined width and predefined height when the image

file is added to a particular storage location, directory, or bucket. An action may be performed
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by an action handler based on a trigger being fired, based on a schedule, or based on a request
from a user or other computing component.

[0036] In one embodiment, the rule-based action triggering system 100 may include a
recommendation engine. The recommendation engine may use machine learning techniques to
recommend automations to the customers based on customer resource usage patterns and/or
resource metadata. The recommendation engine may also adapt to customer reaction and
improve the recommendations over time. The recommendations may be improved using a
feedback loop with input from customers and popular trends in the rule-based action triggering
system 100.

[0037] Figure 3 illustrates further aspects of the example system environment for rule-based
action triggering in a provider network, including a queue service, according to some
embodiments. In one embodiment, the messaging service 140 may be implemented using a
queue service that manages one or more queues. Messages 145 describing actions to be
performed may be sent to the messaging service or placed in the one or more queues. Although
three queues 141A, 141B, and 141N are shown for purposes of illustration, it is contemplated
that any suitable number of queues may be used. In one embodiment, the queue 141A may be a
primary queue that initially stores all the messages generated by the message generation
functionality 130, and the other queues 141B-141N may only be used as backup queues if the
primary queue is insufficient to handle all the messages.

[0038] In one embodiment, the job dispatcher 150 may be implemented using a task poller
151. The task poller 151 may poll the one or more queues at a suitable interval to determine
whether the queues include messages, ¢.g., messages describing actions to be performed. The
task poller 151 may initiate the use of the backup queues 141B-141N upon receiving an
appropriate error message from the primary queue 141A. The task poller 151 may poll each of
the various queues 141A-141N at particular intervals. In one embodiment, the task poller 151
may poll the primary queue 141 A more frequently than the backup queues 141B-141N.

[0039] Figure 4A illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a one-to-one mapping of triggers to
actions, according to some embodiments. As discussed above, the data store 115 may store
triggers 111A, actions 111B, and rules 111C. In the example shown in Figure 4A, the triggers
111A may include triggers 400A and 400B through 400N. However, it is contemplated that any
suitable number of triggers may be stored in the data store 115.

[0040] In the example shown in Figure 4A, the actions 111B may include an action

configuration 410A and one or more additional action configurations (not shown). Each action
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configuration (such as action configuration 410A) may include an action (such as action 411),
any default parameters for the action (such as default parameters 412), and any roles (such as
role(s) 413) needed for the action. An action may include one or more commands, instructions,
or other invocations of functionality to perform one or more tasks. An action may be associated
with default parameters that apply to all invocations of the action. In one embodiment, run-time
input parameters may also be specified for a particular instance of an action when the action is
invoked. In one embodiment, the run-time input parameters may augment but not override the
default parameters. For example, if an action involves resizing an image file when the image file
is added, then the default parameters may include a target width and height, and the run-time
input parameters may include the storage location of the image file. A role may include
permissions or other security credentials that permit the action to have access to a set of
resources at run-time. A role may be independent of any particular user or group of users and
may represent a delegation of authority to the associated action.

[0041] In the example shown in Figure 4A, the rules 111C may include a rule 420A and one
or more additional rules (not shown). The rule 420A may specify one of the triggers, such as
trigger 400A, and one of the action configurations, such as action configuration 410A. When the
trigger 400A is fired, the rule enforcement functionality 120 may use the data store 115 to
determine that the trigger 400A is part of rule 420A. The rule enforcement functionality 120
may also use the data store 115 to determine that the action configuration 410A is also part of
the rule 420A, i.c., is bound to the trigger 400A. The rule enforcement functionality 120 may
then cause the specified action 411 to be performed with the default parameters 412 (and
optionally run-time input parameters) and using the role(s) 413. In one embodiment, the
message generation functionality 130 may generate a message specifying the action 411, the
default parameters 412, any run-time input parameters, and the role(s) 413.

[0042] Figure 4B illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a one-to-many mapping of triggers to
actions, according to some embodiments. In the example shown in Figure 4B, the triggers 111A
may include triggers 400A and 400B through 400N. However, it is contemplated that any
suitable number of triggers may be stored in the data store 115. In the example shown in Figure
4B, the actions 111B may include action configurations 410A and 410B through 410N.
However, it is contemplated that any suitable number of action configurations may be stored in
the data store 115. As discussed above, cach of the action configurations 410A-410N may

include an action, any default parameters for the action, and any roles needed for the action.
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Individual ones of the action configurations 410A-410N may represent the same actions (e.g.,
with different default parameters) or different actions.

[0043] In one embodiment, the rules 111C may include a one-to-many mapping of triggers
to actions. In the example shown in Figure 4B, the rules 111C may include rules 420A and
420B. Rule 420A may represent a binding of trigger 400A to action configuration 410A. Rule
420B may represent a binding of the same trigger 400A to a different action configuration 410B.
When the trigger 400A is fired, the rule enforcement functionality 120 may use the data store
115 to determine that the trigger 400A is part of rules 420A and 420B. The rule enforcement
functionality 120 may also use the data store 115 to determine that the action configuration 410A
is part of the rule 420A and that the action configuration 410B is part of the rule 420B. The rule
enforcement functionality 120 may then cause the actions specified in both action configurations
410A and 410B to be performed. In one embodiment, the message generation functionality 130
may generate one or more messages specifying the actions, the default parameters associated
with the actions, any run-time input parameters, and any necessary role(s).

[0044] Figure 4C illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a many-to-one mapping of triggers to
actions, according to some embodiments. In the example shown in Figure 4C, the triggers 111A
may include triggers 400A and 400B through 400N. However, it is contemplated that any
suitable number of triggers may be stored in the data store 115. In the example shown in Figure
4C, the actions 111B may action configurations 410A and 410B through 410N. However, it is
contemplated that any suitable number of action configurations may be stored in the data store
115. As discussed above, each of the action configurations 410A-410N may include an action,
any default parameters for the action, and any roles needed for the action.

[0045] In one embodiment, the rules 111C may include a many-to-one mapping of triggers
to actions. In the example shown in Figure 4C, the rules 111C may include rules 420A and
420C. Rule 420A may represent a binding of trigger 400A to action configuration 410A. Rule
420C may represent a binding of a different trigger 400B to the same action configuration 410A.
When the trigger 400A is fired, the rule enforcement functionality 120 may use the data store
115 to determine that the trigger 400A is part of rule 420A. Similarly, when the trigger 400B is
fired, the rule enforcement functionality 120 may use the data store 115 to determine that the
trigger 400B is part of rule 420C. When either or both triggers 400A and/or 400B are fired, the
rule enforcement functionality 120 may use the data store 115 to determine that the action
configuration 410A is part of the rule 420A and that the action configuration 410A is also part of

the rule 420C. If either of the triggers 400A or 400B has been fired, or both have been fired,
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then the rule enforcement functionality 120 may then cause the action specified in the action
configuration 410A to be performed. In one embodiment, the message generation functionality
130 may generate a message specifying the action, the default parameters associated with the
action, any run-time input parameters, and any necessary role(s).

[0046] Figure 4D illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a many-to-many mapping of triggers to
actions, according to some embodiments. In the example shown in Figure 4D, the triggers 111A
may include triggers 400A and 400B through 400N. However, it is contemplated that any
suitable number of triggers may be stored in the data store 115. In the example shown in Figure
4D, the actions 111B may action configurations 410A and 410B through 410N. However, it is
contemplated that any suitable number of action configurations may be stored in the data store
115. As discussed above, each of the action configurations 410A-410N may include an action,
any default parameters for the action, and any roles needed for the action.

[0047] In one embodiment, the rules 111C may include a many-to-many mapping of triggers
to actions. In the example shown in Figure 4D, the rules 111C may include rules 420A, 420B,
420C, and 420D. Rule 420A may represent a binding of a first trigger 400A to a first action
configuration 410A. Rule 420B may represent a binding of the first trigger 400A to a second
action configuration 410B. Rule 420C may represent a binding of a second trigger 400B to the
first action configuration 410A. Rule 420D may represent a binding of the second trigger 400B
to the second action configuration 410B. When the trigger 400A is fired, the rule enforcement
functionality 120 may use the data store 115 to determine that the trigger 400A is part of rules
420A and 420B. The rule enforcement functionality 120 may also use the data store 115 to
determine that the action configuration 410A is part of the rule 420A and that the action
configuration 410B is part of the rule 420B. Similarly, when the trigger 400B is fired, the rule
enforcement functionality 120 may use the data store 115 to determine that the trigger 400B is
part of rules 420C and 420D. The rule enforcement functionality 120 may also use the data store
115 to determine that the action configuration 410A is part of the rule 420C and that the action
configuration 410B is part of the rule 420D. If either of the triggers 400A or 400B has been
fired, or both have been fired, then the rule enforcement functionality 120 may then cause the
actions specified in the action configurations 410A and 410B to be performed. In one
embodiment, the message generation functionality 130 may generate one or more messages
specifying the actions, the default parameters associated with the actions, any run-time input

parameters, and any necessary role(s).
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[0048] Figure 5A illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a mapping of a trigger to an action and
also to a queue exchange, according to some embodiments. In the example shown in Figure SA,
the triggers 111A may include triggers 400A and 400B through 400N. However, it is
contemplated that any suitable number of triggers may be stored in the data store 115. In the
example shown in Figure 5A, the actions 111B may action configurations 410A and 410B
through 410N. However, it is contemplated that any suitable number of action configurations
may be stored in the data store 115. As discussed above, cach of the action configurations
410A-410N may include an action, any default parameters for the action, and any roles needed
for the action.

[0049] In one embodiment, the rules 111C may include a mapping of triggers to actions and
also a mapping of triggers to queue exchanges. In the example shown in Figure 5A, the rules
111C may include rules 420A and 420E. Rule 420A may represent a binding of trigger 400A to
action configuration 410A. Rule 420E may represent a binding of the same trigger 400A to a
queue exchange 430. The queue exchange 430 may specify one or more queue messages to be
generated. When the trigger 400A is fired, the rule enforcement functionality 120 may use the
data store 115 to determine that the trigger 400A is part of rules 420A and 420E. The rule
enforcement functionality 120 may also use the data store 115 to determine that the action
configuration 410A is part of the rule 420A and that the queue exchange 430 is part of the rule
420B. The rule enforcement functionality 120 may then cause the action specified in the action
configuration 410A to be performed. In one embodiment, the message generation functionality
130 may generate one or more messages specifying the actions, the default parameters associated
with the actions, any run-time input parameters, and any necessary role(s). Additionally, the rule
enforcement functionality 120 may generate a queue message as specified by the queue
exchange 430 and place that message in a queue or otherwise send the message to a messaging
service. For example, the queue message may represent a notification (e.g., to an administrator
or log) that the trigger 400A was fired at a particular time or that the action in the action
configuration 410A was performed with particular parameters and at a particular time.

[0050] Figure 5B illustrates further aspects of the example system environment for rule-
based action triggering in a provider network, including a mapping of a trigger to a queue
exchange and not to an action, according to some embodiments. In the example shown in Figure
5B, the triggers 111A may include triggers 400A and 400B through 400N. However, it is
contemplated that any suitable number of triggers may be stored in the data store 115. In the

example shown in Figure 5B, the actions 111B may action configurations 410A and 410B
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through 410N. However, it is contemplated that any suitable number of action configurations
may be stored in the data store 115. As discussed above, cach of the action configurations
410A-410N may include an action, any default parameters for the action, and any roles needed
for the action.

[0051] In one embodiment, the rules 111C may include a mapping of triggers to queue
exchanges. In the example shown in Figure 5B, the rules 111C may include a rule 420F. Rule
420F may represent a binding of trigger 400N to a queue exchange 430. The queue exchange
430 may specify one or more queue messages to be generated. The same trigger 400N may not
be bound to any of the action configurations 410A-410N. When the trigger 400N is fired, the
rule enforcement functionality 120 may use the data store 115 to determine that the trigger 400N
is part of rule 420F. The rule enforcement functionality 120 may also use the data store 115 to
determine that the queue exchange 430 is part of the rule 420F. The rule enforcement
functionality 120 may generate a queue message as specified by the queue exchange 430 and
place that message in a queue or otherwise send the message to a messaging service. For
example, the queue message may represent a notification (e.g., to an administrator or log) that
the trigger 400N was fired at a particular time.

[0052] Figure 6 is a flowchart illustrating a method for rule-based action triggering in a
provider network, according to some embodiments. As shown in 605, a plurality of rules may be
defined based on a plurality of triggers and a plurality of actions. In one embodiment, a
particular rule includes one or more of the triggers and one or more of the actions. Alternatively,
a particular rule may include a trigger and a queue exchange. The triggers, actions, and/or rules
may be defined or selected by a user using predefined elements and/or custom elements.

[0053] As shown in 610, a plurality of resources in the provider network may be monitored.
The resources may be monitored to determine whether to fire any of the triggers. In other words,
conditions in the provider network may be monitored during operation or use of the resources to
determine whether the conditions satisfy any triggers. In one embodiment, monitoring the
resources in the provider network may include monitoring one or more service logs, one or more
service metrics, and/or one or more other data streams. The monitoring may be performed by
any suitable component(s), such as external agents and/or services themselves. As shown in
615, it may be determined, based on the monitoring, that conditions have been met for a
particular one or more triggers. The operation shown in 615 may include comparing metrics to
thresholds, analyzing logs, and/or detecting alarm stage changes. If the conditions have been
met for a trigger, then a “fire trigger” request may be sent to a rule-based action triggering

system, e.g., from an external agent, service, or other entity that performs the monitoring.
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[0054] As shown in 620, a particular one or more of the rules may be determined that
include the particular one or more triggers that were fired. The particular one or more rules may
be determined in response to determining that the conditions are met for the particular one or
more triggers. The particular one or more rules may be determined by retrieving the rules from a
data store based on the particular one or more triggers defined within the rules. Each of the
particular rule(s) may also include a particular one or more actions.

[0055] As shown in 625, one or more messages may be generated. The one or more
messages may describe the particular one or more actions in the particular one or more rules that
also include the particular one or more triggers. As shown in 630, the one or more messages
may be sent to a messaging service. In one embodiment, the messaging service may be
implemented using a queue service, and the one or more messages may be placed in one or more
queues managed by the queue service.

[0056] As shown in 635, the one or more messages may be dispatched from the messaging
service to one or more action handlers. The action handler(s) may be part of an action execution
environment. As shown in 640, the one or more action handlers may perform the one or more
actions described in the one or more messages. In one embodiment, a performed action may
result in another trigger being fired, such that the operations shown in 610 through 640 are
performed again for a different trigger, different rule, and/or different action. In this manner,
triggers may be chained to other triggers to perform complex chains of actions.

[0057] Figure 7 is a flowchart illustrating a method for rule-based message triggering in a
provider network, according to some embodiments. As shown in 605, a plurality of rules may be
defined based on a plurality of triggers and a plurality of actions. In one embodiment, a
particular rule includes one or more of the triggers and one or more of the actions. Alternatively,
a particular rule may include a trigger and a queue exchange. The triggers, actions, and/or rules
may be defined or selected by a user using predefined elements and/or custom elements.

[0058] As shown in 610, a plurality of resources in the provider network may be monitored.
The resources may be monitored to determine whether to fire any of the triggers. In other words,
conditions in the provider network may be monitored during operation or use of the resources to
determine whether the conditions satisfy any triggers. In one embodiment, monitoring the
resources in the provider network may include monitoring one or more service logs, one or more
service metrics, and/or one or more other data streams. The monitoring may be performed by
any suitable component(s), such as external agents and/or services themselves. As shown in
615, it may be determined, based on the monitoring, that conditions have been met for a

particular one or more triggers. The operation shown in 615 may include comparing metrics to
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thresholds, analyzing logs, and/or detecting alarm stage changes. If the conditions have been
met for a trigger, then a “fire trigger” request may be sent to a rule-based action triggering
system, e.g., from an external agent, service, or other entity that performs the monitoring.

[0059] As shown in 720, a particular rule may be determined that includes the particular
trigger that was fired. The particular rule may be determined in response to determining that the
conditions are met for the particular trigger. The particular rule may be determined by retrieving
the rule from a data store based on the particular trigger defined within the rule. The particular
rule may also include a particular queue exchange that specifies one or more queue messages to
be generated.

[0060] As shown in 725, a queue message may be generated based on the queue exchange in
the particular rule. As shown in 730, the queue message may be sent to a messaging service
such as a queue service. In one embodiment, the queue message may be placed in one or more
queues managed by the queue service and ultimately delivered to an appropriate recipient.

[0061] Figure 8 is a flowchart illustrating a method for schedule-based action triggering in a
provider network, according to some embodiments. As shown in 605, a plurality of rules may be
defined based on a plurality of triggers and a plurality of actions. In one embodiment, a
particular rule includes one or more of the triggers and one or more of the actions. Alternatively,
a particular rule may include a trigger and a queue exchange. The triggers, actions, and/or rules
may be defined or selected by a user using predefined elements and/or custom elements.

[0062] As shown in 807, a trigger may be scheduled for a particular time. The trigger may
be scheduled as a one-time event or as a recurring event. For example, the trigger may be
scheduled every day at the particular time, every seven days at a particular time, on a particular
day of every month, or at any other suitable interval. The trigger may be scheduled
automatically or based on user input. As shown in 810, the passage of time may be monitored in
the provider network to determine when to fire any scheduled triggers.

[0063] As shown in 815, it may be determined, based on the monitoring, that the time has
arrived for a particular scheduled trigger to be fired. If the time has arrived for a trigger, then a
“fire trigger” request may be sent to a rule-based action triggering system, e.g., from an external
agent, service, or other entity that performs the monitoring. As shown in 620, a particular one or
more of the rules may be determined that include the particular scheduled trigger that was fired.
The particular one or more rules may be determined in response to determining that the
conditions are met for the particular scheduled trigger. The particular one or more rules may be

determined by retrieving the rules from a data store based on the particular scheduled trigger
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defined within the rules. Each of the particular rule(s) may also include a particular one or more
actions.

[0064] As shown in 625, one or more messages may be generated. The one or more
messages may describe the particular one or more actions in the particular one or more rules that
also include the particular scheduled trigger. As shown in 630, the one or more messages may
be sent to a messaging service. In one embodiment, the messaging service may be implemented
using a queue service, and the one or more messages may be placed in one or more queues
managed by the queue service.

[0065] As shown in 635, the one or more messages may be dispatched from the messaging
service to one or more action handlers. The action handler(s) may be part of an action execution
environment. As shown in 640, the one or more action handlers may perform the one or more
actions described in the one or more messages. In one embodiment, a performed action may
result in another trigger being fired, such that the operations shown in 610 through 640 are
performed again for a different trigger, different rule, and/or different action. In this manner,
triggers may be chained to other triggers to perform complex chains of actions.

Routing Handler for Rule-Based Action Triggering

[0066] Figure 9 illustrates an example system environment for a routing handler for rule-
based action triggering, according to some embodiments. A routing handler 900 may route
requests to various ones of components discussed above, including components of the rule-based
action triggering system 100 and other components used by the rule-based action triggering
system 100. The routing handler 900 may also be referred to as a proxy for the rule-based action
triggering system 100 and its related components. The components to which the routing handler
900 routes requests may be referred to herein as sub-services. The routing handler 900 may
route an individual request to a selected sub-service of a plurality of sub-services, such as sub-
services 950A and 950B through 950N. Although three sub-services 950A, 950B, and 950N are
shown for purposes of illustration, it is contemplated that any suitable number and configuration
of sub-services may be used. The sub-services 950A-950N may represent different sub-services
or different versions of the same sub-service. As shown in the example of Figure 9, one or more
of the sub-services, such as sub-service 950A, may implement aspects of the functionality of the
rule-based action triggering system 100. Others of the sub-services, such as sub-services 950B
and 950N, may implement functionality that is invoked by or otherwise associated with the rule-
based action triggering system 100. In this manner, the routing handler 900 may provide a
unified customer experience for interactions with a variety of different sub-services 950A-950N

that are associated with the rule-based action triggering and/or schedule-based action triggering
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discussed above. Additionally, routing information may be updated for a fleet of routing
handlers without updating and/or redeploying the routing handlers themselves.

[0067] The routing handler 900 may receive requests 901 from one or more clients 990, e.g.,
over a network. The clients 990 may represent external customers of the organization that
maintains the routing handler 900, internal customers of the organization that maintains the
routing handler 900, or any suitable ones of the sub-services 950A-950N. Individual requests
may specify operations to be performed by individual sub-services. As will be discussed in
greater detail below, the routing handler 900 may determine which of the sub-services is the
target of any particular request. The routing handler 900 may then route the request to that
particular sub-service (e.g., to one or more hosts that implement the sub-service), e.g., over a
network. If any response to the request is generated by the recipient sub-service, then the
routing handler may receive the response and route it to the client that sent the request. As
shown in the example of Figure 9, the routing handler 900 may send requests 951A and receive
responses 952A from sub-service 950A, may send requests 951B and receive responses 952B
from sub-service 950B, and may send requests 951N and receive responses 952N from sub-
service 950N. The requests 901 received from the client may collectively represent the requests
951A-951N routed to the sub-services 950A-950N. The responses 902 routed to the client may
collectively represent the responses 952A-952N received from the sub-services 950A-950N.
[0068] The routing handler 900 may be implemented using one or more computing devices,
any of which may be implemented by the example computing device 3000 illustrated in Figure
16. In various embodiments, portions of the functionality of the routing handler 900 may be
provided by the same computing device or by any suitable number of different computing
devices. If any of the components of the routing handler 900 are implemented using different
computing devices, then the components and their respective computing devices may be
communicatively coupled, e.g., via a network. The routing handler 900 may be part of a fleet of
routing handlers. Others in the fleet of routing handlers may be similarly configured and/or
provide similar functionality.

[0069] Each of the sub-services 950A-950N may also be implemented using one or more
computing devices, any of which may be implemented by the example computing device 3000
illustrated in Figure 16. In various embodiments, the functionality of any of the sub-services
950A-950N may be provided by the same computing device or by any suitable number of
different computing devices. If any of the components of one of the sub-services 950A-950N
are implemented using different computing devices, then the components and their respective

computing devices may be communicatively coupled, e.g., via a network.
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[0070] Figure 10 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including use of a dynamically loaded routing map,
according to some embodiments. The routing handler 900 may use a routing map 916 retrieved
from an external data store 915 to map particular operations in requests to particular sub-
services. The data store 915 may be implemented using any suitable storage technologies. In
one embodiment, the routing handler 900 may include a request analysis functionality 910, a
dynamic routing configuration functionality 920, and an operation to sub-service mapping
functionality 930. It is contemplated that the routing handler 900 may include additional
components not shown, fewer components than shown, or different combinations,
configurations, or quantities of the components shown.

[0071] In one embodiment, the request analysis functionality 910 may perform request
analysis on incoming requests 901. Using any suitable technique(s), the request analysis
functionality 910 may determine the one or more operations specified in an incoming request.
For example, the incoming request may be received as an HTTP (HyperText Transport Protocol)
request, and the operation(s) may be specified in a particular portion of the HTTP request. The
various operations may represent various APIs (application programming interfaces) offered by
the various sub-services.

[0072] In one embodiment, the dynamic routing configuration functionality 920 may
maintain an up-to-date routing map 916. The routing map 916 may be retrieved from the
external data store 915 at appropriate intervals and cached by the dynamic routing configuration
functionality 920. The routing map 916 may be dynamically loaded at the routing handler 900,
e.g., loaded during execution of the routing handler without needing to update the program code
for the routing handler, redeploy the routing handler, or restart the routing handler. The routing
map 916 may represent a mapping of particular operation names (or other identifiers) to
particular sub-services that provide those operations. The routing map 916 may be implemented
using a key-value data store in which the keys represent operation names (or other identifiers)
and the associated values represent sub-service names (or other identifiers). In one embodiment,
a plurality of routing handlers (e.g., in a fleet of routing handlers) may refer to the same routing
map 916, e.g., by caching different copies of the routing map.

[0073] In one embodiment, the operation to sub-service mapping functionality 930 may use
the routing map 916 to determine the particular sub-service to which an incoming request should
be routed. The operation to sub-service mapping functionality 930 may look up the particular
operation (as determined by the request analysis functionality 910) in the routing table 916 (as

provided by the dynamic routing configuration functionality 920) to determine the particular
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sub-service that provides the operation named in the request. The routing handler 900 may then
route the request to the appropriate sub-service as determined by the operation to sub-service
mapping functionality 930. Any responses received by the routing handler 900 from the sub-
service may be routed to the client that sent the request. A fleet of hosts may implement a
particular sub-service, and routing the request to the sub-service may include routing the request
to a load balancer associated with the sub-service. The load balancer may then route the request
to a particular host.

[0074] Figure 11 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including use of HTTP clients for particular sub-
services, according to some embodiments. In one embodiment, the requests 901 may be
expressed as HTTP requests, and the routing handler 900 may use a plurality of HTTP clients to
communicate with the sub-services 950A-950N. In one embodiment, the routing handler 900
may use one HTTP client per sub-service or per sub-service host. As shown in the example of
Figure 11, the routing handler 900 may use one HTTP client 940A to communicate with sub-
service 950A, another HTTP client 940B to communicate with sub-service 950B, and yet
another HTTP client 940N to communicate with sub-service 950N. However, it is contemplated
that any suitable number and configuration of HTTP clients may be used. Any of the HTTP
clients 940A-940N may be created (e.g., instantiated) or re-used when the routing handler 900
seeks to route a request to the corresponding one of the sub-services 950A-950N.

[0075] In one embodiment, an HTTP client may perform in a synchronous mode in which
the HTTP client waits for a response after forwarding a request to one of the sub-services. In
one embodiment, one or more of the HTTP clients may instead perform in an asynchronous
mode. In the asynchronous mode, one or more threads in an HTTP client may be returned to a
thread pool after the one or more threads have been used to route a request to a sub-service. One
or more queues may be used by the routing handler 900 to receive responses from the sub-
services. Using asynchronous input/output (I/O) in this manner, resources at the routing handler
900 may be used more efficiently.

[0076] Figure 12 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including examples of sub-services, according to some
embodiments. In various embodiments, the sub-services may include sub-services for rule-based
action triggering, scheduling actions, performing actions based on the rules, and/or any other
suitable tasks. As shown in the example of Figure 12, the routing handler 900 may route
requests to a rules sub-service 950C, a scheduling sub-service 950D, and an actions sub-service

950E. The rules sub-service 950C may represent the functionality described above for the rule-
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based action triggering system 100, e.g., as discussed above with respect to Figure 1, Figure 2,
and Figure 3. For example, the rules sub-service 950C may define rules that bind triggers to
actions and may fire triggers to cause actions to be performed based on rules. The rules sub-
service 950C may receive requests 951C routed from the routing handler 900 and send responses
952C to the routing handler. The scheduling sub-service 950D may schedule actions to be
performed at particular times, ¢.g., as discussed above with respect to Figure 8. The scheduling
sub-service 950D may receive requests 951D routed from the routing handler 900 and send
responses 952D to the routing handler. The actions sub-service 950E may represent the
functionality described above for the action handlers 161A-161N and/or action execution
environment 160, ¢.g., as discussed above with respect to Figure 1, Figure 2, and Figure 3. For
example, the actions sub-service 950E may perform rule-based and/or schedule-based actions on
resources 171A-171N in the provider network 170. The actions sub-service 950E may receive
requests 951E routed from the routing handler 900 and send responses 952E to the routing
handler.

[0077] Figure 13 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including updating the routing map to reflect updates to
a sub-service, according to some embodiments. When one or more operations at a particular
sub-service are updated, the routing map may be updated instead of the routing handler itself.
The routing handler may be part of a fleet of routing handlers. By updating the routing map
instead of the entire fleet of routing handlers, updates to sub-services may be implemented
efficiently. Accordingly, as shown in Figure 13, an updated sub-service 950F may replace or
supplement another sub-service (e.g., sub-service 950B). In comparison to an earlier version
used with the routing handler 900, the updated sub-service 950F may implement and offer to
clients: one or more additional operations, one or more fewer operations, and/or one or more
modified operations. The modified operations may reflect differences in operation names (or
other identifiers) and/or parameters associated with operations. In one embodiment, a service
owner 960 may be responsible for updating the updated sub-service 950F and adding the updated
sub-service 950F to the set of sub-services whose traffic is managed by the routing handler 900.
When the updated sub-service 950F is added to the set of sub-services managed by the routing
handler 900, the service owner 960 may also produce an updated routing map 917. The updated
routing map 917 may represent a mapping of particular operation names (or other identifiers) to
particular sub-services that provide those operations, including the updated operations for the
updated sub-service 950F. The service owner 960 may store the updated routing map 917 in the

data store 915. In one embodiment, the service owner 960 may provide any suitable security
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credentials in order to overwrite the out-of-date routing map 916 with the updated routing map
917 in the data store 915.

[0078] Figure 14 illustrates further aspects of the example system environment for a routing
handler for rule-based action triggering, including metric collection at sub-services and the
routing handler, according to some embodiments. In one embodiment, the individual sub-
services 950A-950N may collect performance metrics related to the receipt and/or processing of
the requests 901. As shown in the example of Figure 14, sub-service 950A may include a metric
collection functionality 955A, sub-service 950B may include a metric collection functionality
955B, and sub-service 950N may include a metric collection functionality 955N. The routing
handler 900 may also include a metric collection functionality 945 for collecting performance
metrics related to the various tasks it performs, including routing requests 901 and responses
902. The collected metrics may relate to network usage, processor usage, memory usage,
storage usage, power usage, and/or other resource usage. The various metric collection
functionalities 955A-955N and 945 may report the collected metrics to any suitable component
for aggregation and/or analysis. For example, to measure end-to-end latency for the routing and
processing of a request, latency metrics for the request may be collected from both the routing
handler 900 and the recipient sub-service.

[0079] In one embodiment, individual ones of the sub-services 950A-950N may represent
different versions of the same sub-service. For example, two of the sub-services 950A-950N
may represent an carlier version of the rules sub-service and a newer version of the rules sub-
service. The routing handler 900 may assist in A/B testing of the two versions of the same sub-
service by routing some requests to one version and other requests to the other version. The
requests may be routed based on client whitelists and/or client blacklists. In one embodiment,
the metric collection functionalities at the corresponding sub-services as well as the metric
collection functionality 945 at the routing handler 900 may be used to assess the results of the
testing, e.g., by determining the relative performance of the two different versions of the same
sub-service.

[0080] Figure 15 is a flowchart illustrating a method for using a routing handler for rule-
based action triggering, according to some embodiments. As shown in 1505, a request may be
received from a client at a request router. The request may specify a particular operation at a
particular sub-service. As shown in 1510, the particular operation in the request may be
determined. In one embodiment, the particular operation may be determined using request

analysis, ¢.g., to identify the operation name (or other identifier) in an HTTP request.
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[0081] As shown in 1515, the particular one of the sub-services may be determined based on
the particular operation. The particular one of the sub-services may be determined using a
routing map that represents associations between operation names (or other identifiers) and sub-
service names (or other identifiers). The routing map may be dynamically loaded from a data
store so that each routing handler in a fleet has up-to-date routing information.
[0082] As shown in 1520, the request may be routed from the routing handler to the
particular sub-service. As shown in 1525, a response to the request may be received at the
routing handler from the particular sub-service. As shown in 1530, the response may be returned
from the routing handler to the client.
[0083] The foregoing may be better understood in view of the following clauses:
1. A system, comprising:
a plurality of computing devices configured to implement a rule-based action triggering
system and a provider network comprising a plurality of resources, wherein the
rule-based action triggering system is configured to:
define a plurality of rules based at least in part on a plurality of triggers and a
plurality of actions, wherein each of the plurality of rules comprises a
respective one or more of the triggers and a respective one or more of the
actions;

receive a request to fire a particular one of the triggers, wherein one or more
conditions for firing the particular one of the triggers are determined based
at least in part on monitoring of the plurality of resources in the provider
network;

determine a particular one or more of the rules that comprise the particular one of
the triggers;

generate one or more messages describing a particular one or more of the actions
in the particular one or more of the rules that comprise the particular one
of the triggers;

send the one or more messages to a messaging service; and

deliver the one or more messages from the messaging service to one or more
action handlers, wherein the one or more action handlers are configured to
perform the particular one or more of the actions described in the one or
more messages.

2. The system as recited in clause 1, wherein the rule-based action triggering system

is further configured to:
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determine an additional one of the rules that comprises the particular one of the triggers,

wherein the additional one of the rules comprises a queue exchange; and

send a queue message to a queue service based at least in part on the queue exchange in

the additional one of the rules.

3. The system as recited in clause 1, wherein the rule-based action triggering system
is further configured to:

receive a request to fire an additional one of the triggers, wherein the additional one of

the triggers is scheduled for a particular time;

generate one or more additional messages describing an additional one or more of the

actions in an additional one or more of the rules that comprise the additional one
of the triggers;

send the one or more additional messages to the messaging service; and

deliver the one or more additional messages from the messaging service to the one or

more action handlers, wherein the one or more action handlers are configured to
perform the additional one or more of the actions described in the one or more
additional messages.

4. The system as recited in clause 1, wherein, in response to the particular one or
more of the actions described in the one or more messages, the rule-based action triggering
system is further configured to:

receive a request to fire an additional one or more of the triggers;

determine an additional one or more of the rules that comprise the additional one or more

of the triggers;

generate one or more additional messages describing an additional one or more of the

actions in the additional one or more of the rules that comprise the additional one
or more of the triggers;

send the one or more additional messages to the messaging service; and

deliver the one or more additional messages from the messaging service to the one or

more action handlers, wherein the one or more action handlers are configured to
perform the additional one or more actions described in the one or more
additional messages.

5. A computer-implemented method, comprising:

determining one or more rules that comprise one or more triggers, wherein one or more

conditions for the one or more triggers are determined in a provider network

comprising a plurality of resources;
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determining one or more actions in the one or more rules that comprise the one or more

triggers; and

performing the one or more actions, comprising modifying one or more of the plurality of

resources in the provider network.

6. The method as recited in clause 5, further comprising:

generating one or more messages describing the one or more actions;

sending the one or more messages to a messaging service; and

delivering the one or more messages from the messaging service to one or more action

handlers.

7. The method as recited in clause 6, wherein the messaging service comprises a
queue service, wherein the one or more messages are placed in one or more queues managed by
the queue service, and wherein the one or more messages are removed from the one or more
queues by a job dispatcher.

8. The method as recited in clause 5, further comprising:

determining an additional rule that comprises at least one of the one or more triggers,

wherein the additional rule comprises a queue exchange; and

sending a queue message to a queue service based at least in part on the queue exchange

in the additional rule.

9. The method as recited in clause 5, further comprising:

scheduling an additional trigger for a particular time;

in response to the arrival of the particular time, determining one or more additional

actions in one or more additional rules that comprise the additional trigger; and
performing the one or more additional actions.

10.  The method as recited in clause 5, wherein, in response to performing the one or
more actions, the method further comprises:

firing one or more additional triggers;

determining one or more additional rules that comprise the one or more additional

triggers;

determining one or more additional actions in the one or more additional rules that

comprise the one or more additional triggers; and

performing the one or more additional actions.

11. The method as recited in clause 5, wherein the one or more conditions are
determined based at least in part on monitoring of the plurality of resources in the provider
network, wherein the monitoring comprises monitoring one or more service logs, monitoring one
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or more service metrics, monitoring one or more data streams, monitoring one or more alarm
state changes, or a combination thereof.

12.  The method as recited in clause 5, further comprising;:

receiving user input defining a plurality of rules based at least in part on a plurality of

triggers and a plurality of actions, wherein each of the plurality of rules comprises
a respective one or more of the triggers and a respective one or more of the
actions.

13. A computer-readable storage medium storing program instructions computer-
executable to perform:

defining a plurality of rules based at least in part on a plurality of triggers and a plurality

of actions, wherein each of the plurality of rules comprises a respective one or
more of the triggers and a respective one or more of the actions;

determining that one or more conditions are met for a particular one or more of the

triggers, wherein the one or more conditions are determined in a provider network
comprising a plurality of resources;

determining a particular one or more of the rules that comprise the particular one or more

of the triggers; and

sending one or more messages describing a particular one or more of the actions in the

particular one or more of the rules that comprise the particular one or more of the
triggers, wherein one or more action handlers are configured to receive the one or
more messages and perform the particular one or more of the actions described in
the one or more messages.

14. The computer-readable storage medium as recited in clause 13, wherein, in
sending the one or more messages, the program instructions are further computer-executable to
perform:

sending the one or more messages to a messaging service; and

delivering the one or more messages from the messaging service to the one or more

action handlers.

15.  The computer-readable storage medium as recited in clause 13, wherein at least
one of the rules binds one of the triggers to a plurality of the actions.

16.  The computer-readable storage medium as recited in clause 13, wherein the

program instructions are further computer-executable to perform:
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determining an additional one of the rules that comprises the particular one or more of
the triggers, wherein the additional one of the rules comprises a queue exchange;
and

sending a queue message to a queue service based at least in part on the queue exchange

in the additional one of the rules.

17.  The computer-readable storage medium as recited in clause 13, wherein the
program instructions are further computer-executable to perform:

scheduling an additional one of the triggers for a particular time; and

sending one or more additional messages describing an additional one or more of the

actions in an additional one or more of the rules that comprise the additional one
of the triggers, wherein the one or more action handlers are configured to receive
the one or more additional messages and perform the additional one or more of
the actions described in the one or more additional messages.

18.  The computer-readable storage medium as recited in clause 13, wherein, in
response to performing the particular one or more of the actions described in the one or more
messages, the program instructions are further computer-executable to perform:

firing an additional one or more of the triggers;

determining an additional one or more of the rules that comprise the additional one or

more of the triggers;

sending one or more additional messages describing an additional one or more of the

actions in the additional one or more of the rules that comprise the additional one
or more of the triggers, wherein the one or more action handlers are configured to
receive the one or more additional messages and perform the additional one or
more of the actions described in the one or more additional messages.

19.  The computer-readable storage medium as recited in clause 13, wherein the one
or more conditions are determined based at least in part on monitoring of the plurality of
resources in the provider network, wherein the monitoring comprises monitoring one or more
service logs, monitoring one or more service metrics, monitoring one or more data streams,
monitoring one or more alarm state changes, or a combination thereof.

20.  The computer-readable storage medium as recited in clause 13, wherein, in
defining the plurality of rules, the program instructions are further computer-executable to

perform:
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receiving user input defining the plurality of rules, wherein the user input comprises a
selection of one or more predefined actions, one or more custom actions, or one or more
predefined actions and one or more custom actions.
[0084] Furthermore, the foregoing may be better understood in view of the following
additional clauses:

1. A system, comprising:

a plurality of computing devices configured to implement a plurality of sub-services and

a routing handler, and wherein the routing handler is configured to:

receive, from a client, a request that specifies a particular operation at a particular
one of the plurality of sub-services, wherein the plurality of sub-services
comprise a rules sub-service and an actions sub-service, wherein the rules
sub-service comprises one or more operations for defining a plurality of
rules using a plurality of triggers and a plurality of actions, wherein
individual ones of the rules are defined to bind a respective one or more of
the triggers to a respective one or more of the actions, and wherein the
actions sub-service comprises one or more operations for performing the
actions in a provider network comprising a plurality of resources;

determine the particular operation in the request;

determine the particular one of the sub-services based at least in part on the
particular operation, wherein the particular one of the sub-services is
determined using a routing map, wherein the routing map is dynamically
loaded from a data store to the routing handler;

route the request to the particular one of the sub-services;

receive a response to the request from the particular one of the sub-services; and

return the response to the client.

2. The system as recited in clause 1, wherein the plurality of sub-services comprise a
scheduling sub-service, wherein the scheduling sub-service comprises one or more operations
for scheduling individual ones of the actions at particular times.

3. The system as recited in clause 1, wherein, in response to modification of the one
or more operations at the rules sub-service or modification of the one or more operations at the
action sub-service, an updated routing map is generated based at least in part on the routing map,
wherein the updated routing map comprises a mapping of one or more new or modified
operations to a particular one of the sub-services, and wherein the updated routing map is stored

in the data store.
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4. The system as recited in clause 1, wherein the particular sub-service comprises
the rules sub-service, wherein the particular operation comprises an operation to fire a particular
trigger, and wherein, in performing the operation to fire the particular trigger, the rules sub-
service is configured to:

determine a particular one or more of the rules that comprise the particular trigger; and

generate one or more messages describing a particular one or more of the actions in the

particular one or more of the rules that comprise the particular trigger.

5. A computer-implemented method, comprising:

receiving, at a routing handler from a client, a request that specifies a particular operation

at a particular one of a plurality of sub-services, wherein the plurality of sub-
services comprise one or more operations for defining a plurality of rules,
wherein individual ones of the rules are defined to bind a respective one or more
of a plurality of triggers to a respective one or more of a plurality of actions, and
wherein the plurality of sub-services comprise one or more operations for
performing the plurality of actions in a provider network comprising a plurality of
resources;

determining, at the routing handler, the particular operation in the request;

determining, at the routing handler, the particular one of the sub-services based at least in

part on the particular operation, wherein the particular one of the sub-services is
determined using a routing map shared by the routing handler and one or more
additional routing handlers; and

routing the request to the particular one of the sub-services.

6. The method as recited in clause 5, wherein the plurality of sub-services comprise
a rules sub-service, wherein the rules sub-service comprises the one or more operations for
defining the plurality of rules, and wherein the rules sub-service comprises one or more
operations for firing one or more of the triggers.

7. The method as recited in clause 5, wherein the plurality of sub-services comprise
an actions sub-service, wherein the actions sub-service comprises the one or more operations for
performing the plurality of actions in the provider network comprising the plurality of resources.

8. The method as recited in clause 5, wherein the plurality of sub-services comprise
a scheduling sub-service, wherein the scheduling sub-service comprises one or more operations
for scheduling individual ones of the actions at particular times.

9. The method as recited in clause 5, wherein the routing map is dynamically loaded
from a data store to the routing handler, and wherein the method further comprises:
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generating an updated routing map based at least in part on the routing map, wherein the
updated routing map comprises a mapping of one or more new or modified
operations to a particular one of the sub-services; and

storing the updated routing map in the data store.

10.  The method as recited in clause 5, wherein the particular sub-service comprises a
rules sub-service, wherein the particular operation comprises an operation to fire a particular
trigger, and wherein, in performing the operation to fire the particular trigger, the method further
comprises:

determining a particular one or more of the rules that comprise the particular trigger; and

generating one or more messages describing a particular one or more of the actions in the

particular one or more of the rules that comprise the particular trigger

11.  The method as recited in clause 5, further comprising:

receiving, at the routing handler, a response to the request from the particular one of the

sub-services; and

returning the response to the client.

12.  The method as recited in clause 5, wherein the request is routed to the particular
one of the sub-services using a particular HTTP client, and wherein an additional request is
routed to another one of the sub-services using an additional HTTP client.

13. A computer-readable storage medium storing program instructions computer-
executable to perform:

receiving, at a routing handler from a client, a request that specifies a particular operation

at a particular one of a plurality of sub-services, wherein the plurality of sub-
services comprise one or more operations for defining a plurality of rules,
wherein individual ones of the rules are defined to bind a respective one or more
of a plurality of triggers to a respective one or more of a plurality of actions, and
wherein the plurality of sub-services comprise one or more operations for
performing the plurality of actions in a provider network comprising a plurality of
resources;

determining, at the routing handler, the particular operation in the request;

determining, at the routing handler, the particular one of the sub-services based at least in

part on the particular operation, wherein the particular one of the sub-services is
determined using a routing map loaded from a data store and shared by the
routing handler and one or more additional routing handlers; and

routing the request to the particular one of the sub-services.
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14.  The computer-readable storage medium as recited in clause 13, wherein the
plurality of sub-services comprise a rules sub-service, wherein the rules sub-service comprises
the one or more operations for defining the plurality of rules, and wherein the rules sub-service
comprises one or more operations for firing one or more of the triggers.

15. The computer-readable storage medium as recited in clause 13, wherein the
plurality of sub-services comprise an actions sub-service, wherein the actions sub-service
comprises the one or more operations for performing the plurality of actions in the provider
network comprising the plurality of resources.

16.  The computer-readable storage medium as recited in clause 13, wherein the
plurality of sub-services comprise a scheduling sub-service, wherein the scheduling sub-service
comprises one or more operations for scheduling individual ones of the actions at particular
times.

17.  The computer-readable storage medium as recited in clause 13, wherein the
program instructions are further computer-executable to perform:

generating an updated routing map based at least in part on the routing map, wherein the

updated routing map comprises a mapping of one or more new or modified
operations to a particular one of the sub-services; and

storing the updated routing map in the data store.

18.  The computer-readable storage medium as recited in clause 13, wherein the
particular sub-service comprises a rules sub-service, wherein the particular operation comprises
an operation to fire a particular trigger, and wherein, in performing the operation to fire the
particular trigger, the rules sub-service is configured to perform:

determining a particular one or more of the rules that comprise the particular trigger; and

generating one or more messages describing a particular one or more of the actions in the

particular one or more of the rules that comprise the particular trigger.

19.  The computer-readable storage medium as recited in clause 13, wherein the
program instructions are further computer-executable to perform:

receiving, at the routing handler, a response to the request from the particular one of the

sub-services; and

returning the response to the client.

20.  The computer-readable storage medium as recited in clause 13, wherein the
request is routed to the particular one of the sub-services using a particular HTTP client, wherein

an additional request is routed to another one of the sub-services using an additional HTTP
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client, and wherein the particular HTTP client is configured to route the request using
asynchronous input/output.

Illustrative Computer System

[0085] In at least some embodiments, a computer system that implements a portion or all of
one or more of the technologies described herein may include a general-purpose computer
system that includes or is configured to access one or more computer-readable media. Figure 16
illustrates such a general-purpose computing device 3000. In the illustrated embodiment,
computing device 3000 includes one or more processors 3010 coupled to a system memory 3020
via an input/output (I/O) interface 3030. Computing device 3000 further includes a network
interface 3040 coupled to I/O interface 3030.

[0086] In various embodiments, computing device 3000 may be a uniprocessor system
including one processor 3010 or a multiprocessor system including several processors 3010 (e.g.,
two, four, eight, or another suitable number). Processors 3010 may include any suitable
processors capable of executing instructions. For example, in various embodiments, processors
3010 may be general-purpose or embedded processors implementing any of a variety of
instruction set architectures (ISAs), such as the x86, PowerPC, SPARC, or MIPS ISAs, or any
other suitable ISA. In multiprocessor systems, each of processors 3010 may commonly, but not
necessarily, implement the same ISA.

[0087] System memory 3020 may be configured to store program instructions and data
accessible by processor(s) 3010. In various embodiments, system memory 3020 may be
implemented using any suitable memory technology, such as static random access memory
(SRAM), synchronous dynamic RAM (SDRAM), nonvolatile/Flash-type memory, or any other
type of memory. In the illustrated embodiment, program instructions and data implementing one
or more desired functions, such as those methods, techniques, and data described above, are
shown stored within system memory 3020 as code (i.e., program instructions) 3025 and data
3026.

[0088] In one embodiment, I/O interface 3030 may be configured to coordinate 1/O traffic
between processor 3010, system memory 3020, and any peripheral devices in the device,
including network interface 3040 or other peripheral interfaces. In some embodiments, 1/O
interface 3030 may perform any necessary protocol, timing or other data transformations to
convert data signals from one component (e.g., system memory 3020) into a format suitable for
use by another component (e.g., processor 3010). In some embodiments, I/O interface 3030 may
include support for devices attached through various types of peripheral buses, such as a variant

of the Peripheral Component Interconnect (PCI) bus standard or the Universal Serial Bus (USB)
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standard, for example. In some embodiments, the function of I/O interface 3030 may be split
into two or more separate components, such as a north bridge and a south bridge, for example.
Also, in some embodiments some or all of the functionality of I/O interface 3030, such as an
interface to system memory 3020, may be incorporated directly into processor 3010.

[0089] Network interface 3040 may be configured to allow data to be exchanged between
computing device 3000 and other devices 3060 attached to a network or networks 3050. In
various embodiments, network interface 3040 may support communication via any suitable
wired or wireless general data networks, such as types of Ethernet network, for example.
Additionally, network  interface 3040  may support communication  via
telecommunications/telephony networks such as analog voice networks or digital fiber
communications networks, via storage arca networks such as Fibre Channel SANS, or via any
other suitable type of network and/or protocol.

[0090] In some embodiments, system memory 3020 may be one embodiment of a computer-
readable (i.e., computer-accessible) medium configured to store program instructions and data as
described above for implementing embodiments of the corresponding methods and apparatus.
However, in other embodiments, program instructions and/or data may be received, sent or
stored upon different types of computer-readable media. Generally speaking, a computer-
readable medium may include non-transitory storage media or memory media such as magnetic
or optical media, e.g., disk or DVD/CD coupled to computing device 3000 via I/O interface
3030. A non-transitory computer-readable storage medium may also include any volatile or non-
volatile media such as RAM (e.g. SDRAM, DDR SDRAM, RDRAM, SRAM, etc.), ROM, etc.,
that may be included in some embodiments of computing device 3000 as system memory 3020
or another type of memory. Further, a computer-readable medium may include transmission
media or signals such as electrical, electromagnetic, or digital signals, conveyed via a
communication medium such as a network and/or a wireless link, such as may be implemented
via network interface 3040. Portions or all of multiple computing devices such as that illustrated
in Figure 16 may be used to implement the described functionality in various embodiments; for
example, software components running on a variety of different devices and servers may
collaborate to provide the functionality. In some embodiments, portions of the described
functionality may be implemented using storage devices, network devices, or special-purpose
computer systems, in addition to or instead of being implemented using general-purpose
computer systems. The term “computing device,” as used herein, refers to at least all these types

of devices, and is not limited to these types of devices.
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[0091] Various embodiments may further include receiving, sending, or storing instructions
and/or data implemented in accordance with the foregoing description upon a computer-readable
medium. Generally speaking, a computer-readable medium may include storage media or
memory media such as magnetic or optical media, ¢.g., disk or DVD/CD-ROM, volatile or non-
volatile media such as RAM (e.g. SDRAM, DDR, RDRAM, SRAM, etc.), ROM, etc. In some
embodiments, a computer-readable medium may also include transmission media or signals such
as electrical, electromagnetic, or digital signals, conveyed via a communication medium such as
network and/or a wireless link.

[0092] The various methods as illustrated in the Figures and described herein represent
examples of embodiments of methods. The methods may be implemented in software, hardware,
or a combination thereof. In various of the methods, the order of the steps may be changed, and
various elements may be added, reordered, combined, omitted, modified, etc. Various ones of
the steps may be performed automatically (e.g., without being directly prompted by user input)
and/or programmatically (e.g., according to program instructions).

[0093] The terminology used in the description of the invention herein is for the purpose of
describing particular embodiments only and is not intended to be limiting of the invention. As

TIR I TSR T
a

used in the description of the invention and the appended claims, the singular forms an
and “the” are intended to include the plural forms as well, unless the context clearly indicates
otherwise. It will also be understood that the term “and/or” as used herein refers to and
encompasses any and all possible combinations of one or more of the associated listed items. It
will be further understood that the terms “includes,” “including,” “comprises,” and/or
“comprising,” when used in this specification, specify the presence of stated features, integers,
steps, operations, elements, and/or components, but do not preclude the presence or addition of
one or more other features, integers, steps, operations, elements, components, and/or groups
thereof.

[0094] As used herein, the term “if” may be construed to mean “when” or “upon” or “in
response to determining” or “in response to detecting,” depending on the context. Similarly, the
phrase “if it is determined” or “if [a stated condition or event] is detected” may be construed to
mean “upon determining” or “in response to determining” or “upon detecting [the stated
condition or event]” or “in response to detecting [the stated condition or event],” depending on
the context.

[0095] It will also be understood that, although the terms first, second, etc., may be used
herein to describe various elements, these elements should not be limited by these terms. These

terms are only used to distinguish one element from another. For example, a first contact could
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be termed a second contact, and, similarly, a second contact could be termed a first contact,
without departing from the scope of the present invention. The first contact and the second
contact are both contacts, but they are not the same contact.

[0096] Numerous specific details are set forth herein to provide a thorough understanding of
claimed subject matter. However, it will be understood by those skilled in the art that claimed
subject matter may be practiced without these specific details. In other instances, methods,
apparatus, or systems that would be known by one of ordinary skill have not been described in
detail so as not to obscure claimed subject matter. Various modifications and changes may be
made as would be obvious to a person skilled in the art having the benefit of this disclosure. It is
intended to embrace all such modifications and changes and, accordingly, the above description

is to be regarded in an illustrative rather than a restrictive sense.
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CLAIMS

A system, comprising:

a plurality of computing devices configured to implement a rule-based action triggering

system and a provider network comprising a plurality of resources, wherein the

rule-based action triggering system is configured to:

define a plurality of rules based at least in part on a plurality of triggers and a
plurality of actions on different resources in the provider network, wherein
each of the plurality of rules comprises a respective one or more of the
triggers and a respective one or more of the actions;

monitor, via the provider network, operations of the plurality of resources;

receive, via the rule-based action triggering system, a request to fire a particular
one of the triggers generated based at least in part on one or more
conditions for firing the particular one of the triggers are determined based
at least in part on the monitoring;

determine a particular one or more of the rules that comprise the particular one of
the triggers;

generate one or more messages describing a particular one or more of the actions
in the particular one or more of the rules that comprise the particular one
of the triggers;

send the one or more messages to a messaging service; and

deliver the one or more messages from the messaging service to one or more
action handlers, wherein the one or more action handlers are configured to
perform the particular one or more of the actions described in the one or

more messages on different resources in the provider network.

The system as recited in claim 1, wherein the rule-based action triggering system

is further configured to:
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determine an additional one of the rules that comprises the particular one of the triggers,
wherein the additional one of the rules comprises a queue exchange; and
send a queue message to a queue service based at least in part on the queue exchange in

the additional one of the rules.

3. The system as recited in claim 1, wherein the rule-based action triggering system
is further configured to:

receive a request to fire an additional one of the triggers, wherein the additional one of the
triggers is scheduled for a particular time;

generate one or more additional messages describing an additional one or more of the
actions in an additional one or more of the rules that comprise the additional one
of the triggers;

send the one or more additional messages to the messaging service; and

deliver the one or more additional messages from the messaging service to the one or
more action handlers, wherein the one or more action handlers are configured to
perform the additional one or more of the actions described in the one or more

additional messages.

4. The system as recited in claim 1, wherein, in response to the particular one or
more of the actions described in the one or more messages, the rule-based action triggering
system is further configured to:

receive a request to fire an additional one or more of the triggers;

determine an additional one or more of the rules that comprise the additional one or more

of the triggers;

generate one or more additional messages describing an additional one or more of the

actions in the additional one or more of the rules that comprise the additional one
or more of the triggers;

send the one or more additional messages to the messaging service; and
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deliver the one or more additional messages from the messaging service to the one or
more action handlers, wherein the one or more action handlers are configured to
perform the additional one or more actions described in the one or more additional

messages.

5. A computer-implemented method, comprising:

monitoring, via a provider network, operations of a plurality of resources in the provider
network;

receiving a request to fire one or more of the triggers, wherein one or more conditions for
the one or more triggers are determined based at least in part on the monitoring;

determining one or more rules that comprise the one or more of the triggers;

determining one or more actions to perform on different resources in the provider
network from the one or more rules that comprise the one or more triggers; and

performing the one or more actions, comprising modifying the different resources in the

provider network.

6. The method as recited in claim 5, further comprising:

generating one or more messages describing the one or more actions;

sending the one or more messages to a messaging service; and

delivering the one or more messages from the messaging service to one or more action

handlers.

7. The method as recited in claim 6, wherein the messaging service comprises a

queue service, wherein the one or more messages are placed in one or more queues managed by

the queue service, and wherein the one or more messages are removed from the one or more

queues by a job dispatcher.

8. The method as recited in claim 5, further comprising:
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determining an additional rule that comprises at least one of the one or more triggers,
wherein the additional rule comprises a queue exchange; and
sending a queue message to a queue service based at least in part on the queue exchange

in the additional rule.

9. The method as recited in claim 5, further comprising:

scheduling an additional trigger for a particular time;

in response to the arrival of the particular time, determining one or more additional
actions in one or more additional rules that comprise the additional trigger; and

performing the one or more additional actions.

10.  The method as recited in claim 5, wherein, in response to performing the one or
more actions, the method further comprises:
firing one or more additional triggers;
determining one or more additional rules that comprise the one or more additional
triggers;
determining one or more additional actions in the one or more additional rules that
comprise the one or more additional triggers; and

performing the one or more additional actions.

11.  The method as recited in claim 5, wherein the monitoring of the plurality of
resources in the provider network comprises monitoring one or more service logs, monitoring
one or more service metrics, monitoring one or more data streams, monitoring one or more alarm

state changes, or a combination thereof, generated by the plurality of resources.
12.  The method as recited in claim 5, further comprising:

receiving user input defining a plurality of rules based at least in part on a plurality of

triggers and a plurality of actions, wherein each of the plurality of rules comprises
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a respective one or more of the triggers and a respective one or more of the

actions.

13. A non-transitory computer-readable storage medium storing program instructions
computer-executable to perform:

defining a plurality of rules based at least in part on a plurality of triggers and a plurality
of actions, wherein each of the plurality of rules comprises a respective one or
more of the triggers and a respective one or more of the actions on different
resources in a provider network comprising a plurality of resources;

receiving a request to fire a particular one or more of the triggers, wherein one or more
conditions for firing the particular one or more of the triggers are determined
based at least in part on a monitoring by a provider network of a plurality of
resources in the provider network;

determining a particular one or more of the rules that comprise the particular one or more
of the triggers; and

sending one or more messages describing a particular one or more of the actions in the
particular one or more of the rules that comprise the particular one or more of the
triggers, wherein one or more action handlers are configured to receive the one or
more messages and perform the particular one or more of the actions described in

the one or more messages on different resources in a provider network comprising

a plurality of resources.

14.  The non-transitory computer-readable storage medium as recited in claim 13,

wherein, in sending the one or more messages, the program instructions are further computer-

executable to perform:
sending the one or more messages to a messaging service; and

delivering the one or more messages from the messaging service to the one or more action

handlers.
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15.  The non-transitory computer-readable storage medium as recited in claim 13,

wherein at least one of the rules binds one of the triggers to a plurality of the actions.

16.  The non-transitory computer-readable storage medium as recited in claim 13,
wherein the program instructions are further computer-executable to perform:
determining an additional one of the rules that comprises the particular one or more of the
triggers, wherein the additional one of the rules comprises a queue exchange; and
sending a queue message to a queue service based at least in part on the queue exchange

in the additional one of the rules.

17.  The non-transitory computer-readable storage medium as recited in claim 13,
wherein the program instructions are further computer-executable to perform:
scheduling an additional one of the triggers for a particular time; and
sending one or more additional messages describing an additional one or more of the
actions in an additional one or more of the rules that comprise the additional one
of the triggers, wherein the one or more action handlers are configured to receive
the one or more additional messages and perform the additional one or more of

the actions described in the one or more additional messages.

18.  The non-transitory computer-readable storage medium as recited in claim 13,
wherein, in response to performing the particular one or more of the actions described in the one
or more messages, the program instructions are further computer-executable to perform:

firing an additional one or more of the triggers;

determining an additional one or more of the rules that comprise the additional one or

more of the triggers;

sending one or more additional messages describing an additional one or more of the

actions in the additional one or more of the rules that comprise the additional one

or more of the triggers, wherein the one or more action handlers are configured to
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receive the one or more additional messages and perform the additional one or

more of the actions described in the one or more additional messages.

19.  The non-transitory computer-readable storage medium as recited in claim 13,
wherein the monitoring comprises monitoring one or more service logs, monitoring one or more
service metrics, monitoring one or more data streams, monitoring one or more alarm state

changes, or a combination thereof.

20.  The non-transitory computer-readable storage medium as recited in claim 13,
wherein, in defining the plurality of rules, the program instructions are further computer-
executable to perform:

receiving user input defining the plurality of rules, wherein the user input comprises a
selection of one or more predefined actions, one or more custom actions, or one or more

predefined actions and one or more custom actions.

21. A system, comprising:
a plurality of computing devices configured to implement a plurality of sub-services and a
routing handler, and wherein the routing handler is configured to:
receive, from a client, a request that specifies a particular operation at a particular
one of the plurality of sub-services, wherein the plurality of sub-services
comprise a rules sub-service and an actions sub-service, wherein the rules
sub-service comprises one or more operations for defining a plurality of
rules using a plurality of triggers and a plurality of actions, wherein
individual ones of the rules are defined to bind a respective one or more of
the triggers to a respective one or more of the actions, and wherein the
actions sub-service comprises one or more operations for performing the
actions on different resources in a provider network comprising a plurality
of resources; |

determine the particular operation in the request;
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determine the particular one of the sub-services based at least in part on the
particular operation, wherein the particular one of the sub-services is
determined using a routing map, wherein the routing map maps operations
to the plurality of sub-services and is dynamically loaded from a data store
to the routing handler; |

route the request to the particular one of the sub-services;

receive a response to the request from the particular one of the sub-services; and

return the response to the client.

22. A computer-implemented method, comprising:

receiving, at a routing handler from a client, a request that specifies a particular operation
at a particular one of a plurality of sub-services, wherein the plurality of sub-
services comprise one or more operations for defining a plurality of rules, wherein
individual ones of the rules are defined to bind a respective one or more of a
plurality of triggers to a respective one or more of a plurality of actions, and
wherein the plurality of sub-services comprise one or more operations for
performing the plurality of actions on different resources in a provider network
comprising a plurality of resources;

determining, at the routing handler, the particular operation in the request;

determining, at the routing handler, the particular one of the sub-services based at least in
part on the particular operation, wherein the particular one of the sub-services is
determined using a routing map that maps operations to the plurality of sub-
services and is shared by the routing handler and one or more additional routing
handlers; and

routing the request to the particular one of the sub-services.

23. A non-transitory computer-readable storage medium storing program instructions

computer-executable to perform:

Page 42



receiving, at a routing handler from a client, a request that specifies a particular operation
at a particular one of a plurality of sub-services, wherein the plurality of sub-
services comprise one or more operations for defining a plurality of rules, wherein
individual ones of the rules are defined to bind a respective one or more of a
plurality of triggers to a respective one or more of a plurality of actions, and
wherein the plurality of sub-services comprise one or more operations for
performing the plurality of actions on different resources in a provider network
comprising a plurality of resources;

determining, at the routing handler, the particular operation in the request;

determining, at the routing handler, the particular one of the sub-services based at least in
part on the particular operation, wherein the particular one of the sub-services is
determined using a routing map that maps operations to the plurality of sub-
services, wherein the routing map is loaded from a data store and shared by the
routing handler and one or more additional routing handlers; and

routing the request to the particular one of the sub-services.
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