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SCRAMBLI NG UNI T FOR A DI G TAL TRANSM SSI ON SYSTEM The present invention
relates to a scranbling unit for a digital audiovisual transm ssion system
in particular for a digital television transm ssion system together with a
5 scranbl i ngoyaRem i ncl udi ng such a scranbling unit. Trapsmesgeed of
scranbl ed or encrypted data is well-known in the field of digital pay TV
systens, where scranbl ed audi ovi sual information is broadcast to a nunber
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sent to tlAe deserambling the dpERIttGd PIRETImLEOT EUbREQUSR! VEFITING| ement Control Message
inserted in the transport packet streamin conjunction with the scranbl ed
data. The ECM containg other jnforpation such as access rights and is
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15 packet stream. Each packet in the transport stream is usually of a predetermined length
and contains a header and a payload.

The packet header includes a packet ID or PID identifying the packet and
corresponding to the type of data (video, audio etc) within the packet. The payload

20 of the packet contains the audio, video or any other data such as application data
processed by the receiver/decoder to provide extra functions, for example to generate
a program guide etc.

Conventionally, the payload data is scrambled by a rapidly changing random control
25 word generated by the multiplexer. This control word is then sent to the
receiver/decoder within an ECM, or Entitlement Control Message inserted in the
transport packet stream in conjunction with the scrambled data, The ECM contains
other information such as access rights and is itself encrypted by an appropriate
encryption key before transmission.
30
The encrypted ECM is usuelly prepared by a separate access control system,.
proprietary to a particular channel or service provider. The access control system
receives from the multiplexer the scrambling control word, inserts the control word
in an ECM, encrypts the whole ECM with the current encryption key and sends the



receives fromthe nultiplexer the scranbling control word, inserts the
control word in an ECM encrypts the whole ECMwi th the current -encryption
key and sends the 2- encrypted ECM back to the nultiplexer. The

mul ti pl exer then inserts the encrypted ECMin the transport streamtogether
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access control systems in parallel. This may be necessary, for example, wk;ere the

content provider is broadcasting to a mixed park of decoders, of different ages,

15 characteristics etc. Each access control system receives the control word used at that
moment by the multiplexer and, thereafter, generates its own proprietary ECM, which
is sent to the multiplexer for incorporation in the transport packet stream. Such
“simulcrypt” systems use the same control word to scramble all data.

20 Whilst systems of this sort are relatively simple in terms of implementation, the
management of communications between the multiplexer and the access control
systems may be difficult to implement. Furthermore, the level of security is often
limited by the complexity of the algorithm used by the multiplexer to generate the
scrambling control word.

25 .

It is an object of the present invention in its various aspects and embodiments to
overcome some or all of the problems of the prior art systems.

According to the présent invention there is provided a scrambling unit for a digital
30 audiovisual transmission system, the scrami:ling unit comprising an input for receiving
an assembled transport packet stream from a physically separate multiplexer, a
scrambling device for scrambling the received transport stream according to a
randomising control word and an output for sending the scrambled transport stream
to a transmitter means for subsequent transmission so as to permit the scrambling of



25 It is an object of the present invention in its various aspects and
enbodi nents t'o overcone sone or all of the problenms of the prior art
systens. According to the present invention there is provided a scranbling
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P scrambling and multiplexing parts of the system. Furthermore, since the scrambling

unit is not constrained by the usual limitations of multiplexer scrambler devices, the
level of complexity of the scrambling algorithm can be increased.
15 '
The scrambling device may be adapted to carry out scrambling on some or all of the
payload of selected packets of the transport stream packet. In a high “transport
stream” scrambling level, all of the payload of a given transport stream packet may
be scrambled, for example. Alternatively, only part of the payload of a packet may
20 be scrambied.

In addition to the scrambling device, the scrambling unit may also comprise a packet
insertion means for inserting transport packet data in the transport stream, For
example, the scrambling unit may be used to introduce packets containing the
25  scrambling control word within encrypted ECM messages. Other types of data may
equally be inserted in the transport stream to make full use of available bandwidth,
irrespective of the limitations of the multiplexer downstream of the unit.

In one embodiment, the packet insertion means may act to insert a packet of data in
30 the transport stream by detecting the presence of a null packet and replacing this
packet by the packet to be inserted. A null packet is a packet generated during the
operating cycle of the multiplexer that contains no data. Itis conventionally identified

by a characteristic PID value.



streant scranbling level, all of the payload of a given transport stream
packet may be scranbled, for exanple. Alternatively, only part of the.
payl oad of a packet nmay 20 be scranbled. In addition to the scranbling
device, the scranbling unit may al so conprise a packet insertion neans for
i nserting trapspaeik; packet data in the transport stream F%'E’ﬁé’s% & t he
scranbling unit nmay be used to introduce packets containing "
scranbling control word within encryptegd ECM nmessages. Qther types of data
may equally be inserted in the transport streamto nake full use of
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the same PID. The packet to be deleted will then become a null packet, which will

thereafter be ignored or replaced another packet introduced by the packet insertion

15 means,

Preferably, the scrambling unit also comprises a packet counting means for counting
the number of packets of a predetermined packet ID value in the received transport
data stream. For example, the packet counting means may be used to count the

20 number of null packets in the data stream to enable evaluation of the space available
in the transport stream to insert ECM packets etc. It may also be used to detect the
presence of a particular packet ID or compute a bitrate of a packet ID.

Preferably, the scrambling unit also comprises a packet ID re-mapping means for

25 changing the packet ID value assigned to a predeterrnined packet or set of packets.
This may be used to remove the risk of any conflict between the PID value of an
inserted packet and that of a packet already present in the transport stream by
changing the PID value to one that does not occur in the incoming stream or to one
that is filtered out.

30 _

| The scrambling unit described above may operate in a stand alone mode.

Altematively, the unit may form part of a scrambling system, the system further
comprising a central control means for generating a control word sent to and received -
by the scrambling unit for scrambling the transport stream. The central control means



to delete the original packet with this PIDto avoid generation of nultiple
packets with the sane PID. The packet to be deleted will then beconme a null
packet, which will thereafter be ignored or replaced another packet

i ntroduced by the packet insertion 15 neans. Preferably, the scranbling
unit al so coMPBEZ1 a packet counting nmeans for counting teermssgnne of
packets of a predeterm ned packet ID value in the received transport data
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scrambling of the transport data in accordance with the control word.

15 Preferably, some or all of the data sent from the central control means to the
scrambling unit is authenticated by the central control means by generation of a
signature in accordance with a secret encryption key. In the case where a
public/private encryption arrangement is used, the scrambling unit possesses an
equivalent public key permitting the scrambler to verify the origin of the data. In

20 particular, all control word data sent to the scrambler should be authenticated, to avoid
the possibility of falsification of the control word by breach of the connection between
the two.

Further security measures may also be introduced, e.g. by encrypting all transmitted

25 data in accordance with a symmetric algorithm, the central control means and
scrambling unit each possessing the necessary keys for encryption and decryption of
messages. ' '

The embodiment of the scrambling system above has been described in relation to a
30 single scrambling unit, a single central control means etc. However, for reasons of
reliability it may be desired to have at least one stand-by or back up for each of the
elements of the system and, in a preferred embodiment, the system comprises a
plurality of scrambling units and associated central control means associated with the
generation of the transport stream. In this way, the system may switch between



5 systens connected to the central control neans and adapted to receive a
control word supplied by the central control neans and to send back to the
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The term MPEG refers to the data transmission standards developed by the
International Standards Organisation working group “Motion Pictures Expert Group”
and notably the MPEG-2 standard developed for digital television applications and set
out in the documents ISO 13818-1, ISO 13818-2, ISO 13818-3, and ISO 138184. In

20 the context of the present patent application, the term includes all variants,
modifications or developments of the basic MPEG formats applicable to the field of
digital data transmission.

There will now be described, by wajr of example only, a number of embodiments of
25 the present invention, with reference to the attached figures, in which:

Figure 1 shows the elements of a scrambling system of an embodiment of the

invention;
30 Figure 2 shows in detail the scrambling unit of Figure 1; and
Figure 3 shows a further embodiment of the present invention.

Referring now to Figure 1, there is shown a scrambling system for digital television



-6 - control neans and scranbling units in the event of failure or
erroneous operation of the relevant part of the system Advantageously, the
or each scranbling unit in such a systemis adapted to operate 5
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producing a non-encrypted transport packet stream from this data. In a conventional
MPEG broadcast system, video, audio etc data may be supplied to the multiplexer in
15 the form of a packetised elementary stream (PES). Other packet data may equally be
multiplexed into the transport stream.

]

The output of the multiplexer comprises a sequence of transport packets comprising
a header and a payload containing the PES or other data. Depending on the data

20 supplied to the multiplexer and the efficiency of the multiplexer, the packet stream
may also comprise 2 greater or smaller number of so-called null packets containing no
data.

Other types of data in the data stream provided to the multiplexer may be divided up
25 in sections. Tn addition or altemaﬁvely, data may also be provided to the multiplexer
in the form of a number of tables or modules, the tables being downloaded and
assembled by the receiver/decoder at the other end of the transmission system to form
the complete application. In a similar manner to the packets in the transport packet
stream, the tables may be identified by means of a table ID or TID vaiue.
30 .
In the data stream, packets of data are identified by their packet ID or PID, video data
having one PID value, audio data another etc. In the MPEG standard, null packets of
data have the predetermined PID value of Ox1FFF. By way of contrast, the PID value
assigned to a given type of data (audio, video etc) may be determined by the content



Referring now to Figure 1, there is shown a scranmbling systemfor digital

t el evi si on -7 central control station 2 and a control word generator 3.
The control word generator 3 may be, as shown, a PC type conputer including
a smart card reader adapted to receive a smart card containing an '
encrypti on ko JoBsas8i gni ng data (see below). Alternatively C{gkﬁaﬁ‘ﬁ% r ol
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t he dat a Kt r eamspat padketestrednn intdi forml stiitgblecfioe transmyssion vili ateldeanmpnigdtions n
sections. Ing | ti ' ta may al so be provided to the
mul ti pl exer %‘ﬁg?‘ﬁi@ aggrsg %@’ﬁ%%{g&%ﬂ g%l es or nodul es, the tables being
downl oaded and .

The scrambling unit 1 is additionally connected to receive ECM and control word data

from the central control station 2, which is in turn connected to the control word

15 generator 3 and one or more conditional access systems 6, 7. The control word
generator 3 comprises a PC type computer capable of generating a randomised control
word stream and including a card reader for reading a smart card containing a private
key for signing the random control word data thus generated.

20 The central control station 2 may also comprise a PC or the like and, indeed, may
even be integrated with the control word generator 3. In accordance with the
principles of a “simulcrypt” system, the same control word is used to encrypt the
transmissions for a number of access control systems. Each access control system
encrypts the control word and other data with its own encryption key in order to

25 prepare an ECM message for broadcast to subscribers using this access control system.

The central control station 2 is therefore configured to pass the control word data via
a suitable communications link to the access systems 6, 7 which prepare encrypted

30 ECM messages which are sent back to the central control station 2. The central
control station 2 then sends the ECM messages (in the form of one or more transport
packets) and associated control word data via, for example, a TCP/IP link to the
scrambling unit 1.



assenbl ed by the receiver/decoder at the other end of the transm ssion
systemto formthe conplete application. In a simlar manner to the packets
in the transport packet stream the tables may be identified by neans of a
table ID or TID value. 30 In the data stream packets of data are

i dentified byW@ME** packet ID or PID, video data havi ng onecPmBswssse,

audi o data another etc. In the MPEG standard, null packets of data have the
predet erm ned PID val ue of Ox1FFF. By W&y of contrast, the PID val ue

assigned to ,ven tynpe, of dat di 0, video et may be determ ned by

t he content fa g’gig_ t°parv§@i e Pc.’ssﬁgﬁy f“ﬁﬁ%@@“&'&%‘?ﬁ@“ﬁ%ﬁ%?@rpﬁ@eﬁﬁi et
structure of thanoddRff@otd dutshring substiteediby dthe dhtaoriginitingicutadubiipcdysemed and
tabul ated data,. the r Js referr o, the international, st ard
docunents 1 e paitd v e id Al b Hom g Wentr R 174 e kST Gh c

st andar ds al te sseit caud asséviataiwitia theegenarttor 3, asfdesdnibed byoviec &Thei sofamblinge | ayer
5 necessar, C L 1 Vj . Lve,as one
exanpl e t Z %&?%ﬁ&éﬁ%@ﬁ%ﬁ l}tgﬁ g%%%%ﬁ%@% ﬁ??ﬁ%ggﬂf’? nks or
i nterfaces adaa,piosasrdsiiance with iesmypiriyate@mblic keyDSithe@i@giontmethddse Imttlell at or 5
may be of AN AOMMARE LRS! wird A5t RO AUy hthdiBUNEY, thelsBianfblifl bl m

transport packet streaminto a formsuita r tfansmss viaa
t el ecommuni crefiserte carmhrutserambhing of the trapsppx: packghgteam. net work |ink etc. The
scranbling unit 1 is additionally connected to receive ECM and control word

data fromthe central c¢ontyrol station 2, which is in turn connected to the

control 8r gFurther FasRIPlg, P Sommuynigations, passed Betwsaryithe sepirol fatiers2 &pdt ens 6,
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cont rol wor dmeatsaant serambnpourdtt ed.

15 Referring now to Figure 2, the structure of the scrambling unit of Figure 1 will now
be described in detail. As will be understood, some of the elements shown here
represent functional blocks within the decoder that may be implemented in either
hardware or software form or in a combination thereof.

20 ‘The unit 1 receives via inputs 10, 11 the non-encrypted transport stream output from
the multiplexer. In order to provide a degree of security against problems in the link
between the multiplexer and the scrambling unit, a double connection is provided, as
shown, with the same transport stream being received at each of the inputs 10, 11.
The connection may also be used to manage redundancy of data streams originating

25 from different multiplexer sources.

Information regarding the synchronisation and timing of the packets in the MPEG
packet stream is provided to a central microprocessor 15 by the decoder and
synchronisation elements 12, 13. The decoder and synchronisation elements detect

30 that the data correspondé to an MPEG stream at a physical level (clock presence,
correct ASI or other interface characteristics etc). The synchronisation element
recovers the MPEG synchronisation byte to ensure subsequent synchronous processing
of the data. These elements are conventional and are found, for example, in MPEG
receiver/decoder units as an element of the decryption link.



20 The central control station 2 may al so conprise a PC or the |ike and,

I ndeed, may even be integrated with the control word generator 3. In .
accordance with the principles of a "simulcrypt" system the sane control
word is used to encrypt the transm ssions for a nunber of access control
systens. Eacwoagszmss control systemencrypts the control waegpedsl,at her
data with its own encryption key in order to 25 prepare an ECM nmessage for
broadcast to subscribers using this acgess control system The central
control station 2 is therefore configured to pass the control word data via
a suitabl e dontheneysat iobnany| fanlk inothehsreamc eeseived, iz one &f thewlnputs, pheepar e

encrypt ed 30y;cRHMdEees h%ﬁ!&hﬁ@%kﬁﬁﬁkh%%lsmég@&éﬂ?h&% releive@Rid ©f

station 2. The central control stafion 2 the nessages (in

the form of thpether npeh dsiwillbe senm; givente pecessify tp maistpin acentingenstflaw ofyor d dat a
via, for exapgpkQitted date/thi® sbitrUf feBurldBvy Smby? B0 | regtated Nt L otiter levels $a the? Or der

to avoid the posij bili ty of the comuni catlon I'i nk bei ng conpromn sed and
the contrél SHEAMPIAGSHSIER ng substituted by other data originating outside
of the system the control word data is signed at the nmoment of generation

by a private ke eld q e smart card associated with_t ener tor 3, as
descri bed ab®%¥ $ %&emn st optpyhHYa das eupuls, lé'q[}% Vg‘}" 3bub| ic

key that nayscmlmedecmveevet;ﬁ:hwdbxt weptr@zdefm mwﬂ]edahdiunﬂférs’ﬂ wW@eae W th
known pri vat ut henti cat | o ods. vent, that the
control word’d E?g mg‘erﬁle{ teg‘&grpww °§u? 'S%u” qﬁ'ﬂﬂlt?% Yefhi t may
refuse t dOcaofr ¥ fmlt. the nwitriftrthey lmiudehenmmwpmsqomm 46y éarmani:ﬁlly Furt her
encryption o | %EHS‘IE Eﬁg@&@ I and
scranbl i ng u‘%’ rray‘ggf:%g&gleep@grrl gﬁ or e&g%})‘feﬁ “?tﬁ?%éﬁgqﬁ bt%ﬁ’e use of
a symmetric mn@s)ytpthemmﬁwdélmﬂél%aumof private keys held by the.
central control means and scranmbling unit.

As shown by the cross-connection 20, the input/output link in the bypass mode may

15 be switched such that the stream received via the input 10 emerges via the output 18,
whilst that received via input 11 emerges via the output 19. Alternatively, by
changing the configuration of the connection 20, input 10 may be connected to output
19 and input 11 to output 18. The cross-section 20 may be implemented, for example,
by external leads plugged into the unit, the configuration of which may be changed

20 as desired. This cross-connection again enables verification of the individual
communication channels to be more easily effected.

The advantage of such an implementation is that the bypass is completely passive such
that the signal can pass through the unit, even in the case of a power failure. If

25 activated by a relay, the bypass can be automatically activated when a power failure
occurs,

The finctioning of the elements of the PID counter 21, PID filter 22, PID deletion
unit 23, PID re-mapping unit 24, packet insertion unit 25 and scrambler 26 will now

30 be described. As will become clear, some of these elements such as the PID filter 22
and PID counter 21 are known in the context of a receiver/decoder where they are
used in the demultiplexing and descrambling operations carried out on a received
transport stream, .



15 Referring nowto Figure 2, the structure of the scranbling unit of
Figure 1 will now be described in detail. As will be understood, sone of
the el ements shown here represent functional blocks within the decoder that
may be inplenented in either hardware or software formor in a conbination
thereof. 20 WRH&R#It 1 receives via inputs 10, 11 the nonPenaBIgpiisy
transport stream output fromthe rrultiﬁl exer. In order to provide a degree
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18, 19 is noﬁMBEGyPﬂ) value: 0x1FFF) so as to evaluate the bit rate available for insertion of

further packets (see below). Alternatively, the counter 21 may be used to detect the

15 presence of a packet such as a private data packet or the like which is to be modified
or deleted by the unit.

In order to more fully analyse the data stream, a PID filter and demux unit 22 is used
to filter out packet sequences of a given PID value and to copy these packets to the

20 memory 27. The filter unit 22 may also be used to carry out filtering at a lower level
in the transport packet stream, for example, a filtering of sections and/or tables of data
within the payload of a transport packet. As in conventional filter units used in a
receiver/decoder, the filter 22 may be programmed to recognise table ID values, table
ID extension values, section data etc. '

25 .
The configuration of the filter 22 is set by the microprocessor 15, which is in turn
connected via a network adapter 28 and a TCP/IP link to the central control station
shown in Figure 2, The central control station can therefore choose which packets to
filter out of the data stream.

30
An accessed or filtered packet in the data stream is copied by the filter 22 into the
memory 27 associated with the microprocessor 15, The packet stored in the memory
may then be transmitted via the TCP/IP link to the central control station for further
analysis or modification. The central control station may decide, for example, to filter



scranbl ed. However, in order to provide an unscranbl ed and unaltered out put
fromthe unit, either for testing purposes or to bypass the scranbling
circuitry in the event 10 of a fault, the unit further includes energency
bypass switches 16, 17 manually operable and which enable the transport '
packet streawolbsne ved via either or both inputs) to be dlg &Wﬂgassed
through the unit. As shown by the cross-connection 20, the inp ut put
link in the bypass node may 15 be swiqghbed such that the streamreceived
via the input 10 enmerges via the output 18, whilst that received via input
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in the case of an MPEG standard packet, the following changes shall be carried out

on the packet header:
15
PID value forced to Ox1FFF
Transport_scrambling_control forced to 00
Adaptation_field_control forced to 01
Payload_unit_start_indicator forced to 0
20 Continuity counter forced to 0 (optional).

As will be understood, null packets in the transport stream are not read since they
supposedly contain no payload and the packets thus transformed are for all intents and
purposes deleted. Furthermore, as will be described, the packet insertion unit 25 is in

25 fact adapted to detect and replace any null packets by packets held in the memory for
insertion in the transport stream.

In addition and in the same way that the deletion unit 23 deleted certain PID packets
to null packets by changing their PID value, 2 PID re-mapping unit may be provided

30 to change any given PID to a new PID value, This may be required to circumvent
limitations of the original mulﬁpiexer that supplies the multiplexed transport stream
to the scrambling unit and/or fo avoid PID conflicts with new packets to be inserted
into the transport stream. For example, the unit may be configured as follows:



mappi ng.,unit 24 and PID deletion unit 23 are known in the context of a
conventional conbined nultiplexer/scranbling device. Wilst there wll
therefore be no difficulty for one skilled in the art to assenble and
construct these elenments, it will nevertheless S be appreciated that the
speci fi ¢ com¥O4R3%8h and j uxtaposition of such el enents i nPCHBSR/@IAEXt. Of
an external unit as described is nevertheless entirely original. The PID
counter 21, programmbl e by the m cropr’idcessor 15 may be used to verify the
presence or abse with 'qu,g L.faed PID value in the
transport 10 pagﬁtg?ﬂélg?ggm@gg wel | lgesg gtg??\{va{&%e nunber of packets
bearing this Pl D ®20ue that are present i080¥0gi ven bl ock of transport
packets. In partigghar, the PID counter 3lojgy be used to count the nunber
of null packets present in the transport stream (MPEG PI D val ue: Ox1FFF) so
as to'evaluate th®2it rate available foO%0208ertion of further packets (see
bel ow). Alfernatigglsy, the counter 21 mayygmiused to detect the 15
presence of a packet such as a private data packet or the like which is to
be nodified or deleted by the unit. In order to nore fully analyse the data
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data stream %ghAn acces?sed ore filtered packet fﬁn ltlﬁgv%lg%a streamis copied
by the filXer 22 into the |

Turming now to the packet insertion unit 25, this unit is adapted to insert a transport

packet held in the memory 27 to replace any null packet present in the transport

stream. No change or management of the PID values of the inserted packets is

effected by the wnit 25. As mentioned above, potential PID conflicts are handled by

20 thePID re-mapping unit 24 and the PID deletion unit 23.

Packets may be inserted in the transport stream in a number of different ways:

1. Cyclic data insertion. This may be used, for example, to introduce static tables of
25 data. In this case, the packets are stored in a queue in the memory 27, a scheduler
reading each of the queues at regular intervals to introduce the packet data in a cyclic
fashion into the stream, 2 packet being introduced at each occurrence of a null packet.
The scheduler handles the continuity counter (e the sequential number of the packet)
within the packet sequence to ensure the correct numbering of the transmitted

30 sequence.

2. ECM synchronised insertion. In this case, ECM messages are received from the
control station together with the associated control word data. The ECM messages are
inserted as cyclic data, synchronised with the scrambling operation carried out by the



menory 27 associated with the m croprocessor 15. The packet stored in the
menory may then be transmtted via the TCP/IP link to the central control
station for further analysis or nodification. The central control station
may deci de, for exanmple, to filter - 12 - out certain private data
packets of awgby®snPl D value for nodification or may requigcq.ﬂg%{sgcat I on
of the packets used to describe the contents of the transport streamin the
event tat entirely new packets with a-.pgew PID value are to be inserted in
the transport stream As will be understood, the fact that a given packet
has been fi Istramblter 20 dising Sheeebnirol wordidstanenory does not nean that the packet
has been physically renoved fromthe transport stream Accordingly, in the
event that packets of a given PID value are to be inserted in the transport
stream it V@ | Ongehohdate insention.: bn this|cesee a ppekepsequenne isgngekted sneGmefonlyi ng t hi s
value to aV%%&g%dfh]&t fbam! nm@rs&ﬁfenéeqs%raahh%m@ﬁtum%%e AShEly, 42 unit s

adapted to trans n packets of a given PlD value to null packéets Y,
inter alid, neKkpagksign thecauepspbsing inserise at the opautentecofithe noxd npll packsl- Ja@ of a

nul | packet .ihisResl fHeGBhtinbity churitdt@f BRI iahd\Rients HAY BE GrdRe b&ibre t e
foll owi ng changes shall dﬁe carrjed 'Ouﬁieg?hotgggtapa‘:kﬂ header: 15 PID val ue

forced to OXEHETea ¢ scembling ity fRsPrien May bydseditodnsert on fiel d

control forcRréh teMdd Byl @rdcdnbriol static 2, iof didh@lofer fsoiro@y siéh s M
Continuity counter forced to O (optional). As will be understood, null
packets in t%“?'t"ésnsport stream are not read since they supposedly contain
no payl oadl and the packets thus transforned are for all intents and

Packets or sequences of packets sent from the central control station 2 to the

scrambling unit 1 in any of these operations may be identified with an associated
identity value, such that the central control station can override or call-back the
insertion of a packet or sequence of packets in the transport stream.
15
The transport packet stream, modified and including the desired ECM messages is then
passed to the scrambler 26. The scrambler 26 may conform to a digital scrambler as
used in any conventional multiplexer/scrambler device. In order to carry out
scrambling of the transported data (but not of the ECM messages) the scrambler is
20 provided with the necessary PID information to prepare groups of packets having PID
values indicating that they are to be scrambled,

Scrambling may be carried out at a transport stream level, i.e. on the whole of the
payload of a transport packet, or (e.g. for audio/visual type data) at a PES stream

25 level, i.e. on the payload of the PES packets contained within the transport packets.
Either type of scrambling may be desired according to the requirements of the service
provider.

The scrambler carries out scrambling of the data according to the control word
30 provided by the central control station 1. As described above, the control word data
is signed at the central control station by a private key and the control word and
signature sent to the unit 1. The unit 1 includes a smart card reader adapted to read
a smart card 29 containing the equivalent public key. At the same time as the control
word is passed to the scrambler 26, the microprocessor 15 verifies the signature using



pur poses deleted. Furthernore, as will be described, the packet insertion
unit 25 is in 25 fact adapted to detect and replace any null packets by
packets held in the nenory for insertion in the transport stream 1In
addition and_in the same way that the deletion unit 23 deleted certain PID
packets to niA%?B¥kets by changing their PD value, a Pl D PEHEppiiBg unit
may be provided 30 to change any given PID to a new PID value. This may be
required to circunvent |im tatlons of ~the ori gi nal multipl exer that
supplies th NS Crafi y and/or to
avoid PID cgtFll #@%@kﬁx%ﬂs&%@v ac éﬂ? ee?en%églr elai{r{?j[c‘)é %ge'frﬁgﬁ'ﬁ ort
stream For neseesdthe Scﬁﬁéﬂﬁlﬂﬁtmab’ﬁl} mﬂ'u@ieﬁhfoltgmme&sMbbnsprocessorm -
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has been pr ramred t,0, | acket s Qf a PI D val ue not present "in the
ori gi nal %"t‘ ated da, E:h erﬁi‘ﬁ’ﬁ? Hol Sttthe PI D val ues may not be

necessar y I n contrast, int he event that a potential conflict has been
the ori gMfa a5 TR TSP e S BB B L,
i nsertion urdther 2burcehindependdnt of theckaptra cbotripoli station t(e. g. m Ehﬁ\ﬁcsotrce) the

network used to send messages from the central control station to the scrambling unit

may be physically separate from the network used to receive messages received from

other sources. In this case, the network adapter 28 will include two separate network

15 interfaces, the interface for receiving data from other sources being “read-only” to
prevent the unit being re-programmed by sources external of the scrambling system. -

As shown, the scrambling unit 1 further includes outputs 30, 31 to enable a clear
transport stream output to be read from the unit. Unlike the output obtained by the

20 bypass switches 16, 17, the outputs 30, 31 represent the transport stream after
modification by insertion/deletion of packets etc, but before scrambling is carried out.
These outputs can be used for surveillance of the operation of the unit and monitoring
of the result of the operations in clear. In addition, the unit may include a standard
RS232 interface 32 to enable interrogation of the microprocessor for test purposes,

25 configuration out of network, or basic data insertion (file transfer capability) by
terminal.

Figure 3 shows a further embodiment of the preseat invention, in which a number of
the elements of the system of Figure 1 have been duplicated in order to provide a

30 degreeof seéuriiy through redundance of the elements. In particular, a standby central
control unit 2a and confrol word generator 3a together with a standby scrambling unit
1a have been indicated.

The parts of the access control systems concerned with generation of an ECM have



packet held in the menory 27 to replace any null packet present in the
transport stream No change or managenent of the PID values of the inserted
packets is effected by the unit 25. As nentioned above, potential PID
conflicts are handled by 20 the PID re-mapping unit 24 and the PID
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queues at égﬁﬂq?fg“%ﬂﬁw t&%%ﬁ&dﬁ@%@é&bﬁ%%ﬁg eré &ic

falslhi on iknt QAuidis sidﬁ@aaaml mcigfy diwi by ﬁdﬁieﬁoﬁjdcﬁdtahﬁbﬁaﬁﬂhpnﬁw’h agnce of a
nu packet e schedul er ndl e coptinuity co t

sequenti al r]r:d’ﬁggl?m&’ % ie° dag “&Ptﬁgﬁl fﬂé %3%‘ mc%é?@n?%ure t he
correct numvhakrel maj alsh@eﬂmmdmﬁytmedmt systayu e his haQbedﬁMsgtﬂthy twri sed

I nsertion C | station
t oget her trﬁ“lglhfgﬁ%{sso a%ﬁ%g’ﬁcv@gﬂfe @{ Xﬁﬁmﬁ s&gre

i nserted as modildter 4%2at a, synchroni sed with the scranbli ng oper ation carried

out by the - 14- scranbler 26 using the control word data. 3. One shot
data insertion. In this case, a packet sequence is inserted one tine only

in the transKher redundaneymof Thee varioys cleseenissins ther sitern may Py @agegedeby @ t he

menory, the é&ﬁﬁczﬁ@&&%b&%&%&ﬂ@&%ﬁ@ﬁéﬁ%@ﬁ@éﬂﬁﬂnﬂo 4 SiPerisGUs €nce of
the next null packet. In this case, the continuity counter of the packets

in the sdQudrmatefagnipal "Eﬂ“@t@é’é’ %P’Eﬁ'@ b P?é“"r“é%'e?m%tﬁ@%éﬁaé{rﬁl i ng
unit. One shpbvidat ﬂomrtﬁ@@ﬁah@m @ yhehstation €4, m dolilﬁ'elf étatfbal Za mgltuetﬂcef romthe

control station 2 rom ot sour ces, eper at or
control of the generahon of % messages and con ol worcF ta gx tpxe event ofS any

interruption of this signal. Similarly, the scrambler units 1, 1a may be slaved to the

U

control stations to enable transfer of functions between the two in the event of failure
15 of one or the other scrambling unit.

In addition each scrambler unit 1,1a may be adapted to memorise e.g. in a FLASH
memory the operating configuration of the unit and/or the control word value at
predetermined intervals such that the units 1,1a may continue to operate in the event

20 of disconnection from the control stations 2,2a and/or after an interruption in the
power supply.

Alternatively, a fixed predetermined configuration and control word value may put
into memory, to be used in the event of disconnection and/or power down.

The configuration values can include details of packet 1ds that the unit is meant to
suppress or replace etc. '



Packet s or sequences of packets sent fromthe central control station 2 to
the scranbling unit 1 in any of these operations nmay be identified with an
associated identity value, such that the central control station can
override or call-back the insertion of a packet or sequence of packets in
the transporWO9B®ImM 15 The transport packet stream nodi PCEIBISOMSS .

I ncl udi ng the desired ECM nessages i s igen passed to the scranbter 26. The
scranbler 26 may conformto a digital ~sCranbler j]ﬂu vent i onal
mul ti pl.exer/scranbler device. In order to carry amﬂn "Iﬁml"mrt he
transported data (but not of the ECM nessages) the* scérahbl®r §s *20

provi ded w t(BLAlMSnecessary PID information to prepare groups of packets
having PID values indicating that they are to be scranbled. Scranmbling may

be carried out at a transport streamlevel, i.e. on the whole of the
payl oad of a1tAmpmgwémémaW\gm&wmaﬁa%mc%messw@hwm at a
PES streag 20,mdri2ifs! ingﬁt f&nre&aﬁng%l 23¢ntMd bhSpHESD aef&ks%ﬁncmhad ned
Wi t hin the tra spo t pa

ets, Either type o scrocsnblln% be desjred
according t ophyieal} M@Wf»twrwwc%w f depmbling F%ZF?B r
carries out ggjpdPhidith RtorliAg t@at@@m@@eotﬁommd@aruu@t f
provided by the central control station, esc | bed above, .t he control

word data is §F§ﬁ@@°§@¥*@‘é@?ﬂ’&lamm§@ﬁ o W“ﬁ‘tﬂf"‘?%?sé‘mk% and t he
cont rol Wor dasagaCpebifitaé sér@mbiaip! of the thaaspofti gackiet stfban bRithe Scramblinglesit a snart

card reader a to.read mart card 29 containing the equival ent
public kéy. ﬂgel{zﬁg"”gﬁr‘?é“{ |‘Wélg X PR ég?ﬂsr ol word is passed to the scranbler

26, the microprocessor 15 verifies the signature using - 15 - the public
key, as sho | g t L4 cation
process, th\é\gsér ﬁ%‘%&’g‘g‘ﬁp& ctlﬁxgéd In%%"‘riiulc Jh%% %::rgnnﬁna ﬁ scr i ng
process or tt carry out scrambling om some or all of the payload of selected paclcets of the

transport stream packet.

15
3. A scrambling unit as claimed in claim 1 or 2 further comprising a packet insertion
means for inserting transport packet data in the transport stream.

4. A scrambling unit as claimed in claim 3 in which the packet insertion means
20 inserts a packet of data in the transport stream by detecting the presence of a null
packet and replacing a null packet by the packet to be inserted.

5. A scrambling unit as claimed in any preceding claim further comprising packet
filter means for identifying and copying to a2 memory part or all of a predetermined
25 transport packet. '

6. A scrambling unit as claimed in any preceding claim further comprising packet
deletion means for deleting a predetermined packet or set of packets,

30 7. A scrambling unit as claimed in claim 6 wherein the packet deletion means deletes
a packet by transforming the packet ID of the packet to that of a null packet.

8. A scrambling unit as claimed in any preceding claim further comprising packet
counting means for counting the number of packets of a predetermined packet ID



i gnore the control word that has been received. 5 As nentioned above,
communi cati ons between the central control station and the scranbling unit
may be further encrypted by nmeans of a symmetric algorithmand, in this
case, the smart card 29 may al so contain the key necessary to decrypt
communi cat edvalssmziief ore the authentication step. 10 In adWmWhe
case where the scranbling unit is adapted to receiv sent fr
sources independent of the central conl®ol station (e ﬁ\‘b
G+t he

t he network used, to send ssages fromthe central con

scranbling u Wéﬁ*"ﬂ’é‘“ﬁﬁ{;e %f%%' Y58Mat e fromthe network u‘seoT to receive
nmessages recei ved from ot her sources In this case, the network adapter 28
will include_ two separate ne i_ggﬁ[

recei vi ng da?'aAfﬁ"ﬁ'm% %8‘?“%503‘1*‘8% beYH“ ga%ﬁg%}mﬁp %re e unit -

bei ng re- proy—mappdgbgemfmmmthcmatxebmmbemmnbrﬁgprs%me As shown,
the scra ,{M&{ I ncl udes outputs 30, 31 to enable a clear

transport stP e read fromthe unit. Unlike the output
obt ai ned by the 20 bypass switches 16, 17, the outputs 30, 31 represent

the transpor oSty cam r%}:?%fstéﬁpgdﬁﬂrﬁﬁi@a%a% 68 1 QRbda iy poplingac ke <

etc, but before SCra I's carri éd out ese outputs can be used for

surveil I ancecbﬁnﬁmfhsbﬁthﬁw epmtrohmeans ifer geRerating i Wﬁ@"’ sephto #Wsyl t of

the oper at'O?e%eivgdﬁtﬁﬁrscrahiﬁhﬁ’éiﬁhﬁfoﬁﬁsrmhﬂ&guﬂéﬁaﬁpoﬂ stamude a standard RS232
interface 32 to enable interrogation of the mcroprocessor for test

pur poses, 105  confi guration out of network, or basic data insertion (file
transfer capahi IAtsyr)ambﬁnggsmlctmﬁb@;m elaitn aﬂ(fuﬂleacbmpmémgommmnt of

the present inventi f t (st em of
Figure 1 hav@ %58 F%’Qf ?&nfﬁgdotrggﬁ@&mﬁ POV é& g@ a,i‘iaég‘gdr{(‘a)re}(éo security
t hrough r edundeantel vedrd stpplied byrﬂlntcsntral conteak mpmglaarl to s;nétbamyh%@rw{ﬂa
control wunit aTeRefe é?ﬂélﬁﬁ Agsitvgs. W th a standby
scranbl i ng unlg‘?m% avgel{%% n% % arts of the access control
systens cbhcerned with generation of an ECM have

12. A scrambling system as claimed in claim 10 or 11 in which some or all of the

data sent from the central control means to the scrambling unit is authenticated by the

central control means by generation of a signature in accordance with a secret
encryption key.

13. A scrambling system as claimed in any of claims 10, 11 or 12 comprising a
plurality of scrambling units and associated central control means associated with the
generation of a single transport stream.

25 14. A scrambling system as claimed in any of claims 10 to 13 in which the or each
scrambling unit is adapted to store its working configuration characteristics and/or the
current control word value.

15. A scrambling unit substantially as herein described with reference to and as
30 illustrated in the accompanying drawings.

16. A scrambling system substantially as herein described with reference to and
as illustrated in the accompanying drawings.



- 16 - also heen duplicated and this has been indicated by the reference
nunbérs 6a, 7a. Audio, video etc signals may al so be passed by a standby
mul ti pl exer 4a. Furthernore, a second transm ssion channel for generation
of an MPEG t ! channel may al so be handl ed by the pr ten1
Thi s has be \&8@%83 "t ed by the 5 nultiplexer 40 (and its s&g@%&)

scranbling unit 41 (and its standby!#la) and nodul ator 42. The redundancy
of the various elenments in the system nay be nanaged by a conmmuni cation

| ink between the control stations 2, 2a and/or a link to a supervisor or 10
renmote termnal indicated by the line 43. In particular, a "heartbeat”
signal may be provided fromthe sqaﬁ' n12 to the station 2a, the control
station 2a acting to take control cfh *generation of ECM nessages and -
control word data in the event of any interruption of this signal.
Simlarly, the scranmbler units 1, la may be slaved to the control stations
to enable transfer of fé ctions betmeen1the two in th% event of failure 15
of one or the ot her s dition each“sgranbler unit 1,1a
may be aqg

nterval ?l'é@@a"t nat t

rise e.g. in
nit KX or t
units 1, 13

m ned
he event 20

of di scol&VBRI o
interruption in the power supply. Alternatlvely, a fixed predeterm ned
configuration and control word value may put}into nenory, to be used in the
event of disconnection and/or power down. 25} The configuration val ues can
i nclude details of packet Ids that the unit s neant to suppress or. repl ace
etc. 3 '
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-17- CLAIMS 1. A scranbling unit for a digital audiovisual transm ssion
system the scranbling unit 5 conprising an input for receiving an ~ .
assenbl ed transport packet streamfroma physically separate nmultipl exer, a
scranbling device for scranbling the received transport stream according to
a random si Rgoesesiol word and an output for sending the Forasdsieds .
transport streamto a transmtter gﬁaans for subsequent transm ssion, so as
to permt the scranbling of the trahsport packet stream by the scranbling
unit 10 independently of the nultiplexer operations. 2. A scranbling unit
as clainmed in ¢lgi Q& R wWicgks t he scranmbling device is adapted to carry
out scranbli ng@g- ﬂbgd'f-(a-caléaaf t he payl oad of sel ected packets of the
transport re @8%.333 Sﬁscranbling unitgals claimed in claim1 or 2
cd i . ¢ %i

further co rtion means for Tngerting transport packet
data in the tra —4——A scramt Tmg I,

ascTainmed tn claim3 in

whi ch the paclet an€ 20 inserts a pdcket] of data yn the
transport streganjy det 4 e gy esence. of a ruE packet and replacing a
nul | packet by th® pack 'gs:erted.‘% A sdreyl i ng unitlas clai nmed
i n any precedijng] c| ai cog‘;%i si ng | | ter nmeans for
I denti fying and fopyi oA, part prggdeterm’,ned 25
transport pacKet| 6. |A, prggeding claim
further conprilsi hg|pdck pr effet ér ni ned
packet or set pf|packgtis. It as] cl ai gred irlhn claimé®6
wherei n the packet | ddfglt i mafear i Ng .} he
packet | D of the|pécKet 8. Cr | iyng @ﬂt as
clainmed in any} pieg¢edi n i packgp! g:: L
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counting nmeans for counting the nunber of packets of a predeterm ned packet
ID * -18- value in the received transport data stream 9. A scranbling
unit as clained in any preceding claimfurther conprising packet ID

re- mappi ng neans_for changi ng the packet 1D val ue assigne%
predeterninéﬁogymﬁgcket or set of packets. 10. A scranbli §ﬁ§§§¥%ﬁ?
conprising a scranbling unit as cla/ed in any precedi ng cl aimtogether
with central control means for generating a control word sent to and
received by the scranbling unit for scranbling the transport stream 10 11.
A scranbling systemas clained in claim 10 further conprisiagmg one or nore
access control Asystens coMnected to the central control ng&s and adapted
to receive a cgntrol word|supplied by the central controlgfgans and to send
back to the cenftral contg means an encrypted nessage ca@tRaining the
control word|] 12. A $crafbling systemas clained in gi 10 or 11 in
whi ch sonmeSbr | of th a sent fromthe central con%@l means to the
scranbl i ng ‘u-F't-gi 5 aut héng dqated by the central control Uni@afs by generation

of a signatue®njaccorgaigEd with a secret encryption key| 20 13. A
scranbl i ng sy s@njas cl i in-any of clainms 10, 11 or 13 conprising a
plurality of [scralbling s and associ ated central contrlol neans
associated withjthe generdtion of a single transport stregm 25 14. A
scranbling systgmas clained in any of clains 10 to 13 in jwhich the or each
scranbling unitjis adapted to store its working configuratji on
characteristics\and/or the
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current cgntrol word val ue. 15. A scranbling unit substantial kyc@agsérel-&i n

described With reference to and as 30 illustrated in the acconpanyi ng

drawi ngs. 16. A scranbling system substantially as herei gERgCri

reference to and as illustrated in the acconpan in% dr awi nigBBH
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An independant scrambling unit (1) for a \ : 1L By
digital audiovisual transmission system, the scram- VIDEQ ———P
bling unit (1) comprising an input for receiving an AUDIO ——P MUX »! SCRAMBLER}—» MOD |—»
assembled transport packet stream from a physi- TELETEXT —™
cally seperate multiplexer (4), 2 scrambling device
| for scrambling the received transport stream ac-
cording to a randomising control word and an out-
put for sending the scrambled transport stream to
a transmitter means for subsequent transmission. 3

The scrambling unit (1) may also be used to intro-
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duce other packet data in the data stream,
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