PLURAL W RELESSLY CONNECTED DEVI CES W TH USER ALARM | F W RELESS CONNECTI ON
| S LOST OR ENDANGERED BACKGROUND 1. Technical Field This specification
generally relates to plural wirelessly connected devices, at |east one of
such devices being portable -- and possibly both or all such devices being
portable. 2. Description of Related Art It is now becom ng comonpl ace for
portable el ectronic devices to be wirelessly connected with other
(portabl e or non-portable) electronic devices. For exanple, using

Bl uet oot h technol ogy, short range RF wirel ess comunication |inks may be
established between related devices (e.g., betmeen a cellular tel ephone
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between related devices (e.g., between a cellular telephone and its earpiece/microphone
assembly that may be configured to mount on a user's ear or the like). Infrared and other
types of short range wireless communication links are, of course, also well known in the
art between related electronic devices.

Some such cooperating devices provide security features to guard against
unauthorized usage of one or both of the cooperating wirelessly-connected devices. For
example, a smart card reader may include cryptographic security information (on an
inserted smart card) associated with an authorized user. The smart card reader with a
cryptographic/security smart card connected therein may be sufficiently small to be
carried at all times on the person authorized to use some other associated device (e.g., a
portable communication device such as a cell phone, wireless communication device or
the like). In such situations, the protected device may be configured to lock up, shut
down, or otherwise become disabled if its connection link with the authorizing smart card
reader is broken. While this does provide needed security, it can also cause a nuisance
(e.g., if a user forgetfully leaves one of the protected devices on a restaurant table,
airplane, car, etc. and then walks out of range, the authorizing security communication

link is broken). Even if the authorized user later remembers the forgotten device and



cones back to get it, once having breached security protocols,
re-establishing authorized use may involve additional effort and/or tine.
One prior approach towards enabling/disabling an el ectronic device display
based upon separation between a wirelessly linked pc and a renpte

el ectronic device is described at US Patent No. 6,594,762. Here, the

di splay of a personal conputer is enabled only if an authorized renote
user device is within a relatively near distance or proximty to the
personal conputer. However, this sinply illustrates the problem described
above where a user may forgetfully break the wi rel ess comrunication |ink
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determ ned that the connection has been broken (or is endangered), then

the user is nofelo@hridilil a A%eraldSNt b Wil LdMbctRIindefechQ€lated devices is

lost or endangered.

For example, if one is using a smart card reader with a portable wireless
communication device for access control, if the smart card reader and the wireless
communication device are separated beyond usable wireless link range, then the wireless
communication device will lock up. However, as a user, it would be a great improvement
to know about this when it happens so that the situation can be rectified (or perhaps even
prevented if a warning signal is given in advance of actual link loss).

For example, if one forgetfully leaves the smart card reader in a restaurant, a user
alarm can provide immediate notification that the smart card reader was forgotten while it
is still convenient and timely to go back and retrieve it from the restaurant. This is
considerably better than perhaps discovering an hour or so later that the wireless
communication device is locked when one next goes to use it.

In the exemplary embodiment, a wireless communication device {(and quite
possibly the smart card reader itself) monitors a Bluetooth wireless connection with a
smart card reader access control device. Ifit is determined that the connection has been

broken (or is endangered), then the user is notified with an attention-getting alarm. For
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2 exanple, an audi ble beep or ringtone may be used to audibly alert the
user or tactile senses nmay be used via a vibrator output or other types of
alarms such as a visual alarm like a flashing LED or LCD m ght be used.
Preferably, the type of alarmng notification nay be selectively controlled
by the wuser who may be given an option (e.g., via an existing user profile
application) to specify the desired type of alarmnotification. The type
of notification could even be automatically changed in response to sensed
changes in a current user profile (e.g., if the wuser selects a vibrator
out put for incom ng nmessage notifications then a vibrator alarm output
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There are a number of wireless link monitoring techniques that may be employed.
To enhance security features, if a cryptographically secure "heartbeat" is available on the
link, then such a "secure" heartbeat may be monitored and one or a number of missing
secure heartbeats would then be interpreted as a broken or endangered link such as to
generate a suitable alarm. If a secure heartbeat signal is not present (or if for some reason
it is not desired to monitor the secure heartbeat), then typically another non-secure
(possibly low level, infrequently occurring) link heartbeat may be monitored to ascertain
continued viability of the wireless link. Still further, or alternatively, signal power on the
link may be monitored so as o detect when it passes below one or more thresholds
indicating that the link is either endangered or no longer useful (i.e., broken).

In exemplary embodiments herein described, the user is given an attention-getting
signal (e.g., audible, tactile or visual) that is not likely to be ignored or unnoticed when
the two wirelessly-connected devices lose their connection (or the connection is
endangered). In one exemplary embodiment, both devices connected by the monitored

wireless link are portable. However, it is also possible that our alarming techniques could
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the two wirel essly-connected devices |ose their connection (or the
connection is endangered). In one exenplary enbodi nent, both devices
connected by the nonitored wreless link are portable. However, it is also
possi bl e that our alarm ng techniques could 3 be utilized to nonitor

wi rel ess conmmuni cation |inks between one or nore portable devices and one
or nore non-portable devices. The descri bed enbodi nents nay be realized in
har dwar e, software or a conbination of hardware and software and provide a
met hod for nmonitoring a wireless connection between plural devices and
generating a user alarmif the wireless connection is |lost or endangered.
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These and other objects and advantages of this invention will be more completely

understood and appreciated by careful study of the following more detailed description of
at least one exemplary embodiment in conjunction with the accompanying drawings, in
which:

FIG. 1 is an overall system wide schematic view of an exemplary wireless email
communication system incorporating a mobile wireless communication device providing
a user alarm if a wireless connection to an associated smart card reader is lost or
endangered,;

FIG. 2 is an abbreviated schematic diagram of hardware typically included within
an exemplary mobile wireless communication device of the type shown in FIG. 1;

FIGS. 3A and 3B provide an exemplary abbreviated schematic flow diagram of
computer software (i.e., program logic) that may be utilized in the mobile wireless
communication device(s) of FIG. 1 to monitor a wireless connection and to provide a user
alarm; and

FIGS. 4A and 4B provide an exemplary abbreviated schematic flow diagram of
computer software (i.e., program logic) that may be utilized in the mobile wireless
communication device(s) of FIG. 1 to enable a user to set personal profile preferences for

the type of connection monitor and/or user alarm.



conputer software (i.e., programlogic) that may be utilized in the nobile
W reless conmunication device(s) of FIG 1 to enable a user to set

personal profile preferences for the type of connection nonitor and/or
user alarm 4 DETAI LED DESCRI PTI ON OF EXEMPLARY EMBODI MENTS FIG 1 is an
overvi ew of an exenplary conmuni cati on systemin which a wreless

communi cati on device 100 naybe used. One skilled in the art wll appreciate
that there mnmay be hundreds of different systemtopol ogies. There may al so
be many nessage senders and recipients. The sinple exenplary system shown
in FIG 1 is for illustrative purposes only, and shows perhaps the
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The nessagwirsemgelr 14 may be i npl enented, for exanple, on a network
conputer within the firewall of a corporation, a conputer within an | SP or
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possi bly sendi ng errﬁi | . V\H}d normal |y be associated with an account on a
message SEPVBPUCEORHSHES (e two nost conmon message servers are

An email sender 10 may, for example, be connected to an ISP (Internet service
Provider) on which a user of the system has an account, located within a company,
possibly connected to a local area network (LAN), and connected to the Internet 12, or
connected to the Internet 12 through a large ASP (application service provider) such as
America Online™ (AQL). Those skilled in the art will appreciate that the systems shown
in FIG 1 may instead be connected to a wide area network (WAN) other than the Internet,
although email transfers are commonly accomplished through Internet-connected

arrangements as shown in FIG. 1.

The message server 14 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for email exchange over the Internet 12. Although other
messaging systems might not require a message server system 14, a mobile device 100
configured for receiving and possibly sending email will normally be associated with an
account on a message server. Perhaps the two most common message servers are
Microsoft Exchange™ and Lotus Domino™. These products are often used in
conjunction with Internet mail routers that route and deliver mail. These intermediate

components are not shown in FIG. 1, as they do not directly play a role in the invention
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M crosoft ExchangeTM and Lotus Dom noTM These products are often used in
conjunction with Internet mail routers that route and deliver mail. These
i nternedi ate conponents are not shown in FIG 1, as they do not directly
play a role in the invention 5 descri bed bel ow. Message servers such as
server 14 typically extend beyond just email sending and receiving; they
al so i nclude dynam c dat abase storage engi nes that have predefined

dat abase formats for data |like calendars, to-do lists, task lists, email
and docunentation. The Wreless gateway 16 and infrastructure 18 provide a
link between the Internet 12 and w rel ess network 20. The W rel ess
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100. In a ref erre T esse a nmessage server
account aksaelated with a host systen1such as a hone conputer or office

conput er which belongs to the user of a

As shown in FIG. 1, a composed email message 22 is sent by the email sender 10,

located somewhere on the Internet 12. This message 22 typically uses traditional Simple
Mail Transfer Protocol (SMTP), RFC 822 headers and Multipurpose Internet Mail
Extension (MIME) body parts to define the format of the mail message. These
techniques are all well known to those skilled in the art. The message 22 arrives at the
message server 14 and is normally stored in a message store. Most known messaging
systems support a so-called “pull” message access scheme, wherein the mobile device
100 must request that stored messages be forwarded by the message server to the mobile
device 100. Some systems provide for automatic routing of such messages which are
addressed using a specific email address associated with the mobile device 100. Ina
preferred embodiment, messages addressed to a message server account associated with a
host system such as a home computer or office computer which belongs to the user of a
mobile device 100 are redirected from the message server 14 to the mobile device 100 as
they are received. Messages will typically be encrypted from sender to receiver by

utilizing a key that is unique to a given device. Examples of two commonly used



nobi |l e device 100 are redirected fromthe nessage server 14 to the nobile
device 100 as they are received. Messages wll typically be encrypted from
sender to receiver by wutilizing a key that is unique to a given device.
Exanpl es of two commonly used 6 nmethods are the Data Encryption Standard
(Triple - DES) and the Advanced Encryption Standard (AES). Regardl ess of
the specific mechanismcontrolling forwarding of nmessages to nobile device
100 , the message 22, or possibly a translated or reformatted version
thereof, is sent to wireless gateway 16. The wireless infrastructure 18
includes a series of connections to wireless network 20. These connecti ons
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GSM and TDMA systens. depicted in | e communi ca{b n device
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Communications (GSM) and the General Packet Radio Service (GPRS) networks, and (3)
future third-generation (3G) networks like Enhanced Data-rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older
examples of data-centric network include the Mobitex™ Radio Network and the
DataTAC™ Radio Network., Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

As depicted in FIG. 2, mobile communication device 100 includes a suitable RF
antenna 102 for wireless communication to/from wireless network 20. Conventional RF,
demodulation/modulation and decoding/coding circuits 104 are provided. As those in the
art will appreciate, such circuits can involve possibly many digital signal processors
(DSPs), microprocessors, filters, analog and digital circuits and the like. However, since

such circuitry is well known in the art, it is not further described.

The mobile communication device 100 will also typically include a main control
CPU 106 which operates under control of a stored program in program memory 108 (and
which has access to data memory 110). CPU 106 also communicates with a conventional
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such circuitry is well known in the art, it is not further described. The
nobi | e conmuni cati on device 100 will also typically include a main contro
CPU 106 which operates under control of a stored programin program nmenory
108 (and which has access to data nenory 110). CPU 106 al so conmuni cat es
with a conventional 7 keyboard 112, display 114 (e.g., an LCD) an audio
transducer or speaker 116 and a vibrator transducer 118. A portion of data
menory 110a is available for storing flags indicating the type of link
nonitoring and/or user alarnms to be used. Suitable conputer program
executable code is stored in portions of program nmenory 108a to constitute
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st at us I splay refer e exenpl ary enbodi ment, the smart card
reader 200 will also include a speaker 116 and/or vibrator 118 if the
smart card rea@l@md@aﬁdinspftrgntbe;iqoa’tdilﬁdbdhe miobite anmsemmaioardwmeécmcted(e g., a

flashing LED be..recoani a n_d i ed may
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lines at FIG a separate antenna 102a nmay be provi noni t or ed
wirel ess JEViR 259 ey W‘&ﬁlﬁlé?]ﬂémiﬁﬁalﬂéio%‘f%}?? fter eﬁ@ﬁiﬁ%ﬁgﬁra]t%drh“?é?ent

frequenc%h@?él‘éiﬁzeﬁ}%%a@l@rﬁ?éjﬁsa ichFsnERTaR5Ad 1200, t‘h@ uEHr(PrYthé‘cetnﬁE%/ mai n
functional wrel'ess communication link to network 20 as depicted in FIG

1). As theswrisporllia single bution| ongopmeare &£ lightieandéaral reBlively smah stafusk (i f t hat
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ant enna an ocessi ng Ci I'C
include a speaker 116 and/or vibrator 118 if the smart card reader 200 is to be provided

with a user alarm feature (e.g., a flashing LED). As will be recognized, the user alarm
herein described may be provided in either wireless device 100 or wireless device 200 or

in both as may be desired for a particular application.

As depicted in dotted lines at FIG. 2, a separate antenna 102a may be provided for
the monitored wireless link (the main antenna 102 being utilized perhaps at different
frequency bands and/or modes of RF communication to provide the main functional
wireless communication link to network 20 as depicted in FIG. I). As those in the art
will appreciate, the usual Bluetooth link (if that happens to be employed for the
monitored wireless link) may utilize an antenna and RF processing circuits that are in
common usage for other purposes. Altematively, antenna/RF processing circuits
dedicated to the Bluetooth (or other monitored wireless link) may be additionally

provided as will be apparent to those in the art.

A timed interrupt routine for monitoring the wireless connection and generating
an alarm if appropriate is depicted at FIGS. 3A-3B. The timed interrupt routine 300 may
8



common usage for other purposes. Alternatively, antenna/ RF processing
circuits dedicated to the Bluctooth (or other nonitored wireless |ink) my
be additionally provided as will be apparent to those in the art. A tined
interrupt routine for nonitoring the wireless connection and generating an
alarmif appropriate is depicted at FIGS. 3A-3B. The tinmed interrupt
routine 300 nay 8 be entered relatively infrequently thus mnim zing extra
processing | oad on the CPU 106. For exanple, sone typical "heartbeat”
signals of an operating wireless link may only occur relatively

i nfrequently (perhaps only once every 30 seconds or so). This may be

espect al | Vo LR aliveRAEHE a1 BRARGRLT 1Dlechs EAULAS 1GLURHADCRBNGS

processi ng. cor n|tor|n unction ne not be perforned any
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ohar act o L 51y Sl o B TEE. LR BRAL T 3085, |

not, thenegxiiblly fud RKeRcat" Bl WaN @I equlf-e &ﬁﬁogrﬂﬂﬂb bakkdthef unction | s
"ON', then tests are made successively at 306, 308 and 310 to_  determ ne

the val ueAefordinglynbiinasitoripgimciionmesdiionbe PHETIGH ANHROFRTERNGAR 0 be
conduct edp,,. ekéeckja% IO d ge&g)g,gmgggﬁk E%aég&ysgcan expected val ue, then an
an

error nmessag sp aye at routine is exited at 314.
However, if the nonitoring flag has an expected value, then the |ink
char act eri st i cAfeswiyde B tmadnintehmpt loatna/ati308, 4 st is medea ¥0gro see i8ths, 318

and 320 r1%§§1§<§i-h{og‘ﬁk%lﬁa %%g%rn{e}g%h‘ﬂmlf ot,_tﬁﬁg&n 1%%&%@?04%% &%r,iuzthe”ere' y

exited at pective wever
di scover exdpmtdrhgrfu:hdnenn@'(ﬂ)m‘l‘]eh@ﬁsﬁ@&reamﬂersoécek@v@y sté?:%ﬁﬁ&ﬁndélﬁrtm flag

tests at 350, .352 a in FIG 3B). | ec alarmfl ag
value s Gmiisetic e A e oy v udiinedhd trpe pf BYu R GEE ana oxi t bs
taken at @RAuctHOVWENBE mdanftodily BXPESL: G RhBhlckpREdwaluéethes andebect ed, then a
branch is taken to the appropriate alarmactivation nodul e 360, 362 and

364 so asmewsagecs disatayedaitiland thegauiing is cxisint dl4r Hoppyert if éhefm%zgtoyl&&ue is 1)
o 4, 1 SRR AL AL G sl i prnmd il g DTl
is inpl enlesttcéﬂ),r at Blen 368 muiii%)spmd’im&jyf Ifag prattlere is found, then the routine is

merely exited at 322, 324 and 326 respectively. However, if a problem is discovered,

then the routine passes control to a series of alarm flag tests at 350, 352 and 354 (shown

in FIG. 3B). Ifno expected alarm flag value is detected, then an error message 1s

displayed at 356 and exit is taken at 358, However, if an expected alarm flag value is

detected, then a branch is taken to the appropriate alarm activation module 360, 362 and

364 so as to activate either an audible beep alarm (if the flag value is 1) or audible

ringtone alarm (if the flag value is 2) or a tactile vibrator alarm (if the alarm value is 3).

If a visible flashing light type of alarm is implemented, then a corresponding flag value

(e.g., 4) for that would also be checked and, if appropriate, the alarm light would be

activated. Once the alarm has been activated, then control is passed to a timing loop 336,

368 waiting for an acknowledgement key to be pressed at 366 or for a time-out condition

at 368 before the alarm 1s deactivated at 370 and exit 1s taken at 372.

As explained above, an exemplary timed interrupt routine for monitoring the

wireless connection and generating an alarm if appropriate is schematically depicted in

9



(e.g., 4) for that would al so be checked and, if appropriate, the alarm

| i ght would be activated. Once the al arm has been activated, then control
is passed to a timng |oop 336, 368 waiting for an acknow edgenent key to
be pressed at 366 or for a tine-out condition at 368 before the alarmis
deactivated at 370 and exit is taken at 372. As expl ai ned above, an
exenplary tinmed interrupt routine for nonitoring the wreless connection
and generating an alarmif appropriate is schematically depicted in 9
abbreviated format FIGS. 3A-3B. This exenplary tinmed interrupt may include
any desired nunber of different types of checks on the nonitored

connect ! ot HNieS S Rols P03R! 9 BLIFEHIPUILS SLERD PRITIAER, Iy

typically be a ication layer o ontruni cati on devi ce
(e.g., i npésimdniuraberad diffdremeypges ofl tieckpar at imgitesed icomectiary Dlee preogtaaymed to
notify the application every m nutes.t end.a pi.ng.to the . associated
orart car BORBREE PRV e P ELETY A RS0Y Df ot b UGl BR84R: zabl o reply
to such RipRsiohthhidutisRastitd &% PRIHIAendd dsiaBnery. ;mm&gltsﬂﬂexﬁay be

y e

assuned | ost (or endangered) and may be closed. Simlarly, smart card
reader naipapbe piogemEneEl@ nosty e epplicehen ewrnblaningies £ wad arsdadhs f it does

0L T eCel Yeo i RGO A S AR GALT MR HOM ook Rk LELE3RI NI £t | on

devi ce after m nut es. w | evel wreless eart Deat may
si m | ar | ysuchpalgweittan pepécifitidpeniod of ey the konmctiéwehapbagssoopdrosi @at i on. A

nmoni tored W rel ess signal power_.vis-a-vis a specified |evel may simlarly
ol ve  SarRsBAnd BRY e et s aER: U e So Trakgaey BF Pestidingl o)

si tuati onclo the conBIdR frEik &6 8RS ITH ddes ABLIBESAS lebdkniRARoBNREsEIVE foinTe
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requi red becones excessi .e.,, beyond a specified | '), the connection
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and thus 1ntroduces numerous detected communication errors necessitating excessive

retries to communicate a given packet of digital data). When the number of retries

required becomes excessive (i.e., beyond a specified limit), the connection may be

considered endangered or broken (and then possibly dropped).

Since those in the art should already be acquainted with the existence of a secure
wireless heartbeat or other low level wireless heartbeats and/or with a monitoring of
wireless signal power passing below some threshold, it is not believed necessary to
further describe the details of such monitoring. Instead, the final testing for the absence
of some expected characteristic feature of the monitored wireless link is simply depicted

in abbreviated schematic form at 316, 318 and 320 respectively.

One possible program logic for setting personal profile preferences for such
monitoring and/or alarming features (i.e., the flag values discussed in connection with
FIGS. 3A and 3B) is depicted at FIGS. 4A and 4B. Here, if the routine is entered at 400,
then an "ON"/"OFF" option is displayed at 402 and a key selection/time-out loop is

10



further describe the details of such nonitoring. Instead, the final testing
for the absence of sone expected characteristic feature of the nonitored
wireless link is sinply depicted in abbreviated schematic format 316, 318
and 320 respectively. One possible programlogic for setting personal
profile preferences for such nonitoring and/or alarmng features (i.e.,
the flag val ues discussed in connection with FIGS. 3A and 3B) is depicted
at FIGS. 4A and 4B. Here, if the routine is entered at 400, then an
"ON'/"OFF" option is displayed at 402 and a key selection/tine-out loop is
10 entered at 404, 406 for the user to make a selection. If no selection is

rede wi ¢ hbcls: @ WS tthd §Pro AR LRl SRhBYeIbAichss phadhifiAdpand exi

is taken at 410. wever, | e user nakes a keye el ection, then the
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has been "ONNbp@ 186 nbEb@n selvitdd, ds €RWAl0A0E Ghdn bxRad fakdh gei6alf thbeON"
enterprise admnistrative |level)  such that only a supervisor is permtted

to set thePPthashecrssiecignihent tsigismprdea 11 legee ifitpeysteprhagdeen hen contr ol
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| G 4B. I'f the dUser tte

depicted In However, I's per to set nonitoring
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for nonitgei S re.wireles eartheat, fla | ue 2. fo ni.toring
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si gnal podwidted i By 4B e Heolkivanifthe®seplstpehnivRd k®set henitem@spdnattherd22, 424,
I f no selt%ction 1s. made by é e user within the ayailable tine, t,hqn t he

screen i stofeaRpIanng ppRo i)?PltaY‘i’%att“&b &nagyalupigfor IRIQERE Sqepre KiEelesor has

timely meg@rdes HQGRD fod AT MENH-RLRWARI QR hEfRat 8D AReTBE LOr Tl ag
value is appropriately set at 43 before control is passeg to the alarm

opti on no@oNtoreR vEraess R signal power).48 keyheleeticartimopetloprsisfioen antpsedider t o
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before control is passed to the alarm option module of FIG. 4B.

In FIG. 4B, the alarm options for the user to select are displayed at 432 (flag value

1 equals audible beep, flag value 2 equals an audible ringtone, and flag value 3 equals a
tactile/vibrator alarm). A user key selection/time-out loop is then entered at 434, 436. If
the user fails to make an appropriate selection within the aliotted time, then the screen is
reset at 438 and exit is taken at 440. However, if the user makes an appropriate selection
within the allotted time, then the alarm flag is appropriately set at 442 before the routine
1s exited at 444. As will be appreciated, another option (e.g., flag value 4) for selecting a
visual flashing light type of alarm may also be provided.

While the above has been described in connection with presently preferred
exemplary embodiments, those skilled in the art will recognize that various changes and
modifications may be made to the exemplary embodiments while yet retaining many of
their novel features and advantages. Accordingly, all such variations and modifications

are intended to be included within the scope of the appended claims.
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reset at 438 and exit is taken at 440. However, if the user makes an
appropriate selection wthin the allotted tine, then the alarmflag is
appropriately set at 442 before the routine is exited at 444. As will be
appreci ated, another option (e.g., flag value 4) for selecting a visual
flashing light type of alarmmay al so be provided. Wile the above has been
described in connection with presently preferred exenplary enbodi nents,
those skilled in the art will recognize that various changes and

nodi fications may be made to the exenplary enbodi nents while yet retaining
many of épeir novel features and advantages. Accordingly, all such

vari ati on®'3M® nodifications are intended to be included within the scope

f th ded clajps. 11 d ai 1. A portable wj .
cormuni oat | dn- feoriableEPFst U BTG A pb BYR At Y bR wirdlessly
device via a %6&%I§§&é%@&ﬁ$éévib@?i@a Aelersisaikehatoiay adbctatiie c whil e the

wreless link Is operatively established, said ,portab;f% W rel.éess Lﬁer
cormuni cat i on cevacteristiephile theywirglessilink ioaperativetpgsiakished iud BoraYC: o
sense a change in a u i) e ihd-€ application of the
W rel ess comruWI“(atlg?f b'%g'r%(ge%bﬁ{:dg,' \}\ﬁfe‘r%vké%g%lrﬁﬁﬁe " profile specifies a
notification type; selsgstoatmolaCRUMO§peniifimsieet tn said notification type;

nonitor said wireless link; and detect said detect st g and
an al arm generating conpdiSHa ghage 'fl%?s%roq{f’ﬁ'ét?& @?il?%eg pggﬂéggpgé%%ufer
alarm said user al arm b@ihgirdbss$abfniniddiiohy @evicehivbbréis saidaysesgroftie
signal a user of said communication device in response to an output of

said main control CPU (1e®cifiesed BoWHiRaYan YR&r esenting i npai rnent  of the
wireless link. 2. A portghlg W LehRS5pd'BaEeFONEHR stlficBfiodlB)pese as in claim

1 wherein said
monitor said wireless link; and

detect said detectable characteristic; and
an alarm generating component (116, 118) configured to generate a
user alarm, said user alarm being of said alarm type, which is adapted
to signal a user of said communication device in response to an output
of said main control CPU (106), said output representing impairment

of the wireless link.

2. A portable wireless user communication device as in claim 1 wherein said
alarm generating component (116, 118) is further configured to select said
alarm type from among a group of user alarm types including: (a) audible
beep, (b) audible ringtone, (¢) vibrator and (d) visual flashing light.

3. A portable wireless user communication device as in claim 1 wherein the
detectable characteristic is selectable from a group including:
(a) a secure heartbeat signal received on said wireless link;
(b) a non-secure heartbeat signal received on said wireless link; and

(c) a signal power level of said wireless link.
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al arm generating conponent (116, 118) is further configured to select said
alarmtype fromanong a group of user alarmtypes including: (a) audible
beep, (b) audible ringtone, (c) vibrator and (d) visual flashing light. 3.
A portable wirel ess user communi cation device as in claim1l wherein the
detectabl e characteristic is selectable froma group including: (a) a
secure heartbeat signal received on said wireless link; (b) a non-secure
heart beat signal received on said wireless link; and (c) a signal power

| evel of said wireless link. 12 4. A nethod for operating a portable

wi rel ess uses, pOMBHINITBE boBrafRY i CShri e RiBhsb UsePELAMUMICAI AR RIoeCOUP! ed to

a second device via a wreless a dete haracteristic
whi | e the wir elrgsptedifakbeing opmietsiyedypled &t albbteitdevisaivih awtidetsss link

conpri sing: sepsj in.auser.profile of a user, profile

appl i cation of ﬂﬁ@%‘g% #%E@%glec@?%ﬁeﬂﬁtf‘ﬁfﬁge yicglesyigk is opaieiser
profile specif estabishathsbid watricancdiyesingroni toring said wirel ess |ink;
detecting said detectabl e characteristic;, selecting an alarmtype based on
sai d notification tPSNAAEhaNg.iR Aysar oedite of avser afie appicatiomeithbei ng of
said alarmtype, saj : | i § i » Nie: ion
device in responseawggleggi%g”@g%g%tfdr%r@gg%gg@ﬁ i ﬁg&‘,aﬁ;n%éaeiarrp%%ﬁg%cﬂ[ﬁ%gta
wireless link. 5. AeticAtion §pe;n claim4 wherein said selecting said alarm

type conprises sel j from anpng a,group of types including: (a)
audi bl e beep, (b) Behitglfhg ??‘ﬁ]&"geﬁ%,& " vibrator and (d) visual flashing
light. 6. A nmethod dstettingcsaid Mefeorbisie eharddisristiet ect abl e characteristic is
selectable froma I‘OLH) i ncl udi ng: ga) a secure heartbeat siégnal recei ved
on said wireless | i“?ﬁl?c ng an alarm type based on said notification type; an

issuing a user alarm, said user alarm being of said alarm type, said

user alarm signaling a user of said communication device in response

to said detecting representing impairment of the wireless link.

5. A method as in claim 4 wherein said selecting said alarm type comprises
selecting from among a group of types including: (a) audible beep, (b)
audible ringtone, (c) vibrator and (d) visual flashing light.

6. A method as in claim 5 wherein the detectable characteristic is selectable
from a group including:
(@) a secure heartbeat signal received on said wireless link:
(b) a non-secure heartbeat signal received on said wireless link: and
(c) a signal power leve! of said wireless link.

7. Adigital computer program storage medium storing a computer program for
controlling, when executed, operation of a portable wireless user
communication device adapted for being wirelessly coupled to a second
device via a wireless link that has a detectable characteristic while the
wireless link is operatively established, said program comprising means
adapted to perform the steps of:
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(b) a non-secure heartbeat signal received on said wireless |ink; and (c)
a signal power level of said wireless link. 7. A digital conputer program
storage nedium storing a conputer programfor controlling, when executed,
operation of a portable w reless user comrunication device adapted for
being wirelessly coupled to a second device via a wireless link that has a
detectabl e characteristic while the wreless link is operatively
establ i shed, said program conprising nmeans adapted to performthe steps
of : 13 sensing a change in a user profile of a user profile application of
the W Ieless commidiild auhafgyiesusehBiddotaldoragfidifibhforaanel | es a
notification type; nonitoring W reless K; etecting said
characteristic; sel wmeheag camraturacaamn,%pie\fuasedueoeinmlcﬂuwpreﬂleapeoﬁewpe,
and issuing a user id user alarmbeing of said alarmtype, said
user alarn15|gnallﬁaﬁg%ﬁgé?%gp 'sai d comuni cation device in response to

sai d detecting reprm@am@m@gs«a;mrm@@mm@f the wireless link. 8. A conputer
program storage nediumas in claim?7 wherein said selecting said alarm

type conprises sel et3IPRYNG PYMCARGAECESIGr oup of types including: (a)
audible becb. (1) 2ulbdlg 4 8k ANGoo bk bTAPFoRAibAd sl 11 aohi ng

light. 9. A conputer ram stor e mediumas in claim’7 wherein the
det ect abl e char actigsuisgiacuses a&wnmsmbmwrfaim heigofsaichalauityre, sei) a

ear beat i gnal 1 (b AATESOEERE B8t b Bpfiauitn Mo i RpSREL 7

| evel of said wreltesid delectiddg representing impairment of the wireless link.

8. A computer program storage medium as in claim 7 wherein said selecting
said alarm type comprises selecting from among a group of types including:
(a) audible beep, (b) audible ringtone, {c) vibrator and (d) visual flashing light.

9. A computer program storage medium as in claim 7 wherein the detectable
characteristic is selectable from a group including:
(a) a secure heartbeat signal received on said wireless link;
(b) a non-secure heartbeat signal received on said wireless link; and

(c) a signal power level of said wireless link.
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