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FACI LI TATI NG | NST TI ONS OVER DI STRI BUTED
WaERAOSIOARONETWORKS  TEGHMIGAL FI ELD The pat ent PCT/CA2004/001993
application relates generally to 5 systens and net hods -

for facilitating instant comruni cations over

di stributed networks, for exadple Push-to-Talk TK over

Cel lul ar (PoC) DESCRI PTI ON OF THE RELATED ART Net wor k

E?F?‘Eg%eﬁNb”ﬁh%ﬁbD%O Nigg@trh $A% 7 18 SRdTANTl CoMMUNICATIONS
alf -duple

X manner, such as those provided by PoC
architectur e QVER BKSNPIBYTED oVEHBUWAR cNEEEORES| ces
with the ability to communicate with each other in an

inStSEE TEnn r, much |ike wal kie-tal kies, but over a
T ing to Figure 1, there is shown a 15

conventional PoC architecture defined by 3GPP

st andar ds Tho@a@enftorappilceErind ng halds dglexal ngt oot
communi cations. The specification under devel opnment )
syssemehandpe thsts £orafacdddégtging instant communications

- AR POV O 20030 % D iid MAAR R Mo Ora k™
o%%%ﬁ?gﬁg?gp §$% of these specf?icgﬁions are 2 over
Cendodpar gtPed )20 herein by reference in their entirety.

I'n the conventional architecture, the conponents

CONpriSi t he C itecture are |located within
%&5&&?’& 'OS? Jg’ Méta%ﬁ ¥ectly related

third-party service provider. A POC client device 101

i S shown aeEREFKEeA Bafrd@rimaiany kedfuiDfations, often in
hal f - dupl ex 25 communi cation through w rel ess access
hadtfinsiup 1e0R manei n S4de asrthese dxordeddey FhRere is

IR . of - ' fadd :
GHFSLE A e piady b elssplatitces wien cho
alpgtlvidon tichedre@roidage widih ceach eiientiraan ngnshpgt manner,
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Referring to Figure 1, there is shown a
conventional PoC architecture defined by 3GPP standards
bodies for implementing half-duplex instant communications.
The specification under development from the Open Mobile
Alliance is: OMA-AD PoC-V1_0-20031017-D and OMA-AD_PoC-V1_0-
20041005-D. Both of these specifications are incorporated
herein by reference in their entirety. 1In the conventional
architecture, the.components comprising the PoC architecture
are located within the carrier’'s network or a directly
related third-party service provider. A POC client device
101 is shown accessing a carrier network 100 for half-duplex
communication through wireless access network 103. Within
the carrier network 100, there is a SIP/IP Core 102. Some
of the functions of the SIP/IP Core include routing the SIP
signalling between the PoC client devices, authenticating
and authorizing PoC users, and charge reporting. The

carrier network also has Group and List Management Server
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30 carrier network al so has G oup and List Managenent
Server - L LLELEEE FEEE VLD VLD VIELLE VI THEL T
*(@00002* WO 2005/ 051007 PCT/ CA2004/ 001993 2 (G.MB)
WOROFEQWer ver 106 and presence server 108. TheCT/GAMB4/001993
server 104 manages groups, contact lists and access

lists. The PoC server 106 functions include, anong

other things, SIP and group ession handling, policy
control for 5 access to groups, group session control,
EdSHcdds Rafl resirveITHY raasb e seneersaugerahffes The

I i.nf tion an i [ ous
Gg'r‘@ :é%grgr_erre 1 ggné}rfﬁ ersrr%Kloo 1'n tr}:gosi-éé/%“: #1 gjfj%es t % r %%% ncEces®
ldetigentTheApsh@uridy Riogurfainkct iond hen€budent a@oAy other
10 architecture, a POC client 101 of a w re| ess
EhetRsT k SR Gk s QUR 5866 ¥Uhdtauhal 9y RPE dEYhcPRETOL for

! ry ! I
258§ BRI P E TP R BoEpee concxon.

Tdrec lpitessingee serveat I mepEIgEOpresmce cinfbemat don and

si ngl. e operator ar_carrier ruag:rs?qall %5.necessar-xt cnal
o Shi e TPk §HE o1t uEPORAt #pp nto a single
prégydndd efodiagehtf Or conversations and group chats are
publicly available through the carrier's Goup and

Li st Managenent Server, (GLMS) 104. Requests for
conver sat iMhsShow gt JiigWifats are Helecepvenelonal

G P LU 108 i b 2% 01U Y, LB LOEThE LGS
e ability Tor lTateconers to join a chat session’is
aad e s e erbC Theset drcegpll rtgrertisowgiant hé haétwhek’ s POC

ability to create PoC.sessjons is not very priyvate ,
SHRY o kiir JgP P TCBU S UHEL % TR pl 0% 62hn R gnetwork s
aabren dand, THO CSfF G A GatdHH &k @ 18 néBwbBR operator
fact that services are only available within a si n%lle

aintaiess where e .simglkaiapeiakor uwereabelohgFugst @
ﬂ%éééﬁé?U c&%ﬁéﬂé§¥%‘¥ﬁ'ﬂ§¥é‘éﬁgwggl&QPQHCEuEQEion. All

identities used for conversations and group chats are
publicly available through the carrier’s Group and List
Management Server (GLMS) 104. Requests for conversations
and group chats are made to the carrier’s SIP Core 102 using
only SIP identities. The ability for latecomers to join a
chat session is also supported. These requirements mean
that the ability to create PoC sessions is not very priyate

and eavesdropping could become commonplace.

On the other hand, PoC services are limited due to
the fact that services are only available within a single
wireless carrier. At this time, users belonging to different

wireless carriers cannot conduct PoC.
SUMMARY

According to one broad aspect, the application _
provides a private instant communications processing element

for use in conjunction with a first carrier network, the
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SUMVARY According to one broad aspect, the application

30 provides a private instant comruni cations

processing elenment for use in conjunction with a

W0 e@5/08@0T i er network, the WO 2005/ 051007 PCT/CA2004/001993
PCT/ CA2004/ 001993 3 first carrier network providing

W reless access to a first plurality of wirel ess user
devices, the first plurality of wreless user devices
conprising at |east one first private .user device,
ﬁnmbﬂunamrrmmfmg@mexktmrwtmdkn$|@ﬁm&ke$$oacches soae first

I t f t d Ny
R G bRl EoL TR B DCAS LTI ol et TrBhebpHEaditY of

wisd Bl s Q%@%‘%é@ié@@&@ﬁpﬁ%ﬁm@%@mgt bﬁénglrst private

adapted to: receive instant communi cations signals
Yyomdeisice . |epdtboirg ¢orEigpred i@ IQeFedelpRaly From the

Jbeléagét?&éffifgt {m& &ereaé@{&'ﬂate private

conmuni cat'1 ons™ Si processi ng upon t reclived
im&ﬂ&ﬂﬁ ¢mmmmmicat1@ms processingreldreent , | ehst parieoate

%%%%%Hfrlvate user.device and to tr nsn1% Lnstan
SRTBARICAGHARS PEOTHRS 119 | SLETeBF PFAPg; adapted to:
f%éé@“é*1ﬁ§€énge¥bﬁﬁuﬂi@aﬁb@n§'éﬁén&?&rfﬁbmnEhﬂoh% 1Bast one
In some enbodi nents, the private 1nstant

t:wwnwpnawabmsua¢Uc@@§iﬁg el ankhe fsr$Gth§Fl&éa@@@y
???% gﬁsi %%%% Egg@%ﬁnigggi Léeé % } E%g@gssqg %.the

evi ce In a ar

f@%dwwéd ﬂﬁétaﬁtEGOmmﬁhﬁ@htE@ﬂﬁU@igﬂalenﬁoseSSEomx 1east one
generate a 20 conbined,signal for the at | east one

i¥st privake user daﬁéW%ea% be FRRPGERE ARSEREC
aﬁmﬁgeibe{ﬁr sggfnlgfé apt, tﬁé’”mfmlgégtOBﬁeS*f%Sr's‘%n’pxﬁ%te

to transmt Ined-signal to the carrier
usénoddvice ngiahthgefdrst caeniefimetwork.incl usion as
an input to the network delivered instant 25

COIT ol 88 AT 80P PR OB KO TRt
communications processing element is further adapted to:
assign a generic identifier for the at least one first
private user device to be included in a carrier network
delivered instant communications session; generate a
combined signal for the at least one first private user
device to be included in the network delivered instant
communications session, and to transmit the combined 51gna1
to the carrier network using the generic identifier for

inclusion as an input to the network delivered instant

communications communication session.

In some embodiments, the combined signal is
transmitted to a PoC (push-to-talk over cellular) server
within the carrier network where the combined signal is

treated as coming from a single user.

In some embodiments, the private instant

communications processing element for use in further
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transmtted to a PoC (push-to-tal k over cellular)

server - within the carrier network where the conbi ned

signal is treated as comng froma single user. 30 In
woOMoEIoWi nents, the private instant comuni cCRCT/EOAZ004/001993
processing elenent for use in further WO 2005/ 051007

PCT/ CA2004/ 001993 4 conjunction with a second carrier
network, the second carrier nftwork providing

mﬁreless access to a second plurality of user
abndunﬁxi¢Mew$enomdsg¢gnéltayrberusetwoubvices second

co r|3|n east_ one_second rlvate user deV|

8 PO oo eUsRons ot B APBRar SCPPBmiar 3 B850

| east

PNEra BREPNEE Py At @eVs€es devheest8ohlieplirvatieyl BEt aier
conmuni cati ons processing el enment, wherein the private
destems %@mm%hﬁéﬁﬂléﬁ319965e§§?nﬁeépﬁﬁeHFlvétﬁuPﬁﬁérdEV1ce
afan g, teo ESGREYE BLUDBLECEOAMETE BLohCat! 108%e one
second ivate user device vi e secon carri
s&ﬁdwmkprpeaterﬂseﬂsﬂenncecOanuhecptuoasepnnseammng on
signals received fromthe a | east ne flrsggfrlvate

FREPUREGR ELOBAIPTRECEP 1 PEas eBﬁEt'38 GhE1Br P& ETdSE-C

| ﬁ%ytt&&tt@oeﬁaﬁyesmaﬁgapkoeemagceubaeatsIlgnqhsctfr@r adapted

transmssion to the at Teast one first private 15
tserrelegive ahdnadspfoducthenstaheassnengi sgcoows private

Frebandvied, vinchRE, S8hRRa, ek BRaRumRERRl BeRFERY inseanc

é&mm@hi&atQBnQSptocdeunﬁgsoﬁOgﬁQh&Q& geckda®ld di®m the at
first regular user device, 20 and the second

lpashl PRy birgtePri¥ofecusesnfrvics and fhe agndeast one
égggﬂg.%§995@é HSeL device. t@ngrbaﬁcgrh%%k%nthQﬁmﬂunlcatlons

conmuni tati1 ons processing ele I's adapted to:
a$gmghsafof|tsangamssuonUSQrtheeatlﬂﬁestapmeamunyanprlvate
si ngl e, user irst _ins connunlcatlons

Seft S LeRaprachbapByduce) AbskARL: SonfPa  HraRst i ionals
god E@aﬁ§§h§€16n3€606ﬁegaﬁeﬂb@st one second private user

device.

In some embodiments, the first plurality of user
devices comprises at least one first regular user device,
and the second plurality of user devices comprises at least
one second regular user device, and the private instant
communications processing element is adapted to: assig? a
first generic user identifier appearing as.a single d;er
within a first instant communications session established by
the first carrier network and to assign a second generic
user identifier appearing as a single user within a second
instant communications session established by the second
carrier network; combine all second regular user device
signals and all first and second private user device signals
into a first combined signal and sending the first combined
signal to a carrier instant communications processing
element of the first carrier network which in turn sends it

to first regular user devices via the first carrier network
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second instant comruni cati ons session established by

the second carrier network; conbine all second
wegmsiw3er device signals and all first and PEQAI04/001993

private user device signals 30 into a first conbi ned

signal and sending the first conbined signal to a

carrier instant conmmunication® processing elenment of

the first carrier network which in turn sends it to
usingtthegfinst ugenedeoi tdentifiiene tpmbineamiilefirst

netﬁork WO 2 051051007n§ /Cﬁ§004i0?199§ 5dusgg t.he ivat
T8y ?rg%%%¥i Yyent FHPe7 ¢ iﬁ% aft ¢rr & Peg Pgrpr €
useerdélevt€es sggaassinnd al ketbnat candineaondgpainvana

user device signals into-a second conbi ned signal and
seRHHIHNC P eSeeBRAICeBRbRALdS $9BR4I EPo02aCRAFAPEr 1RStant

‘ | .

S TP IS BT SRERE 8 EECRELoRY griex
natteorkl weich ainusern demidsestvia sheopdcvadutanr ueer

net wor k uSi t he second eneri identifier:. conbine
ALYHARF V17 onlle BEFPREr CRFELEAL N EBRANPEAPFOFBE Second
géﬁé&i@Si@Qp@iﬁﬂ@ﬁ? eémbbﬁeféiéhaQQFEESﬁ AOCBQEWQ&kiQQQant
a caryler‘lnstant connunlcatlons proceSS|ng elenent
cmymicaletong REP¢eesingt adewenht efathpi fdrsbnvreder
. . H . . 1 | ¢
S8k A5Gt PIeL"EpLUARE FORBLATEEIORE, pheberibs -

ekanattl oprtat eevsnd deviies neawbbk sacond ndtiwdr kombined
15 I n sone enbodi ments, the private .i nstan

t .
s 4R RA: PRSI T oEBeSERYTRI ERBRLAFE FAPPA: tRufiTEl
pi Dvath Seb 08 a8y PUBReY 1 8f LRAT ki £5PARLEwBERi B4t S theSkecond

generic identifier to carrier instant comunications
ppiozeesusgr éévieas viat bbef sesondanetwprhket work for
billing purpose. 20 In sone enbodi ments, the private

I nst ant fR”EHHéP§M88§m8£9%?5§h89¥3?&9g€@t ihg bkt her

adapted to provide enhanced’'securfiy features for the
catmhiehsdt borvs processing element is further adapted to
disclose a number of participants behind the first generic
identifier to carrier instant communications processing

element of the first carrier network for billing purpose.

In some embodiments, the private instant

communications processing element is further adapted to

provide enhanced security features for the at least one:

first private user device.

In some embodiments, the instant communications

comprises push-to-talk over cellular communications.

In some embodiments, the instant communications

comprises half-duplex communications.

In some embodiments, the instant communications

comprises instant text messaging.
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first private user device. In sone enbodi nents, the
i nstant communi cations 25 conprises push-to-tal k over
cellul ar comuni cations. In sone enbodi nents, the
wesoasies1eonmuni cati ons  conpri ses hal f-dupl ex PCT/ICA2004/001993
comuni cations. In sone enbodi nents, the instant
comruni cations conprises instant text nmessagi ng. WO
2005/ 051007 PCT/ CA2004/ 0019936 6 In sone enbodi nents,
the private instant comuni cations processing el ement
conpri sesia &S égbodpmehtst nheagenemtesénEEaht a
presence server and a,PoC server. In so

ggh§ergroup

COHRUR FRCIPRE PFRSeREindepiepent Sﬂﬂpfhéeﬁoé
19&@ h2ha§ONBRET LapvER) L he Eté§én&éréé§0er BREWAr boc server.
hrough standard interfaces. According to another
broad aspect, the application rovi des a system
conpri si n§m aomergmb@énmeetSnetggrﬁbmaelFb@rpﬁgsence server
ae%f@ﬂ.ssxsoécssﬁegoa&sg%@f cURALCCPURCES eRd $0-BE ¥aiGier

user devi ces conpri (carrier instant

neowdtki cht bugh 9tanassdngneéeﬁncé$.adapted to deliver

an instant conmunications in respect of a plurality
of i nput nals; a PICP rivate_instan . .
connunlca@?%%gdbPacEgsﬁﬂﬁtggFeﬁﬁﬂ? QBBﬁFéd tBecgrpidgation

peboiabs 41 epsebnl £8Rbr98¢nd> Qrfyage UL deVhee wohko
a conbi ned yeneric signal for inclusion as one input

debiveringtwhreteasuaccassohe segylan uaerldeveéeﬁyand

said carrier ;networ th a
pEDRAER, LatFoR87 i8Ry pod SQIBREP IO, HLEESe, (arrdRy Tnstant
c@@ﬂﬁﬂﬂt@@ibﬁﬁspr8aeb§1ﬁ§n§l§ﬁbﬁdbnﬁdhﬁteﬂheolﬂ&&aﬁbr an

communi cations conprises hal f-dupl ex conmuni,catigns.
inptapheceRBUBLABREONS BB FASPSAF e6nAURLEARLSLY of input

sf&ﬂgié§e§ bfébaQbraeéEen§§§§ghBgcommunlcat1ons processing
element) adapted to combine signals from at least one
private user device into a combined generic signal for
inclusion as one input to an instant communications session

delivered by said carrier network.

In some embodiments, the instant communications

comprises push-to-talk over cellular communications.

In some embodiments, the instant communications

e

comprises half-duplex communications.

In some embodiments, the instant communications

comprises instant text messaging.

In some embodiments, the system further comprises:
a second carrier network delivering wireless access to
regular user devices and private user devices, and
comprising a CICP (carrier instant communications processing
element) adapted to deliver instant communications in
respect of a plurality of input signals; the PICP (private

instant communications processing element) being further
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In sone enbodi nents, the system further conprises: 25
a second carrier network delivering wirel ess access 'to
regul ar user devices and private user devices, and
VO AMS05108¢ a CICP (carrier instant conmmuni cati ®§J/CA2004/001993
processing elenment) adapted to deliver instant
comruni cations in respect of a plurality of input
signals; the PICP (private 307i nstant conmuni cati ons
processing el ement) being further WO 2005/ 051007
a@ateA2bo4roubdne signadpt E4ORoakoABRAE SNGnRITd itgmuser

dev1éga§£t8ng Pob%@hgduﬁgﬁerggvbggnbﬂt90@ qg%@d%%&n as one

geneéri c srgna usi on input to
1hﬁ6taﬁb aﬁnmu@taatlonamaassaOmodslsees&dnbﬁemmwired by said

second cartrier netmork 5 In some enbodi nents, the
5%9@PQHFF§ré85pP§EWPB set up an instant conmuni cat i ons
session by: the PICP receiving a request from one of

the privatg 4spe dR¥bEEMEAREQI BhBYsFstewflis adapted to set
identification and containing invitees conprising

upt aBr ingkankt eopmunicakdrss Fegeiar byer é‘-heséﬂ(ﬂﬂqg:qqf@vlng
at PUhBEL 2 bRe" B2 LK pEAVRELVALE AN Uaslcs tlhg o

rrstcarri recei ving acceptances of
uééreiﬂéﬁﬂiflcaﬁ1bheandnwbhahunmngndn&dﬁb@@ wmmpxﬂsnng other

list of users for, the session; assi eneric
PFH¥AEPT PEPTFOANARETpFPHLAT USEXS of stgaeorimmatlon

téeEHéngnQQtEBVPEQVEQE hetegk! Akels Wﬁ%!%%%SﬁﬁfkérE%rrler

carrier instant communi cations processing element
neDWDakningcehalggnecpeptdenesfD@rr&n@quigﬂﬁ1QﬁNQhQﬁ

.th | t th [ t
SRR R FARAER: PBHs “OHi B0 USARE EPeRott bt ab g G the
sbBaiant Q%EHQB&%%tb0§§ne&Q&Sha%ntﬁQh@$lﬁbﬁfﬁhéﬁﬁmﬂvéte

identifier and the regular 20 invitees that accept ed
uﬁﬁ§5|ﬁVlFRFlGﬁSSPﬁnsoﬁﬁnéﬁBSdPﬁeﬁpquﬂﬁ9QQMRQHﬁ?%PIar

§9§QEQQ V3aSthe %Qr@ﬁe&nghﬁﬂﬁnﬁo@@Mﬂdﬁ¥déﬁ¥bd§*§%é@bs51ng
recerving a request fromone of the prlvate user
eﬁemeu&scoumaamnmggtaeug@merlc identifier and identifiers of
the regular invitees; the carrier instant communications
processing element establishing an instant communications
session including the generic identifier and the regular

invitees that accepted the invitation.

In some embodiments, the system is adapted to set
up an instant communications session by: receiving a fequest
from one of the private user devices containing a user
identification and containing invitees comprising other
private users; sending the invitation to the invited private
network users via the carrier network; receiving acceptances
or rejections of the invitation and adding users to a list

of users for the session.

In some embodiments, the system is adapted to set
up an instant communications session by: receiving a request

for instant communications, the request comprising an
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identification and containing invitees conprising
ot her 25 private users; sending the invitation to the
invited private network users via the carrier
W W0FR3108%ecei vi ng acceptances or rejections oPCTAAA2004/001993
invitation and adding users to a list of users for
the session. In sone enbodi nents, the systemis
adapted to set 30 up an inst8nt communications
session by: receiving a request for instant
idenuifiieat béna, uske degiest madipg shegragué®t, and
200- 5/ 0-511001 PCT/ CA2001/ Q01993 8. i.dent,ifier_of a
CORERLBLDPcEPNAKERS CREPFAGEES: 2 SRR LEGhte Gy one or more.
oENYLE 686 CARBLES LAY A2 (¢BRDIFRRELOR % ieRe Rt Wi , Hegular
private users on A (the first carrier network),
useyal an AusprivefieAusprisy aneBudshe secRnd Ivargd@hqetwork
arrier_network 5 , and r | ar. users .on B the .P
BESorifl FEShIRE vReTh A B e iR iy { T TS
génerier idehvarfkeandoa as€derd cgendiirC netdidk | eind & aecond
second carrier network; the PICP sendin% t he
JeROFigt LERNLATERE 5O PafECRESr SAZFIRTaRG WKy the PICP
s8RA5 AR LALS 161 ELeN PEHWOkke £24aNGskiS R WlfHha B via
users~10 acceptances/rejections and addi ng users to
apprbpyeéatei cartberanetwdnkgl yecels iPIGCR hee pdiinvptan users
inviEation to.an¥.re%ylar g grs on A through.the ClL.CP .o
aGFeRCABFRE/ Fhd SF-iON™y 8Re AEABI USea SpitGp it TR C
abB¥EHRHhH0Y ;1 @naNY TICed Wedld ingeath AmvE talthiicudd tdey Gddular
of B using the second generic ID; the ClCP 15 of .
ugergoPR A &vrenoibsiiihey CIER fdt Antisd@dmitiec filixdits generic ID;
ssi n_the.r l.ar._user '
cRE"BrPB sREHIREN A AU A0n & S0 A M G 8

nerrc I'ér "usér having the-fir generic

thaenghf tae; cilte of EP wefimether lsed st ganeshicngilan the CICP

i_nst ant comuni cat.i.ons, Ssessi.on between reg%{ﬁr.users

o5nnBEHRT A A ERGH % 3D 136 tadkr oMt Y diffsion
beeRRENC thdeHelghi1Qr AGEY FnNd tadhEROHIgIg I eathashect ,

the application provides a wreless user device
idguradieir aisess havdess tiieg f4rst generic identifier; the
CICP of network B establishing an instant communications
session between regular users on B and a single generic ID

user having the second generic identifier.

Acqording to another broad aspect, the application
provides a wireless user device having wireless access.yia a
carrier network, the wireless user device comprising:Ja
regular instant communications client adapted to participate
in carrier network delivered instant communications
sessions; a private instant communications client adapted to
participate in instant communications sessions via the

carrier network through a private instant communications

processing element.

In some embodiments, the regular instant

communications client is a first push-to-talk over cellular
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carrier network, the wireless user device conprising:
a regqgular instant communications client adapted to
participate 25 in carrier network delivered instant
VO ROPSM5WAT i ons sessions; a private instant PCT/CA2004/001993
comuni cations client adapted to participate in
I nstant communi cati ons sessions via the carrier
network through a private i nsant conmuni cati ons
processing elenent. 30 In sone enbodi nents, the
cdag@taramwst@#tPn&MﬂﬁﬁmhﬂﬂQQﬂﬁsqgmmﬂﬂlq%9k93$r%%le“t is a

e e

4 ent, e private instant
conmuni cations client is a second push-to-tal k over

cel | ul ar mldc@i’fdm@pw dineg Hear dnotatbradpes, aspecépplication

t he pllcatlon rovi des .a conputer, readabl e nedi um
PRAVIIA S0 COREBIt S BAAARIR STHAT JHY I BYQreneor
bR AB 101 n@t%%el%éoxé&ré@ el BsfortiSBir dewh 66t i8Adby a

conprising: a regular instant communications client

wackaitests tlxsqaaldelvmqmt @urich QR et ingretnoT I WA F veRgbant

LRSI ST, B e

Ntk c@l@éﬁ&ﬁtiﬁﬁarﬂﬁ&%mwﬁim cPessPons; a private
network through a private |nstant communi cat | ons

ipsseadsiqrpsidaatiions GlhdiHe radARLRA 4D hi 6VPAEE iR
L%ys L GI"EEI Yomml A LA {K5h £ %W&%ﬁ@%&ﬁf]’?é?nnetwork

ng prlvate user evi ces and regul ar user -
tdﬁ\oug&s d lpmihiatte singtast oforen I pionvatprocessingeelement..
i ncluded in the PoC conmuni cati on session in a nanner

t hat hi des Ié£ ntities of_ the priy e ? e

BRI EF DESGHIFTIGN REOAT ?ﬁhﬁ%‘g%‘ &3 e SEb&l PEnow

S ERsGid hedbdd® é}irﬁ&h@ica@ibxd&é@s;klmthndf]eiﬁdltﬁgcpruuate user
t he acconpanyi ng di agr ans whij ch:

devices and regular user dev1ces in which signals of the
private users are included in the PoC communication session
in a manner that hides identities of the private user

devices.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments will now be described in greater
detail with reference to the accompanying diagrams, ip

which:

Figure 1 is a block diagram of a conventional PoC
architecture defined by the 3GPP standards bodies for

implementing PoC;

Figure 2 is a block diagram of a first system for
providing instant communications services including

providing authentication for corporate users;

Figure 3 is a flowchart of a method that might be
used with the system of Figure 2;



Figure 1 is a block diagramof a conventional PoC .
architecture defined by the 3GPP standards bodies for

npl ementing PoC; 25 Figure 2 is a block diagramof a
Wror%’th/%’;lg‘ﬂem for providing instant conmuni cat i BEECA2004/001993
services including providing authentication for
corporate users; Figure 3 is g.flomchart of a nethod
that mght be used with the §Etenrof Fi gure 2; MD
2005/ 051007, PCT/CAZOO4/OE% 993 10 .Figure 4 is
flowchart ot9%T®thets ndt hbawehart ﬂfgﬂPOBEeEs@étﬁpﬂhthat
hights Visd ez & i EN' €ne: syEtQHr8f5Fi§u§ebb°Ck di agram
of another systemfor providing InStant
conmuni cations services by bridging 5 network
carrlers Hyuwre % is a bf@%bh@l@gbémaOﬁeanodhehasystem for

gy LS L LI B o8 ELOMCS ol

ndquqknmamxﬁefkg. 5; and 10 Figure 8 is a detailed
bl ock di agram of an exanple system for providing PoC
ers. DETAILED DESCRIPTI ON OF

by bri dgi net wor k, carr :
THE DRAW %‘He voutd %ehaw%%@e%satceﬁa% phAtagyght be
el Wiy 4 gﬁugfcbmgexsconnunrcatlons services
such as PoC 1 provrded t0 corporate users.
Corporations may also benefit fromcross-carrier
servi ce an‘ﬂlEﬂbTEafi-‘n’hgli’rofrt €m¢h€trtav@f|m0tbﬁplmyéhsdanuat
t Yo I t when_t hei r,
nﬁ oye%sﬁ&g% un éﬁﬂg %sc‘t?e&‘lc%’??}?eﬁ’s of Q\P?el ess
serV|ces The current archltectures for instant
comTunl catEnguma/ee 29 avi det @BBedab OEkSdisyeinast an example
h-to-Tal k TM over Cellular , (PoC), do not address
StYﬁ; T REEVHRT FRNtPY Jeri é%b‘éﬂl‘t‘?tw‘bﬂ‘vﬁé}?raﬁas
coverage. Furthernore, in the current
DETAILED DESCRIPTION OF THE DRAWINGS

It would be advantageous to have privacy and
security for half-duplex communications services such as PoC
provided to corporate users. Corporations may also benefit
from cross-carrier service and roaming for their traveling
employees and a consistently available solution when their
employees are under multiple carriers of wireless services.
The current architectures for instant communication over
wireless networks, such as Push-to-Talk™ over Cellular.
(PoC), do not address the corporate requirement for
security, privacy and coverage.' Furthermore, in the current
definition for PoC there are no inter-connection links. PoC
components are isolated from both other carriers and from

the private or corporate organization.

Similar limitations exist for other instant
communications technologies. By “instant communications”,

it is meant technologies such as Push-to-talk that allow the
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definition for PoC there are no inter-connection
i nks. PoC conponents are isolated from both ot her
carriers and from25 the private or corporate
WO Y0887 on. Simlar |imtations exist for ot RET/CA2004/001993
i nstant conmuni cations technol ogi es. By "instant
comruni cati ons" it is nmeant technol ogi es such as
Push-to-tal k that allow the VA 2005/ 051007
PCT/ CA2004/ 001993 11 exchange of communications in a
eschangat 08l cymnnsigat dnveudn Rashbstantipdd Yeimghadyaneous
i ncl ude i ant text.,nessa 0
f%f%ﬁ??ectﬁ?éealggﬁggéas ggﬁgFaﬂﬁFgghg ¢ §Eaﬂ¢§y£glng
network 200 is shown. The carrier 5 network has

wirel ess pggage peshowk annatichigkictyr20HisedoseddCAn
(car rier instant conmuyni cations pr ocessi ng el enent

goneradcheFBFly PefRESAREI RELHRYKS R0t LEn&MOMWR wi tifie) carrier
né?@ofﬁrﬁé w198&%§EkaEE@EspﬁEEMB&Ra%%%ckﬁ&Hﬁif%?'2@¥3hnd

net mor provi ded instant communi cations
CBthmcasraeprimateniOcnamwonbazioth@mqﬂqyﬂldgaelement) 202
oper a

SRREEAL oY nELREPRe DY 0" Pn b HaBLoBr CBTAdr ol LG carrier

nEEUBYRI €ALEOParPiespaseRy il eMente 132 riyhalf aldwvsrk
the private network 210 to participate in providing

pravidad ipskanki cammyndcationsset AdEOr SHPWEY ihst dfivate
nggggyglﬁfblg §twh g% ?e Bg &a@%ﬁ! ?S 'ﬁ%lﬁ#%éxﬂ ﬁqzatlon

_ regu In mmuni catrons “wr ess
fdeviegamplle. a'rﬂevpcrevaquu petdork 210N dincdudes aplr@gu(purlvate
i nst ant conmmun I Catl ons client., |Instant rﬁj nmmuni cati.ons

1P§HEFFOHQWF‘P§?1F§%P8§| BERESSiRGs ELemenh)i girs Ghpty allows
tﬂefgehvgeenﬁ@t%rkhé 108k0 Yaritniddte GRS ERI1RSSinstant

processing 202. Also shown'is a set of private
copsuaacataemgni cati ons wirel ess user devices 204
associated with the private network 210. A private

i nstant ﬁ@@%%” 0300 a9 YineR drt AL BHL PP L1 ess

function as
user devices are indicated at 206. A “regular instant

communications wireless user device” is a device equipped to
function as a regular instant communications client.
Instant communications functionality is provided to these
clients in a normal manner by the carrier instant
communications processing 202. Also shown is a set of
private instant communications wireless user devices 204
associated with the private network 210. A private instant
comnunications device is a device equipped to function as a
private instant communications client. Instant
communications are provided to the private instant
communications wireless user devices 204 by the private
instant communications processing 212 via wireless access
network 201 as detailed below. Typically, the private
instant communications user devices are hand-held wireless
devices with extra functionalities such as high security

applications. The devices may have other normal
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25 private instant communications client. Instant
comruni cations are provided to the private instant

ni cations wreless user devices 204 by the _
&ggggFébﬂWEstant comuni cati ons processing 212 Yd/CA2004/001993

wi rel ess access network 201 as detail ed bel ow.
Typically, the private 30 instjgnt conmuni cations user
devi ces are hand-held wireless devices with extra

i ktjes ch.as _high_securit pplications.
S LORLASLE cRHTR: T RdP Y aR i i baBER s 18 Lhistant
FRETGAPO8YL 6049932143, canylinkAalibPN8e CARRDLE EhBaLAS of
wel |l that are pot instant conmunications. Al so, a
et aRing eushd peut hpabredbf ferankt iBAF ARt usPAGUNications
melid Pl endi fferent instant comunications mechanisns.
51n a preferred enbodi nent, the instant
comuni cations consists of hal f-dupl ex voice, such as
m ght be @el averefierned Pubodysértn bhé bhheantnst ant

i cat i tech i lated. It | ,
CHIUL T 005 CGUTIRERORE BR-PoCIRLFT BGLFGI| SHghi ap, misht

mnddDivaeegol wit hopscdsgstbhedbhier 8t ReW bhsEhhk!

apply. It is noted that it is common for user devices
AMYRRA ELPRT prechpadeddesopbe afpphemphatede It is

. et at i ’ . OLLV . o
TR FHILe euBr GLYSRSPRETAOE WIEL TR fupasogplex. ana
tpersdloniohatdest pybed hereperaiPli st #ll5appmiyl ar

manner to regular instant conmunications user

devi ces. &onther wor, ds ven user deyvi ce m ght. be

i :
equi pped hlﬁo?ﬂt?ﬂet?%gugﬁfl?n%?ﬂﬂ?nc AhuRFseat A§Hdces to

HdveeuBpibl dembféyabe bpetaPioROMERI §6hé ONSpEbheRtat ions,
Such a "~ device mght switch between being a regul ar

3 iirean ol caRsuiRebenbnsousenideyices anden geviacemay also
3 W EOTPUSBERLL RN UREE SRV USOERLLY, s
giegulaar mwsmnendtoneedolar instant communications user
devices. 1In other words, a given user device might be
equipped with both the reqular instant communications client
and the private instant communications client. Such a
device might switch between being a regular instant
communications user device and a private instant
communications user device dynamically. Such a device would
have two user identifiers - one for regular use and one for
private use. Such a user could then initiate/participate in
a regular instant communications session that would be
processed by the CICP in a normal manner, or could

initiate/participate in the private type of instant

communications described below.

Figure 2 shows the functionality of a single
private network that allows the delivery of this private
type of instant communications to users associated with that

network. More generally, multiple private networks, each
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private use. Such a user could then

initiate/participate in a regular instant

comuni cations session that would be 25 processed by
waanaoSmwoin a normal manner, or could PCT/CA2004/001993

“initiate/participate in the private type of instant

comruni cati ons descri bed bel ow. Figure 2 shows the
functionality of a single pr}ﬁ/at e network that allows
the delivery of this private 30 type of instant
wishnani esspeAated §e&r faprdvrieedshitt HePH&EES MEYudi%k each

et.al ispl.e ' e.ne rks.,
HBErFEERGD i ExsbRronthyb i st e sh 18 o
pselvide phivatd fiesendevriypes ofay nst asdc lcommomissd teibii® to
the carrier netwqork _as described sq as to royvi de .
LHRRS HeeFerentYPYSE 100 Pnsthne o Bty Ateatiots dey tees will
pkhBiskod3ated MRHCabme Aielinelt Rirlgwdli®atSein devi ces
will 5 be associated with sone distinct organization.

By way of overview, in operation, instant
communi caBYoWayr &feiovedvieym g eRegajdan .danteanto4

Auni2 %tt(i% Y rtelg% i\@erde lf"i%?n gﬁfi'iﬁa‘f:% NE&lyo rcﬁez‘f?fgg? én 0% (?@ Care

cﬁF‘lm\‘/lgtlé: irnstant” comunicati onNs processi ng .
rpuited ®yneheok rkd e2k0 cathdea aedwordcesRedtdtlidigprivate
PICP 212, and .,a si,ngle conbined input, i s _generated

1% 25¢n CORRRIR 1CH HRR SOREPC2ES 10ghiZdi tifedhe tifglvate network

29QTbi Red JenRtle Wit sid @ L Bilcd BAY, JHPM asingle

regul ar user device 206. The conbi ned i nput is generic
ciombtimeds émpaitt Hast geme riateidy iaddlalsemti Jatak dsertther@ICH5202

at .identified. ClCP.then.deliver.s instant . S
Bl SRt rde AARSh Y d ke & Ghahe aormel inpue
FRIRE aWireRUARRY &idld 10 Fdlv i gy ., WHe ddid iai Ngslut is
private users being treated as one ,  user. The manner

dePemicc H s iifalse Tice Wttbitied MdHvisiak &t byyusers are
AR, | T o A 40, SO
fpmiotdtemalsisry devixesedo athatsans dppedr otthe el son¢egventional
Agﬁﬂgr, with the combined private users being treated as one
user. The manner by which signals are combined will be
technology dependent. For instant text messaging,
“combining” simply involves modifying each text message from
any private user device so that it appears to be coming from
the generic user. For half-duplex voice (such as currept
PoC implementations) combining involves taking a singié
active input from any one of the private user devices and
transmitting under thé generic user ID. There will only be
one active input at a time. For full-duplex voice,
combining involves combining all of the active inputs from
private user devices into a single signal. Preferably, for

PoC implementations, the signal combining function is a PoC

server.

A first method by which the arrangement of Figure'

2 can be used to provide private instant communications
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the generic user. For half-duplex voice (such as
current PoC inpl enentations) conbining involves

ingle active input fromany one of th
ﬁﬂF@§%8‘8§ devi ces and 25 transmitting under FﬁyCAﬂm“m"””

generic user ID. There will only be one active input
at a tinme. For full-duplex voige, conbining involves
combining all of the active inputs from private user

evi ce nt o l e signal. Pref bly, f PoC
T oL o i afe serbiod gt ikt Porengeato the
ﬁ%ct&@e&ﬁ/eﬁl%ﬁé'jﬁ WRLH0S B¥ehbEhathRivate user device

arrangement of Figure 2 can be used to provide
4 mﬁxamsttcamom,fbﬁmmm@atmﬁscmm%ai%qme? a request is

PAUGPI04, 004093, 14, Tyned 1 90l LLY i 1L ng his

esc erence | GwWChart o?pFlgu

equéEn contseindfsenrsyat eoflsefse-ﬂeydéﬂt12DéaWh.6heaft @he
conduct ] nstant conmuni cations, a I equest ,
er/rdaﬂ‘éb%yﬂfewg itRe ¥REedRvi %Edzmmé%l%? epn¥itees which

r
wii JACAS oG P SO0 SOEL QhallSE reqular users. The
Enqhaﬂnnrﬂrmncemvé@éﬁymhmehcanrghr necvode 20ber for example
rivate user and/ or ul ar éeéé' The é %uest IS
'ﬁb‘i‘é’r ?%Scaa‘??‘?%? St it 5. #B¢ ERGnppauest is
afcml%g&veav' t 6| H88 OEECLSFoPEt 1OFKa2@dda SRdrbhenteguest 212-at
is 10 addressed to and therefore forwarded on to the

FYeIP 1P - gfhe sREQP 32 P2 ﬂ'ﬁ@d‘-ﬁ’l Yee2invikalionhto the invited
t [ i er§. Vi

A POl WY 08 (RO PLEIBEL e Lo ORR R 20 ac

g§udp/a-€3 users' acceptances or rejections of 15 the

invitation are received by the wrel ess access network

201 and forwarded to the PICP 212 and the users are

added/ not RISF1HLE | PRET DB ﬁggthleFe{shgrsgggﬁ.sﬁlons of
RO A Yich SEEPrcdivél By epnd- Rirkhesk! £Bcdd2 network

assigns a generic IDto the set of private users on

3¢ and sfopwarded to the PICP 212 and the users are
added/not added to a list of users for the session
accordingly at step 3-4. At step 3-5, the PICP 212 assigns
a generic ID to the set of private users on the session.

The generic ID is associated with the priﬁate network, but
not with any particular user. The PICP then generates an
invitation to the CICP at step 3-6. This contains the;
generic ID and IDs of the regular invitees. The CICPW
forwards the invitation to regular invitees and receives
acceptances/rejections at step 3-7. The CICP then
establishes a group instant communications session including
the generic ID and the regular invitees that accepted the
invitation at step 3-8. Then, on an ongoing basis as
indicated at step 3-9, all signals from private users are
routed to the PICP 212 where they are combined into a single
signal from the generic ID which is then forwarded back to .

the CICP 202 which treats it as a single user.

Advantageously, this system allows the identity of
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20 The generic IDis associated with the private
network, but not with any particular user. The PICP
t hen generates an invitation to the CICP at step 3-6.
W RWSOHRIAI ns the generic ID and | Ds of the r &§IYEA2004/001993
invitees. The CICP forwards the invitation to regul ar
i nvitees and recei ves 25 acceptances/rejections at
step 3-7. The CICP then est & gllshes a group instant
. comuni cations session including the ener| c ID and

indiy iidad privake asershdo ah,%erpk%%ﬁrfh t¢RRi3adj BRIaE -6 may

o EE Grded R D7 Vate user s are 30 rout ed

to the PICP 212 where they are conbined into a single
si gnal froe tdengeineriis IGwhelsdéts uheahéad wafdedme and
back t the CP 202 reats as.a s
angsdpet Ol \Mlh]f Jts%t‘é?ﬁ’él ¥ oﬁ\ge?'h%ggdent ity
of WD 2005/051007 PCT/CA2004/001993 15 i ndi vi dua

private useférigtBeely didemom)eps 3 sl 8-6 oAy phepr got
performed simultaneously. The generic |Ds can be set’

the igneidatoton i mndinkpung & hre |$RrkeeS 13t ah§aphr PREuFgEular
udf aﬁ g%ﬁ%é Yysex A SR b St @8ml R A8 €5 BE SkeRssary

the invitation, and found t
foexitdies ﬁsémx ant asgidgming usech angélnecan bsepelrlbormed
can be determ ned to be necessar or.the sess

Akt SO Gy BHAPSRETE GO B9y HbdtoabE3vate users

atMdfiaute NRCesSAiid YIRSPPChSd No | int PO tHat edsgay L@ers
at that tine. This IDis used to invite the regular

(atwps 3{6t eps? 3-%; 8 B-qonaugyenbhy uvitht agtdvifles of 3-4.
t fy354.
gcrbt'e‘”ﬁfgs & er.let gntyally.at ﬁié’ Bhe! §EnERL! 6D

generlc represents a I'vate users
repidwatit s NdlYi plubvat dewséts esjthand ;hﬁdihﬂeduaapdﬁaamlt ies,
S|de each ri vate user _sees

th 15 t
AR AP DR L gh AR S JEREPFAVREE FREE §ERS AL BERer
pi SvASS 0£h@t B AP LEErHT ENPERGACEMET fenb¥icN@D. The

generic ID is associated with the private network, but not
with any particular user on a permanent basis. The PICP
then generates an invitation to the CICP at step 3-6. This
contains the generic ID and IDs of the regular invitees.

The CICP forwards the invitation to regular invitees and
receives acceptances/rejections at step 3-7. The CICP then
establishes a group instant communications session indluding
the generic ID and the regular invitees that accebted the
invitation at step 3-8. Then, on an ongoing basis as
indicated at step 3-9, all signals from private users are
routed to the PICP 212 where they are combined into a single
signal to the generic ID which is then forwarded back to the
CICP 202 which treats it as a single user. Advantageously,
this system allows the identity of individual private users
to be hidden. Steps 3-3 and 3-6 may be performed

simultaneously.
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with any particular usér on a permanent basis. The

PICP then generates an invitation to the CICP at step

3-6. This contains the generic ID and |IDs of the
WEHIPEPSI0i t ees. 20 The CICP forwards the invi PaTiCAR004/001993
to regular invitees and receives :
acceptances/rejections at ste 63-7. The CICP then
establ i shes a group instant comruni cati ons session

inoluding the generic ID and the regular invjtees .
that accepittéd IFRETiGAR%t1G30h Bft eErREed ik bhegrarrier
rRARII0 RASIshedts 2% i AR Ale SIAP Brifed! tosigpal s
fromprivate users are routed to the PICP 212 where

palhyi carlerc ardsimiet] didenk it ysi ngle signal to the generic

I D which is then forwarded back to the CICP 202 which
treats it ,as_a, single.user. Advs ous| i .
system al Ipbv%eci%dec{]g" :tnlfcl’cfyb%f&}ln [ \%a‘?r%a}?%%?%ﬁﬁsg;fshgure
23Q 40 Hee Uellaip [fSiepisd s -pr gt 3-inswyntbechpanhnl 688ions

si mul t aneousl y., WO 2005/ 051007 PCT/ CA2004/ 001993 16
fmetdganadiity pal arhawe hegles@riRedivHR neefarenee to the

%E)H%Al}té% %‘?ﬁgré)ftl Li %ﬂ‘%n%c?d%né {rﬁ%@q%t Be amélﬁlemgnted

r user’s identity. A second ne y Whi
tich o rarviateg enmontp afndti agur ecofmihiczat bensisatong provatle users

private_instant co nications functionalit il L _now
B res dTIBER WITE 2 o Ik 4 (4T 19DVETG 0B wishes to
JOr R 4instis erdeslinEddc JB! Perd qid SeDE efdenkPated by
‘provide group instant communi-cations among private
tyeerfsi rathlusenNdev kcais2t4 At S0 Vate- usErlgeyeduesps

Wi Q C Ctel { [.on e t ‘
St Sl PR LA BT SRR 5e epbefuesyacvice
nfeklingl ilfe resiasdt , comd addst S 01y PEfivsee network
ldentification of the user/devjce.  naking the request,

4 (&St ai r%h%rff‘?ﬂ‘f:ﬁ?t(/a’c% ?F’e‘i%‘_f‘?@ PHvFieesarFpgr network
JRAVEYr | SxdRSEL Vasr BYgh Nei Fi dd £Ta L 40T Ke dRo2R02 0001 and
exanpl e through wrel ess access network 201, and

the request is forwarded on to the PICP 212 at step 4-2.
The PICP 212 sends the invitation to the invited private
network users again via the wireless access network 201 at

step 4-3.

The private users’ acceptances or rejections of
the invitation are received by the wireless access network
201 and forwarded to the PICP 212 and thg users are -’
added/not added to a list of users for the sessibn
accordingly at step 4-4. Then, on an ongoing basis as
indicated at step 4-5, all signals from private users are
routed to the PICP 212 where they are combined into a single
instant communications signal which is then forwarded back
to the private users via the wireless access network 201.
It is noted that with this embodiment, users from a private
organization 210 with this architecture can conduct instant
communications with each other regardless of whether or not

such a mode of communications is supported by their wireless
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the request is forwarded on to the PICP 212 at step
4-2. The PICP 212 sends the invitation to the invited
private network users again via the w reless access

- wetuwmroksi@d1l at step 4-3. 20 The private user s'PCT/CA2004/001993

acceptances or rejections of the invitation are
recei ved by the wirel ess access network 201 and
forwarded to the PICP 212 andtt he users are -r.
added/ not added to a |ist of users for the session
cacebedi ngtyonk zoep 4'-I‘husThén avatarroAgpilegemdsitscas the
25 i ndi cated at aIs from privat.e
maoBpd GF or i9Bheeh Fnt RE BrepePeItaosD FEY upekion with a

wEpAPLESd Lt e SbBEbek hBE! 3GLippeELRiEat Core Danal
which is then forwarded back to the private users via

the wireless access network 201. It is noted that with
thi s enbolhfearbodimrats oh HipHrest € - 4383y gansmgbthat

aHOtmet gagbgéeaﬁggkgeskgr gtu%gr%regad&s al B9l mt rrier

conmuni ons wth eac regardl ess o
netwoek. sinhaaothde embodmmunkcaptdwatbsusmnxndﬁuhkgnven

their wireless WO 2005/ 051007 CA2004/0Q1993 .17
OFgRPLERALABPWBFR SHBPOFLGS, “‘é‘gg't"lﬁ’ére CRpES e R GRS -

FﬁgﬁrengtBQEl@EsthQéﬁeéaqaﬁr@%lt@@t%ﬁﬁﬂk%@ﬂ|%upports cross-

njunction with a~ wireless carrier network not
cequippednataht CcoPmROZ cathenshodivee Fag Igfe IFingiiwariks £00,

ve_ass madtht I e.pri r
280 55%: o8y anE SpPelouitlor? REREREE D U Garrier
nekhogkeent angr Bv&bepu&msreafy a giawarieromganarit iR e eis
support ed bé nul tipl.e carri net wor ks. F| ure 5
&

cguppeed asgBREPER ¥ALH MEEHSS S RACSSIPSITOTN st and CICP
2%36?h?op5§gaagg CQIERLY GRS Qg1 2 PVR) LAY TdeRF i S VB & Sand

_ are shown and thése wll be referred to as
pedvater useet devisces 294 .B r@sqm@m m%ﬂortkarﬂ i230 is

L R W
209 Bedupioviges 6@66&%56ﬂxié§ﬁ1ar user devices 226 and
privaté user devices 224. BAlso shown is a private network
230 equipped with a CNICP (cross-network instant
communications processing element) 232, a particular type of

PICP.

Referring now to Figure 6, shown is a flow chart
of a method of providing instant communications using;the
system of Figure S. At step 6-1, a private user initiates a
session by sending an invitation. This contains the private
user’'s identifier, and invitees that might include private
users on A (carrier network A) regular users on A, private
users on B (carrier network B) and regular users on B.
Subsets of these four categories may alternatively be
present for a given invitation. The invitation is forwarded
to the CNICP 232 which in turn realizes that there are both
A and B users at step 6-2. At step 6-3, the CNICP 232

assigns a first generic ID to carrier network A and a second
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private user devices 204. Carrier network B 220 is 15
simlarly equipped with wirel ess access network 221

g&(il %C_P 222 and provi des access to regul ar user -
FRIL18%6  and private user devices 224. Al soPGHEAMN04/601993
is a private network 230 equi pped with a CNI CP
(cross-network instant commugi,cations processing

el enent) 232, a particul ar tygg of 20 PICP. Referring

now t.o ,%9”6 6, shown is a flow chart _of a mnet

hod of
i?%t%ﬁﬁr%%ﬂﬁ'ﬁ%%‘_f}f dhs u'gti“ﬁggN%cl‘fe thengends the
il pn Alo SEIRP Prilvatie RiddAd ONSEahdiB '@:{e?sa?%%opriate

session by sending an invitation. This contalns
agndess exetivardes 'at islan ididr, Bhdsiepiéees timtprnighte users

i ncl yd rivate users on A (carrier_network A
AREREP A A fre S ks F RIS af N A fes netorks
ael i dwal)ded (e & gt N USRI DN Fhd WSSt SrOf a4 M€ not
four,  categories nay alternatively be present for a

agidgeh tnEheitsFs 1amaasorad g bn: | A orheR deth 30R 0

i I5 : ' ot i t,hat .
SR GG Slheleidn WD Qb ok 8L ifers on
tOxicORI23he BRIPYMS02A dfi Istugianertilee | O tst cpeiéeic ID. At

net wo A and a second WQ 2005/.051007
SRR Bxo0 00 105 E AR At | D £ HegY I e T 4 £B

tHougN Chd hercsens dhas %ﬂ@%é&ﬁ&leﬁﬁﬂé{@é erp.

users on A and B via appropriate access ne rks at

S$eps 646 amd ff€p ®B,be Irepfionmed siveudtaneocusly with step
gdgceptances/rejections are received at the access

networks 5 and forwarded to the CNICP 232, and users

are added/ not added to the session accordingly. At

step 6-6, Fn thiwipainton drs isesttantt arBdidien LM EFHRS 2séHsion

.requl ar users.on A through the Cl CP 202 of A using
ltshgsﬁ ' 1%@%‘“ FH9 the g%ﬁtre'ii’%c-t?l,v‘% HRE iSRATIRT drefeork A
cIen, thdrROWA dfe el & 1 ddupualhd he ﬂr?%%?eﬁxgéric

B using the-second gerneric ID. Steps 6-6 an
userpdeivameed b nfid 1athaandniai ih thatp represents all the

private users and the users on network B. Instant
communications processing is performed by CICP 202 in a
normal manner. Similarly, from the perspective of carrier
network B CICP, there are the regular B users and a single
generic user having the second generic ID that represents
all the private users and the users on network A. Instant
communications processing is performed by CICP 222 inﬁ;
normal manner. Private users on A only use the access
network 201, and private users on network B only use the
access network 221. Steps 6-8, 6-9, 6-10 are then performed
on an ongoing basis by the CNICP 232 for the session that is
established. At step 6-8, the CNICP 232 combines all
regular B users’ signals and those of all private users (A
and B) and sends this combined signal to reqular A users via
the network A CICP 202 using the.first generic ID. The CICP

202 of network A then treats the combined signal as a single
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‘6-4. At this point, an instant comruni cations session

is established. Fromthe perspective of carrier

network A 15 CICP, there are the regular A users and
VWOPGISH0Generi ¢ user having the first generi c RAY/ENHO4/001993
represents all the private users and the users on

network B. Instant conmunications processing is

performed by CICP 202 in a notmal manner. Sinilarly,
fromthe perspective of carrier 20 network B Cl CP,
usher Eonr EhehpureggbaprtweﬁQS&ﬁataCQFW@Iné a@éﬁé}ﬂ C

user _having the,se d Cal t represents al
C?ﬂ@“ﬁ%?%% gnuseF§ g% E%gﬂﬁégrs gngﬁgtmork A. I nstant
conmuni cations processing is performed by CICP 222 in

a normal Anasoep. 6P|9i vahe 0¥EC® @l 2Acombyngse allle regular A

access 25 netwo rk 20 pri.vate users on network

USREF uSLInAd W&&Begloa& wgrﬁléz?rlg PLSs Y6<ES 6 %d%b’ and

séﬁast PRE PBMbYNERd s igRadn toNgelgld akas @it hﬁ.achuéfﬂlork B
2 for the session that is established. At step 6-8,

cme CRRCRs28g tbebisesond gem@guk:arIDB ugdves nedjwar B cice
hose of .al | prlvat usgrs. .GA )

2§2n8 e?hrgcgénﬁl n&d %si' ﬁal %qg%raél u ar /E%%gesfstr&%ga ol

uBekWebk Ahel @Bszaatus:loﬂ@u&ﬁeaftubsﬁs @@nﬁmmdamldihauth

CICP 202 of network A then treats the conbined signal

ngswarkj ggPElaD BoWseESt. 007 PCT/ CA20( 14/ 001993 19

user for the purpose of the instant communications _

communi capk OB Wt 1§ e rt%ulc?qrxc‘é @%@r%on&;nféseréfg&als from

the CNI CP 232 conbi nes al regular A users' signal

CEcPh20Rové@aot hal Iflmstv@teelelmer siD( AnShEIRP 2% Bl

t he orrbl ned si_gn uI ar. USers Vi

SErep 2§§nﬁ§|lﬁ:gI%h é"@&r}d er?(g‘rlg ]%a él%ne r&iﬂgﬁh
nEkWBrkd22 Lhen p el \LRads 3:|H’da9|dbnﬁ:llgi’da’ﬂ s’nll’yhat][ aad Sprivate
this as one wuser for the instant comruni cati ons

. UgEFSHU R ROtEN NRtMPTkfeAvdd Begul ar B users.

It can be seen how the method of Figure 6 can be
extended to allow the combination of signals from more than

just two carrier networks.

In another implementation, a method similar to
that of Figure 6 can be employed to provide cross network
instant communications to private user devices connected to
carrier networks that do not provide instant communicdtions.
Such communications would only be among private user

devices. A flowchart of the method is shown in Figure 7.

The method begins at step 7-1 with a private user
initiating a session by sending an invitation. This
contains its private user ID and invitees consisting of
private users on carrier network A and private users on

carrier network B. The invitation is transmitted through to

‘the CNICP 232 which then sends an invitation to the private

users on A and B via the appropriate access networks at step
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10 At step 6-10, the CNICP 232 conbines signals from
CICP 202 via the first generic ID and CICP 222 via the
second generic ID as well as all private users on both
WEtYU4004 and B and sends the conbi ned signal AGI/CA2004/001993
private users on both.networks A and B. 15 It can be
seen how the nethod of Figure 6 can be extended to
all ow the conbination of sigfdls fromnore than just
two carrier networks. In another inplenentation, a
Tmet hoBit séhepPai-8o thhaprgvatﬁguﬁers aanepb @ﬁpt@g@@ttéhe
rovide crogg . netno 20 i ant co tiaon
B PVaFEolicoriderens asan2uishPs B8P FanSH FRorus” 1ise of
ukbas dornohepsevkieoni bgt BAE CODUBNRGAL | Om&en,Slathstep 7-4
comuni cati.ons woul d, only_be anong private user
apdvPRedn ANEPRENEAE 1S} Pﬁé ﬁ%ﬂﬂég S| 8T8hRHERA EPglhe CNICP
232 Jhéraﬁiﬂe9a9€9b8ﬁméhlé5€@oﬁs 1oyhEBsaipgl yat e%%%&med for
5 1nitrating a session by sendihg an 1 nvitati hi's
thentamhsnedssptlvatasaserohDAaadd|BV|t§hs eﬁﬁsc&tpﬁgthls is

tﬁ gr vatE Eers on_carri.er netwrk A apd Br %
8k 80 oASEAPFi EPMHBPRERK1BME THR L ndFt §FFoHP; Hetween
ptiaaed hkedst Bhodahrier hBewShkCR 334 phi¢Atkhaesyands
an invitation to the private' 30 users on A and B via
C@ﬁﬁlappﬂ@bWPﬁkeBaﬁééyéthé?ﬁbﬁkggaﬁhgtéEC%Dt29@5F@81@@Irler
nggwégﬁgog4éﬂglggéa %g ﬁ%t # Bdeé ah?esekhyaggtantN
users accep F P I nv atlon and ‘users are
caddedloatmohsaddpdbim1tye IEBUsofthmseCSuﬂdrbbhamplemented
sessi on bg the CNICP 232. Then, at step,7-4 .and on an
iBngoRfRbvs §|§uc§IPss?BﬁﬂpslHrElQBH?ea tBthgléﬂléﬁeB
o%%gs%ﬁr 8ri Rak205i6AMBENbAAL beNBoPhOBESENR® b®2 and CICP
performed for the conbined set of users on A and B
27Zpe effect of this is that an instant conmunications

call is set up between private users on carrier
net wor k v a net wark
ot i t st Sadng e harp AP EFRuPY, RE°ELFe S M Rampies

given, cross-carrier instant communications services, are
provided that withhold user identities within their specific
carriers or corporations, and enables enhanced features
within the corporation clients. The features can include
improved services that are in the control of the

corporation.

Turning now to Figure 8, shown is a detailed™’
illustration of an example of an implementation specific to
PoC that links private or corporate half-duplex or PoC
components with network carriers’ PoC components. In the
example that follows, it is assumed that the private network
is a corporate network. However, the architecture disclosed
can be applied to any organization. It is to be understood
that embodiments that employ PoC for instant communications

are not all limited to the detailed example of Figure 8.
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10 networks A and B may or may not provide any such

i nstant conmuni cations capability. Thus, this could

be inplemented in a network such as shown in Fi gure

WO 200%03W07h the omission or inclusion of one ACTHRAIN04/001993
of CICP 202 and CICP 222. 15 Wth the architecture of
Figure 5 and exanples given, cross-carrier instant

comuni cations services, are 2provided that withhold

. user identities within thelr specific carriers or

corporatlohs Figidrendbthe enﬁam%@uu¢éur@r@@nemﬁihyn1nd1cated

oration_client The t.ur 2hy in de 20
t?\‘rp?(gv %%?9?%%§e?h‘ﬁf§%r%afn en%on?rol g{lﬁ
ﬁﬂfEQé@iu@ﬂurgugéhéﬁaDDyliﬂdft@bé@ By 6momn a8saciated with
detailed illustration of an exanple of an
¢ APF LRENRQEVORK sBechere 98nepablY habtherakBayr PeafBeorr more
EQEPRLA G bpbLrdUP! £XsG" sRBim 255 COPPASHESULED 64
network carrrers conponents. In the exanple that
és:i;d:oimt;edtwushatshanedrphaatim perxare maywbeksuich a
COEP FetmoE eg, th fh#tecture.digclosed

55% PES Braﬁ9 nf zB phipate
89§§ﬁ§£9@ﬂon§hatCSB?QQtanhﬁdtb@irE€?|QYhEOQ tekpective GLMS
i nStant communi cations 30 are not all limted to the _
3ét 4% | eBoExaaprersf 3Fi g%lﬁe gnd\presesres3epyers 38,48, as
P 9 1 gur rast t
BERL Rl D tphnt SBeat 35" o2 7 Belul g, YL BEAEHE Weices a1
ﬂﬁémghkwﬂ‘oﬁndetWBEkaatrustate genpoahtg Pndicauemthy33
62 is_associated with carrier net

- BeRefAleptst hér8TAnFNBENoABR BFE thorE B. cbhiforepresenting
PeLYRLkSandyse sBepBrafel BliaALsUCt BbBpETatasedetitad on

the corporation. There may be suc
natwaskr Bcaueecbonegtetl bP bhpl geubprytef PRFi ¢at #he same

SEARREZ36, R, B80S Ao LB KA. IR ene
88t481sasre not shown. The dashed line 51 between corporate
PoC clients 33 and the carrier GLMS 34 and the dashed line
S3 between corporate PoC clients 33 and the carrier PoC
server 36 depict the possibility of allowing dual identities
for corporate users - corporate and/or regular identities.
The access hetworks are not shown in Figure 8 so as to

simplify the figure.

oo

The corporate infrastructure 64 has a corporate
SIP/IP core 12, a corporate GLMS proxy 14, a corporate PoC
server proxy 16 and corporate presence server 15. A
corporate firewall (not shown) may be provided around

corporate infrastructure 64.

For corporate PoC users using their corporate
identities, all communications are routed to the corporate
infrastructure 64 as indicated at 50. This might take place
over fixed dedicated or virtual connections between the |

carrier network and the corporate network for example.
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10 well as SIP/IP Cores 32, 42. Regular PoC client

devices 31 are shown on network A as are corporate

PoC clients 33. PoC clients 41 are shown in network

WO PAVESWEpresenting regul ar and/ or cor porat e PCT/CA2004/001993
clients. Corporate clients on network B are connected

to the corporate PoC in the sane 15 manner as the

corporate clients on network #¢ al though the details

are not shown. The dashed line Si between corporate
Ppgearabdift. s the seFrorateaPoCeseqvs 346 awes et atudaned

<L b n.cor P . en 3 nd. the

Ek B aReg B30 BT COMAL T cate Db poc
salrivewsng 6Jual redpricttived y2@ndos taokpadtin et fces 58,59 to
corporate and/or regul ar identities. The access .

R categr &ikdy Séﬁ%x%ﬁ’ CRTE ddré28 r&5PESHiye Ly npl §iyilarly,

' . al @1l hast UGt .

e S e A T il afaces
53.64r por soomRadcazs sdithether oayrierdsd GIMpaat et4 .
presence server 15. A corporate firewall (not shown)

may be prqyi,d r d .carporat.e i nfrastructyre, 64.

For corpo?‘\étt_le%gggogégresuﬁs?ir g Chen rigoraﬁgr Fopted .é‘rough to
thdepbirpoeat eanlk ta@iRUNhedl eheyaae e @ prddthely combined
corporate 30 infrastructure 64 as indicated at 50.
apfli LORLEAt bagke tHI &BE S0&T ipTx BGtHOAKEatEd IRaUiredial When

'tﬁ@nQBSVEOB§sQ§H¥@%nm%%ﬁod%aEQEee%ﬁg%%g#%§%g§f¥nﬁua syste& of

corporate network for exanple. o
FRGULEAB004/ 801293 1ed2 gPnefrécakisey tilse prersemtaic thoGhe PoC

server .16 .uses standar interfaces 56,57 to |
S ERREnPEadE LhEn TORD Br Pl OFLEtROG POb GaisnSE, dpia
ihespeatievelky sakh %h%ﬁd%&6m|ﬁh@rE@Q@§e§885%é¥%pective, there
.communicate with SIP/IP Core 32,42 respectively.
18j BP| diffFersnseePetyBrR BhE&egydpsr 80 GlNeNts Jsexr a
sippgatd | 5 ' calenp th difie;
cca???er gsbg_)%g %%?éjﬁ%%& ée%%rr %g%g %gigéé;‘@ Si g'&l’nlgﬁ(F lslérly’ @
vartuaduPed tAdemghisopresented to the PoC server 46 via
interface 57 such that from the carrier's perspective, there
is no difference between a regular PoC client 41 or a

corporate proxy generated generic PoC client.

The real individual user identities behind a
generic PoC client are invisible to the network GLMS 34, 44
and PoC server(s) 36, 46. This allows greater privac&'When
creating PoC Séssions and inviting large groups to chat
sessions. Optionally, if demanded by the network carrier,
the actual number of participants behind a corporate generic
PoC client could be provided to the carrier-based PoC

Servers 36, 46 for billing purposes.

Preferably, a corporate user 33 under a carrier
can use his/her corporate PoC identity or his/her regular
PoC subscriber identity for his/her PoC sessions. If the

corporate identity and regular PoC subscriber identity are
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the corporate network where they are appropriately

conbi ned and routed back to the carrier networks as

requi red. When 10 the above descri bed net hods are
wWapRIEMeH02dd in the systemof Figure 8, a so-catCBGEA2004/001993
generic user is presented to the PoC server 36 in the
formof a "virtual PoC client" via interface 56 such

that fromthe carrier's perspgective, there is no

di fference between a regular PoC client 31 or a 15
akloyed ate e oxgedenler thiedsavpetimepoprelfiegnbly the user

Y, [ r to t

Rl trofptint iy By ErEbe THl BRERERS G i tormacion
tearégeras pecspeetsve, there is no difference betmeen

a regular PoC client 41 or a corporate proxy

gener at ed generlc oC client, 20 The real individua

user i derPFERRSe paht ncPEPOLBhEr PECBSCSLAMENE &ke Processed

aﬁrWﬁé'&%ﬁpéﬁaEQePG@tM@f#eglwghéﬂe 44 aaQQeaﬁglllty to
server(s) 36, 46. This allTows greater privacy whe

proede n@l%@ﬁe@shme@nﬂeahuresngm &Dg@ogla@@psuae(rs For

chat seSS|ons onal i.f demanded e . netwqrk .
£afe1Er -h oate | MR RER e, 8 BAC e ShEL b aen 1o
a@ai?DzEl@Dé ate genpsiste Fi®§e£bl Bt mGeuhd Iwepcsmgixﬁqu t€ent to

-the carrier-based PoC Servers 36, 46 for billing

t¥ﬁ”fﬁg AT PlE¢EFably, a corporate user 33 under a
carrier can use his/her corporate PoC identity or

-yl Sthss ERGHbPEs 30 PoC subscriber identity for

hi s/ her PoC.sessions. If the corporate identity and
regul ar PoC subscriber identity are WD 2005/ 051007
PCT/ CA200WODQ@SBUSQBC@$¢ omampéebewuééd ngw tiee mnted in

tinme refer h e evi |s no ermtte
ethe ConbEft SOE 05 YedtSalty thav By 3R 00P AB1RREE Lifit Fome of

tWQeémp1&¥@@QS&sﬁhé carpent B asemﬁr&u@@alge&w&ce provider,
essed 5 at the corporate PoC_server, there is a

w?*%?l%???f? e prbYiGE Pu??h@ﬁr@ﬁﬁ§ﬁc@&WM%ﬂﬁﬂﬂ§9W%9er
TRO' POFbLatiS€hSc £O'and GLMS 14 servers pre-register a pool

of 60 PoC service accounts with names of clA@mycompany.com

through c60A@mycompany.com with carrier A, and similarly
register 60 PoC service accounts with names of

clBe@mycompany.com through cé60Bemycompany.com with carrier B.

With these PoC service accounts, the corporate PoC and GLMS
servers can support up to 60 simultaneous PoC sessions if
each of the PoC sessions bridges both Carrier A and Carrier
B, or support up to 120 simultaneous PoC sessions if each
session only involves one carrier, for the sessions involves
both corporate users and regular carrier PoC subscribers.
Each of the PoC service accounts may support one or many
corporate users under a carrier (Carrier A or B). The
mapping between real corporate users and the PoC service
accounts is dynamically assigned on a per session basis. If
there are multiple corporate users under a carrier in a

session, all the involved users of this session share a
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exanpl e, in one inplementation, a "private chat”
option is available to corporate users. by nmuting the
signals sent to the regular users. 10 Use Case
woapd/essodfar i ous use case exanples will now be pcr/ca2004/001993
presented in the context of a conpany having 2000
enpl oyees, with sone of the enployees using Carrier A
as W rel ess service provider,24while others use
Carrier B as wreless service provider. 15 The
sdagper ¥oe Be@viTargtddldt 1ameriteixr pretdesi $1€rcémbined by
ool of 60 PoC service accounts with nanmes of
ABFEOTIES) Fm SFtugk ¢60A@nyconpany. com wi t h
carrier A and simlarly register 60 PoC service
U@%C@A%tesi W (hUBS A r Sl BOUROMMAN Ve S0 OUGBers and
60B@nyconpany.comw th carrier B. 20 Wth these PoC
rgeu\llacre P@@b@ﬁm@cq reuksepibere Po@ k@ MRrsievers
n su r O si mul aneo sessions if
cgggﬁ’rglf% H@eﬁp ssef o]h%g“bfrl dgeésjelﬁgﬁoﬁ Carrier A and
Carrier B, or support up to 120 sinultaneous PoC
sessi ons iThmeRcvorgeasdton apdoyandlwedeOnCacpiéten, want to

for. the sessions involves 25 both corporate users and

CP@&L‘}F& ac 90 EeIHO® Ubkieh |%eW%SU1EECa %fs%ﬁ%l%@Ubscrlber
e Vi ou SURPAL tp G -

OSSS%§QE§ e%’aqggigﬁﬁﬁ Carrler A or ; fﬂ§9&§§%3§§8 a ?re

regtiwterede Mo creporiatee auscemmtarwt t¢rrPofx skrvi ce )

BRSNS, <A Bl e por e ee tiehr s bRGRPate

GAMGANN @nd PGT FOSEdPM 6 ddte tdeh f IOt VE G &ISERE1G8e the
this session share a WD 2005/ 051007 PCT/ CA2004/ 001993

thyeg ﬁ@r@m@%@mk@ym&mtthwﬂnm rPQYi g@EVaFe account

' t cor r I
Ry U O RS S EOLSE NI, LB PR porporate
PBaCssamercd ss e | thertshS 1Caf r saeh oGNS €34 &nd PoC 36

or at user invite regul ar user
rv%r uging account clA@mycompany. 03% and the regular PoC

service subscriber 31 of Carrier A is invited for the PoC
session. The Carrier A PoC server 36 may also request the
corporate PoC server 16 to update the number of users behind

clA@mycompany.com for this PoC session for billing purpose,

however the real identities of the three corporate employees
are hidden from the Carrier A network. In some embodiments,

the three corporate employees are also able to conduct’

private chats among themselves using enhanced features and

additional security mechanisms supported by the corporate
PoC server 16. Note, although Carrier A knows the three
corporate users are using the Carrier A access service for
data calls, Carrier A does not know they are in this

particular PoC session.

Use Case2: (Two carriers, mix of corporate users and regular
PoC service subscribers of both carriers, corporate user

invite regular user(s))
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Three corporate enpl oyees under Carrier A want to

conduct a PoC session with a regul ar PoC service

subscriber of Carrier A The corporate PoC and GLMS
WwWaEI0eS0SIouse a pre- regi stered PoC servi ce accouatr/@42004/001993
Carrier A 10 cl A@yconpany.comto conplete the PoC
session. Corporate G.MS 14 and PoC server 16 are
configured to include the t RPee corporate enpl oyees

in the single PoC service account cl A@yconpany.com

A PoC sesBimme rcaque:statte oempheyees porder CPECisar fepnd one

IS se to t.he Carrl ol 3 er
€ c’rfga‘rlifcced'tﬁﬁ bR e % A%n%yg%%n andg?ﬁe&r)egﬁ?iQU% oé PoC
s X0 MIE Be iIUD il Q.eég@]laﬁf péRrséevidei subsyrtipdxf @rf taerier A

- PoC session. The Carrier A PoC server 36 nay als :
msame%k anke Of&)rlfj%ﬁ‘a%%rPB‘G,CS%?G%%C&@%‘BSEE&QFé %Carrler B

c g@rg 0 n 0
SeSSI on 'fOIL‘lﬁ'gl 15 %u?%og % O%%%@Q{T%g %g&@&é’%@e 2
prelarddgistesread PIE sdarwemeoapooane aopCayeésr & e
h| dden fromthe Car(il er A netwo

N ,
ecrterper e eErf) Bpfegervdcn agoount
a@t&&fféﬁcﬁ‘ducélB@rg%d:&ﬂ §n habs £6088mphersekRS g

enhanced f eat ional security nmechanisns -
casrlupqg@r tRel bseshtonor p@@éP@rQ'ée PeEMSet depndp Polfotld, servers
al t hough Car ier e r
) ST 68, FHETONS LIE LRESE CORbRRLRLs digicrees .
uﬂ&éfscaﬁiﬁétEK ébd@ﬁégéohn&ncmetbeypatatenemplbyee under
particul ar PoC session, Use (Two garriers,
Canr ey RreR e 1Al slﬁnﬁh?eﬁbpﬂie §9CP8€r¥éFﬁ €€C°unt

%ﬁéé&ﬁéﬁy%gmw §BLk GiBn EQrPOEAL 8 Yselthd PHd &ession;
WO 2005 /051007 PCT/ CA2004/ 001993 25
s ifhi berkyr porporatapGbii§ed4untdr POAr AbeseRverd @xe
corporate enplo n LLi.e t
GREPILERE, G RS oo P e s b tat o, CufiiRiiis nder
Céirﬁ@frAeéo#EréébehnA)oﬁﬁdcempo&agalémpE@QeﬁﬂundEI Carrler

subscri ber of Carrier
B coverage in the single PoC service account

clB@mycompany.com to work with Carrier B. A PoC session

request from the corporate PoC 16 server is sent to the
Carrier A GLMS 34 and PoC 36 server using account

ClA@mycompany.com to invite the User A into the PoC session;

similarly, a PoC session request from the corporate PoC
server 16 is sent to the Carrier B GLMS 44 and PoC 46 server

using account clBemycompany.com to invite the User B into

the PoC session. Upon accepting the invitation by User A,
the voice of User A is also combined by the corporate PoC
server 16 and sent to User B using the PoC service account

cl1B@mycompany.com; similarly, upon accepting the invitation

by User B, the voice of User B is also combined by the
corporate PoC server 16 and sent to User A using the PoC

service account clde@mycompany.com. The Carrier A PoC server

36 may also request the corporate PoC server 16 to update

the number of users behind clhA@mycompany.com for this PoC
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5 (User B),. The corporate PoC 16 and G_LM5 14 servers
use a pre-registered PoC service account at Carrier A
- cl A@ryconpany. com and a pre-regi stered PoC service

W10t Carrier B - cl B@ryconpany.comto CORET/€ENA2004/001993 -

the cross carrier PoC session. Corporate GLMS 14 and
PoC 16 servers 10 are configured to include the three
corporate enpl oyees.. under X&rrier A coverage and
one corporate enployee under Carrier B coverage in
sefeionnfbe D@@lsegvpuépascodntlthger@ny&@rtpdmorccnm to

h h ol
c8bFasFies’ o hRvBlesniBencsad, sPREA 1Ep, ofs L idi e

cbppbpratedempheytbseanaoper @ts%relmma(i‘&ée@ﬁd‘d’édﬁrfrom the
Carrier A coverage and_one corporate enpl oyee under
CeaFipEr A pebypEkagsimilakd Vs ﬁglleecla&Gfl@éfr FOGQERDURE 46
B 0 0 0 h ,Ca
e T s RRE e 20T, Ehye ¢ gt ene
ngmhért oft bse2© Bahindr cAB@tryBoB@amyd ceol; %@a&m \gte real
. 4Si account con1to |nV|te the er A
ifERBIERESPEE LhESEOHT - CORRPEAT) crplsyees user a
ai—SQHQQHeﬁTQBbFnhEh%OE:aQE:QE% BOge tWRKEN 15@1‘ ErseNtpd®
the Carrier B GLMS 44 and PoC 46; server using
sqeedont EhBaipesnpanporaitet eMpAgivees: aeUsdisa abke 125
C n, n p in by Us
i8R o EI AL prike, aRBRE" kel e i g Hhutncas”
featpoest anBobddieivatllgeent isgnmelchaldiemsB siffpwrid® by the
PoC service_account cl B@ryconpany.com simlarly,
CRpBRTAEBeBPFn§SENEYi Afi-tati on by User B, the voice of
User B is also conbined by the 30 corporate PoC server
Ué@ @ngsgnt(bﬁeuéﬁ%r@eESbBQyth%lapgf SIP A AL GUMYE s and
cl A@yconpany. com The Carrier A PoC server 236 may
regydarefg€sterNaceospbserdbrFs obr @@;melsratrcrllmat@ regular

ungf SHPEEbe b aEPoReT RIS CTodts D aeld dotigitate

ubet| Fugtharpaseiteist hegrionpt effalcodpdrate users)

A regular PoC service subscriber of Carrier A
(User A) invites a corporate user User C into a PoC session.
User C is a corporate user who also subscribes regular PoC
service in Carrier A. User A may have been in an on-going
PoC session that involves a group of users at the time
he/she invites User C to join. User C wants to furthéf
invite three additional corporate employees into the on-
going session. User C sends the request to corporate PoC 16
and GLMS 14 servers (based on IP addresses, and using
his/her corporate identity, such as a PIN) to have the three
additional corporate users setup. The corporate PoC 16 and
GLMS 14 servers select an available PoC service account from
the pool of pre-registered accounts at Carrier A, say,

clha@mycompany.com and maps the three additional employees to

this account, and inform the handset of User C. The handset

of User C then invites clA@mycompany.com into the on-going
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- categories), however the real identities of the four
corporate enployees and the User B are hidden fromthe
Carrier A network; simlarly, the Carrier B PoC server
WO 2803asy00dl so request the corporate PoC server BGEI/CA2004/001993
update the nunber of users behind cl B@yconpany.com
again the real identities of the four corporate
enpl oyees and the User A aré@’hidden fromthe Carrier
B network-. For this PoC session, the four corporate

sesploycetnatke abaveaiy as i0vibhddce pegvudar Poat service

nong. t hensel yes_usin nhapced _feafures, and

R IoRG aad Pre P e R PER s Puvp BAFRE B0 e

c TROPESa ftp Cc6ar Y8r pdbfobmed Cattomat { EAR1QARK €he handset
only, mx of corporate users and regular PoC service

WibRQut | BRY SUBPT sARECEYRRT &P - gUFBFuUfapow1Sapsehoose to

réd¥id gsa CPé?QiQEeugéfrofaegr%hgr'ﬂvkheghgogggﬁak%, or use
user further Tnvites a group of corporate users)

histhenrcPotosatei peivibegei ber joinChhei elAdmyCUspang). com as
invites a corporate user User Cjnto a, P essi,on. _ .,

a e etate JSREF LS abbE LerTann whEdSBniak: BEeniBg s/ ner

rdpi 2P s@eNteeyi inCanéi 8EsdiokSer 1A FR¥ NaveeReeRse) user c
an on-going PoC session that involves a group of

capaparhicipetei kb phevahe rhatsewitbekhe obheai 3. coggmorate

. L.hyi he |,tiopal _corparat

ugha VS0, RESIREL ohPUBLECE IRERPERL. OREY oRE R ihoose

td enleisént bo Cbophr abrvepSatboRb andtbkeMpridaser ¢@as and the
(based on | P addresses, ,and using hi s/ her corporate

redetf ¥ 1 grodhchohsOR1p| ?\l}s'fﬁnh‘é% bRePTAVaEe shatti oddi

cHOSPPAGL €0 UEEEEefCEYPhol HE EREPYEREESPRECHO LM daBaMBraffic
14 servers select an available PoC service account

st reamst ave poonbbhedr atr theshaenddebccolat shet c@ar mileo talk

e R o nR PRy o RRR Y AL AChERR R 2R HARE, e icy

witblhelsehe obt heer cérpdbatbandaets aek lRaeprTvhhen chati,tes

clA@yconpany. cominto the on-going WO 2005/ 051007
megRRY ®0uPRHE9ys8 the private chat. He/she can also talk

to the entire group (both corporate or non-corporate users)
either using his regular identity or use his/her corporate
identity. To reduce redundant traffic, while there is no
corporate private chat, preferably the corporate PoC server
16 does not send voice data stream to (the corporate
identity of) User C, and User C only receives the voice:
stream from.Carrier A PoC server (which includes that coming
from clA@mycompany.com). As in previous use cases,
corporate GLMS 14 and PoC serQer 16 are configured to hide
the corporate employees behind the single PoC service
account clA@mycompany.com. The Carrier A PoC server 36 may
also request the corporate PoC server 16 to update the

number of users behind clA@mycompany.com for this PoC

session for billing purpose, however the real identities of
the three corporate employees are hidden from the Carrier A’

network. For this PoC session, the corporate employees
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27 session, in the same way as inviting a regular PoC
service subscriber, and preferably the invitation to

cl A@ryconpany.comis perforned automatically by the
MANYYBOSIONT t hout any user intervention. User C REWGA2A04/001993
choose to 5 remain as a regular user of Carrier Ain

the session, or use his/her corporate privilege to

join the cl A@ryconmpany. com as ““a corporate user -in the

session while still keeping his/her regular identity
yrde T eC LREWY ePNDARY | f@M| aF¢e?l8@sableske wsecahher enhanced

f@ggdfégaéﬁg'Qd@itY@ﬁglCgﬁ%éfﬁgﬁhmégﬁagﬁp i gﬁppg&gd by the

corporate users  using corporate
d&rsdea canpobossevet 0 | Nsten abtbonbhcoayeieatmommdws the
rivate,chat and the regular group, or on

t he
ﬁ?&ﬁéna?%th%nﬁ}.ﬁgfgosﬁ%f u ?rscﬁB%sPﬁgnﬂotPFéFéﬁcﬁﬁss

SR cd heopohises EsPIyt Weadatart safbhs néErEEQW %%%y are in
conbi ned at the handset. He/she can also talk 15 to

tives roarebepbant Bogseessionng Gasther Aegulyr kingesst User C is
{Kﬂé@&f%@g&i@gr gorp e&ﬁfa%s Ls.are in private chat,
reanwhi

ORIt OF St private Ehat. He/she can al so
talk to the entire group (both corporate or
UEEI@&E@O&&tETMGGCSirlefﬁhemiMSbﬂgcbfﬁofégé|&éers and
identity or use his/her corporate 20 identity. To
%ﬂH&%Fr%%ﬁnﬂ%ﬁYl??a$??%cr £Te PhePethscABTieg poramegular

Jgéfaiﬁ @Q@fleprﬁffﬁ@p£¥stQeCSEPBPS LeuERaf, S&h¥ethe an1ted

does not send _voice data strea the cofporate
cqmnnrapeoﬂ$etbéurtheandntE9esChogrgupecerpesatbeusers and
VOi strean1L rrier PoC server (which
Tt su?%ﬁfs 255t o cl A@ryconpany.con). As in

previ ous use cases, corporate GLM5 14 and PoC server

16 are conki gegetat opbe deervée COUPSERLBeeMPhOYEETarrier A
behi nd_ the single PoC service account
Fsg@nAbnbAnit edn? TREPLERF R elSRr PBeesefviptasanRpC session.

Bee ¢ otegl ot oraraonaie MG SISO IIREHIR roc
Foyicestiofatviebi Al i ngseurposay ggwezbeenhenram on-going
ﬁé%”géééfgno{hat involves a group of users at the time
he/she invites User C to join. User C wants to further
invite three additional corporate employees, and one regular
user under Carrier B into the on-going session. User C
sends the request to corporate PoC 16 and GLMS 14 servers
(based on IP addresses, and using his/her corporate ot
identity, such as a PIN) to have the three additional
corporate users and the one regular user under Carrier B
setup. The corporate PoC 16 and GLMS 14 servers select an

available PoC service account from the pool of pre-

registered accounts at Carrier A, say, clBA@mycompany.com and

map the requested corporate users to this account to work
with Carrier A, and also select an available PoC service
account from the pool of pre-registered accounts at Carrier

B, say, clB@mycompany.com and map the requested corporate

users to this account to work with Carrier B. The corporate
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the three corporate enployees are hidden fromthe
Carrier A network. For this PoC session, the

~corporate enpl oyees WD 2005/ 051. 007 PCT/ CA2004/ 001993

VO WHHE Q| A@ryconpany. com are al so abl e to usePCI/kNaR004/001993
enhanced features and additional security nechani sns
supported by the corporate PoC server. Note, although
Carrier A knows the three addi*tional cor porate users

are using their access 5 service for data calls,

Roff riferansd S nbt semvierneynbPEM; hhet handpakt pEubger C to

d9L SA&&agr%& f#fﬁ@ge&hg%ég g U§§£ §§ séEsELBE The
sessi on as WO carriers,
handsﬁt(nﬂruseue£LEMEm andxteeguhh@m?oﬁmpenylcem 1nto the
subscri bers of both carriers, %egs ar .10 user

r

I SEFRAMEs P cloRpoFaTe e aﬁHV%Eén9n9|F§SU1ar PoC

éé¥¢¥&éﬂéhﬁ§%¥1ﬁé¥th&ﬁd'€¥é£€§aﬁlgreﬁe EBOQEQEE%n to

users, and regul ar user Carrier B) A regular

cnd’@r@ecrqmmfmxsmcr1$3@e3ﬂ_oome¢aautema¢\1cemw bg) the handset
s & .car orate user lUser a_PoC se

IR, o S e PentT8D . 1 RS PeBretrate; Bl server 16

e i xed m§edrvlﬁevwa€ﬂsn|ea &seHSBfuﬂdg’ﬂ)/CE@‘thEeBnln the

in an on-going PoC session that involves a group o

QEﬂﬁsP%uSih@EIEREBEE&iSﬁ@ |nWh?e§rE§§rC€¥FéeFoPﬁC 9§éﬂ is

ABWWHEéhﬁdeé%é£§¥uligv'ﬁ§e h&eﬁo@dghgeeﬂ ESEOEBOE@h§1n~aS a

enpl oyees, and one regul ar user reier
regwlaheiser gof nCRrsESST OA. 1nBEheCSessmdn t be useubss/her

to cor%géag%n\glo]u%sa %?&‘}C’;ﬂ’grst g ggvers Ebased onﬁ!sPél

digib@ac & B iR @@éeséEgléﬂrﬁﬁl@édbEthakeeEththE?her

users and the one regular user under Carrier
mwﬂpar Tenbipor it tipGessind- GLVE thesdplbes salsect User C

f |
pre- reglsteredq§%%§%% g§h$€§aHTEh E%glggﬁegog oBporate

uﬂdm@qusxqgwwlstMenndorpapatheldequesyedandrpanaheso talk to

sers to this account to mQrk . . .
the non-corporate users under Carrier A using his/her

regular identity while the other corporate users are in
private chat, meanwhile monitors the private chat. He/she
can also talk to the entire group (both corporate or non-
corporate users) either using his regular identity or use
his/her corporate identity. To reduce redundant traffic,
while there is no corporate private chat, the corporate PoC
server 16 does not send voice data stream to (the corporate
identity of) User C, and User C only receives the voice
stream from Carrier A PoC server 36 (which includes that
coming frqm clA@mycompany.com) . The corporate PoC server 16
combines the voices of the corporate users, and the voices
of the regular users under Carrier A (received from

clA@mycompany.com), and sends to Carrier B PoC server 46

using the service account clBe@mycompany.com for Carrier B's

participating users; similarly, corporate PoC server

combines the voices of the corporate users, and the voices
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with Carrier A and also select an avail able PoC
service 30 account fromthe pool of pre-registered

~accounts at Carrier B, say, clB@ryconpany.com and map

wohentdguwst ed corporate users to this account HEOI/@RIN4/001993
with Carrier B. The corporate WO 2005/ 051007

PCT/ CA2004/ 001993 29 PoC 16 and GLMS 14 servers

i nformthe handset of User C 3® " use the assigned

cl A@yconpany.com for this session. The handset of

olfis &sheC rielgar] aimwistegss ahdi@ry canpaier dninetai vdk from

.Qn-goi ng _session, in the s way,as Jnviting. a .

It hesaSs B, ol sl it C G & aFSRy the service

aldduind! icAn ey c SHpAEY (U VL Qi Se P PP icipating

automatical 'y by the handset w thout any user

USEIEr-vedts dit PHEY IBIHAITR CFRS sdifeCaprien A yPeC server
i\t gt o rier L

Ry, P e TS b e BT ot ene

numbk® W ssRing siciaes sfiAdnyy cdigeniC cow an dihosPoCo |

remgi n-as a_ reqular user of Carrier, Ain the session,

555 SIO8 %Osr/ e FRBGr 84S 1 'jct!-"ranlt% n

GHAGHGYBANHARDEAS the GULO! Rich i ed b hﬁlé%?i:hlgc@rate

whi e stil'l" keeping his/her regular identity in
Usegsi amd |thet hsdrg twrdenRartissr B afe dudden t Ecopat ke
rivate chats w.th t.he other 3.corporate sers usin
i R GRR I RTA ar  APRF (oS FEH g 46
n3AN QP HedfiR: StS e WHGForatd imiC AdiSidly 16 Stdelipdate the
regular identity while the other corporate users are :
nybes; ofa s edifatbe idich i BENYHATRARE- 4ok [#1the%e ERatotal or
:He/ sh : [ 1k ir
1?€ﬁéggﬁ%%ld%qn?rﬁioc%j?lplgﬁa§eé%e%' el Eﬂ%@ﬁé %‘L‘ |ls
ideguliari eisderft itthe cromseratte sidwmrs amddried epaxieitipating
To reduce redundant traffic,. . while there js_np
B30 I T A T a6 HEAS D Eh Yis: CEEf{er Benetuork.

FIRETHIY NG LY ih daltte ddgiRdte (dMPLSREPOTr2-€ 2Dso able

identity of) User C, _and User C only receives the
toiuge ohedamrhagii chrigarurepomd gddit Benghhseaurity

ﬂéyﬂdﬂ¥§h§ryﬁpported by the corporate PoC server 16.

In some embodiments, the PoC Server and GLMS at
one carrier can generate a generic client identity to the
PoC Servers and GLMS of other carriers during a cross
carrier PdC seésion as shown in dashed line 35 between
carrier GLMSs 34,44 énd dashed line 37 between carrie;}PoC
servers 36,46. In addition to the information of a normal
PoC client; a generic PoC client may also confess the number

of participants behind the generic client for billing

purpose.

This architecture adds flexibility to the
corporate PoC and GLMS servers and therefore the corporation
can implement whatever feature enhancements within its
jurisdiction, for instance, extra security measurements,

private chat while in the middle of a PoC session, etc.



com ng from cl A@yconpany.con). The corporate PoC

server 16 conbines the voices of the corporate users,

and the voices of the regular users under Carrier A

WO 2B EY7fr om 30 clA@wyconpany. com), and sendPCTEA2004/0601993
Carrier B PoC server 46 using the service account

cl B@vyconpany.com for Carrier_B' s participating

users; simlarly, corporate POt server conbines the

voi ces of the corporate users, and the voices WO

2005/ 0510FhepebrrgeRgUutssh emRphimants ofyihge Reesent

[ reier.B.: Y I y.
PRI Eatdeh e A e e TR umse of
s&liA@NLOo tpen ypreomayore flgrati erl t& atpiaomts cinpalti figcat ions and
users.., As i n previous use case he rrier. A Po .
VB OB B e BRSSO R R SePaEt ing
£Rfa kel heopeugrer éfbiﬁfisc_aktei_fbrﬂd cl A@ryconpany. com
for this PoC session for billing purpose (either in
total or in categories), however the real identities
of the corporate wusers and the users under Carrier B
are hidden fromthe 10 Carrier A network; simlarly,
the Carrier B PoC server 46 may al so request the
corporate PoC server 16 to update the nunber of users
behi nd cl B@wyconpany.com (either in total or in
categories) for billing purpose, again the rea
identities of the corporate users and the
participating 15 users under Carrier A are hidden from
the Carrier B network. For this PoC session, the
corporate enpl oyees are also able to use other
enhanced features and additional security nechanisns
supported by the corporate PoC server 16. In sone
enbodi nents, the PoC Server and GLM5 at 20 one
carrier can generate a generic client identity to the
POC Servers and GLM5 of other carriers during a cross
carrier PoC session as shown in dashed |ine 35 between
carrier GLMSs 34,44 and dashed [ine 37 between carrier
PoC
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servers 36,46. In addition to the information of a
normal 25 PoC client, a generic PoC client may al so
confess the nunber of participants behind the generic
client for billing purpose. This architecture adds
flexibility to the corporagg PoC and GLMS servers and
therefore the corporation can i npl enent what ever
feature enhancenents within its jurisdiction, for
i nstance, extra security ne&tafdfents, private chat
while in the mddle of a POC session, etc. WO
2005/ 051007 PCT/ CA2004/ 001993 31 The above-descri bed
enbodi ments of the present application are intended
to be exappliestenliystingseocotunskiddidms tieo @¢ds TRy

al terations, .nodificati.ons and variations to

1

eff
eLefRaC parTi BEFar To bt et W R Ao €| T 545 dImEwork,

thet ierscope refi etrh @ edipflrikC altiodn didd WA MSd. adeddd Al §
. instant conmmuni _cations processing  elenment for use in
flréBnPiHE?HﬁYmﬂfh “irsless user sevdGsir kihe t ey r st
Lu€ALEL QT o RElMREK eRO VI Gl kel $HRECESBnd O |
p. pl ur a:?i ty of vvilir EI e\sﬁlsa":ljlusglre ég\%iscgz), the ??c'?s?@ feddd Hne
firptupalvaeoRsgirr elegdseys @nddbgiites conbideied ta deedst
; LLst i vat r vigge,..and-:hei.n nfigured .
siafdfe AR ChE 4T SRASE RS ety O YR o
theupeivdbei ¢estantt lnenpuiniatd ionst @toceseims caléms, the
r.grﬁésggigg. eE%nentv th 10 rivate.instggt .
Prigs P2 5E PSS OPFSEESHAGTE ERETE Ty ©Hlpteddidy
adapeedi ¥e: i nstant commuiii cations signals fromthe at
| east one first private user device via the first

carrier_ network; 15 perform.i.nstant connuni catjons :
. receive. ins % mmun i ]
si gnal pr08e33| g %an communications 51gnafs from the at

- least one first private user device via the first carrier

network;

perform instant communications signal processing
on the instant communications signals for the at least one
first private user device and to transmit instant
communications signals to the at least one first private

user device wvia the first carrier networlk.

2. The private instant communications processing

element of claim 1 further adapted to:

assign a generic identifier for the at least one
first private user device to be included in a carrier

network delivered instant communications session;

generate a combined signal for the at least one
first private user device to be included in the carrier
network delivered instant communications session, and to

transmit the combined signal to the carrier network with the
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on the instant comunications signals for the at | east
one first private user device and to transmt instant
‘conmuni cations signals to the at | east one first '
private wuser device via the first carrier network. 20

2. The private instant conngnications processi ng

el ement of claim11 further aapted to: assign a

generic identifier for the at |least one first private

gengé %‘%ﬁ@ 'ff%£m¥$PCngfgs%8naaga55I?Bﬁgpgggggﬁgrgggwork

Ivered 1 nstant conmnuni caiions sessi o

deld veordd netrsignalndosnt heomhuheast ione sébssbnpri vate

user device to be included in the carrier network

3 del i vered instant copmuni cati ons session, and to
* transni tUtheé'chfihet St ghhl CPBTEAECeht PT8r PREFREPKNT
eleWddt tdre Sdhimenamsrd genthdi ebnbPhelinsiysionias an
input to the network delivered carrier instant
tragemiftiechttions BRess{pmshstoThelbrovarecéhktdat) server
. i_.cati.ons. proc [ el e t of claim 2. wherein
Wlt%%gpggl ?%%P §P§ﬁgwgiirgg¥?%ﬁngﬁ?e%OT%lggg%ﬁfgna 1S
t refpesh-a<0-dald npvierorced | sl ag)esesyer within the
carrier network where the conbined signal is treated

as comng froma single user. 4. The grivate I nst ant
4. connuniégFiéH?“ﬁPﬁ%e%%?B@“te?%ﬂ%ﬁ?l%? tPAF PIOFBPSHBE

elek ftUIded] Lo UNEd 4 onsvi 1 B 10n S£CoHE5 ﬁéEESE with a

network, the second carrier network providing
sec@ince|Cegy iggt et varly sdeonsepbudatatyief mstwodkvpeesiding
I ng at

_ wir%@%sss%&gﬂgﬁpu%ymiéé%égdusfﬂrgggéggifcgﬁ £L PHHCeS the

st one secondiprlvate ser

secoonf ipdured ittor ralitese Si@aal Seé rovmp hes ahg | £8S1e88€ one
- second private user device to 15 the private instant
SeCOBmMT TR OIS T BESFRg dMenening GprefbgRredeto route
sigh&latfe d HHaNta (€ OB Cahd ONS-HRQCES SR &5EPBALviSe to

further adapted to: receive signals fromthe at [east =
thegpa iya¢gndnstant communications processing element,
wherein the private instant communications processing

element is further adapted to:

receive signals from the at least one second

private user device via the second carrier network;

perform instant communications processing on
signals received from the at least one first private user
device and the at least one second private user device to
produce instant communications signals for transmission to
the at least one first private user device and to produce
instant communications signals for transmission to the at

least one second private user device.

5. The private instant communications processing
element of claim 4 where the first plurality of user devices

comprises at least one first regular user device, and the
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private user device via the second carrier network; 20
performinstant comunications processing on signals
received fromthe at |east one first private user
device and the at | east one second private user device
to produce instant conmunications signals for
transmission to the at |east one first private user
devi ce and to produce .25 instant contmunications
signals for transnission to the at |east one second
secddd VLG MSELy AS¥1 Ge r Sue TNE RN EYALE 1 %g§tggt ast_one
contmruni cat 1 ons processing el enen ¢l &im & \Rher
secarite faqstaplwsat | dgyvote usadadewdces: conpri ses at
| east one first regular user device, and the 34
second plurali ser devices cor es .at | east
PRRTEsE:

one sé€ d%ﬂg?é%ubes sEFGEYIFclSeLdd L SBRGR 4 N9

as o iffiststgeinaid e UsSsr | WEPRIi AT 87 fapReal hB8andS cAnldurSlcations
single user within a first instant communications 5

sessdadisiit ek aphed Hen BYyet RErflr sarEapri eptnerkordarie
assilgh 35S bR SECRE; w@&%aﬂmﬁmﬁgmsy%wg

as a second single user MAt In a seco
Secqnﬂnﬂnnq%ﬂlwﬂsr @Esblmnaeseabhdshedthyttbemma@amitlons

ne all second.regul ar user
SR (& A Al 5be - 2aPPRd; FaF tafg e twoltS
second .p-r-i-va-te-use-r-- -de-v-ice-s ign als-into-a

first cosmsines slpnsécand segding tiberf bestceomhigitd s and
Si gnal to a first carrier instant communi cati ons

all Gigsdsng WerndtPriratpeuspEstetipeieigpatmoriatshicch——

flréﬂwddMHl§gﬁm§& ﬁai é&réindiﬁ ukﬂ%ef§§étd8gh%q%éﬂ %1 nal

he first carrler net wor k usi rst generi
to a(ﬁyﬂa&|Qﬁrrxﬁmﬂnmm¢amt tommunmeguhansuseocéewum@-element

Is and all the flr nd. second private user
of ¢ ggﬁge Si grar %l?%t%ﬁgwogeco ﬁcgoﬁﬁlﬁgﬁgsﬁﬁﬂgﬁ difg B0 First

regquendivig it hie scondv Lanbhoedi sbgnahrt@ed BEEQBE KCAHS IR the
£i i nstant conmmuni catjons processing 20 elenment of the -
lr5§e&ﬁﬂf§ﬁﬁr¥%ﬁnﬁbfhﬁFk which in turn sends it

combine all first regular user device signals and
all the first and second private user device signals into a
second combined signal and sending the second combined
signal to a second carrier instant communications processing
element of the second carrier network which in turn sends it

to second regular user devices via the second carrier

network using the second generic identifier;

. combine signals from the first carrier instant
communications processing element of the first carrier
network and the second carrier instant communications
processing element of the second carrier network into a
third combined signal and sending the third combined signal
to first private user devices via the first network and to

the second private user devices via the second network.
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to second regul ar user devices via the second carrier
"~ network using the second generic identifier; conbine

signals fromthe first carrier instant conmunications

processing elenment of the first carrier .25 network

and the second carrier instgnt conmuni cat i ons

processi ng el.enment of the s eond carrier network into

a third conbined signal and sending the third

conbi ned signal to first private user devices via the
6. first AGldgrd And: tos the, SeGhgh Rk Y Abes UsPboAgliqgs

via the second network. . The private Instant
elemamnnnﬁ(ﬁﬁamm§5p@@d@s@mn@dawtemehm @iscla5ﬁ15 humbherof

Se, a nunbe ant s _behi

) .
'Pafﬁﬁﬁsﬂﬁﬁkﬁ(%’gHéF%c thgett ?%%n????%fct%s?ﬁe &?P %E&SFrFSrthe

£ i rdtNHaBMi CGONMMAKY £t | OAEmPE DELESONY BLOEBAL 1A edechbBlt of
first carrier network for billing purpose. 7. The

the fijngdt €3mstENtNTHMMRI €% | Dh5l procRIEPPAFS - el ement  of

claim?2 further adapted to provide enhanced security
7. featuragd qr {0e. at; dgashe Ofsnhhf Sta PLANA! BrHSEGs ing

devi ce. The private instant comruni cations
elenpnﬁneﬂéuh@auel%némttméramya@h@dotocpaomsd& eoh@nced

t he tant, comrupi cati o Lgnal s conprise

secuf i3 Piatdiad ofef Cf [T aFe Kokl cht P ohsb s aRhe toer
devi@¥d vat e instant conmuni cations processing 15 el enent
of any one of clains 1 to 7 wherein: the instant
conmuni cations signals conprise hal f- duplex

8. communi'dif iRsVa49. lqﬁ%@?ﬁlQ%W%UPhg?éh?“Eoﬁﬁﬁﬁ?ééﬂPSns
eled@ﬁ¥x3¥”é%? ShEBRt-0fi ROY1 0P8 PfygbALIR 1 tO 7
wherein 0 the instant conmunications signals
conprise instant text nessaging. 11. The private

i nst anttttomsti eat | opnyn bcabspng signals comprise push-
to-talk over cellular communications.
instant communications

9. The private processing

element of any one of

the instant

duplex communications.

10. The private

element of any one of

the instant

claims 1 to 7 wherein:

communications signals

instant communications

claims 1 to 7 wherein:

communications signals

instant text messaging.

11.

element of any one of claims 1 to 7 comprising a GLMS

list management server),

12.

element of claim 11 wherein the GLMS,

comprise half-

processing

comprise

The private instant communications processing

(group

a presence server and a PoC server.

The private instant communications processing

the presence server

and the PoC server are for connection to the first carrier

network through standard interfaces.
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el ement of . any one of clainms 1 to 7 conprising a GLMS
(group list managenent server), -a presence server and
a PoC server. 25 12. The private instant =
conmuni cati ons processing elenent of claiml1l wherein
the GLM5, the presence serv%r and the PoC server are
for connection to the first arrier network t hr ough
standard interfaces. 36 13. A systemconprising: a
first carrier network delivering wireless access to

13.first ragularemsebm@eviscag:and first private user
devi ces, and conprising a first CICP (carrier instant

5 communi cati ons processing el enent) adapted to
del i ver *at HfPrsfarRdeanietBRincedtivernd ngesdinel g5 access

to fespecteghilar BkerabblycQk LRARULE;$:9nal S5 2 PR,
(private instant conmuni cations processing element)

dev xgapt edingocenabiiaéngnst &atrstoMICR dabirans rsiigralant 10
. S ne first priva user device into a
comblR LAt 1 GRE L EBRE L hS eRERERtS HoBRefae ko dsd g
firsnpltstantheomhiuhstatDshankec@NBUMNGALLARS 2ESH QN
eLivere €¥asaid first carrier network 14. The

d .
Pluglibn @ Pk 839GA&F&i n: 15 the instant
comuni cations signals conprise push- to-talk over

cel | ul ag QP@PU@b@@bﬁQESinéganEhEoﬁM§B§g5Q£oﬁgakg%%%ssing

wherei n: the instant communi cations signal's conprise
elempntl ppesdcbamoarkantonssta0tl6onfihe ispstiemsofsignals

| a i p; e_iLnstant co ni cati gns si gnal s
£
Ixn%&ﬁ%p}%%SMTﬁé ag%r%gx “éssaglRgr %9Yl?ﬁe1§§§ténﬁdFSt
comizieedn gSné pithelgoalprbsi NE-18s56608d 6AEN ERHuRELHWOLK e

£ Eg‘gljverin wreless 25 access to second regul ar user

ir V%%%%a %dCQ@%BHHCﬁF}9%§eSQSSIOU delivered by said first

carrier network.
14. The system of claim 13 wherein:

the instant communications signals cbmprise push-—

to-talk over cellular communications.
15. The system of claim 13 wherein:

the instant communications signals comprise half-

duplex communications.
16. The system of claim 13 wherein:

the instant communications signals comprise

instant text messaging.
17. The system of claim 13 further comprising:

a second carrier network delivering wireless
access to second regular user devices and second private
user devices, and comprising a second CICP (carrier instant

communications processing element) adapted to deliver a
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user devices, and conprising a second CICP (carrier _
i nstant conmuni cations processing el enent) adapted to
deliver a 37 'second instant comuni cati ons session in
respect of a plurality of input signals; the PICP
(private instant communi catigns processing el enent)
being further adapted to combi ne instant 5
comuni cations signals fromat |east one second
private user device into a second conbi ned generic
sec8h@nahstahti RSS2 taD BN elsRRYL L@ trRepseqontk 4
i nstant conmuni cations session delivered by said
plugalofl e&r Ar@Mtnst@eds:18. The system of ciaim 13
adapted to set up an 10 instant communi cations
sessi oneRY: plied RECR Jageelifisiand CBaHERt Limane of
the at least one first private user device coﬁialnlng
progeaseng edemeinft)cheiiow. fandheantadiapited itovidoa@sSine instant
con$QH rggkn ot her pruyate sirs and/ or regul ar users;
"B SER iﬁgsaﬁlﬂﬂﬁﬁﬁatfgﬂ 24 afigShr PP&t 6688 private user
devidenihtbed kBcbhe ceauwaskdvigdnbhe of sighatardd elinclusion
networ k; receiving acceptances or rejections from
as gpevafRRBULsEPs thE BRECIRY LDgtReN apdmEsdicag ipnisyatession
de1¥3EESA! ByAshiisl ocBbndl MRS YSRLS LY Lhe | nstant
conmuni cat 1 ons sessi on; assigning-a generic
identifier for the private wusers on the instant
18. comuni &hei eysteessiforlasendBngdabeednit akitomp ain

insk§gul ar invitees via the. carrier instant
communr Cati'éihe “pP8EeS§°R§ 81 B¥ent containing the
generic identifier and identifiers of the regular 25

i nvi t eeshet Pe&ceateicen viiagt antregOBBYNIFE8ki BRA: of the at
el enent establishing the instant

. grocessing . 1St
leagbnifi EAFPENETd¥8sPONSSE dRNAFBIFRGLRRE IgENEr iuser

idehdepithtebnanddt benkagnlial iAvitees comprising other

private users and/or regular users;

sending an invitation to any private users

identified in the request via the first carrier network;

receiving acceptances or rejections from private
users of the invitation and adding private users to a list

of private users for the instant communications session;

assigning a generic identifier for the private

users on the instant communications session;

sending the invitation to regular invitees via the
carrier instant communications processing element containing
the generic identifier and identifiers of the regular

Lnvitees;

the carrier instant communications processing

element establishing the instant communications session
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that accepted the invitation. 19. The system of claim
13 adapted to set up the instant communi cations
session by: 5 receiving a request fromone of the
private user devices containing a user identification-’
and containing invitees conprising other private
users; sending an invitation®to any private users
identified in the request via the first carrier
network; 10 receiving acceptances or rejections of
inci@&ﬂu?vtﬁét i;@nettenagﬁtptw@t Sndsghs. %guq%de hvitees
private users to a list of users for th nst ant
thatoapoeptedi bhe sevstehion20. The system of claim 17
adapted to set up the instant connunications sessi on
b 15 e equest ins ant nications
19. t%e reqﬁgétg%ﬁﬁg?igkngggnmi en? g G%er Revite
insvaktngomhbiei c&gUeat, sapdieanbgi: ni ng inVitees
conprising a conbination of one or nore of private

users on A §the first carrier net wor K regul ar users
on A pFPGate idersI8AYBSS0L FPRe O8&cHitd b Mikvate user

dev @t ¥OEKn B) in 2RE EeQHEErlH§3E§EQBaQ10ntB%dmég%talnlng
assigning a first generic identifier to the first

ante‘ateeﬁe@onétmrkgan‘@lharsecendtgeneeir@,i dentifier to
the second carrier network; the PICP sending an

inVitatEQHdiR%tQS PBbY@BELég nggﬁyl erﬁqe usééﬁe

appropriate carrier networ recel € priv
idemsEfSeacteptaeceeﬁnepecVuanShanﬁla@dimanﬁﬂyﬁsdétwdiwh

generic identifier accordingly 39 the PICP sending

t he |nV|tation to anﬁ*g ul ar users on throu h the

Cl cP of "A°usY hg9t fik< C§§n8Fi5eje&§ﬁPWﬁeﬂ
invPt&Pisandirog the payvhaki @Bete any LU p ol HSES SufMy s

B through the CICP of B using the second generic
to a list Of users for the 1nstant communications session.

20. The system of claim 17 adapted to set up the

instant communications session by:

receiving a request for instant commﬁnications,
the request comprising an identifier of a user device making
the request, and containing invitees comprising a
combination of one or more of private users on A (the first
carrier network), regular users on A, private users on B

(the second carrier network B), and regular users on B;

the PICP assigning a first generic identifier to
the first carrier network and a second generic identifier to

the second carrier network;

the PICP sending an invitation to the private
users on A and B via appropriate carrier network, receiving
the private users acceptances/rejections and adding users to

each generic identifier accordingly;
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identifier; the CICP of network A establishing the
i nstant communi cati ons session between the regul ar
users on A and a first single generic identifier user
having the first 10 generic identifier; the ClCP of
network B establishing the instant conmunications
sessi on between regul ar use?% on B and a second
single generic identifier user having the second
generic identifier. 15 21. A wirel ess user device
havi n access vi network, th
MAreIgsgquzgﬁﬁﬁeV|ce (%ﬁﬂy?sﬁﬁvl{%&f%@u 3rapﬁsf§ﬁylar
userGOmIUMA taircarth alientic@apt ed oinParhéCEpPake gBneric
. carrier network delivered instant conmunications
idenddddiqdis: 20 a private instant conmunications client
adapted to participate in instant comunications

sessi ortfheV'EEICtlheserRﬁHd %h@efﬁ(\@{gafzb{)[qugg Qngr lr\é?uqar

i nstant comuni cati ons” processing el enent

useng o8 & ¢ hrsaghddiiec TP of G Bn @dimpetleé nseéhend2§eneric

| ar. i nstant communi cations client is a first
ldené%#éé}- talk over cellular client, and the private
i nstant communications client is a second push-to-tal k
over celhleulcaiCe clff erdtwoltk R3esdael MK ehgssheSehstant
devi ce .of claim21 wherein the private iInstant

LS RS e kg0 nt‘c}fer%%laé%r PEEYSL 80 A and a
£irsithfsQipld g dealial edidif: M f NSL@PtLSOIRYNERAL IF9R s ¢

sessi ons that the private instant communications
geneglijceriiden tidtitsizi pates in to the carrier network while
" a regular instant comrunications client in the sane

devi ce (@|SQ 1 GONEHI ] emA p@rél te g .
T ;
communi cat i on sessi on. %ﬁ A’%%%%g eﬁln%a Bl &"R&d dm
commyaniaad ipnec esssion between regular users on B and a
second single generic identifier user having the second

generic identifier.

21. A wireless user device having wireless access via

a carrier network, the wireless user device comprising:

a regular instant communications client adapted to
participate in carrier network delivered instant

communications sessions:;

a private instant communications client adapted to
participate in instant communications sessions via the
carrier network through a private instant communications

processing element.

22. The wireless user device of claim 21 wherein the
regular instant communications client is a first push-to-
talk over cellular client, and the private instant
communications client is a second push-to-talk over cellular

client.
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~executabl e instructions stored thereon for execution.

by a 10 wirel ess user device, the processor executable

instructions conprising: a regular instant

communi cations client adapted to participate in

carrier network delivered instant comunications

sessions; 15 a private i nst &t comuni cations client

adapted to participate in instant conmmunications

sessions via the carrier network through a private

23. instanrfm©nmunébaséon3erpdéoe&sibg elementl 29erRin the

st em of rOV|d|n a PoC comuni cation session 20

prlv < Ui i ?.9%m%u L6RrtyRDPCcE418AE Méddl artugedease
prldﬁﬁ@(XﬁiéfhaMbéﬁhrélQBéhsteftBQelggkgﬂkec%%ﬁ nQ§§€¥§%

are included in the PoC conmuni cati on sessi on
sesyigiherthidat tig desivatieninskestofomhenpciatdbasusdient

parék%Q§§%%s in to the carrier network while a regular
instant communications client in the same device also

concurrently participates in a communication session.

24 . A computer readable medium having processor
executable instructions stored thereon for execution by a
wireless user device, the processor executable instructions

comprising:

a regular instant communications client adapted to

'participate in carrier network delivered instant

communications sessions;

a private instant communications client adapted to
participate in instant communications sessions via the
carrier network through a private instant communications

processing element.

25. A system of providing a PoC communication session
including private user devices and regular user devices in
which signals of the private user devices are included in
the PoC communication session in a manner that hides

identities of the private user devices.



