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prem unk? Fhrafﬂbhwntmpﬁnntanottustﬁsﬁeethr nk, for 1 Think, for exarrple of chargr ng
for dat trans a ven on t ic.ch Ies t
sal ary ﬁ‘ax "RA ofm“é'ﬁ'ﬁejilqa ﬁvofyr 1(E §“‘t%m‘““%‘s’%“‘4 %ﬁt% o s f ic
tide tatstlse,snce@uzt dsojgformation\pa e mfrmﬁmtmmwdmd ti@adevart sesopmd/neocmclfsa@t prale., 8

S EP 20;93 t&ﬁi@ﬁmlo?havﬁé taﬂeg?mplﬁﬁsfﬁc ftﬁt:r usé &Qchﬂ:&@ aﬁ)cf oﬂRPQie{'tﬁt Jslge@tQ%\Qﬂ'a; ﬁ)‘i‘bﬁﬂa and
for insurance prem uns or exanpl e, ,of the fees for car insurance,

where tHe “afﬁ‘b‘i?m"s“"?’d"r“ comgfions oropenuepeeiedBti’on t he nunber of driven
ki | omet wE %se%qgng a@ 0 feg Pﬁtf(rlta(??ca‘%f é?d?ioﬁ"‘&%“ @ le d}’j ﬁotﬂﬂb ﬁdﬁi’gﬁg axe\é\%{lﬁl ag rf#r e e( For

exanpl e, because Iven er’ on a IS
| ower t Rahiaxsnang tfsléd’é‘rﬂlfarf%i ajl binds oéra qr ﬁosa ﬂer o1y Vel pit Agpthey arrzmlttwé? Parmathﬁtuer pr et

traffi Cudieesict £, Gl findd) kdhspbR 8&ts b insdGhde ?ﬁmﬁd&m@-fﬂn{ thandp ¥ Sokts; iR foPN,
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A traffic informati on system can be used for diverse goals, such as for:
The supporting of traffic managenent and control) in the brogt ;
think, for exanple, of traffic control, traffic census, the t rdgﬁEPge?@ﬁa
traffic flows and the neasuring of their average speed, the determ nation
~of the distance between successive vehicles, the detection of tailbacks and
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many and diverse tasks that a TIP systemcan perform "1t is very well
t hi nka| &hd dalektingdt ihfofdhaondbid Flaluohstuin@itn ffabHists mgkactice; t r ansl ati ons: of fi ci al

bodi es, 1:Q0S ' 1.0 LV pn_t '
app i oat vt Bl A3 iR} B 0Rke, AL, by Bk ok P B, UL Bt
| i kel y béommgeAeaesdedommgipgointed snginsdentppratpigaveather paydiionsfetct he aut horiti es invol ved
or by 3 BERALALS, BLNAL LI Yucilole ShTSELLY PRl SS b heOe Of of NESRES! 11 ©
appl i cations. P N G601 ‘Contror Ter PT S Lot t Hepor it mahAger s or
control | &¢8care) responsible for the TIP systemand for the services to the
rest of tRexampt ok aldihe mA¥RIoY SfcomblBh& vAH Sglleme BRAGGITERS nQhvieQf¥nfaiol.shoul d
be taken i.n a broad sense and thus enconpasses, anong ot her things,
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¢ The calculation, and possibly also the charging, of traffic fees;
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price calculations only, such as could be the case for travel by taxi or for insurance premiums, or also the ac-
tual charging, such as could be the case for public transportation or traffic pricing; an important aspect in all

this is the ability to introduce or improve proportionate pricing.

> Think of ~ timely — warning for extreme air pollution in, for example, tunnels. Air pollution is an example of
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To prevent our explanation from becom ng unduly conplicated, when referring
to one or nore of the abovenentioned authorities (including theanﬁEsp Ug
controller), we will often use the termthe authority (or: an aut orizg
bel ow. The singular termauthority can therefore be used to reference a
certain separate authority, which is Besponsible for or has interest in a
specific application) but also for all (or a part of) the invol ved

aut hori bi e& ihgagehdedf laweatRdnieifeSs We al so use the description "information

col l ecting and/.or, verifyin ut.hority:. . 1.6 unber o esi.red.properties
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di ssemi nation of recent Infornation 1S of Inportance, as Is avoiding
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broad not F%rsl‘lpg?m?rrmé"fq&gc Wg%%rs(eﬂs?’ape %ffé()al ly say the system, although
act ual | y for exetonie the vebicl flest efadaxipfar rentnl\pr apspobepplyt h certain characteri stics.
6 For clarity, we enphasize that one can also - wish to - collect

i nf or mat4onTXPsysepeeds and/ or environnental pollution caused by traffic
wi thout _using this information for |aw enforcenent and/or, traffic fees.
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novenment patterns, or hindering (i.e. not nmaking practically feasible or
easi er) 15! | exiabing@édye traci ng of individual) uniquely identifiable persons
and/or vehicles'. Guaranteeing sufficient reliability of the collected
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especi aHy—eharacter+zed—by the way in which the follow ng properties are
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8 Checking [alternative translation: verification] and supervi s,l@gigpa ﬁg
at |l east are used by us as, synonyns. Thus) checking al so conpri 20
supervising. 9 Here privacy protection of course refers to the prevention,
i.e. the hindering, of tracing. - 8 SE P 2003 The property that certain
information on persons and/or vehicles, in particular also on Individual
persons and/or vehicles, can be collected and - as far as necessary - can
be checkeglis AReldtiedl} aAHitd d'cmWebMeﬁﬂiﬂefﬂ@Jugh&h@e ertrtul3@ittbrb yd recdit®. property that in
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i ndi vi du les can be prevented. 1.8
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closely rel ated, they sonetinmes will be used in this text nore or less as a
kind of!GyrigpRphthatactetizafippf TIPserar m agent will be used for every har dware
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t he i nttee BBtwtenf (or represents) the involved authority in the vehicle and

is a ca en which the proper, i.e. not mani pul ated) functioning can
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as f or nebatadpyized by bbivegl iewhidhalic follofving profielties a4 mevitiedi nt of fraud prevention - can
be considered to be an insecure environnment. \Wat an agent exactly is, or
can be, will undoubtedly becone cl earer when reading the conplete text. For

t asks t-e-be-perforned-by -an agent think, at least tentatively, of - partly
or fully - checking the reliability of certaln 0O S E P 2D03 information
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sometimes be left out. We also speak often of ‘prevention’ instead of ‘hindering’ or ‘not making practically fea-

sible.” (See also the elucidation to Claim 1 elsewhere in this chapter.) What exactly is meant will generally be-

come apparent from the context.

¥ Checking [alternative translation: verification] and supervision are, or at least are used by us as, synonyms,

Thus, checking also comprises supervising.

® Here privacy protection of course refers to the prevention, i.e. the hindering, of tracing.



1.11 Characterization of the methods for the hindering of traci ng The

met hods by which a TIP system can provide for privacy prot ect 20913
regards to novenent patterns is characterized in particular by the use

at |east one of the following three elenents: Sem -identifications;

Seni -identifications can, as we will denonstrate later, be used for
privacy-friendly coll ecti ng of certain informtion, such as, for exanple,
for ful lvy Teeuropemt tbd catail igforeatios ©n par@ad mdoheshiptes untmmdéetr aborpm axtlividnel pdrsomhe
current t I h e
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i denti fi cathodbis of vehi cI es and/or persons. Agents; Agents can, as we w Il

denonst atg ﬂr@wm Renatsed d;e%th&t}%o&(ll)tl 1aeith RY oﬁmé faheeliine @tomohenk innds of

information jn such a way that there is no or hardly any need for the use
of pri vacyeht"]ﬁ?‘é}&f\B‘H‘laﬁ"tjtspﬁﬁ?‘&ﬂé"”?‘&é’ﬁ‘t‘?‘?”|(86%1't°t°8hs of vehicles and/or persons.
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Wil denopeptrevgntte% | ater, be used for collecting, sonewhere outside of a
vehicle (1.’e. 1n the out si de worl d), information that has been transmtted
fromthesveh;a%g and that does con tain data uniquely identifying the
person and/or vehicle in question, in such a way that sufficient protection
agai nst Itistiohld h¢ dantytnew thatdlei lasgmenonpd charpatheiglicmoms that, teZnf@vation calledting antliovariof  t he
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authorlty can verify the reliability of, hus can hi nder fraud W|th)
cert ai n{PHIFrHRDT BRackeRapivegou the F‘P"W‘FP‘ Bar“e’f‘ P%’&W@Hﬂ%‘?’é cerfaj ety of yhich

parti cukthafdbnyitypdr Sosv HErtiuSpdsiivalflarDe raienmdiil Kbre viadidaem, wilhiegivenie Clipet I est at | ons:
Only checking by the authority froma distance; the interests of the

aut hori by thatd asfakd{ddicedcRnt |y protected w thout any of the involved

i ndi vi dual conmponents in the vehicle (transmtter, receiver, sensors,

met er s, PGt SEAE onecamoRlpeal AGraud Fesistanprdif herg arg nopegsitlemeany of fraud, I pRstics 084 ant .
All or s sgehksboh@aug h@ﬁk&e Bysobra ﬂﬁutﬂ%s’mtztnge 6 iIEknped, praciimly aviiidvible pefitkktd p of
agent s t
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count er SplaGsie Gk medsg oflcedB GaldirkBhntRBVkRPreti@anbewtes Rplikdnresl ifdiadibl codAs We do
W sh noﬁontne interfere with traffic unnecessarily, it seens plausible to
carry out - at least a part of - the necessary inspections froma distance,
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nore deti ef‘@mfel"f?@amlﬂ?‘btfﬁmmb’?‘affl c fees with the aid of a traffic
information system As nmentioned earlier, it is possible to use a tragic

i nf or matlopAgyst em - al so or excl usi veI y - for | evyi ng traffic fees, also

i ncl udi &b Ieasﬁbetoldlfs trhafdfl Cg{d) road t g S i nsurance prem uns and
par ki ng' T oas &gl brosed fifiegens hardyarg andior so %er"tog?ﬁnen B8 i cation, we will now

expl Oreotrkbkvin&@ei%ktpbl%i)&ﬂ(m{suﬁtvbﬁ&e ontstntotut&kssf&%aaemm}he enphasi s of our
further elucidation lies on traffic Frlcm Also, in the further treatnent

and exp! af4the Saudrpristapdassesp i the Kajoi %“het“‘H’Pé‘tybppl ication will often be the
central Atttﬁquof Iajm% ftl'@%{)vugip% 1141 o]; ngt"l!lﬁt IEQHJ’om %@e@g Qcﬂ' Ak l!hgr?olfrleét }{erfa v{e%ff Ic
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also in areas free fromtailbacks, to prevent the unrestricted growth of

t he anoWhit andgert eatiyiis o0dan BL WilaRGouRMIRbet e CRAH Glert x’aamgmaumpwa‘ tedt. [FRf fadke
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froma qualitative perspective this |ast statement is absolutely correct,
one should not forget that, quan titatively seen, there can be |arge

differences in the degree of environnental pollution caused. Think, for
exam pi e, of the d| ffer ences bet ween the var| ous k| nds of transport (for



When inposing traffic fees it may, for exanple for the sake of ]UStICE

a desired situation that all kilometers (or whatever distance u[n ?Qﬂ:.;
taxed and that kiloneters travel ed under the sanme rel evant conditl ons (
with exactly the sane kind of vehicle, same speed, sane kind of fuel)

etc.), are taxed equally. Just supposeﬁthat in a certain country traffic
pricing is introduced solely as an environnmental neasure. Then it would
seem r easfomativh @ypplied bop pthe xermpoheets int thetehikl. |l Figpter 18, the wadet il findhanpgxtengivy amy-

envi ronn%od@taggg%gtcwggrfmgg ma@gﬁed just as heavily as kiloneters

traveled in a rural enV| ronmen least if they are travel ed under the
sane rel &y cir ces slation: conditions] (thus, in
this case1 \r/ghf’rﬁ“fﬁz@ E"ﬁ ﬁ%ﬂ? 'tgé’hé‘ecﬁﬁences) After all, for the
envi ron nma tnethdas 8y wRH aal‘IP syseﬁlc%rb&deqarpﬂm} brytedmkm fegabds tCmelichdn paBELis

whet her ol lutin t{)1aust gases ? rod ced. in a rural or In an urban
envi ron Tce o PPRTHFURLRY el of pf Ieaggpe o 2% e5menfosi red to i ndeed make
the tari ff&m,eyeeﬁ};cwgrvcase of equal polluti on vary for each kil onmeter

travel ed, for _exanple depending on the traffic intensity or on tine and

| ocat i on. S?fn'rlémvé‘fcmnwwm Vil deraqngtyags Jaterchy ysed dor pjvapniriendfyzpollecting of geriaip inye
somnet i mes formhtief, shich as, f@ leﬁﬂlﬁlblfgt fullyastoddte a&pﬁécﬁamb-td!m&-rhmué defegyRindtisg ofakeasr- t hough
strictly | for
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e.g. by chPFMWh’g"Et:H?qubamﬁcamﬁi’fnénqlqasq‘i/ohmi‘?@ In this text, we prefer to
refrain fermta di scussion about - the justice of - all kinds of reasons for
i mposi ng) 87 ant i ng to inpose, traffic fees. W do remark, however, that
it i s benefgentsicad, asfvarwilt dwetogewelntal bewgeid fom fhip Falleopingind ehedking pifall indsvif inforrpatiproin
system f Orsuch lm%&hd? ther@ hsno %pcrmtdﬁ, aQJneLcrfaftﬁé vse JfP@Acy tméatarniag uglarel idehtifRRifohd 2GS Can
be varied Esuc a way that "all kinds of possible wshes, anong which the
two nenti SHEVSBFRAE™Scan be net. Therefore, it nust preferably be possi bl e
t o make &t BendRbddol intebRiiaAesi r avel ed di stance unit dependent on (or it nust
be possible to certain, reliable val ues vari abl es as possi bl e,
such as, °‘?—J§P§f fgrmegigrigs ¢fmagwe iy d f‘i“’ﬁ'ﬁ‘a\?\,{%&hb ‘?E %F@E‘i‘gs?é’f”ﬁwq‘ﬁr"ﬂﬁﬁ Yed:
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conplete classification [alternative translations: characterization,

typi ng], Epeeilegimatpingngis pighidedifor. year of nake, gearbox type, engine type,
and the |ike) of the vehicle used the kind of fuel, the fuel consunption,
t he geartén g@ﬁerimﬁ@oaﬂ%mq@omrmoeenwe@mced the kind and anount of the
environ ”fﬁg‘ﬁnﬁaherﬂ%ﬂléﬂt in 9 'THCQH&?% auktBy @éﬂ%ﬁ? fie RRRARY orl NE HENTL PABaeS REA i, t hE

[vehlcle%ﬁspeed ch an or “changes _and he en i'ne speed change or, changes
Wi th whi® "‘é‘%i?rﬂatﬂ’f‘%“é’ éE? ’Uhi”tf’°ﬁa§°hb°é"eﬁd'f‘¥‘“é\?@l“é’hf iltoryarioyt kindg ehfpigyes vales 1 4
Possi bl dasusemoifestidens:ved i nf ormati on Between certain variables there exists
a certain connection. For exanple, there exists for every vehicle of a
certai n *yQal cispkingby the aybority framq JiserE1 that is equipped with a certain

gear box t yhaénteddan oftiCiuth@ity ddA)e sEfiGANTIR Gthcked mﬂbeﬁmae&mehﬂvelvéduﬂw@amsmmmson at

a certain,np ew.other guanti S as,
for exanple, {Tﬁ&e glm?snﬁtéé T eé‘f’?fjéernaotrsur%gtm’ hun%r% {mﬁé he en |ﬂe s%téde%f %ﬁ‘g t he

accel er at F%‘PF‘*“‘Sonet hing simlar is vali d for the amount of noi se produced
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suf fi ci entobynan QR (@Al 3lbion, s%o,siﬁﬂee&tcbnfamo;on&aroasama cm.iaﬂm‘aﬂge@bef rom
other ones. Sufficiently accurately dérived val ues can be used in two ways,
nanel y forﬁa‘&‘H&*EF@P‘ng) i.e. conparison with a value that- as reported - is

actual | y 5 n
first- nen??gigﬁfﬂ%?g&%&% ‘Lﬁﬂﬁéﬁﬁm&&&é g‘é’rﬂor §Hm§ gzﬁmh Hgﬂﬁépréﬁlgblllty
of repomgeeyary @@F“@éﬁrﬁ@mﬁﬂtﬁa@ﬂq, tha is e penfgm side Of'FlP?enVQ edotekittensll aneart of -

possi bi |ﬂletc)(eck1§g e CRSBiy of B iffot@MBh Snsrhifted®) BaRhiSE MHBER of Btailk iRGkiRAGAMOUNt
of the air Fﬁj ution cau gd at a certain nonent by a certain notor vehicle
wi t hout SHES PHSHE Rdieidnt loast f5iag T ympea§®™ ng and anal yzing by the vehicle
concerned the kind and amount of its exhaust-funesll. 1.15 A
characterization of the TIP system when used for traffic pricing An

i nportant characteristic of TIP systens intended, or also intended, for
traffic pricing is that all earlier nentioned w shes can be net.
Characteristic for the checking nmethods used for such TIP systens is that
particularly 11 Although we assune that the actual neasurenent and anal ysis
of the exhaust ‘gases of each vehlcle |s too expen5|ve) |t can |n pr|nC|pIe

o e B Y




In certain countries, taxes are currently already levied in va_r'agg s . on
traffic in a wide sense. Think, for exanple, of taxes on the pu wfm
ownership and the use of vehicles. In case of these existing forns of
traffic fees, one can not, or insufficiently, take into account, for

exanpl e) the anount, the |ocations anfl the times of the use of a vehicle
and t he anount of the resulting environnmental pollution. For exanple, in
case of It whlspheansiyat fhejanpfoachusipasgents ofiersmpre, onbeiterhpossbilitipethas dhespreack BHing &Pkl ong t o
t he thi ghekkap RERGY! RREE EALIRSP fvprishell A¥ER vitOdeludive Senid ¥RKEAEs. Kiter bhEHers #i@l | Y
does play a roI . But yet also this formof traffic pricing is clearly

| acki ng® e85 ¢Biffe cannot take into account, for exanple, the location
and/or the tine of use, nor the fact that a certain anount of fuel can be
consumetld rChargingteatfisfees witlyth eid of actrafficinfprmatenceystem £ ri endl y way. Furthernore,
there ig tical nrobl t. e u qx%-:x not be
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flexible systemfor the |evying and/ o roportioning of all kinds of
traffic areée%e@l@&wna%mb‘ra?m@fa °é‘“b‘1t“ “F‘bmfﬁtﬁmﬂgﬁs of a veh| cle (taking
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1. 17 Caomparison with existing systens for traffic pricing For traffic
pricing, many systens have already been contrived. Oten this concerns toll
syst ensihpigh é?f?a aBlitptive gerspprayelieag piptgmepiehsqebisorest eeershoayidpot frept b AMEs.  Such
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vehi cl g, mmay, £ aIQ‘Frb&%%Ijo%Ft%thBr athréeg] such as) for exanple, in relation

to the - total - fuel consunpti -"total - noise production and/or
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conputed rather accurately, let alone a system whereby such cal cul ati ons

pl ay a‘rot—e—r‘rT‘char—gr—ng—TT-affl c fees. Also we do not know of any system

t hat cam et her the fu on re ed i r fro .yehicle
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via the tariffs, stinulate the purchasing of the nost environnentally
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Besi des, the TIP system has nmuch nore to offer. For exanple, the
possibility to collect fully automatically and in a vary privae gugg
manner the nost recent information on traffic delays, which expressed

m nutes are nuch nore informative than information on tail backs expressed
as lengths in kiloneters. Further we Bention hare the possibility of
identifying vehicles in a privacy safe and/or fraud-resistant manner and to
acqui r e udag tfdr €xample 3o ighploveltie réabi@abimg bléertaintatemsfat deftaif in¥)?.g. tyltamiatigdilbickd dinngof
—systenatlcally collecting reliable data frompractice, for ax anple, about
t he fueP’ H%unptlon realized in practice par vehicle typo, and the
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- 8SEP2003-,%. (naNtht;r proferred enbodi nent of a nethod
according to tho fnventlon) one or norn I ntetnediaties, acting as

go- bet ween during oomuni oalion, are used | br at |east a pan of the
comunl cai don between vcltfcloa and the authority, (1'hi$ Is Prehnm naty
~ratenenr 9.) Elucidation: the notion of intertnediary i9 described in
Chapter |13 (and particularly at the and of that chapter). An internediary
is sin organization that is indept;ndont of the authority and that for the
bonofit of privacy pratec ' Lion eels as a go-batwe4n during the
conrnunlkcation thorn vohlclcs wit4 tho authority. In a futtlter prefhrrr~i
enbodi ment of a nothod according to the invention) in at |east a pan of the
vehi cl es) even during usage, no agent is required. (Tttls is Prrhmrrary
,~raremani 8.) ~iucldatlonr For the vehicles wthout agent, the possibly
requital verifieadons nust than be performed froma distance) i.e, oucslde
t he vehicles concerned. This preilrntnary statenment thus covers the case
that fog- at |east a pan ot- the vehicles the approach aci ng axcl usivo
remote checks is being used. In a further preternod enbodintnt of a tnathod
aecordina_to tho inventiot> , in at least a pan oC the vehicles, dtrrlng
usage, one agent is rtquired. (This is pralrntnarv S taremerrt 9.) .

El uci dadbMpreﬁmeise@ffmnﬂMd tROITR nyetonpia nitique bekamyel s, Bcfartns waleod, he dily gmien G is14. Not e

t hat her %@[JKI %I i houl d
perform@err? g kel tlbztsﬂja()ﬁ {})%Hﬁoln &%g%té%%g %goglmo en trill
t he agentmphwést trmmmé@seéxq agied @eﬁer@-re@téwbmsm jof Gppsiapong tevt(r% for(Sj x al so
the el ucixghitd dilohefer 65, B bt Maal gumg)t 11.) Itt a further preferred

enbodi nent of a nethod according to the invenuion) In at |east a part of

t he vehicles, during wags) two agent arc roquired..(~s is

Prsl|nt narySt atamant 10.) El acidatfon: Se6 the el uci dation to Prelimnary
St at ement 9. In a further pr ef erred enbodr ment of a net hod accor di ng to t he

. o Y 1 B Y




| bluctdatl onr This prrliimnary rtarenerrt is particularly intended to cover
exphcirly all possibilldes whereby vari>i cadons occur chat areZ ﬁEPﬂﬂ@[]B
tltlly or partly ttoma distance. Inplicitly) at |east a nunber of theso
possibillties were covered already) p'or the sake of clarity we here
explicitly list foux of the total nunber of possible tttuations: 1) the
possibility that all verltications in relation to a certain vehicle arc
performed fully froth a distance (thfs possibility actue,|ly was aheady
covered indlrocily, or inplicitly, by prellrnlnary Storenmrnl 8), 2) |)te
possi bi 119 yDestriptiondn elyeidatiniotthe nentonandcopperisarwitbaeliteday by one O noro

agents (t.hi ossibi it opVer ke~ Yoi I tarrnmentr
I, 9 ané{“i&%“a@u‘:ﬁﬂﬁ@? gre ﬁ'g\flﬁl%f"tg”&r g’?‘lmﬁqﬂrﬁg"r 3&1 §g‘§¥g"‘,§3§‘{‘@@g$ﬁ %)Ma so cover
eases | oripdrding elfickdations theorderip deseribe ndicsialn wHY amepsof the inysatoncaawkelnfn ®hl y a pan
of that ainiEseath we Prsem e irRRauP sSchirina clalnD &1 ihé (hird AbsdubdOwe dofipaRNIYs Cer t ai n
vehi cl e cerqtlranai‘y@}votlftaatlon is penforncd,/Irllv froma dlsisttee and
also a & ! WM Gon i s perfontcd fully by one or nore agents) and 4)

t he possibiljty tha urt.aj eri 8 E P 2003 Ig tlcatlon is
per f or WZ‘&E%)ak’fy’?}"W%f“ﬂpﬂg"W@Qﬁ%’"ﬁﬁﬂhﬁ’gﬁ% y by an agent, por an exanpl o of
t he tasg 1Al ibieade e HIRSEhdPrdliintniry SEteinehis MK Cobresphilinfhidiionsiiim biiddr Wl cacissheCt i on

16.1 and a,nunber.of sectl 0l i j i el imnary

st at eno fPEPESHT S FE &Bﬁ‘@rgg&f&é ol By .?ﬁ%ﬁ%ﬂ? (8O Moo ar

al so t helalps Sepdyr| dllaprest clmsancfoupulatpdsin Shapipr 9 apdqur primagy HPReSPRYA R SabESt  of a
nmet hod g&gaawdisngnt o the invention, infbrmation is collected on tho fuel
con5unpdon of ithdtvidual vehicles. (This is Prelimnary Syarenenr 1 ~.)

~| uci d| Pre@pfrary sfegenidt i on on fbel consunption includes bout information on
the spc d ' ngfﬁy WeadaWhih&GinPy a fltel catuwnptlon
net er) tgﬁdwé%lgg'?a‘fﬁgpge%foh%&g?%nBte ?rlekoter n( e, of qg t>l el cottawnption
count er }). inwhieh usnf udenat mean for supplirgddférpation tattarelpesentdd 4t kot agdrt oftlsvebeleqanpl e, | ~t
order to be able to derive data about the fuel ogottsttnptiori-as acwally
eal | 2o By FRARE] Bameiin e Ao g parerp ol By wpakt oF B gl B30T ke
gear box tigfomnatiansyppliet foppebiclkls peed, spend change, gear engaged) engi ne spend,
orig'tn enperat ure ir,.hum di j Glopgraturt, and the like. O
it can eﬁgoc?ﬁelﬁgfuéné',wf% °fe§#aér?p"1qbégx%539%g§égg§ﬁ§ or also used, for tral,~c

pri ci ngdy iaealcihedeliabilig amhs iffirmiteonmppicdit or. fromigehiles in eerified ivgso ppislisaekssaly. | nf or mat i on

can) if desire e wveribSed on reliabjlity. J.n. ttrther f enr ul

enbodi mén WB@‘%"@&‘E‘%@"&"&@@EW A “4' e |°F15Hé'?1hf“?m(?;|1?°mp?lnfn riﬁgéﬁl%(e)sr? 'S

col | ect ecthsypossitily a sest memebertofiaeqtipkt velidlomd eaus Cd by i ndi vi dual vehicles. (This

is Preljm gar . This kind of infortuadaori can
T Bt N R o L

be coll ettér vices of the coral
envi r ongmadabo;pol i utiori caused by notorized vehicles or, for exanpl0. to

uSe LD S SorkbalTbeled fin 1 piesat) oflaled, BFelifbuke i >CiesortBf 4 rghaddr). St at ement
el | abi | | YT Lo RSP By MSURA B g SR e R S8R g t o
the i nvemfhah§. infortnadon is collected on noise caused by individual

! or nmt | D UaR e il o SRR oS, s e ol B 1
noi se nui lisaindd) ingductorrehapernPr fagficdsermasion wimeamhow polloiropadindidanel iabrautior) f or
exanpl e, AyQosiie fnbofhaBonl walieis VhBrehaddn on eli@ons of bedéral pécRftloEveREIECTHIE, thrS0E

that ¢ he. BBl Lot o sEHA o e oy orge G Bopngis g G s el 20 17,
I n a Nnheton ponesine infoerohtionrn dndividwhpersorts aonyshitlesd according to the invention,

i nfl'ﬁ;[ ;t ;[ ?B%ﬁ@hl%o@ohﬁggﬁnsgm&ﬁﬁdﬂﬁﬁﬁ%@gg at i ;)'!r?!l’i No. iit atm}{e&gkeglolels-ect ed
(lN' or nt atiwwa@%ﬁﬂ‘g]&m‘g“‘ﬁ'&ﬂmﬂ‘fu% R\%iﬂ’g VM"@’W%“ I Wﬁﬁﬁ’ﬁ/&“&‘gépmdso

Prel i m nawesons iaforenation 3y selp8Adent Hissge lifomuation covant both inftrinaion odhe seofdtw vt ed) f or
B et | m it Efald boigoh bl b P v o) e Wb il 522

met hod acBeY Qfpmiiexand infiafionee Fe fityes and/piruesr dios RaYer iCovpgoplel IoBRUgH O e engi ne

spend of ;hfehiaivdn @ Aroid QRGdeREs dubifdithust, Suol §sPlor RAMPR! UAASInRhsRYT BRIt dodl-)
~l uci dsttj od: 00 -20 Note tha col | on can)

... a s E_P 20 t.th ted inLbrmat
1 Gest r ol SBLAGEHTIOT TG AR AP g o ifer 5 BRI AR, rent 2s.
This kind of Ittforntatton can be collected, for exanple, to use this
Information ~ also - thr ttat~ic pricing (sec Prelimnary Statenent 1Q).




In a ~rther preferred enmbodinent of s method according to the invention,
information |Is collected on certain counters associated wt h-laﬁsﬂ%
vohJcl es or persons. ("Ale is Prelimnary Statenment |7,) El uci (H%e
counters can ba of all kinds. Think, fbr exanple, of klloneter counters,
revolution counters. and the |like) but also of counters regardi ng bl ot
consunption, oois~e production) environnenutl poiluttony usage xighu,

| evyi ng points, and the I|ke Thisl3ki nd of Infortnativn curt be cohect ed,

f ox_ ex Al ueihiuéifl ot ity B ek ndbBith bstdlut iy Blo b fye0ASI C wi
certain kinds of tnoto |c es or, for exanple, ¥o use th

i nf or nat”ﬁﬁ“‘h?ﬂ%‘m“!@?“'ﬂpﬁffl c pricing (see Preliminary Stat errent 18). In

a iltrthgy 1B ﬁuths,p& ﬁqiefn:?ma mtmggf,&mm @,997,@,9 &%gﬂcf@as?m i fi bt Vention,

thecllec a~ton I's SO use or inposing a tra~"tc
fee. f Idtlt'ql)sc*‘?@f ﬁh\Bl‘hiW@’FW@°mwmm’PB’°‘}““E\‘%i‘t‘?‘datton The wi de sense of

th t

et el @iclshuh B 3o BERE Yoy MR ETRGLed 0ol bR b © |
Chapt u mmﬁbtcyhaﬁb@nwmndom%& systess for qheysing-Ryblie wwmmww@gwwp@- era

i ncl udectaitlate@eacf&sssn &niwrsb&ﬁsma&d,wa@m Eﬁmﬁfveﬁaﬂb:ftfw me‘am&w ﬂﬁﬁg fhhe refer to

Chapter 7, See Prelt this
i nt Podu&'ﬂ?‘&?“c‘w dﬁ W°#P8V°éh°§a$m¥e@°'bt" rbfpmg’gfbm"”‘ﬁf étﬁ't"#f’ s that can
be used aaml.pammm of thé publjcafnsportatian syfém. (RansanipswheSseringlasdor Riting heplaty 1 y

31! at emg %sea L exgr Nﬂtﬂﬁentﬁ ﬁquikfa WABN 5 it mEr 1D B9 ndeddfEveTid Vhe 1S PT 1 CE

function

ftrrt?ier eferred
enbodl tJ@ﬁtﬂ"bfﬂv%viwmt&W&M.%W&“%mﬁ“.%%‘nt‘?%‘”‘t‘ﬂ%%ﬁ‘?@‘f@’ﬁ‘m oyed cart
t X r ot atasskhirlveigekeof s putvirrisnspdrier, buefrdnod fagemgs .o doparirmal vehivh) witsidd ibesser; € cover ed,
the | ocqls Rfleet he date, the lioint iut tinme) the trai~c intensity, the
brand) npdel ) year of rnar i factu ear box g, the gear
eAgaged, %bﬁ‘@c% iRV yEhgssivif ‘r't'fébys" ‘é‘é&" “gPrP?g"% ff&ﬁ@'h%ﬁ?‘:)@g” F P@YE fd of fttel,
t he f oolexpticuysclanifiediloti clacidation dhis @ommmmmntsm@ g iinglpds ich poat all
pol | uti Qmiy6a dRshly $h@?§mﬂaﬁorﬁ’ﬁwﬁﬁohm&ﬂ£ b2k aéaﬁmﬁﬂtco:hp%m)mtwaadm l@n: On the

basis of Prsl cr tsnenrs reli.m na Lt nt S

rat her d‘B@T’BﬁJ@m ?‘6 F‘?@'%Wtké@ “gm%fqn&eP"ﬂuéau%m %%é‘gﬁ ?’o formul ate

t hi s pr ity Starepenst, étt!leh'ehta nyxhstqfethtrw"w@oﬂmseféﬂ- theroaden uoHes| o6tafBq t e t ext
earlier phoicigalispshbuld thed Gsaaédbeyywhidiaipseas of bdicle@). B rofiod wha theindele, @tdagNSi Vel y

t br mul atgd Ff%ﬁ v?lfx gon With a part of - the corrospondirtg elucidation. To
be quite o e safe side eree haslze ‘F nor e og%lﬁ?ﬁffythat t he
enuner aﬁ‘d@@%ﬁt”@%ﬁﬁ?t"f"@’é’ (eal] 13@3& kPRl ’s‘g"af% FHE9 on to

Prel | m padgpais’ aﬂmbmﬂm%usTthvmts dn poink ¢ ¥PuRldge ingoprecn ssthed thelesssnesd t oi | i ng as
wol ' as ol b&ﬂmdlas\uws mvﬁdﬂiap&qstpawdoa\mfsuﬁtimmmsubfof ﬁﬂcxaﬁdaodmmsbt of s

met ht x| cord he i the col.l DS used, or
is al so suse‘as #"o gfp%? 5'[‘% 8 n%r(l)iﬁ' 'émd'lgcf s(’tlr}zsrg fﬁnmr)fary St at enent
20.) -i (oS &y P @tange trail AA“@@WM@%F@%M%“&‘%WWW“& hy affic fee.
fh? now&immﬁﬁsmﬂ,&oxﬁeﬂﬂes&ﬂiﬁt&bmisl Mirefbet, AR FIrdillitons! psh@ BhbWHOUS I i f' ng)
is trea r exanpl e,
on & Kt 10 ahesess wit%?mﬁﬂtwwwhﬁt°h“%"‘gt&?@' Wbk 3uuct i on
couri er In ey cisn pith the shevetexampls o hape fodiave sluicidges puficlenly the far-repphing geoppolibyn3 . 01
equl vahmiériugon atratimadaesiaémenny ot her tra~lc fee counter, In this rosy one
thus can charge) for exanple) tbr all dlstattcas travel ed, all Nel
consunptBy GRensa;. etpsipiseenicin tided 2 pagt of the veiglesr wealtbderrand. pR9 plir hi3gs. WeMfsed, and cho
li ke. | Pmmmfcr:huait)aﬂydnﬁngeneamtﬁsmﬁivedmm;(egI&bmeta peisdh v(hbus&themmahﬂmsl Engt i ons),
wa reler, to Cha a Nrther. preferr met ho

accordi r‘l’ﬁ‘?’g 'gm’?‘)htfé’ﬁlt °@ﬂ afm?aﬁs F?glﬂ&qgﬁ‘gihg% ﬁYoga ion froma
certain B‘j%aﬁ'ﬂﬁ M;y |Mhmruhieﬁmﬁdhﬁttom?@lehﬁﬁi @uch MEfor a&m@a AR

di ssemn t ake r means
plresent a)rfﬁqéﬁrﬁf'b"f"yé'tvfl gt‘n‘é ‘t“@’ t‘ﬁ'&fl ﬂ'@ﬁ?@ﬁ i@dy"&zﬁ 'rwétg"é!l"{/'lﬁc’n H;%{J“ '? s outside
t hat veh# pirisylarly mebris secpssaryForttie coliesting wmwmﬂmfowmmnmww i Thi s

preli ”ﬂr&@rﬁ&‘orﬁ&@ﬁ Rk Euwlle&jﬁo?'%%nﬁﬁﬁheh%m@dn als@fncl\taaﬁ tecemr Foh‘iss@tﬁbrlm &nNcat ion

bet ween vehicle and an .authorit n ? Pg E ﬁﬁg@ | ace via
trazt sm2pest (e 3‘1"&‘!) s apbipnsbn upply 148 “‘H&@%&fdﬁlab%! TR o1, gy, m“Fré?“E“ doubl e
functi orvalue’otmemtuvemhﬂtsn rdamitrer reading (o2 SectivR 7.2)), taliahap e ayey ndwanad ienrverifiss one

directi vi,z fro e to the outsi and Z) that
not ai l %M’m?ﬂ "(géhemi?hﬁ g"'f’%‘“‘ff YRS By mene °€W°I§WH&°%‘?3 %‘%ﬁaﬁg@p‘?g‘ém tting and
receiving. In a fitrtlter pre~rrtd enbodi nent of a nethod aceordlag to the
i nve~nt1 On, at |east a pari of the conmunication toma certain vehtclc with

an authority that collects, verl~es andlor disseninates tn~c infornation)
takes pI ace Vi aa transmttl ng neans out5| de that veh| cI e and a recei VI ng

o o oy e . M T - ™ a2 1 4 =




El uddation: ThJde prclJnrtrtary statcrxenr speaks for lisel> o .
under sraodi ng that the neaning of nobile should be taken in axﬁdinfEE%QQUd
nanely both in the meaning of novable and in thn nmeaning of being in nodoo,
(say, noving). Thos, this prettnJnary srattnment covets) for exsrnple,
“reading out' vohtcles froma noving parrot car. Parforutina verifications
Prom a noving patrol car avill be covered explicitly by Preltm nory
Stattnenr 30. In a | 6rther pretbnrod enbodi nent of a nethod according to
the inventl 00. disseninatlon o! trafiffc information by an authority is

i nvol ved  gds vahi® s 4 MXHHA6E Shy, rgilm fofnauda’of e Tivahad Yenisie'pbad e cerbih, domB UCt dat t on:

This prelim nar*/ stafentnr describes that the tra6 to i nf@rr&a{?irolg system
concer nedSPaPeEont 1670 Then the Xpavired (roelyerin Wakyphicle;belongs o the mpeang,in questol, AL IRA My " £ o1 { he
dl 8som nattsnsbeing méritieved i the efunmbrativd given INOkapier Shof possibly-required blamenm pidonpiedsso cover s

I nf or mat i i anple) of entry

prohi bi ti gﬁ%“%\g%gg'cygﬁgn“ﬁ%}%%%%@%‘grpg’?eﬁl{‘/p‘rr?%‘ﬁ%;at ory altet; patlve routes
(1.e. det orerigdrmanth B®e fupyied citompasses it deast hihinformationdiem vhictoraicitmalorin tfsor exanpl e

for nttvig$tion or. Lor, th ' f ~tl i ' l.cl e by an
agent (t hiﬂﬁ esgsfns% éﬁeé hb@‘ﬁ?%%ﬁ%ﬁ@ﬁ&&%ﬁ* E’%‘%’%‘u‘?@?@%‘é‘%g’ﬁ H‘gg‘%‘“ Jni S Zovor cd
by our wi idividuak veliele i pur contaxtfgensrplly Wil relate tagid one vehicy amsl/qr sojd opgyghjcle’s mear ene)
frirther Ahphdl EAMMRNMQLIIREHY Wi EmTEhliathlaaeo ibnfi@or, PhillBr dap®Néd on,

sem -identtlicatigns rived ffom.,counter val ue9 ar . s is
prel i ni naf"{f’“‘gf’?"aﬂ‘gl‘h"é‘ﬂ&" %‘,";%“’I“Eﬁ °t?g‘|“d'f%‘?°g°o°r?‘:u°'$h°§‘ @%ﬁ'ﬁ?‘é‘?ﬁ.‘%ﬁvh&"ﬁ@f %%n can, for
eacat t t Dl whiclhdn @y ke ip peiteiple oy eoncsm)all information tha e breoleaerin ey Indbyidug) vibb-agi ¢ f ee
counter. J@ndURk dan beldhppited eliPhR@BEENti al is thai the correct progress of
the counter value In question can be deternttned or predteied eletenally
(i.0, froFfhesnBeinfomiatondinde darived from ihs aptenty ofehe Mesiges|ses) frofy) veiclesprsffomvite rsccur acy .
The countquo},_nmguﬁsanhmomﬁymhﬂhaﬂ?n&ﬁmdae\e u&hioﬁbﬂl}ecﬁnwm‘gg v@ fvish B H;ed.ri se[
or payer copcerne ag al,s r . enbodi nen
of 5 ot TONSBLE iy % & sty ARl ol el St B Bl Rfdion 20 T
~ha regi sthaseantdr dpived fromqng pr repre ofthe follaping jobspruations; | 4t b messagy. prad cereladssgy g i s
Prel i m nagayveSit RécRaRIMI, 3 Gads mehsage] ol @ tdrain mestgq hatlbeo rethedic e tendibloaia®)i N Sect i on
15.3 1n pﬂt%'ﬂ\%&ﬁgrﬂe&%&Qé&#}?&e@&ﬁfﬁ%ﬁ%ww&'HHLH)%M #nlBLhad according
ofl.” 'sem -1 denti

to the inve~n I cations, for each vehicle randomy chosen
froma setrifmeRgathes recelyedatg sEgin pERR NS 5 pre| j i nary Statenent 27.)

fEl uslhdat | B noele & uﬁj;:mm(ﬁj;!aa&t:ts! al.f&‘éy @mnt ﬁeﬁu HD@is %pﬁa&:{lohw brid Gs\Uesdd ox- | n) at )
urther preferred-e i mant of a ne .accaor 0 . on e
ittfort naw%% n E%arﬁ-@éﬁwf %"i‘d’r“@%‘r"ﬁ‘“é’ R/"gﬁ?’%f“e'g’?%l‘ \F/Lge}??ﬂ‘ﬁe‘gﬁ‘o‘lh‘g ?‘@P{"%bi lity and
t he i nf orthemedtristiveyiealification (jllegitimate’ dmpbien thas prpveprish ef digifararg wacing of ersopsa0der¥inat i on on
one. of tHies fs@bt raired'd) Waorkitias the trivtng - 4 limited degrecc-OtREs@r andlet wiidlestohéhichpeed, t he
gear engagefond, NewRBe G b trdckdd a&&?ﬁrﬁiﬂﬁﬁrﬁ@a&ﬂ@&sefbﬂ ShcPr oduction

(ity, \
andl or the enyt%xonrmnrgﬁt 0 Htlon cause IS IS Prelrtm noré,[ St at ernt nr

28.) ~', |loferraten saim using the\methpdylesqrived [t thifere/irinar Jtalemantirasing really caorbe tent of
the rightted, aflongrantié Rendtiehiniaved banor bei ttadkedown. Toolonbysircumedning oL bk ed
i ndi cati Qfifhuidh e,;mk.g&;@&li g&&m‘éé&*&&*ﬁﬁsr BEord PHvenPhefmobiBe Bheipfifed RluRy-SENSE,

nmut ual 'y | pteychaa | ata, (Sto S ction 11,10.) ~f course,
somnet bi tt'ﬁ‘[;?f{‘??'I"’Z’f“q'ipg““\‘iﬁﬁj‘ﬂf'hﬁo?'gﬁsw&”@%F?ﬁ%‘[fﬁpdon outer and counter, a
noi S? pr Oﬁlﬂﬁﬁélnﬁﬂomﬁﬁﬁ?%meoﬁﬁﬁ ﬂﬂgﬁesaﬁhs&mdg&m@sk }(reﬂ@daﬁdd; (%n% zél'ezjer ?nld
counter. ohadon coupt er gener en rotationa eed nots
and ‘crrul@ﬁh@‘"?”&%ﬁ%ﬂ‘f‘rﬁ“hwg f feta ?N"%@%W% tbglrm’g%'ﬁ e?m{?ﬁg?rue and! or
t he speedwewit brthe veidhledp hn agent. Qelore i5ill be sikdi belowlabow te nqsiosof iamegent) ¥ seohelpbers | | and
16 )N ORGT fRlatiPan agbiliF 0 AR BIHRY biard) Dohehicdnd AR ndiukd cilrhR) 1

the speed at a

trajeaary) or € certain nonent, 1s easy and well-known. The
gear' endﬁﬁﬁgdf 1 ife relishle inforpapion frogithe; veldgledp F‘&?“H‘B%V Pa‘ﬁw PfyL‘J‘§ WM P DE) via
speed neassidetaieént (s), speed change neasurenent(r) and dlrectlortal noise
production nea9uretnent(s), while reliable information on the vehicle typo

i s al soTegtttred—Ftre—manner i n which the engi ne speed and the [nonentary)
titel aen tiop can he determ ned external I s, descri bed in Section :
11 7 1 REHERR Ry 7 ol T S BEatRR e bR bbb B b
asoer t dh gepetal wilhmseeyiarehavo fo rabety thalegh! fequiremont,til num bevaswmed|thabunpryvembd +diindsdf e d

carl i erg hektional ; I er prcFetred etnbodtritont
of a rret{aﬁgkcfg;%:%t)mragﬁﬁg&?g%%ﬁuﬁ%%ﬁgwﬂ lglr\l&ggée{ﬁwper forns verifieationa inn
the vel ~ole with the help at externally ascertained, reliable Infortnxtion
supplied to it. (This is Prelimnarv Statenent Z9,) 8 S EP 2003 -23

~l ucidatl on: Sea Chapter 16. 'xtte tttantter !ri which thg required
nllablo) |.a conrocb information can be ascertained ex tetnally has already
been elualdatcd with Prehm naty Stat~rrent 28 for a runba o! kinds of
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Note that tb~is prellmnarv statement also covers continuous swg%gé ce
of traffic behavior (such as) for cxanpic, the continuous speesd r}003
al ready nentioned Iit suction 1.3.). Sec else Section 16;8 and point s In
Section 18.1. In a fludter preferred enbodi nent of a nethod according to
t he inYCndon, verifications are perfocnu! tomtnobite checkpoints. (lbis is
Prelimnary Statenment 30.) )Elucidation: Here we nean with nobile not only
novable, trot In particular also noving. This prelfmnr~y statenment thus
covers) for exanple) checking &oca_ {gving patrol cars. Flying cheeltpoints
maX be attractive because of, for exarrpl e, the stuprsse sect that can be
attai ned. Aphas eowexplainedalradydn etsmaduevmdummwmmhnucﬁm%w baemendiby to the

' nvenu gnwn&; inb »Fvﬁqlﬁ PRidh ?Pﬂ&dn:sbﬁmﬁm?.a‘gn mﬁnl‘;frnmeskmima« nrverwad:w»fm e]pdl y i
way is'is Prelldrtar ra n u riendly
we rmean t Rt %‘&@ﬁtﬁ’i@ﬁ‘f’l"ﬁ' 4%@ tﬁ\‘e’?‘&%#‘f%’? “§°é‘§ﬁ<3?§' Hﬁ’&}‘ \Fl'yo vehi cl e
in questi pmsemnhérb oticeukiore ki mmlll@nieyhaﬁacrlmd‘msamw@m thgﬁombomgtﬂbeneéﬁc-eeded t he
speed 1 ey HGoal5ANRgh R HAARHo sehostd Sonkfidhechnd i AR toaioh s @ LT Lher

pref erred en a tnot accord ﬁcl the itfvcndon, a correct

i ndl eat i oH“'bﬁP‘“ﬂ“ﬁ'Ed P’S¢°E$@§e‘?i‘l“??a’t"b‘tﬂ“l’a?l‘féfdﬁwv a\phe bagis b Indepgndent dhseryety ¢ es at

:ceast ar e ignb/Measurdhishts (s&i@lmmwdmmmmainromnm: Pakisi Seohirbouwp- passi ng
romonot to a ng rine to

Gt andard PR GoaGs- §BRLIE bty phNGD wadp R dinalh ARy Btk siga )9, [ 7
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no 1> n nrig S

al so st an%f E]Fﬁﬁé“é"g)g ‘t‘gdﬁ‘ %’gﬁﬁ °?%§?°)"6°r%9#?‘9%‘§ tﬁe i%aﬂﬂwcan be

expr essedvalupsppr bhutsilp the vehicly by mp@vev@ﬂgﬁhaamm thy W@?P‘WPWP@““%% be

expr 0Ss0d yd HHSBERIE Mpbrec® D valllcld 1) thi uwmm.gumwa a rdniirger, whiklt drd taged qmrtleaf orrod

enbodi nent ,of a ne n ssi bly
trot or n3®FEH e’?wheg(r?&e%&%”g\‘fcﬂg@ﬁ@ ngkb?e ﬁgr éde i }q)yw pnent
arc track&d"vmlhf%ﬁ'ﬂély'dmCIP#@WWW”@P%@'M’F’U Ja,) ~ S EP 2003 -24

oo ond ket AL IR {8 Bl O Ao i %@f«r%aJ?ﬁNn o
by an at t B4ty gpaials ecaiit is woho slt pformaiop in prds e ‘6‘f‘ﬂ5“drret hodg
accor di ngresigantehBeréwitly @edoi roronly vigiat tht s wmmmﬂkndomdm repfpasaepisshodx ed
IrequefSE df.{zm hﬁ:ﬁ;oel&m@astyomgspanﬁfoﬁamm&kmmmwm M%ﬂ}ﬁpt?r 1Z.
na ftudttr er of . a vention,
sof t war e gﬁ %?{ﬁbtﬁeﬁf’gﬁﬁc&%ﬁ"ﬂmﬁﬁg&ﬁ fn(&%‘&r {aﬁon via the
tr8~lo .nmemﬁoanqnowsggxmmm byt tragsmitigd MTP‘H?"MW%I'W&?’FE ‘"36°')1° ott

>! br cher mﬁéemﬁﬂom@shmaeu@s‘ hﬂmmilhﬂdnt&%aﬁdﬂﬂgn&@sawimhwhmeadon an
agent ful] ne&*e%rof&@ Xe%&ehdﬂ&ﬁo ia{ﬁh&@&&&'of«x . Rffa &Eh&%mﬂumm or

count er e ve e con IS IS nary aterrent 37.)

| El uci dat i %@%ﬁ?’é’t“dfﬁ“““t‘rPé'F‘é‘aMfé‘ﬁWt“H“a‘{ﬁ“éWéPBﬂ?\'d GubgRs exat upl c,
a ki | omet ssppliedisisubstantial Hirthernsre, nlo@ trufid fanitipand themgendrajly il have nalgemst in sipplya. f | ut her
pref errediepadh fRMa@f @ mMethod accotding to the iltvention, use is nmade
of agents_consi sting of a chfp ahh a processor and nenory that at feast
Rer ‘a panFora firthas gludidadon b hefad esrasck oftydividust componetisrwg refsf wChipterih Maans iror ed

therein amdwﬁ«aa IR bs, Mhﬁp ecmwnmen,qéaiw&amtnﬁua Nl aﬂ@@dn&ﬂ&ns, mﬁdd‘ i cation
E}c uf: Ihg ASHSH;[‘ \l(a\eer g beuﬁxys%my protec(g agafnml ﬁgud (s; ﬁlr%s ] nu clyn@ IQ go@e/t%gd? rl ee IJencu have % ge

fraud-resistant individually,

For the nolion of agens we primarily refer to the desoription given eartier in this introductory chapter. Note

that a component being fraud-resistant as seen from the viswpoin of the authority is called an agent only if

that component now and then actively petforms a task In a vehicle on behalf of the awthorlty. So, a pagsive

component, such as, for example, a magnetic suip or a stamped chassis number, cannot fall under this no-

tion. Even not If, for e;ZampIe, the chassis number has been applied to the chassis or bodywork in such a

way that it really is considered by the authority to be sulficienly fraud-resistant, For a fuxther clarificadon

of the notion of agent we refer 1o elsewhere in this inwroductory chapter and to Chapters 16 through 18,



A Ithaugh software in principle can be considered to be dew as welt, it has
beau neadoned hare separately, because the soRtvate does not‘&e&EPQ
protected agai nst readtag. For the data protected agai nst readi ng an

nodi fication (and thus al so against witing) think o~ for exa-~obple,
counter values and/or cryptographic keys. In a fttrthcr preferred

onbodi ~enaat of a nethod according to the inventio4 reallife data are

eol i ected on cod perfontaneea of vggi.cles under certain usage conditions
and said data art, or are not, processed into | nfornmadon an certain

pexf ot marfgthde oall d@!bt"a\mkngwimlm whewha lvagué, dos onermight use unngopsparily mamyQ@s™Sondi t i ons_
(T his 'Srnﬂﬁﬁhsrémmrnvm@k W{« i d; Dmhzlﬂat i@ bdsfits mudlehslire 4@ egONdi ti ons -
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data int @‘NhtthPmafd%ﬁ”W‘Q”l re fueI consunption | evel under certain usage
conditio G n | .
riccelara on “O*l}tt b e a,&@;ﬁﬁo%&re ‘&g%%ﬁtf?}?gﬂw %%’ﬁ?‘%f‘?ﬁg?( exref erred
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pract i cevaR isuscael (fa@heriworas] tombid Adumiindion of the tocutly aligaii).t Ad) of sfcieg@yrpUt | NQ

derlvedlnfo tio Prxlirn S i deti on;
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or conputrstdoteiongadapirtany poinf ipthatdncaseof the TIRSsteyne infermarion on sucedssive positigng ofcan be
used) fomeeaﬁﬁmbees w&ogimv@rmefa&mty %ﬂﬂﬁm@ fatsd dAlagebk§; Bt Albhe Bnty. MRt NQ'
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dot et mi néngtised syetegs, ths@nmmrlaeswlxamm °&“P?é“‘h‘t§’%§“‘p§ﬂ'ﬁﬂﬁ%ﬂt‘4“%°‘d!f°f&ﬁ i ndi Ndual
vehi cl e) uwm&mvoiosmaisohﬁg heodd&qv«dnot,arep&chﬂalbenaeﬁsmdi@fmmgeﬁ dftgon.( This is

Prelimn r f a met hod
coor di nas FaieSf B elyol ot ol e a b el o Gl il 4 Sl 6

| nf or ni t SBEHef sp-elledoavgr flﬁmlﬂ@t @E"fn“ ysiheeauesiea r‘?ﬁ’f?"“b‘f"m’ mﬁ“‘d@r‘t‘?{‘i"‘ﬁ form of -
envi r onmesdas priofd brotbcti@ninelbigelenizy an i ndi vi dual vehi cl e. (Th| s is
Praltnrlrrary rarerent 4z .n fltrthe referred e t of a

met hod THERIHFHT W’Be“i‘ﬁé"ﬁ‘ﬁ‘\?ﬁ’égff“%"ﬂﬁY%‘él"\J?“gg‘ t {5"1’#) s (Vi3 g‘gj nlst vcdl ol e
t 1 t ak e oners eomo hspectsf apwagehich shoddhat {pse hnderstond xsmvquWomom OQ\slBM@-n at ed

out si deishiecveddi &l ﬁm@dﬂ,dhm&. Lb@&aamtmlwmnmew RHE9EE of idnubabeict, theehi cl e.
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di ssenFRar e oie el T?w'f' ra e§<{| s1p‘l°§?ll @Q?fe-gte 4&8\9&{}?%” of tbc
speed Iﬁi"'rﬁid’ %%FW‘H@‘“’&&°&?‘P\P@¢E’E@&?‘(°Q@“ gpvirqnpental poliutien cavsed. td FAllCtVi t h 1 espect
t 0 t he igfmeatibroanSan@BEothef thinigs, et ity aalbeks the fod condmmion titkawictipddietant ae | n
speed L &s genl PEPWBRELy SMhaneNNect ed areas that each have
their O\K‘/yr\aﬁsipcengf}m?\aﬁhgg{ug%au%@oontm ngw prerentp may - upon roqu~r of the
dri ver Eluciagion:t he | nformation on the locally valid speed tin>ir tbr

aut omat i Gy %Q,%Mn wmmmmqsdo inm&ketu& brda@sc@petohmmrsm@lﬁ e,fue weRbodi nent  of
vention, the inf i on Q|| d andl| or

a met hod accordin t he r
di sseni nﬁf"‘édﬂbf?’l“'f“?? ‘r%“ﬁ%""q'f’“ﬂé‘“t ?‘ﬁ“l'?‘l"&“?’ﬂ' gﬂ% 8"&" i?"":?'“Ersed f or
cal i br at iaghisabagscoivgnsiindematonha e, uwllaemmr:@mmam«mmmmmm 44.)

cover cal o .‘%"Eﬁ"""‘?ﬁ"s‘*?‘:}#&ﬁ? Bndoly WA AR lbhikion 8R! 101 Y

vehi cl es? 'E‘[Y@ GP%WE?&“ gg %’T"W"ﬁ‘ﬂ?"[‘t‘r Ll'g QORI ot i on:
recipr oc&br)memal Thy mdrs meeise mmmnf theoconcissiafopiviied erfumaridon s aitcnd) eepfmadel ocks)
outsi de LERBERAL HER oJHR: B Gt iftbdaot Bl by bR &' Tore Wbeiey KBS, P OAUCT T 0N

meters, speedorre ers an f eoua he tatter rwo
exanpl esMorgie vitiome comssponding elnpldationa To s geite tEW %?"d‘%“"t 'L‘F'“ﬁ‘i“ F‘W %@’aﬂ"“ n a
thrill er pigiritie shigheraush Rchioneiistief Née 1ia 1o cutlecth@armliubdcat ¥ diviagi (iwawsnt i on) an

agent is SO for frau Li.on of the
vori ol ¢ 1 WA oL sl o« el P 6 303 A OB, RN ey or
not , hastiqw@nnoﬂnstalled ("This is Prsttmrrary Statarrerrt 45.) In a
~ttrt ref odi nent . of r di,n e invention, the
aoaect P"t"or ? |r 2 %Wﬂé“?fﬂ"@&ﬂ’ﬁf"éﬁm Fﬂ@g‘i@ﬁ{ﬁ fFﬁV‘F Meul 1y or
partl ydenmmmezi qﬂra‘(b@delm Iomcblc eatformed dulomsuchlly abdieh priveapfriendly. wag (Bhivsire/imk 6. )

IuGt d;;g,% m"]'lgijt counters can be Wy verltled renotely, if desirxd, wll

e [Ifus { 'n Chapter | 1. That counters can bt patlty verified

rerrqtel y, if desire4) wilt be illustrated in Chapter 16 using kJl onetcr
countots as exenpts. '(Mnk, !'n particular, of various verification
aspects such as veritlcatian of preeislott and ver'tftati,on of nonotony.
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-25axn a llttrther pretbrrtd enmbodi ment of a nmethod according t tgg
i nvention, audio-visual nmeans have been Installed In s vehicle ';:8) Pdaﬂﬂat
| east a part of the information, (7711ls is Prelimnary Statenment 47.) Xn a
tttrther prefarced enbodi mrent of a nmethod according to the invention, at

| east a part of the dissemnated information is used, or also used, for
navigation. (This is Prsltnmnary Statenent 48,) 'fhe invanllon also rotates
to a treble Intbrmati on system using a nethod according to the invention.
(This is Prsltntnary Statrnr~t A9.) The invention also relates to a tta~ie
IttWmatl an 5ystcm accoM ~Dg to Preltntnarv Sratanmext 49 that |s prepared

f or adaPuddslons and execnstons. f I'#i's is ~reltrnl xary ~tatsmant SO,) The

ot hod) °§z@t‘?ﬁﬁﬂﬂ‘ﬁ“‘mﬁ@%’%&éﬁ*‘%’“ﬁfﬂ- 1094 elflie Pa RAGE i imhPIoh S 101 1 2
The i aver‘PlHBh““éU“g%E‘M‘Ht“@?% ‘&h’ 536 °§‘§5‘f‘@’d‘ Vehigles ip Mﬁ?w' b?‘}‘?g? use with
a met hod, memdfedrcsh b3 perforimetl Rith ih61%ie Bit sertindeny(flciifansIradsiiviet fdut vehitiar (BeeGlsmithy mar a 32. )

consi dor LBy PRk PN M8 B o BRRT QIR ARETRBIER AT ) 1o

to a har diméeeSgmeroras 88k t war e conponent suited for u_sa as vehicle-related

processor, [ t C ' ' i AN ettm aory
St at ema_lﬁta f‘&@f’)"‘%ﬁ{}%@ﬂ%&ﬂ%‘gﬁ?{ '%flﬂg a%%ﬂﬁ oﬁéﬂﬁtr“1 Yr&\nﬂﬁ &% vger%‘/h\% ioi@TJ;équ be sone
dat a~r odwdfissiony. @iyl LrelimingenSieensd5t s of a processor with nmenory and software
and th% eﬂi?ﬁo%' not have to bo fraud-reslsram The vehicle-related processor
IS pri l‘!I y intended for perform ng tasks on | xhalf of the ‘holder (and
possi bl y Tht Ben semi-ifratfiserion bere sugads both & p segfi-ideniBcationtprosesipand fof a pppyidentifias f or m  or
al Sﬁ per fdhﬁ:ﬁrxl or GAfelnpiddniding Kﬁnbﬂﬂioﬁ %h adv). ?fesetdo@onﬁ% hﬁf\édri? Gﬁipte* @ﬁ%lx?ji-g the
authority, all aws those, tasks ta tx per R dlSe y a not
fraud-re)s{qegctﬂgﬁ?m%&ﬁME?fx‘f‘?lB?°'ip?m{%hn ‘é{ﬁ?ﬁ%‘l’l&#; Og‘s‘”’ﬁ%{‘?f; %e ﬁ‘ﬁg?yé to a
real |y gdRsdnpsptionseod the prepision af cauptersy and fpgicectabm asks pelpngiegda the Hesyutiomap@iepay 5 and 17.
The i nvengsmait, Ak, HokaipRSpeti@mity WERY cefSn tholiig thafta Nodspdeemninimturatkagor f or use
withamgégﬁ %QP" indivldddt Senl [ i ratenment
34.) ~luo a? Y‘ggc: hegﬂﬂ.g%f%%po %%ggg‘g%r%ﬂﬂg cz?%c\;ﬁms ﬁé%@ﬁ?’g’gxﬁr e. A user
card t hudiaaedigancssberygichiclpsodetectipg inaipieny tailbacks, daeafing (ilbatks ppdptdetgmintas 2f o pt o 3.
The i nverit Haays dad © ailbaeks. diiixsctl$, thisds, foodxhogple, fl@asefibforciiiciairol tukidor Hawrminiag

i nspect i QRyPhlanbiBht hebd ¥rERNRE Bfthe\h@RIuGdngs, €qUi prent that is used) or is also

used, for the saEe of a nethod acxording to the invention or for the sake)
or al sdna fugher priferred aiatadinent ofp methed ascopding &y thesinvention, dlipsitiman tadesds kteveried b t he

i nvent ivaRg at @mh&rg@zﬂsmwd& St Gtk IBhig is Aaenmasanlbps) al so rel ntat to
areliable taxineter In which use is nmade at a nmethod according to the
tmenti (ﬁ\“.‘"df“f’ﬁ'i s it Preltm xary Starslnent 36.) ~tucldatlonr The a~eG |l ve
“rel i abl &his frdiminaiceemmobot ony epcopprecihe ushief afinman endfoeimiesrdedinyg but alfo, fohw- equi prrent

Itself, Buje BRbsk LﬁuL.@Mﬂuoeh\agmhh@fovsm&ibﬁ@tﬁwg phltey PRELAR] srss of - al

| east a B@.{ﬁt ‘g~\-],%ﬁ[| t,@ dnﬁit ar u@‘i)lllgeg" See %?,{dgr 18“?% - 8 Si P 2003

- 25' bThe "HRFATIGH Y ¢ indizget ifentsficpgn fheny cngems A, R ahbes Py RIS use i s
made of smiwpkmdusbicSeCiipteg 13 Bheord ideptificnion kere, stafds foh hreiddnétyimy comtiimganaf y

St at eMeNias; fich s, tbriskathble, dn fdbrifcatich nilfbed @b BFlMNS on tHe St s k1R use BANGNA @RR/r NOT  ONt O
concern thieMud resi ségg'ce of tht %qul Pqnnl i tself bﬁt,@ht tspul arly al so
the votl f1'8 A 18 plsa cpyersd By 5 GRefafsspeeifig prelimingyy spatements, spimply freliggnary Sofge, ~ ot o
suppl t odmentsSasd TThapt or 1B,) The invendon also re)atts to a reliable

" bl anksbox'. | n whic se IS e of, a ndhaod .acaorcung, to tbo vention.

(71 ¢ 1 PR bt GbollR o8 maRSecdun el GreSE R sE i P Bed (15E

“ral t alshsea papefiks corpmunication betwser| vhicles prdhe authanity. (This ia Brellintleng) Sxement &) of t he

equi pn&g{‘t I{gse) ~ but particu |lady also the vorlflcadon of the eotxxtnass of
- at | BHSPSEN 5t of- the data supplied, (See Chapter 18,) ,L,i09. |

Qur pr i maflye netiom bfrthn/aFtisdeicribed intOhaprer 13 (anid prerdbulardy @ thd end p@ibat ciapiapp huneak aron

CONCEr NS grganization that controls at least a part of the transmitting and/or receiving devices in the owtside wotld
(e, outside the vehicles) in aid of the communication betwesn vehicles and - the rest of ~ the traffic infor-
matlon system, and contributes to kesping the position of a person or vehisle ag sectet as possible, in par-
Ucular at the moment of rcceplon of a message from (hat vehicle, Pritarily we hers allude 10 2 ‘pure’
huntor (see Chapter 13), but secondarily also to a hunter that does perform al least a part of the tasks of an

intermediary as well,



Met hod for the collection of tragic infotnmadon by or on behal f of an
authority a) itt which during the u~,c participation of a vehi-cﬁ ﬁEfwgnggd
1) vehicl e ogul pment supplies tragic | nFormadon to one or nore processor
ptrsent In said vehicle Z) said processor or pcncessors process said
ittibrtnation and keep record of certain traffic information on the use of
said vahtcle: 3) seed processor ofgprdbossozs traasroit certain tra~lc

infotlnation to, outsjide said vehicle by nesas of a trattsptjtter presenda
sai o v ARG g smboflgent g meltse toroting [ IPVRRIOR SMF M EEPEA et 0 | o

t hat : Jas jo-belneentdnrrgicommunibation, Laabeiforcad ledse pae df Umycommunivatiol Blnadil velddles e aut hority
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of a vehtel a.lnyolyv sai [ : I 11, pattain tra~lc
nf or mat (B RUBTY Pty § bRl ErapEcty o leSBAZRL Go by, BIE 3 G
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snake Ba'ﬂ@ndck'&;n%muﬁ’dﬂilekﬁﬂuﬂwhﬂufﬁhltvaﬂcfiﬂﬂ&aho(iud{oﬁf}! olt in such a way that

the authotlty has the .ability to gain access to said transtrtltted
i nf onnde b Gmhenprefaned soibodimen df 2upathed becdsdingab dhe inveytion, inatledshacart ofi thehyklieles,nhe r ange of

t he tt%%n&%ge?ﬁo_a&ﬁiiﬁgq\iﬁeﬂi(ﬁhﬁqﬁ)ﬂrrﬂ GmaPRy - eheoks by surprise are used
to votitty the reliabiii(y of tire values of said counters 4 ) each a

spot ~cliheldatiooy surprise fromotrtal de a vehicle being checked conprises

i nt ﬂ c apfyl,m veliftes Mitholfedr, A hostiblyFSnuind viriB@itidnk Abs it v nQluslafRal 1S
con nual, ~

y trans ed’lte aid veltiolo during its tr~ttfiio
Dt or t 1 o1 i DS RS p B i oy e i oS B 9 B e ans of
r eoEi ver of-tthetvehicles e spproath voing pricisive imanote chackels bifingigd uanat nl ttor of Bal d vohiol e
a5 desqribod in the second half of clause.b nd conpar,j ng said
| nt er cg'bf g‘ﬂ'% gfﬁ%'l"% ¢ %&gﬁﬁﬁ Afaeugy @ r'Sei"stahr’ g‘ﬁ fnéﬁ‘lgdnnf f’('i'r“(r:]a ianﬁn ftlruéfﬁ'%rﬁﬁ?'f't ed from
sai d vdpringlage, ongagsntfs ruied) (thlsgg Ar4imingra Sterememi®fl ot mat | on concerning said vehicle

that h antﬁH | ndt pettdontly detecm nod at a diatanao tlrom and autil de
Bal d vehicle. pltrther ttsptcts, details and prcfbrrtd enbodi ments of said

met hod arse Gippienid 3ad eacricularly Sestong 1494 and 1614 Nasg thatpbeyp, for pramopley s natep Y of | hese
addi t i ondéwn@laiheragertt kheuid peifedh verifcang [rihe gebt dks peformDerificaionauian fut @ agait~ rsl al t d

are In this g HQ&%EB:Q@ Rt A LB Ltidnk) ek RhoAheCliciMiibn § PR fhh RS HardrldnPat €2l
documenti US 5.812,069, US 5,767,54J and DE 4314 579 A, per oonpl ettness,

we nenti 6l that the conpari sons given below era cot a~ltaustivo. Canpartm

Wi th ':T;dlea ﬁmhagbreféﬂed%&dxmt}k& ﬂndllfo@ﬁ&dcrdhu% _E\B Mﬁ%@l}tﬂ ad&&qrpia:bﬁsheadelﬁm?,lh()d (and
syste 0 ' orxasting tt~o flaws at
sel ect e'ﬂ{n%?%’t']L'g%g%l%%%’%&%gg}'g@g{ﬁ%ﬂnﬂgﬂgd, driving acdvky sensors
cont i niiducldytiontet er m ne the actual |ocation, positions of the vehicles

bel ongi N@eelyR eidcidaBinTd Bithinay BeBhent sThE actual positions of tech such a vehicle
are stored ~s route data. These route data arc transmtud at intervals

frotn tina ftheepraferted ctbodiment of 4 metheslarpoudingto Uisyinventiona all ayfa part of tha pesificatidpeef present in
the veWelraabitibe? ik infoinalidhisoppiiEd trbrAlcehditARiOAD RSk A1 ot parfifloulsRRE mds9meCast i ng
tra-o ueﬁ\é\.’%m%% stglcg ((;llh{s(ljs Plrcﬁgi%}r,l' gaQasnicm 1)
Elucidation:
This preliminary statemens is particularly intended 10 cover explicirly nll possibilitiss whereby verifications
_ occur that are performed fully or pactly from a distance. Implicitly, at least a number of these possibilities

were covered already, For the sake of clarity we here sxplicitly list four of the total number of possible siua-

tions: 1) the possibllity that a/l verifications in relation to a centaln vehicle are performed fully from a dis-

tance (this possibility actually was already covered indirectly, or implicitly, by Preliminary Statement 8), 2)

the possibllity that all verificatlons are performed fully by one or more agents (thls possibility was covered,

already by the Prelimindry Statements 1, 9 and 10, but note that the Preliminary Statements 9 and 10 also

cover cascs in which, for a cenain verification, agents take care of only a pant of that verification), 3) the

possibility that in relation to one cerwin vehicls a cenaln verification is performed ully from a distance and

also a centain verificaion is performed fully by one or more agents, and 4) the possibility that a cortain veri-



Xn~ tDa nethod according to this US patent, there fs no gucsdo_n&astgblzﬁ

veritping the reliability of the collected irtfbtmdon, |et alo

spot - checki ng by stuprisa cotupristng a couxpartaon with tndepcndently

determned tra83e informatioatas is the rise with our invention. CObviously,

verifying the rrilabilicy of aria laformatton collected Is inportant for

mar~r applications) such as, for exanple, tragic pricing. Furtftecbaore,

~there is rte nention of the collectj $n of arty counter associated with an
tadl vi dual vehicle or person, and no” explicit nention of tontirtual

t ransmi ssifioion ICowfooned periv finintahiis(@c8 304 6y HOD aﬁhd’»pmmhwshslw'@vﬂdms

descri bes I gmmﬁ fed t Ual toll
gat es, (?%Wﬁ%wg*eﬁ?%&%u?ﬁs(L%ﬁeaﬁmé“ral*fr 0se tumglmv‘%‘{. la trio
east of ttﬁ@?’lﬁb‘!’mﬂ‘m&"’b@é‘]‘qﬂi‘%ﬁ U CPYES P&ﬁW‘%*’tﬂ‘éW&‘é“ va‘e&b@aﬁ'l’h =? he
vehicle igaped to conpare continually trio actual position of the vehicle
vmth a plurality of prodeterm ned positions of virtual colloctlon points.
Vii' a oosfsher piglred embpdimpns ofafesthedisseording taghe inyenfipn, {nfpemationdf pollced opthadedlnt) i . e.
a Vi rt Uadnshrptibn d@AbIAdual vaIBdles AT iDPOIRARA Slaiement 118 vehl ol e cal cul ates the user
fee end transmts trio oayculattd user fee to a central point. This US

pat ent BlepllatlmeQt i ens the possibility of r~volng the ntunbor of

transm ssimsmtifadl ot Rhdifp do@ﬁ.emdk wih iilihBaticBdnae|sREdcol fukl S ply tiaes thé vajuainkre mor y

to the col taﬁrvﬁf{?h%n&m 730 S0 ot ol L ingu ot ) Bheid | °°
| >es has mamsmmmuqn Int questionrrat becsplipcted, ﬁ'ﬁ&!ﬂdﬁ@bﬁ%ﬁbﬁﬁb@dﬁ‘ﬁdﬂ*@%ase oP
this US p«’me%t cohsfiptb aa&mnﬁﬁuw bpcewaﬁanawmmrwwsewﬂn 185261 Yodr beiafd, t al |

gat e. r fore, therelsc v ting

cont i nual (BERIOS Bpe. ety ”Sgalfaggtﬁ’ﬁﬁng ngs"%'t @ntmﬁ‘ tuﬁ?ﬂﬂ&}nfd not
happen thatv,o@a@nempsmwmm:r %aa@bmtlmﬁbrwplwmwa‘tr drferieia 11~ and
at | east ticig (RXOSMHIa3SEhrchart €8). Note thaGheSolletdd infomxiBon i tf Béslredf Ha edrifi@on)e- t here i s
no questi Qb all of renpte spotoiteoking by surprise, (Qobviously,

apot oheoki ng By aur~ prise Is benotlclal for acltlovling |Ifaud resistance.)
| ndeed, L hiufthef friYerta titodimehecfamicieincdoiding o aie diviiiin| infrmafon issealletiaiidn bavirdne hecl dng
by nean t | RESb s bheahibyoPt he virntal toll
gates, %\%ﬂénqﬁ&aegﬁﬁ et? %orgc(ﬁ%thrnggél n adva%ce about whi ch vi nt al
tol | gatEssldmbewe downstream connected nonitoring devices, whlolt tneans that
t he vehi clres kkdeairfioh Q6 36 boRleted, Glr cRRRIE K Muini arvettiviand@le il enviradinad hat t he
ot MO0 20 GO B 1%y WaB] Sl 19 b PG URPl.- H52 (UL GrafpO! - CDXO
by nupris eri count | n user foes')
arc oant : Rs/minayStarepnt 18 Mot thatjthpsplieqied Inf W°%§P%’éﬁ‘$?’6‘?@é’{‘f°8ﬁm8f certain
vehicle neg mﬂaﬁm&a&&u@ﬁ of pﬁ\eﬂfd@&@f&lﬁé)ﬁ thelnvbdRéh, oRhabitis cdiBne@ SE@Eb 1 al for
aahi ev~ “éﬂgf IS ‘P?Fézﬁ'é Eéf“’ ﬁ,arse o{“um ng the continual transtul sSion
and t he °}B 3! g’iﬂ"ﬁ" PEB6F Y our et hod) physical protection
of vehi ghRisssly prrent I s not of oS5sendal inpottanoe, i,e, is not neoarary.

(Sec e. g. élﬁiy ?ﬁ:}ol On?nSc%n ?col@éﬁarorse%élgqoe#ﬁrb&er% om%lsé)%smg{igr d‘e% met hod of

ihia US p uses v a method for
| rnpl emanaagowwe eriein danad gecuonsrcler mple@ e Aiscinfprmation — gleg - @um&wrlmﬁm
conti nuou‘mmw bting)remOn). S¥ARPhempld, Séciions 15E8tahd I8 ANQS A Wie osllsh@vnferipaiogi ng f or

cash di st avel ed) tat alone a price that depends on the
apet d adt %&%\%{Lﬂ%?fﬁd&h@ untt has heart traveled. (Chp. liras 9-16 of

our Secln pﬁnﬁr Prefirred\Bnbodient SfalMethiT @eeihE 1o tfinveden, ittrnoah iodollowd apiplgtacat i on i s

that (t, [ Conparison wth DE 43 JO S19Al
‘rite pa gﬁﬁ? d%curren?‘ﬁlﬂEﬁﬁ@tk 'Hég@ﬁiﬂ”glggg |Ixs a systear for spo4checking
during tmua:ﬁliuoa par del pat i on whet her toll bas been paid far the passing of a

toll galay [ [;EI}; as open
tolling sys %‘%1"“)"?'@%&% cé'é) “5'%#% %R'g{l/ﬂs ﬁilﬂg Q_H PW m{g%{u pped
with an 428 Miakinl afinfomatonscan beemaltetpdy Br examplp: a“@h‘}"’dm(’" P plso RESABE P passes a
tol | gat eing st Péimmlny Sidehede B Ohai x&d between the toll gate and the
processor on the chipcatd in Bald vehicle via the transceiver (and the On
Hoar d Uit ¢ farttenprefericd embodiinat of o fethad exkrirding a9 e ingniida prferanuan i doliggied lan - ~anpuut
of toll > ipt), which is received from

t he toI géaaﬁ"g"ﬂ g?lQ{l)‘ﬁgégﬁm?t‘ﬁm‘"kwgg‘g@(ﬁﬁ@g| i fi eadan Wl tcther vehicles
have palwaclimrontoll gates that' passed is petforutad by a sepatate process
of renpte spot-chxking. A renote apotchxk conprisaq a roquesttesponse cycle
performed by a - statJonary or nobile - checking device tv Incerrogate Ue
vehi cl e equi pnent Cbr nmeans of aviralrss contnmuNcadon) In order to verlttV
W tathcr a correct receipt lor passing the last toll gate is present (or,
respectlvely, V\/nat he ~r corrxt rocel pts thbr pa55| mthe Iast few toII gat es

T o ey o - = - T o, o



The above inplies that pbysical protection oP cerlaitt vehicleg, '
I n pdtdcuh' of the prooe”s,9or on the chlprdrd, It essential fbsqgmf}

$a>tievi~dg fraud resistance. In the case of usl~g the condaual

transm ssion acrd the renote spot-checks by surprise of our method,

. phys(cal protaxlon of vchdC a equi pnent is not of essential itnpottsnoe)
I.e, Is sot necessary. (See ag, Session 5:3,) As a final r~anerk) wo
mention that the systemdestxlbrd in2fatarit docunent DB ~3 10 S79 Al uses

I I | t I | d t f ' t f
cont 1 nuou ey iadurion 5 Fonde bl Grabus. et a B lin ! o
i s that i 128.iThiskind ofdifirmatibrosan baesiettednionryEmple o Gttt InfarmaAdn » plbordrdafic s t o and

overvi ew piients In the following we will treat step by
stop all E‘I‘rﬁgﬂg é’é’g@@?@ IOII the TIP systew, and in particular also explain

how one i bvnder frafared RmolidEnt wiarrhethod avcoding td theintentontinfounatioa Is kollestyd crewftirmbe nai nl y
on the f £l ' of road traftie and
3Ry BN 0 S QI BB Dri0 00

for roa I'n par this not onl'y because this is an
| mpor t ardycfiRdtni Cati on) but al so because with this application the manter of

vetifleatlon and prlv td t | D, Syst ens
| e denons tﬂ%f"é’ﬁ""e% h° C?IQIY/E’II‘I%W‘I&II’Q“&‘I’ II’;JIIE BI?O (?Itaect |“n§’ r%{oﬁ@ogg?ﬂtgﬁdﬂac@enb af 3ng
fraud ar e)ike huttahe of cqunsrsoregarding diek onsrrpptipn, Beisediradustions Fiviropmental pljption, g nopre i n
gener ?l ) ',%uglﬁfnigxf,ongr,fx, aﬂtf!ﬁfl?]kej'ﬂm%ﬂ @Netmation canBe @uﬁef’lfm?&ﬁﬁqlﬁﬁ giavernd g hen
aspects and appl i cat.ion ar e n e .Joa
traffic pPIf¥eHE Y ,V°III‘I5°r°Zm&%?ﬂ%lﬁ%?&%%é‘%‘#@%@I%i"%a’I&ﬁI’gB%%ddressed
i n passi ndnforivgion s ~fdn wafllc pricing/iep Pre/ivdemySragpent 18).i ¢ exanpl e and soneti mes
mention_a pupber, of possible variati.on Qi yen. ex I riations
serve, aI%“Q'FII’EQI&IWé‘ﬁﬁ&%@h"féﬁﬁ?décrc?mﬁ%%g‘ﬁ@%ﬁ&%%ﬁfﬁg‘gﬁ“g%\éﬁoul d not
be underisalsouud, fos inipesing 8 raffia fees@his is Preldminry Spaement 189ady rermarked in a foot note,

we al so E?‘I,%Qe n§peak of the TIP system although it actually concerns a
cl ass of ﬁIJI Systens with certain characterjstics. Qur explanation occurs

more or | dbewidesensegs the pisnisafisyee bas dlssadniean destrivedepriier in thislayrodpctony chagie ot nach
Wi t hout , aachltueekinBOd pritid mbntiodedin Chapet 2, bivelyeped and chndtolling dod cosigums prizgent s.

tUni gt ende@];Yare ﬁ&ﬁfaﬁ.@.‘t P%?ﬁ&u%x&? ﬁﬂ%ﬁp&uﬁeaﬁﬁﬁh% tefeV B €hdpRF 7, Ode mf»&:,tmp}ar t It y due
o doing SO - sonewha at theze iIs ol e range ossihilities to

real i ze a‘ss'fI"I!’"é’y%“f’ B pagtiet e opips “éII"g‘“(B?' °$H%II%I§’§’5‘I’IF’BEH“$J€EI ﬁ?“&‘t?g? BB that for
t he vari obeustdaaparamstenspefs tagff Gnation: Sce alfo Anckmpraprdtiamaas bl an¢2% | y descri bed

appr oache N ey 7 RBeneA R thele s safi s prichl lubdAG (se8)tdr e¥ainglé, CRAPtem t he conpl ete text,
we present here an overview of all chapters: 1. Introduction 2. Kinds of

fees andna fifiher prefetpd prbpdiment of ¥ mgthadggsording tprhy ipenpooshestarif ranploysd caprby Fifidamt 6.
Cr y pt 0Qfofeda yhord .of tRE IR AE aspgtsOihe diisce @bverad, the borgion, the due, 1B pofficia Ume, thy tatfic Nnessages

10 | el SRl oRUVGF @ mbein S bnggfe}B6 3 gc2npobli el ki e ver 13

ol | oot g vt arges e Hihon 6l cp R xpiemaion. S8 BB A B M GPouc he o
t he systmenml pBluioh|citset)y(Shicindre/h@narySrageinend 19.)
Elncldation:

On the basis of Preliminary Statements 2 and 18, this preliminary statement is rather obvious. To be quite

on the safe side, we have chosan 10 formulate this preafiminary statement explicitly also. Ses, for exainple,

the vext earlier in this iatroductory ehapter for a somewhat more extensively formulated enumeration with -

a part of - the corresponding elucidation, To be quite on the safe side, we here emphasize once more explic-

itly that the enumeration is not exhaustive. (See possibly also the elucidation (o Preliminary Starement 2.)

The above is valid for open and closed totling as well as for continuous pricing,

In a further preferred embodiment of a method according to the invention, the collected information is used, or
1s also used, for imposing a continuous fes. (This Is Preliminary Statement 20.)

Eluctdation: .
A contlnuous fee 18 8 ApeoIﬁc form of a traffic fes. The notion of continuous fee [alternative iranslation:
continuous pricing) is (roated in'Chapter 2. The continuous pricing can be based, for example, on a kilome-
ter countér, a fuel consumption counter, a nofse production counter, an ¢nvironmental pollution or pollution



2 Kinds of fees and tariff systenms One can distingui sh between several
kinds of fees or tariff systems. In this text, we use a classt@ &EPO@DUB
which at the least - a distinction is made between open tolling) closed
tolling and continuous pricing. In the case of open tolling [alternative
transl ation: pass-by fees]) the fee is charged based on the passing of
certain borderlines, whether or not ,in the direct environnment of a certain
point or tolling point~b, Exanples” ahe im~6 The essential point is that

?”' Yy Oneégy ?Iﬂa???'éduﬁlﬁtai?@drﬁtﬁro!h&uﬁ!ﬁcW\ﬁt&Ethiswayom%\luﬁgﬁhﬁ @Q%ﬂﬂrﬁraﬂgdbexgort
axes on traffi ssi n ona ers nd bridge
fees for% %ﬂ%@g‘ﬁﬁt}'@ﬂ@“‘&‘ﬁ‘m@“ﬂy '?i'l’m‘l‘ﬂmi‘e‘g%“é\% "ﬁ‘r‘#dg%s in tge

case of I'ooantmtbwafmmﬂhdﬁ‘&mﬂmsalmcea\xmwmtbﬂhw\pén tolling in the case

of certai,n zone-rel ated paynent sy te ch occur, for exanple, in

sever al® sfystherpre Fedtft‘)‘gﬂ"t?“‘t"f Wgr‘PrT‘RtE"“Biﬁ%é”?ﬂf’“P"r’i’@“%‘?‘?@“‘t"@? Ped paynent
syst enfonih kaneie clehtcl2, withlae:umaﬁw Rbfat ammwm/mmmmmramww&e Kakes Ines bet ween
zones i ng

[ al terﬂn?f"egqﬁsﬁﬁﬁé%oﬁ&e& d'g %%mdx‘] &Raﬁ)&ﬁ%dﬁ) onepxdcéﬁaﬁﬁqa tg‘{tso pays for

transpUNPh\mdSHMt"MmébweW%lhus i n which case no borderline bet ween zones
i's pa\,\g| rﬂd t all. In this case, however, one does indeed pass a borderline)
Vi z W eri ng the transport systerrt ~, in particular when entering the
vehi cl e s prefimingy garemsptgesceiops thahall op parof dyr compupleatiqn betsieqniveblgle pad ap authady | ve

t rans| ath 0 &tsids workd tﬂﬁlﬁlﬁ"pﬁw v @SRmingaamd r&dm&au&bﬁs@e&lmtatpm't\ae duBle | evi ed for

traveli one tr not he rtal rt| |nt to a
cert ai nn’g’ﬁ@’“‘pﬁl“ﬁ?\%‘é%p‘%eg?‘é@ ?“L%%W‘“a“" c‘ﬂose“ﬁ’ ¥4t all, not
pl ayi ng “#rg iwercen&anﬁoammmlmwwmﬂ%ﬂmwmmw&nmﬂ public
transpontceiagg certain tolling systems in which for each passenger or for
each vehicle both the place of entrance to the transport systemor to a
road O afushrl preveemiodimant pladnerhpdacoprding sythe ipyantion, gideast g parigfthe coppysigatisn d syst em
or netmkwmmklmWauthﬁﬂ@ﬂmMGeMﬂWGﬂmmtﬂﬂi&hﬁﬂhaufneﬁkeslf one can
Choosepn{] Sm&%ﬁrhﬁ%m@&yliﬁgs P-g#%ﬁ&&“anw g Mearl® bre€t i ﬁﬂ&? tkh‘? poi nt of

exit en this have no uence on t f t he chosen
rout e ﬁU@%%ﬁ’?”m”P’éié’ﬁ%?"’tzhen usual |y there is a questi on of some form of
open t@ddafi@: or sonetimes of sonme form of continuous prici ng In the case
of continu ternative nsl at i ], the
corrpl et eﬁg“g@ﬁ’s‘}gmﬂ%“fy %‘”’L’f}fff“mf ﬁé’fjldve%ttgapﬁﬂ‘)&t"moﬁnh usa'@“adl“]g "X‘t' E‘g conpl ete
* t ur nov épmununisign B thejoutsideyvorld sodhpyphicle i qancmpgdoet ers, liters of fuel, mnutes,

Dut ch g4l g1 pRafd e&%eﬁ@YJrfxéM&d”Fc%&&g:Pﬁl}in%Fdoﬂ%&@da% f%\cﬁm@f&%@e Possi bl e
Blge

exanples are al r eady
some "“é‘il'éﬁ’f) 4o receivingam suobile; (This is Pratipinany Siatepent Bdsy to cl assi fy
COrreGhldnadet ari ff systemas an open toI ling, closed tolling or continuous

pricing m Nevert hel es, that,one th] n her axe
suffici (ﬁ%l” P, fratgrispr gk %d‘?%ﬁ%“e °'{7| b BE B %&?ggﬁ%mg%ﬁm dati on of
vari ous '%ssipeesl@l sﬂ«twtmmimmgfmmumgnm mmy\slgféem inovtien syl i n t he

i nt roducatou@g) mtitmlsﬂemw&mm&vamra&ﬁm rr&aﬁboutamm.%b%vr@%mct s, by the

\tN?)almlslnatl L)%norg'[“?ﬁr%?@‘g"? f"%‘ﬁgf‘gﬁ“ B’ti‘r%“t’“ﬁ gcﬁﬁ%{,’rl i %[}f%%j' i nformation

on persdhs andl or vehicles - |IIeg|t|nate traC|ng of |nd|vidual uni quel y

i denti rsaons .or vehi gl tical f ble By this
we e PR BRE S pom ot rodhe il SRR Ridisur i LERARR ©y 1

gener &¥ egwtgitnistavaitedet alsgnulyeda(This W Sy Baemedonabl y cannot even obt ain
acces%mtd onnformatl on considered to be privacy-sensitive - on the novenent
patterns otf a certain vehicle or person of which the identity can be

t r acked This Prefimfoary brefsmenisdeseivor thaththe wafficcinfoimagion sysiem tconcén@d hibis @eébmima® al point s

t hat thezﬁmﬁrtegmworrm@ﬁml £oyin e WidseRblnavioR of habife ﬁtroﬁﬁntron No?o eRIFRMdbRl point s
t hat the conpl.ete so far as r IS charged and t hat

t hus nmed&P¥ reFfP‘g'“tiﬁﬂsQP 3’6@8'3‘87“1“& ik, %WH&@E‘?W‘" itignsy speed fimiBgadht |y, Thus,
a - ver ymporathy mandamoty alrpdtinersdtes ¢|.euaure) Al she iridombiion thuk is seRAGAVEMidGfopm Nt s are of

i nporta T u ence is of

| mhort a%@e for ngvi%laﬁ%n oﬂ?r acfcﬁoﬂ g\f""%g‘\“ﬂgﬂ‘é‘h&?’g‘, ¢ ﬂ",{éﬂﬁ}ﬁ@g 8‘Yhe I?éh%egteé

i dent i fMWP@WW@M%:%Eisawmowaﬂdsmnqimmmm\hm danger to the privacy.
This fornul ati on does not only cover the situation that the identity can be
determ ned via the traffic information system but also the situation that
the identity - immediately or later - can be tracked in another way. Notice
that unlimted, conplete tracing of an as yet not identifiable person or
vehicle presents a consi derabl e danger, because there is then a real chance
of Iater |dent|f| catl on. The prlvacy threat resulti ng froman as yet

o o o o o "

D




In such a case we speak of legitimate tracing. It should be clear that this
is fully justified by |looking at the current practice. After «a Igﬁfp%[ﬁ]y
citizen sees a car pass by (i.e. does trace that vehicle for:a“r en
limted tinme and di stance) and next determnes the identity of that vehicle
- usually correctly - by reading the license plate, it is generally
accepted that this is in no way an . legitimate traci ng. The addition of
the word “illegitimate' in the formMilati on of the property nentioned has a

second jj GHARR prkR) enfbdaht 0 RolRHcirah o RisGHaMTby, teMAknlIfGARKS GrivemmCCUT
unrestrictedly, while at the sane tine one does really want tracing to

becone o alypsarejussd. (B isBrefiminany Mateend3)y i n | aw enbedded - circunstances and
under rida&on, - preferably in | aw enbedded - conditions. On the one hand,
thi nk ot éxa‘rrpl e of trajectory speed checks, in which the av r‘a e speed of
a vehi cl Ghotener i questiomeam for examplets A Jllagieter cauisn, a cEgapUgn W‘I°b?‘rét"é$% °? s

det er m neghnyy ThedRR ititdp)bbinesBnuiSl A the @srrest phgTak o trabtinicnsalut inquéiegtanbe ng and at

the end of that. tr ctory, . and b e [ et ween

bot h 1 deretrhinelar e Sty & R R E R o e i AR ol ey

t r aj ect oriye toanandruquedtiyn maxtbilong « therehiclel comesmed o & the 1sr §r AV ABEeBIedy 840 l8liDs i s not
suffici erg}PIL 4r fsONVi ncing. Therefore) on the other hand, think for exanple

al so of t possi bl e tracking stolen vehicles or even the possible tracing
of maj dna frtkenpreferted embodimGhelp method A&ordins touhe inventionienifidsnuficaens deeved Sonpthe

semi - | Aeiridod fiblr QPG R ok B ecD s s ARSI 080N O maKE it

possi bl e, Tor exanple, to perftormtrajectory speed checks or even to

nmeasur eglicidadohi C congestion del ays without really endangering privacy. These
foams of ¢I.A6ERBe 8 MMM ehioh MY ifpdHcRarl | ke to entitle as legitimate. (Let it
be clear, first, that this concerns s weighing between the practical

usef ul ries futsnpteferied emibodifnsnt ofia chetba@esordips t Ko invepron cseryi-ideptifieadong. s ech whiele o pe

suf fi Ci &by cnosdRbedm & Lr oF Heddehed, dre hebld. Thid @ PraliRindEsMr@nei 1 f avor of the practi cal
useful ness.” One can judge for oneself how small this risk is after reading
Chapt erEikliaioni n cl osi ng, we here superfluously repeat the remarks given
earlier isg o ERpENGLRA SRBEsdingniowdk. use of various fornulations. In this
text, " privacy protection with respect to nove t-patterns'. apd ' hindering
i |1 egi tTpafether py ﬁmﬁmwanwdnﬁ“%mﬂ?” gh "t‘PP@f@H'off Tn of “with
r especta veliclaio veeifigirn redatiilineant gle infoihationofrifis (andgspppliedrencermt icasipfonmpyop ey t i mat e

Wil 1 SOREBLA MBSiowiAE aitls! thSHome$ cthiGQuf the et NRtarlafgh2d, the ofdine sfpedcment i on'  or

"hinder)ing instead of "not Ki racti.cal | Lb] ey’ te £xactly is
meant Vi ?"“ﬁ@ﬂ%ﬁéﬁ noisy, uedN i %@H%H\meeg%p@ {'{!é%c%“ %?MJ 1?11:#3%% gr some
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systen. However, it seens usoful to digress sonewhat farther on the
application of the termto an individual conponent) W nake an attenpt to
create extra clarity by giving bel ow a suppl enentary, nore detail ed and
informative description of the concept of fraud resistance applied to an
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Note also that with the fraud resistance of an individual conpoagggpt@
physi cal protection in general plays a doninant role and is the 'S 3
factor. On the other hand, in a larger whole, like the total traffic

i nfom-ation system | ogical protection neasures (such as) for exanple, the
application of cryptography, inspections and organizational neasures) do
play a major role. Wen evaluating individual conmponents for their own
fraud resi stance, the |ogical protegkion in the |arger context does not
count. This in a way adds to the dofifnant role that physical protection
plays i Rlugigtlons ase of consi der i ng individual conponents. Further we like to
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for the, deltedddCnapi@®e, i nNportant notion of fraud resistance) but also for
all other notions that we use and that are of inportance, such as in

par ti cuinaduriherpeferres emidiment)of 2 movlod pagesding tp the invanion) s camet indication picimeys dist nal |y, we
make t veamiEddend RERLdsSs RN of IREVeRNE Bltag ofduACWIll biadjuldd aurmBRlye inplrdsaRy it nmay
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regard t Or 0S rnpression 1's 1nhcorrect. All
ot her c‘éﬁ’d‘mdme‘#&“&?’@'y%@m&ﬂ'wrtal n extent, interested parties as wall.
For, a a t erson's
aut hentl[l}[ 3%& Q,L.Q E‘Mwﬁa%%mgﬁg{d@i%&%é@& K@ﬁ‘% sthr-tluléu Bla‘JM%V\/)[(‘;t‘SQ)pt hat their
own di gqotsamvusn@hamu&a@mn%ﬂmhmtnmw«mws)f raud resistance fromthe
Vi ewpmﬂ ROt her card holders can al so be of inportance. - 8 sEP Zoo3
31 Besi dild™n; o0 be, and usually also will be, the case that the
aut hor i t yenswmin iighiscalsel stindeforysge Hghtshind ipeliptiingighte sifsege sibttd can th @xprepse for
i denti fi GafisRNa moﬂaeﬁm%@m f2hls’ AL SpresAl %mmﬁﬁma@mrpouumlumect - interest
in the fact that card hol ders cannot cheat each other too easily. After
al |, t Hns Arihgthpreferresanbbdiment df b enethslewsrding Kothaigvestion \dgviating andiprssiblygpot @ ne ur n away,
fromt ng to use
5 ol i iap Ul nabe R ol Pl PP BRI MDD [0 LER
mstand@"”véé)vmll restrict ourselves - for s rmrrent - to tasks related to
traffic pricing. We assune that in each participating vehicle equi pnent
[alternative transl ation; apparatus] will be present during participation
intraffic to performthe required tasks. This vehicle equipnent (VE) wll
in case of the TIP systemthen often performthe foIIovm ng tasks 1)
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6) A nunber of - preferably standardi zed - connection points) such as, for
exanpl e, magnetic or chip card readers, for making a connectiQnat E agse
equi pnent yet to be connected) such as) for exanple, a consunptgdg ﬁgﬁﬂ
and/or user card to be applied by or on behalf of the payer, which, for
exanpl e, enconpass a counter value andlor an identification device. " 8
SEP 2003 32 7) A - preferably standardi zed and central - connection point
for maki ng a correct nutual connectjiy1 bet ween all equi pnentz' Figure 1
gives a schematic illustration of a possible situation. In which cases the
above- ne#VFIges equi pnent conponents nust, may or have to be present or
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cl earer bi bé’ %td ian tg,g course.qf the further explanation. Bel ow we
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certain pihed E’q'g‘fj 834 Preflivat §iatmgnt?) o hust be) nmde from the conponents,
we Wl putifiaied:© - mMention that explicitly. In our further explanation of
the TIP system we assune that all processing is perfornmed by maxinmally

t hree proc%‘é%?'é‘,'zalthough the work al so can be distributed, of course,
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on behal §y,Qfangst the hol der of the vehicle andlor 3) the user or the payer.
(The Iatteg
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i es Fispi 1ec Bps 8 e %‘d% n TPl KPR 0 ﬁ&“ﬁf’g%‘ﬁ PR of th
hol der ancdranlybytdnegemser or payer respectively.) A reasonable possibility is,
for exanple: .1 ).a fcayd-resistant ocessor.. attached to the vehicle or
not , t halh AR bl siipimens 5 el it fo e it b e ety oteE o0 4 t o e
to the veipiwitha plogssoranpmemoryshay it least feralpan. fis suficiantijrrdesediageinsiading of hedhe cl e, and
3) a proaREIRFinind @gaiad) impdigtaribn of sudhCiita Afd/ot iyRiny RBIMhtRL & theSEtwala @Bl thaor of the
payer, i.6. or gani zati on that accepts the responsibility
for the cu é“@%“?ﬁ@"’@@%’?’é’gg%’d thus in particular also for the paynent of
the charEleddztlese t 0 t he use of the vehiclezz. {Think, for exanple, of

traffic prigigQsomide ih pidlhle Canlth Bfsdekd S8 Sualolivdiitit Rk RELR@Mned ke RpfadieNder ed in

t he exanple of Fiqure 1 t the chipcard reader required thereto is (see
bl oy 1 1o e A ast b b Bl SR ot Bk 0 B S B8 ot
quest i on (8d medifigyglon (and; thus alen aginst Wrtiag) Binkeof, Hr oo, copnisrvalves andorsrypresmpliaf f i ci ent
fraud resiwgance of that conponent. If no agent is used, then the |eft
processor in Figure 1 will be dropped. If an agent is used and joint use of
one pr oc®a digher preferzd emndimpnt of apmsthpd qardigg jo ke dryentigngreal-i datiirecsylepd ometadn t here i s
a manuf getfanmecss of vekicla witior @dirsisqgs tondiiopCME St dara tuld ook aré tot, prebefsidiineinfotnya- t r ust ed
by both ' ﬂ?na@n ' it m?&g i s ' al so be
used for&?ﬁ&e&g@r\pﬁg%?i&ger‘\%o - Jg{uﬂg lfbgw;egfl &gﬂ %g%t of - bo? ‘ﬂ"e"mésﬂb"f g%ﬁ%’p‘%’% a power
supply. Jeemidheed for a power supply is self evident, we have not
ment i oneg, fu.ifaet her or not central power supply, such as, for exanple, the
battery of_ the vehicle or separate batteries) when enunerating the possibly
required VERivasscoptiienyyravees hery Shexqple; flcasgogss nlgied 1 ragpdnfomoatipn e ey pst - no
attenti on stamial ififormation} otk fof wilkhicLEBrien Baveitn descibedPinQlei chddayionne PraVtatimarySfaret hi S

possi bili v | i i } r n.thi LbSkinction
bet ween u%é?r\@g?% 'grgyo?ﬁ'iolﬁ@%)(mg%%nggtrla?mé{ﬁ&r(fhar%glrd of F°&Feil§ﬁrﬂ°%£&{x§‘e“q Tdaa%t her text
we will offfeliformauracgn the Srel consymption leyslondon serpl peage isendifiens tsuch i eapsrof sealt erm i n
the cont eXfeed; PRCHRFaPAheceidradn, tidiGSeoperuturdlahdife ke fact that both the word
“user' and the word " payer' sonetinmes can stand for "~ payer and/or user.
Not e al dba fuithar prefomed pabdimpuseol o prethodraesondiog tarihe) iverkian, ¢he tata dollectechio prieticade . Thus,
there cagdlf irdingdRE AR Sy 5 ARG ookl aGived ibtbrithoR CHQE P ARRANS SRatefldrk VET ,  USET
and payer. As the context generally grves sufficient grip, we do not have
to be al“\s\'/éys that precise with our use of words in this text. - 8 SEP-
2003 33 Eﬁ‘[cﬁ?ﬁo{‘procewor of Figure 1 nmay be dropped. W here already

ze that it

enphasi is very well possible to use only one processor per
vehicle instead of two or three (or possibly even nore), By the way) it is
even possible that there is no - question of a - "real' processor in a
strict sense at all. If, for exanple, only the vehicle registration nunber

and/or the kilometer counter value of the vehicle, or a certain part of

o, L T T g,



O'ten the said sensors and/or neasuring instrunents wll al rea%yétf present
in the vehicle, and only adequate connections to that equipnen

require inplenentation, if desired at all, Think, for exanple, of
connections to sensors already present on the crankshaft and drive shaft,
or - instead - to a possibly present electronic revol ution counter and

kil ometer counter. But of course ¢ can al so i ntroduce equi pnent
especially for use by the TIP syst®#mIn Figure 1, only one sensor or

measur i ng 4 trg&r HHGRH) o exEipYe, m@,tget tnﬁ{im% MRS A9 B ampleafonb br
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si gnat uf d“%%lqh“t‘ éwmé’%ét?"’%ﬁb‘ﬂéj other things, that digital signatures
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classrfrca I n ed in the
pr evi ou&kshpsa afinf W*&W@“’Hpﬁﬁb@éﬁ&ﬁ“wg‘g%ﬁ%&?%‘r‘& h@"éﬁgﬁrﬁ%@&t hat such
f unct i oBgeqglipheanig the Gehicle. gThisds ReliorvtyiSmedkntd3d h - t he tasks of one of the
above-nmenti oned processors. This assunption does not |lead to an essenti al
restri cEgation: ¢ he general ity of our explanation, but does help to keep
Figure 1 Sheripbrenadondisemingedon ol spedddimitupay ewistf do sbsobytpindication of Werfpeet it of al | ki nds

of detail §1e Rfatflchdnbe okl Aﬁ%pea%&t%me&&m%?ﬁﬁm dnE Yinas G tase iNdA-EES tRR € Nt
specific for our 1nvention

gr ess
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vehi cl e.  Jaa it 37 SiidnlaficGbspeating biiReed 186€1 ver is not strictly necessary for all
variations of the TIP system but is usual luY at | east hand% 015,\/ t hi ng and
Ve

anot her Inig fopther greferredismbodimgnt of waisthed agsprding 10 Lhepinverip, ghe pugn

quest i oissihinatel by @iedes sTed mhficinmidcn eysensusd fee@iraing peastpipl isvwens (hisfs

voi ce-i pRyhilosRgihaRs an aspect for the sonmewhat |onger term although the
techni que I n tftr s area has already been advanced substantially. In Figure
|, onl thddntbmrrponent for comrnmcation with a user, say a display, has

been rend%@dcu&xrzl u ﬁust,lrmmmhy staYenDBesSBIVRN tosver cmaaonfoormmtnpumemuar ly at

| east a s nt { ction
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| east in bravienclalnls fgpxemplp o ramqfatt%mﬂ 6?‘“‘P°ﬁ‘§“°1“1‘°f3"5‘§‘§‘t‘@w meErsy Bt | i ng
agent nayotmisé FrRueiTE igs) spalobetaeind tifvmistbreountvisJo sasclof the 18 nfd cadngles, wee Wi | | show
al so that g {i%h een realized as | oose vehicle equi prent,
may al so ta ﬁg}‘ﬂ%ﬁ%?% J(;:l‘(ii?r”sﬂgrrptr on pass.) Also, the processor that

per f or min cnlisaprefered iiwdiment bfaacthbd sbordingusthe invntiop.zay agent ‘issusedor alep)usgdfor exanpl e)
pl aci ng &grd.gt,r,a,l.. .ar,,gmtm% Aptvf..amﬁtgehémﬁt«tmue@%ﬁhm RisBAGAY br MRY Dbe

i npl enent ort, both processors just nentioned

h
t hus m?°®é’§9@ﬂﬁ@3§2§ﬁiépldf’¥i@f?sé€f6?’ﬁ fint by means of a chipcard readerz'.
It i { ) o hol d
il o SRRl S,

of - cfe In Figure 1, the two
process W%WBDYN‘PWP&QMIUMRE“‘? UP’“"Y H’ﬁéh‘l%f &B‘F’ Usfyrelimingry @“'(f’éi’f i f:? e

respect gm n:ar e mt ually connected via the central connectr on point, and
t he car er is intended for a user card card is - Brrmarly-

an aid t omecoamrecat b flly verifipciemoialyia I deglred il Pﬁ‘i"'ﬁ‘f‘“ﬁ I"'QCJ‘FH“’Z B TRFOUEBEHt s t he
responsi biepady vekifgd remalel) Sf ©fRE, 941 (iusaleEin Chaptei0 udng kikdniew counterd huesamplct rray
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val ue fornadne benefit of the user and possibly also for the benefit of the
traffic informati on system The counter value may, for exanple, concern the
use by a certain person, such use possibly being distributed over several
vehi cl es and such use being for one's own account or for the account of a
certain organi zation) such as, for exanple, the enployer. If the kept
counter value is of essential interest for the trai~c information system

t hen consequently the consunption pass will formpart of the traffic
|nfornat|on system I f, ~to protect the counter vaIue _or values the
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How in case of TIP systens one can ensure a good or even echkaEﬂ%
resi stance against - attenpts to - fraud, wll be nmade clear | FEZOBQe
of the further explanation. Here we already remark that, in the case of the
TIP system the protection of equipnment in vehicles is relatively easy and
i nexpensi ve, since the physical protection generally can be restricted to
the agents used, if any. In case of a TIP system w thout agents) the

equi pnent involved in each vehichsthus does not have to be physically

protected gt _alll Also, in the case of a TIP syst Wi t h ents, the
hysi calih ARSbE R enipmen s o epuihe e menday Bl rebn G s
physi calslalfed praorehdnetierenderiat lbagwpood theinfamdtidn T isRreliminary Saemened]ent one chip with
correspanding software, suffices. Furtherpore, the nunber of, agents in each
vehi cl e%éﬁ‘“&ép‘? prtediaen of 3 msfhed ‘WF&“&&‘@?"FP“&‘!&% Rasta gyt ﬁg'éﬁil‘“‘gi%‘idt i onal Iy
must be inforinkienlis uged, or afso \aedgfor r@sdaddna(This inerylintranySaremep80i fi c vehicle. This is
the case, for exanple, if an agent is used, or also used, for '
fraud- r 4¢ Byendep b feliese 3 talls immagiop em P:“f“&% Zptpod acepripg o e inveplon, @RS i) ¢, and i f
a very |rrg@himbreatmeai49¥ raud resi stance is required. Often other neasures,
such as sinple and early detection of renpval or destruction, can suffice.
Ve will Theinrpaton plép selppsdo 3 Hafla infoqmagion sysiem gecuiag 19 ArelipeprviSirement 49 thabjeitt-hel ess,
one COoN$hretrtradapiationd afEexieiiofs. (THis fs ReIkdKaraneinio)l e equi pnent - al so - sone
physi cal _protection in order to discourage attenpts to conunit fraud, one
can confIphigvegian aw|rears 9 ayebiclp suiterfons metodsof fof 48 Wigha acpopding Wit ipAtisRcur ity i s
not of eRtAsArilinal Sipsdhnse, |1.e. does not need to offer full protection.
5.4 Mnim zing the use of physical protection Wth security, there is
2l ways AV B FFS LahueN i T mesor PE e s etk SPORTE B iEHighy s cal
pr ot ect i(Tis,is ReeveinepSakmewd2j or each protecti on neasure ono way or another to
get around that neasure, which nakes further protection neasures necessary)
whi ch i MAMEE® e\ count er neasures, etc., etc. A hi gh | evel of physical
pr ot ect i oAn g ise hod-endpe pbwad dypogaetbat is sangderehbytanuthoniy o be fRudinesigost s. This i s
the nore, so becguse of the necessity of carryi out physical inspections
regul ar I%’) m‘(ﬂ?ﬂ"%ﬂ“i' args 863‘??%%“&ﬁ&%§’5%%“%%’3§&?&’ '8F'g¥ﬁ!3t°€%'?°§sé‘ﬁnel costs
f or t he for miend acorrding tothé igvestioh. (Thik isihrelimprgry Statemeert3d.) n bot h fi gures the
connectgﬂgﬁnﬁ%nnot only be interpreted as physical connections, but also as
connections of comuni cation) was an extra reason for us to omt - the
physi cal C¥HeReepsbHil 5Yere lkelp o Jatprgpspsing dggiee that pomtiqtsoba mocesiy ™ gures. -
8 S E ~' of&d3diwax pidaliandeswbtyhave tn tg dmairealsran. ke weldo-mllatedyirdadsor lapdmakigye t he fraud
Wih the F bR ARBAAFADIR il pidlhy & o R e o R Ty
e syste o, _be descri us ver ev security
and al so 3#&6? °%3$%P°6’?’3‘CW’§?}W%‘%\W%%@P%&% f“é‘{?g‘a."ﬁ%ﬂgﬁﬁ\“@“ﬂ"&ﬁg e @'&sﬁ, as we
wi |1 out | tafkelo bypgifesned o bahlf of itselblhyis Agttfipudriesistat eompenens doo. iy authoitydees pit ebil ar, al so

of crypt ofsreapdvyaRP good/Micedtida Salhgt HiGudy $2b, o Exaiyl, Chapr@chiapgues, it is true that
there is also an arns race, but in this case the security |evel generally

can be FhfdIvelienylso gliter oy usycadisuiied fopmethad. Qfer upoavith a methpdy peranding tojthedavert- oy ger b t
pat t er ndon, (Thiels Pal¥RaSdrge 43Ut | Ng power due to the ongoi ng devel opnent of
faster and faster chips forns no real threat to the security of

crypt ogF'ﬂﬁW&’“techni gques. It is true that the increased conputing power
makes decTiphalos dyset @Aihescswfaeyningdete. Aruser and this bisd indyd@) forasamipld, ;aGsuggher i ng as
well. In tﬁohﬁr&?égmﬁ%rfrypt ographi c techni ques, the security is rather based
on an essenti a ITterence in Conplexity between certain operations on
aunber sTheThversion @0 \rabatey Lohai rofler B Beriehi foryihel fgtharlinseaian &f eledingiofing ofgehigldaquipat eed, as

| ong as i t i iff I l.eX] en the
undr | y o o Pl 05 o AR R0 b el b O o /T K r G oH

crypt ogieis ofa il Rfproserion systereaseoring tashe Inventiem Phibls Rreshmivarnl Sapment 6Xe degree to
whi ch t { i d . | ki nd of
ohys calte LFmtBl OLARN, il Tpdr3aEs Y G M S mibeleRShRls BRTRUS, apny. 11

for exaffie i Prefimeami@apmenid®X are being stored in chips, one al so needs soma
forn1ofIEQéﬁical protection for securing these chips agai nst extraction of
their c% ? ®5. However, this form of physi cal protection, which is used

Wi t h chi plhe adjeckiye astisiia) Bare datsmeronly honcegysihe fiaadsrespramy aehel etuipgerea ddelf,bet parieude abl e to
of fer a hj V, f ' | S consider its
s i 11 e Atclon G ki - ot N P43 e B il (EchiBNE) °00 10
systens devel oped by us that the physical protection (of the vehicle

equi pnent in particular) can be restricted to this specific, cheap form of
which the reliability has proven itself. 5.5 Equi pnent already present It
is to be expected that within the foreseeable future nost of the
above-nenti oned equi pnent will be standard equi pnent for new cars. This
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5.6 Possible integration with other applications Because the- q @’Demoysed
in vehicles by - the traffic fees part of - the TIP system does

hardly need physical protection to hinder fraud, the traffic fees part can
easily be integrated or cooperate with all Ki nds of other applications. If
desired, certain other applications can therefore also fonrn, or start to
form part of the total TIP system he equi pnment required for the traffrc
fee part of the TIP system or for ¢ total TIP system thus may be used

col | ect i veheinvertibhalao telaes to Riaiible Getograph $o which e 1§ nade oburhitiodiRootdlig 1ol inddnuoh) P
system s&&ﬂgg,&h&&a{s”%ﬁshhat w |l have to be nmade per vehicle for - the

traffic f P system may be |l ow or extrenely low 5.7
Fi xed andg|yq@ssn:vehicle eqU| pment (FVE and LVE) Not au equi pnent ment i oned

needs to be), o[ nee ve been, e a ached he vehlcle
The equi pne @?"“ rfgtﬁ‘?lt g‘h gﬁd‘?‘t"%‘y f‘t’?@ﬁ‘ "“H‘E@é’ﬁ%“f’ %{ﬁiﬂ" M3 ¢ he
case t hat t ladyratso thsveaﬁomtomoramt:ormmepofmteastmpmcfnmmmlmea (Seazm:kmem cle

equi pnent . such as, for e , ors. andl or the batter The | oose,
connect abF Ieden sates o "5"?@? “E"K‘gﬁ’f‘pﬁ‘é"mcﬂsﬁé‘l'@?" ‘%f m&""@l\@?f‘"@? delnkehi ch can
t ake car euonf (This ipBrekmimafy)Stanmenestgn al |, processing and/or which contains - at
| east a part of - the non-volatile nenory. It is also possible, for

exanpl e, ENgliatiemie transnmitter and/or the receiver formpart of the |oose

equi pment . mtadyecwa&eltaw Rerd do¥stnet olﬂ?BHn&h&hﬁﬂhﬂWibbol(tE\ﬂﬁ)pnm e nagiet h wil |
Aosde L0 Ay RO RRL (I bonkdheR TIPS wgémg@@gué %eb B8 ;' e

t hat suppli eg or et t he
TI P systep ﬁn(b“y\a,,m,ot ﬂﬁn term | oose vehicl e equi pnent (LVE) we wl | aI | ude
to all other equipnmeént that during participation in traffic is present (and
possi bl y Trimebmestiinedinthsgatpm/gpliction eongmyehi cl e for the benefit of the TIP
system i k n ui prent (VE) for the union
of FVE a\r?gc%E b%ﬁ‘?he“o"ﬁéilc %ﬁﬁﬁﬁs%@?& Sﬁat there is only a
guestion a)fanEﬁdunmgmuids@tamabahoneqwenﬂﬁmmm permanent|ly attached to the
vehicle and that no use i s bej n‘% made of | oose, connectable eqw pment. On

the ot her hAXgucleapmens ganliesyradic informariqnio gnp or mate grocegsprs prestop,in said ehicley | - 5
question ofy g%roc&?b?oﬂp?&ésﬁ& phoSessQRlt YoroRRuBis dAll Beep focoldr MRSy irndiciinifion®de, oOf
made yet, senstosﬁ@ g]tlt ached to the vehicle (for exanple, to be able to
determ ne theh KPP t&f“ count er val ue) or of identification neans that have
bﬁen fraﬁd-ar)easdmc&&trloyprmsto&ahﬁdlm;mhgfwath@ to aumgsaas:pmdm measeml e, a
chip with an er and/or a type indication. Because

ot herw se thetﬁg&g%g&ﬁ%t gO%!gan gquestion of FVE. It is self evident that
there is balmwlemﬂangéyucombimqnotm@mmﬂmtl es bet ween bot h extrenes.
Norrrallya P use Bl e S rtlclarlyfor
traffic pri an%'f‘?%‘% t“%ﬂ‘fg °'?n con |tlﬁﬁgat!lj°§i%i"£&"g °‘$ i 'g P is in
general nece8¥¥w mﬂfelntekehiayend@rmatsandt%tma&temaeﬁmweawmueerws on the
vehi cl e con mmaam@w@umml n general there is no cl ear di stinction
bet ween what .can be called "|ogose' and what can be called fixed . For
exanpl e, t #2450 iherafticppticipagonef a-yehels avojved said processarior proopspous drangmit ppriainraflicy  easi | y
det achabl e, @ontddai comtigally) sdd aOlenst at njir@stibédains, ikd ouksidd saidirhiclbly neaw sfiackenmeitt al so as
a | oose partijamta?gsoﬁﬁhh@r However a nore precise definition does not
seem necessary for our SEP Z003,cerned. Thus ener al
her e i |1 DU el i gl gy < Rt il e i e P
However , \Ahementrutwmtumcwgs mmﬂuahmmieﬂimnmommngdmmtmommbﬁmmﬂme of the
TIP system elf - possibly only in first instance
- to open angmrf osecfg%ra\gfmur%@e go Chapter 17.) In doing so, one then

may |imt Ghemﬁlbipot-cﬂ&ksb&\i@ﬁ@|muscdtevmat&$mﬁilmdﬂmemﬂesimmﬁohﬁtémaki on nunber of
t he payer or of his checking account. Thus, data concerning the vehicle

then are ndi MAbspachphpy megse impwsids » xhisla bingiphepkgd ®merges VE can suffice. 5.8
Broad i nt er pineic@tinguns afmokhﬁnplwtmﬁmumﬂmmmap&nﬁmﬁm&ntnwnwmw to be

quite on the |, i noti ons
used st beufc'n ug?g;lkgrgﬂéoop\’\ﬁlctggl%s Kos in tﬁﬁfbﬂ{#«)ﬂﬁg%?%ﬁgﬂ%@g ntreobwo{ «ﬁql n this
chapt er) but is plecethwithinoheganigrof the eranemitiéroald wehiole asescribeddmpieand haif ofelabst blise t he
concept of tggnsmtter for every neans by which a nessage can be given or
made available to the recejvers) of other objects or persons in the

envi r onment . ©MRAENg Wid upreeptedsample Q7 spaples of the teaffis indoraion jensiitadromomid shick hy s cal
contact and nessages are being transmtted by neans of, for exanple, sound
or radio waves, light, infrared, or whateverz'. But in our context, the
term obvi ously al so covers those cases in which the transfer of nessages
occurs via physical contact, for exanple by neans of electrical conduction.
Thus e coul d al so have ent|tIed the p055| bI y present connectl on point_for
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8 sip 2003 39 the original copy of each signed nessage should be at |east
uni que. Usually the desired uniqueness is obtained by addi ng._zﬁ 535?2@63 or
a serial nunmber to each nmessage. Furthernore, to this end the d
effect of each nessage should be clear. The intended effect is often nade
clear by recording in each nessage explicitly, anong other things, the
addressee andl or the subject. Besides that) for a good 'signature, it is
general |y necessary to also incorperRéte into the nessage a | rnown bit

tt it t t hat bl th t of t
Ve will not ara@Ebismietmechmmi Bk Hcas s BIROl B NOORME ong

hencef orwar d fiivlehd opvide sslovehicler hardly any - attention to them To put it even
stronger, we wl| p@er haps - sonetines not even indicate explicitly

whet her s Busthes aspectsdeallyrandsaredured gibodiments ofpald meghed ary farmulatedp adfisiomsbolpms For e~ o
proper f URgmila0éhs Brthed hddluo) Yobfisive fer RCRPOCIOl s that will pass in review A
person skilled in the art should hinself be able to determ ne, or further
det er m neLiphi Clmp@lesatvk kelate areasur es) are necessary and how t hese can be

i npl enented by nmeans of cryptographic techniques. Nevert ess,. . we wll pay
qui t e sonth WiE fubsstipnyre cpnglde the rt degoribed F't‘t"g‘ﬂ%‘ﬂ'éyﬁsmt%% Uﬁ)ﬁms?’d“%how her e
and t her enBhago 529041l Pof ®inplaness fwe Gisntimt thagthegampariasgivembeto® ire not edbastival so t o make

t he expl anation of a nunber of aspects of the protocols and of the working
of TIP sySpaworchibdl58206fore clear. Thereby we will - try to - restrict

Goscript: O P 95 SPasRh BRRHe y ReoaFiCH Sl GG Ll huset bl

ment i onedwmdﬂowwsebﬁqdiogﬁlﬁemsuf fice, for exanple, to warrant the authenticity

of only the send r. of the conten wil |

i ndi cate e‘Pe”ﬁ g é‘f"‘g‘ ?‘ﬁ@ﬂ% N’cel"‘::g"%)nrﬁ““sall?y‘frgttlﬂ'hns ﬁa@ﬁﬁ‘g&m d'rags? éc{)yﬁl d take
pl ace, whyehiglehslonging o Bierain bsei; Ead acteshpogiiiqns o wrotlﬁuoangtbmﬂaarma%&@m#mw t hout
these crypheR0butdai Gre datEiiiridan SuervAl iRy vehicls 10 @ watBSmpuRf byaitans@f deRsufkf Ve only

as illusty %?tinnﬁa%&gf Olﬁ%m'&%tm rﬁaﬁﬁﬂg{iﬁs&%s@dfo ffohﬂt's&ﬁid !

Account i n% al ne ment1oned earfier,
initiallyl*8®&s on inposing traffic fees. The data that needs to be

actively %o%e&%grd{ ?totu@wsaﬁatemewmawh Q1 orte@,%qﬁctua,ﬁﬂ FRoRNedd by the

vehicle e i nc fects - the

| evel of gk"f"%%‘e"‘f“@&‘sb" L8y yeor et w@‘%’&d SRLise Cof g&‘ﬁ%?@y son Yﬁlelg'g”%?‘& Bdh be of
any ki nd. mirestraffig infophation, 4siis the ogse Withcqueinyehtion C&“@@nﬂn@tﬁsd& relisbiiiorebthormeoul d, at
least in Wnlcﬂﬁdteﬂhs&mpoﬁﬁmwwﬂd#ﬁidﬁomuiﬁrmlehﬁmemmt;he quantify and
quality (kind) of the exhaust-funes Pr oduced said vehicle. However, in
nDSt  caselUrheamqre, Hiers is e mepsipnssf by soflection or o %Yff‘hr?bt“é’“(%%‘ﬁ'ﬂ?‘?“ Much as,
for exarrpiomndmhetpmthMcmmnnﬁdﬂsstoine speed the point in tinme) nunber of
revol utions per mnute) vehicle type) engine type, the gear engaged, the
posi tion GH”’Pf’He"‘tj'éé’Sﬁ 48§, etc. 7.2 Tho kilometer counter as odometer Bel ow

we will gntemu nymﬂosq&«sesamtmma Qnamkocm ph&GG 8 &t«ts%ftimtm&&e@te 4 east the
kil ometer co Stric FF@J%‘ speaki ng, instead of Kiloneter counter we
per haps s’ﬂ?ﬁlﬁ’bj @?".WS f‘tﬁ“’dg‘g“t"' Hormon [Transl ator's Note: uncommon in
it enied Gy g sy SR Rremnilol Ao R Lt Qi PRI 25 for
t he count'lg%@’“@zfﬂﬂ%ﬁ"“ﬂ Vﬁ}d" M‘%’E‘Bf°9't'ﬂté'°'a‘£‘§‘f€°ﬂ%f“‘a° ‘*UF"ZS@ p&'@‘ﬁé‘%‘a al so
will be wumoemwd&mmtohevimmwdmwm Ne o drtwahiell gats.ghen werosfserlin Boysdi nue t o
use the W&Bﬂhl&ﬁ%@s&&&% Méﬂmﬁﬁmtbﬂwﬂﬂﬂﬂlmﬁfmﬂthmﬁ% count er

for the odome ume that the

ki | onet er %B’thﬁ' Pﬁ@%‘ﬁt “E‘Bgff\?‘ﬂﬂt’%”‘ 'H%ﬂ’pleﬁrﬁmﬁlé} ‘ﬁ’égﬂmwﬂ H“'J“sEﬁ"F& ent
nunber of ordioatsdrinl the. vehiole 'anBby Skl uidG@iRing Qe chlc@a@owee feesxathgdens! pdint wihen & prbdest r at i on,
we wl | yalys-N {fA rqémpqig@ rst exanple, only the

ki | omet e%bﬁcﬁg‘ﬁ‘?tt er ltirg?ﬁﬂg{e?‘g“recor e o'(ehgﬂg%&cffl ci ent degree of accuracy).

I n this chasosipacncypinmiespocfdiiags fareatiféiranshisston v@yrs & @08 bred at &dch drtal ibgiopr i ce per

. 'Hrgllefore tﬁ@o\/lﬁlg@! o qRes{lolﬁt aﬁ%?&'ﬂﬂmtg&&ao%hﬁgﬂ@u K%sl%?qg&sgﬂbc&:% Neer val ue

is record ees pald andl or
due. EacHilloh wiineihappemhiat eaghy vahisl with pas ¢ e yrtuel 1l gaipe coniwally sid pilensicatia BYSPTVER some
prescri begsunit. For exanple, the fees due can be expressed as a sum of
noney, or in tenps of "levy points', etc. The way in which dues are
calculated fromthe other data, will of course be prescribed (presunmably by
governnent). Continuing the second exanple, the prescribed anount that nust
be contributed to the accumul ated "I evy points' for each distance unit
travel ed thus may depend on the tine span (i.e. the speed) in which the

di stance was covered, and on the precise period (i.e. date and time) in
mhlch it was covered To put |t anot her way, in the glven exanple the price
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" s sEP 2003 41 larly) one can track down vehicles that no | es] ?bﬁyn
to - environnental - standards, perhaps due to bad tuning ornn% g(p
(Cbservations simlar to those described here apply to the exanpl e of
overal | noise production by a vehicle. This latter exanple of using

derived, i.e. calculated, information is addressed in Chapter 11.) If one
deci des to base the fee on fuel consurrptlon often even no specinen at all
i s necessary for prior experinent at 1 o8- The reason |s that one can col |l ect,

for every lfu}iﬁﬁnoﬂf th&?ﬁh&clu@idongl i, oh'@ﬁuﬁi #H), spi-ofdokiFER supL TPL | 0N

under au k usa con i ons trarfic inf i QN system
After fil traisinbnedchl fﬁ%ﬁmt“@s'm‘t 1SsIgacs) B‘M‘ﬂgﬂt @5"?‘?4# %MM&&‘%%”@I‘%‘“& %lerrpt ed
fraud)) aqg ﬁk!ﬁ‘s Uymfeﬁﬁﬁ%ﬂlmgw&slpﬂéedmwmwmamm Haveierythovebicles ce can

e cer v bbF i B e 'ijgig*'t" G R T R R W AT

or a nult mduslﬂnrtquhtoumwdﬁfnmfc tﬂad‘tﬂt"ﬁb the fuel consunption froma

t abl h
ubsequent 11 a5 Bt Fitel e v ppen 1R 8675 SF LS em il B b " 21
i ndi vi dual verife whatiisethe (:diﬂumatmmtng thasaddidmp usr feas) mw@mﬂ»ﬁm ehriveilys imnlteed\aqopl y to
the possi 3th§le ?ﬁta&lfun if'edath Vﬁfd@ befaipménl, Wcﬁﬁﬁﬂo@ﬂc&%ﬁﬁ A0 Vchifls, $sQbsnfd kor ERBEMgT ENENL S

of the le noi se producti on urri [ de the eco artrrent of
Vehi c1 es) T PR te e o Wipe A graintl Sonems e BANE e S e

di scover i ngsiad) pigkigbpsottchisnoet whiclcahipmebelt donef ectawiil inpdreancf ior imet nmma(&ee agso be
applied tom )her than fuel consunption (or noise production}. Mre in
general , one can automatically collect the information required for

conbat i ng Asradiual rematic weanemian thitakel ngerhod of this USfpatent bresoirmatwligutsdBiereforhdtls nlye gr eat

maj ority q;,lmwﬁ, MPIEthentirg SpeR hndlol Gtsed tOMRE aridfitSs m&ma%wwfeﬁtnu&@prfcrnm& exafipte, SONE

nore esara not her OSSIb it |s to.Iet he ction used for
a parti cul®p mehod figef pot ?“égdwﬂ"#%\ﬁaf’ ;‘“'t“ﬁ‘gkg’%éé W‘Fﬂg p"é"gs&“l on of
road. mvuwmmhmm*mmmwmxcm linep 16 of pur fefction 3AL AR ipodiahich t he
vehi cl e | SydpRe 3 eRnenidr of ABNERoR 6 Bt (iAEsENINe RBcohdiouy @idng| € equi prrent i ncl udes

a receiver, it can be kept inforned about which tariff', i. e. which price
function rmmparﬂmwammuedﬁmy announcing via a transm tter at each border

Crossing tween diff t,t nes. 1o he Ve cl ne he ki nd
of tariff DPHREDE frgpmem 35505;; %Fég?‘g‘ sée"“c?:)"u fcmc? 'f“ﬂ?g “’FQ éeps?ﬁ‘)(?ue be
dependent Whbothrd foll pasdbesn paid fprahetvyssi@mofﬂ 18 st ﬁ@’F‘?‘?“bFW%?i‘FW‘?"&@F gympihiter e
wi | | separsabgeh pilingkgedrss a nunber of ot her advantages of the use of the
receivers. Fromthe above it shoul d ve | ear that  ther

count | ess B eqsf thissysien. m%“%‘%ﬁ?‘”?#%ﬂbﬁ“%@%ﬁ‘r B 24 & mﬂ“é% %3s a
Coi nci denoehiclecpisies @ Rollighie Inbpatipsl ipacolaesd betwaandhejtolisgaie nd dha prgfessenmn i chirkcarding

Ki | omet er s@vdhikm® bia mIH-héceﬂve‘? (aaa ﬁmnsdaﬂmman bafi VeilidRe, FIRRRIRar RaAbpreamed mrmever y

wel | conceive n nc | ed has
no ef fect 2BR %?g adr‘r?f"?nl‘s" °\f,t\2 °I“°°°'Ip8 #“ gﬁeﬂdvg{mmﬁtwﬁgwf% and, it
i s not a ciriertheton arbher ‘aNthShyP paidfonfel! gasep Bex Passeddt Pertormesiby a sepasnse Hi°°k‘f sfonet er
count er deo:eafawﬁdxdn Ah@mdtb%ﬁ@cﬂe&k comfpiiys & RGELR-epois bydla pdrtyrmed Yy a8 Istadhiry oran

| mport ant b ecéﬁcﬁnd; i tﬁn:ﬁmga V%Sﬁ( %Elﬁc“@ ehtﬂpnler rﬁ.luu QB Eiss &%MQ&B%HE o&i&' C' ng

possi bl e. NI ng exposi t
f ocus nai mvrl&whtdnen vget Wipb‘mm%'é&@ ‘“ﬂ‘ﬁ”éﬂ?“é‘i‘&'ﬁﬁl’é@ww W“P‘F‘Wéﬁ confl ne

our sel ves cifis fRsadsinPmé IDrEE G pkepireprésanpunt ers in general or kiloneter counters
in particular). 29 .tee correct tariff can, for exanple, also he determ ned

with the 35 the e ohbismsemvanmlsdng gie e yaiscsiver oF 1 yebide iglvpdiopouss ppivpdpnsald xdicle 42 » g
S E P 20032 arpéNcﬂ?JchHlltsatb Don eh¢ dad @ vhénahid %ﬁlcﬁ%ﬁohle@byl@lcﬂhﬂﬂng@ﬁmd&hﬁn@f whi ch

either th can A i st ance,
or wni ch 2 et Bl o ¥ 4 f B b bl ity £t i RERLRL T U0
can be usaill st happen shateachrvshiakd wil pass e élesironiy tqlm@tmmecmdmmmmmmw #o this
matter in)ahaRbRlrtkdmn’/- 6 A traffic fee counter value per person andlor per
vehicl e All paraneters. that influence the level of a traffic fee are used
in sone pifesemobdd m/agse 4f ehe reysiem daroriedtimpateaiLdosugrentt D A} LS TDA) there i afeltien dfee
counter. aﬂ Wﬁroo?sao?gﬁmwa' '(n%m&f) Ptﬁﬁlﬁ ?p%t—cﬂecﬁiﬂmu?&léryﬁ 1o qﬂst?ﬁ H‘%Blle&tﬁi Shanter

nonot oni ¢ ee count | so concern
a nonot onl"ﬂﬁml lg) alons oF evpmer W%%H’Péﬁm"%w@ﬁ lP‘é‘M“!‘W“W‘V‘{?)‘(ﬂP%‘&? ﬁ‘b‘ uriRfe i | |
of ten ref eamtMrichiilen 4 biio-date 16 B veRIREARveVod. | gnoring the possi bil ity of

mai nt ai ni ng nore than one counter, and also | eaving unstated what the one
or nore counters are associ at ed mnth For exanple, the traffic fee counter,
i.e. the counter on which the paynent process3 is based, can be associ ated
with a vehicle or wwth a payer. Another interesting alternative is to
nalntaln tmo counters one aSSOCIated mnth the vehlcle and one associ ated
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The possible charging of traffic fees incurred by a vehicle to its actual
users can be considered to be the vehicle holder's own respons} b'ti y. |f
that is the case, the traffic fee counter is associ ated vvith'taes #}Q@UQ
and it is up to the holder to keep track or have keep track of fees per

i ndi vi dual user (possibly aided by LVE), if desired. Thus) in this case the
hol der will be responsible for the possible use of a second kind of
counter. OF course, it is also possible2ihat the authority, i.e. the fee
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transmtter realization of a TIP systemin which no transmtter 1s used,
seenms unli ke In the caso of an approach using agents (which we will not
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m ght si nplrymattespei-cherks binsupese otytmehod, phyical-privestioneok wehigh equipindnt tis motlof\sisabtiah in-

pol l'uti on rgogdntesi.e, Ik hoRAkeadly Q505 g, R4 53 € | Nvol ved. - 8 SEP 2003 43 is so
cheap and convenient that in tFle remai nder we will assume the use of a

transmit t erAs s fipak penaskowerpsntion thatdhe systgmidescyied in patent dorpmeat BF 4398 ST wsepdestainkoi | i t i es
Wit hout tr agisgated didf rofide RiltRdeBle s slof bultkBIE Br bbb pricife. RES: ploftrof 80 hatibGPECT S

are al read i LN !;]{%1 i0in | anati on of the case using a
transm'tte#&f%g@é&?ﬁ&nh%mm{%%g%@gﬁg%@%hysi cal contact is also covered

by our notion of a transmitter in a wi de sense.) 8.1 Continuous or
solicited transm ssion of data If (or insofar as) the vehicle equipnent in
each participating vehicle keeps its own accounts, the authority nust be
abl e t 0 gailttaEbeldsios ® atdwersie ditnnhathefco@ath partici pant at any desired

monment in | per f.Qr f fecti super vi.si on, 1N

approach vviq% fog‘;':rr&gg’% \Vgﬁegft&pa iug’nasuq"cx)’?lgl()g?m\?\ﬁ?{:dﬁ ap’ﬂ“ﬂ%ﬁ%ﬂﬁ mv&’e“?ivm\ihf f"‘w I rfagnuss

first, evemy¥pueftecpdsnpthergorkdm pe trestmppaio willsoncpppte moly proismspfe TpHe &1 dat a

avai | abl e ttoffit fee iathd dagnf oad trhffic dnl Br adipedig @oxytr dadiowlar. Fodo this awt suly hetagms thislin

Chapt ﬁr t 16.an m@oﬂmla&gnsxle&,owui Jﬂ@?@au_&im 03 bppAdatdh ala&hméfr pfmoﬁifbn &.ﬂﬁ&&yﬁﬁé@p@r e
assed to A=V i.e. a [ ve I :

‘Fl)'hi s agent %'?h}én com"ruon":‘%clgltg'J gene/sihade%tfs?g}ri]g%“ﬁ%’g%‘P’ﬁn{“ﬁ%ﬁgﬁ?@s@%@ ?dhgfeysai d

authority iEAMapeindigeass efaond psatficpricing, and pfdraffic fopnprodn popstal, SPvignibs of FUU AOARKAGS: ¢ he

requi red data can take place - alnpbst - continuously, that is to say the
messages nust be transmitted at |east at a prescribed high rate, or else it
can take place solely in response to an authorized request (or rather, to
an aut horized order). |If one chooses for gaining access to the data kept in
t he vehicle upon request only, good verification froma distance becones
nore difficult and therefore nore expensive to perform so that an adapted
approach, such as the approach with agents residing in the vehicle) seens
at |east desirable. Until the treatnent of the approach using agents in
Chapter 16, we will - to the extent possible confine ourselves in our
remai ni ng exposition to the case in which the required information is nade
avai |l abl e al nost continuously via the transmtter. 8.2 Reading froma

di stance The nessages transnmtted by vehicles (or nore precisely, by
vehi cl e equi pnment) can be read by nmeans of receivers, without traffic being
di sturbed in any way. In principle, receivers can be placed at any desired
di stance, as long as they are within the prescribed range of the
transmtters of the vehicles to be "read out'. The necessary receivers nay
be placed, for exanple, alongside or above the road, but no other
possibility is ruled out at alit 8.3 Possibly transmtting only
identlficatlons or sem-identifications If the TIP systemis used only, for
exanple, to collect traffic information in a narrow sense, thus anong ot her
things to neasure the quantity and/or average speed of certain traffic
flows and/or to determne ttaffic congestion delays and/or to determ ne the
(average) speed of individual vehicles on particular road segnents) then it
is sufficient to transmt identifications or sem -ident~cations from each
vehicle. The notion of sem -identiftcation has not yet been expl ai ned, and
will be treated extensively in Chapter 15. For open and closed tolling too,
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The transm ssion of nessages to the authority with rel evant data about
one's accounts can be seen as a subm ssion of an automated, el rQ
declaration. |If such a declaration turns out to contain errors,e0¢ rSEHZQQ&
or not, 8 sEP 2003 44 then one would like to call to account the sender
responsible. Thus it is convenient if28 ) the sender responsible can be
determ ned indi sputably) and 2) this sender can be called to account as to
t he pr ecieeand et @pettsand bpplibadond @ad aternat dr ast diréciliwelaleditotrend tmific pricing $r, e tgenesbody

can al tearuy.tmhtgaﬂ%grqﬁe%rlvgiﬁbgjddr?sge oprés%in .I se's declaration unnoticed. If one
wi shes to”’have bo properties jJust nentioned, one nust require that every

decl a [ atIﬁcﬂJhn&ﬁEzﬂﬁé‘w;iﬁ feen slstaﬂﬁ&ut&g@@?h@so?etgﬁe?%;ntabn ng&abwtb@;ble]ﬁ&:aﬁona Tdé geh al .
signature ensures, the authentici 0 e identi 0 sender, an
ot °F he. CORIR B iR e s i e, el i hel B e, o
ensur es s ligyosed netrictians. By drewly tdnarkerdeis 8 dgeoteore alio bitgepdek b afiBtsisen, gboglbit, and
also th I ed surreptitiously by another
per son. aa%ﬁtug?onge?[g%?g%§fs%§$%’rs§§y%gﬁg%%gééeﬁf&anot her person naking a fal se
decl ar atousxplamiich cadufsGnofedi 346 tH phaehiBy 2@ ribihig if BBiAMACce atl app@pdhcHitAdut, mgl tikn -

i ncorrect atd on, subnit t h f A [ Gl f

cont ent S kb Shali EG o 1SRGty b Zp BT Lol ol
cour se raetrattly digdo qojng e asemevhatthapthese is p iyhleranpe ef nepsibilitiesrig realige e TIRAytepy vy the e

usef ul anddrak JAEBESEMYuet, Ahd Rt BR the vRIOUEYARLEHE demBBSHE B@IEHore SxpBeivfyteftated zed

i nspectign O”'?ﬁ}sg% means, of cryptography one can ensure that every nessage
remai ns "SEF 5?‘1‘\?%‘8 y but the intended recipient. Thus one can for
exanpl e mPgteLorfediftion éh tRAbIIIG A we bfefRiHole bt Servidh sHAGRpteUCh as, for exanpl e,
a declaration, is only readable by the addressee. Later we will fiuther
addr ess It histrodastidn f or privacy protection against and secrecy towards certain
per sons Or g aklhRdshid eirsydedls NOW it is su~tcient to note that the
transmtted nessages can be encrypted in order to secure agai nst

i |1 egiti’mal®Mnspection. 10 Identification nunbers in nmessages 10.1 The
need ford. | Bedtréstarcat i ons Often it is the case that a nessage to be

transmi tst eghup¥eyehi cl e equi pment nust al so include a nunber of
identifications. A nunber of reasons for this can be given. In the first

pl ace, &s WM'EBY explained in detail later, it is necessary to be able to
verify t/haicctuntingcount er val ue or the counter values only increase and are
not occasi GRatd dhnsmitdr 1 N traffic participation or while stationary - set
back surreptitiqusly. For this it is necessary to be able to determ ne
whet her %orSeAEE ¥ e 48Bunt er val ues subnmitted at various points in tine

bel ong tl0. Méasfiesumeubbdis in missage® t he sanme LVE respectivoly. Thus, in the
approach;fiygt described by us, with renote verifications only, a
corresponding identification nunber nust be transnutted together with every
count er WAV H&E3 PRV ddi tion, it nust be possible to charge the registered
traffic 1Belsacyarotettion correct payer regularly. To this end, it is desirable
to regi qg_eqamgﬁca&;ansn‘it sone identification nunber of the payer w th each
counter val ue an_él‘l or counter identification. If desired, paynments m ght

al so be !hets@i-Heptifsstionsptifpuenlisstins seni - anonynmous way within the vehicle. 1n
vi ew of 15.1ehe BpeAchivgifg dgéntsvacy protection, it may seemattractive to do so,
and then,jdst sending.a oof of paynont together with the counter value or
counterqz'a#%gggon%ﬁtgt%’\}heﬁ tﬁ%sé%e,mthe need for identification nunbers has not
necessarp| TP disemppeared. After all, the fee collector, for exanple, wll
nor mal | iov@gis t he proof of payment to specify for which counter has been
paid. It does not seemthat easy) therefore, to get around the use of sone
i dentificatj,on g’g‘gber or anot her when chargi ng. 45 0 S Ep 2003 Thirdly,
it is at?|ddads P amsl @rESYSIemSt | cul ar nessages, such as declarations, to
carry a~.digital - signhature. wever... one . only verifyv.the. signature
on 5 o Stk i STRAES i s 00 BRI VES CesachiR AR,

bel ong. at the leAstoratdjstincfionds male begren opsn tollipgelobed tolling dnditoptimlewd pridugi pi ent nust be
able to_identify the owner of the signature. In short) sonme form of

i denti f il‘bgff Pagof §%"éi’§’g”g¥[\ﬁ‘&’?‘§’ﬁ"eﬁa§ﬁﬁ1°’é PasYeeshdhe dearis °é‘i‘f§ii‘2bé“§°‘éi’£l? PEEBSAE evel
of pri vadybopletih@cwhether of @8 i theedifed @nvitanentfof b chetrih bdit@aloiliagisoint HiHximphe adiis-cussed
in Chapter 13. And in Chapters 15 and 16 we will show that the use of
identifications of persons and/or vehicles can be mnimzed, and how this
can be dOrg esschfhal goimQMRE Sy dnblRlbdribd fodh s ONSergveral identification nunbers
may be necessary and various kinds may be used. W will cone back to the
latter in Chapter 13. If one associates certain counter values with
vehicles, then a vehicle identification nust acconpany such counter val ues
in the nessages. In such a case, the counter is actually bound to the FVE
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Mai nt ai ni ng a counter per person has a nunmber of advantages. Firstly,
several users/payers can take toms in using one and the sane- @EI guae
can “share' vehicles), and yet each individual can be charged Wi

traffic fees due to his/her own use. Secondly, this nakes it possible to

i ntroduce a quota system in which eagh citizen is allowed, for exanple, to
travel a quotumof kiloneters in a notorized fashion or to cause a certain

quot um pf aﬁtwom&@ﬁﬂwﬁc BGbdd tvhéartastﬁg nafiFbofers ddok at%oo?ﬁgetttey fdr tat@pst dhéitib ng of
all or gart of such hts or ights w || %g ted (0)'4

regul ateYsngs F"“f:’f?h‘t}‘@ﬁ‘f g‘ﬁ@’édg“i 1 the ¢hae qu’ﬁ‘b?‘#&enefff‘s & qpestiop ofpe gin &I nost -
al ways capenderai zoﬁmlaﬁd)pmbﬁf sy, whichDecun\for Bratiple, Sp@edrdl firmgof pitdit rdokpod Inf
COUNE €1 i oo SARCALIGRd MR sydehs il R LM AL B ADRLSRD ADeiERBLAHen 1o 0O

not di st?l ngui s var | ous possi cases W or sever al
count erzenes fhet opg pappes; e that el¢asly prieaen speak ofnpenstolfing [alismativg translatiqegesshy fesdi Hawed i n

Ej h;e alr teversone qmnyctet gti,s to? uhﬁpoeag@@h lofe éate, fithl§ Inl¥ich SASD R Wériktink Iaawées ey 90
et al

each 1 Checks kee i nformatipn
syst o mPeSFeF gl i ?sef ‘P&EFGB Preglpes E“él?ff‘ }mw t°ff@€tﬂ d’fh"m@e’%s‘ge[ PPt AT ve
t r ans| db padticularwéren chieigitie@ehicle onihé platfoinn  gener al , be needed. O course) one
wi | | nelg%vgr %&lc%éll?ns[ﬂ%aé%a&aﬁnﬁt hﬁar§%%§$$k%§e§;feggtl%ef or whi ch,
directl ©35¢ AP P ECEIRE) ° 816Gt & ake,
such as:bava‘hﬁgsoﬁe(mwﬂo@ or dnbthdr Rém £ &ffin ﬁzfrtn:@-l’pbﬁﬁo Cahanindpoianite @ecist tr@dcloncif iees. An
I ncorr e c%?s 10 at alt ;Eie?ygnt ?\‘tgrl I‘_F 'd %éanapgcts a e c%rp %%Q‘Jéﬁ gst% u% f!)r Bl%%?tg‘t HRY for

exarrpl e re’su rau or a I ncorrect tuni ng.
The ¢ omtaeﬂolbztstsvseﬁrs iveruich fr caghqusppriser ottghephs\tehlec both thawlice of cntrpacofetip Bangportor  of

sendi NGystemSod BTHRELE of 1QadinBiSrot Assteitvelpfand th@pl%@hﬂeﬁitﬂoxﬁ samhpswﬂgmtlmorwhse&my,l n for
further to? [ as nspect or

i nspe
Al t hough ¥ %Qo 3&3”"56‘% ?‘B“""‘I%ﬁstf mteﬁﬁtcg‘t"he froms¢ ve’fa}r “m%e'gem °@° P EoN Sr coul d
contr aaﬁpmmitmt: thent thip rhoicnshpd&havoresnfinencey e theofers Ifghsrehesen rp\ltw@eb‘rﬂg@nﬂ“z@m sAs, we
W f QluafyAheri@ DYRIELER e Pk S opaSisIHNERr bomedrk® of GBS EontifuolsipliSingdescri pti on
that the inspector and fee collector are one and the sane, i.e. that there
i s one If e caspiflcewitions priding laidaativedransitidn intsgrhlflevpipglyfhe dowplete Fvgnsmom dalesas ar y

ins pectﬂv@ﬂastaulttetrsegt%?ﬁe c\é\'ﬁliléi@&n{o?e?’t be@stseopw aahmeﬁl maneté?semt@smet eameel | ect or
eCI | Ca % erer
8

IR R R/ L MLAE R CL ARG AR W7
veri fi das txoise-diies’.mpor t ant aspect is that the authority can also verify from
sone dlst tructin trafflc at_all et

o ounts TR ey bRt igaRit Gt pedky ey i o Rha B b RS B ¢ ca
one t hione telling, doseittéiling of entinuéve priving eystemafevertheless e asvrnd thag ons diieendanothdryret he

ki | ometsgtficifyéidablor dhpuRse, ViR the QQRIAAR dhicfidoh NEricdNashRfs bBkd T byseiE! er

counter values, attention must generally be paid to two aspects) nanely: 1)
whet her the kiloneter counter is continuall y increnented correctly, i.e.
whet herd t F@aRimgonet er counter is precise, and 2) whether the ki I orret er
counter, is not bei n urreptitiously decrenmented now and then whet her
Che ki 1ASHEYIER reraiee s laodisiien ATt b hepeiaiep Greng e JRcerd i wey"ay in
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an |nspec lon trap at ran oseh, var y also at a few
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andl or candetragkedips) then the inspection trap can be seen as a tree structure
with one entrance as its root and nmany exits as its | eaves. Even nore
conplicated inspection traps with several entrances are conceivable. In any
case, the intention is that one can only enter an inspection trap via one
of its "exddrtRNcRse R wekedlpoinl. €ave it via one of its exits. Besides that, it
is inportant for verifications of kilometer counters that the |ength of
each cheBIRFSPRgtlitlp‘ailteﬂdltabﬂlgrearpwmeﬁwlmawsqfnrmr@tt ory froman entrance to an

exit, is.kno wi,th suffici ccyr.ac nspecti, o can al so be
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i nsi de s play no role.) O each participating vehicle
(or, cgggrcuﬁg\)%g%hg{ﬂpﬁlgg/)el s a checking trajectory, the kil onmeter counter
val ue is read out twice. Once at the nonent that the vehicle passes the
begi nni ng of the checking trajectory, i.e. enters the inspection trap, and
once at the rmrrent that the sane veh| cI e passes the end of that traj ect ory,
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11.4 Ascertaining the inspection-related vehicle Before continui Oatgtigpa
di scussion of kilometer counter verifications, we remark that f 2093
measures or counter neasures, such as, for exanple, the taking of a
phot ograph, it nust be known precisely from which vehicle the unacceptable
decl aration originates. Furthernore, @ge nust be able to relate an
i ndependent nmeasurement (for exanple, a speed neasurenent; see also
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final recipient), and 3) keeping secret the relation between incom ng and
out goi g3 MEBSRERE agalnét ftaalier sections we will explain that internediaries,
if necessary, wll also 4) keep certain accounts about the rel ationship
bet weenWhyiceing fig Uaffie inraaiion seenis safe sridng. F erapple dhepisedaty BfficintpEitintack a
POssi bl gaifise &&idiiOulf-Sfidehti Tehedefortalt so@ﬁwmlﬂamiaaretshepdﬁmsargeq\rlﬁw ddeicbylie hi m

via t hetr It"t?c xﬁrrﬁgtgonrs %Ear[ntemta%fshtictlehmuspp tﬁ'eaud res1sta H 1%91‘ WQ Serpags must rﬁeq bse%qgc{lg&at OITE in.

Later we Wi sSee ge cones
first -sppoificarphigted mitapdresistaptinidvt sodhat lrrayartadefttbfrmven partp sppnoete ramveft e lllts@;latr on

and t heypRimthotRf vdhicid®e. The third point nmentioned states that these accounts
nmust be kept secret. The specific cases and circunstances in which one may
devi at eHowmin gaspefdERayitdge dnaganyenfurepreoedys eioutreellont pistenge agpipsy — bt Parifayd, BHbedded

in law. belntad&@aar@thsebut@eomiaedaeﬂmhﬁot awetvhatea mnafkrmdmatac@ssotwma@mrmssage
i.ster this .relations ted ri od of

nma or r.e e

T O Bt Biufmets i Rt TR o Brato 28 s 2 ot piefion G RBL1 oo
above, ®nbe weuictedrty thp ggenti wed iffaaya Sonspl y TH syiytdoewithant agehnta,tthet dquipment ma%\yd fnat

| east ageif \%ﬁtcl@&ufﬁ&/ﬁﬁﬂﬁ% th8d ,;h%aaﬁy ﬁ&t&te@ erﬁeﬁl&eﬁl)the%s}e |of o1p 5 vah@aEeE@d) not

even if ume .t ha e hunter e sen S The
ot ter U TP TGP s Ll g B PpaEay pRFReLy b sp R Ao Rgsi de
or abovier ¢athegenberd chif BittBcofrespadingeiftware/suffises\Huriggrpes, thermmberpd adédts pedchivebinlet t hat
one doegnbsehaye ko choose for one fixed internediary and then be
dependent on the integrity of this single organization for one's privacy.
Aft er aliteraingesess anpgent siditioathiomwest tedigked il a frapdydsistrotswy il gpe epgeific vehigle. This is the

i nt er megieatol &&miis, mht.tea lprteo@o @ ubed DbrSrau iR bhtdnt 8MiAGAKAR aRw/drasi@nohGiEe from

t he pre Iec J.on er rress be sent. The Massages t hen run
Ve ContRdR {2 St BeHe freaiTei rety, COPTLP RPS Spe a0F B 0t
nessagedbtegion giirghoval or @std@tmh,ymhﬁdes Wi g'ﬂlcbture totthis lgter. ((ScntChamerpI 4a0¢¥) and spread

over vajJ.i ous nt ernmedj. arj es, ertain benefit, th C
pr ot ec'?lrrf >GveTthleps, pne gqngilers, t wizé °fg“'5 m&@rhf’a’i’]hﬁ‘? "r‘r‘t“B‘P??rédPla"r V8 R%Vﬁ’r ’ﬁ@g’t“‘ﬁ&"t‘ Ftya
hunt er drder foldisenyemkd ayterbyitartol copurtit fipwmicorte banrsopfianwhesalfi ®tvirg chearoasures,becanse thatrerimt

patter %cﬂ&tﬂdpﬂe@enﬁilh%@hmceg ne&es;@%%ﬁXRIﬁﬁBIoJectﬁ@:n capture only a snall,
random part of his ntssage Stream 2D03 60 13.9 Messages only

readabl g, f the way) one can ensure that no

i nter rre%r‘ aﬂ{/lhﬁnlﬂﬁ}:%thpﬂs {p?'?“hcma’ra?cgg% the contents of the nessages and

t her ef oWih detusity, thédt€ly al@aya B Qiestioti ofa&ie Mind ofHrs repe Pattitflaly With pliicabptoBivie Aiethn

patter f i I 1. uch a
ey ¢ o ek pofiion shedfs HERPOTRP ke R s wiiil, WMLl °F
by the mesres aetepsasy Yhich ioYitgy newncountst measurdsestdf, ielaah hlzle'e’(eb@f@hxs)ﬁal pitagiion theelordunt er s

and i nt gdvmdi G b hed inhEHAVitk hifidods. TRKR 1 Gbrde V&BeYauldfof m@aséa %faﬂplnmppn 1 those
messages W t hout further being able to understand yt of the contents

of the FBEEEgutaryPhiqhisshorns and enensiyp Bravpec! thsarftognebcrostf ﬁéﬁ? m%rrtf%ﬁb*hatre have
al ready-excluded the explicit treatnment of such a case) are thus - at |east
- doubl y enci phered. Once to nake the nmessage only readabl e by the actual,
say secobp fachthdrie beb Ejurea iiat cmw’mmgmottotﬂebe?afewedmopqya@kcqnmﬁmé)statge ai n such
a way t e i Jes WM h that
s, ht t anlecloll of AR 00 U HIRATaaA T Qo ol S phisiclofectififo 186 ol e

short, %bémrsr@ﬁlgesaem&h ‘$“FP€er medi ary does not conspire with the second
addressee (say, the final recipient), this internediary cannot distil any
information fromthe contents of the received and forwarded nessages. In
the way just described, where the whol e nmessage is al ways obfuscated for
anyone but the final recipient (or the next addressee), there is no danger
at aII to be feared fromthe |nterrred| arres and/or the hunters 13.10
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- 8 SEP 2003 61 with - an indication of - the location of reception (or
with - an indication of - the |ocation fromwhere the nessagea{gg‘?bgﬁﬁ
sent). The nessage itself need not or_may not be retained by 3

but does have to be forwarded to the ¥pecified intermediary with said
nunber attached to it. Each internediary renoves this nunber from each

i ncomi nexelres g peneralk e wasidashennot baynthe Bayp Fepigjancy e syrien derged it KndtohPB oY war ds
it to thepbexbn Addf.gsSee W th another uni que number attached to it. Each
intermediary retains for a certain tine the conbinations of incom ng and
out goi n¥ithrthe TRggstams biwrdgscitiediby wr everydiightleyel of Soveigyoind diohd privagymiotéctiomambrom t he

| nconi ng, mﬁi%&%ﬂ 5639 ey ﬁweraﬂoutrttt sl 4Btk s WRNEpaliQuRANE oR Vi deO

shot ta of]p} e in question, for. exanple, send
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for the ns For certain |nspec Ions, in
partic ulfl%t’rWhF‘b‘Pmé Ff&f?&apg'nlf tfﬂéxeetertedrysr'tfﬁ & gtﬁﬁ sioEd BYchiph PRSP AP SORHPR s, i t
can be debysica loRctioh fok setiiifg thids s hgdihst kxtiddn vititeir cdnlests. dog/tvar tis form obgilysi@bn t WO
| ocatio e I e : y

t enpor aﬁ&fe&%&% QJ&! &'{g'h %%ﬁsea%tﬁggt?o%istﬂn%bhay pm#: o Fn O’J‘ialhcll% Cg&r)] ger J?)Q%(%fﬁpg lﬁ?

i nspect lsye! vttsrermtérﬁéﬁw Pagts.tsp fhat vtea'gemwméfryts Histdiffralt to psgerisEvep étt@@r waeee éts'*g a o the
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advanc ere ct%&l r&uasg% chca%&fm, vr%m:gﬁxlexeﬂabmgy m@v%l mt‘al? Qovi ously, access will

t hen on rant regardtoalrmted nunber
of varyjpg atio 13.13 Bunter preferably not as "sem' internediary In
case ofég eéqa'f g“g'ﬁ‘iéﬂ‘hp“(’ﬁ” the whol e chain as described above, the hunters
take came t@i)el’ &adt;sd ikt vtuhﬁ tRIbrdksadaye Rfubdl RSt df @3 abd¥é-mentip@l bquimeht!vall P dtadded/
pr ot ECté ﬁe%rc&' S %fp O S Lo 36 B g&‘&ﬂﬁﬁ%ﬁu‘m} N6n b exam:

subst ant erence ween a hunter ah t'er medi ary 1s
act ual | Bl t“ﬂ?&t’“’t‘&t‘ée ©rrpe frpctignitgof n At efrdbpsiehiely keepingacequath forthe peuefit pfaglomated ¢ her e
are SEVdiigﬁJstldQ Upds&1p }eniotely), supatraﬁg ﬂaﬁi@dﬁ&ﬁ isifient ﬁaﬂndmmctemmgmﬁ sA0ggtihd t he

hunters, cfesstetﬁaalxﬁde ntlﬂh 510 \W of 919 Sl e s%rglgew ?g&g:ﬁ%& guﬁpd sem uémmuun tr]:1e de snrecl |

interce € nessadg h a sone SO purer
and betteerass aﬁrsqr@mye aeemwbeqi diiys’s sqatand spirtorsofpr yafieus gawe, tw@%sﬂaanz afteni

: nt er rredeﬂaﬁaprembdtng htaaoamropa&ta béSmiMRtatAg »adqtshh & 6 RERLNRE Hesispge the
ocatl on

cept,ion and, s us resultin sage.
tis R sl e, Bt Gl o PSRy Py REAER ! R 3 CRRBHPE MDD e abi
to s pecsowof b'atrerovubnswongmlde thonat widrvthehwehideland/e with thé rest h@hemasslagerldhtad elseen
t aken, at _which place the vehicle was Ig’@l‘at ed gurr ng the tr nsm si on of
t he nesﬁﬂf;é“tht Rt Poly o e f the myndonedsaripment, will il % by By RYEFER; o4 Frst
i Nt er neichp@iny traffic febvewith i abistaide af 6 TIP R@teMOAR: 6il, @nlyTths adag@latle gramdy b/yrd(s)”lﬁr

hunt er, t
o ol o e Rul) b U b e R SOPEPRE b8 el |,
the | oclattﬁWabtbet\h@ﬂwtwedcma&tfortwtﬂkm of transmi ssion, or the location of
reception e hunt.er, d can, .if necessa 2003 | at er be
br ought P A% s o G, oG st BRI FRLRehY belesdtlc b gane PR Pbopect
t 0 t he viartashs, pohaspforeximyls Heferipiking yrve oh behdifto@ whdnethe vahifle ia gbing te be wedinbrder tsuch
as, for exanple, a governnent agency - now might operate hinself as
nessage_hunLELa.MLLhQuL_Lhe privacy protection necessarily being
jeopardrzed For a really good privacy protection, it does remai n necessary
to denf Adtelly averlopysias alwticeldret acypogapbess to certain things, such as, for
exanpl e, video caneras along the road. Certain counteractions - such as,
for exanple, taking video shots - should therefore prefera bly be del egated
to i ndependent " suspect hunters.' 13.14 A description of hunters and
Internediaries It would carry us too far to treat all possible variations
on the tasks of and on the d|str|but|on of tasks betmeen) hunters and
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Secondarily we use the termhunter also for a hunter that additionally
performs - all or at least a part of - the tasks of an |nterrre ia (I'n
other words, for a hunter that also acts as a whole' or EyP 20013
internediary.) An internediary is an3brganization that is | ndependent 0
the authority and that, for the benefit of the privacy protection, acts as
a i ddlbentntofeserminh wheghorthat pie ovilt hepprmitied prdipeinjordercte mwrltancai/h@wat}terfbww yeat An

i nt er magiRp m&rrmmp&l@%%ﬁé aeaorcﬁdgeo b Grfdes bmeetrsae@;safex il dlchfb RASHe thkierchai n
of inter rred ri es Odlehggra es tgnature of hunter and the data that

have b&&h" B 1RtF d?“ive%" dpta abops ‘B“rf“‘?at‘ﬁ‘ﬂw'ﬂﬁfi Pich dorfor <Rfe i & ¢ he
nmessag ealtgzrvﬁlidrsﬁateahrmmrhﬁmﬁatfom bn ddlagsens b eebullt of tailbcks. M shorg Mtiexeazyuiperats ethtriusel way .
The rest .of. t he i.ncom n NES & i s deci phered and forwarded to the next
addr eszaéphgatm&goss’kﬂﬁ%ve ‘°°91‘“re"21?}‘§| ént or the next intermediary in the chain.

[ f an internmedi ar%érecel ves a certain nmessage other than as the first
i nt er medi af9ssibls integration witiyother qpplications, ¢ he t ask sketched in the previous

sent engRcafR ek teﬁplﬂﬁtszéarMCﬁﬁbythtﬁé trdRS53 98+ of Baf TR SystehidSos nad dr hardly need

i nternmedi aries w r another) .take taro of m

oS o PO PR o Haerlig o) s Fe RS <81 & D EPER B oS aRATFBE 1 | vacy
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the protective neasures against illegitimate tracing in a TIP system (thus
incl udisng atxed kiaiedse WhiclY &fuipdledt@nd® fdlvieng under such a system). W have
shown haw privacy can be protected, even if nessages with an identification
are comiof plliestipmsat Imentionpd needh forfier erengeds foobfvebrem PrERcaYeattachpotoghy yphicle. The
} dent i feipdehtOn irf@itanbarts! madofrxtat; bcorat;syz‘ fe@rmaly rim fhk icfze pm thdrd 1§ 2 chnbotiod poirgl@si r ed)

or ot 0 AC : nts at
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associ ah®@é wich Bontald@ - indiedsit d fahtGAL 110 Bondolafle kSR IR BlsOfdksRd, Sor ed@piof tat o2 Wi | |

show, |n Cl a 15 a e of hunters and/or internediaries
can al so Blzt Ipmgorghcéecmrer%a%ﬁmogaaffo%ewmr 11 show that, for a nunber of

appl i cavithoRsSternt M vdhdxartt,mlfmeﬁta(tvvmnwermﬂdaﬁmwmaanudbeo AIB &lipinéh® thediel p@inanently
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hardl y ,necessar.y . an .. Th f a a emidentifications wll
t her ef GT & CAppe grxte %P{e equ\l}’érftfe/i&@?orrglc (9; %Ffl ggVEM | dentification W have
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the te rcmalndeqqt tbztt therats ionjna qroticwef BYE-The later fsonli ecssblvf no.use i h@naa@ée prpddpyadnt  of

the i dePiehdodd aldkched toRﬁ‘Jv%ﬂae @ ehmpta qe be' MBle tctueémﬁxteattetmtmete\t\@ouweﬂ Valug) 3t &fxdehtﬂt 0 sone
detalls. artl flcatlon

o o o efa ke b feah B bapiy o 4k Fonfhe oo o Apoimpl e b e

regi st rfastiommuiber ahduer aljeyte elichtipn.oBzcante ofhervine Here algo werll istar gubstionof F&EL it isl sel&t e,
consi st.lag: &f BUREE fj‘% éB?sEHilﬁx 4 ed. These official
documer?tls :':il’ émlgxleabl e troag%lo sorts OFSb?M: 3“&&” ernore, not only these
paper dmmumnm,sysbmtthat ifuspdfot tkablitifas anabmutaimefomm@ﬁmndil 0 s\@h.it cnfamoldr € t am
per .ed WI for Ei% P lf' m%ergral nece\r’%\’ssaryf elga(?(r ge 'of % a atlhsal rlgac ulracyI ¥1; %lnssores oa the r]l?c?e 01g| ates

(whic &3rs Ssee

probabl—t—l—t—-y-—e#—-—bel—ng—-e&ug-ht)) but aIso - the nore dlfflcult - tarrperlng

wWith i qpntl fication nunbers on chassis and engl ne (such as nodifying,

r emovi ngWanfeAwre that ingensrl there is ng gleanlistinction befwesn what can be caled ‘dagse’ bt e t here
is n66dalfe®Fﬁxad’InIbE exafnﬁla,uﬂrtfa@ﬁ}' ataa@mclmyn § Cert@i® WdhbeCalso TGS dakiB! de@thatild) RO BBIS ,

chassi s nu e ssible idea is_ to furnish
e vepRHARC ponoR plgh s o oreltt st e e e iSRS s Btifon,

regi st rdagsingtreenmuneds@ary foamunl parpraé. can make thi s nunber available to the outside
wor | d. However) making a constant bit pattern available may lead to
undesired problens. After all, the disadvantage is that the bit pattern in
guestion can be intercepted. (And that is all the nore a real possibility
if the bit pattern is sent via a transmitter.) Thus it is possible to nmake
false conponents that do exactly t he sanp as t he orlglnal In ot her mords)
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applied for nany systems, such as, for exanple, paynent systens

automatic teller machines. The Obj ection is in both cases that during
normal use a constant datum nust be inAter changed and that this constant
datumruns extra risk of being intercepted especially during this

i nt er chaprerd. Thyh ingirpraf thare will mapuestiongf FY T teahich biVEE g tg yonestsd pragt. Hewevpevieey boar d
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di fference tween ori gl na n copy robl em of fraud-resistant

i dentifl_cat ener al uently, in general it is true that for good
pr ot ect |5§ é flh’é“t’gﬁ” “h“‘?fr"% ‘Edn i nterchange of crucial information
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the mesg Wi Pnfildal ct'&‘acu? kg %@e@’ ﬂle%nsto?elgﬁicﬁ ‘dSnduc%F'P Yhofd vJQg ﬁiﬁaﬁ’s@ hive - y once

(after a co |es are not have any val ue) us mnmust be a
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point in time concerned In a certain and prescribed format. To
pr event Bsamasbefdypipgrepivc teshnfugesdtliss foprampde, aqq@le to k¢ep o guntents effa mepjegesearsbfor dupre g
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t hat ot son SS nust .al so.he lize or e one
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arrangi mgsseepaf th‘t Tnecking] ahat prpvides for irseqiesn Sbjs elh!etron mm@hwvawame rtasg sesl
si gned idjefbindl § b rée& Iamat mﬂkee@ﬁve&nae bt anwa&yt@a ifeed m&gaﬂ)‘ disal aqtanédb@«texoﬁoeaw&s k, to

t he person. or identifie f obj ect
o por s Sl S B Coneprig = il ewSiobe £ et o PoteRs o P gt b
cruci al themnéqrmuwcmwntlhsvem(keyl,offvg@nre@umlmtadmpmmdshteI y after the first

i nt er change to use a different bit tern eah t hus
LT 1 Rt Gy e et Bl poRDe S YT B STEH O B
However pndie efthessendert of b sneags. \If both asy@etgigre mdntée;i,. mn@ealm bitaethguhlengbatttre pethdterss on,
for examL%)emafont&uﬁq sag}gm,ﬁsh@dlv&,ﬁ Bigikah fad ssehgudxx?e%h? oSCt o various
difficulties. Anyway) we w ere not |gress urther on this alternative
and it s Tb hindet fituil,@nch me@dze Simuld kotlohle bk gipaéds masol providiohd shduial be tekéarto tnaad thitedlg we

1 P A 6L 3 YIRS o S

privat e 9nywhete cRIpisetany effeatdn i\ﬂé’é‘“ﬂh the p ingspded et of the ey iresgved dirst Ao s end, or
exanpl e) count erfeited automatic teller nachines. " s s EP 2003 65 wants
to neet entitication request at all) then signs that identification
requeSt)Up&s%tﬁgn@gllo\éd?Jaf(e?ﬁxtuéatls%%n}mdemm&hno b Tespect]vely having

added to It oin ést we renark
addi ti oﬁa@xdrysﬁchﬁspemg,c&m@taahyc aﬁmnastforlc@hm s'hetﬂoﬂect RmAiHEhE dem,t drbbts adci-on
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t o a cetextverwilbroyathél@atontime using the sonfoalat morawgl-kaowpaed quith eureo tshaegpegapdy’al ) and

securing the use of identification aids) such as PIN cards, thataanég_
P 2003

possi bly even all, identification devices nmaking use of the sane "basic
signature'. The " basic signature' then serves to prove that the
identification device in question is original, i.e. is handed out by the

thereto aut horized organi zation. Said organi zation then does have to
arrange t hat each i dentl f| catl on deV| ce possesses a un| que i dentl f| catl on
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66 14.5 Vehicle identification 8 S E P 2003 Two sections baek@v\sgng
descri bed how an identification device can uniquely identify \MB
attaching to each vehicle such an idegtification device, one already
obtains a significantly nore fraud-resistant vvay of identi fication than
that of the currant approach. After en, be eve t hat the
i dent i f REYEmYSORY QhRth d(?ﬁﬁagf)éh%‘lﬁk“e“ﬁﬁ %rq“wsuah %‘r‘gﬁﬁe@“‘“ szsﬁ’g?’é i% no use
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destr Ucﬁxéo%rafé'imd'tﬁer%\éﬁ%e 2QBowin b Slttbn (08 2 6if fattdn EA WALAWOIT k] thereh brtheQRBagépt Can
arrange sufficiently that only rendering the original identification device
i noper aWe wil noydigtrestuthaodnittess kinds of epmagebhivdelails, sdthenoefyrwarfl fillpay 21-10r higdly dmyposi ng
sanct i ODgyefiin Io%mapéﬁlpi??velpju'o&e 0 f%ﬁctperiléﬁpcEdngﬁ}néggot'e%@ﬂdlcgtb %ﬁdltﬁnvh%éf' ce.

The only remal ning fraud possi agai nst. whi c ?#)rot ection is, still
requi r eHoresy ARJOT Suningds Fithyr (Rl & e o1 R AR drefivgiae efftbeatqibpipipeols tat il

i dent i fpacsdii tetitw. Aets@eskillallin e RUSKRAT hitdelf bedblead dgermifd, bhiighdeteh@nepabeit@ge t hat
can be | e -
T ¢ o Bl s BLRRRAG el oo B o LolOY OBFT p B EPDRES i

cases. mvamlam JLverwill fay tylie s&@&@enhrfn té h@mbdemewhtyeaieu@ mroeumlcorho@ hasaid thegat i on
of the y t _be ver u stant, ’esr ai nst

i nterc halﬁp ag)ghcat]lon Tip a l?o%{)hér l%s to og‘er qm{jﬁ ftoe Fn%(n e eél%lanauon o? a min nfr aslgfctls o? 43
differ emtooob pidcof the wpesofm’ saa@e clodr ot mexé §l¢ap Ther¢by jwa gyill Tthetp ereemctoweelves to

pOf] Si PI thé & pioﬁerﬁeesea,ter A Bﬂﬁ@%' it Gattdbodirftind, ke Ber Y | hﬁ@s mhghtmlgﬁaaﬁgsessmdl ng
vehicle.in s

0SS t SS ol O
renove Wi RS ne%évl.li'}siva ?:lalg}fté i f?faf warg'lnt%ﬁ aPtﬁ%‘E]?‘tyc?gDé’ﬁ'rtPecf% % h ¢&r ect
funct i orehtergs of fhe iesage. ot wef wilk mﬂmm"heﬁem theze thit pecrpeshir gigeing takeeplfoe prvhepliddtakewi t h

fraud- r @sk, Sh@d e hlQRL r;ofnreﬁaﬁels@wdemsppmwmm&i thQ¥ Syploght fitik. Idy@ant ages.
One adv that traff offeres t.hen can nore efficiently

and m)rtg ‘i\ﬁ"gfﬂ”ﬁ’tgéﬁe’i‘/smfff’é“f “T"ﬁ%“‘?”ﬁ‘ F’?fvnﬁ[ﬁeﬂiﬂdﬁfsio%dﬁsalgﬁieﬁfef%c Yon, no license
pl ates have to be recogni zed anynore, as currently is usual. Furtherm)re)
certai I’ﬂpl‘&&loﬁﬂﬁnéesu“l ng fromthe use of false - or, probably better
formul ated, msleading - license plates will vanish To obtain these

advant afjes,Datd to bsmahfataed not even necessary yet that the identification
devi ces, have atta hed t t he .vehi c frayd-re gcause it
Can be AU Wk S5 s RewIi s i b by o Bt Y PR o
mor e detalaqdl[étemelgatrmlngn tréverdédand wpdjtedivey theexfelicle equipmpns willdhenyid gendrad inChidgpmer 17, )
15 Semi thingl@i bitdcls C el oanﬂosb FeBs (PN dsbcPhs b pﬁﬁneﬁgfﬁee AR5 645 BE 6H aIiMY, tvda ei-he

t t t . of t t
rot  TEFOB0 SRR ormon el e PUBAL PP REF B S-SR IREBReRdRa  co of
pur pos ethe qugxitywid qublitsin)-of Heabauitifimat profeed bpnidyehidle. Hmm ifi npsheapes it concemiser s)

can be diaagh caQB@d&é?:Hﬂn&dCxﬁJré &a ﬁoraaﬁrsn@r SR R WRtahcd SRR, 't&rkpefeh, the point in
count ers._ Anot her onis,  for

verification preci si on pli cat

exanpl €™ prlr%%e{fmr @ﬁmfmﬁdeha@%ww 118, 8 PGt e Gpaop S s Blabay s,
e.g. duge.to tail backs. 15.1 The kiloneter counter value as sem -identlfylng
datum For inspections on the proper naintaining of counter values, it is of

essent g imMmtawﬁa{eﬁsmmsagos that are received froma certain
vehicl e that passes two successive receivers, have a h:ﬁh probability of

bei ng rReWoH Yl EVas mehenef sxumrls duvhich aggcerd iykapepf at [sast dhe ilemeisr couptersaiye.an
i dent i f3ueay bpedkingUmed of kiddmeteh@unté e is&rmppshomn&n\teﬁhb ¢k QneBiéoi] TranslatoP's BotP 2003

67 t L h t tt Th t hi t hat
For "t neapep it Blord foBdEbar kS s 3 s BEBBRAG et A 87 28 Pt e
count ertgnce wdtdort thesmalizht diztanna mojt) @seil ¢he the icdunting teancoe - agd brodusesdf thecledirgd mazepmar y .
Af t er aéeheral Ql.tfbemif 'bJ; OF@&% £l e in?ogne%lah%rthgfoss,awevvﬁﬁ Eﬁnkxgla e b Sfdnfon ﬁa{nﬁgdy be

a) , Sem -1 dent | atum w CI ent un ueness.
( Act uaI ‘P‘yﬂ %%PPW ip P rrmhlomﬁrrcfe‘eﬁe 5 the pometggeallythel trmeclerﬂe rpphefichip isxtieat

| at er  Oddsuine Wit thafld(dmeftt SRS % KB ug-0RAatS Wk Bl rQf, iSEMIRvibA BBkl Jf GRidaRN Presently.
But to inprove the understanding of sone thi ngs) we first explain that

al nost al ways one can recover the relationship between related kil oneter

counter values. After all, since the kilonmeter counter values of a not all
too | arge nunber of vehicles in general will differ sufficiently from each
other, two nessages will very likely be related, i.e. originate fromthe

sanme vehicle equipnent, if the difference between the two kil oneter counter
val ues reported therein does not, or hardly, deviate fromthe length of the
checkrng trajectory (bbte The srze of allomed devratrons |s not onIy
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But in the case that such vehicles are kept outside the scope of t he

i nspection, one has to avoid in sone way or another systenat |'c lEspznoa
this possi bi lity. Someone could try, for exanple, to escape from

i nspections during a certain period b§P maki ng his vehicle represent itself
continuously - during that period - as two vehicles wth the same kil oneter
count er "Jal §‘§ﬂ°eswﬂll*ﬁsa situation can be detected and thus counterneasures

can be t?lér?xﬂus Jc;i eSorl Qge\é{ﬁg %&@gsnﬁ%e%s& txmgﬁ ki) glg ﬁ%nfee%mmam t be

al ert for au yi ng r|nC|peof
pai ri ngrecprded, (tOfauswmmgdqsm oﬂmquehv)klmﬂeme ceeﬁmnéeg vaé%%emercemeb?faat fzed t o

each ot I@ﬁgeperldﬁta@@wltwmsed to have becone sufficiently clear to a reader
skilled in the art to enable him (or her) to work out, or further work out,
speci fi én tbxwmemd semiflothe Kiomee cfunteovalup is reseridd) asayal|astthe timef Pedi wh adeymulpted &esst and

the conglis&alPdblhaalol Atke RRL AWer mBf oficBitseURAREE Yok 'ilﬂn sgxﬁ rescx‘i'bfsd ﬁdﬂ%‘o‘?%ﬂnﬂn of
semi-identification (or sem-identification numbe ro uce[dlq_t%il The

manner  8F thedpes fye e b eratesserbag & FuniAl rodse opia dexras A ey P‘i’“‘&eﬁt"r Tl{ep;@y Babich fpes 413 c k.

15. 2 Senileulatie finh ihé QiRk daNwitlof dourtdbe pleetibed Qmmab@lamdvémmol on we have
introduced (in the neani ng of sem -identifying datumis)) we nean a datum a
that i s CAuiRgfheagerendeemndy Dppresgrted apre et corgiyed Qtsl}eécqleﬂ%}?ﬁ ‘Ktpepoipts

r epr eseidr edch @istaos «nﬁ&mmdthtmgma@ Rpesion (tlﬁ [timp €as Q. I)thetsbd’e@)ug hitH thedisnintehiam cdvhe set
of all r n .ect i t uni que
and 4s f;% e d\?%‘r selFﬁpegodlé | caﬁmﬁ elﬁ %cfs XOQGE 1H ahdgheeglwghffn% gv¥n eq
sem - i dexmpl the atitecine for undtcd qum gavelpbcap be dqt@mnqdwytanx deriged tfymetionof ﬂmd md

identif knﬁabeMaxrnpfeOﬁﬁ\%h@ﬁ)le lpe? Qoo térs uﬁéeaatquﬁeeeﬁgﬂef @n, §a?,rmﬂdﬁ/h&b&whar§33&f aat the
begi nni n %@Bﬁ‘ X i E}‘f% lcon’m ngtl on i%aé?‘“ 18e §ﬁ8‘\° I? 68
predi ct op\ Présmf' Bpe Fheter R CTSPHT B aﬁ?“o"B%Pﬁe s Pl " o

r epr esemveloh duriop speapmridhong oo lyjeeift dafo Angtleer sosibilitg dple dellov el Yrjhaped ifipetion pf wi t hi n
a rel at kped ¥ndSRRL4diRENY Bttedd mi Ehm@e & litinlotéPds YheSPR biropd AR ey, Bl son@hevant

il que. T Be e g hryst%{rrwnaa i 06 oz t%ﬁ@%@r ﬁo‘?ﬂu%ﬁé%’se?h% =~

respect Faveu&tlamat@atbethdlgbdndaemlhem«dag trajectory in a certain |i m ted
periodfro each_ ot her th hi roballl

DU £ i Qe e e oo oe i 8 sSeuRrnp w Mi s e  BBGHf ot ot
quest i oregistratien fpmbea)yif the vehicleeFro Vicanse plaiemoyglier wkibter|(te bedtreaihtained Wsor o thehplf pﬁsthe
exanmpl ehoveifent %, 1f indn&, RELG %&&M@ﬁﬁdwmm&mugﬁu Yhgin i%bt &l ome fehie

maxi mumitine r Ir 0 of the vehicles in estio t he
e L, o iRl 2 oy ot of e ool o A ent e
enough gerbopamgetgine gpe (¢#89, e nqurdan/chogse [he plice ditnitivg inseehLa i tia the e peodistangerber
since f Qg &wnmeﬁ 8k faﬁgeeéuﬁreny\&aktm metm.,rl Qmépxonhaqmsm%mnw somﬁoawseé, he

value is e nore selective it wl roxmate
a uni queﬂ'iwafe‘ﬁmtf’e%"awfy mpsagyeador “’P%” g&f‘"&?‘“‘rf&%ﬁ eag mﬁaﬁ‘?imem 5 Yok

vehi cl esncdtaadond i &t thé mige @er Kibngerfdepend doconlyey the evenge spevd epurdiivle i disfanes puitres t he
smal | es Em@ieé; %arafs eﬂa&%&@gt%cpiﬁe bldGai é&%‘é& P& Tﬁi%ﬁe, aditlonat N1 S

t oget her makes er counter val ues, articularly high ones)
of ten wP? \“ﬂ%a{evéfoaf"f’oemmn@mwm%ﬁ% erdoyarigngs ‘bd‘F“ﬁgg‘B%“ ang, td“\‘?\!‘r“P‘F"“’e% e be
uni quel vhatgeefairly faycura@ly iwitdue B in@ o Gatubusle Afialyizy exhgust Miadsanitidd teihe Kehictehetile t i S
i's not gmg)cr QB! § a?ff au for the inspections just sketched as such, but
shoul d Jeel as probl emif we take the desire for privacy protection

into copsid ti nu on it should be remarked, though) that

ki | onet 23 ﬁﬁa]fié"?gw agf‘ﬁg?'lﬁ"ﬁre much safer for privacy than registration
nunber s ndrdePlohifve mhmﬁ&emy st@mté Ilgo%inl t‘&'lﬂaﬂﬂifﬂé?ﬁ@degﬁé; odg,bﬂhﬁm%aeed GOLRhiElE

val ues han éﬂng chan%‘ﬁs tvvee t wo .observat.i ons lﬁre not -
al ways °‘P6‘H"§}‘ 8‘1‘% pted. “°9&H§}‘&%\‘y° fyel @ R“H‘I‘"étf% HE06 Berd LanorgEeutet t er
sem - i déketto porfomd acindl analydes and nssineinénGion ht g ohe- speadipih bfev@yjioksitie kindrsbehigle he can
al so crea I th i S, Sulit.

sem - i den@ %d%c aﬁtp ﬂd"&m%mtﬂ% ldl s ca‘%lg%% tfleo#egn“ﬁeﬂbujeﬁr)c; alkgﬁds%? °3ndjn°m Shou |b8ul ar
by maki mglvzvérﬂn@a@madem &1# @mswm@mmé@%wlwmtht;| doternfined) rﬁnaswemmmw fpe a

sui t abl ﬁxfﬁtﬁbm@rsadpfsm&'w%tchx{'éahecﬁda%?mo'iheﬁ%ﬂmlmﬁ%atl{?de'aﬂm{gb&& uﬁﬁ@ﬁﬁﬂm%n%&@ nt as
permanent sem -identificatjion that vehicle. Thu one for exanpl e,

choose o8y a1d ek Wheterthey nppifeat. ‘Pfrﬁ”‘?" chataciasietis Fombipatens of ﬁ”()‘rFPI&"aPtl t?ﬁhi" Stowatiothe and
t hen us@andtkvadise BiLidRMA HASoLk@ied R Redall inFer¥losck MEPattioh thesa tvehidles Mtk to dSWRPSIGE t hat
for each vehicle a four-digit random nunber is chosen. Then, in the case of
a total nunber of, for exanple, 5 mllion vehicles, each

sem -identification nunmber will be used by 500 vehicles on the average.
(Note: Fromthe viewpoint of privacy protection this is, by the way, stall
sorrewhat I|ttIe ) However) W|th| n a random subset of ‘say, 1000 veh| cl es

- r Y b1 o " - N Y )




8 SEP 2003 vehicles with the same sem -identification nunber. -
note that something simlar is true if one would use for the ngﬁ%bs
sem -identification a part of the vehicle registration nunber, such as) for
exanple, the last three or four digits and/or characters. In case of this
kind of sem -identification nunbers the degree of privac otectio
depends}™s g cuiickjoun velgles thatyno Jqager gonform b — frpyironmental risﬁ?ﬁa“{ﬂgipgfﬁapf i to ba

sem - i dedidgiot hgdgt (0BRFatRhiInGAOG Eosel dagaditihyte apply tb the exdample bf dveratbmiise ploduetidni cl es
in the area.|i stion the size of 2 A d 4) the
|t enci By BRI o s 858 AR e By MlpER cRber AT, ) 11E
al ways I¥6deYledkBSty bisd the 0 6S Rel@ orbthptiah) bfen (ebeno spttiined M @ll isRE@Rar@ Bl privd expbr®0

smal ) rapge Qf nunbers. 1S.4 Seni-identifi i an_number s ba n.a
ount or P B R ek U B iy PRt iokRloL R ARE R GRRREE AR | e
use of wmwtioywidanll kigds pf wap enditiinethpoghticdnifi ifesiosystm. ader filtering entanypesels

Ki | omet £riaP 10 e fpeidps HiRSo ?ﬁe?ﬂﬁému&)%&tiﬂfoﬁm&&rﬁ'ﬁﬂ?&oﬁ@nﬁioﬁ BROMYSHRAL Wi th

respect to separate use of one of both methods. Hereto one can sinply
choose ' fpaPe degyedipriavebipleytypes Thegregplisrthyy obtaipgd gag herpaed e, fetrmine 3 spyffigienttypepraiey o) e,
i f the ddotitiredgtin the Gk by funéidn Wea husiti-GimbrsAdl table) fartcalbubidifg thofi@ cademiptial fromane nmay

choose he right npst .t hree djqi to the left a the left f.digit to
Cheor bl et g RS oc et ffangled S ol o el ey 8P RL ot 0

sel ect i Oruniftionrepogerly ap individial yehilgdObservations sipgjler to thopecdescrjbed bareapplhitathe Ryssthoose a
nunber ¥ usdlirgh trfifid ihfMatidAQyse RS oldct MaahkthentDétlihe ldvelioBnoib frodudimStdaiity hddeuse al |

sorts of caonputatio such as, for exanple) conputations involving a
nodul e %epeé' llgtcg?pa‘é“ﬁﬁp%’rvehécgéi vi sion operator with rounding to the nearest

smal | ergiinibfgive wiyd ddsitBed B @ Emfilally diBWerip N hipdrlRId Ak Qnivda Wihes-s

usual l y. are supposed. ta be of the type based .on -. verifiabl e or

Suf 11 o) iehery PR e Bae S, o s o 8018 hoBlep oo SEY RO M e
Wit h t hatomitidaliy Follee the infadeatipn fequiredt foromombating fraud with « radidylaritypel pfvahicdelpreptided frat

begi nni o mal dilyDf GEORBLIES of mhiPe k¥ BR sulfect3ihua.i dentification numbers just
menti oned can be used for checki ng whether counter values are kept
correctdy. g Lm%le%m%fg; verifications of the counter used for the

sem -identification nunber, but of course also for those of other counters.
|t may Anabgpessibilis drivlet thericipplunrtion useddbriagartiodan triffic fased Wit (depdnd on) hejafed erat | on
0}‘ Couﬂ?&@cﬁgﬁwﬁ&aa (gtﬂi_&ﬁslﬂ, snell?%strﬂfﬁahcéey lu@&_-otféuahﬁuma i WoMeh! the REEIL Bl 1dcdted b&ultd be
clear already how this works) for clari we give an explicit. explanation
Gy ey PRy g R et SN Pt o s b bl rh SR B ¢ e
| ast s ovhirhpycedingfioh st be @plied, by @mewnaing via & trepkhittey adacrbonifr drdysing| betasen dififegnti f i cant
di gi t S)tarflf zokel @ teQMRGEL uikRinbBe Eifd JP Burilt Sdnk ktlaEi6lbeRid Rhtbely. BRe dolid RIS heGbbs due

continually fr he vehicle together with the vehicle'

sem - i 3’8 r‘*i"%‘?df’ﬁ Z"frq"{l)’n“r‘l‘h?fﬁb?“. the ST °f§‘f°a1ttﬂ'¥°]‘s[6teﬁﬁ’ﬁ € ‘it“i" affirgss gnugbep e as
aem i desties Hyagtages ofithe ugelvéthe rdivrst he semi -identification nunber has to be
transm tted to he able to verify the precision of the counter on which the
e~ 1 R Pt g AR e e et e Bl R fro 8 et bty

i nt er ceydre evdpsana a toiwdidpoe, all o thclgumplas thit hive justbsagiverttipvolve ¢ kibasicr/@hnyer. This e a

corr esF&QﬂQ‘_ﬁe&g u%ifx@slgﬁsg"th%tto%g aq%ﬁ‘?@ &ncem %ﬁatﬁhﬂn Q'incl; t!ﬂ?l Jf'tﬂagisiaﬁdesc&{avelé?lne then
can determ ne for each vehi cl'e how much 115 counter val ue has been

i ncr eadathoeiet enecdersaunien theevelf othetfere Qudby ot hiad #ritrot heoinsidepceft of, giceecki ng
traj ect@ﬁeﬁ.mﬁﬁﬁﬂdiﬁcﬂ@dﬁﬁ&&_c&ﬁer xﬁnwﬁanﬁlbd uﬁ(ﬂmﬁxy chsBs ebhenangum ol nivvRp dbrd%t »
ascertains. o ascertai.ned how much .t he unt.er to.be verified.shou
hange PRy 3L R R ARETLR Ry PPl O Pt el Do ignE L il

bet weerexropitont wovilk foustnainly\pa thg e of domtterda bmour dyerantes,recrall efter pdnfits| oprsdiyeninmieire

vehi ¢l Qioning courersFeokltersfl Qehelal: kiR totlers id pail@argem - i denti fication nunbers

exi st of tghe | ast four digits of kiloneter counters with one decimal, i.e.
kil ometer counters indicating hectoneters, then only these

sem -identification nunbers have to be transmtted and then the precision
of the kilometer counters can be verified by intercepting the

sem -identification nunbers in question on two points along the road with a
known distance between them In short, for the verification of the

pr eci siz I s t ¢ ; I | pflecations are
ot necon i ek B UL LA caliind viRine RN Gl Eab AR 000,
can be 20%#¥es.0 make the protection of privacy easier. However, note that

wi th the approach described until now (with renote verifications only),

real identifications still have to be used as well, because they are
required for the verifications on the nonotony of counters. 15.6 Fully
automati c ascertainnment of traffic delays The pairing trick in which part
of a sufficiently predictable counter (or counter value) is used for
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O course the pairing trick can be used for still nore applications) such
as, for exanple, for performng trajectory speed checks in«a VSEPWQ and
privacy-friendly way. In the case of 4,4 trajectory speed chec

ascertains for each vehicle that travels a certain traj ectory wi th known

| engt h for.each per 1N tha ow.Itu es between
t he pas\g? POy ¥ g Vancﬁg‘ tiaﬁ gﬂ% g?aYthR lh%iﬂ’er;\’ ; rﬂlébﬂtct?' gine’f:t" ko) §/dasgﬁc hi's way
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If every participating vehicle is also equipped with a receiver, then this gives a large number of possibilities and

advantages, of which we mention only a small number here,

% As we have already shown earlier, we are of the opinion that it is in general wise to rely as little as possible on
physical protection (alone), because, among other reasons, a high level of physical security often goes hand in
hand with high costs.
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It thus seems that, in the case of only remote checking, one must make a choice between either 1) a simpler fraud
prevention and more use, or more need of the use, of cryptography to protect against eavesdropping, or 2) more
difficult fraud prevention but less or maybe even no use, or need of the use, of cryptography for the privacy pro-
tection. Because cryptography will often be required anyway, for example in order to maintain the secrecy of
messages and/or to provide digital signatures on messages, the scales may tip in favor of (almost) continuous
transmission when making this choice. However, the approach described in Chapter 16 without continuous
transmission from vehicles, but with supervision by agents in vehicles, offers a very atiractive alternative. By the

way, this latter approach usually does indeed make use of receivers in vehicles.

Of course the receiver can be used for many other purposes ag well. For example, on reception of a certain code
or of an appropriate message signed or co-signed by the holder or owner, a switch could be made to adding a full
identification to each message transmitted and possibly also to the continuous transmission of an identification.
Such a provision can be used, amongst other things, for tracing vehicles after, for example, theft. It is, for exam-
ple, also possible to inform passing vehicles frequently via transmitters along the road on, for example, tailbacks
and delays, or on the locally valid speed limit. The given speed limit can, for example, be used to warn the driver
when he is speeding. The following section describes how traffic safety can be increased by having speed limits
respected automatically.

12.3 Automatic respecting of official speed limits

‘We propose to implement the equipment for cruise control in such a way that it is able to start using the messages
disseminated by the traffic information system regarding speed limits. In this way the driver can be relieved of a
part of his task, because the maximum speed to be driven can then be adjusted and obeyed automatically. Ad-
justment to a higher maximum speed will then normally only happen if this maximum allowed speed is still lower
than the desired speed that the driver has set for cruise control.

Such a provision will no doubt benefit the traffic safety. The task alleviation for the driver alone could already
ensure a positive effect. In addition, accidentally exceeding the official speed limit, for example because the
driver misses a traffic sign with a speed limitation, is prevented. Besides, the speed of vehicles can likewise be
gradually adjusted when approaching a tailback, and in a tailback the speed of the vehicles can be made fairly
homogeneous and even,



4) such a spot-check by surprise fromoutside a vehicle being checked
conprises intercepting one or nore sanples of the traffic i nf‘Or&r@EPnZBDst
is continually transmtted fromsaid sehicle during its traffic
participation as described in the first half of clause b.2, by neans of a
receive t 6. vehicl e
as descﬁh%h% mcn1§1%gﬁ{é@glggeg}r§%£{}l Pc*ulpge? Sracgrgﬁe &Elpéﬁ%&l %%éelﬁ{](atoafn a&%&tﬂle

i Nt er ceptsBd btambsis fosrsiristaamfproementpf W@mrsme#sl ill japige 3 WBH ibesAuSe ﬁ’afﬁé‘m hengy from

sai d vehhgt Ee edsbhablé achst Gor isfREdMBdideRMIyC DY B RBhfRGenRR] WhidhOiil Gécomd Rt wdlas been
I ndepende nlgl ‘é‘ tht%ﬁ%{}ed at a él stan‘g;gyfro?g %d out si de Sal&‘%ﬁ%e@’%l e. - 8
S EP 20PPPle yib WHHRY RGP PFRET B o SR A RiSToEh °Y°R SHGAY vith
traf fi cedamflegpfrafoicon thaspee liantaiohsaioleddential quantessi ofl @sidentiabdreas| € i nvol ved as
described in clause b.2 of claim 1 include: 1) ;the position of d.

vehi c| eFinglly, asybstapfial g saping yill b achipyed vaﬂeﬁgheaﬂe%spefem SHE cqpgiwptiop H@%ﬁ cl ause
b. I Sf ﬁ)hﬂbtﬁﬁcﬂ) anmémes)peedtuﬁcduﬁgmgﬂsgmm pId&CNS BeuCessafy, Beadide, tﬁlﬁluﬂioejf the envingh) ﬁ
speed i cordin C o t he
traffi ngl n or?% ucegwfaﬁ‘)ft p)rexmp Be °k hé’rbg?l%iudo theTL ”}n%%i%u}(}ﬂﬁn% aiml
and wi t (Fhopvrery pllammfcbebpewfoseem hceslerenne a@mﬁqrae@sd fap @else e damheipg to the

| ndepenggidmmppsur ement. 4. Method according to a preceding claimin which
during the traffic participation of a vehicle involved the processor or

pr oces stiets thituck euigmens For erhiee, control alke offers dyivers thapasditalityio Hrivekid dogiredins faggas prgpi-e

count er gie wﬁx%utdﬂ‘o%&ﬁdg Rged InifdnAths@. Aihbugh bt fidt Kt ins, mdy'@eeEnQG %apﬂmeeﬁ&dm@n

I nformati.on_.o cestrcveled icle t to said
pr ocess 3P B E’f% X S§ %?’%ﬁ&?&ﬁs‘% ﬂ@ Hﬁﬁgﬁt“@fp&‘éﬂf % n said
vehi cl eofted thatlviad Wrot tfazpcsmn@m«ngastfot @ ppwibledEidriveys witlautrwqhmn vith iy to dgiee mhnvaliyst e

spot - chggd s ;tasélbﬁtmnémua ﬁom §dedh, ralill bds¥a m&a%tl%fau%ﬁmmq%@én%%m b
conti nugl | y_ i ncrenent ed, decrement ed, correct Met according to

a precednyl étrﬂaﬂnrﬁ“}nﬁ'y\xmféﬁhewu{eaem? sy “ﬁ?’é“‘lf%@d%f%? mesaﬂiem&&dgc Pravci ng.
7. Met highvas o sphed garibtipnOin e difidrent d3 eviljale @easdl wkich vall BenerB wrdifidsafety additiosdily.sai d
counters are used for traffic pricing.

12.4 Entry support for highways

The collaboration between the TIP system and the cruise control might go even further in the long term. For
example, support could be offered for entering a highway. The traffic information system can then, for example,
determine an entry position between the vehicles already driving on that highway and, if necessary, influence the
speed of those vehicles and of the entering vehicle in such a way that merging takes place safely, smoothly and
without problems. We will not go further into the details of this.

13 Privacy protection

In this chapter, we will pursue the matter of how payments and verifications can be arranged and how at the same
time sufficient privacy protection can be offered. We base our explanation primarily on the situation in which the
traffic fees are settled via giro or bank account, for example by means of automatic payments based on a prior

authorization, Later we will also glance at the possibility of direct payment in the vehicle by means of a chipcard.

As mentioned above, we assume that the fee collector also functions as inspector, In the event that verifications
would be contracted out to several independent organizations, the privacy of the traffic participants is less threat-
ened, so that it then will be easier to protect privacy. Thus, we limit our explanation here to the more difficult
case in which the fee collector himself is the only inspector.

13.1 Direct and indirect identifications

For the identification of a payer there are several possibilities. For payment it is not necessary that the authority,
in this case the fee collector, knows exactly who is the payer. So, a direct personal identification, as is the case
when using a driver’s license number, passport number or social security number, for example, is not strictly

necessary and even can be undesirable. From the point of view of privacy protection, it is generally betier to use a
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vehicle. In case of securing chipcards against all sorts of frand, some kind of physical protection will always be present.

£

For example, if, as usual, cryptography is used for the protection of the chipcard and of its functioning, then the
card will contain at least one key (i.e. one bit pattern) of which the secrecy can only be warranted by physical
protection. Therefore, if a system uses chipcards, the security of the overall system depends also on ~ the quality
of - this physical protection. In practice, this does not appear to pose any difficulties, as in case of chipcards one
apparently can provide for a sufficient physical protection against theft of a — cryptographic — key.

Anyway, the organization that issues the chipcard, can incorporate enough safeguards to undauntedly guarantee
that the chipcard only functions, and can be used, as intended. As a consequence, it is, for example, possible to
let anonymous payments be performed by means of such a chipcard. We assume that the use of such chipcards
for anonymous or semi-anonymous payments is already sufficiently known and that it is not necessary to describe
in more detail how such anonymous or semi-anonymous payments can contribute to a sound and securs TIP
gystem in which privacy is sufficiently protected. Nonetheless, we will now digress somewhat further on a nym-
ber of relevant aspects of the possibility of using chipcards for other purposes than payments. The further treat-
ment of the possibility of using chips in general, and chipcards in particular, for example for trustworthily or
more trustworthily providing data from a vehicle, will take place in Chapter 16.

* In this section and the two next ones, we anticipate slightly on the later treatment of the use of agents.
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vehicle and/or the payer. We will show that this can be done in particular by creating a chain of organizations, in

which case we will draw a distinction between hunters, intermediaries (specialized privacy protectors) and the

eventual addressee/addressees or message recipient/recipients, whom we will occasionally call final recipient or
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also be the case, that during reception of a message one can determine the location of the sender fairly well.

Therefore, at first sight it seems essential that the authority — or the fee collector or, more in general, the govern-

ment — should not be given direct access to the messages transmitted by the traffic.

For completeness we remark beforehand that this does not necessarily mean that the authority in question, for
example the fee collector, will not be allowed to collect the messages on his own. After all, this can do little harm
if intermediaries (see later) are used and the contents of each message are vnreadable for that authority (or that
fee collector) at the moment of collecting. Although we are primarily concerned here with the secrecy of the
location of transmittal of a message, the secrecy of the contents of a message thus really is an important aspect as

well. One thing and another will soon become clear or clearer.

Anyway, for the sake of taking delivery of messages from as many participating vehicles as possible without
interfering with the traffic, one may call into existence independent, mutually competing organizations that offer
themselves to the government as ‘hunters’. In the case that the final recipient is, for example, a verifying author-
ity or fee collector, he probably will pay the hunters for, among other things, picking up messages from as many
participating vehicles as possible and/or for doing so at the most exceptional locations.

For this purpose, each of these hunters may install at various fixed locations receivers for continuous use. Be-
sides, each hunter may also install receivers teraporarily at varying locations and times. These last-mentioned
receivers thus are moved regularly. Finally, a bunter may also use receivers that are moving continnally (for ex-
ample, because they are driven about), to ensure that vehicle equipment functioning incorrectly (due to fraud

attempts or otherwise) has as much chance as possible of being ‘caught’.

The fanaticism with which messages are being hunted for, is emphatically of importance for achieving good veri-
fication, In first instance, it seems wige not to let this task be performed by the verifying authority itself, but to
move this task from the public to the commercial domain and to ensure that the hunters are kept ‘sharp’ by intro-
ducing competition. By making the height of the hunting remuneration dependent on the success of the hunter,
‘sharpness’ may be additionally stimulated.

Through regulations, one can arrange that each individual hunter must restrict himself to a ‘light armament’, i.e.
that he must confine himself to a sufficiently small network of receivers with a certain geographic spread. Nev-
ertheless, the total network of all bunters may be very extensive indeed, of course. The set-up with independent
hunters thereby has a number of advantages with regard to the protection of citizens against their own govern-
ment: 1) the government has no direct access to any receiver in this network and therefore requires permission by

a bunter to be able to utilize a particular receiver in a legal way, and 2) the government can only obtain access to
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Finally, we remark that one, to be quite on the safe side, can oblige hunters to keep secret the location of recep-

tion (or, better formulated, any possible indication of the location of the sender at the moment of reception) of
every message intercepted by them. Additionally one might possibly also prescribe that for certain kinds of mes-
sages the precise time of reception must be kept secret as well. Of course, one can — and in general will — make a

number of precisely described exceptions to these obligations.

An extreme case is that hunters will be legally forbidden to even register the location — and possibly the precise
time of reception — of messages*!. However, it is also possible, for example, to dictate that hunters may and must
register, only during a certain limited period after reception of each message, where the sender must have been at
the moment in question, while, at the same time, deviation from absolute secrecy is allowed only, for specific
cases and in a prescribed way, in circumstances clearly described by law. We will return later to the use of such a

registration for the benefit of interventions at the proper location, such as, for example, video shots.

13.7 Intermediaries as privacy protectors

Although in the above-mentioned way a reasonable protection can already be offered, we need not be satisfied
yet. After all, the primary interest of the hunters does not always have to be the privacy protection of citizens,
certainly not if they are paid by the fee collector or, more in general, the government. Moreover, we want a better
protection against the possibility of the government being able, through a network of receivers of its own, to

obtain more information than some people care for.

We will now show that an important contribution to the total protection can be made by having all messages
coming from the traffic enciphered in such a way, that neither the government, nor others can read their contents
without first getting help from one or more independent, privacy-protecting organizations, which we will hence-
forward call intermediaries, The purpose of the use of intermediaries is to hinder the undesired tracing of vehicles

and/or responsible payers ag much as possible.

The idea is that the holder of each vehicle and/or each payer himself, from now on both to be called sender,
chooses at least one intermediary, who will then furnish the desired service. (We will here not go further into the
matter of how the intermediary gets paid for fumishing these services.) The mandatory messages, to be sent from

a vehicle, will then, before transmission, be enciphered by the sender in such a way, using cryptographic tech-

# Later it will become apparent that it would be more appropriate not to let hunters also act — or partly act - as
intermediary. In the case of these ‘pure’ hunters, such a legal prohibition would not seem far-fetched at all. See
further on in this chapter.
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are thus — at least — doubly enciphered. Once to make the message only readable by the actual, say second, ad-
dressee, and once more thereafter to pack the message in such a way that this second addressee can only read it
with the help of, that is, after deciphering by, the intermediary, i.e. the first addressee. In short, as long as an
intermediary does not conspire with the second addressee (say, the final recipient), this intermediary cannot distil

any information from the contents of the received and forwarded messages.

In the way just described, where the whole message is always obfuscated for anyone but the final recipient (or the
next addressee), there is no danger at all to be feared from the intermediaries and/or the hunters.

13.10 Several intermediaries for one message

Of course the privacy of a randomly choosing client now still can be viclated for a small part if an intermediary
conspires with both a hunter and the final recipient, at least if the latter is the second addressee. But by using a
series of addressees and applying the corresponding series of encipherments to a message, one can ensure addi-
tionally that a message will pass via a number of successive intermediaries. For example, in case of three inter-
mediaries between the hunter and the final recipient, the privacy can only be violated if all five mentioned or-
ganizations conspire. If one always chooses the intermediaries to be used anew and randomly for each message,
then such a possible violation still will concern only a small, random part of the stream of messages sent by a

certain sender.

Note, by the way, that the use of one intermediary for a message already seems to offer sufficient protection and
that in practice there will probably be little need to use more than one intermediary for a message, at least for

some time to come.

13.11 Return messages, such as requests for a counteraction

In some cases it is necessary, for example, to take a video shot, or to have a video shot taken, of the vehicle asso-
ciated with a transmitted message. If something is wrong with the transmitted message, say a declaration, but it
has been signed correctly, then the final recipient, say the fee collector, can identify the one responsible and thus
usually also track him/her down. Thus, a counteraction in the form of, for example, an arrest or a video shot then
does not seem to be necessary. But if it concerns a declaration or a message without a correct signature, then a
counteraction, such as, for example, an arrest or taking a video shot, should be initiated at the place where the

vehicle is located.

This is possible without the final recipient getting to know the location of the vehicle, We will outline explicitly
one relatively simple possibility that goes as follows. According to legal regulations, every hunter assigns a
unique number to a message upon its reception, and then registers this number for a short period of time together
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If the final recipient wants to have a video shot taken of the vehicle in question, for example, then he sends to the
intermediary from whom he received the rejected message a signed request for such a counteraction, mentioning
the message number earlier attached to the message by this intermediary. (That the request must be signed has to
do with preventing abuse of this possibility.) In his accounts, the intermediary looks up which incoming number
corresponds to this outgoing number once chosen by himself. Next, he forwards the request, together with the

found incoming number, to the corresponding, registered sender.

In this way, the right hunter will eventually get the request. In his accounts, the hunter looks up the right, corre-
sponding location and initiates the counteraction, say the video shot, at that location. Thus, hunters are not only
paid for hunting messages transmitted from vehicles, but also for carrying out counteractions upon authorized

request, i.e. for the ‘hunt’ (or a part of the ‘hunt’) for possible violators.

13.12 ‘Opening’ locations for the benefit of inspections

For carrying out certain inspections, in particular for checks on the correct functioning of kilometer counters, it
can be desirable that the inspector knows what the distance is between two locations that a vehicle passes succes-
sively. For this purpose one may temporarily withdraw the secrecy of a number of locations. Thus, the inspector
will even in this case surely not get unrestricted access to the information on the locations of reception, but mmst
each time apply in advance for such access for a number of checkpoints. Obviously, access will then only be

granted for a limited time and with regard to a limited oumber of varying locations.

13.13 Hunter preferably not as ‘semi’ intermediary

In case of the arrangement of the whole chain as described above, the hunters take care already of the privacy
protection, or a part of the privacy protection, by partly also operating as an intermediary. The only substantial
difference between a hunter and a ‘normal’ intermediary is actually that the client does not choose the hunter
himself. Thus, if there are several hunters, it is also impossible to send secret messages to the hunters, because the

 client does not know beforehand which hunter will intercept the message.

With a somewhat different and actually also purer and better approach, a hunter does not act at the same time as a
‘semi’ intermediary. In this approach the hunter adds to each received message the location, date and time of
reception and signs the thus resulting message. It is then no longer necessary for every hunter to keep accounts to
be able to specify later at which location the delivery of the message had been taken, or at which place the vehi-
cle was located during the transmission of the message. (Even stronger, this can then even be forbidden.) The
first intermediary in the chain retains the complete message signed by the hunter, but only forwards the original
message, transmitted from the vehicle, to the next one in the chain. Thus, the retained message registers the loca-

tion of the vehicle at the time of transmission, or the location of reception by the hunter, and can, if necessary,



10\\ 3("10% & ()-"10% & ()-, 10% & ()-3"10% & () -
Z"10% & ()-MLO% & ()-i +j KAMBnOnDRm&pbC 10\\ nf 10% & () - &$3= §0 gf(y&@ 30
10: 10:7"10% & ()-2"10% & () - - 110%% () - &pvwx{ {{ {{ xmb@ 10\ \ I $1 Q

10: 10: 10:-"10% & ()-&s'"10% & () - %iO%&' ()-"10% & ()-{{}| R dEmb@
10V\IL"10% & ()- "10% & ()-Zy10% & () -

" 109% & 1gtyr-be Riougbbppgs @ pieeg @ oFidenge) Theplptigr is phdvaniase Withgompsgt to)theprispppieyicsply 100 10°
10" 9" 1QRéeBed ) - 5" 10% & () - @ " 10% & ()-rdE:/ 10" 10"9, 8! 10% & () - g&

108 & ()- @ 10% & ()-& 10% & ()-& 10% & ()-Z& 10% & () - hguVv7/

Note that a final recipient - such as, for example, a government agency — now might operate himself as ‘message
hunter’ without the privacy protection necessarily being jeopardized. For a really good privacy protection, it does
remain necessary to deny the government unrestricted access to certain things, such ag, for example, video cam-
eras along the road. Certain counteractions — such as, for example, taking video shots — should therefore prefera-

bly be delegated to independent ‘suspect hunters.’

13.14 A description of hunters and intermediaries

It would catry us too far to treat all possible variations on the tasks of, and on the distribution of tasks between,
hunters and intermediaries. The foregoing explanation is deemed to have sufficiently illustrated the basic idea.
Now this idea has been made clear, we will make an attempt to give a concise description of the notions of hunter

and intermediary.

A hunter i3 an organization that manages at least a part of the means for transmitting and/or receiving being pres-
ent in the outside world (i.e. being outside vehicles) for the sake of the communication between vehicles and the
traffic information system or the rest of the traffic information system (or the anthority or the rest of the authority,
respectively) and that makes a contribution to keeping secret as much as possible the position of a person or a

vehicle, in particular at the moment of reception of a message from that vehicle.

Primarily we allude here to the ‘pure’ hunter as described in the previous section. A ‘pure’ hunter keeps no ac-
counts and forwards each received message to an intermediary, but only after both 1) having added to the mes-
sage the date and time of reception, the location of reception and/or the location of the person or the vehicle at
the moment of reception, and 2) having signed the thus resulting message. (If one is content with a weaker sys-
tem, one can drop the last requirement, for example.) A ‘pure’ hunter can thus only function if there is also at
least one intermediary, Carrying out certain counteractions, i.e. the task of ‘suspect hunter’ (see the previous

section), can also be counted as one of the tasks of a ‘pure’ hunter,

Secondarily we use the term hunter also for a hunter that additionally performs — all or at least a part of ~ the

tasks of an intermediary. (In other words, for a hunter that also acts as a ‘whole’ or ‘semi’ intermediary.)

An intermediary i3 an organization that is independent of the authority and that, for the benefit of the privacy
protection, acts as a middleman for the communication from vehicles with the authority. An intermediary (more
precisely, the first intermediary in a possible chain of intermediaries) separates the signature of the hunter and the
data that have been added by the hunter (i.e. location and point in time) from the message and retains this for a
certain time in a privacy protecting way. The rest of the incoming message is deciphered and forwarded to the
next addressee, i.e. the final recipient or the next intermediary in the chain. If an intermediary receives a certain
message other than as the first intermediary in the chain, then only the task sketched in the previous sentence
need be performed on that message. Besides this, all intermediaries will, in one way or another, take care of

meking return messages possible,

13,15 Applications of the sketched approach for privacy protection

It would caxry us too far to treat all possible variations exhaustively. On the basis of the approach described first

and the variation with hunters and/or intermediaries just described, the basic ideas are deemed to have become
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ther applications as well, such as, for example, speed me surements at ce ons, In the ext ¢ aptcr we
will first digress somewhat on the identification of persons and objects, or rather on the problems associated with
the identification of persons and objects, before we will show, in Chapters 15 and 16, that the use of hunters

and/or intermediaries can also be avoided.

In Chapter 15 we will show that, for a number of applications, semi-identification numbers can be used instead of
identification numbers. The ‘detour’ via hunters and/or intermediaries is then no longer necessary for the protec-
tion of privacy. In Chapter 16, we will show that the use of identifications can be reduced even further, namely so
far that the use of hunters and/or intermediaries is not or hardly necessary anymore, The use of agents and semi-

identifications will therefore appear to be a very atiractive option.

14 Xdentification

We have used the term identification already many times somewhat loosely, namely to denote an identifying
datum or an identifying combination of data. Undoubtedly, we will do that still more often, although strictly
speaking the term identification concerns — the process of — the ascertainment of the identity of a person or thing.

In this chapter, we will enter into some details of the latter in particular.

14.1 Problems with the identification of vehicles

When registering a vehicle in the central license plate registration in the Netherlands at present, a registration
certificate, consisting of a number of documents, will be issued. These official documents are liable to all sorts of
fraud. Furthermore, not only these paper documents, but in particular also the corresponding vehicles are tam-
pered with. According to news reports, driving with false license plates (which is alatrmingly easy and for years
has seemed to yield a too low probability of being caught), but also — the more difficult — tampering with identifi-
cation numbers on chassis and engine (such as modifying, removing and/or re-creating) seem to happen all too
often. Therefore, there is need for a more fraud-resistant way to couple registration numbers, chassis numbers and
the like with vehicles.

One possible idea is to furnish the vehicle with a component that contains the chassis number (or the registration
number) and that can make this number available to the outside world, However, making a constant bit pattern
available may lead to undesired problems. After all, the disadvantage is that the bit pattern in question can be
intercepted. (And that is all the more a real possibility if the bit pattern is sent via a transmitter.) Thus it is possi-
ble to make false components that do exactly the same as the original. In other words, the problem is that the
recipient of the bit pattern cannot ascertain (remotely) the authenticity of the bit pattern and of its sender. In

short, when using such components fraud, generally speaking, seems to be easy.

14.2 No interchange of constant data for identification

This objection against the use of - passive - components that make a constant bit pattern available, is somewhat
comparable with the objection against the use of passwords or personal identification number (PIN) codes for
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After interception a copy of the constant datum can be ugsed as original, because for bit patterns there is no differ-

ence between original and copy.

143 The problem of fraud-resistant identification in general

Consequently, in general it is true that for good protection against fraud, — direct — interchange of crucial infor-
mation should be avoided as much as possible. Therefore, it is better to prove - indirectly — that one possesses
certain crucial information, without revealing that information itself*?. This approach is known as using chal-

lenges, that is to say, challenges in which one must demonstrate a unique capability,

A good example of this approach is unique identification by means of putting a digital signature. One then dem-
onstrates that one is capable of putting a signature on a certain message without revealing the bit pattern (i.e. the
key) on which that signature is based®,

Of course, the message on which the signature is to be put, should be usable only once (after all, copies are not
allowed to have any value), and thus must be a new one each time again. Furthermore, it nmst be an absolutely
harmless message, that is, signing it may not possibly lead to undesired consequences. For example, it may cer-
tainly not be so that by signing one enables the other party directly or indirectly to obtain a false signature on

another message (e.g. a contract) with undesired consequences.

Without wanting to enter into details of all further difficulties, we give one suggestion for such ‘harmless only-
for-identification messages’ and a corresponding identification protocol. To meet the requirement of uniqueness
and inconstancy, we require that each such message contains the point in time concerned in a certain and fixed,
prescribed format. To prevent somebody from using elsewhere and — almost — at ths same time a copy of some-
one else’s identification to falsely impersonate himself as that other person, each such message mmst also be
specialized for the one identification process in question. This can be done, for example, by arranging that the
identification questioner must always first send a signed identification request* that contains the time of that
request, to the person or object to be identified, and that the to be identified object or person (at least, if he or she

*2 An alternative is to arrange that crucial information is no longer crucial immediately after the first interchange,
i.e. to use a different bit pattern each time. One may thus still use passive memory means, such as, for example, a
magnetic card, However, because it is easy to read, modify and write the bit pattern on, for example, a magnetic
card, this alternative is still subject to various difficulties. Anyway, we will here not digress further on this alter-
native and its limitations,

* To skilled persons it will be clear that here we have in mind particularly the use of asymmetric cryptography,
i.e, public key cryptography. The said key that is not revealed will then concern the private key.

* Thig also solves the problem of forgeries, such as, for example, counterfeited automatic teller machines.

1
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109 T& §o sigﬁemg(@&ﬁg( i, T Qsﬂleentiﬁcation number thus must always be vsed together with the ‘basic
signature’ to form the complete, identifying signature. Consequently, it must be protected against theft just as
well as the key of the ‘basic signature’. In other words, the unique key on which the complete signature is based,

congists in this case of both the unique identification number and the collective key used for the ‘basic signature’,

All in all we hope that the above text has made sufficiently clear that for good identification one needs preferably
some means being capable of performing the required processing, say, a small device that can put signatures. If
each such a small device is sufficiently protected against theft of its key, i.e. of the key on which the digital sig-
natures that can be put with it are based, then that small device is sufficiently protected against impersonating by
a forged copy.

If we are capable of making small devices that can identify themselves uniquely and fraud-resistantly, we strictly
speaking have not found a solution yet for the identification of arbitrary objects (also including persons). After
all, to be able to use such devices for fraud-resistant identification of objects (persons inclusive), we still have to
connect these in an adequate way with the objects in question as well. In the following two sections we will enter

into somewhat more details of coupling identification devices with persons, respectively vehicles.

144 Personal identification

If we hand out to each person one unique and frand-resistant identification device, we therewith do not — yet -
attain that each owner of such a device can identify himself fraud-resistantly. After all, the identification device
can, for example, be lost or stolen. So, among other things, care must be taken to ensure that the identification
device cannot be used without permission of the rightful owner. The latter is sufficient in case of, for example,
transfer of payments, but not for personal identification. For reliable personal identification the device must be
associated fraud-resistantly with one correct person, which implies that it nmst even be prevented that the

identification device can come to be used for or by another person with the agsistance of the owner.

For both transfers of payment and personal identification, we have found solutions that offer much better security
than the existing solutions known to us. Our solution is particularly suited for transfers of payment, because it
does not only offer excellent protection against the risks mentioned earlier such as, for example, ‘leakage’ of the
PIN code either by peeping or eavesdropping or by errors or fraud within the PIN code supplying organization),
but also is very simple to use in practice. It thus meets the important requirement of practical usability for the
general public. However, on second thoughts we have decided not to reveal the solution concerned in the current

context, i.e. in this application for a patent on the TIP system.
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After all, it will then be prevented that the identification function can be taken over by a forgery. And there is no

use ih rendering the authentic identification device inoperative only, since the absence of a well-functioning -

identification device can be detected sufficiently easily (in particular during the use of the vehicle).

Thus, although the protection of the identification device against actual destruction or removal on itself is still
equally difficult, one yet can arrange sufficiently that only rendering the original identification device inoperative
by destruction or removal will not pay off at all, by imposing sanctions on the absence of a correct functioning

identification device.

The only remaining fraud possibility against which protection is still required, thus seems to be the mutizal intes-
change of authentic identification devices of a number of vehicles. Although the advantage that can be gained by
interchange will be in many cases — already more — limited, one really has to defend (or arm) oneself against it in
certain cases. The latter is the case if the identification and/or clagsification of the vehicle must be very fraud-
resistant, i.e. also resistant against interchanges, for example because different rates are applicable to different

vehicle types in case of traffic pricing.

Thereto, one possibility is to attach each identification device to the cotresponding vehicle in such a way, that it
is impossible, or almost impossible, to remove without causing fatal damage, i.e. without overriding the correct

functioning of the identification device.

If vehicles are furnished with fraud-resistant identification devices, this offers a nunber of advantages. One ad-
vantage is that traffic offenses then can be settled more efficiently and more accurately. Due to the fully auto-
matic identification, no license plates have to be recognized anymore, as currently is usual. Furthermore, certain
problems resulting from the use of false — or, probably better formulated, misleading ~ license plates will vanish.
To obtain these advantages, it is often not even necessary yet that the identification devices have been attached to
the vehicles frand-resistantly, because it can be avoided in other ways that interchanges will be profitable, (For
more details regarding the latter, we refer to the example in Chapter 17.)

15 Semi-identification and its applications

Before proceeding with the treatment of an important variation, namely the approach vsing agents, we first intro-
duce the notion of semi-identification and show some examples of purposes for which semi-identifications (or
semi-identification numbers) can be used. One application concerns anonymous inspection (i.e. verification) of
the precision of counters. Another application is, for example, privacy-friendly and automatic ascertainment of
traffic delays, e.g. due to tailbacks,

151 The kilometer counter value as semi-identifying datum

For inspections on the proper maintaining of counter values, it is of essential interest that two messages that are
received from a certain vehicle that passes two successive receivers, have a high probability of being recognized

as being related to each other. Hereto one can add an identification number (of the vehicle or the vehicle equip-
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we first explain that almost always one can recover the relationship between related kilometer counter values.
After all, since the kilometer counter values of a not all too large number of vehicles in general will differ suffi-
ciently from each other, two messages will very likely be related, i.e. originate from the same vehicle equipment,
if the difference between the two kilometer counter values reported therein does not, or hardly, deviate from the
length of the checking trajectory. (Note: The size of allowed deviations is not only determined by the required
accuracy of the kilometer counter in the vehicle, but for example also by taking into account the effect of a fluc-
tuating course of the vehicle, e.g. due to manifold changing of lanes. In short, the accuracy of the inspection plays

an important role for the size of allowed deviations.)

If ever there are coincidentally several possibilities to pair messages, such as, for example, in case of two vehi-
cles that shortly after each other enter the same inspection trap with — almost — the same kilometer counter value,
then one has the choice of either 1) starting an action against the vehicles involved to have them be further in-
spected, or 2) just drop the vehicles involved from the scope of this inspection. As the probability that such a
thing happens is sufficiently small, such escapes from one specific inspection will, in general, not pose a prob-

lem.

But in the case that such vehicles are kept outside the scope of the inspection, one has to avoid in some way or
another systematic abuse of this possibility. Someone could try, for example, to escape from inspections during a
certain period by making his vehicle represent itself continuously ~ during that period — as two vehicles with the
same kilometer counter value, Such a situation can be detected and thus countermeasures can be taken. Here we

are only concerned with mentioning that one must be alert for all kinds of fraud attempts,

Anyway, the underlying principle of pairing, i.e. finding out which kilometer counter values are related to each
other, is now supposed to have become sufficiently clear to a reader skilled in the art to enable him (or her) to
work out, or further work out, specific examples for himself (or herself) and to sufficiently understand the con-
cise formulation below — or the underlying idea — of the notion of semi-identification (or semi-identification

nurober) introduced by us. The manner of relating just desctibed we occasionally call the pairing trick.

15.2 Semi-identification

With the term semi-identification we have introduced (in the meaning of semi-identifying datum*’), we mean a
datum® that is not unique and/or predictable enough to be able to uniquely represent the corresponding object (or
person) through time within the set of all relevant objects (or persons respectively), but is sufficiently unique and

* The word semi-identification should perhaps be used only for the semi-identification process. Thus, we use it,
just like the word identification, somewhat loosely. (See our earlier remark about that at the beginning of Chapter
14.)

% Or a combination of data.
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probability and in addition were sufficienily predictable — at least within the checking trajectory in question — to
be able to recover almost all related pairs. In this example, the size of the period in question is roughly limited by

the maximum time required by one of the vehicles in question to travel the checking trajectory.

However, kilometer counter values are not yet good enough for practical use as privacy-protecting semi-
identification number, since for kilometer counter values it roughly holds that the higher the vatue is, the more
selective it will be, 1.e. the more it will approximate a unique identification. Besides, the total number of partici-
pating vehicles does also play a role for the degree of uniqueness, just as the smallest distance unit indicated by
the kilometer counter does. All this together makes that kilometer counter values, and particularly high ones,
often will have a too high uniqueness for our purposes, or will even be uniquely identifying instead of semi-
identifying.

Note, however, that this is not a problem at all for the inspections just sketched as such, but should be seen as a
problem if we take the desire for privacy protection into consideration. In extenuation it should be remarked,
though, that kilometer counter valies still are much safer for privacy than registration numbers or other vehicle
identification numbers, as kilometer counter values change continually and the changes between two observations

are not - always — fully predictable. Anyway, we will explain how one can get better semi-identifications.

153 Artificial semi-identification numbers

One can also create an artificial datum that is suited for use as semi-identification or semi-identification number.
Namely, in particular by making for each vehicle a random once-only choice from a set with a suitable number of
distinct elements and then using that chosen element as permanent semi-identification for that vehicle, Thus, one
can, for example, choose for each vehicle once-only a random number from a limited range and then use that

number as permanent semi-identification number.

Suppose that for each vehicle a four-digit random number is chosen. Then, in the case of a total number of, for
example, 5 million vehicles, each semi-identification number will be used by 500 vehicles on the average. (Note:
From the viewpoint of privacy protection this is, by the way, still somewhat little.) However, within a rendom
subget of, say, 1000 vehicles the far majority" of the vehicles then really will be uniquely identified by their
semi-identification number. So, as long as there are, in this example, at every moment less than, say, 1000 vehi-
cles within an inspection trap, such an artificially generated datum can be used very well to ‘identify’ related

kilometer counter values.

Despits this local ‘identification’, privacy then still is protected to a certain extent, because the vehicle in ques-
tion cannot be fully tracked in the traffic. After all, even in case of a rather dense network of receivers along the

roads, full tracing remains almost impossible, for example because of the probability of ‘encounters’ with other

4! For a precise computation we refer to the ‘birthday problem,” well-known in mathematics, which is closely
related to this.
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In case of this kind of semi-identification numbers the degree of privacy protection depends, for example, on: 1)
the size of the set from which the semi-identifications are chosen randomly, 2) the total number of vehicles in the
area in question, 3) the size of the area in question, and 4) the intensity by which the vehicles in question are
used. In short, it is not always very easy to choose a suitable (i.e. not too large and not too small) range of num-

bers.

15.4 Semi-identification numbers based on a counter value

The approach just explained can simply be combined with the wse of sufficiently predictable counter values -
such as, for example, kilometer counter values - which leads to a considerable improvement with respect to sepa-
rate use of one of both methods. Hereto one can simply choose a part of the digits, say four, from the counter
value, For example, if the kilometer counter value is cotrect to at least one decimal, one may choose for the
rightmost three digits to the left and the leftmost digit to the right of the decimal point of the kilometer counter

value,

For the selection of a range or sub-range, it is not strictly necessary to choose a number of digits from the counter
value, but it is also possible to use all sorts of computations, such as, for example, computations involving a
modulo operator and/or a division operator with rounding to the nearest smaller integer. In the rest of this text
semi-identification numbers usually are supposed to be of the type based on a — verifiable or sufficiently predict-

able — counter value.

15.5 Verifications of counters with the aid of semi-identifications

As was already indicated at the beginning of this chapter, the type of semi-identification numbers just mentioned
can be used for checking whether counter values are kept correctly. Not only for verifications of the counter used
for the semi-identification number, but of course alse for those of other counters. It may surprise some that
counter values can be used for the verification of counter values, but it is really so. Although now it actually

should be clear already how this works, for clarity we give an explicit explanation anyway.

For the verification of the precision of an arbitrary counter, the last so many digits (i.e. a generally small number
of the least significant digits) of the counter value to be verified should be transmitted continually from the vehi-
cle tdgether with the vehicle’s semi-identification number, (Thus, if the so many digits are also used as semi-
identification, then only the semi-identification number has to be transmitted to be able to verify the precision of
the counter on which the semi-identification is baged.) Verifications then can be performed by intercepting on
two points that will be passed by successively, the cotresponding transmitted messages. With aid of the pairing
trick, one then can determine for each vehicle how much its counter value has been increased {or decreased)
between the beginning and the end of the checking trajectory. Assuming that one externally (i.e. in the outside
world) ascertains or has ascertained how much the counter to be verified should change, one can compare the
cotrect, required change with the change between the two counter values that have been made available from the
vehicle.
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numbers in question on two points along the road with a known distance between them.

In short, for the verification of the precision of kilometer counters and other counters real identifications are not
necessary, and semi-identifications (or semi-identification numbers) can be used to make the protection of pri-
vacy easier. However, note that with the approach described until now (with remote verifications only), real
identifications still have to be used as well, because they are required for the verifications on the monotony of

counters.

15.6 Fully automatic ascertainment of traffic delays

The pairing trick in which part of a sufficiently predictable counter (or counter value) is used for semi-
1dentification, can also be used for other purposes. Based on the above, it will be clear that for vehicles that pass
both receivers, the time they required for the trajectory between the two receivers generally can be ascertained

precisely by means of semi-identification.

If on the basis of a sufficient number of such vehicles one computes the average of the traveling times realized on
the trajectory (and thereby possibly leaves out of consideration all too far deviating values), one can subtract
from this actual average traveling time the average time usually required for this trajectory if there are no tail-
backs, and thus ascertain the actwal traffic delay precise to the minute. In short, the transmitted semi-
identification numbers can be used for continually and fully automatically measuring the traffic delays in a pri-
vacy-friendly manner.

For the rest we supplementarily remark that traffic delays expressed in time (say, minutes) often offer mch better
information than the length of tailbacks expressed in distance (say, kilometers). After all, a tailback of one kilo-
meter at an average driving speed of 5 kmvh results in more delay than a tailback of five kilometers at an average
speed of 30 km/h.

157 Trajectory speed checks

Of course the pairing trick can be used for still more applications, such as, for example, for performing trajectory
speed checks in a very easy and privacy-friendly way. In the case of a trajectory speed check, one ascertains for
each vehicle that travels a certain trajectory with known length (or for each person in that vehicle), how much
time elapses between the passing of the beginning and of the end of the trajectory. In this way one can determine

for each individual vehicle the average speed with which that individual vehicle has traveled that trajectory.

15.8 Possibly integrated traffic fines

Now we are discussing speed checks anyway, we here take the opportunity of just glancing at the possibility of
perhaps integrating the ‘price’ of speeding in the tariff function used for road traffic pricing instead of imposing
separate fines. If so, then automatically an extra high price will be charged for each distance unit that has been
traveled with a speed higher than the locally valid speed limit. Of course, such integrated traffic fines, that is,
traffic fines integrated in the tariff, cannot only be applied for speeding, but also for other offenses, such as, for

example, producing too much noise.
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Undoubtedly, the function for determining the allowed noise production then will not only be made dependent of
the height, but for example also of the distance to and preferably even of the position relative to the airport*®®, so

that take-offs, landings and prescribed approach and fly-out routes can be taken into account.

For the sake of clarity, we emphasize that the imposition of traffic fines (whether integrated or not*?) is a possible
TIP system application being separate (independent) from using semi-identifications or not. The reader should
therefore not be misled by the fact that we have raised the matter of integrated fines in this chapter mcidentally
and just for a moment. (By the way, we do make such side-notes, i.e, jumps aside, more often in this text. Usually

even without mentioning explicitly that we jump aside.)

15.9 The benefit of semi-identification

We have shown already in Chapter 13 that privacy can be protected with some effort (viz., by using hunters
and/or intermediaries), even if real identification or real identifications are used. However, it is simpler, and thus
also less expensive, to apply semi-identification or semi-identifications where possible. The privacy then is suffi-
ciently warranted, while the manager of the infrastructure (say, government) then still can obtain direct access to
certain required or desired information. After all, all examples given in the introduction for traffic management

and control can be implemented in a privacy-friendty manner by means of semi-identifications.

We take as example an integrated traffic information system for traffic pricing and traffic control, in which the
vehicles recerve messages (about speed limits, tailbacks, traffic delays, and the like) and transmit messages them-
selves. Say, transmit themselves messages with semi-identifications in them for the benefit of speed checks and
traffic control, and messages containing identifications for the benefit of traffic pricing. In this example, the traf-
fic manager (say, the government) then can derive the necessary information from the directly accessible semi-
identifications, while only the messages containing identifications require a roundabout route (at least in the case
of the approach described up to now using hunters and/or intermediaries) on their way to the intended recipient

(i.e. the government).

We will show in the next chapter that the privacy threats due to the use of identifications can be reduced further
by means of agents, and indeed so much that the use of hunters and/or intermediaries is not, or is hardly, neces-

sary anymore. It will appear to be a very attractive option to use both agents and gemi-identifications.

16 An approach using agents

It is unfeasible to explicitly describe all possible variations of the TIP system. Yet, to make clear which possi-
bilities exist for the implementation of the TIP system, an example is given in this chapter in which two aspects

which were previously mentioned but not explained in detail, play a role. These two aspects concern the trans-

% Note that the geographical position of a commercial aircraft is not usually considered to be privacy-sensitive.

* Probably it is usually wiser not to integrate fines into the tariff, but to register them separately.
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16.1 Transmitting on demand only

If messages with the required data are not transmitted continuously, verification becomes considerably more
difficult. After all, knowledge of the moments when data has to be provided to the inspector creates a broader

opportunity for fraud. This is best illustrated by means of an example.

Suppose that at a certain moment at location X the kilometer counter value of a particular vehicle has been given.
If the next request — or, better stated, the next order — reaches said vehicle at location Y, then the kilomster
counter value should have been increased with at least the length of the shortest possible route from X to Y. As
long as this principle is not violated, the inspector will not be able to find anything objectionable. This means that
if a larger distance has been covered, for example because in the time between these two checks also location Z
far from the route between X and Y has been visited, the distance extra covered (or a part of it) can be concealed.

One pogsibility of counteracting this is to increase the density of the network of checkpoints, and thus the fre-
quency of issuing orders to transmit data, such that this form of frand will not be worthwhile any longer. This

option seems rather unattractive because of the associated costs.

16.2 Use of agents

Another, much more attractive possibility is to have — a part of — the check performed in the vehicle by, what we
have called, an agent. On the one hand, an agent has to offer specific certainties to the data collecting and/or
verifying authority, and on the other hand the agent should not be able to breach the desired privacy. As stated
earlier, an agent consists of software and/or hardware that is trusted by — at least — the authority.

In the following we will leave open as much as possible whether an agent is implemented as fixed {alternative
translation: permanent] or as loose [alternative translation: removable] vehicle equipment, but both are possible,
even at the same time! (At the end of this chapter we will say more about this.) Also we will dwell as little as
possible on details of all kinds of other variations, for example those that are a consequence of each agent being
uniquely identifiable or not, or of possibly distributing identifiable agents in an anonjmous or semi-anonymous
way. Nevertheless it will become clear to a reader skilled in the act that, if the agent consists of a chipcard, our
example can also be seen as a further illustration of the possible use of chipcards that are, or are not, anonymous
or are, or are not, anonymously or semi-anonymously delivered, as has been suggested eatlier in this text. (See
Chapter 13.)

In general, an agent maintains, in a vehicle participating in traffic, supervision on certain matters. Upon author-
ized request (and/or now and then on its own initiative), the agent provides a personally signed report on its
findings. Such a report can then be transmitted via a transmitter to the authority (e.g. the authority managing the
traffic information system or a separate authority supervising the agents).

The transmitter and/or receiver do not need to be trusted by the agent and/or the concerning authority. To sim-
plify our explanation, we will assume that the transmitter and the receiver are not part of the agent. Of course,
committing fraud unnoticed by obstructing the communication will be made impossible. This can be done by the
use of explicit or implicit acknowledgements, i.e. of confirmations of receipt. If, for example, a request for a

report by the agent is made, it is the task of the other vehicle equipment to provide an adequate response. Be-
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The report, made and signed by the agent, is — preferably — always first handed over to the other vehicle equip-
ment. After all, the owner and/or user of the vehicle does/do not have to trust the correctness and integrity of the
agent, Before transmiiting the report of the agent, the vehicle equipment can, among other things, verify whether
the agent has indeed adhered to the precisely prescribed data and formatting of the report. It can thus be avoided
that the agent surreptitiously includes illicit, privacy-sensitive information in his report or that the agent abuses
the transmitter for sending messages to the authority illicitly often, which can endanger privacy. The correctness
of the agent can also be doubted. If that is the case, then, besides the report, an annotation also needs to be in-

cluded in the response to be supplied.

When all checks have been made and the response to be issued (consisting of the report of the agent and possible
aunotations) has been composed and signed, the signed response must be handed to the verifying authority via
the transmitter. It can be agreed upon that the verifying authority must return a receipt upon receiving an ade-
quate response. If the response included an annotation of disagreement or of doubt regarding the comrectness of
the report by the agent, then, within a certain period, an agreed procedure will be followed, such as offering the
vehicle together with the agent for further inspection and verification.

16.3 Supervision by the agent on counter monotony

As sketched before, the agent has in any case the task to provide, if required, a signed report on his findings dur-
ing supervision. Among other things, an agent can supervige that it is continuously informed, at least during
driving, on the values of one or more counters or about the increases thereof. Thus, the agent can verify on the
spot the monotony of one or more counters or use the given data to update one or more counters itself such that
these are monotonically increasing. Both these cases amount to the same thing, but for convenience we will as-
sume that only increases (pulses or otherwise) are provided, and that the agent updates the counter value (or the
counter values) itself. Note that when uging an agent no identification of the vehicle is required for the verifica-

tion of the monotony of counter values; identifications were necessary in the case of remote verification.

16.4 A contribution by the agent to the verification of counter precision

The agent can, and in general should, also supervise that the counter value is not increased too quickly. Thus, a
sudden increase with too large a distance is not allowed. Stated diffetently, an increase that corresponds to an
excessively high speed®® does not have to be believed and possibly neither will an all too sudden increase in
speed, i.e. an impossibly high acceleration. In this way, the form of frand sketched in Section 16.1 can be com-
bated. This will be explained now.

Suppose the agent reported at location X a certain counter value, Then the agent can be misled by not passing
counter increases during driving and thus one can pretend towards the agent that one is not driving. Or one can

pass too low or too few increases. But, such a deceit will be revealed as soon as a request for a response comes

* For example, higher than the maximum speed attainable with that vehicle, taking into account a certain margin

in view of special circumstances,
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but that means that it will still be detected that something is going on and that action can be taken. In short, since
every agent maintains the counter value itself and since it only does so on the basis of limited increases, such

fraud with counter values will not be possible or will not pay anymore.

We now have discussed how an agent can guarantee monotony and that an agent can and may have to detect
implausible increases of the counter value. If anything seems to proceed incorrectly, the agent has to report on
that at some point in time, for example as soon ag it gets an opportunity to do so. Not accepting too implausible

increases is necessary as a contribution to the verification of precision.

If the agent does not do more than described so far, the remainder of the verification of the precision of the
counter has to be performed by the verifying authority. However, an agent may perform even more verifications.

In the following, we will show that an agent can also perform the remaining verifications of precision itself.

16,5 Complete verification of counter precision by the agent

For an agent to be able to verify the precision on its own, i.e. to be able to verify whether the other vehicls
equipment constantly keeps it correctly informed about the correct increases of the counter value, it does need to

have reliable information available now and then.

We will now illustrate one thing and another for the case of kilometer counters. In this case, the agent must now
and then receive reliable information on the correct speed or about the correct length of a specific traveled tra-
jectory. This might be achieved, for example, by the agent itself being able to determine its geographical posi-
tion, or by the agent occasionally receiving information sent to it on its position or on the position of the vehicle
it resides in. As we now will show first, the latter might also be realized in such a manner that the agent does not

even leamn its position.

16.6 Kilometer counter verification based on positions that are (semi-)anonymous or not

The verification of the precision of kilometer counters can, for example, be realized as follows. At certain loca-
tions, imaginary measurement lines are drawn across the road. In the simplest case this concerns pairs of meas-

urement lines, the first measurement line marking the start of a verification and the second one marking the end.

When an agent passes the first measurement line, a secret and signed message, containing both a timestamp and
the message that a kilometer counter verification is started here, is sent to it. When passing the second measure-
ment line, the agent again receives a secret and signed message, but now containing both a timestamp and the
distance to the first measurement line, On the basis of the information supplied to it, the agent can determine
whether the information on the kilometer counter values, supplied to it on this measurement trajectory from the

vehicle, was correct.

The messages to the agent must be secret, because in this approach it is important for fraud resistance that only
the agent is allowed to know where verifications begin and end. Therefore, in this case it will be also wise to use

not only pairs of measurement lines, but possibly also verification trajectories with three or more measurement



10° 10" 10 :f 10% & ()- L9310% & ()- nB@dEbC 10S " 10%&' O - = 81882 2003
"109& ()-fS"10%& ()-fS'109%&' ()-fS' 109%& ()-*+, - 0; xV~_

10"10% & ()-S"10% & ()-! #10% | & () -1 s10% & ()- 10 10 1os "109& ()-V4_fdE~ @
10$" 10% & ()- @y10% & ()-"10% & ()-s3"10% & ()- Y& 10% & ()-:

10% &' ( )inek. 'Thét hid loksurdd) Yor LAKPLe, (that the LW beihg @Xghl BYEa(d)or 4 bl atidOft by means of

10t 8" 10 "

T0f 0 100t kb o Sk hesne it o nd oo gt oriscasion spggien, s sgmoidatty e oy
10" 10% @he(s)gnid} dQ%ebsRge(i3 ndvbshBUb Grelehr BeipbRig &. (a-mahPuldfdn With B8 relOffdhe (Vhhidfe . dELC

equipment) with these messages, i.e. to prevent that messages can be forged or modified unnoticed.

To prevent messages from being delayed or possibly even not being passed on to the agent at all, it is possible to
require that a confirmation of receipt, signed by the agent, must be returned in response. The timestamps help to
prevent fraud by means of copied messages. Note that in this case, during counter verifications there is in a cer-

tain sense — still — a question of ‘orders/requests’ with corresponding responses.

In case of the above-mentioned verifications, one can make profitable use of semi-identifications. When passing
each measurement line, an agent then gets a ‘position message’ sent to him containing some semi-identification
of this measurement line (e.g. in the form of a two-digit number) and also the semi-identification or semi-
identifications of one or more measurement lines that possibly have been passed by him earlier, together with

their shortest distance to this measurement line.

One advantage of this alternative approach is that there is no longer any distinction between begin and end points
of verifications and that the messages to the agents thus no longer need to be kept secret. Another, closely con-
nected advantage is that the same messages now might be used in the vehicle for further determining the geo-
graphical position, for example in support of — possibly automated — navigation.

Note, however, that, if at each measurement line the broadcasted ‘position message’ only contains a semi-
denfification of the location, the agent does not get to know where it is and thus cannot give information to the
rest of the supervising authority (or others) on its geographical position, not even via some covert channel’’. But,
for gxample, the driver of the vehicle may indeed already know his approximate position and, if so, use the semi-
identification of the measurement line to determine now his precise geographical position, at least if this meas-

urement line in question is at a known and fixed location.

For good verification, it is of course necessary that not all the positions of all measurement lines are known, For
the required ‘verifications by surprise’ one may, among other things, use mobile measurement lines, i.e. mobile
equipment for ‘drawing’ a measurement line and for transmitting the ‘position messages’ in relation to this meas-
urement line. To be quite on the safe side, we finally yet remark that it is self-evidently also possible to supply in
the mentioned — position — messages the distance to the measurement line in question instead of only the exact

crossing of that measurement line.

16.7 Kilometer counter verification by means of reliable information on speed

Covered distance and speed are related to each other. If one is informed about the increase of the kilometer
counter value and one has at one’s disposal sufficiently precise time measurement, then one can determine the
corresponding speed. But ‘the inverse’ is true as well, that is, on the basis of reliable speed data and precise time

%1 1f one does not want to protect oneself against this possibility, then the positions of the measurement lines may
also be denoted by unique identifications. The agent can then indeed come to know his position, but cannot just
transmit this knowledge via the transmitter in the vehicle without a reasonable chance of being detected.
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now can proceed in two ways. Either the externally determined speed is revealed to the agent and the agent veri-

fies whether the speed based on the information supplied from the vehicle is indeed correct, or the agent trans-

mits the internally determined speed and the verification takes place outside the vehicle.

Self-evidently, the two compared speeds should concern the same point in time., To be quite on the safe side, we
here also draw attention to a fairly subtle point, namely that this should be a point in time before the moment at
which a person in the vehicle can begin to have any reasonable ground to suspect that there is an increased
chance of a check taking place soon. That is, a point in time before the start of any communication whatsoever
with respect to this verification between the vehicle and the infrastructure. After all, to hinder fraud no informa-
tion at all should be revealed on the basis whereof one might get any further suspicion of this point in time. In
this approach to verifications, the agent should therefore always retain recent information on speed for a short
time.

Of course the compared speeds should also concern the same vehicle. For more information on this, we refer to
Section 11.4.

If the equipment needed for independent speed measurement is more expensive than an additional transmitter,
then the approach of verifications by means of speed data may, in general, be less attractive than the one using
position data. But even if so, this approach may then still be more advantageous for mobile checkpoints for the
sake of verifications by surprise. Furthermore, this approach offers the possibility of verifications from moving
patrol cars. In short, this approach is certainly interesting for mobile verifications in both meanings, i.e. movable

and moving,.

The example given in this section can be considered as a specific illustration of the earlier-mentioned, more gen-
eral possibility to perform verifications using difference quotients or derivatives (differential quotients). (See also
Chapter 11. We use the somewhat cautious formulation ‘can be considered as’, because, in case of external speed
measurement, the speed is usually determined ‘directly’ by using radar waves and the Doppler effect, and thus is
not explicitly determined as a derived quantity of covered distance, i.e. is not measured explicitly as a difference

in distance traveled in a very short time.)

16.8 Other verifications by agents also

We just have described that maintaining the kilometer counter value and verifying its correctness can be done
entirely by the agent if sufficient appropriate and reliable information is sent to it. As has been suggested before
and should be clear by now, an agent can also check all kinds of other counter values and data, such as, for ex-

ample, the engine speed, fuel consumption and/or noise produced in the engine compartment of the vehicle,

In the preceding section we have already described that an agent can verify the precision of the speedometer,
However, since the agent is located in the vehicle and therefore can almost continuously exercise close supervi-
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When establishing a traffic offense, an agent has a number of possibilities. It can pass on the offense in due time
to the rest of the traffic information system for further settlement, or it can determine the indebted fine itself and
possibly add it to the already indebted amount of traffic fees. If the fine in question has been integrated, i.e. has
been included in the tariff structure of the traffic fee, then it does not even have to do anything exceptional. This
possibility exists, for example, for speed offenses. The fine may then be included in the tariff structure in such a
way that the additional fine actually charged depends on the extent to which the speed limit was exceeded and on
the number of distance units in which that happened. Of course, this dependency can also be arranged without
integrating fines in the tariffs.

Anyway, fully automatic and efficient settlement of traffic offenses and fines becomes possible in many cases. If
the agent takes care of making a frand-resistant identification available, then traffic offenses can be settled much
more efficiently, since reading vehicle registration numbers from, for example, photographs is then no longer
necessary. In certain cases, such images can even be completely omitted, which yields considerable savings as

well,

Finally we additionally remark that the settlement of fines is fairly well comparable to imposing and collecting
open tolls, such as, for example, in the case of open tolling at bridges or tunnels. Up to now, we have hardly paid
any attention to the latter, among other things because open tolling is much more common than continuous pric-
ing. Although the use of a TIP system solely for open tolling is perhaps somewhat less remarkable, it may be
clear that our approach also offers certain advantages when used for open tolling.

16.9 Privacy protection by reducing the transmission of identifications

If the agent takes as much responsibility as possible upon itself for all verifications, then hardly any other mes-
sages need to be transmitted by it than the messages for acknowledging the receipt of reliable information trans-
mitted to it, such as, for example, position data, externally measured speed, noise and so on. The only things that
need to be transmitted additionally are reports by the agent on the course of affairs — whether correct or not —

*2 In general, one will not appreciate continuous supervision of one’s behavior in traffic (Big Brother), However,
such comprehensive surveillance by an agent in the vehicle may possibly be quite acceptable if, on the contrary,
it restricts itself to a judgement of the quality, or of the average quality, of the total behavior in traffic; in other
words, if occasional violations are allowed to a sufficient extent. (Slight sloppiness, oversights and even some
deliberate, deemed necessary violations then do not have to be fatal immediately.) Compare this, for example, to
the better acceptance by traffic participants of sanctions for speeding if that offence has been detected by a tra-
jectory speed trap than if it has been detected by the more usual speed trap, where speed is measured only at one
specific spot,
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cation on the correct functioning of the agent.

Strictly speaking, an agent does not, of course, per se have to supply the reports on counter values and correct or
incorrect functioning: 1) automatically, 2) as soon as possible, and/or 3) during driving. In principle it is also
possible, for example, to have the agent periodically be ‘read out’ by or on behalf of the authority. This reading
out, i.e. this requesting and obtaining a report, does not have to take place via the transmitter of the vehicle, but
may also take place via physical - e.g. electrical — contact. The reading out might, for example, be corvbined with
— possibly other - periodical tests and inspections. Bven if reading out were to take place once a year only, the
payment may of course be spread as well (or equally well), just as currently is usual in The Netherlands for pay-

ment of, for example, natural gas and electricity.

Nevertheless we expect that one mostly will choose for reading out via the transmitter of the vehicle during nor-
mal use because of the advantages offered, After all, it does not cost the customer any time and one may there-
fore, without too many objections, also read out the agent more often. Moreover, fraud or fraud attempts (and

incorrect functioning more in general) then are revealed earlier, so that action can be taken sooner.

If the agents are not uniquely identifiable, i.e. if they do not each have their own signature, or if the agents really
are uniquely identifiable, but it is not known by which person or in which vehicle an agent is used, i.e. if agents
t are delivered anonymously, then the confirmation of receipts signed by the agents do not reveal any privacy-
sensitive information. Thus, the only messages that still might threaten privacy are then the reports on the counter
values with the accompanying identifications for the benefit of the payment process. If these latter messages are
transmitted only occasionally, for example once per month, there is hardly any threat to the privacy, not even if
one could precisely ascertain for each such a counter value report from where that message was transmitted. (For

such messages one could possibly use a communication channel for which the sender is not readily locatable.)

Something similar to what has been described above holds when the agents are identifiable, but are delivered
semi-anpnymously. In short, the privacy protection by means of hunters and/or intermediaries can, in the cases
mentioned, be omitted partly or possibly even completely! Possibly one could also have the payment take place
within the vehicle. Somewhat more will be said about this in the next section.

16.10 Differences with the approach discussed earlier

The approach using agents does not actually differ much from the approach with remote verifications only that
was discussed earlier. One difference is that the verifying authority, via advanced posts — namely agents — is
closer to the objects to be monitored and that verifications (all verifications or possibly only a patt thereof) occur
in the vehicle. The communication between the — often not fraud-protected — objects (in particular, for example,
sengors and/or measuring instraments) in the vehicle and the information collecting and/or verifying authority
now occurs mainly or completely within the vehicle (namely, between object and agent), so that for this commu-
nication it is no longer necessary to continually bridge the somewhat larger distances between the transmitter of
the vehicle and the receivers in the outside world, or between the receiver of the vehicle and the transmitters in

the outside world respectively. Thus, the communication channel between vehicle and outside world is no longer
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9y d YNCside relates to the hunter (represented by box 8) and there is in both cases one intermediary (box 9), although the

latter is probably not, or hardly, necessary anymors in the situation depicted in Figure 4. In Figure 3, the author-
ity, i.e. the final recipient (boxes 10 and 11), takes care of both the verifications (box 10) and the remainder of its
tasks (box 11), such as, for example, collecting the indebied fees. In Figure 4, the verification tasks are per-
formed on behalf of the authority by the agent in the vehicle.

One difference is thus that — at least a part of — the checking has been ‘shifted’, i.e. occurs at a different position
in the total chain of activities and/or patticipants. This - in abstraction not so large — difference does really have
essential consequences. After all, because the actual inspector itself is now located within the vehicle, there is no
identification needed anymore to be able to determine whether different messages to the inspector (containing,
for example, increases of counter values or other measurements) are originating from the same vehicle or not.
Indeed, hardly any messages about monitored objects (measuring instruments) containing identifications of those
objects still have to be exchanged with the outside world. As has been stated before, there still is only the need to
occasionally send to the authority in the outside world a — possibly indirect — identification in a message with the
resulting bill. And even this latter is not strictly necessary, because the agent can also be ‘read out’ during peri-
odical inspections.

Bven if the payment occurs inside the vehicle, the communication with the outside world does not necessarily
have to encompass messages to the authority concerning the payments, But that communication will then, in
general, be extended instead by an exchange of messages for the sake of the payment process. This last-
mentioned exchange of messages concerns the communication between a bank agent, i.e. software and hardware
of or on behalf of the bank, in the vehicle and — the rest of ~ the bank organization in the outside world. Do note
that in the extreme case that agents only send messages to the outside world, i.e. to the authority, in the style of
‘everything, including payment, is proceeding well’, the authority (say, the fee collector) has no, or a less good,

overview. This latter aspect may not be appreciated.

Another difference is that the required protection of the agent against fraud introduces a physical aspect. If the
agent, for example, is implemented (realized) with the aid of a chip or chipcard, the total security depends on the
physical protection of - the storage of ~ the software and the key or keys of the agent in the chip. Since in prac-
tice chipcards prove to be sufficiently protectable, and since no further physical protection is required, this does
not seem to be a serious drawback.

16,11 ‘Fixed’ or ‘loose’ agents

The use of agents seems an attractive possibility for carrying out tasks, such as in particular the charging of all
kinds of traffic fees, and for performing the verifications required thereto. The agents in question can, for exam-
ple, be installed in each vehicle as fixed vehicle equipment (FVE); say, in the form of a chip with software in
some encasement. But an agent may, as has often been suggested before, also be implemented as loose vehicle

equipment (LVE); for example, in the form of a chipcard that, at least during use, will be connected with the
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' vehicle equipment in that vehicle before each drive, then such an agent is of course not very suitable for the task
of vehicle identification. In such a case a second, fixed agent can, if desired, take care of the fraud-resistant iden-

tification and/or classification of the vehicle, (See also Section 16.14.)

16.12 General and specialized agents

Sometimes we make for our convenience a distinction between general and specialized agents, With the term
specialized agent we then allude to an agent with a specific function that is limited to only a small part of all
agent tasks belonging to the traffic information system in question. Think, for example, of a fraud-resistant con-
sumption pass that maintains a counter that is essential for the traffic information system and further performs no
other agent tasks related to the traffic information system in question. (We refer to a counter as being only infor-
mative if it is only used for the satisfaction of the user and is not of decisive importance for maintaining the cor-
rect counter values by the traffic information system.) Another example is an agent that exclusively serves for the
fraud-resistant identification and/or classification of a vehicle. On the other hand, a general agent performs all (or
almost all) agent tasks that relate to the traffic information system in question.

Up to now, the term agent was mainly used in the text for general agents, and when reading the tetm agent one
should (or was allowed to) primarily think of the pivot in the vehicle on which everything in relation to verifica-
tions in the vehicle hinges. Stated differently, the emphasis has always been on the verification. task of the agent
in particular, i.e. on its task as representative of the authority in a vehicle who takes care of ~ a part of the — veri-
fications on the reliability of the information supplied in the vehicle and via which information is delivered to the
rest of the traffic information system. In the rest of the text also, the word agent will primarily denote a general
agent. Only occasionally we will additionally use for our convenience the term specialized agent. The difference
between both terms thus plays hardly a role of significance. Rightly so, as the difference is indeed somewhat

vague.

16.13 A little more on implementation possibilities

Just as in the approach with exclusively remote verifications, there are numerous — often obvious — implementa-
tions and/or variations possible when using agents. Therefore, it is too much of a good thing to explicitly enu-
merate all possibilities. On the basis of the given description, a person skilled in the art can easily conceive all
kinds of different variations and implementations. Here we simply — and actually profusely - indicate only a

small pumber of possibilities.

One obvious possibility, already often suggested before, is to implement the agents (i.e. each agent) as a chip,
possibly installed in a chipkey or on a chipcard. Certainly if, for example, chipcards or chipkeys are used, one
can also, if desired, provide the chips to be issued with a — say, decremental — counter, that consumption counter
being maintained by the agent starting from a certain initial state. Thus, the agent then also takes care of the
function of consumption pass, where the consumption of the credit balance can occur distributively over any

nurber of different vehicles. The advantage of such an agent with consumption pass function is that tracing of
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apphcatlons, such as, for example, electronic transfers of payment with the aid of a chipcard or electronic access

control with the aid of a chipkey. Indeed it then may be desirable to incorporate good gnarantees against undesir-
able information exchange between the various applications. We also point out yet the possibility of extending
the functionality of an agent. For example, to that of a ‘reliable black box’, i.e. a black box that does not only
register supplied data and retain these data during a certain time (as is usual), but in particular also verifies the
supplied data (or a part of the supplied data) on reliability, Other examples are the possible use of an agentas a
reliable taximeter or tachograph,

16.14 One or several agents per vehicle

Up to now we have kept, for our convenience, the possibility of several agents per vehicle outside of the discus-
sion as much as possible. This was justifiable, so far as we are concerned, for a number of reasons, First of all, it
did help to prevent unnecessary complexity of the explanation, Moreover, we have already explicitly mentioned
in Chapter 5 that we wanted to abstract from the possibility of distributing processing over multiple processors,
so that in fact we have indeed covered this possibility. The only special case that now will be discussed is the

possible distribution of the agent’s work over a ‘fixed’ and a ‘loose’ processor, i.e. a fixed and a loose agent.

In the case of a fixed agent, we often assume that it performs all desired tasks. The possible user cards then only
serve to identify an individual counter related to a particular card or person. The agent in the vehicle can keep
track of the consumption corresponding to said counter, and pass this information at appropriate moments to the
rest of the traffic information system in the outside world. If one appreciates the possibility of recording counter
values in user cards as well, for example because users then can read out the counter values at any desired mo-
ment, then the agents in vehicles simply have to ensure that a counter value, after modification, will be written

back to the connected user card as well.

Manipulation with the counter value on a user card does not make sense if that counter value is only used infor-
matively (i.e. only for the satisfaction of the user) and is not of decisive importance for correctly maintaining the
correct counter vatue by the traffic information system. If the counter values on the user cards are indeed essen-
tial for the traffic information system, then they must be secured. This can be achieved, for example, with the
help of cryptographic techniques and additional measures, but instead possibly also by relying (or partly relying)
on the fraud resistance of the user card, which in this latter case probably will be a chipcard (and not a magnetic
card). Only in this last-mentioned case of fraud-resistant chipcards (i.e. fraud-resistant from the point of view of
the authority) with essential counter values, there is, during the use of the vehicle, besides the fixed agent also a

second, loose agent in the vehicle.

But if the user card does include an agent anyway, then this agent could obviously also be used just as easily to
take all agent tasks upon itself, so that the fixed agent in the vehicle can then be omitted. Now observe that the
latter is not always possible. Only if the fixed agent had been fraud-resistantly attached to the vehicle in order to
be able to also perform the vehicle identification and/or vehicle clagsification task in a very fraud-resistant man-

ner, these two last-mentioned tasks cannot be taken over by the loose agent.
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"10% & (Oﬁﬂtéf,]aﬁ%)d’dr(th)s-ﬁihm & ideptife@ivh i/ the remaining agent tasks then being relegated, for example,
to one of the used agents, which then thus becomes the ‘general agent’. Then actually three agents would thus be
necessary: one general agent and two specialized agents. But for the function of identification aid, an agent is not
always really needed, as has already been suggested in Chapter 4. (For example, identification does not necessar-
ily require the use of an agent if identification occurs by having a digital signature put.) Moreover, one can — and
also generally will ~ combine the functions of identification aid and of consumption pass in one user card, In

short, in the sketched situation two agents can, in general, easily suffice.

Note that for the vehicle identification and/or vehicle classification task an agent is necessary only if the frand-
resistant identification or classification of a vehicle is of importance for the correct functioning of the traffic
information system. This is, for example, the case when the classification of a vehicle plays a role in the height of
the tariff in case of traffic pricing. Finally, we point out once more that the use of a loose agent is an attractive

option from the point of view of privacy protection (see also the previous section).

In summary, our argument boils down to the following. One agent can suffice. In any case, one fixed agent can
suffice. But also one loose agent [can suffice], if very fraud-resistant vehicle identification or classification is not
required for the correct functioning of the traffic information system. When using a loose agent, two agents are

needed if very fraud-resistant vehicle identification and/or classification is/are also required.

Although there really can be a question of several agents (for example, because the tasks to be performed yet are
distributed over a fixed and a loose agent/processor), we generally assumed and will assume, in simplification of
the text, that this is not the case. Thus, we assume in this text (i.e. this elucidation of our invention) without loss
of generality (i.e. solely for convenience) usually that at most one agent is involved — and sometimes that at most
two agents are involved — per vehicle, and that the supervision and verification are performed by this single agent
(or these two agents respectively). Although that is not necessary at all, we assume, in the case that several agents

are used (anyway), that there is a question of one general agent and a number of specialized — relief — agents.

16.15 The use of agents as an attractive option

As has already been remarked more than once, the nse of agents seems an attractive option for performing verifi-
cations and charging all kinds of traffic fees. It seems atiractive to nse an agent not only for keeping record of the
due traffic fees and/or the consumed rights per person and/or per vehicle, but also for other tasks, such as, for
example, the transmission of semi-identifications upon request (or almost continwously). The use of semi-
identifications offers the advantage that the manager of the infrastructure can collect in a direct, but still privacy-
friendly way all kinds of useful traffic information, such as, for example, information on traffic flows, traffic
delays, utilization degree of roads, etc, In Chapter 18, we will come back to a number of tasks that an agent can
perform.

17 Preparation for ‘growth’ of the system

By always appending to each message a protocol number (and possibly included in this number, or sepatately, a

payment method number) and/or a message type number, one can, within one and the same system, allow differ-
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and then apply step by step extensions and refinements.

For example, one can choose to support in the beginning only one fairly simple protocol with a certain protocol
number (e.g. number 1). Suppose that one does one thing and another as follows. Every vehicle is furnished with:
1) a transmitter and a receiver, 2) a fraud-resistant component that can act as agent, 3) a vehicle-related proces-
sor, i.e. a component for, among other things, checking messages from the agent and/or encrypting said messages
for the sake of privacy protection, and 4) a central connection point to connect the just mentioned and possible
future components to each other. One chooses one permanent hunter that also acts as the only intermediary. Each
vehicle-related processor thus transmits, in case of this protocol, all messages from the agent destined for the
final recipients, though after having them packed in a secret megssage to the hunter/intermediary, so that final

recipients can only read the messages from the agent with the aid of that one hunter/intermediary.

With this first protocol the only task that the agent in each vehicle performs, is reacting to requests for identifica-
tion. Upon each authorized request the agent identifies itself (and thus to a certain extent the vehicle) by signing
such a request after addition of the time and an identification number, say its own identification number (or pos-
sibly the registration number of the vehicle for which the agent has been issued). This thus signed request is
handed to the vehicle-related processor, which then enciphers it to a secret message for the hunter and which
sends this secret message to the hunter via the trangmitter of the vehicle. We assume that in first instance only
open tolling is introduced. At all tolling points in question, the authorized hunter will query every passing vehi-
cle, i.e. every passing agent, for identification. The hunter will strip every received response of the packing added
for secrecy and then send the stripped message on to the fee collector, who charges the toll to the holder of the

agent (or of the vehicle registration number).

Note that we did not require in our example that the agent be attached to the vehicle in a fraud-resistant manner.
Even without fraud-resistant attachment, one thing and another may well indeed be sufficiently fraud-resistant.
After all, interchange of authentic agents does not seem attractive. As long as passing of a tolling point leads, for
each vehicle, to the same amount of toll, interchange with agreement of the registered holders of the agents (or of
the corresponding vehicles) does not seem to make sense. Exchange with a stolen specimen perhaps seems at-
tractive at first sight, because the bill then will be addressed to someone else, namely the robbed person. How-
ever, tracking a stolen agent down is sufficiently easy (at least, if that agent is actually used to have someone else
pay for the toll) to minimize the appeal of such attempts to fraud. Of course, ﬁ'aud-resisiantly attaching agents to
vehicles from the beginning is, at least if one has the disposal of a sufficiently cheap technique for that, also an
attractive option, because then one is also prepared for applications in which fraud-resistant coupling of agents
with vehicles is indeed desired or required.

As of a certain moment, one may require that new vehicles be prepared for being able to continuously deliver to
the agent data concerning the kilometer counter value. They have to deliver the required information to the agent
in the form of, for example, kilometer counter values (in, for example, two decimals), counter increases or pulses
from a sensor on the driving shaft. At a given moment one can then change, for new vehicles, to the use of a
second protocol (say, with procotol number 2), in which continuous pricing based on all traveled kilometers can
also be used for the traffic pricing. Existing vehicles can also join after assembly of a sensor on the driving shaft,

The connection of the sensor to the rest of the system is easy to implement, since we have arranged from the

'()-S10% & ()-$10% & ()-\o"xnmbC

#bC
C



10 10 10S"109%&' () - &S"109&' () - &S"109%&' () - &gl sdEbC 10t,, "10% & )SIE
*910% & ()-"10% & ()-z#"10% & ()-z#"10% & ()-z#"10% & () - z#b P 2003
10t M 109&' () - YI0%&' () - @10%& () -3 10‘8 100 10°Y:"10% & ()-9g810% & ()- xnmbC
10t @109 ()-Y 10 10 10y3"10%& ()- " y" 4 0ug ()-y"10% ()-Y "10% ()-\dEnbC
10tf,/ 10%& ()-f"10%& ()-'f"10%&k ()-'f"10%&k ()-'f"109& ()-' FLO9%&' ()-yz{| %Cb
C 10t ybagiugoe, by thegnstallgtignof § suitahipgonpgetionppint ey the systemgs regsly oo pmer ggtheryvehicle
CWKYZi »tilafmedt O iHod B %t dotwae in the agent may be already prepared from the beginning for this exten-

sion/adaptation, probably one thing and another will still need to be changed. For example, when pulses from a

sensor on the driving shaft are used, the software may still require information about which distance covered by

this vehicle corresponds to one pulse. (One might arrange that this information is also already present from the

beginning.) Of course, the verifications described earlier (in Chapter 16) on the correctness of the kilometer

counter values kept by the agent are now introduced as well.

The agent can also use the kept kilometer counter value — only at a later time or immediately in this second phase
— for creating and transmitting semi-identifications based on the kilometer counter, for example for the benefit of
collecting information on delays caused by traffic congestion, (With the first protocol, the agent could also al-
ready transmit, from the beginning, a fixed semi-identification, but not yet one of the kind in which the semi-
identification is based on the kilometer counter and thus changes continually.) Immediately or at a later time
again, one can also arrange, without any further modification of the hardware that is meanwhile present in vehi-
cles, that the processor starts using software that makes the tariff of each kilometer dependent on the speed with
which said kilometer was covered. (As has already been remarked before, said software could possibly also be
supplied via the transmitters of the infrastructure, say alongside or above the road, and possibly also be put into
operation automatically.) Also, one can add at some moment in time the possibility of using loose vehicle equip-
ment (LVE), so that then the payer may be someone else than the holder or owner of the vehicle, and one can, if
desired, introduce a system with tradable pollution rights. Btcetera, etcetera.

In completion of the above, we remark for the sake of clarity once again that, certainly as long as the tariffs of the
traffic fee are the same for all kinds of participating vehicles (and the agent therefore does not have to supply
reliable information on the vehicle classification), fraud-resistant connection of the agent to the vehicle can be
omitted without presenting all too many difficulties. Fraud-resistant coupling, i.e. protection against exchanges of
agents, is not necessary until a very high level of reliability of the classification and/or identification of vehicles

by means of agents is required.

One can arrange that, for each combination of protocol and payment method, a separate protocol number is used.
Instead of associating the payment method with a protocol number, one can also introduce a separate payment
method number. With this number, it can be indicated in what manner one wishes to pay. For example, automati-
cally via a bank account, per week or per month, with or without a credit facility, etc.

18 TIP systems

In the above, we have outlined various possibilities for obtaining a traffic information system with specific prop-
erties. To be able to obtain a traffic information system with the properties considered by us to be desirable, we
have introduced a number of techniques, such as, for example, the creation of semi-identification numbers (either
on the basis of counter values or not), the implementation of speed checks and the ascertainment of traffic delays
with the aid of such semi-identification numbers, the implementation of verifications from a distance and/or in
the vehicle on, among others, counter values, engine speed and fuel consumption, the fairly accurate computation
of the environmental pollution caused, the use of hunters and/or intermediaries for the protection of privacy and

the use of agents in vehicles for privacy protection and/or verifications,
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will in general use only a part of the techniques described (and either characteristic or not). In general, one can
already speak of a TIP system if at least one of the techniques (part-inventions) newly introduced by us — i.e.
typical for TIP systems ~ is being used. In any case it is explicitly the intention that any use of one or several of
the characteristic techniques de jure et de facto (i.e. by law and by facts) stands for an infringement on our in-

vention.

18.1 A TIP system with agents

Precisely because there are so many mutually different possibilities to implement a TIP system, it seems wise to
highlight, by way of illustration, one atiractive option and to describe it as a coherent entity. We do this for the
case of road traffic, choosing an approach with agents in the vehicles, since such an approach has a number of

important advantages and does not seem to have serious disadvantages.

A clear advantage is that, with agents, much more information can be collected and verified without the costs
sky-rocketing. After all, it is an easy job for an agent in the vehicle to continuously exercise close supervision,
while the emphasis in case of the approach without agents is yet slightly more (or more clearly) on intercepting
random samples of transmitted information for the benefit of verifications. In the approach without agents, in-
formation can indeed, in principle, be collected and verified almost equally intensively as in the approach with
agents, but then only if the traffic network is swamped with transmitters, receivers and computers to make it
possible to be in continuous contact with all vehicles and to process the enormous flood of information transmit-
ted by the vehicles. Think especially of the much greater need for computing power, which then is required for
the manifold use of hunters and intermediaries for the benefit of the desired privacy protection. In short, when
using agents, intensive verification is possible with a much cheaper infrastructure, because then much less trans-

mitters, receivers and especially also computers are needed than with the other approach.

From a slightly different point of view, one comss to the hereto-allied advantage that less communication is
needed between the vehicles and the outside world than in the approach with all verifications from a distance.
There will thus be a much smaller chance that the communication with many vehicles at the same time will lead
to problems. It may be clear that the approach using agents indeed requires gonsiderably less bandwidth for the
commmunication between the vehicles and the outside world than the approach without agents. After all, each
agent processes the data locally and may summarize the information and/or selectively transmit it, so that the
communication with the outside world requires only a fraction of the bandwidth that would be required other-
wise. (The bandwidth that otherwise would be required for the communication with the outside world is equal to
the bandwidth required for the communication between the agent and the other equipment in the vehicle, such as

sensors and measuring instruments.)

The only disadvantage of the approach with agents compared to the approach with only remote verifications is
that a fraud-resistant component is required for each agent. This component will in general contain a chip with a
processor and accompanying memory of which (a part of) the contents cannot be modified or even only read
without authorization. However, this disadvantage does not carry much weight, Not only because such a compo-
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reststant holding and supplying of reliable vehicle inforination. By vehicle information we mean: 1) data that -

more or less — identify a vehicle, such as chassis number, engine number, vehicle registration number, etc., 2)

data that characterize a vehicle, such as, for example, brand, model, year of manufacture, gearbox type and/or

engine type, and 3) other information on the vehicle, such as, for example, permitted kind of fuel or fuels, weight,

color and/or information on the legitimate holder or owner, such as, for example, his or her social security numn-

ber or his or her name and address.

When once the choice for an approach with agents has been made, it must then still be decided which tasks the
agents will perform. An agent can, if desired, perform a plurality of tasks, of which we here will enumerate a

number in the context of road traffic.

1. Collecting and/or keeping record of all kinds of information, considered to be relevant, on the use of the
vehicle, on the basis of information supplied by equipment in the vehicle (particularly, sensors and/or meas-
uring instruments).

Think, for example, of information such as speed, engine speed, kilometer counter value, fuel consumption,
fuel counter value, temperature and the like. Note that these data are, in general, fairly dynamic, i.e. that now
and then they will be subject to fairly frequent changes.

2. Verifying (directly or indirectly) whether said supplied information is sufficiently reliable and/or correct.
For this purpose, use is often made of reliable information supplied from the outside world. Think, for exam-
ple, of — direct — verification of the speedometer, kilometer counter and outside temperature meter and, for

example, of — indirect — verification of the revolution counter and fuel consumption meter.

3. Reporting at appropriate moments to an ~ authorized — verifying authority in the outside world the findings of
the checking activities.
Think, for example, of the reporting on possible irregularities or of — apparently ~ flawless operation.

4, On the basis of available information computing and/or keeping record of derived information.
Think for derived information, for example, of a fairly accurate computation of the fuel consumption and/or
of the pollution caused at a certain moment, in both cases on the basis of other data, such as, for example,
brand, model, year of manufacture, gearbox type, engine type, speed, engine speed, acceleration, fuel con-
sumption™, outside temperature, engine tsmperature and the like, Think also of a fairly accurate computation
of the noise production. For the computation of derived information from other data, the agent of course
needs to have the disposal of a method of computation, for example in the form of a formula or of one or

more tables.

% Of course, this item belongs only to this enumeration in case of the example of the computation of environ-

mental pollution caused.
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5. Occagionally and at appropriate moments, supplying specific — reliable — information on the use of the vehicle
to a specific authorized authority in the outside world.
This supply may, for example, be performed for the sake of imposing and collecting traffic fees and/or traffic
fines. Think, for example, of supplying specific counter values together with identifying data of the corre-
sponding vehicle (or its user, payer, holder or owner) for the benefit of imposing and collecting a continuous
fee, and of supplying data concerning traffic offenses possibly established by the agent. Certain fines may
have been already integrated in the tariffs of a traffic fee.

6. Collecting and occasionally supplying specific information to a specific — authorized ~ authority in the out-
side world for the benefit of acquiring statistical real-life data.
Think, for example, of the supply (selective or not) of data on the fuel consumption, rleported by the vehicle,
in various circumstances (characterized, for example, by speed, acceleration, engine speed, outside tempera-
ture, engine temperature and the like) with accompanying notification of the vehicle type, so that the authority
in question can obtain a good impression of the fuel consumption of vehicles of that type (i.e. brand, model,
year of manufacture, gearbox type, engine type and the like) in practice.

Such —~ statistical ~ real-life data may be used, for example, to find algorithms for the benefit of determining

derived information.

7. The fraud-resistant storage and disclosure of vehicle information.
The disclosure of vehicle information should only occur, certainly if this information concerns holder/owner
or vehicle identifying information, under specific, clearly described conditions and/or in specific, clearly de-
scribed circumstances, and even then preferably only to one or more specific authorities in the outside world
that are deemed relevant, Note also that vehicle information is in general rather static, i.e. it will not, or rather

infrequently, be subject to changes.

8. (Constructing and) forwarding of a semi-identification number upon request of an authorized authority.
This number may be derived, for example, from the kilometer counter value and may be used by the authority
in question, for example for determining traffic delays resulting from traffic congestion, verifying whether the
average speed on a specific route has been kept below the speed limit, studying traffic flows, performing traf-

fic census, etc.

9. Verifying the authenticity of received messages concerning the infrastructure and forwarding messages to
other equipment in the vehicle.
Thing, for example, of forwarding official messages about speed limits, traffic delays, the outside tempera-
ture, the position, the speed, and the like.

10. Only if a card (or user card) can or must be used during the use of the vehicle, taking cate of the communica-
tion with the offered user card or, if the agent itself is located on said card, itself performing (or also pet-
forming) the function of user card (consumption pass).
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Said communication may relate to, among other things, the mutual verification on authenticity, the exchange
(in so far as applicable and desired) of identifying data and/ot the sufficiently frequent updating of the cormrect

counter value on the card.

Note that the uger card may contain an anonymous or a personal counter value, and that the updating of a
counter value thus may concern, for example, the repetitive decreasing of the counter value on an anonymous
or anonymously sold user card, or, for example, the repetitive increasing of a personal counter value on an

identifiable payer or user card.

11, After receipt of an appropriate request signed by the legitimate holder or owner (or after receipt of a password
previously supplied by the legitimate owner/holder) taking care of frequent transmission of identifying data.

Hereby it often becomes relatively simple to track the vehicle concerned quickly, for example after theft.

12, Acting as reliable taximeter, tachograph and/or black box, and the like.
The adjective ‘reliable’ here concerns (besides the fraud resistance of the equipment in question itself) par-
ticularly the verification of the correctness of the information (or a part of the information) supplied to it (i.e.
it input).
Of course, an agent does not necessarily have to perform all (whether or not mentioned) tasks, and one may
choose for a — possibly small — subset, The above does really illustrate once more the broad applicability of the
TIP system, i.e. that the TIP system jis also suited for use as a multifunctional (either integrated or not) traffic

information system.

An agent is by definition a fraud-resistant component. Here we emphasize, abundantly, that for certain tasks it is
also necessary that the agent is fraud-resistantly coupled (and thus remains coupled) to the correct, correspond-

ing vehicle,

18.2 Components being part of the TIP system

In the case of a TIP system, the traffic information system consists of, among other things, a large number of
mutually communicating computers, of which, when using agents, a substantial number (namely, each agent) will
be located (possibly only during use) in the vehicles involved and therefore will be mobile. Thus, in our judge-
ment, an agent forms part of the traffic information system. For possible user cards (say, magnetic cards or chip-
cards) that users may have with them and that are not covered by the notion of agent, the choice i3 somewhat less
clear. If these serve mainly for retaining and/or maintaining TIP gystem related personal or non-personal usage
rights, pollution rights and/or other counter values, we consider these to be parts of the total system. All other
vehicle equipment can be consideted not to be part of the TIP system. Thus, it is not necessary to consider vehi-
cle-resident components, such as, for example, sensors and/or measuring instruments, to be parts that belong to
the TIP system, not even if these components supply information that is useful or even necessary for the opera-
tion of the TIP system in question.

18,3 TIP-agents

Because of the many and diverse tasks that the TIP system can perform, it is very well imaginable that all appli-
cations are not covered by one and the same authority. In such a case one of the authorities involved, or a sepa-
rate authority that is independent of the authorities involved with the applications, may be responsible for the
operation of the TIP system. If so, then an agent can be seen primarily as a representative of the authority respon-~
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One then requires, for example, that aircraft within a certain distance from a certain airport must — almost — con-
tinuously transmit information on their position and on the noise that they produce. The correctness of the given
position can be verified regularly (by means of radio-bearings and/or radar installations or the like). The noise
production can be spot-checked, with a reasonable degree of accuracy, on correctness or, better formulated, on
reliability, by performing — particularly ground-based — sound-measurements [alternative translation: sound-
ranging] on various locations in the vicinity of approach and fly-out routes. By collecting sufficient knowledge
about the propagation of sounds and sound-levels (in both cases dependent on a number of circumstances, such
as, for example, wind direction), one can derive by computation from the noise level information supplied from
the airplane how much noise approximately should have been observed at the measuring point and thus verify

whether this derived value does not deviate too much from the value actually measured.

It is clear that one can verify the correct following of the prescribed approach route anyway. Besides that, one
can then check whether the airplane in question has produced too much noise or not. By possibly describing the
flying routes as fixed ‘allowed noise contours’, one may reduce noise nuisance in an efficient and flexible way.
Less noisy aircraft then will have some more freedom of movement within the fixed contours than more noisy
ones. And will also less easily exceed the imposed noise limits if, for example, during landing it appears neces-
sary to intermediately open the engine throttle. Fines, if any, can then of course be made dependent on the seri-
ousness (duration and amount) of the noise limit violation. Airline companies will then have an interest in avoid-
ing fines and will stimulate their pilots (for example by means of a bonus and/or penalty system) to stay within
the noise contours. With more noisy machines in particular, the desired approach or fly-out route then will be
followed more accurately. That is not only favorable for those that have to undergo the noise nuisance, but also
for an airport. After all, an airport will then less quickly be forced to take ‘black/white decisions’, i.e. will then
have the advantage that it does not immediately have to completely exclude a somswhat noisier machine (and
particularly ‘borderline cases’).
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CLAIMS:
1. Method for the collection of traffic information by or on behalf of an authority
a) in which during the traffic participation of a vehicle involved:

1)  vehicle equipment supplies traffic information to one or more
processors present in said vehicle

2) said processor or processors process said information and keep
record of certain traffic information on the use of said vehicle

3) said processor or processors transmit certain traffic information to
outside said vehicle by means of a transmitter present in said vehicle

b) that is characterized by the combination of properties that:

1) the traffic information collected by or on behalf of the authority
includes values of counters that are associated with individual vehicles and/or persons and
that during traffic participation are kept up-to-date by said processors in the vehicles
involved,

2)  during the traffic participation of a vehicle involved said processor
or processors transmit certain traffic information continually, and at least at a prescribed
rate, to outside said vehicle by means of a transmitter with a prescribed range

in order to make said information available to outside said vehicle
in such a way that the authority has the ability to gain access to said transmitted
information at any desired moment by placing a receiver within the range of the
transmitter of said vehicle

3) remote spot-checks by surprise are used to verify the reliability of
the values of said counters

4) such a spot-check by surprise from outside a vehicle being
checked comprises

intercepting one or more samples of the traffic information that is
continually transmitted from said vehicle during its traffic participation as described in
the first half of clause b.2, by means of a receiver that is placed within the range of the
transmitter of said vehicle as described in the second half of clause b.2, and

comparing said intercepted sample or samples of the traffic
information transmitted from said vehicle with traffic information concerning said vehicle

that has been independently determined at a distance from and outside said vehicle.
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2, Method according to claim 1 in which the messages with traffic information
made available to outside a vehicle involved as described in clause b.2 of claim 1 include:
1) the position of said vehicle, or 2) all or part of the value of a counter as described in
clause b.1 of claim 1, or 3) the increase or decrease of said counter, or 4) a speed

indication.

3. Method according to claim 1 or claim 2 in which the traffic information that is
described at the end of clause b.4 of claim 1 and with which intercepted samples are

compared, is determined by independent measurement.

4. Method according to a preceding claim in which during the traffic participation
of a vehicle involved the processor or processors in said vehicle, as described in claim 1,
keep one or more counters, as described in clause b.1 of claim 1, up-to-date based on
information on distances traveled by said vehicle that is supplied to said processor or

processors by a sensor or measuring instrument present in said vehicle.

5. Method according to a preceding claim in which said remote spot-checks by
surprise are used to verify whether said counters are continually incremented, or

decremented, correctly.

6. Method according to a preceding claim in which said counters are used for

continuous pricing,.

7. Method according to one of the preceding claims 1-5 in which said counters are

used for traffic pricing.

8. Method according to claim 6 or claim 7 in which the tariff can vary for each
distance unit traveled.
9. Method according to claim 8 in which the tariff for each distance unit traveled

can be made dependent on the speed with which said distance unit has been traveled.

10. Method according to claim 8 or claim 9 in which the tariff for each distance unit
traveled can be made dependent on the location where and on the date and time when said

distance unit has been traveled.
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11. Method according to one of the preceding claims 2-10 in which the messages
with traffic information made available to outside a vehicle involved as described in
clause b.2 of claim 1 include the values of a counter as described in clause b.1 of claim 1
and in which said counter is an odometer or a fuel consumption counter or a cumulative
revolution counter or a traffic fee counter or a noise production counter or an

environmental pollution counter.

12. Method according to a preceding claim in which a spot-check as described in
clause b.4 of claim 1 comprises the interception of a sample of traffic information, as
described in clause b.4 of claim 1, from the vehicle being checked both when entering and
when leaving an inspection trap that can only be entered via one of its entrances and only
be left via one of its exits and for which the length of each trajectory from an entrance to

an exit is known with sufficient accuracy.

13. Method according to a preceding claim in which, for the verification of the
reliability of the values of a counter, a spot-check as described in clause b.4 of claim 1 is

carried out with the help of a difference quotient or derivative.

14, Method according to one of the preceding claims 2-13 in which:

1) remote spot-checks by surprise are used to verify the monotony of said
counters

2) such a spot-check comprises intercepting a value of said counter

transmitted from a vehicle involved as described in claim 2 and comparing this

intercepted value with a value of the same counter that has been intercepted previously,

15. Method according to a preceding claim in which the further processing of the
traffic information outside the vehicles involved does not require all traffic information
transmitted from said vehicles to be retrieved by or on behalf of the authority outside said

vehicle.

16. Method according to one of the preceding claims 1-14 in which only part of the
enormous flood of traffic information being continually transmitted from the vehicles
involved is collected and processed, since it is not made possible for the authority to be in

continuous contact with vehicles during their traffic participation.
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17. Method according to a preceding claim in which the traffic information being
transmitted continually from a vehicle involved, as described in clause b.2 of claim 1, is

transmitted by means of infrared light.

18. Method according to a preceding claim in which said remote spot-checks are

performed from mobile checkpoints.

19. Method according to a preceding claim in which the processors described in
claim 1 include a processor on behalf of the authority and in which said processor can
only obtain access to the transmitter in said vehicle via a processor on behalf of the user,
owner or holder of said vehicle in order to allow supervision on the messages transmitted

by the processor on behalf of the authority.

20, Method according to a preceding claim in which tracing of individual, uniquely
identifiable persons and/or vehicles is prevented by having all or part of each message
with traffic information made available as described in clause b.2 of claim 1 -at least-
doubly enciphered, once to make all or part only readable for the authority and once more
thereafter to make the result only readable by a privacy protecting organization that is
independent of the authority, in order to make that reading of the doubly-encrypted part or
parts requires the cooperation of -at least- two independent organizations, viz. the

authority and said privacy protecting organization.

21. Method according to a preceding claim in which during the traffic participation
of a vehicle involved a receiver is used in said vehicle to limit the continual transmission

described in clause b.2 of claim 1 to periods after authorized requests or orders.



