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system Introduction In this introduction we first describe our use of the
notion of traffic information system, show what such a traffic information
system can be used for and give a few properties that a traffic information
system preferably must have. Then we give a short description of a few
characteristic aspects of traffic information systems associated with the
invention, i.e. of TIP systems. 'Then we focus on a specific, important
application, namely traffic pricing, before giving a further
characterization of TIP systems used - exclusively or also - for traffic
pricing. After a comparison with existing systems, we give a closing
overview of the further content of the text, where further explanation will
be given. 1.1 Traffic and infrastructure Traffic makes use of - at least a
part of - an infrastructure, that is, the collection of all provisions for
traffic, such as a traffic network consisting of traffic ways and all kinds
of associated objects. For example, the infrastructure in the case of
shipping traffic consists of, among others) waterways, harbors, radar
stations, beacons, navigation or satellite navigation systems and shipping
communications systems, such as maritime phones. With this example, we hope
to have illustrated that the notion infrastructure must be interpreted in a
broad sense. With the notion traffic is not only aimed at `physical'
traffic (such as transport over, under and/or via land, water and air), but
also at `logical' traffic (such as, for example, message traffic in
computer networks and/or economic traffic). Even though TIP systems can be
used, possibly in adjusted form, by such other forms of traffic1, we
restrict ourselves in the following explanation to `physical' traffic. In
order not to unnecessarily complicate the description of TIP systems and of
the required and/or applied techniques, we concentrate ourselves in the
following examples and the further explanations mostly on the instance of
road traffic. Based on the given explanation, a person skilled in the art
can create by himself/herself a description, modified where necessary, for
other forms of traffic or transport. The examples given and the variations
mentioned are intended for illustration only and thus must not be
interpreted as imposed restrictions. 1.2 Traffic information and traffic
fee The term traffic information will be used for every relevant bit of
information related to traffic in the broadest sense, including also
information on the infrastructure involved, the relevant persons and/or
vehicles (for example) taking part or having taken part in traffic)) the
use of vehicles, and other relevant aspects, such as) for exam ple, traffic
congestion) weather conditions or other usage conditions2. We use the term
traffic fee [alternative translation; traffic levy] not only for traffic
taxes, such as) for example, road taxes and tolls, but also for all kinds
of other costs that one way or another are related to participation in
traffic) such as) for example, traffic fines) transport costs and insurance
premiums. For transport costs) think, for 1 Think, for example, of charging
for data transport or perhaps even on electronic charging of sales tax,
salary tax and/or income tax. 2 For example) in case of shipping traffic
tide tables could be relevant information. See also the next footnote.    8
S EP 2003 example, of the costs for the use of public transportation, and
for insurance premiums) think, for example, of the fees for car insurance,
where the amount, for example, could depend on the number of driven
kilometers and/or on the location where the kilometers were driven. (For
example, because the risk of damage per driven kilometer on a freeway is
lower than on a secondary road or in a city center.) Further, we interpret
traffic fees to include not only fees for active traffic participation,
such as, for example, in the case of road traffic pricing, but also for
passive `participation', such as, for example, in case of parking fees. In
summary, our term traffic fee has, just as our term traffic information, a
- very - broad interpretation. 1.3 Traffic Information system When
collecting and/or disseminating traffic information one speaks of, what we
will call, a traffic information system. A traffic information system can,
for example, be used for collecting information on the traffic intensity or
the utilization degree of - at least a part of - the road network, about
traffic congestion delays, about fuel consumption, about amounts of
environmental pollution caused and/or related to payable traffic fees. A
traffic information system might be used (exclusively or also) for the
dissemination of information on, for example, distances, speed limits,
traffic delays, outside temperatures, air pollution3 and/or reduced
visibility (e.g. fog banks). 



A traffic information system can be used for diverse goals, such as for:
The supporting of traffic management and control) in the broadest sense;
think, for example, of traffic control, traffic census, the tracking of
traffic flows and the measuring of their average speed, the determination
of the distance between successive vehicles, the detection of tailbacks and
the measuring of traffic delays, but also on determining and/or planning of
the need for expansion of the infrastructure, because management (in the
broadest sense) of the infrastructure also falls within this scope.  The
improvement of traffic safety; for example, through continuous and - more -
efficient speed checks, through immediate warnings for fog banks and/or
through cruise controls with automatic respect for local speed limits)
spread via transmitters.  The collecting of information on fuel consumption
of vehicles in practice; the results could for example be divided into
make, model, year, gearbox type, engine type, speed) acceleration, gear
engaged) engine speed, engine temperature, weather conditions, etc.
Determining as accurately as possible the environmental pollution caused by
the traffic or by a part of the traffic; for example as an aid in the
making of, or compliance with, agreements on reductions in environmental
pollution.  The calculation, and possibly also the charging, of traffic
fees; price calculations only, such as could be the case for travel by taxi
or for insurance premiums, or also the actual charging, such as could be
the case for public transportation or traffic pricing; an important aspect
in a11 this is the ability to introduce or improve proportionate pricing. '
Think of - timely - warning for extreme air pollution in, for example,
tunnels. Air pollution is an example of usage conditions.   - 8 S E P 2003
For improvement of law enforcement; for example, through automated
detection of all kinds of traffic offenses, through automated and reliable
identification, through association of traffic offenses with individual
persons for use in a penalty points system, through better automation and
greater reliability of the settling of traffic fines and/or through quick
and simple tracking to combat vehicle theft.  For support in managing, in a
broad sense, a vehicle fleet; for example, the vehicle fleet of a taxi, car
rental or transport company. 1.4 The TIP system The TIP systems is a
traffic information system that can be used for all of the aforementioned
goals, for each goal apart as well as for many or possibly even all goals
simultaneously6. Due to its broad applicability, the TIP system can be
rightly called a multifunctional traffic information system. Because in the
TIP system- all ox a part of - the applications might also be compiled into
one integrated, larger whole, one can also speak of an integrated
multifunctional traffic information system. 1.5 The authority Due to the
many and diverse tasks that a TIP system can perform, it is very well
thinkable that multiple authorities [alternative translations: official
bodies, corporations, organizations] are involved in the diverse
applications of a TIP system. In such a case, the TIP system will most
likely be managed or controlled by one or more of the authorities involved
or by a separate authority, not directly involved in one of the specific
applications. The man ager or controller is (or, the point managers or
controllers are) responsible for the TIP system and for the services to the
rest of the authorities involved. Here again, management or control should
be taken in a broad sense and thus encompasses, among other things,
maintenance, protection, adaptation, expansion, keeping operational, etc. 



To prevent our explanation from becoming unduly complicated, when referring
to one or more of the abovementioned authorities (including the manager or
controller), we will often use the term the authority (or: an authority)
below. The singular term authority can therefore be used to reference a
certain separate authority, which is responsible for or has interest in a
specific application) but also for a11 (or a part of) the involved
authorities together. Sometimes we also use the description `information
collecting and/or verifying authority'. 1.6 A number of desired properties
A traffic information system must preferably have at least the following
properties:  Being automated as much as possible; this is of importance,
for example, with respect to celerity and usage costs; fast collection and
dissemination of recent information is of importance, as is avoiding
staffing costs as much as possible.  Functioning without disturbing
traffic; ' This example might be placed - at least for a part - within the
broad notion of traffic control. ' We usually say `the system', although
actually it concerns a class of many systems with certain characteristics.
6 For clarity, we emphasize that one can also - wish to - collect
information about speeds and/or environmental pollution caused by traffic
without using this information for law enforcement and/or traffic fees.
.- 8 S E P 2003 this is relatively easy to achieve, for example through the
use of transmitters and receivers.  Being prepared for 'growth'; to protect
the investment, the system should be adaptable and extendible (i.e.
flexible), so that for example new applications can later be added
relatively easily. (See also Chapter 17.)  Providing for sufficient privacy
protection; this particularly concerns privacy protection with respect to
movement patterns, or hindering (i.e. not making practically feasible or
easier) illegitimate tracing of individual) uniquely identifiable persons
and/or vehicles'.  Guaranteeing sufficient reliability of the collected
information; this concerns, for example, sufficient fraud resistance, which
is particularly of importance if the collected in- formation is used to
calculate and/or charge traffic fees. In general, the first two mentioned
properties, at least for a large part, can be achieved in a rather obvious
manner, namely by using computers, transmitters and receivers. Realization
of the last two properties is much harder, certainly in combination. After
a11, exercising a certain amount of supervision is indispensable for, among
other things, reaching - at least a part of - the desired fraud resistance.
And for checking8 it is generally necessary to identify the checked object.
Thus, checking and identification generally go hand in hand. Unique
identification of persons and/or vehicles during the collecting and/or
checking of information, however) forms a privacy threat, because this
often enables or facilitates tracing of the persons and/or vehicles in
question. Through this coarse reasoning, we hope to have given sufficient
explanation as to why checking generally becomes more difficult if at the
same time privacy has to be protected (and vice versa). 1.7 Global
characterization of TIP systems Based on the above-mentioned elucidation,
we can state that traffic information systems will differ from each other
in particular with respect to the methods used to provide for adequate
checking and/or privacy protection'. It should be no surprise that the TIP
system distinguishes itself from other traffic information systems mainly
by these two aspects and the possibilities of combining them. For clarity,
we emphasize that the TIP system gives the option of combining all of the
mentioned properties. We are now ready for a first, concise
characterization of the TIP system. The class of traffic information
systems associated with the present invention, i.e. the TIP system, is
especially characterized by the way in which the following properties are
provided: 7 Privacy protection with respect to movement patterns' and
`hindering illegitimate tracing' mean the same to us. The addition of `with
respect to movement patterns' will often be left out and the addition
`illegitimate' will sometimes be left out. We also speak often of
`prevention' instead of `hindering' or `not making practically feasible.'
(See also the elucidation to Claim 1 elsewhere in this chapter.) What
exactly is meant will generally become apparent from the context. 



8 Checking [alternative translation: verification] and supervision are, or
at least are used by us as, synonyms. Thus) checking also comprises
supervising. 9 Here privacy protection of course refers to the prevention,
i.e. the hindering, of tracing.   - 8 S E P 2003  The property that certain
information on persons and/or vehicles, in particular also on Individual
persons and/or vehicles, can be collected and - as far as necessary - can
be checked on reliability by (or for) the authority;  The property that in
that event the authority does not have to rely on the fraud resistance of
components in vehicles other than agents possibly present in vehicles (see
below);  The property that in that event illegitimate tracing of
individual, uniquely identifiable persons or vehicles can be prevented. 1.8
Tracing It should be clear by now that the last-mentioned characteristic
means that the information collecting and/or verifying authority generally
does not need to obtain access, or reasonably cannot even obtain access, to
information (considered to be privacy-sensitive) about the movement pattern
of a certain vehicle or a certain person of which the identity) or whose
identity respectively, can be retrieved. More elucidation will be given in
Chapter 3. 1.9 Fraud resistance and checks In a strict sense, one can only
speak of fraud resistance if there are no possible means of fraud. In
practice) one usually speaks of fraud resistance as soon as there is
resistance to au known, practically achievable, profitable forms of fraud
that one wishes to be protected against. We use the term fraud-resistant
particularly in the latter sense. We will discuss this term and its uses
somewhat deeper in Chapter 4. There, we will also give a further
explanation to the meaning of the teams fraud-resistant and fraud
resistance when applied to an individual com ponent. Fraud by providing
incorrect information in or from a vehicle is hindered by checking the
received information. Checks can therefore provide for at least a part of
the fraud resistance. However, information can be incorrect not only due to
fraud (or fraud attempts)) but also in good faith due to, for example,
inaccuracy or malfunctioning of certain equipment. Thus, checks on the
reliability of information are useful for more than fraud deterrence
[alternative translation: fraud combating] alone. Since both terms are
closely related, they sometimes will be used in this text more or less as a
kind of synonym. x.10 Agent The term agent will be used for every hardware
and/or software component that:  now and then actively performs in a
vehicle one or more tasks for the authority, and must be fraud-resistant
(as seen from the viewpoint of the authority). At the risk of laboring the
obvious, we mention that the last point implies already that the correct
performance of the task mentioned in the first point is essential to the
protection of the interests of the authority and therefore to the correct
working of the traffic information system. In other words, an agent serves
the interests of (or represents) the involved authority in the vehicle and
is a component of which the proper, i.e. not manipulated) functioning can
and must be trusted by the authority, in particular also in an environment
as formed by a vehicle that - from the standpoint of fraud prevention - can
be considered to be an insecure environment. What an agent exactly is, or
can be, will undoubtedly become clearer when reading the complete text. For
tasks to be performed by an agent think, at least tentatively, of - partly
or fully - checking the reliability of certain   0 S E P 2D03 information
supplied by other components in the vehicle. In Chapter 18, the reader will
find an extensive enumeration of tasks that can be performed by an agent. 



1.11 Characterization of the methods for the hindering of tracing The
methods by which a TIP system can provide for privacy protection with
regards to movement patterns is characterized in particular by the use of
at least one of the following three elements:  Semi-identifications;
Semi-identifications can, as we will demonstrate later, be used for
privacy-friendly collecting of certain information, such as, for example,
for fully automated and precise, up-to-the-minute determination of the
current traffic delays. More in general) the use of non-unique
semi-identifications helps to reduce the use of privacy threatening, unique
identifications of vehicles and/or persons. Agents; Agents can, as we will
demonstrate later, be used for the collecting and checking of all kinds of
information in such a way that there is no or hardly any need for the use
of privacy threatening, unique identifications of vehicles and/or persons.
Hunters and/or intermediaries; Hunters and/or intermediaries can, as we
will demonstrate later, be used for collecting, somewhere outside of a
vehicle (i.e. in the outside world), information that has been transmitted
from the vehicle and that does con tain data uniquely identifying the
person and/or vehicle in question, in such a way that sufficient protection
against illegitimate tracing is provided for. 1.12 Characterization of the
method for performing checks The manner in which, in a TIP system, an
authority can verify the reliability of, and thus can hinder fraud with)
certain information supplied to it in or from a vehicle, including
particularly also various kinds of counter values, has two manifestations:
Only checking by the authority from a distance; the interests of the
authority then are sufficiently protected without any of the involved
individual components in the vehicle (transmitter, receiver, sensors,
meters, counters, connections, and the like) having to be fraudresistant.
A11 or some of the checks by the authority are performed with the help of
agents in the vehicles; the interests of the authority then are
sufficiently protected without any of the other involved individual
components in the vehicle (transmitter) receiver, sensors, meters,
counters, connections, and the like) having to be fraud-resistant. As we do
wish not to interfere with traffic unnecessarily, it seems plausible to
carry out - at least a part of - the necessary inspections from a distance,
that is, to perform from outside of the involved vehicle - s11 or a part of
the checking on the reliability of the information transmitted by that
vehicle. The use of certain identifications seems difficult to avoid, at
least during - remote - checks.   - 8 S E P 2003 It will appear that the
approach using agents offers more, or better, possibilities than the
approach using remoto checking exclusively'. Yet one can achieve
surprisingly much with exclusive remote checks. Later chapters will give
more details. l.13 Charging traffic fees with the aid of a traffic
information system As mentioned earlier, it is possible to use a tragic
information system - also or exclusively - for levying traffic fees, also
including at least tolls, traffic fines, road taxes, insurance premiums and
parking fees. Because this is a very important application, we will now
explore this possibility further. In this section, the emphasis of our
further elucidation lies on traffic pricing. Also, in the further treatment
and explanation in the coming chapters, this application will often be the
central theme. The fact that we focus our attention primarily on traffic
pricing has not only to do with its importance, but particularly also with
the fact that this application is well-suited to illustrate and explain a
considerable portion of the possibilities that the TIP system offers.
Traffic pricing may be used merely as a form of taxation, but for example
also as an environmental protection measure and/or as a measure to improve
the reachability [alternative translation: accessibility] of certain areas
at certain times. When using it as an environmental measure, one wants,
also in areas free from tailbacks, to prevent the unrestricted growth of
the amount of traffic or perhaps even to reduce the amount of traffic,
since traffic participation always goes hand in hand with energy
consumption and with a certain degree of environmental pollution. Although
from a qualitative perspective this last statement is absolutely correct,
one should not forget that, quan titatively seen, there can be large
differences in the degree of environmental pollution caused. Think, for
exam pie, of the differences between the various kinds of transport (for
example cars vs. busses, but more in general, for example, air transport
vs. maritime transport or train traffic vs. road traffic), between the
various kinds of propulsion engines (for example, electric engines vs.
combustion engines, but also the one type of gasoline engine vs. another
type) and between the various kinds of fuel used (for example) solar energy
vs. fossil fuels or Liquefied Petrol Gas vs. gasoline). 



When imposing traffic fees it may, for example for the sake of justice, be
a desired situation that all kilometers (or whatever distance units) are
taxed and that kilometers traveled under the same relevant conditions (say)
with exactly the same kind of vehicle, same speed, same kind of fuel)
etc.), are taxed equally. Just suppose that in a certain country traffic
pricing is introduced solely as an environmental measure. Then it would
seem reasonable, . for example, that kilometers traveled in an urban
environment in that country are taxed just as heavily as kilometers
traveled in a rural environment, at least if they are traveled under the
same relevant circumstances [alternative translation: conditions] (thus, in
this case; with the same environmental consequences). After a11, for the
environment in a certain region it generally makes little difference
whether the polluting exhaust gases are produced in a rural or in an urban
environment within that region. But it may also be desired to indeed make
the tariff, even in case of equal pollution, vary for each kilometer
traveled, for example depending on the traffic intensity or on time and
location. This kind of tariff settings can be 10 This last approach we
sometimes refer to - sloppily - as the approach without agents) even though
strictly speaking this certainly is not the same.   8 S E P 2003 used, for
example, to improve the reachability of certain areas at certain times,
e.g. by combating tailbacks during rush hours. In this text, we prefer to
refrain from a discussion about - the justice of - all kinds of reasons for
imposing) or wanting to impose, traffic fees. We do remark, however, that
it is beneficial for the general suitability of a traffic information
system for imposing all sorts of traffic fees, if the tariff settings can
be varied in such a way that all kinds of possible wishes, among which the
two mentioned above, can be met. Therefore, it must preferably be possible
to make the tariff' for a traveled distance unit dependent on (or it must
be possible to ascertain reliable values of) as many variables as possible,
such as, for example, the date and time when (more precisely formulated:
the exact period in which), the location where and/or the traffic
congestion when said distance unit was traveled, all or a part of the
complete classification [alternative translations: characterization,
typing], (i.e. the brand, model, year of make, gearbox type, engine type,
and the like) of the vehicle used, the kind of fuel, the fuel consumption,
the gear engaged, the amount of noise produced, the kind and amount of the
environmental pollution caused, the average speed, the engine speed, the
[vehicle] speed change or changes and/or the engine speed change or changes
with which said distance unit has been traveled with said vehicle. 1.14
Possible use of derived information Between certain variables there exists
a certain connection. For example, there exists for every vehicle of a
certain year of make, type and model that is equipped with a certain
gearbox type and engine type) a connection between the fuel consumption at
a certain moment and a few other quantities at that same moment, such as,
for example, the outside temperature, the speed, the engine speed and the
acceleration. Something similar is valid for the amount of noise produced
and for the amount of pollution caused. If such a connection is, also
quantitatively, sufficiently accurately known, it can be used for
sufficiently accurate determination of derived values, i.e. for
sufficiently accurate calculation or deduction of certain quantities from
other ones. Sufficiently accurately derived values can be used in two ways,
namely for checking) i.e. comparison with a value that- as reported - is
actually measured, or for leaving certain measurements undone. The
first-mentioned possibility is the case) for example) when the reliability
of reported fuel consumption is being checked. The secondmentioned
possibility is the case, for example) if one determines the kind and amount
of the air pollution caused at a certain moment by a certain motor vehicle
without at that moment actually measuring and analyzing by the vehicle
concerned the kind and amount of its exhaust-fumes11. 1.15 A
characterization of the TIP system when used for traffic pricing An
important characteristic of TIP systems intended, or also intended, for
traffic pricing is that a11 earlier mentioned wishes can be met.
Characteristic for the checking methods used for such TIP systems is that
particularly 11 Although we assume that the actual measurement and analysis
of the exhaust gases of each vehicle is too expensive) it can in principle
be done. However) the actual measurement from a motor vehicle in traffic of
the total amount of noise that is produced by this same vehicle (thus
including the noise from air rushing along the vehicle), seems impossible)
also because of the possible presence of much other traffic in the
vicinity. Rather accurate derivation of the total noise production of a
vehicle from other data therefore seems to be even mandatory.   - 8 S EP
2003 also fraud with regard to certain counter values can be combated, so
that the said traffic information systems can also collect reliable
information on counter values. This has as a consequence that the collected
information also can be used for a fraud-resistant implementation of
continuous pricing [alternative translation: imposing a continuous fee).
(1n Chapter 2 we will come back to this notion, which concerns a levy
whereby the total 'consumption' expressed in, for example, kilometers or,
for example, in a certain environmental pollution unit can be charged.)
Thus) the desire to be able to charge for all traveled kilometers
(hectometers, miles, or whichever distance units) can also met, among other
things. Briefly summarized, the TIP system thus encompasses, among other
things, a class of systems for computing and possibly also charging traffic
fees in which all traveled distances can be charged, the tariff per
traveled distance unit (for example, per kilometer) being variable in many
ways, in which also extra costs for the use of certain sections of roads
(toll roads, bridges, tunnels) and the like) can be charged, in which
sufficient privacy protection and fraud resistance can be offered and in
which (as we will show later) extensions, refinements or possible other
changes can be easily be introduced later on. The tariff for a traveled
distance unit can, in case of the TIP system, be made dependent on all
kinds of variables, such as, for example, the traffic intensity, the type
of the vehicle (i.e. brand, model) year of make, gearbox type, engine type,
and the like), the sort of fuel, the fuel consumption, the gear engaged,
the noise, the average speed, the engine speed, the [vehicle] speed changes
and/or the engine speed changes with which the distance unit has been
traveled, and/or the date and time when (more accurately formulated: the
precise period in which) this distance unit bas been traveled. A notable
aspect thus is that it is possible to charge for all kinds of environmental
pollution (such as) for example, noise and air pollution) caused by the use
of a certain vehicle, without actually having to analyze and measure by the
vehicle in question continually the kind and volume of that pollution. For
clarity, we here already emphasize that our system is not only suitable for
continuous pricing, but also for other kinds of levies, such as open and
closed tolling (see Chapter 2). 1.16 The need for the TIP system for
traffic pricing 



In certain countries, taxes are currently already levied in various ways on
traffic in a wide sense. Think, for example, of taxes on the purchase,
ownership and the use of vehicles. In case of these existing forms of
traffic fees, one can not, or insufficiently, take into account, for
example) the amount, the locations and the times of the use of a vehicle
and the amount of the resulting environmental pollution. For example, in
case of the levying of excise on fuel, which can be considered to belong to
the third abovementioned category of taxation, the amount of use really
does play a role. But yet also this form of traffic pricing is clearly
lacking. For, one cannot take into account, for example, the location
and/or the time of use, nor the fact that a certain amount of fuel can be
consumed in a more or in a less environmentally friendly way. Furthermore,
there is the practical problem that the excises on fuels usually cannot be
raised or lowered at will without creating serious problems. Think, for
example) of the consequences for gas station owners in borderlands and of
the possible loss of tax revenues due to legal and/or illegal import of
fuel from a neighboring country. In short, the ex   a s ~P zoo3 l~ isting
forms of traffic pricing can, as yet, insufficiently meet the wish for more
or better proportioning [alternative translation: `variabilization']12.
There is thus really a need for a practically usable, effective and
flexible system for the levying and/or proportioning of all kinds of
traffic fees, such as, for example, fees for the use of a vehicle (taking
into account the amount, the locations and/or the points of time of use
and/or the amount of pollution caused) and for the use of certain sections
of road (toll roads, toll bridges, toll tunnels, and the like), without
having to violate the privacy of users or payers. The TIP system is such a
system. Besides, the TIP system can also fulfil, among other things, the
desire to be able to determine in real-time traffic delays expressed in
minutes (or in some other time unit) in a cheap and privacy-friendly way.
1.17 Comparison with existing systems for traffic pricing For traffic
pricing, many systems have already been contrived. Often this concerns toll
systems whereby toll is charged only when passing certain toll points. Such
toll systems thus only support the kind of levy that we will call open
tolling (see Chapter 2). Open tolling forms a rather coarse and narrowly
usable means that in many cases will be lacking. It can be used for
improving the reachability, but is not suitable for use as an environmental
protection measure". Furthermore, it is a disadvantage that use of open
tolling often leads to all kinds of unfair situations. Suppose, for
example, that around a certain area a completely closed cordon of toll
points is introduced as a measure to improve the reachability, i.e. in
order to levy toll during rush hours (and thereby to discourage the access
to that area with a motor vehicle) with the intention to relieve the road
network within that area to a certain extent. In the situation sketched,
some may continually criss-cross this area during the rush hours and thus
continually burden the road network in question after having paid toll only
once (during rush hours to gain access to the area) or not even once (if
they are already within the area before the rush hours begin). However,
others do have to pay toll (or must pay the same amount of toll) for making
only one short trip during rush hours. Or they may even have to pay toll
several times for several short trips. We know of no system that, just as
the TIP system, is fraud-resistant and also can apply per person and/or per
vehicle many forms of continuous pricing, such as) for example, in relation
to the - total - fuel consumption, the - total - noise production and/or
the - totally - caused environmental pollution. At the least we know of no
single existing system whereby the noise and/or the emission or) mare
general, the environmental pollution caused by individual vehicles is
computed rather accurately, let alone a system whereby such calculations
play a role in charging traffic fees. Also we do not know of any system
that can verify whether the fuel consumption reported in or from a vehicle
is correct, i.e. reliable. In short, as far as we know the TIP system is
unique with respect to the 12 If, for example, the type of a vehicle is
used as a variable, one can relate the tariffs to the environmentally
friendliness (or unfriendliness) of vehicles of that type. And so one can,
via the tariffs, stimulate the purchasing of the most environmentally
friendly vehicles in a much better addressed way. 13 We will not elaborate
here on the arguments that this assertion is based on. We only note that
open tolling can in principle even have a negative effect on the
environment, because traffic will try to avoid toll points as much as
possible.   - 8 S E P 2003 11 number of aspects about which reliable
information can be collected, (Think, for example) also of traffic inten
sity.) As a consequence, the TIP system is also unique with respect to the
extant to which various forms of contlttuous pricing can be applied, There
do exist a small number of systems that, just as the TIP system, can be
used for the application of the one specific form of continuous pricing
whereby all traveled kilometers are charged. However, to the bast of our
knowledge it is true for all these systems at least that they either offer
insufficient protection against tracing; or that they use.a - relatively
expensive - Global Positioning System (GPS), or that they era either
insufficiently or less fraud-resistant) or that they have to make = more -
extensive use of physical protection measures in order to reach a
sufficient level of fraud resistance. 1.18 Some unique aspects of the TIP
system A unique aspect of the TIP system is, therefore, that all kinds of
continuous pricing can be realized and that ef- fective measures can be
taken against fraud and against tracing of individual, uniquely
identifiable persons and/or vehicles without the necessity of physically
protecting the involved components in vehicles, other than possibly present
agents, against fraud and without having to use GPS.14 



Besides, the TIP system has much more to offer. For example, the
possibility to collect fully automatically and in a vary privacy friendly
manner the most recent information on traffic delays, which expressed in
minutes are much more informative than information on tailbacks expressed
as lengths in kilometers. Further we mention hare the possibility of
identifying vehicles in a privacy safe and/or fraud-resistant manner and to
acquire better insight fn the actual traffic flows, the possibility of
systematically collecting reliable data from practice, for ax ample, about
the fuel consumption realized in practice par vehicle typo, and the
possibility of effectively combating theft of vehicles. 14 More concisely
formulated, the TIP system is unique because it is, as far as we know, the
only system that is ` not positioning-based (i.e. is not based on
determining positions by means of a GPS and/or an eletronic roadmap) and at
the same time indeed is suited for the fraud-resistantly imposing of
continuous fees {such as) for exemple, a kilometer fee, i.e,
distance-related road pricing),   8 s E P 2003 . 12. 1.19 Description and
elucidation of the invention and comparison with related art This section
comprises three subsectlons, In the first subsection we give some
preliminary statements with corresponding elucidations in order to describe
and explain many aspects of the invention concisely, In the second
subsection we present the formulation of our primary claim. In the third
subsection we compare this primary claim with, related art, 1.19.1
Preliminary description and elucidation of the Invention In this subsection
we give some preliminary statements with corresponding elucidations in
order to concisely describe and explain many aspects of the invention. The
preliminary statements are formulated as if they are claims. However, all
actual claims are formulated in Chapter 19 and our primary claim is
presented in subsection 1.19.2 as well. Preliminary statement 1; The
invention relates to a method for the collection of traffic information by
an authority a) in which use is made of means for supplying information
that err present in at least a part of the vehicles, b) in which traffic
information is derived directly or indirectly from the information, or the
reception of the information, supplied from vehicles, c) in which
illegitimate trading of individual parsons and/or vehicles is prevented, d)
in which the reliability of the information supplied in or from vehicles is
verified in so far as is necessary, e) in which the authority does not have
to trust the fraud resistance of individual components in vehicles other
than possibly a small number of agents per vehicle; and f) In which use of
a GPS (Global Positioning System) is not necessary, Elucidation: Somewhat
shorter (and less precisely, formulated, Preliminary Statement 1 describes-
a method for - a fraudresistant traffic information system that prevents
illegitimate tracing and that does not require the use of a GPS. The notion
traffic information must be interpreted in the broadest sense has already
been illustrated earIier in this introductory chapter. By traffic
information we mean both collective and individual information, By
collective information we mean information on collections of several
persons or vehicles.Think, for example, of information on traffic flows
and/or an average fuel consumption and the like, Individual informa-tion
concerns informatlon on individual persons and/or vehicles. Individual
information oncompasses, among other things, vehicle information, personal
information, usage information and circumstantial information, The term
vehicle information is described in Chapter 18 and personal information is
self-evident, Usage information covers both information on the use of the
vehicle (kilometers covered, pollution caused, point in time, etc,; see
earlier In this introductory chapter for many more examples) and
information on the driver and/or reset and/or payer, Circumstantial
information covers information on various circumstances during the use,
such as, for exemple, traffic intensity, weather conditions and air
pollution. Traffic informatlon also encompasses information on the
infrastructure, This kind of 



- 8 S E P 2G03 -13traffic information is often one disseminated by the
traffic information system, but may also be partly collected via the
traffic information system. ' The term authority is used here and in
following preliminary statements as described earlier in this introductory
chapter. Thus, it is passable that the term represents several authorities.
The term authority must be understood in such a way that it encompasses at
least all possible means of conveyance, Note that if one wants to use the
TIP system ,for charging. public transportation fares, then in certain
cases each passanger must be considered,ie act, as a virtual vehicle for
the means for supplying in formation. After all, the supply of the
information then might occur before and/or after the entering of the
actual, real vehicle of the public transportation system,for example, when
entering and/or exiting the platform.) Although a passenger will then just
as well take along with him/her into the actual vehicle the information
supplying means in question, the communication with the authoity then will
not take place from an actual vehicle of the public transporter, but from a
passenger (i.e. from a virtual vehicle) outside the actual vehicle. We have
chosen to cover such possibilities by opting for a broad interpretation of
the notion of `vehicle', as explicitly clarified In this elucidation. This
choice has been made because it is not easy to include such possibilities
explicitly in the formulations without making those again more complicated,
less clear and less understandable. As a further illustration we sketch our
best attempt. In the formulations (certainly in Preitmtaary .Statemenr 1,
but also in a number of other preliminary statement), the broader notion of
traffic participant(s) should then be used everywhere instead of
vehicle(s). This notion must then include, at least, both persons and
vehicles, As a consequence, point c of Preliminary Statement 1 then will
contain the phrase `persons and/or traffic participants'. Note that only
having `tragic participants' in point c would be incorrect, as then the
essence would be missed as soon as the traffic participants do not stand
for persons, but for vehicles for example, as is the case, for example, in
road traffic. Yet, the earlier mentioned) indeed correct formulation of
point a does have a strange trait, After all, the traffic participants can,
like is the above-described example in the context of public
transportation, sometimes stand for persons.Therefore, the formulation of
point c then actually wiIl include the phrase 'persons and/or persons',
which in itself is correct but yet somewhat strange. In any case, with the
above example we !tope to have elucidated sufficiently the far reaching
scope of the formulation of Preliminary Statament 1, By 'means ,..., that
are present in at least a part of the vehicles' we understand. among other
things, means that are present only during the use of the involved vehicle
(e.g, because a person who uses the vehicle has those means on him), as
well, of course, as means that have been installed in or at the vehicle
involved, By 'means for supplying infomation' we understand not only the
means (such as, for example a transmltter) that are directly involved in
the supply, but also means that are indirectly involved in the supply, such
as particularly means necessary for the collecting and/or registerlng of
all information necessary to obtain the information to be supplied. For
example, these means can also include a receiver, For, assume that an agent
(see below) is used for the supply to an authority of reliable information
on, say, the kilometer counter value [alternative translation; odometer
reading (see Section 7.2)], and that the agent now and then verifies the
precision of the kept kilometer counter values by means of reliable
information supplied from the out   - 8 S EP 200;i -14side world via a
transmitter, say, reliable information on the involved vehcle's speed at a
certain moment, (See Section 16.7.) Then the required receiver in that
vehicle belongs to the means to question. At Ieast all means being
mentioned in the enumeration given In Chapter 5 of possibly required
elements and/or pieces of equipment) can belong to the means for supplying
present in a vehicle, The information to be supplied encompasses at least
all information from which traffic information in the broadest sense (see
above) can be derived directly or indirectly. Of course) the information
supplied from an individual vehicle in our context generally will relate to
said one vehcle and/or said one vehicle's near en vironment, and often will
itself already be a form of individual traffic information. Think, for
example, of information on that vehicle, about the use of that vehicle
and/or about the circumstances when using that vehicle, in any case, in
principle It may concerns all information that can be collected is an
individual vehicle (and thus can be supplied from that vehicle). The
traffic information can be derived from the contents of the messages sent
from vehicles.or from the reception. With the formulation '... from the
infomation, or the reception of the information;' we wish to emphasise
this. The directly or indirectly derivable information thus also covers,
for example, information that can be derived from one or more of the
following observations: 1 ) that a message, or a certain message, has been
received at all, 2) that a message, or a certain message, has been received
at a certain location, 3) that a message, or a certain message,. has been
sent from a certain location, and/or 4) that a message, or a certain
message, has been received at a certain point in time. The notion of
illegitimate tracing has already boon mentioned in this introductory
chapter and is treated extenslvely in Chapter 3. Thus here it concerns
privacy protection in relation to movement patterns. Note that the
restrictive qualification 'illegitimate' implies that prevention of
legitimate tracing of persons and/or vehicles is not required15. We
consider the tracing - in a limited degree - of persons and/or vehicles of
which the identity, or whose identity respectively, cannot be tracked down,
to be legitimate. So, in case of a traffic information system using the
method described in this preliminary statement tracing really can be
permitted, as long as the identities involved cannot be tracked down.
tracing by circumvention of the traffic information system cannot be
prevented, of course Thus, the word `prevent' here must be interpreted
particularly as `not make it practically feasible' or as `impede to a high
degree', The formulation information supplied in or from vehicles' has been
chosen because verifications on the reIiability can be performed not only
from a distance, i.e. outside the vehicles, but possibly also - fully or
partly - in the vehicle by an agent. More will be said below about the
notion of an agent.) If so, the information supplied to an agent in the
vehicle is - fully or partly - verified and the agent then takes care of
the supply of - more - reliable information from the vehicle to the
authority (or the rest of the authority) in the outside world. 15 An
alternative formulation for clause c is `... ... can be prevented.'
However, because an operational system in general will meet, or have to
meet, the legal requirements, It may be assumed that unprevented - kinds of
tracing arc Iegitimate. Therefore, both formulations boil down to the same
thing.   - 8 S E P 2003 



-15As has bran explained already in this introductory chapter) the imcntlon
is characterized by, among other things, the way In whleh 'rAt rahablltry
ojthe Injormarton supptled in or item vehitlcs is vtr[Jl ed in so fat as is
necesaaty'. Ae a tttriher elucidation of what bas already been mantianed in
the previous paragraph) wo present hart once more and e~xplitldy the
characteristic ways by which verulcations can bo pertbrmed. ~ithor i)
ittfutmation is uansmitted from a vehieie - almost - continuously and the
transmiried information is then spot-oltacked on correctness by the
authority outside the vehicle on the basis of Indap~andent
obscrvations/measurements (see also PralJmlnary S'rarRmenr 8). Or z)
in~'orntation is .- almost - continuously sup. plltd En the vohiele to - at
least - one agent that now and then (ln a random sampling why) comes lore
corntact with a pan of the authority in the outside world via a transmitter
and/or receiver, and than, based oa indeponde~ai observarlonshneasunmenci)
veti&adons occur, either a) in the vehfela by the agent, which is informed
by the lvolvod part of the authority i>s 1ha outside world cogarding the
independently ascertained Values, or b) outside the vehicle by a part of
the authority that compares the indoperadeady determined vatuee with the
valute reported Rrom the vehldp by the involved agent via a tractsmttter)
whica~are based on the infortnadort supplied to hint In the vehicle.
(>lybdd potms are also possible; see) among otht'~s, PrelJmJnary Sraumenrr
8 through I i and the etucidadon to these prelJrntnary srataments.) With
respect to the checking of the reliability of tnfortnation, we have added
the resuiction `trr so jar ar is necessary') raaiNy because it is not
necessary to verify alt information in order to attain -~ su~cienr -fraud
resistaxtce. Herewith we do not only aim at tht fact that checks arc
usually performed on random samples) but in particular also at the leer
chat correctness of all information does not have to be vital. As
illustration and clar'rfrcatioa of this fast remark, we point out the
possibility (mentioned in Chaprer 8) of leNng only ldenti6cations or
semi-identifications be trarumitted from - ac least a part at - the
vehicles In order to be able to derive information on trai$c delays. br
thle example) it is in general not ne.~sary to check the cor~ roctness of
the transmitted identl~cadon or semi-identliication of each vehicle. After
ail) the desired infaroration usually can be obtained even it flu
percentage of incorrect identif cadotts or semi-iden 'Ut'reatloas supplied
is substantial. i?ur<lterrnore, most traffic patttdpants then generally
wilt have no Interest in supplying incorrect it>fotmadon l:or a tiuther
eluoidadoA to the fraud restsrance of trtdtvtdual components wa refs to
Chapter 4. Means tat the vehlalc, such as) for example, trnnsmitters,
reeaivers) sensors, meters, counters and conneetfons, thus do not have to
be physicals protected against fraud (so far as the authority is
Concerned), i.4, do not have to be ffaudrosistant individually. p'or the
notion of agent we pdtnarily rofer to the description given earlier in this
Introductory chapter. Note chat a component being fraud-resistant as seen
from the viewpoint of the authority is caaled an agent oNy .if that
component now and then aofrvely pefforms a task In a vehicle on behalf of
the authodcy. So) a passive component, such as, for example) a magnetic
auip or a stamped chassks number, cannot fall under tkus notion. Bvcn not
lf, for example, the chassis number has been applied to the chassis ar
boA,vwork in such a way lhai it realty is considered by the authority to be
suli`iciently ftaudrmsistant. For a further clarillcation of the notion of
agent we refer to elsewhere In this introductory chapter and to Chapters 16
through 18.   -- 8 S E P 2003 -16 With 'v .Mrall number' we knowingly are
somewhat vague) for one might use unnecessarily many agems. The moat
prolttlltent ttumb8~'s oovercd hero are o) 1 and 2. These three possible
numbers aro c.~tplioitly a~tpressed in Prellntlnary Statements 8, 9 and 10
respectively. The word 'possibly' is intended to eacpress extra clearly
that also the absence of agents (l.e, zero agents) lips within the scope oP
the description. The words 'rat necessary' are used to express that the use
of a CiPS is not necessary, but also is not excluded at all. A 0~6 can, for
example. be used to detttmine on behalx' of the user in which tarp zo~no
the vehicle is located (In other words. to enablti detetmlnation of tire
locally valid tati~. Also) a sugiciently ac curate OPS might be used to
keep (without using a sensor on the ddvo shag) a kilometer counter andlotr
sp~edometar. An important point is that is case of the T11' system no
lntortnadon on successive positions of the vehicle needs to be given to the
authority (including also an agent), let alone fcequcndy. With existing
tt~c pricing systems baste on the use oP a OPS and/or an electronic road
trap, Lc, with existiu8 posidonlng-based systems, the authotiry (or
actually, an agent of the authority) nal>Y trust frequ~t~y get infomtatton
oa suecesslve positions so that) as a oonsequenoe, the potential to trace
is troadtly available by deRttttton. As possible abuse of position data for
lllegitiroace tracing can also occur surreptitiously (tbr example, by means
of so-caii~d covert channels)) there is always the question of a serious
privacy threat (or a serious threat to privacy protection) in such
systetrts. In a prefemd embvdimeut of a method according to the invention.
reliable infotruadon can be collated about one or more aspects, among which
should at least be understood individual infotutation on, among others) the
distance cm~ered, the location, the date, the point in time) the brand, the
model) the year of manufacture, the gearbox type, the engine type, the gear
engaged) the engine speed, the speed, the speed change, the k(nd of fuel
used, the fuel oansumption) the noise production andlor the environmental
pollution caused, and collective lnfortnation on, among other things, the
tral~e intensity, tailbacks, the lfret eotts'ttmpdon) the noise production
andlor the etriirottmantal pollution caused. f fttis is Prehmtnory
Statement 2.) ~lucldation: With this preltmlnary sacrament we try to
indicate the broad scope of the T~" syaem with respect to the kinds of
InfotmAdon that can be collected anal, as far as necessary, be verified on
reliabilif`v) Note, however, that this always concerns information that aan
be collected In prlnctpte. So, It is not true that every'f>f' system
achtall_y has to, or has to be obit to, collect and voti$~ all mentioned
kinds of information. ?he notions of individual and of collective
information used here have bean introduced in the elucidation to
Prettmfnary Statement 1. The more precise mtaNng t~ the concisely
formulated enumeration has already been made clear) or more clear) earlier
in this lttlt'oQttCWry chapter by means of a moro extensively formulated
enu mention with sumo corresponding aluoldation. To be quiu on the sofa
aide,'we mention hero once more expllcitly that the enllmeraUon Is not
exhauldve, Noto that the collective information can bo divided (ahornative
translations; split up;, itemlzedJ, if required) according to one or
several of the aspects, whether mentioned or not, In a further preferred
embodiment of a tnelhod according to the invention, the tracking of tra.dio
flows and the detetmlnatlon of traffic delays can be performed
automatically and in a privacy-identity way, (This ie Prolimt noryStaremcnr
3,)   - 8 S E P 2003 Elucidation: -17 Wllh the tracking of tratflc Oowa we
par~cularly moan also tho gainin& of an insight into how tra~io Bows split
up and join. It i3 thus necessary to bo able to track individual vehicles
in the trel~io florv, Both tasks mentioned can be performed with the aid of
semiidentlticadons transmitted froth vehicles. (See also the next
prriiminary sraremsnr,) Note that the aspect of privacy-t~iondlinast in
fact Ig already included in 1'rellminarv Sratsn~snr 1 as well. la a further
prefarrod embodiment of a method according to the invention, use is made of
one or more setniidentixicatiocu. (This is Prellmirtary Srarsmenr 4.) . 



~htcldsition: The term semltdenri~)cadon here stands both for a
semi-idcntt8cadon process aad for a somi-identifyin6 datum (or a
semi-identifying combination of data). These notions are; treated in
Chapter 1S. Semiidondtications can be usod, for example, for performing
tr~eetoty speed checks in s privacy-friendly way, for inspdctions of the
prectslon of oowtters, and for eettaia tasks belonging to the denotation
~tra~c tnan agemenf, such as) fbr example) performing tr~ic census)
rracidng irate flows, determinutg the average apoed of tra6ffc flows)
datertulning speed differences between individual vehicles in a ua~c flow,
detettnin ing the distances between vehicles, detecting incipient
tailbacks) detecting tailbacks andlor deteratining traf iic delays due to
tailbacla. Indirectly, this is) for example, also useful for tra6e control
and for detetminittg and/or phuuaing the need for expansion of the
Infrasuvuu~re. In a further preferred embodistaent of a method according to
the invention) illegitimate tracing Is prevented by ruing at least one
orga.nizadon that is independent of the authority. ftltis is Preliminary
Statement 5,) ~lucldatton: This prehmlnary statement not only eneompassts
tho use of a hunter and/or intermediary) but also) for acample, the use of
an organi~auon that provides for the possibility of protec4ttg privac~~ by
means of a certain indirect identification. The indirect identiflcatlon
then concerns as Identi$cadon that has been supplied semi-anonynnausly,
(See Chaptor 13. Tht word Idantlfieation here stands for an identit~ring
combination of data) such as) for example) art identi>3cadon numlxr,) To be
quite on the safe side) the use of a hunter and/or an intermediary is also
covered by rivo separate, speclfto prsltnrlnary staremenrs) na~mcly
Prellmtnary .S~orentsnts 6 and 7. In a hsrtlter preferred embodiment of a
method according to the invention, one or more hunters are used for at
least a part of thv corttmunlcadon between vehicles and the authority.
(This is Prslimlnary Sralamsnl 6.) l~luddations xhe notion of hunter is
described in Chaptez 13 (and particularly at tho end of that chapter). A
hunter is an organlralion that controls al (east a part of the
ttanstnittittg Mdlor receiving devices in the outside world (i,e. outsid
thn veh,fclos)~tn a1d of the contmtutlcation between vehicles and ~ the
rest of-tho U'a>~tc infororation system, and oontribates to keeping the
position of a person or vehiaie as secret as possible, in particular at the
moment of zcctptlon of a massage from Utat vehicle, Primarily we hero
allude to a 'pure' humor (ace Chapter l3)) but secondarily also to a hunter
that does perform al least a pant of the tasks of an intermodlaty as well.
- 8 S E P 2003 -,$ . (n a Nrtht;r proferred embodiment of a method
according to tho fnventlon) one or morn lntetmediaties, acting as
go-between during oommunioalion, are used lbr at least a pan of the
communlcaidon between vcltfcloa and the authority, (1'hi$ Is Prehmlnaty
~ratemenr 9.) Elucidation: the notion of intertnediary i9 described in
Chapter l3 (and particularly at the and of that chapter). An intermediary
is sin organization that is indept;ndont of the authority and that for the
bonofit of privacy pratec ' Lion eels as a go-batwe4n during the
comrnunlcation thorn vohlclcs wit4 tho authority. In a futtlter prefhrrr~i
embodiment of a mothod according to the invention) in at least a pan of the
vehicles) even during usage, no agent is required. (Tttls is Prrhmlrrary
,~raremani 8.) ~iucldatlonr For the vehicles without agent, the possibly
requital verifieadons must than be performed from a distance) i.e, oucslde
the vehicles concerned. This preilrntnary statement thus covers the case
that fog- at least a pan ot- the vehicles the approach acing axclusivo
remote checks is being used. In a further preternod embodimtnt of a tnathod
aecordina to tho inventiot>,, in at least a pan oC the vehicles, dtrrlng
usage, one agent is rtquired. (This is pralrmtnarv S'taremerrt 9.)
Elucidadon; See Chapter 16 and particularly Sections 16.12 and 16.14. Note
that here) for example) ii has not txcn laid down that the agent should
perform verifrrations, Lf the agent does perfoxrtt veri8cadons, then trill
the agent does not necessexiJy have to perform all verifications. (Six also
the elucidation to Prehmlnary Statement 11.) Itt a further preferred
embodiment of a method according to the invenuion) In at least a part of
the vehicles, during wags) two agent arc roquired..(~s is
PrsllmtnaryStatamant 10.) Elacidatfon: Se6 the elucidation to Preliminary
Statement 9. In a further preferred embodiment of a method according to the
invention, all or a part of the vecificadons of the reliablllty of the
information supplied from a certain vehicle arc performed frilly or partly
outside that vehicle, i.e. from a distanco. t;Zltis is Jrrlimlnary
Sraremrnt 11,) 



Ibluctdatlonr This prrllmlnary rtaremerrt is particularly intended to cover
exphcirly all possibilldes whereby vari>icadons occur chat are performed
tltlly or partly ttom a distance. Implicitly) at least a number of theso
posslbillties were covered already) p'or the sake of clarity we here
explicitly list foux of the total number of possible tttuations: 1) the
possibility that all verltications in relation to a certain vehicle arc
performed fully froth a distance (th(s possibility actue,lly was aheady
covered indlrocily, or implicitly, by prellrnlnary Storemrnl 8), 2) l)te
possibility that all vetiPicatlons era porformed fully by one Or moro
agents (this possibility was ooverrc~ already by the Prrllmlndry Starrmentr
l, 9 and 10, but note that rite Prallmlnary Stattmrntt 9 and 10 also cover
eases in which, for a certain vorlfication, agents lake care of only a pan
of that vatiC~aation), 3) the posslbillp~ that in rolatlon to one certain
vehicle a certain votiftaation is penformcd,/lrllv from a dlsisttee and
also a certain veriflcadon is perfomtcd fully by one or more agents) and 4)
the possibility that a curtain veri   8 S E P 2003 _lg_ tlcatlon is
performed parrlv froth a distance and porrly by an agent, por an examplo of
the tasc mentioned possibility son Chapter is) and in panitufar Section
16.i and a number of sections follovtring that soetion. This preliminary
statement Is intended to txplicldp cover possibility l and in particular
also the possibilities 3 and 4. la a fv~rrher preferred embodiment of a
method according to the invention, infbrmation is collected on tho fuel
con5umpdon of ithdtvidual vehicles. (This is Preliminary SYaremenr 1 ~.)
~lucidltlon: Information on fbel consumption includes bout information on
the spctd of Ibel supply (i.e, on the value indidted by a fltel catuwmptlon
meter) and about the reading of a dtel meter (Le, of a t>lel cottawnption
counter). Tba information In quastfpn tart be collected, for example, i~t
order to be able to derive data about the fuel oottsttmptiori as acwally
realized by vehiclca, analysed or not into e.g. brand, model, Your of make)
gearbox type, engine type, speed, spend change, gear engaged) engine spend,
orig'tna temperature, air humidity) outside tetnperaturt, and the like. Or
it can be collected, tbr exampl0. to be used) or also used, for tral,~c
pricing (sea Preliminary Statement 18). Note that the collected information
can) if desired, be veri5ed on reliability. In a tttrther prefenrul
embodiment of a tncthod according fo the invention, information is
collected on environnnentaJ pollution eausCd by individual vehicles. (This
is Preliminary Statement 13.) . Elucldatlop: This kind of infortuadaori can
be collected) for example, ro obtain a better vices of the coral
environmental poliutiori caused by motorized vehicles or, for exampl0. to
use tbls information - also - foe trac pricing (sot; Prelrmlnary Statement
1t3). Note that the collooted Information can) if desired) be verified on
reliability. In a further preferred etobodiment of a method according to
the invention, infortnadon is collected on noise caused by individual
vehicles. (This is Preliminary Statement 14.) l~lucldation: This kind of
information can 6a collected, for example, to get a better view of the
noise nuisance) or the ttaffle-noise, on certatu road aections or) for
example, to use title lnforntedon - alao - for tra8lc pricing (soe
Prellntlnary Statement 18). See, for example, Sections 15.B and 18,4, Note
that the collected infotma~ton can, if desired, be vetilled on reliability.
In a Nnher preferred ombodiment of a method according to the invention,
infot~ttatian is colleotcd on the gear engaged in individual vehicles.
('This is f'rahmlnary Sranmenr 1 S.) )Elucidation: Note that the collected
1N'orntation cart) if desired) be voriflC4 on reliability. 5oe also
Preliminary Sratema>>l 28. This kind of information can be collsoled) for
e,~cample) to use this Itttbrmation - also - for uatf'tc prlclng (sae
Prellmlnory Statement 18), 1><! a >;utitter preferred embodiment oC a
method according to the invention, information is collected on the engine
spend of individual vehicles. (This is praltmrnary Statement ltS.)
~lucidsttiod:   a s E P 2000 -20 Note that the collected in(brmatlon can)
tf desired, be veri0t:d on reliability. 5eo also Prelimlnarv .Statement 28.
This kind of lttforntatton can be collected, for example, to use this
Information ~ also - tbr ttat~ic pricing (sec Preliminary Statement 1g). 



In a ~rther preferred embodiment of s method according to the invention,
information Is collected on certain counters associated with Individual
vohJcles or persons. ('Ale is Preliminary Statement l7,) Elucid~ttlou: The
counters can ba of a11 kinds. Think, fbr example, of kilometer counters,
revolution counters. and the like) but also of counters regarding blot
consumption, oois~e production) environmenutl poiluttony usage xighu,
levying points, and the like. This kind of lnfortnativn curt be cohected,
fox exampl0. to get a boner view of the total) volume of the tra8ic with
certain kinds of tnotodxed vehicles or, for example, to use this
information - also - for traffic pricing (see Preliminary Statement 18). In
a iltrther preferred embodiment of a method according to the irtvcntion,
the collected inforata~ion is used, or is also used, for imposing a tra~"tc
fee. f l7tis is preliminary Statement 18,) Elucldatton: The wide sense of
the notion tra~'ia jee has already bean described earlier in this
introductory chapter. Note that alt three kinds of pricing mentioned la
Chaptu 2) namely open and closed tolling and continuous pricing, era
included hare. Fo~c a number of examples of tariff' functions the refer to
Chapter 7, See Preltmlnary Statement 2 arid the eaxlier text in this
introductory chapttr for e.~arnples of - vcriiiablo - quantities that can
be used as parameter(s~,of a tariff function. See also Preliminvry
31!atements 19 and 20. Note: By tar~functlon we moan the same as price
function (sea, for example, Chapter'7). in a ftrrt?ier preferred
embodltuent of a method according to the invention) the tang employed cart
tx rotated to one or more of the following aspects; the dlstaau;e covered,
the location, the date, the lioint iut time) the trai~c intensity, the
brand) model) year of rnariufacture, gearbox type, engine type, the gear
eAgaged, the engine speed, the speed, the spud changes, the kind of fttel,
the fool consumption) the noise producdo~n and the tnviurontnental
pollution caused, ffhts is PrellmlaarySratemant l9,) ~lucidstion: On the
basis of Prsllmlncry Statsmenrs 2 and 18, this preliminary stattmtnt is
rather obvious. To be quite on the safe aide, we have edosen to formulate
this preltmtnary statement oxplicitky also. See, for example, rite text
earlier in this lntroductaty chapter For a sotttewhat more extensively
tbrmulated enumeration with a part of - the corrospondirtg elucidation. To
be quite on the safe side, we here emphasize once more oxplic iffy that the
enumeration is not exhaustive. (See possibly also the eittcidatlon to
Prellmlnary Statement 2.) The above is vaitd for open and closed toiling as
wolf as for continuous pricing. In a funhor protbrred embodiment of s
methtxl according to the inventlan, the collottcd (nformatlon is used, or
is also used, for imposing a,oondnuous fee. flirts is Preliminary Statement
20.) ~iucidatioar ` . A conrJnuous jia is a speoiFc form of a traffic fee.
"fhe notion of continuous lea ralternative translation: continuous pricing)
is treated in~Chapter 2. The continuous pricing can be baxd) for example,
on a ktlomcter counter, a Kiel consumption counter, a noise production
courier, an environmental pollution or pollution   - 8 S E P 2003 . 21 .
equlvahnts counter andlor any other tra~Ic fee counter, In this rosy one
thus can charge) for example) tbr all dlstattcas traveled, all Nel
consumption, ail noise caused, all catvtroament8l pollution caused, and cho
like. Por a number of examples of tariff Rutctions (t,e. price Ihnctions),
wa reler to Chapter'l. In a Nrther preferred embodiment of a method
according to the invention, at least a part o! the communication from a
certain vehicle with an authority that collects, verifies and/or
disseminates traffte information, takes place via. a Irxnsmhting means
present In an4/or attached to that vehicle and a receiving mtatts outside
that vehicle, ('this is PrtJlmlnary Statement 21.) Elucidatloni This
prelimJnary sfarem`rtt dcscritxs that all or pari of the commttNcation
between vehicle and an authority in the outside world can take place via
traztsmlRers and reoetvets) The passage `at Icasi a pats' leis a double
function, as it emphasizes: l ) that here the ootnmuntcation is one
direction, viz from vehicle to the outside world, is concerned) and Z) that
not ail communication has to take place via the means for transmitting and
receiving. In a fitrtlter pre~rrtd embodiment of a method aceordlag to the
inve~ntl0n, at least a pari of the communication tom a certain vehtclc with
an authority that collects, verl~es andlor disseminates tn~c information)
takes place via a transmtttlng means outside that vehicle and a receiving
means present in andlor attached to that vehicle. (this is PrtltmTnary
Statement 2Z.) Elucidation: For this prellmtnary sta~ement the same is
valid as for the previous one, on the understanding that now the
communication from the outside world to the vehicle is concerned. In a
Rtrther pnetbrred embodiment of a method according to ate tnventlon, at
lean a part of the means outside the vehicles for transmitting and/or
receiving era mobile. (This is PrelJmlnary Srarcrncrt 23.) 



Eluddation: ThJe prclJnrtrtary statcrxenr speaks for lisel>; on the
undersraoding that the meaning of mobile should be taken in a dual sense,
namely both in the meaning of movable and in thn meaning of being in modoo,
(say, moving). Thos, this prettnJnary srattment covets) for exsrnple,
`reading out' vohtcles from a moving parrot car. Parforutina verifications
Prom a moving patrol car avill be covered explicitly by Preltmlnory
Stattmenr 30. In a l6rther pretbnrod embodiment of a method according to
the inventlo0. dissemlnatlon o! traffic information by an authority is
involved or also involved. fThis is Preliminary Sraltmcnt 24,) Eluctdatton:
This preliminary stafemtnr describes that the tra6`to information system
concerned in this prellrntnary statement is suited, or also suited. for the
dl8somination of tta~ic lnfotmadon. Note lhtlt U~c information also covers
information on the htfhaswctttre. Think, for example) of entry
prohibitions, speed limi4s and temporarily mandatory altet;patlve routes
(l.e. detours). Also the lntotmatlon that is sent to a vehicle, for example
for nttvig$tion or !or the benefit of vor~tioations in the vehicle by an
agent (think of the earlier treated position andlor speed data), is covorcd
by our wide notion of tra~fc iN'ormatlon,   ` 8 S E P 2003 . 22  ln a
frtrther protbrred embodiment of a method according to the invention,
semi-identtlications derived ffom counter value9 are uses, CI'his is
preliminary 3lratetnenr 23,) lClucidttdon: The counter !n question can, for
eacatttDle, be a kilometer counter) a consumption counter or a tragic fee
counter. The only tbirtg being essential is thai the correct progress of
the counter value In question can be deternttned or predteied e!etemally
(i.o, from a certain dlstantx outside the vehicle) with ~icient accuracy.
The counter In question may belong to the vehicle concerned or to the riser
or payer concerned, Sao also Chapter 1 S, In a thither preferruf embodiment
of a m~cthod according to the invention, semi-identiilcattons derived &am
~ha regisroratlon ttumtxr of each vehicle concerned tire ustd) (TWs is
Preliminary Starement 26.) ~lacidatton: Sea also Chapter 15 a.ad in Section
15.3 in particular. in a further preferred embodiment of a method according
to the inve~ndon. semi-identifications, for each vehicle randomly chosen
from a set of elements. are used. fThis is Preliminary Statement 27.)
Elueldati0n: See also Chapter 15 and Sectloo 15.3 in particular. In a
further preferred emhodimant of a method according to the invention) the
ittfortnation supplied in or 8~orn a vehicle is verified on reliability and
the information verified (and supplied) concerns at least tnfotrnation on
one. of the following as~Cts: the leilometer counter value, the speed, the
gear engaged) the engine sptcd, the iiiel consumption, the noise production
andlor the envixonmonral~ pollution caused. (This is Preitminory Staterntnr
28.) ~',luctdatton; for veri9cation one needs external ascenairattent of
the right information. Note that kilometer counter values and speed
indications are related to each other and thus are) in a certain sense,
mutually interchaageablc data. (Sto also Section 11,10.) ~f course,
sometbittg similar is valid for a N.ol cottsumpdon outer and counter, a
noise production meter and eowtsr, and an emtmnmental pollution meter and
counter. Revohadon counter generally denotes both 'rotational speed mots'
and `cmulative rcvolutlon counter'. How the kilometer counter value andlor
the speedometer indicali4n Can be veri8od is oxplsiined in Chapters l l and
16. )tn other words, oxternahy ascariaining the length of a certain
trajeaary) or of the speed at a certain moment, is easy and well-known. The
gear' engaged tin s.~cternefly be ttscertained (and thus verLtled) via
speed measuretnent(s), speed change measurement(r) and dlrectlortal noise
production mea9uretnent(s), while reliable information on the vehicle typo
is also reqttlred. The manner in which the engine speed and the [momentary)
titel consumption can be determined externally is described in Section
11,7, In Section l l,8 ft is explained how the nolae production can be
asoertalned. The use of derived lnformatlon was already eluoidatcd
carlier.in Chit; introductory chapter. In s further prcFetred etnbodtritont
of a method according to Ute InvonUion, an agent performs verifieationa inn
the vel~ole with the help at externally ascertained, reliable lnfortnxtion
supplied to it. (This is Prelimlnarv Statement Z9,)   8 S EP 2003 -23
~lucidatlon: Sea Chapter 16. 'xtte tttantter !ri which thg required
nllablo) l.a conrocb information can be ascertained ex tetnally has already
been elualdatcd with Prehmlnaty Stat~rrent 28 for a rumba o! kinds of
information lror e.g, location) date and point in lime, the extarxtal
eacen$Inmont reads no liuiher duoidatlon. The man. net In which fotwa<xded)
rollable position or spend data can be used for verifications on kilometer
counter values and speod~~indiaatlon, is described in Chapter 16. Check: on
speed ehsnges can be petforntad slmilar~y, (Sea also Sectlotl 11.10.)
Vetilicadons of, for exalmplf, engine speed) noise production, foci
conmncipdon and tea tike are also su~idently deacrtbed alsewhoro in the
text. The extarnal.~y ascertained and relia~fe infotmadon supplied to the
agont may also comprise as algorithm for computing derived information. For
ftuttter etueidalioa regarding the ase of derived lnformatioa we refex, for
example) to Section 1.l4 of this irh troductory chapter. 



Note that tb~is prellmlnarv statement also covers continuous surveillance
of traffic behavior (such as) for cxampic, the continuous speed checks
already mentioned lit suction 1.3.). Sec else Section 16;8 and point s In
Section 18.1. In a fludter preferred embodiment of a method according to
the inYCndon, verifications are perfocmu! tom tnobite checkpoints. (Ibis is
Preliminary Statement 30.) )Elucidation: Here we mean with mobile not only
movable, trot In particular also moving. This prelfmlnr~y statement thus
covers) for example) checking &oca moving patrol cars. Flying cheeltpoints
maX be attractive because of, for example, the stuprsse sect that can be
attained. In a Rtrther preferred embodirdent of a method according to the
invention, trtf ectory speed checks are performed In a privacy-friendly
way. (l7:is is Prellmlrtary Sratemrnt 31,) Elueldatton: Hy privacy-friendly
we mean that identification of the person (or payer) and/or of tho vehicle
in question will take place only Por those vehicles shat have exceeded the
speed limit, The meaning of payer will be ucated in Chapter 5, Ia a htrther
preferred entbodlment of a tnothod according to the ittvcndon, a correct
indleation of time is dlsseminated and in at Mast a pan of the vehicles at
least are clock will bo ac~usted automndcally, In particular when passing
from ono time zone to another or when changing prom daylight saving rime to
standard time or vice versa, ffhJs lit Prellmlnary Statemetrt 3Z,) tn a
further preretred ombodlment of a mochod according to the invention, a
quota systom is used, in which the aonsurttplion rights arc Irddeble or
not, (Ti>fs is Preliminary Statement 33,) Iglucidttion: Consumption rights
also stands for usage tights and 'pollution rights'. Usage tights can be
expressed, for exampto, in kilometers an~d,'palluilon rights' can be
exprossod In some environmontal pollution unit, In a .tbtther preforrod
embodiment of a method according Io the invention, doHeting and possibly
trot or no Longer correctly AtactloNng vehicles andlor vehicle equipment
arc tracked down. (l7ds is PrellmJnary State mart J4,)   ~' 8 S EP 2003 -24
Rlueidation: 1'or the notion of vehiole oqulpment, sae Chapter 3. The
deviation oan be eaueed, for example) by a defect, by wear) by bad tuNng or
by an attempt to defraud, In a tbrther preterred embodiment of a method
according to the invention) vehicles can ba tracked down upon authodxed
request, (this is Frellmlnary StatBmenr 33.) Elucldtttion: See Chapter 1Z.
In a ftudttr preferred embodlmcnt of a method according to the invention,
software an be distributed) installEd, andlor put into operation via the
tr8~lo information system ( l9tis is Preliminary Srvtament 36.) In tt
>!brcher preferred embodiment of a method aecordtng to the invcadon, an
agent fully or panty voriiics th4 reltabllity of a measltring instrument or
counter in the vehicle concerned. (this is Prahnrlnary Statement 37.)
lElucidatlon: See Chapter 16. 'there we show that chct>dng o~ Pot exatuplc,
a kilometer counter can also be petfotmed partly by as agent. In a fluther
preferred embodiment of a method accotding to the iltvention, use is made
of agents consisting of a chfp ahh a processor and memory that, at feast
Rer a pan, is sugicienUy protected against reading of the data stored
therein and against modification of such data and/or against modification
of the software used by that chip. ~ is PreIIminurySrarement 38.) a
ElucidAHon: 



A,Ithaugh software in principle can be considered to be dew as welt, it has
beau meadoned hare separately, because the soRtvate does not have to be
protected against readtag. For the data protected against reading and
modification (and thus also against writing) think o~ for exa~obple,
counter values and/or cryptographic keys. In a fttrthcr preferred
ombodi~enaat of a method according to the inventio4 reallife data are
eoliected on cod perfomtaneea of vehicles under certain usage conditions
and said data art, or are not, processed into lnformadon an certain
pexfotmaneea of certain groups of vehicles under certain usage conditions_
(T'his is Preliminary SIattManr 39.) l~luclidatloa: With usage conditions
rva mesa here) for example) all aspects related to usage information and to
citcunt. stantial information) both of which categories have been described
iftt the elucidation to Prt!lminary State menr 1) Think, tbr example) of
the collecting of data eobcerNng fttel cottsumptlon and processing these
data into intorrnadon on tire fuel consumption level under certain usage
conditions. such tis in case of a certain speed, gaex engaged,
riccelaradon, outside temperature) and the like. In a littther preferred
ombbdimmnt of a method aeeordlng to the invention, the data collected in
practice axe used for findinp/datarmlning ~an algorithm for computing
derived information. (this is Prxlirnlnary Sratemtnl 40.) Irlucidetion;   `
g SEP 2003 -25 M algorithm can, for e.~ample, be exprossed [n any nantral
or computer langugg4 or, for exempla, as one or moro tables. It can be
used) for example, for verittcattone or for use in now 'tttearurlng'
ltlsuumcn~. Ln a tunher prefbrrcd embodiment of a method according to the
invention) an algorithm for computing derived Information is used to
dotetmIno the fast consumption andlor the noise production of an indiNdual
vehicle) whether or not to be used far the benefit of checldng. (This is
Preliminary Staremerrr 4l.) In a ftrnitet preferred embodiment of a method
according to the Inventian, an algorithm for computing derived
lnfornitatlon is used to detetmirta the quantity of -. a certain form of-
environmental pollution cauxd by an individual vehicle. (This is
Praltnrlrrary S'rarerent 4Z.) )`n a fltrther preferred embodiment of a
method according 1o the invention) cruise control oquiptneat in st vcdlole
trtakes use of information on speed limits that has Deea disseminated
outside the vehicle and bas bec>a teaived by equipment fa tire vehicle.
fIfds is Preliminary 55ratemarn 43.) ltilucldarlon: The Information
disseminated on a apced limit tray exist of an absolute indication of tbc
speed limit or of the relative cttartge of the new speed limit with respect
to the previous one. (Ia the latter case it concerns the didTerentae In
speed limits on the borderline betweart two connected areas that each have
their own speed limit.) Cruise oontml equipment may - upon roqu~r of the
driver - use the Information on the locally valid speed tin>ir tbr
automatic rospectirig of speed limits. In a thrthcr preferred embodiment of
a method according W the invention, the information collected andlor
disseminated by rrteans of t'he traffic infotmatio~d System !s used for
calibrating mcasudng insu~tments. t;This is Preltmtrrary Sraremcnt 44.)
Llucldstlon: Sx Secttoa 12.1. This preliminary storcmenr does not only
cover calibration of instruments whether in a vehicle or outside the
vehicles, but also covers the case of mutual [alternedvt: translation:
reciprocal) calibration. Think) for txample, of calibration of clocks)
outside temperature meters) air humidity meters) noise or noise production
meters, speedometers and kilomott:r eouaters. In case of the tatter rwo
examples, one thus can banish the inaccuracy duo to tiro wear, hn a
thriller prefart~ed embodiment of a method according to the bnvention) an
agent is used, or also use4, for fraud-resistant identitiealion of the
vehicle in which that agent, whether attached in a ftaud.resistartt way or
not, has boon [nstalled. ('This is Prsttmtrrary Statamerrt 45.) In a
.~ttrther preferred embodiment of a method according to the invention, the
aoaectrtoss of the counter value or counter values supplitd is fully or
partly remotely spot-checked. (Tills is Preliminary .~aremenr .16.)
~IuGtdation: That counters can be lWly verltled remotely, if desirxd, will
be [lfustxated in Chapter I 1. That counters can bt patlty verified
remqtely, if desire4) wilt be illustrated in Chapter 16 using kJlometcr
countots as exempts. '(Mink, !n particular, of various verification
aspects, such as veritlcatian of preeislott and ver'tftati,on of monotony.
- 8 S E P 2003 



-25axn a Ilttrther pretbrrtd embodiment of a method according to the
invention, audio-visual means have been Installed In s vehicle to render at
least a part of the information, (7711s is Preliminary Statement 47.) Xn a
tttrther prefarced embodiment of a method according to the invention, at
least a part of the disseminated information is used, or also used, for
navigation. (This is Prsltmtnary Statement 48,) 'fhe invanllon also rotates
to a treble lntbrmation system using a method according to the invention.
(This is Prsltmtnary Statrmr~t A9.) The invention also relates to a tta~ie
ittWtmatlan 5ystcm accoMi~Dg to Preltmtnarv Sratamext 49 that Is prepared
for adaptations and execnstons. f I7~is is ~'reltrnlxary ~tatsmant S0,) The
invention also relates to a vehicle nailed for a method, or for use with a
method) according to cho inventtoa, ('fibs is Prellmlnnry Statemaxl 5 L)
The iavertdon also relates m an agent salted for a method, or for use with
a method, according to the invention. ('this is Praltminary Statvmara 32.)
Elucidatlou; An agent is a lard- andlor ao~wara component that is
considered by the authority to be baud-resistant The invention also relates
to a hardware andlor software component suited for u_sa as vehicle-related
processor for a method according to the invention) (T7tis is Prettmiaory
Statement 53.) Elucldatlont This component will ~y very likely - be some
data~rocessing device that consists of a processor with memory and software
and that does not have to bo fraud-reslsram. The vehicle-related processor
is primarily intended for performing tasks on lxhalf of the holder (and
possibly also on behalf of the user) of the vehicle. It might perform, or
also perfbrm) cartaht tasks on txhalf of tie authorih) at least if the
authority allows those tasks to tx performed on behalf of itself by a not
fraud-resistant component, i.o, if the authority does not ad here to a
really good protection against fraud. See) for example) Chapters 5 and 17.
The invention also relates to a user Card sttital for a method. or for use
with a method, acconiing to the Invendon. (This is Preltmlnary Siratement
34.) ~luotdatloa: 'fhe notion of user card has a wide meaning here. A user
card thus also includes, for er~campte, a constunpdon card. Sea Chapter 3.
The invention also relates to a roller test bench for the further
inspection of the fltncdoNng of vehicle equipment that is used) or is also
used, for the sake of a method acxording to the invention or for the sake)
or also :tbr the sake, of a tt~ic information system according to the
invention, (This is Prehmtnaty Statement 33.) The invention also relntat to
a reliable taximeter In which use is made at a method according to the
tmention. (This it Preltmlxary Starslnent 36.) ~tucldatlonr The a~eGtlve
`reliable' here does not only conccm the fraud resistance of the equipment
Itself, but particularly elao the verification of the oorrocts<oss of- al
least a part o~-~ rite data rupplled, (See Chapter 18.)   - 8 s E P 2003
-25'bThe invention also relates to a reliable tlchograph tn which use is
made of a method according to 1ho invention, ('fhla is PrelImJnary
Statement ~7.) llilurld`tlon: 1'he adjoodvt `reliable' hare does not onto
concern the Iraud resistance of tht oqulpmonl itself, but p~ttkularly also
the votlfieatlon of tile correctness of - at least a pan of ~ the data
suppltod. (Sao Cbaptor 1B,) The invendon also re)atts to a reliable
'blank-box' In which use is made of a mdhod acaorcUng to tbo Invention.
(7ltls is PrefimJnarv Statement 58,) Elucldt<tiops 'fhe adjective
`raltable' here does riot only concern the ilraud resistance of the
equipment Itse)~ but particu lady also the vorlflcadon of the eotxxtnass of
- at least a part of- the data supplied, (See Chapter 18,) ,L,i9.I
Ourprimary alaint The invention claimed in this patent appliealion
concerns: 



Method for the collection of tragic infotmadon by or on behalf of an
authority a) itt which during the u~,c participation of a vehicle involved:
1) vehicle ogulpment supplies tragic lnFormadon to one or more processors
ptrsent In said vehicle Z) said processor or pcncessors process said
ittibrtnation and keep record of certain traffic information on the use of
said vahtcle: 3) seed processor or prdbossozs traasroit certain tra~lc
infotlnation to outside said vehicle by mesas of a trattsntitter presemda
said vehicle b) that is characterized by the combination of properties
that: 1 ) the tragic infortnadon collected by or an behalf of the authority
includes values of oowttors shat are associated with individual vehicles
aoNor persons and that during tta~c participation are kept up-to-date by
said processors in tht vehloles involved, Z) during the traSlc particIpadon
of a vehtela involved said prooe'ssor or ptoceasora transmit oattain tra~lc
information oontt~atmily, and at lead at a presoirlbad rate, to outside
said vehicle by means of a tcanstnitter with a preson'bod range In order to
snake Bald ittfbtmadon available to outside said vehiolt in such a way that
the authotlty has the .ability to gain access to said transtrtltted
infonmatlon at any desired moment by placing a receiver within the range of
the ttanamitter of said vehicle 3) remote apot.eheoks by surprise are used
to votitty the reliabiii(y of tire values of said counters 4 ) each a
spot~chaei~ by surprise from otrtalde a vehicle being checked comprises
intorcaptlng ono or mots aatnples of the tralftc information that Is
contlnual~y transmlaed Item said veltiolo during its tr~ttfiio
ptsrtlclpatlon as dosctlbed in the first half of olauae b,~) by means of a
reoEiver that is placed within the,range of the uanatnlttor of Bald vohiole
a5 desoribod in the second half of clause b,2, and comparing said
Intercepted sample or samples of the tragic information transmitted from
said vehicle   a s E P 2003 with tra~lc infotmatlon concerning said vehicle
that has been lndtpettdontly detecminod at a diatanao tlrom and autilde
Bald vehicle. pltrther ttsptcts, details and prcfbrrtd embodiments of said
method are tbtmulated tn additional claims. For the lormulalions of Ihese
additional Claims the refer to Chapter t 9. L,LD.~ Comparfaon wt~ rslaltd
are In this subsection we consider the related art described in pateai
documents US 5.812,069, US 5,767,54J and DE 4314 579 Al, per oomplettness,
we mention that the comparisons given below era cot a~ltaustivo. Campartmn
with tlS 3, 8l ~, D69 This p:itettf US 5,812,06h describes a method (and
system) for collecting traB'tc information and forxasting tt~o flaws at
selected lotstlons. In the case of this method, driving acdvky sensors
continually determine the actual location, positions of the vehicles
belonging to a cet~tain subset. The actual positions of tech such a vehicle
are stored ~s route data. These route data arc transmitud at intervals
frotn trio vehicle to a txa~c computer by means of a transmitter present in
the veWcle. The trao information thus collected i9 used for forecasting
tra~o flows at selectrd locations. 



Xn~ tDa method according to this US patent, there fs no gucsdon at all of
veritping the reliability of the collected irtfbtmadon, let alont by remote
spot-checking by stuprisa cotupristng a couxpartaon with tndepcndently
determined tra83e informatioatas is the rise with our invention. Obviously,
verifying the rrllabilicy of aria laformatton collected Is important for
mar~r applications) such as, for example, tragic pricing. Furtftecbaore,
there is rte mention of the collection of arty counter associated with an
tadlvidual vehicle or person, and no explicit mention of tontirtual
transmission. Comparlso~ with C153,767,505 The patent US 5,767,303
describes a method (and system) for trd~ic pricing by means of virtual toll
gates, i.c. a wethod (feted system) for open andlor closed tolliag. la trio
east of this method, a position dettrrmiaation device located in the
vehicle is used to compare continually trio actual position of the vehicle
with a plurality of prodetermlned positions of virtual colloctlon points.
Vii' a ootnpartaon reveals the passing of a virtual oolleckioa point) i.e.
a virtual toll gate, then a processor tin the vehlole calculates the user
fee end transmits trio oayculattd user fee to a central point. This US
patent also nteQtiens the possibility of r~volng the ntunbor of
transmissions by keeping record of the calculated user foes In a memory
located in the vehicle and by oNy tza~n8tnltting the calculated user fees
to the conU~al point when a prodotorntirted erttount of calculated user
I>es has been stored in the tnernory. , As a consequence, fn the case oP
this US patent the Iransmission occurs al moat once et each vlnuN tall
gate. 'Cherefore, there Is clear~v no question at alt of transmitting
continually and at least at a prescribed rate, After all) it will not
happen that each vehicle will paaa lht virtual toll gates condnua111~ and
at least at a pxosoribed rate,   - 8 s E P Zoo3 -25dFtlrthermoro) there is
no question at all of remote spotoiteoking by surprise, (Obviously,
apotoheoking by aur~ prise Is benotlclal for acltlovlng lfaud resistance.)
Indeed, this rf9 patent describes the passlbiilty of manitoN lnf/checldng
by means of monltorh~g devices placed downstreattt oPthe vlrntal toll
gates, However, the vehtolet? arc (Nbtrned in advance about which vimtal
toll gates have downstream connected monitoring devices, whlolt tneans that
the vehicles know the locations of checking in advancel The fact that the
method according to US patent US S,'167,505 does not ueo remote spot-cbxk9
by nuprisa to veri~ whether the counters (counting the 'addedup user foes')
arc oant:nuahy kept correctly) implies that physical protection of certain
vehicle equipment, such as the processor in the vohicle, is essential for
aahiev~g fraud resistance. Lt the case of using the continual transtulsSion
and the remote spot.checks by surprise of our method) physical protection
of vehicle equipment Is not of o5sendal impottanoe, i,e, is not neoarary.
(Sec e.g. our Section 5,3.) AS a 8na1 remark, we mention that the method of
ihia US patent uses victual toll gates. Ther~,toro, h is only a method for
Irnplemendag open and/or closed tollGtg and it is not suitable for
continuous pricltig~For example, title method does not allow charging for
cash distance unit atntally traveled) tat alone a price that depends on the
apetd adth which that distance untt has heart traveled. (Cmp. liras 9-16 of
our Seclioa 7.3.) An important property of the method of ow application is
that (t is suitable for continuous pricing. Comparison wtth DE 43 JO S19AI
'rite patent document DE 43 10 S79 A1 descrilxs a systear for spo4checking
during traffic pardelpation whether toll bas been paid far the passing of a
toll gala, i.e. a system for remoue spot-checking toll payment In as open
tolling system. )jt the case oaf this system, the vehicles are equipped
with an 4n-Hoard Utttt, a transxiver and a chipcard. If a vehicle passes a
toll gate) information is exohaix&od between the toll gate and the
processor on the chipcatd in Bald vehicle via the transceiver (and the On
Hoard Unlt) In said vehicle 'fha chipcard is dapreciatod with the ~amouut
of toll and a proof of payma>at (i.e, a receipt), which is received from
the toll gate, lr stood on ttto chipcard. Veiifieadan wltcther vehicles
have paid for toll gates that' passed is petforutad by a sepatate process
of remote spot-chxking. A remote apotchxk comprisaq a roquesttesponse cycle
performed by a - statJonary or mobile - checking device tv lncerrogate Ute
vehicle equipment Cbr means of aviralrss contmuNcadon) In order to vcrlttV
wltathcr a correct receipt Ior passing the last toll gate is present (or,
respectively, whathe~r corrxt rocelpts tbr passim the last few toll gates
era present). lb the case of this system. transmission via the etanaeeiver
of a vettlcle involved occurs only whop said vehicle passes as electronic
toll gala along the road or when said vehicle la interrogated by a checking
device. Thetelbre, chore is clearly no question at all of iranetnittlng
contlnutttly and at toast at a proscribed rate, Aflar all, lk will not
happen that ouch wahiole will pass the electronic loll gates sad checking
devices continually and at least at a proscribed rate. Ptuthetmore, in the
case of the system desotibed in patent doowment D>r 43 10 S79 AI there is a
question of collecting proofs of pay~tnpitt (namely, during spot.checking),
but there Is no question of colleotlng counter values) let alone OF counter
Yatuee that arc assoclgced with lndivldual persons and/or vehicles and that
during trafilc partlclpatlon arc kept uptodate In the vehicles involved.
' 8 SEP 2003 - 25e 'ft~e syairm deserlbod In patent dooulnent Dl3 4~ 10 579
A1 uaae a sots ox remote epohobocldng, tlowovor) note that this remote
tpotroheoking only comprlse~ ohecklng whether the ohlpc~ud 1n the vahiole
possessor the tight reoelpte, i,e, whether flu ahlpcard cart prove fatal
t4e the fbr passing the last few toll gales has been peid. In tbe. rasp of
the system desotibed fn patent docwmont AB 49 l0 579 AI the Kmote
spotchecklng Ir, fbr example,, riot used far vedtying the monotony and
precision of We oowtter) and that the reliability of llu values oP said
counter) kept by the processor on t>le chlpcard (i.e., whether the counter
wdluet on the oltlpcatd are kCpt cor. roctty). . 



The above implies that pbysica! protection oP cerlaitt vehicle equipment)
In pdtdcuh' of the prooe^s,9or on the chlprdrd, It essential fbr
$a>tievi~dg fraud resistance. In the case of usl~g the condaual
transmission acrd the remote spot-checks by surprise of our method,
.phys(cal protaxlon of vcbdCla equipment is not of essential itnpottsnoe)
i.e, is sot necessary. (See ag, Session 5:3,) As a final r~amerk) wo
mention that the system destxlbrd in patarit document DB ~3 10 S79 A1 uses
elecaonlc toll gates along roads arid therefore is not auftable for
continuous pricing. Aa important property 4f the method of our apptiradon
is that it is suitable for co~atinuous pricing. 1,Z0 )rlucidatlon to and
overview of the further contents In the following we w111 treat step by
stop all kinds of aspects of the TIP systew, and in particular also explain
how one thing and another work, In our treatment we will concenfrabe mainly
on the use of a TIP system for hraflic fees in the case of road traftie and
for road pricing morn in particular. We do this not only because this is an
important application) but also because with this application the mamter of
vetifleatlon and prlvaoy protection that 3s cbaractar3sHo for Tip systems
ie demonstrated effectively. Altar all) protecting privacy and combaf3ng
fraud are) in the vase of road traffic pricing, and of tragic fees more in
general) obviously of great importance.   - 8 S E P 2p03 26 Now and then
aspects and applications that are not or not directly related to road
traffic pricing or, more generally) to traffic pricing, will be addressed
in passing. Now and then, we will use a specific example and sometimes
mention a number of possible variations. The given examples and variations
serve, as already remarked earlier, as an ilhtstration only and should not
be understood as imposed restrictions. As already remarked in a footnote,
we also often speak of the TIP system, although it actually concerns a
class of many systems with certain characteristics. Our explanation occurs
more or less in two phases by describing in first instance an approach
without, and then not until almost at the end - one with use of agents.
Unintendedly, our explanation perhaps conceals - whether or not partly due
to doing so - somewhat that theze is a whole range of possibilities to
realize a TIP system with the aid of the described techniques, and that for
the various realizations elements of both more explicitly described
approaches might be combined. For further orientation on the complete text,
we present here an overview of all chapters: 1. Introduction 2. Kinds of
fees and tariff systems 3. Tracing 4. Fraud resistance 5. Equipment 6.
Cryptography 7. Accounting 8. Use of a transmitter 9. Security of messages
10. Identification numbers in messages 11. Checks 12. Use of a receiver 13.
Privacy protection 14. Identification 15. Semi-identification and its
applications 16. The approach us~g agents 17. Preparation for `growth' of
the system 18. TIP systems 19. Claims 



2 Kinds of fees and tariff systems One can distinguish between several
kinds of fees or tariff systems. In this text, we use a classification in
which at the least - a distinction is made between open tolling) closed
tolling and continuous pricing. In the case of open tolling [alternative
translation: pass-by fees]) the fee is charged based on the passing of
certain borderlines, whether or not in the direct environment of a certain
point or tolling point~b, Examples are im ~6 The essential point is that
only one measuring point is of interest,   ` 8 S E P 2003 port and export
taxes on traffic of goods when passing national borders, lock and bridge
fees for ships, and the charging of tolls for tunnels and bridges in the
case of road traffic. There is also a question of open tolling in the case
of certain zone-related payment systems) which occur, for example, in
several forms of public transport. In the case of the zone-related payment
systems alluded to, the tariff depends on the number of borderlines between
zones that one passes, so that clearly one can speak of open tolling
[alternative translation: pass-by fees]. However, one usually also pays for
transport within one zone, thus in which case no borderline between zones
is passed at all. In this case, however, one does indeed pass a borderline)
viz. when entering the transport systeml~, in particular when entering the
vehicle or the platform. In the case of closed tolling [alternative
translations: `trajectory' fees, pass-through fees], the fee is levied for
traveling some trajectory or another from a certain starting-point to a
certain end-point, the precise trajectory, if it can be chosen at all, not
playing any role~8. Examples are certain tariff systems used for public
transport and certain tolling systems in which for each passenger or for
each vehicle both the place of entrance to the transport system or to a
road or road network respectively, and the place of exit from said system
or network respectively, are used to determine the correct fee. If one can
choose from several routes between the point of entrance and the point of
exit, then this choice should have no influence on the fee. If the chosen
route does have influence) then usually there is a question of some form of
open tolling or sometimes of some form of continuous pricing. In the case
of continuous pricing [alternative translation: integral levying], the
complete `consumption' [alternative translation: `usage'] or the complete
`turnover', expressed, for example, in kilometers, liters of fuel, minutes,
Dutch guilders or some environmental pollution unit, is charged. Possible
examples are income tax, sales tax and fuel excise-duties~9. As already
somewhat exemplified by the above, it is not always easy to classify
correctly a tariff system as an open tolling, closed tolling or continuous
pricing system. Nevertheless, we assume that one thing and another axe
sufficiently clear for our purpose, viz. the description and elucidation of
various aspects of the TIP-system 3 Tracing As has been remarked in the
introduction, the TIP system is characterized, among other aspects, by the
way in which provisions can be made for the property [alternative
translation: attribute] that - when collecting and/or verifying information
on persons andlor vehicles - illegitimate tracing of individual, uniquely
identifiable persons or vehicles is not made practically feasible. By this
we mean that the information collecting and/or verifying authority in
general does not need to obtain access, or reasonably cannot even obtain
access, to information considered to be privacy-sensitive - on the movement
patterns of a certain vehicle or person of which the identity can be
tracked. ~T And that is here the essential point. '8 The essential point is
that there are two measuring points of interest. ~9 The essential point is
that the complete `behavior', in so far as relevant) is charged and that
thus measurements must be performed continuously or very frequently. Thus,
a - very - large or - almost - boundless number of measuring points are of
importance.   ~ 8 SEP 2003 28 The last part of the previous sentence is of
importance, because tracing of permanently anonymous) i.e. not
identifiable, vehicles and/or parsons pxesents no danger to the privacy.
This formulation does not only cover the situation that the identity can be
determined via the traffic information system, but also the situation that
the identity - immediately or later - can be tracked in another way. Notice
that unlimited, complete tracing of an as yet not identifiable person or
vehicle presents a considerable danger, because there is then a real chance
of later identification. The privacy threat resulting from an as yet
anonymous trac~g will become smaller as the maximum duration and/or
distance to which such a tracing is limited, becomes smaller. If there is a
su~cient restriction on the said duration and distance, then there is no
real danger for the privacy or, more precisely, the privacy risk may be
considered to be acceptable. 



In such a case we speak of legitimate tracing. It should be clear that this
is fully justified by looking at the current practice. After all, when any
citizen sees a car pass by (i.e. does trace that vehicle for a rather
limited time and distance) and next determines the identity of that vehicle
- usually correctly - by reading the license plate, it is generally
accepted that this is in no way an illegitimate tracing. The addition of
the word `illegitimate' in the formulation of the property mentioned has a
second reason also) Often one wants to prevent that tracing can occur
unrestrictedly, while at the same time one does really want tracing to
become possible in certain - preferably in law embedded - circumstances and
under certain - preferably in law embedded - conditions. On the one hand,
think for example of trajectory speed checks, in which the average speed of
a vehicle over a certain trajectory of, say, several kilometers is
determined by identifying a person or vehicle both at the beginning and at
the end of that trajectory, and by determining the elapsed time between
both identifications. In this example, the length of the traveled
trajectory is usually rather limited, so that this example perhaps is not
sufficiently convincing. Therefore) on the other hand, think for example
also of the possible tracking stolen vehicles or even the possible tracing
of major criminals. In Chapter 15 we will show that, by means of
semi-identifications) vehicles can be traced well enough to make it
possible, for example, to perform trajectory speed checks or even to
measure traffic congestion delays without really endangering privacy. These
foams of tracing we would therefore like to entitle as legitimate. (Let it
be clear, first, that this concerns s weighing between the practical
usefulness and the risk, and second) that we con cider the risk to be
sufficiently small to justify turning the scale in favor of the practical
usefulness. One can judge for oneself how small this risk is after reading
Chapter 15.) In closing, we here superfluously repeat the remarks given
earlier in a footnote regarding our use of various formulations. In this
text, `privacy protection with respect to movement patterns' and 'hindering
illegitimate tracing' mean the same. For convenience, the addition of `with
respect to movement patterns' will often, and the addition `illegitimate'
will sometimes, be omitted. We also often speak briefly of `prevention' or
'hindering' instead of `not making practically feasible.' What exactly is
meant will generally become apparent from the context. The cumbersome
formulation `not making practically feasible' has been mentioned earlier -
and is mentioned here again - because of its greater accuracy compared to
`prevention.' After a11, as is apparent from the above given examples,
tracing is already possible to a certain extent anyway, and a traffic
information system, of course, can not prevent such tracing 'behind its
back'.   - 8 SEP Z003 29 4 Fraud resistance Strictly speaking, one can only
speak of - absolute - fraud resistance if no kind of fraud at all is
possible. In practice, one often akeady speaks of - sufficient - fraud
resistance if there is resistance to every known, practically feasible and
profitable form of fraud against which the interested party wishes to
protect itself. After all, it is in general difficult to protect oneself
against all as yet unlmown forms of fraud. And sometiraes one does not wish
to protect oneself against certain known forms of fraud, because the risk
of unacceptable damage is neck oned to be too small (whether in proportion
to the costs of protecting against it or not). We use the term particularly
in the second meaning. In this text the interested party, i.e. the one who
wishes to protect himself against fraud, is mostly the authority, and we
therefore generally view fraud resistance from the viewpoint of the defense
of the interests of the traffic information system and the authority
respectively. Said interest includes particularly the correctness of
certain information that is collected. By means of checks on the
reliability of that information we can provide for - at least a part of the
- fraud resistance. With the above, we think we have made sufficiently
clear what fraud resistance means. In particular, it should now be
sufficiently clear what we mean by a fraud-resistant traffic information
system2. However, it seems usoful to digress somewhat farther on the
application of the term to an individual component) We make an attempt to
create extra clarity by giving below a supplementary, more detailed and
informative description of the concept of fraud resistance applied to an
individual component. In this text) an individual component (in a vehicle)
is in general called fraud resistant if that component is inherently (!)
protected in such a way that it cannot reasonably be forged, i.e. if it is
in itself protected in such a way that it does not pay or is not
practically feasible to forge that component. With forging is not only
meant the making of a - deceptive - imitation, but also the manipulation of
that component (at the expense of the authority as interested party). With
respect to this last point think, for example, of - for the authority -
negatively influencing the functioning of the component (excluding
destruction) or pilfering crucial information (such as, for example, a
cryptographic key) from the component. For example, a magnetic card is thus
not fraud-resistant, not even when the information stored in it is
protected by cryptographic techniques. After all, making an imitation in
the case of a magnetic card is relatively easy, since the bit patterns on a
magnetic card can be read without too many problems. ~uthermore) it is true
that a magnetic card is not protected in itself against manipulation)
because reading, writing and/or changing its bit pattern is rather simple.
Thus, it does not matter that the total system (that makes use of the
magnetic cards in question) might indeed protect itself with the use of
cryptographic techniques against certain forms of fraud with magnetic
cards, such as, for example, against comprehensive reading or meaningfully
changing the bit pattern on it. For other passive means for data storage,
something similar applies of course. Note that with certain electromagnetic
devices or aids, such as, fox example, magnetic and chip cards, there can
generally only be an imitation if one manages to copy or produce certain
crucial bit patterns (that for example are a representation of software or
data, which particularly also include cryptographic keys). To be able to
copy or produce such crucial bit patterns, it is usually necessary to worm
these or other crucial bit patterns out of one or 2 We concentrate our
attention (almost self evidently) on the fraud resistance of components in
the vehicle and of the communication via transmitters.   - B S EP 2003 30
more authentic specunens first. But then there is first a question of
manipulation of an authentic specimen at the expense of the authority. In
short, manipulation at the expense of the interested party is generally the
dominant form of forgery with electromagnetic means in general. 



Note also that with the fraud resistance of an individual component, the
physical protection in general plays a dominant role and is the decisive
factor. On the other hand, in a larger whole, like the total traffic
infom~ation system, logical protection measures (such as) for example, the
application of cryptography, inspections and organizational measures) do
play a major role. When evaluating individual components for their own
fraud resistance, the logical protection in the larger context does not
count. This in a way adds to the dominant role that physical protection
plays in the case of considering individual components. Further we like to
elucidate somewhat that the choice of the viewpoint, i.e. choosing the
interested person or party, plays a role. Suppose that users of a certain
system have to identify themselves by placing digital signatures, and that
they use some aid or aids, for example in the form of magnetic or chip
cards, when doing so. (See also the Chapters 6 and 14.) From the viewpoint
of each owner of an identification aid, his own identification aid then
must preferably be fraud-resistant to prevent someone else from being able
to take advantage of his digital signature in any way. But from the
viewpoint of the authority (of the system), the identification aids do not
need to be fraud-resistant at a11, since in principle every correct
signatuxe can be accepted. The way by which the signature has been created
(whether or not by using an aid, authentic or false), does play no role in
the validity of digital signatures. There is yet another, at least as
important aspect (concerning the choice of the viewpoint) that deserves
attention. Suppose that the identification aid is not protected against)
for example, manipulation or copying. From the viewpoint of the owner the
aid is then not fraud-resistant, since his interests can be damaged
(particularly by copying). The owner will then have to be really careful
with it. In our example, it is solely the responsibility of the owner to
prevent abuse of his identification aid and the interests of the authority
are not impaired by forgeries. Thus, from the viewpoint of the authority,
the said identification aid is in a certain sense `fraud-resistant',
because no fraud at the expense of the authority can be committed with it.
(At least not directly at the expense of the authority, although perhaps
indirectly. See also the end of this section.) In general, a component for
which the fraud resistance is irrelevant, will not be called
fraud-resistant In the description given above, our addition of
`inherently', and of 'in itself' respectively, plays a role in this regard.
Despite all the effort that we have taken to find a formulation that is as
close as possible) our formulation is probably not completely waterproof
either. Finding a waterproof formulation is usually at least difficult or
even impossible. But with the given elucidation, one thing and another is
deemed to be sufficiently clear. (Of course this remark is not only valid
for the, in our case, important notion of fraud resistance) but also for
all other notions that we use and that are of importance, such as in
particular tracing, agent) semi-identification) and the like.) Finally, we
make two more remarks on the example above. In the example above) it may
seem that only the card holder in duestion and the authority could be
regarded as intorosted parties. That possible impression is incorrect. A11
other card holders are, to a certain extent, interested parties as wall.
For, a11 card holders have an interest in the fact that another person's
authentic card capnot be manipulated (i.e. forged) in such a way that their
own digital signature can be put with it. So, fraud resistance from the
viewpoint of other card holders can also be of importance.   - 8 sEP Zoo3
31 Besides, it can be, and usually also will be, the case that the
authority) even if a different authority is responsible for the
identification aids in question, does really have an - indirect - interest
in the fact that card holders cannot cheat each other too easily. After
all, this might result in the users turning away, or wanting to turn away,
from the authority's system, i.e, not wanting or no longer wanting to use
it. 5 Equipment 5.1 Overview of the tasks of the vehicle equipment In first
instance we will restrict ourselves - for s moment - to tasks related to
traffic pricing. We assume that in each participating vehicle equipment
[alternative translation; apparatus] will be present during participation
in traffic to perform the required tasks. This vehicle equipment (VE) will
in case of the TIP system then often perform the following tasks: 1)
retaining) measuring and/or reading certain data that are required for the
working of the TIP-variation in question and that are related the vehicle,
its movement, fuel consumption, exhaust gases or the like, 2) keeping one
or more counters up-to-date according to a prescribed algorithm and on the
basis of the required data, 3) transmitting certain prescribed data, such
as, for example, speed or counter value) which are necessary for the
traffic pricing andlor the verification of the correct functioning. If the
vehicle equipment includes a receiver, in general also: 4) reacting
adequately to requests or commands that are received from the authority,
i.e, from authorized organizations. 5.2 Required vehicle equipment For a
T1P system, certain equipment must be present in each participating
vehicle. Usually only part of the means and/or elements mentioned below are
necessary. 1) A small number of processors with associated memory, among
which also a quantity of non-volatile memory (i.e. memory that is protected
against power failures, or memory of which the contents anyhow remain
unimpaired in the event of a power failure) for preserving essential
software and data, such as, for example, algo rithm(s) for derived
inforn~ation) counter values andlor cryptographic key(s). 2) A transmitter
and/or a receiver for communication with the outside world (and a
connection to it). 3) A number of sensors and/or measuring instruments in
the vehicle - and connections to said sensors and instruments - to be able
to ascertain or read out all sorts of data) such as, for example, the
engine speed and/or the kilometer counter value. 4) Other equipment in the
vehicle with which communication and/or cooperation can take place, such
as) for example, a cruise control (and connections to said equipment). 5)
Equipment for communication with users) such as) for example, a display
and/or a speaker for supplying information to users of the vehicle and) for
example, a microphone for receiving information from users (voice-input),
and connections to said equipment. 



6) A number of - preferably standardized - connection points) such as, for
example, magnetic or chip card readers, for making a connection to loose
equipment yet to be connected) such as) for example, a consumption pass
and/or user card to be applied by or on behalf of the payer, which, for
example, encompass a counter value andlor an identification device.   ` 8
SEP 2003 32 7) A - preferably standardized and central - connection point
for making a correct mutual connection between a11 equipmentz' Figure 1
gives a schematic illustration of a possible situation. In which cases the
above-mentioned equipment components must, may or have to be present or
not) and for what purposes) they can be used for example, will become
clearer bit by bit in the course of the further explanation. Below we
akeady offer some elucidation. A.11 equipment mentioned is obtainable
and/or known in various forms in the prior art, and therefore we will not
digress on the equipment itself. However) if in certain cases or for
certain reasons special demands are, or must be) made from the components,
we will - try to - mention that explicitly. In our further explanation of
the TIP system, we assume that all processing is performed by maximally
three processors, although the work also can be distributed, of course,
over more processors. Also processors that are present in other mentioned
components, may be used. The fact that we do mention explicitly the
possibility of two or three processors, only has to do with possibly
wanting to keep strictly separated on the one hand the possibly processing
on behalf of 1) the authority (i.e. the processing for exercising
supervision by a possibly present agent), and, on the other, the processing
on behalf of 2) the holder of the vehicle andlor 3) the user or the payer.
(The latter two processors serve, for example, for putting digital
signatures and/or for exercising supervision on the agent on behalf of the
holder and of the user or payer respectively.) A reasonable possibility is,
for example: 1 ) a fcaud-resistant processor, attached to the vehicle or
not, that acts as agent, 2) a processor, fraud-resistant or not, attached
to the vehicle for supervision on behalf of the holder of the vehicle, and
3) a processor on a chipcard either of the vehicle's user himself or of the
payer, i.e. of the person or organization that accepts the responsibility
for the use of the vehicle apd thus in particular also for the payment of
the charges due to the use of the vehiclezz. {Think, for example, of
traffic pricing and traffic fines.) This third processor is not rendered in
the example of Figure 1, but the chipcard reader required thereto is (see
below). In Figure 1, a bold-printed flame indicates that the component in
question is fcaud-resistant or that the authority must trust on sufficient
fraud resistance of that component. If no agent is used, then the left
processor in Figure 1 will be dropped. If an agent is used and joint use of
one processor is acceptable to both parties (for example) because there is
a manufacturer of fraud-resistant processors that is sufficiently trusted
by both parties), then the z t This connection point will possibly also be
used for the connection of - at least a part of - the equipment to a power
supply. As the need for a power supply is self evident, we have not
mentioned a whether or not central power supply, such as, for example, the
battery of the vehicle or separate batteries) when enumerating the possibly
required vehicle equipment. Also in the following we will pay - almost - no
attention to this rather obvious aspect. xx Precisely because of this
possibility we have, earlier in this text) alroady taken this distinction
between user arid payor into account a number of times. In the further text
we will often choose, or try to choose, for the most appropriate term in
the context concerned. That does not alter the fact that both the word
`user' and the word `payer' sometimes can stand for `payer and/or user.
Note also that the user does not necessarily have to be tho driver. Thus,
there can be a - perhaps somewhat subtle - distinction between driver, user
and payer. As the context generally gives sufficient grip, we do not have
to be always that precise with our use of words in this text.   - 8 SEP
2003 33 right proce~~or of Figure 1 may be dropped. We here already
emphasize that it is very well possible to use only one processor per
vehicle instead of two or three (or possibly even more), By the way) it is
even possible that there is no - question of a - `real' processor in a
strict sense at all. If, for example, only the vehicle registration number
and/or the kilometer counter value of the vehicle, or a certain part of
said value, is transmitted continuously) then there is no or hardly any
question of `real' processing exclusively for the benefit of the TIP
system. It may be clear that in this latter case also most of the other
components or kinds of components rendered in Figure 1 will be dropped. For
the non-volatile memory used, it is in general true that - only - a small
amount of it is required to be writeable as well as readable. 



Often the said sensors and/or measuring instruments will already be present
in the vehicle, and only adequate connections to that equipment still
require implementation, if desired at all, Think, for example, of
connections to sensors already present on the crankshaft and drive shaft,
or - instead - to a possibly present electronic revolution counter and
kilometer counter. But of course one can also introduce equipment
especially for use by the TIP system In Figure 1, only one sensor or
measuring instrument, say the kilometer counter, together with its
corresponding connection is explicitly rendered. The category connections
to other equipment in the vehicle could in principle also be considered to
include the possible connection or connections to separate equipment for
fraud-resistant identification and/or for $audresistantly preserving of and
giving access to data concerning the classification of the vehicle, such
as, for exam ple, year of make, brand) model, gearbox type and engine type.
This is also true for a possible connection to separate eguipment for
keeping track of the time (i.e. a clock) and for placing digital signatures
on behalf of the vehicle or the holder of the vehicle. Later we will return
extensively to the subjects identification, classification and digital
signatures. We will then show, among other things, that digital signatures
can be used for excellent fraud resistance of identification and
classification. However) if - or in so far as - the tasks mentioned in the
previous paragraph require processing, we assume for convenience that such
functions belong to - or are combined with - the tasks of one of the
above-mentioned processors. This assumption does not lead to an essential
restriction of the generality of our explanation, but does help to keep
Figure 1 simple and to avoid that we would - have to - enter into all kinds
of details or difficulties pertaining to security aspects which are not
specific for our invention and on which we here do not want to digress
further. The other equipment - and the connection to other equipment -
rendered in Figure 1 may concern, for example, the cruise control of the
vehicle. The transmitter or the receiver is not strictly necessary for a11
variations of the TIP system, but is usually at least handy. One thing and
another will later become clearer of itself. In Figure 1 there is - a
question of- a combined transmitter plus receiver, Application of
voice-input is perhaps an aspect for the somewhat longer term, although the
technique in this area has already been advanced substantially. In Figure
l, only one component for com~rnmication with a user, say a display, has
been rendered explicitly. It may be expected that for output usually at
least a speaker will be present as well. In relation to the connection
points for the benefit of equipment to be connected, we remark that a - at
least in the case of certain variations of the TIP-system - supervising
agent may be implemented on a detachable chipcard.   34 (Later we will show
also that such an agent that has been realized as loose vehicle equipment,
may also take on the task of consumption pass.) Also, the processor that
performs certain tasks on behalf of a user or payer, such as) for example)
placing digital signatures and/or supervising the possible agent) may be
implemented on a loose chipcard. In short, both processors just mentioned
thus may be connected to other equipment by means of a chipcard readerz'.
It is quite plausible that at least the possible processor of - the holder
of - the vehicle will be attached to the vehicle. In Figure 1, the two
processors for the agent and for - the holder of - the vehicle
respectively, are mutually connected via the central connection point, and
the card reader is intended for a user card. A user card is - primarily -
an aid to be able to ascertain which person or organization accepts the
responsibility for - the costs of - the use of a vehicle. Thus) it may
primarily be a device or aid for the identification of the payer. A
consump#on pass has - primarily - the task of keeping record of a counter
value for the benefit of the user and possibly also for the benefit of the
traffic information system. The counter value may, for example, concern the
use by a certain person, such use possibly being distributed over several
vehicles and such use being for one's own account or for the account of a
certain organization) such as, for example, the employer. If the kept
counter value is of essential interest for the trai~c information system,
then consequently the consumption pass will form part of the traffic
information system. If, to protect the counter value or values, the
consumption pass must, from the traffic inforn~ation system's or the
authority's point of view, be fraud-resistant, then the consumption pass is
an agent as well. (Note: The counter values stored in or on not
fraud-resistant means, such as, for example, magnetic cards, can also be
protected in another way against certain kinds of abuse.) The above
descnptions snake it possible, in principle, to clearly distinguish between
user cards and consumption passes. However, far convenience and because
both functions may also occur combined on one card) we will henceforth
often use the term user card for both notions. Later we will return to the
case that the user card contains, or contains also, an agent, or is itself
an agent as well. (Or, in yet other words, the case that the agent takes on
the tasks of user card as well.) At the risk of laboring the obvious, we
here remark yet that, if for the use of a vehicle a user card and/or an
agent on a loose chipcard is required, then the user of the vehicle has to
`offer' such a card, i.e. must connect that card or those cards to the
other vehicle equipment. (For example, by putting it into the slot of a
card reader.) A central connection point is not necessary at all. The
connection of all equipment can also occur in many other ways. However, a
central connection point does lead to a simplification of the physical
organization of the equipment and of our rendering of an example thereof in
Figure 1. A disadvantage of Figure 1 is that it seems as if both processors
have equal access to all other components. However, that definitely does
not have to be so. Tt is, for example, well-imaginable that only a
processor of the holdex or of the payer has direct access to the
transmitter and receiver in the vehicle, and that the processor on behalf
of the authority, i.e. the agent, certainly does not. Then the agent thus
cannot froely and without limitation sand a11 kinds of- secret - messages
to the authority, but has to do so via another processor that thus can keop
an eye on - the communication by - the agent. 23 Despite the misleading
name we generally assume that a card reader enables communication in both
directions, i.e. also enables `writing'.   -- 8 S EP 2003 35 In Figure 2,
we have rendered the situation of Figure 1 in a slightly different way in
order to make such an aspect of the `logical' organization of the equipment
stand out betterz'. Thus, even when the physical connections are realized
as suggested in Figure 1, the logical organization still can be as
suggested in Figure 2. Figure 2 is intended to express that the rendered
processors can communicate with each other and both have direct access to
a11 other equipment with the exception of the transmitter and the receiver.
In this example, the processor on behalf of the authority, i.e. the agent,
can only obtain access to the transmitter and the receiver with the
assistance of the other processor, i.e. can only obtain indirect access to
the transmitter and the receiver. 5.3 Protection against fraud When using
the traffic information system for traffic pricing, for example, the need
for sufficient protection against fraud is self evident. Therefore, it
seems plausible that - at least a part of - the equipment used by the
traffic information system, in a vehicle must be fraud-resistant itself and
perhaps must also be attached to one specific vehicle in a fraud-resistant
way) so that it is warranted that certain parts cannot be removed for -
illegal use with another vehicle. 



How in case of TIP systems one can ensure a good or even excellent
resistance against - attempts to - fraud, will be made clear in the course
of the further explanation. Here we already remark that, in the case of the
TIP system) the protection of equipment in vehicles is relatively easy and
inexpensive, since the physical protection generally can be restricted to
the agents used, if any. In case of a TIP system without agents) the
equipment involved in each vehicle thus does not have to be physically
protected at all! Also, in the case of a TIP system with agents, the
physical protection will not be expensive at all, as chips can be
physically protected at low costs and because for each agent one chip with
corresponding software suffices. Furthermore, the number of agents in each
vehicle can be restricted to one. In certain cases) an agent additionally
must be linked in a fraud-resistant way to one specific vehicle. This is
the case, for example, if an agent is used, or also used, for
fraud-resistant identification and/or classification of the vehicle, and if
a very high level of fraud resistance is required. Often other measures,
such as simple and early detection of removal or destruction, can suffice.
We will return to this later. (See Chapters 14 and 17) If, nevertheless,
one considers it wise to give the other vehicle equipment - also - some
physical protection in order to discourage attempts to conunit fraud, one
can confine oneself to very cheap measures, because that extra security is
not of essential importance, i.e. does not need to offer full protection.
5.4 Minimizing the use of physical protection With security, there is
always a question of some kind of arms race. Particularly with physical
protection, one can find for each protection measure ono way or another to
get around that measure, which makes further protection measures necessary)
which invites new counter measures, etc., etc. A high level of physical
protection therefore generally goes hand in hand with high costs. This is
the more so because of the necessity of carrying out physical inspections
regularly) which is laborious and expensive because of the personnel costs
for the inspectors. This all ~4 The fact that in both figures the
connections cannot only be interpreted as physical connections, but also as
connections of communication) was an extra reason for us to omit - the
physical connection to - the power supply or supplies from the figures.   -
8 S E ~' 203 36 explains why, m general, we would rather not have the fraud
resistance of a system depend on all kinds of physical protection measures.
With the TIP systems to be described by us, a very high level of security
and also of privacy protection can be achieved. For this) one can, as we
will outline, make use of organizational measures and, in particular, also
of cryptography2s. When using cryptographic techniques, it is true that
there is also an arms race, but in this case the security level generally
can be increased easily by starting to use larger numbers, i.e. larger bit
patterns. The increasing computing power due to the ongoing development of
faster and faster chips forms no real threat to the security of
cryptographic techniques. It is true that the increased computing power
makes deciphering increasingly easier) but that applies to enciphering as
well. In the case of cryptographic techniques, the security is rather based
on an essential difference in Complexity between certain operations on
aumbers. Thus, a very high security level can remain being guaranteed, as
long as there remains a substantial difference in complexity between the
underlying computations. Because the security level, when using
cryptographic techniques, depends on, among other things, the degree to
which the cryptographic keys used are secured, in general some kind of
physical protection will really come into play when using cryptography. If,
for example, the keys used are being stored in chips, one also needs soma
form of physical protection for securing these chips against extraction of
their contents. However, this form of physical protection, which is used
with chip cards amongst other things, has proven in practice to be able to
offer a high level of security at low costs, so that we do not consider its
use difficult to accept. Even better, we see it as an advantage of the
systems developed by us that the physical protection (of the vehicle
equipment in particular) can be restricted to this specific, cheap form, of
which the reliability has proven itself. 5.5 Equipment already present It
is to be expected that within the foreseeable future most of the
above-mentioned equipment will be standard equipment for new cars. This
equipment can, or will be able to, carry out a multitude of tasks, such as)
for example, supervising the correct functioning of - parts of - the
vehicle, keeping accounts for the benefit of automated diagnostics
(possibly remotely), supporting navigation, sufficiently fraud-resistant
retaining of, and granting access to, an identification number of the
vehicle for service and guarantee purposes, xemembering the desired
settings of, for example, steering wheel, driver's seat and mirrors for
various drivers, simplifying tracing after theft, implementing a tachograph
or black box, communicating with parking machines to automatically
establish parking fees and possibly also for direct or indirect automatic
payment of parking fees, communicating with all sorts of other provisions
alongside the road, with other vehicles and/or with the rest of the outside
world, etc., etc. 'Thus, in the future only a fraction of the mentioned
equipment will, or will havo to, be present exclusively for imposing
traffic fees with the assistance of the TIP system. After a11, only the
non-volatile memory words) for the counter values) or the traffic fee
counter values) seem to be intended exclusively for that purpose. All other
parts may also be useful and/or necessary for othor tasks. For example, the
connection point for, for example) a chipcard may already be present - or
also going to be used - for tasks, such as, for example, determining by or
on behalf of whom the vehicle is going to be used in order to is Actually
cryptology. See also the chapter on cryptography.   37 8 S E P 2003 be able
to determine whether that use will be permitted and/or in order to
automatically adjust the driver's seat, steering wheel, mirrors, and the
like according to the wishes of the user registered in a chip card. The
receiver can be used) among other things, to take delivery of data about
the infrastructure) such as, for example, the locally valid speed limit or
information on delays as a result of tailbacks. In short, there are
numerous other useful applications possible, even too many to mention. 



5.6 Possible integration with other applications Because the equipment used
in vehicles by - the traffic fees part of - the TIP system does not or
hardly need physical protection to hinder fraud, the traffic fees part can
easily be integrated or cooperate with all kinds of other applications. If
desired, certain other applications can therefore also fonrn, or start to
form, part of the total TIP system. The equipment required for the traffrc
fee part of the TIP system, or for the total TIP system, thus may be used
collectively with other applications within or outside the total TIP
system, so that the costs that will have to be made per vehicle for - the
traffic fees part of- the TIP system, may be low or extremely low. 5.7
Fixed and loose vehicle equipment (FVE and LVE) Not au equipment mentioned
needs to be) or needs to have been, permanently attached to the vehicle.
The equipment or important parts thereof may be loosez6 and may, in the
case that there is a connection point, be connected to fixed vehicle
equipment, such as, for example, sensors andlor the battery. The loose,
connectable equipment may, for example, consist of a chip card, which can
take care of a part of) or even all, processing and/or which contains - at
least a part of - the non-volatile memory. It is also possible, for
example, that the transmitter and/or the receiver form part of the loose
equipment. With the term fixed vehicle equipment (FVE) we henceforth will
allude to all equipment that is permanently attached to the vehicle and
that supplies information to, or is used - directly or indirectly - by, the
TIP system And with the term loose vehicle equipment (LVE), we will allude
to all other equipment that during participation in traffic is present (and
possibly connected to the FVE) in the vehicle for the benefit of the TIP
system. We will keep on using the term vehicle equipment (VE) for the union
of FVE and LVE. On the one hand it is possible that there is only a
question of FVE, i.e, that all equipment is permanently attached to the
vehicle and that no use is being made of loose, connectable equipment. On
the other hand it is possible in certain cases that there is only a
question of LVE. The latter is only possible if no use is being made, or
made yet, of sensors attached to the vehicle (for example, to be able to
determine the kilometer counter value) or of identification means that have
been fraud-resistantly attached to the vehicle, such as, for example, a
chip with an identification number and/or a type indication. Because
otherwise there also would be a question of FVE. It is self evident that
there is a whole range of other possibilities between both extremes.
Normally a TIP system that is used for tragic fees and particularly for
traffic pricing will also support continuous pricing) for which it is in
general necessary to make use of data that are acquired via sensors on the
vehicle con za We are aware that in general there is no clear distinction
between what can be called `loose' and what can be called `fixed'. For
example, the battery of a vehicle is in a certain sense also fairly easily
detachable, so that against our intention it triight be considered also as
a loose part of the vehicle. However, a more precise definition does not
seem necessary for our purpose.   ` $ SEP Z003 cerned. Thus, in general
there will be a question of FVE, to which LVE can be connected or not.
However, when introducing road traffic pricing with the assistance of the
TIP system, one can also restrict oneself - possibly only in first instance
- to open and closed tolling. (Sae also Chapter 17.) In doing so, one then
may limit oneself, for example, to transmitting an identificakion number of
the payer or of his checking account. Thus, data concerning the vehicle
then are not necessary, so in this case having only LVE can suffice. 5.8
Broad interpretation of the notions used Perhaps superfluously but to be
quite on the safe side, we remark explicitly that) in general, the notions
used must be interpreted broadly. Not only the notions dealt with in this
chapter) but au notions in the entire text. For example, we will use the
concept of transmitter for every means by which a message can be given or
made available to the receivers) of other objects or persons in the
environment. The term is usually used if there is no question of physical
contact and messages are being transmitted by means of, for example, sound
or radio waves, light, infrared, or whateverz'. But in our context, the
term obviously also covers those cases in which the transfer of messages
occurs via physical contact, for example by means of electrical conduction.
Thus we could also have entitled the possibly present connection point for
the connecting of equipment of, or on behalf of, the payer as a
transceiver. This last remark illustrates that the earlier-used term
connection point, without it being said explicitly, really was intended to
be interpreted broadly, so that it also includes cases without physical
contact. In short, the communication between LVE and FVE can also take
place via transmitting and receiving means. 6 Cryptographyzs Tn general,
the suggested TIP systems gratefully use prior art cryptographic techniques
for various purposes. By means of cryptographic techniques it is, for
example, possible to keep the contents of a message secret for any other
person than the intended recipient. In the following, we will refer to a
message as secret if that message has been enciphered in such a way that
only the intended recipient can decipher it or, in other words) can undo
the message of the `packing' that provides for its secrecy. This situation
is somewhat comparable to a sealed envelope around a letter, albeit with
the difference that anybody can indeed illegally open a sealed envelope,
but not a secret message. (The comparison with a sealed envelope is not
unusual, even though a safe vault of which only the sender and recipient
have a key, offers more similarities in properties.) Furthermore, by means
of cryptographic techniques it is possible to warrant the authenticity of
the contents andlor of the sender of a message. If both aspects are
guaranteed, one speaks of a digital signature on that message. Henceforth
we will refer to a message furnished with a digital signature as a signed
message. To hinder fraud, each message should not only be signed, but also
provisions should be taken to ensure that only the copy of each signed
message that is received first really counts, i.e. that all copies that -
possibly - turn up later anywhere cannot get any effect in addition to the
- intended - effect of the copy received first. To this end, z' A display
and a loudspeaker thus also fall under the broad notion of transmitter. ze
More strictly speaking, `cryptography' only stands for ciphering. The
correct term for the theory of both enciphering and deciphering (say, both
producing and reading ciphertext) is actually `cryptology'. In the rust of
this text we will nevertheless continue using the somewhat more wall-known
and quite current term `cryptography'.  



` 8 sip 2003 39 the original copy of each signed message should be at least
unique. Usually the desired uniqueness is obtained by adding a timestamp or
a serial number to each message. Furthermore, to this end the intended
effect of each message should be clear. The intended effect is often made
clear by recording in each message explicitly, among other things, the
addressee andlor the subject. Besides that) for a good 'signature, it is
generally necessary to also incorporate into the message a lrnown bit
pattern (or a bit pattern that is derivable from the rest of the raessage).
We will not digress further on these kinds of cryptographic details, and
henceforward will pay no - or hardly any - attention to them To put it even
stronger, we will - perhaps - sometimes not even indicate explicitly
whether secrecy and/or signing is either desirable or necessary for a
proper functioning of the various protocols that will pass in review. A
person skilled in the art should himself be able to determine, or further
determine, which protective measures) are necessary and how these can be
implemented by means of cryptographic techniques. Nevertheless, we will pay
quite some attention to a number of security aspects. Not only to show here
and there what application of cryptography has to offer, but also to make
the explanation of a number of aspects of the protocols and of the working
of TIP systems clear or more clear. Thereby we will - try to - restrict
ourselves to the two properties secret and signed. Thus, in our
description, the stronger means of digital signatures is sometimes
mentioned, while it might suffice, for example, to warrant the authenticity
of only the sender or of only the contents of the message. Also, we will
indicate here and there that secrecy or signing takes place or should take
place, while one may also content oneself with a similar approach without
these cryptographic additions. In short, the descriptions given serve only
as illustrations and may not be understood as imposed restrictions. 7
Accounting 7.1 Data to be maintained As mentioned earlier, we will
initially focus on imposing traffic fees. The data that needs to be
actively maintained [alternative translation: recorded and updated] by the
vehicle equipment will then in general include anything that affects - the
level of - those fees (say) is used as a parameter). These data can be of
any kind. For example, in a vehicle with a combustion engine one could, at
least in principle, continuously measure and record the quantify and
quality (kind) of the exhaust-fumes produced by said vehicle. However, in
most cases it concerns data that can be determined more cheaply, such as,
for example, the distance covered) the speed, the point in time) number of
revolutions per minute) vehicle type) engine type, the gear engaged, the
position of the gas pedal, etc. 7.2 Tho kilometer counter as odometer Below
we will give a number of examples in which a record is kept of at least the
kilometer counter value. Strictly speaking, instead of kilometer counter we
perhaps should start to use the uncommon [Translator's Note: uncommon in
Dutch] word odometer, because - in the case of the kilometer counter as
intended by us - the distance unit (or the smallest distance unit) used for
the counting can be - and because of the desired accuracy in general also
will be - different from the kilometer. Nevertheless, we will continue to
use the common [Translator's Note: common in Dutch] term kilometer counter
for the odometer all the time. In the rest of this text we assume that the
kilometer counter is kept up-tv-date, and can be read, in a sufficient
number of decimals.   " 8 SEP Z003 40 7.3 Some examples As an illustration,
we will give some specific examples. In the first example, only the
kilometer counter value is recorded (to a sufficient degree of accuracy).
In this case the corresponding traffic fee may consist of a fixed price per
distance unit traveled. In the second example the kilometer counter value
is recorded, as well as the time, speed, and accumulated fees paid andlor
due. Each of these four values must, of course, be expressed using some
prescribed unit. For example, the fees due can be expressed as a sum of
money, or in temps of `levy points', etc. The way in which dues are
calculated from the other data, will of course be prescribed (presumably by
government). Continuing the second example, the prescribed amount that must
be contributed to the accumulated `levy points' for each distance unit
traveled thus may depend on the time span (i.e. the speed) in which the
distance was covered, and on the precise period (i.e. date and time) in
which it was covered. To put it another way, in the given example the price
due for a unit of distance traveled can be determined by any desired
function of speed and time. For example, it is possible for kilometers
traveled at a speed higher than, say, 90 kmih to be charged at a
progressively higher rate (i.e, the charge per kilometer increases with
speed). The same applies to kilometers traveled during specific peak hours
on specific days. Another possibility is to follow a U-shaped function of
speed, and thus additionally increase the charge per kilometer as the speed
drops fiuther below, say, 60 km/h. The reasoning behind such a U-shaped
function is that the fuel consumption and/or the pollution caused per
distance unit is greater at both high and very low speeds. Our third
example augments the data used by the second example with the license plate
number (or some other registration number) of the vehicle. The license
plate number register (to be) maintained by, or on behalf of, the
government might, for instance, include an accurate description of the
vehicle type, engine type, ete. of the vehicle concerned. Therefore, for
any vehicle type, i.e. for any combination of brand) model, year of
manufacture, gearbox and engine type (etc.}, one now can choose the price
function in such a way that the price per distance unit traveled will be
fairly accurately related to the fuel consumption and/or environmental
pollution caused, without having to continuously measure and/or analyze the
exhaust fumes of each individual vehicle. Note that one can choose to let
the price per kilometer depend not only on the average speed at which this
distance unit was traveled, but also on the average speed at which the
preceding distance unit was traveled. Therefore) additional pollution
(and/or fuel consumption) resulting from speed variance, i.e. acceleration
and deceleration, can be charged fairly accurately without having to
continuously analy2e exhaust fumes emitted by the vehicle while
participating in traffic. 7.4 Empirical discovery of an algorithm In order
to arrive at a sufficiently accurate algorithm for calculating the degree
of pollution caused by s vehicle from relevant data (such as speed)
acceleration) temperature, fuel consumption, ongine speed) etc.), one would
like to perform actual analyses and measurements on at least one specimen
of every possible kind of vohicle, The kind and quantity of environmental
pollution caused by the specimen under all kinds of conditions should be
analyzed and measured, and the corresponding combination of relevant data
determined. One specimen may be sufficient already, since we can collect
data of a11 other vehicles of that type through the traffic information
system, and check whether they manifest the rime characteristic
combinations of data relevant to this calculation. Another use of the data
thus obtained is to call in for closer inspection those vehicles that seem
to deviate. Simi 



` s sEP 2003 41 larly) one can track down vehicles that no longer conform
to - environmental - standards, perhaps due to bad tuning or aging.
(Observations similar to those described here apply to the example of
overall noise production by a vehicle. This latter example of using
derived, i.e. calculated, information is addressed in Chapter 11.) If one
decides to base the fee on fuel consumption, often even no specimen at a11
is necessary for prior experimentation. The reason is that one can collect,
for every type of vehicle, all information on (reported) fuel con sumption
under au kinds of usage conditions through the traffic information system.
After filtering out any results deviating too far (perhaps due to attempted
fraud)) accurate information on fuel consumption occurring in practice can
be derived per vehicle type. The results thus obtained can be used to
determine a sufficiently accurate algorithm (e.g. in the form of a function
or a multi-dimensional table) for calculating the fuel consumption from a
suitable (e.g. minimal) number of input parameters. Such an algorithm can
subsequently be used to verify the fuel consumption reported by an
individual vehicle. (Observations similar to those described here apply to
the possible use of the traffic information system to collect measurements
of the level of noise production occurring inside the engine compartment of
vehicles). Either of the two ways described above for empirically
discovering an algorithm for calculating derived information may also be
applied to data other than fuel consumption (or noise production}. More in
general, one can automatically collect the information required for
combating fraud with a particular type of vehicle provided that the great
majority of the vehicles of that type are not subject to fraud. 7.5 Some
more esaraples Another possibility is to let the pricing function used for
a particular traffic fee vary with (depend on) the area oz the section of
road. Obviously, one must then keep track of the tariff zone in which the
vehicle is located. For exampleZ9, assuming the vehicle equipment includes
a receiver, it can be kept informed about which tariff', i. e. which price
function must be applied, by announcing via a transmitter at each border
crossing between different tariff zones to the vehicle equipment the kind
of tariff zone that is being entered. One could also let the fees due be
dependent (wholly or in part) on the intensity of local tragic. Later, we
will separately address a number of other advantages of the use of the
receivers. From the above it should have become clear that there are
countless possibilities, too many in fact to mention. More or less as a
coincidence, a11 of the examples that have just been given involve a
kilometer counter. This is a coincidence in the sense that one can very
well conceive situations in which the length of the distances traveled has
no effect on - determining the level of - the fees. On the other hand, it
is not a coincidence at all, since we expect that in practice a kilometer
counter will actually be used in many cases eveniually.~After all, an
important property of the TIP system is that it makes continuous pricing
possible. This also explains why) in the remaining exposition, we will
focus mainly on the use of counters. In our examples, we will often confine
ourselves to mentioning counters (counters in general or kilometer counters
in particular). 29 .tee correct tariff can, for example, also be determined
with the aid of a GPS and a description of the tariff zonas/areas.   42 " 8
S E P 2003 We point out in advance that a11 possible kinds of data of which
either the reliability can be verified sufficiently easily from a distance,
or which are sufficiently protected against fraud attempts in another way,
can be used as parameters of the pricing function. We will return to this
matter in Chapter 11. 7.6 A traffic fee counter value per person andlor per
vehicle A11 parameters that influence the level of a traffic fee are used
in some prescribed way to maintain the current value of a traffic fee
counter. In many cases this concerns a cumulative, in other words
monotonically increasing, traffic fee counter. However) it may also concern
a monotonically decreasing counter. To siraplify our explanation, we will
often refer to `the counter', deliberately ignoring the possibility of
maintaining more than one counter, and also leaving unstated what the one
or more counters are associated with. For example, the traffic fee counter,
i.e. the counter on which the payment process3 is based, can be associated
with a vehicle or with a payer. Another interesting alternative is to
maintain two counters, one associated with the vehicle and one associ ated
with the payer. Associating a counter with the vehicle (and therefore
indirectly with the holder of that vehicle) is a straightforward
possibility, which closely matches the (ultimate) responsibility of the
vehicle registration holder to pay the ttaf~c fees that arise from the use
of the vehicle. This possibility also closely matches the traditional
association between kilometer counters and/or kilometer counter values, and
vehicles. The advantage of a direct association between counters and payers
is that the users of a vehicle can alternate, and yet each of them will
still be held accountable by the authority (in this case the fee collector)
for payment of traf fic fees arising from their oven individual usage. 



The possible charging of traffic fees incurred by a vehicle to its actual
users can be considered to be the vehicle holder's own responsibility. If
that is the case, the traffic fee counter is associated with the vehicle
and it is up to the holder to keep track or have keep track of fees per
individual user (possibly aided by LVE), if desired. Thus) in this case the
holder will be responsible for the possible use of a second kind of
counter. Of course, it is also possible that the authority, i.e. the fee
collector, is interested in both counters3~, and uses them both for the
verification and/or payment process. Having a redundancy in the counters
provides the authority with an additional means of verification (of
consistency), since, for example, the total amount of tragic fees due
according to the counters associated with vehicles should be equal to the
total amount of traffic fees due according to the counters associated with
payers. In any case, for the sake of convenience, we will generally
continue to speak of one counter in the remainder of the text. 8 Use of a
transmitter A realization of a TIP system in which no transmitter is used,
seems unlikely. In the caso of an approach using agents (which we will not
discuss until in Chaptor 1 b) it is, in principle, certainly possible to
have the agents report, for example via an electrical contact, only during
a periodic inspection. However, the use of transmittexs 3 For example, this
might simply be a kilometer counter. 3 ~ For example, if individual
pollution rights, tradeable or not) are involved.   - 8 SEP 2003 43 is so
cheap and convenient that in the remainder we will assume the use of a
transmitter. There is no reason to treat the `more classical' possibilities
without transmitter separately in more detail, since a11 relevant aspects
are already contained in the remaining explanation of the case using a
transmitter. (Note that communication by physical contact is also covered
by our notion of a transmitter in a wide sense.) 8.1 Continuous or
solicited transmission of data If (or insofar as) the vehicle equipment in
each participating vehicle keeps its own accounts, the authority must be
able to gain access to the accounts of each participant at any desired
moment in order to be able to perform ef fective supervision. In the
approach with remote verifications only, which approach we will discuss
first, every participating vehicle must for this purpose make crucial data
available to the authority in the outside world via a transmitter. In
Chapter 16, we will describe a similar approach in which these data are
passed to an in-vehicle agent, i.e. a representative, of the authority.
This agent then communicates via a transmitter with - the rest of the said
authority in the outside world. . 'The transmission of messages with the
required data can take place - almost - continuously, that is to say the
messages must be transmitted at least at a prescribed high rate, or else it
can take place solely in response to an authorized request (or rather, to
an authorized order). If one chooses for gaining access to the data kept in
the vehicle upon request only, good verification from a distance becomes
more difficult and therefore more expensive to perform, so that an adapted
approach, such as the approach with agents residing in the vehicle) seems
at least desirable. Until the treatment of the approach using agents in
Chapter 16, we will - to the extent possible confine ourselves in our
remaining exposition to the case in which the required information is made
available almost continuously via the transmitter. 8.2 Reading from a
distance The messages transmitted by vehicles (or more precisely, by
vehicle equipment) can be read by means of receivers, without traffic being
disturbed in any way. In principle, receivers can be placed at any desired
distance, as long as they are within the prescribed range of the
transmitters of the vehicles to be `read out'. The necessary receivers may
be placed, for example, alongside or above the road, but no other
possibility is ruled out at alit 8.3 Possibly transmitting only
identlficatlons or semi-identifications If the TIP system is used only, for
example, to collect traffic information in a narrow sense, thus among other
things to measure the quantity and/or average speed of certain traffic
flows and/or to determine ttaffic congestion delays and/or to determine the
(average) speed of individual vehicles on particular road segments) then it
is sufficient to transmit identifications or semi-ident~cations from each
vehicle. The notion of semi-identiftcation has not yet been explained, and
will be treated extensively in Chapter 15. For open and closed tolling too,
it may be possible to restrict oneself to transmitting identifications or
semi-identifications. (As has already been mentioned earliex in the
penultimate paragraph of Chapter 5. An example of this is given in Chapter
17.) 9 Security of messages 9.1 Signing messages 



The transmission of messages to the authority with relevant data about
one's accounts can be seen as a submission of an automated, electronic
declaration. If such a declaration turns out to contain errors, intentional
or not,   ` 8 sEP 2003 44 then one would like to call to account the sender
responsible. Thus it is convenient if 1 ) the sender responsible can be
determined indisputably) and 2) this sender can be called to account as to
the precise contents of the declaration. 'The latter requires that nobody
can alter the contents of someone else's declaration unnoticed. If one
wishes to have both properties just mentioned, one must require that every
declaration carnes an - unforgeable - digital signature. For, a digital
signature ensures the authenticity of both the identity of the sender and
of the contents of the signed message. In other words, such a signature
ensures that one can prove the message was not sent by another person, and
also that its contents cannot have been altered surreptitiously by another
person. Thus, digital signatures can prevent another person making a false
declaration, and also remove any chance of success in repudiating an
incorrect declaration submitted by oneself. The authenticity of both
contents and sender, which is ensured by a digital signature, need not of
course merely be relevant for electronic declarations, but can also be
useful and/or necessary for other, or even a11, messages. 9.2 Authorized
inspection only By means of cryptography one can ensure that every message
remains secret to anybody but the intended recipient. Thus one can for
example ensure that a particular transmitted message, such as, for example,
a declaration, is only readable by the addressee. Later we will fiuther
address the need for privacy protection against and secrecy towards certain
persons or authorities. For now it is su~tcient to note that the
transmitted messages can be encrypted in order to secure against
illegitimate inspection. 10 Identification numbers in messages 10.1 The
need for identifications Often it is the case that a message to be
transmitted by vehicle equipment must also include a number of
identifications. A number of reasons for this can be given. In the first
place, as will be explained in detail later, it is necessary to be able to
verify that the counter value or the counter values only increase and are
not occasionally - during traffic participation or while stationary - set
back surreptitiously. For this it is necessary to be able to determine
whether or not the counter values submitted at various points in time
belong to the same FVE, or to the same LVE respectivoly. Thus, in the
approach first described by us, with remote verifications only, a
corresponding identification number must be transnutted together with every
counter value. In addition, it must be possible to charge the registered
traffic fees to the correct payer regularly. To this end, it is desirable
to register or transmit some identification number of the payer with each
counter value andlor counter identification. If desired, payments might
also be made in an anonymous or semi-anonymous way within the vehicle.1n
view of the need for privacy protection, it may seem attractive to do so,
and then just sending a proof of paymont together with the counter value or
counter values. But even then, the need for identification numbers has not
necessarily disappeared. After all, the fee collector, for example, will
normally want the proof of payment to specify for which counter has been
paid. It does not seem that easy) therefore, to get around the use of some
identification number or another when charging.   45 0 S Ep 2003 Thirdly,
it is at least desirable for particular messages, such as declarations, to
carry a - digital - signature. However, one can only verify the signature
on a message if one can determine to whom the signature is supposed to
belong. In short) if a message is signed, the intended recipient must be
able to identify the owner of the signature. In short) some form of
identification seeing indispensable. How one can ensure a sufficient level
of privacy protection despite the use of identifications) will be discussed
in Chapter 13. And in Chapters 15 and 16 we will show that the use of
identifications of persons and/or vehicles can be minimized, and how this
can be done. 10.2 Several identifications Several identification numbers
may be necessary and various kinds may be used. We will come back to the
latter in Chapter 13. If one associates certain counter values with
vehicles, then a vehicle identification must accompany such counter values
in the messages. In such a case, the counter is actually bound to the FVE
and it is thus possible to opt for a FVE identification number instead of a
vehicle identification number. Which of the options is more convenient
depends, amongst other things, on the desired course of things in the case
of, for example, replacement of equipment in the event of defects etc. One
can also choose to associate each person with one or more private counters.
Then the identification number must concern the person or his counter, i.e.
his LVE. When considering this last choice, one should, among other things)
bear in mind what should happen in the case of, for example) loss and/or
theft of the personal LVE. One might also have two counters be maintained
during traffic participation: one associated with the FVE, the other with
the LVL. Thus in this case, message transmissions must at least include the
two associated identification numbers. 



Maintaining a counter per person has a number of advantages. Firstly,
several users/payers can take toms in using one and the same vehicle (i.e.
can `share' vehicles), and yet each individual can be charged with the
traffic fees due to his/her own use. Secondly, this makes it possible to
introduce a quota system, in which each citizen is allowed, for example, to
travel a quotum of kilometers in a motorized fashion or to cause a certain
quotum of environmental pollution (of some kind). Possibly the trading of
all or part of such usage rights or pollution rights will be permitted ox
regulated. For convenience, in the remainder of the text we will - almost -
always speak of one counter and do so without specifying what kind of
counter is concerned. Thus, in the remaining explanation in general we do
not distinguish between the various possible cases with one or several
counters and with counters that are personal or not. A person skilled in
the art is considered to be capable of further supplying the required
details in each case. 11 Checks To make and keep a tragic information
system sufficiently fraud-resistant) all sorts of checks [alternative
translation: verifications] will, in general, be needed. Of course) one
will need verifications in particular on the reliability of data for which,
directly or indirectly) somo economic interoat (say, money) is at stake,
such as) for example, in the case of price calculations or traffic fees. An
incorrectness or unacceptable deviation revealed by an inspection may, for
example, be the result of a fraud attempt, a defect or an incorrect tuning.
The counter action may for example consist of stopping the vehicle, or of
sending a summons to the holder of the vehicle to bring the vehicle in for
further inspection.   ' $ S E P 2003 46 11.1 The fee collector as inspector
Although it is a possibility that the government or the fee collector could
contract out certain inspections to various competitive organizations, we
will for our convenience often assume in the remainder of this description
that the inspector and fee collector are one and the same, i.e. that there
is one fee collector who takes care himself of performing the necessary
inspections. Therefore) we can restrict ourselves to the term fee collector
when we wish to specifically refer to the authority. (Often, however, we
will just continue to use the more abstract term authority). 11.2 Remote
verification An important aspect is that the authority can also verify from
some distance, i.e. without obstructing traffic at a11) whether the
accounts in the vehicle are kept correctly. In first instance we will treat
one thing and another for the case that the accounting concern only the
kilometer counter value. For good verifications on correct kilometer
counter values, attention must generally be paid to two aspects) namely: 1)
whether the kilometer counter is continually incremented correctly, i.e.
whether the kilometer counter is precise, and 2) whether the kilometer
counter is not being surreptitiously decremented now and then, i.e. whether
the kilometer counter is monotonically increasing (more precisely
formulated: monotonically non-decreasing). 11.3 Checking the precision of
kilometer counters To check on the first mentioned aspect, one can set up
an inspection trap at randomly chosen, varying (and possibly also at a few
pem~anent) positions. If the inspection trap consists of a section of road
where there is no opportunity to leave the road between the beginning and
the end of the trap, then it has one entrance and one exit. If after the
beginning of the inspection trap there are, for example, a number of forks
andlor exit ramps) then the inspection trap can be seen as a tree structure
with one entrance as its root and many exits as its leaves. Even more
complicated inspection traps with several entrances are conceivable. In any
case, the intention is that one can only enter an inspection trap via one
of its entrances and only leave it via one of its exits. Besides that, it
is important for verifications of kilometer counters that the length of
each checking trajectory, i.e. of each trajectory from an entrance to an
exit, is known with sufficient accuracy. (An inspection trap can also be
used for traffic control, namely for observing and gaining insight into the
course of traffic flows. In this case) the lengths of the trajectories
inside the inspection traps play no role.) Of each participating vehicle
(or, of each VE) that travels a checking trajectory, the kilometer counter
value is read out twice. Once at the moment that the vehicle passes the
beginning of the checking trajectory, i.e. enters the inspection trap, and
once at the moment that the same vehicle passes the end of that trajectory,
i.e. leaves the trap. With the aid of a processor, one can) for each pair
of related kilometer counter values, subtract the two numbers from each
other and compare the result to the lmown length of the checking
trajectory. Tf both distances correspond sufficiently accurately) then
apparently the kilometer counter is properly maintained in the vehicle.
Obviously, if on the other hand the diff'orence is considered to be too
large, a certain action will be initiated. This action may, for example)
consist of arreatlng the vehicle concerned fbrther up the road. Or) fot
example, of making a video recording of the license plate of the vehicle
concerned in order to later track down the holder who is responsible and
then summon him or hex to bring the vehicle in soon for a further
inspection.   ` 8 SEP 2003 47 (Note: We anticipatively remark here that
manipulating license plates is generally easy to do and that it thus would
be advisable to arrange for a really fraud-resistant means of
identification.) Whether two counter values are related, i.e. are
associated with either the same vehicle or the same payer, can be
determined by providing that each kilometer counter value in a transmitted
message is accompanied by a proper identification number or
semi-identification number. The term semi-identification number will be
treated extensively in Chapter I5. 



11.4 Ascertaining the inspection-related vehicle Before continuing the
discussion of kilometer counter verifications, we remark that for certain
measures or counter measures, such as, for example, the taking of a
photograph, it must be known precisely from which vehicle the unacceptable
declaration originates. Furthermore, one must be able to relate an
independent measurement (for example, a speed measurement; see also
Sections 11.10 and 16.7) to messages from - or, more in general, to
communication with - the correct vehicle'2. In other words, one must then
be able to ascertain with sufficient certainty the physical identity - say)
the position - of the vehicle with which communication is taking place. A
prior art techwique, for example, is taking cross-bearings. However, taking
sufficiently accurate cross-bearings on one or several messages broadcasted
(i.e. transmitted in all directions) by or from the vehicle, may be
impracticable or even impossible. Therefore we suggest here the possibility
of realizing one thing and another by means of directed [alternative
translation: beamed] communication from and/or to the vehicle that is, or
is to be, inspected. In particular, `pointing to' the vehicle in question
by means of directed communication towards the vehicle, seems to be a very
attractive option. For the sake of clarity, we give one example in more
detail by way of further elucidation. One could aim a narrow beam'3 at one
or more receivers, whether special or not, of the vehicle that is to be
inspected, in such a nnanner that only this vehicle receives the message
being transmitted via the beam or beams. The message having to be sent in
the case of an inspection aimed at a specific vehicle) then concerns an
instruction for the checked vehicle, or the equipment in the vehicle, to
which instruction of course should be responded immediately and in a
prescribed way'". Upon reception of the required response (or responses),
the verifying authority thus will know exactly which vehicle is
`responsible' for this response (or these responses). If there is no
response by or from the vehicle pointed to by the beam (or beams), or if
the response is not in time or is otherwise inadequate, then that '2 Thin
is particularly difficult if the messages sent from the vehicle do not
contain a fraud-resistant identification that is suitable to relate them
unambiguously to the correct independent measurement. 'a For example, a
beam of electromagnetic waves. The only requirement is that the
communication can be aimed, i.e. that the beam can be made su~ciently
narrow. Another possibility is to use several beams and to ensure that at
the moment of inspection only one vehicle is covered by all the beams. We
do not pursue this matter further, as this remark should suf3fice for a
person skilled in the art. '4 In the instruction one might include, for
example, a unique number, say an instruction nunnber, and one could make it
obligatory to mention this number in the response or responses to this
message. Also one nught require that the response or responses have to be
signed. The latter is advantageous for later furnishing of proof, but is
disadvantageous for the anonymity of the sender.   48 8 ~ E P 2003 will of
course constitute an offense that induces a counter measure (such as, for
example, stopping the vehicle and/or sending a summons for an extensive
inspection). At the risk of being superfluous, we remark that this
technique is not only applicable and of importance in case of TIP systems,
but also more in general. Particularly also in case of positioning-based
systems using a GPS and/or an electronic roadmap. If it toms out that the
verification technique (or the application of the verification technique)
as suggested by us, using directed communication and active participation
of vehicle equipment, is indeed new, or is new in the context of the said
traffic information systems (that enable continuous pricing), then we wish
to claim this technique (method) as extensively as possible. Thus, it is,
among other things, explicitly our intention that the use of this technique
for positioning-based traffic information systems using GPS and/or an
electronic road map also forn~s part of our invention. 11.5 Checks against
surreptitious reversal To ensure that counter values do only increase
monotonically, i.e. that they cannot be set back at any moment without real
danger of being caught~s, there must be a sufficient number of checks on
counter monotony. These verifications take place by reading out counter
values with accompanying identification, i.e. intercepting declarations, at
random times, thus also at the most unexpected moments. Upon reception of a
declaration, accounts to be kept by the inspector will be used to find the
counter value that until now was recorded as most recently received
relating to the identification in question. If the currently received
counter value is higher than the one found in the accounts, it will be
registered in the accounts as the most recent one. If it is lower, an
appropriate counter measure should be taken, as this signifies an
unpermitted situation. The accounts needed for monotony inspections thus
consist of one most recently intercepted countez value per identification.
It should be clear that each counter value must be uniquely identiiied
again and again by one and the same identification) and that the use of
real identification numbers is essential to these monotony checks.
Semi-identification numbers therefore are not suited for this. This last
aspect should become clear to the reader after reading of Chapter 15.
Please observe that for monotony checks it is su~cient to intercept
messages transmitted from vehicles. Thus, for these checks it is not
necessary to determine the position of the vehicle at the moment of
reception of the message, as is necessary in the case of checks on
precision. If the counter value or values are identified in each message by
identification numbers) then it will be possible to combine) in each
inspection trap, precision checks with monotony checks. It is thus not
always necessary to perform `separate' checks on counter monotony. 11.6
Checking counters in general The method described above for checking on
monotony can be used not only for kilometer counters) but for other kinds
of counters as well. Furthermore, it cannot only be applied in the case of
increasing (incremental) countors) but obviously also in case of decreasing
(decremental) counters36. In abort, the monotony may equally well be 3s In
particular, protection against setting a counter back during a standstill
is also necessary! 



'61)ecremental counters may) for example, keep track of the kilometers or
`pollution rights' still available.   ` $ S EP 2003 49 decreasing instead
of increasing. For complete verification) checks on precision are required
additionally. But fortunately, checks on precision are also possible for
far more counters than kilometer counters only. Suppose for example that
there is a question of a traffic fee counter and that tbo amount of `levy
points' for a traveled distance unit is a function of several variables,
such as, for example, speed, engine speed, vehicle type, length, width, and
the like. As long as the correct value of all used variables can be
determined reliably, the traf fic fee counter can be completely verified.
The values of variables involved can be ascertained reliably in two ways,
namely either 1) by determining them externally, i.e. independent of the
report from the vehicle (and remotely), or 2) by making sure that the
report from the vehicle can really be trusted. In the following three
sections we digress somewhat further on this. In passing, we remark here
further that) for data that can be determined externally, their presence in
each declaration does not have to be required, strictly taken. However, it
is usually more convenient to do so anyway. After a11, checking whether a
reported value is correct may be easier - and therefore cheaper - than
independent ascertainment, but never more difficult (or more expensive).
For example, checking whether a reported registration number is in
accordance with that on the license plate is easier than reading the
registration number on the license plate totally independently (i.e.
without having any hint). Finally we note that, in case of separate checks
on precision and monotony, it must be prevented that a certain counter in a
vehicle can escape from a full check by giving the appearance of two
different counters. In other words, one must make sure that both kinds of
checks for each individual counter can be correctly `associated with each
other.' 11.7 Data suitable for remote verification The detection of
incorrectnesses or deviations is at least possible for all kinds of data,
supplied by vehicle equipment, of which the correct values can be remotely
(and preferably automatically) determined for passing vehicles. This can be
done by direct determination, such as, for example, with speed, speed
change, length, width, color, shape of body-work, registration number on
license plate, and the like. Sometimes it can be done Indirectly via
derivation from other data. An example of this, already givep before, is
the fuel consumption. 8ven though the fuel consumption of a passing vehicle
cannot be directly measured remotely, it is often possible to derive the
fuel consumption rather accurately from a number of other data that have
proven to bu highly deternrining for the fuel constunption of the passing
vehicle. For these other data, think, for example) of the full
classification of the vehicle and of curtain data about the use - including
the usage conditions - of the vehicle) i.e. certain data related to its
movement. As already mentioned, a full classification can) fox example)
consist of brand, model, year of make) gearbox and engine type. Usage data
that may play a role, are) on the one hand, for example) speed,
acceleration) engine speed) and the like, and on the other hand, for
example) the air humidity, air pressure, outside temperature, wind speed
and wind direction. If a sufficiently accurate relationship is known, and
if reliable values are also available for the theretorequired data (i.e.
for the input parameters), the correct fuel consumption thus can still bo
derived. A value reported from a vehicle can thus really be ver'tfted for
reliability. Another exempla of a derivable datum is) for example, the
engine speed. If a full classification (snake, model) year, gearbox and
engine type, and the like) of the passing vehicle is known, one can check
indirectly in what gear is being driven by performing a speed measurement,
a speed change measurement (say, an acceleration   Sa 8 sFP 2003
measureraent) and a directed sound measurement. Based on the speed and the
data made available by the manufacturer (and perhaps checked by the
authority) concerning transmission ratios) one then can derive the engine
speed much more precisely and use this fox verifying the correctness of the
reported engine speed. We have already stated that various counters can be
spot-checked remotely and descn'bed how this can be done. It should now be
clear that revolution counters and fuel counters also belong, or can
belong, to that category. 11.8 Another example of the usefulness of derived
information To illustrate the possibilities that derivations can offer, we
describe here in passing yet one more specific example. This example
concerns the possibility of deriving the total amount of noise caused by a
vehicle (thus including noise resulting from airflow around the vehicle)
rather accurately from a number of other data. The nice thing about this
example is that derivation may even be necessary, because in certain cases
it seems unfeasible or even impossible to actually measure this datum
sufficiently accurately. After all, in the case of road traffic one may be
hampered a lot, both in the case of measurement from the vehicle itself and
in the case of measurement at a certain distance along or above the road,
by the noise produced by possibly heavy ambient traffic. Besides, it seems
impossible to measure the noise of the self produced air turbulence from a
fast moving vehicle. The latter in particular also plays a role in case of
air tragic. By the way, in case of air traffic sufficiently accurate noise
measurement seems only unfeasible from the concerning airplanes themselves.



Note that the difference with respect to the example, mentioned before, of
environmental pollution caused is that, at least in case of road traffic,
it is in principle really possible to actually measure and analyze the
exhaust fumes in the vehicle. In that example we assumed only that actual
measurement and analysis was too expensive. 11.9 Data not suitable for
remote checking Of course one might also have the vehicle equipment use and
transmit data of which one does not know (yet) how these can be directly or
indirectly remotely verified in a sufficiently easy and therefore
su~ciently cheap way for vehicles participating in traffic. For such data,
think, for example, of the type of engine that is present in the vehicle,
the position of the gas pedal and/or whether the engine uses LPG (Liquefied
Petrol Gas) or gasoline. (Nevertheless, it is indeed imaginable that the
position of the gas pedal can be indirectly verified if sufficient other
factors are known. Also, tho exhaust of a vehicle might be `sniffed at'
sufficiently well at some distance to establish a distinction between the
use of LP(3 and gasoline without disturbing traffc.) If the correctness of
such data is of sufficiently high importance, it must be made sure that
these data are obtained, collected and transmitted in a sufficiently
fraud-resistant way. For example, in order to prevent false input to the
processor (of the VE), the components involved in collecting that kind of
information - often sensors and their connections to the processor - must
be so engineered to be sufficiently fraud-resistant3~. " Since the whole
chain up to and including transmission must then be protected against
fraud) tho processor will almost certainly have to be fraud-resistant as
well. Anyway, we here are actually just anticipating on the later treatment
of the use of agents.   ` 8 S E P 2003 S1 In short) for every kind of data
used that can not or not sufficiently easily be spot-checked - and with our
first approach: remotely - with moving traffic, a sufficient guarantee of
the reliability by means of physical protection seems requiredl'a If, for
example) a reliable report from the vehicle about the registration number
and/or the full classification of the vehicle is considered to be necessary
for the desired traffic fee system, these data can be held and supplied in
a sufficiently fraud-resistant way by a component, installed, for example)
under seal. It may concern a separate, special component for just this
purpose (i.e. what we will call a specialized agent in Chapter 16)) but a -
general - agent that is attached to the vehicle in a fraud-resistant way,
can also perform this task. We will return to one thing and another in
Chapters 14 and 16. 11.10 Checks based on difference quotients or
derivatives We have illustrated with the above that it is, more in general,
possible to carry out checks on precision by taking delivery of a value at
each of two points to be passed successively, and by seeing whether the
difference between the two reported values agrees with a reference or
calibration value that has been obtained in a different, reliable way. The
reader has probably sensed the suggesrion (and not unjustly) that these two
points must be at a certain distance from each other. However, the moment
now seems to have come to point out explicitly the possibility of carrying
out checks with the help of difference quotients or derivatives
[alternative translation: differential quobents]. Put differently, in
principle one could choose the distance between the measuring points to be
very small, and one could let difference quotients or derivatives be
transmitted from the vehicle. In Chapter 16, we will illustrate this
possibility by showing that verification of a kilometer counter can also
take place by using the correct speed at a certain moment (instead of the
correct length of a checking trajectory) as a reference value or
calibration value. 11.11 Roller test bench for further inspection If, based
on a check, something appears to be incorrect, the vehicle in question and
particularly the vehicle equipment in question must be further inspected
and verified) Also, one may embed in the law the obligation to have every
vehicle undergo such a further inspection periodically, for example at
least once a year. In addition to a visual inspection for defraud (or
attempts thereto), the further inspection may consist of testing for the
correct functioning of the vehicle equipment on a roller test bench
developed for that purpose. With the roller test bench, all kinds of
situations can be simulated and the correct functioning of the vehicle
equipment in those situations can be checked or the cause of incorrect
functioning can be traced. 12 Use of a receiver If every participating
vehicle is also equipped with a receiver) then this gives a large number of
possibilities and advantages) of which we mention only a small number here.
'e As we have already shown earlier, we are of the opinion that it is in
general wise to rely as little as possible on physical protection (alone),
because, among other reasons, a high level of physical security often goes
hand in hand with high coats.   - 8 S E P 2003 52 12.1 Automatic
calibration 



For example, transmitters along or over the road can transmit information
(for example on the speed of the vehicle, ox on the correct distance
between two points to be passed) that makes it possible, after reception in
the vehicle, to calibrate certain equipment (in our example the kilometer
counter and the speedometer) automatically. Thus, one advantage is that
kilometer counters and speedometers can be calibrated fully automatically
while driving on certain road sections, so that they continue to work
accurately all the time. In this way, the influence of tire wear on the
accuracy of kilometer counters and speedometers might even be removed. In a
similar way) for example, a thermometer that is attached to the vehicle to
determine the outside temperature can also be made self calibrating, i.e.
check itself automatically and/or adjust itself based on a transmitted
reliable temperature for the location of the vehicle. By ensuring that the
thermometer in a vehicle can register the outside temperature more
accurately, there could, for example, be a more accurate warning for
possible slipperiness as a result of freezing. It is self evident that
other measuring equipment in vehicles can also be calibrated automatically
in a similar way. The reverse is also possible, namely that measurement
equipment along the road calibrates itself, i.e. checks itself for correct
functioning and/or adjusts itself automatically, based on the measurement
values provided by passing vehicles. After all, one might calculate a
value, such as, for example, the temperature, at a certain location fairly
accurately based on a su~cient number of values measured and supplied by
passing vehicles. So) the automatic calibration of the measurement
equipment, such as, for example, speedometers and thermometers, can concern
measurement instruments in vehicles as well as measurement equipment along
the road, and it might even be done mutually. 12.2 Some other advantages
The use of a receiver also makes it possible to prevent the clock from
deviating too much in the long run, and to handle time changes (when
crossing a time zone border and when changing from summer daylight saving
time to winter daylight saving time or vice versa) automatically. Because
speed is a quantity derived from tho distance traveled and the time, the
measurement of the speed in a vehicle can be done with extra accuracy if it
is known by how much its clock speed deviates. Further it is possible to
use a different calculation method for every tariff area) consisting of a
certain road sew tion or of all the roads in a certain area. Thereto, one
may have transmitters at all the crossings of borders between tariff areas
to inform passing vehicles of the tariff changeover. Another advantage is
that a new calculation method, i.e. tariff function, can also be received.
This can be used, for example, to implement a tariff' increase or to adjust
the valid peak times.39 The transmitters of the infrastructure (often along
or above the road) and the receivers in the vehicles could also be used for
the distribution of new software in general and of new software on behalf
of the traffic infottnation system in particular. Hy ensuring that software
provided with a correct signature can be installed and put into 39 A
receiver can be used beneficially with the examples mentioned hors, but it
is not absolutely necessary. For example) a tariff' change when entering a
different tariff zone can also be set manually or be done automatically
with the aid of a OPS.   - 8 SFP 2003 53 operation automatically to replace
an earlier version) certain changes or adjustments might be made even
without intervention of the user or holder of the vehicle. The receiver can
also be used to limit the transmission from the vehicle to a short period
after every authorized request. Probably the most important advantage of
this is that less bandwidth is necessary for the communication with all
vehicles. For the protection of privacy, this has the advantage that it
becomes somewhat more difficult for third parties to eavesdrop on the
message traffic. Furthermore, possible attempted misuse by the government
(for example, an attempt to still trace a11 traffic by putting a
transmitter/receiver on every street corner) will become more conspicuous
or will be easier to detect. On the other hand, is it a disadvantage from
the viewpoint of fraud prevention if one can find out in every vehicle at
what moments and/or locations data are requested by inspectors. After a11,
without extra counter measures, the protection against fraud by
spot-checking will then generally become weaker) because one can then
anticipate or gamble better on moments at which tampering with the counter
will probably not be discovered. (See Chapter 16 for furtlier details.) It
thus seems that, in the case of only remote checking, one must make a
choice between either 1) a simpler fraud prevention and more use, or more
need of the use, of cryptography to protect against eavesdropping, or 2)
more difficult fraud prevention but less or maybe even no use, or need of
the use, of cryptography for the privacy protection. Because cryptography
will often be required anyway, for example in order to maintain the secrecy
of messages and/or to provide digital signatures on messages, the scales
may tip in favor of (almost) continuous transmission when making this
choice. However, the approach descn'bed in Chapter 16 without continuous
transmission from vehicles, but with supervision by agents in vehicles)
offers a very attractive alternative. By the way, this latter approach
usually does indeed make use of receivers in vehicles. Of course the
receiver can be used for many other purposes as well. For example, on
reception of a certain code or of an appropriate message signed or
co-signed by the holder or owner, a switch could be made to adding a full
identification to each message transmitted and possibly also to the
continuous transmission of an identification. Such a provision can be used,
amongst other things, for tracing vehicles after, for example, theft. It
is, for example, also possible to inform passing vehicles ftequently via
transmitters along the road on, for example, tailbacks and delays, or on
the locally valid speed limit. The given speed limit can, for example, be
used to warn the driver when he is speeding. The following section
describes how traffic safety can be increased by having speed limits
respected automatically. l2.3 Automatic respecting of official speed limits
We~propoae to implement the equipment for cruise control in such a way that
it is able to start using the messages disseminated by the traffic
information system regarding speed limits. In this way the driver can be
relieved of a part of his task, because the maximum speed to be driven can
then be adjusted and obeyed automatically. Adjustinent to a higher maximum
speed will then normally only happen if this maximum allowed speed is still
lower than the desired speed that the driver has set for cruise control.
Such a provision will no doubt benefit the traffic safety. The task
alleviation for the driver alone could akeady ensure a positive affect. In
addition, accidentally exceeding the official speed limit, for example
because the driver misses a tragic sign with a speed limitation, is
prevented. Heaides, the speed of vehicles can likewise be gradually
adjusted when approaching a tailback, and in a tailback the speed of the
vehicles can be made fairly homogeneous and even.   8 s E P 2003 



54 When) in the long run, a11 vehicles are equipped, or can be equipped,
with such equipment (at an acceptable cost), a better basis for strict
enforcement of maximum speeds will arise as well, because there will then
no longer be a reasonable excuse for speeding accidentally. By strict
enforcement, which will become very well possible with the traffic
information systems proposed by us, traffic safety can increase even
further. Think, for example, of enforcing the speed limitations in
residential quarters or residential areas. Finally, a substantial cost
saving will be achieved as well when less speed ramps (first in
construction and then in maintenance) and other speed-discouraging
provisions prove to be necessary. Besides, think also of the savings as a
result of reduced wear of, for example, springs and shock absorbers and of
the saving in fuel consumption. (The current practice of braking before and
accelerating again after a speed ramp is also extra damaging to the
environment.) Note that such equipment for cruise control also offers
drivers the possibility to drive, if desired, as fast as possible without
exceeding a speed limit anywhere. Although at first sight this may seem to
be an application that is unfriendly for traffic safety) it can definitely
still benefit traffic safety! After all, in practice it happens au too
often that one wants to go somewhere as fast as possible. If drivers
without such an aid try to drive manually as much as possible at the
maxirrnun allowed speeds) that will cost a high level of attention and
concentration, while they will still unwillingly exceed the maximum speed
every now and then. With a mass use of this facility on highways, the speed
variations and differences will decrease) which will benefit traffic safety
additionally. 12.4 Entry support for highways The collaboration between the
TIP system and the cruise control might go even further in the long term
For example, support could be offered for entering a highway. The traffic
information system can then, for example, determine an entry position
between the vehicles already driving on that highway and, if necessary,
influence the speed of those vehicles and of the entering vehicle in such a
way that merging takes place safely, smoothly and without pxoblems. We will
not go further into the details of this. 13 Privacy protection In this
chapter, we will pursue the matter of how payments and verifications can be
arranged and how at the same time sufficient privacy protection can be
offered. We base our explanation primarily on the situation in which the
traffic fees are settled via giro or bank account) for example by means of
automatic payments based on a prior authorization. Later we will also
glance at the possibility of direct payment in the vehicle by means of a
chipcard. Aa mentioned above, we assume that the fee collector also
functions as inspector. In the event that verifications would be contracted
out to several independent organizations, the privacy of the traffic
participants is less threatened, so that it then will be easier to protect
privacy. Thus, we limit our explanation here to the more difficult case in
which the fee collector himself is the only inspector. 13.1 Direct and
indirect identifications For the identification of a payer there are
several possibilities. For payment it is not necessary that the authority)
in this case the fee collector, knows exactly who is the payer. So) a
direct personal identification, as is the case when using a driver's
license number) passport number or social security number) for example) is
not strictly necessary and even can be undesirable. From the point of view
of privacy protection, it is generally better to use a   8 $FP Z003 55
suitable indirect identification (think, in this regard) of a bank account
or credit card number, for example)) so that the fee collector does know
where the bill should go to, but not also immediately knows who is covered
by this identification. Normally, the organization that has issued a
certain indirect identification number for this purpose, will keep secret)
or have to keep secret, which person is covered by that number. Of course,
this requires legislation that also describes in which circumstances the
organization concerned may, or must, reveal the identity of the
corresponding person. Note that it is not true that any indirect
identification will do. For example) if each vehicle has one corresponding
holder (owner)) the vehicle's registration number identifies the holder of
a vehicle indirectly. Nevertheless, registration numbers do not guarantee
sufficient privacy protection to holders if the license plate number
registration is, as usual, completely accessible to the government. (Of
course one could also consider removing the association between vehicles
and holders from the license plate number registration of the government,
and to protect privacy by delegating this association to one or more
separate organizations.) 13.2 Fraud-resistant components, e.g, chipcards
The addition of some identification number may, at first glance, seem
unacceptable for the desired privacy protection. However, there are various
possibilities to protect privacy sufficiently while still using
identification numbers. One interesting possibility concerns the use of
chipcards, or other combinations of hardware and/or software, whose fraud
resistance the authority is willing to trust~. Henceforth, we will only
speak of chipcards) although the explanation is also valid for all kinds of
other manifestations, including, for example, chipkeys. In case of securing
chipcards against all sorts of fraud, some kind of physical protection will
always be present. For example, if, as usual, cryptography is used for the
protection of the chipcard and of its functioning, then the card will
contain at least one key (i.e. one bit pattern) of which the secrecy can
only be warranted by physical protection. Therefore, if a system uses
chipcards, the security of the overall system depends also on - the quality
of- this physical protection. In practice, this does not appear to pose any
difficulties, as in case of chipcards one apparently can provide for a
sufficient physical protection against theft of a - cryptographic - key. 



Anyway, the organization that issues the chipcard, can incorporate enough
safeguards to undauntedly guarantee that the chipcard only functions, and
can be used) as intended. As a consequence, it is, for example, possible to
let anonymous payments be performed by means of such a chipcard. We assume
that the use of such chipcards for anonymous or semi-anonymous payments is
already au8iciently known and that it is not necessary to describe in more
dotail how such anonymous or semi-anonymous payments can contribute to a
sound and secure TIP system in which privacy is sufficiently protected.
Nonetheless) we will now digress somewhat further on a number of relevant
aspects of the possibility of using cbipcards for other purposes than
payments. The further treatment of the possibility of using chips in
general, and chipcards in particular, for example for trustworthily or more
trustworthily providing data from a vehicle) will take place in Chapter 16.
4o In this section and the two next ones, we anticipate slightly on the
later treatment of the use of agents.   ~ s EP 2003 56 13.3 Anonymous,
anonymously delivered or semi-anonymously delivered chlpcards Chipcards can
be anonymous or be delivered anonymously or semi-anonymously. We refer to a
chipcard as being anonymous if it is not - sufficiently uniquely -
identifiable. The holders of such a chipcard and/or vehicles in which such
a chipcard is used, can self evidently not be identified exclusively on the
basis of the card used if this card is anonymous. But also if every
chipcard itself really is identified by means of a unique identification
number) i.e. if it is not anonymous, identification of the holder of the
card and/or of the corresponding vehicle can be avoided. This can be
arranged by delivering such identifiable chipcards anonymously or
semi-anonymously. Wa speak of anonymous delivery (issuance) if the person
or vehicle for whom or which, respectively, a certain chipcard has been
issued, whether or not upon payment, is not registered. In the case of
semi-anonymous delivery this is indeed registered) although by separate
organizations) that act as privacy protector(s). In this case, the
association between chipcard and holder and/or vehicle may only be
disclosed under conditions that are clearly described by law, and even then
only to the government. (This is, to a certain extent, comparable to the
issuance of, for example) secret bank account numbers or secret telephone
numbers.) In the case of semi-anonymous delivery, we can therefore speak of
a form of indirect identification. 13.4 Privacy protection when using
chipcards or chipkeys It would carry us too far to treat exhaustively all
possible ways in which with the aid of anonymously or senuanonymously
delivered and/or anonymous chipcards a sound and secure TIP system can be
obtained in which privacy is sufficiently protected. We now only point out
the possibility of making fraud, or certain forms of fraud, impossible by
invoking the help of a chipcard for the - verified - supply of data from a
vehicle, such as, for example, kilometer counter values. In fact we here
are already discussing an approach using agents, to which we will devote an
entire chapter later on. Since chipcards can act as agents, as will become
cleat later on) we also actually provide in Chapter 1 b a further
illustration of this possibility of using chipcards. This later
illustration is considered to be sufficient for persons skilled in the art.
At this moment, it is actually only of interest that the reader already
appreciates that it is easier to protect privacy with the use of anonymous,
anonymously delivered or semi-anonymously delivered chipcards than without.
In the following, we now provide an extensive explanation of the more
difficult case in which no use is made of anonymously or semi-anonymously
delivered chipcards or anonymous chipcards to represent persons and/or
vehicles. 13.5 Privacy protection when using personal or vehicle
identiflcatlon numbers As remarked before, the addition of an
identification number may seem at first sight to be unacceptable for the
desired privacy protection. Above, we have already suggested that privacy
can rather easily be protected if the identification number identifies an
anonymously or semd-anonymously delivered chipcard. In the following, we
will show that one can also offer sufficient privacy protection if the
identification number does indeed identify a person or vehicle. The point
is that it is well possible to prevent one from being able to trace
systematically the movements of the vehicle and/or the payer. We will show
that thin can be done in particular by croating a chain of organizations,
in which case we will draw a distinction between hunters, intermediaries
(specialized privacy protectors) and the eventual addressee/addroasees or
message recipientlrecipienta, whom wo w111 occasionally call Anal reclnient
or   ~ S E P 2003 57 final recipients respectively. (As mentioned before,
we do not make a distinction between inspectors and fee collector, so that
in our example of traffic tax the fee collector is the final recipient.)
Messages are in this case only being delivered to the final recipient after
intermediation of a hunter and one or more intermediaries. Of course, all
kinds of other solutions/variations are also possible. For example) one or
more of the ideas that are hidden behind what is explicitly sketched here,
may be combined in another way to arrive at a sound and secure system. 13,6
Hunters The idea is that the authority or the fee collector may not find
out at which locations the senders of the messages were at the time of the
reception of the messages concerned. We will assume, and in practice this
usually will also be the case, that during reception of a message one can
determine the location of the sender fairly well. Therefore) at first sight
it seems essential that the authority - or the fee collector or, more in
general, the government - should not be given direct access to the messages
transmitted by the traffic. For completeness we remark beforehand that this
does not necessarily mean that the authority in question, for example the
fee collector, will not be allowed to collect the messages on his own.
After all) this can do little harm if intermediaries (see later) are used
and the contents of each message are unreadable for that authority (or that
fee collector) at the moment of collecting. Although we are primarily
concerned here with the secrecy of the location of transmittal of a
message) the secrecy of the contents of a message thus really is an
important aspect as well. One thing and another will soon become clear or
clearer. 



Anyway, for the sake of taking delivery of messages from as many
participating vehicles as possible without interfering with the traffic,
one may call into existence independent, mutually competing organizations
that offer themselves to the government as `hunters'. In the case that the
final recipient is, for example, a verifying authority or fee collector, he
probably wiU pay the hunters for, among other things) picking up messages
from as many participating vehicles as possible and/or for doing so at the
most exceptional locations. For this purpose, each of these hunters may
install at various fixed locations receivers for continuous use. Besides,
each hunter may also install receivers temporarily at varying locations and
times. These last-mentioned receivers thus are moved regularly. Finally) a
hunter may also use receivers that are moving continually (for exarnple,
because they are driven about), to ensure that vehicle equipment
functioning incorrectly (due to fraud attempts or otherwise) has as much
chance as possible of being `caught. The fanaticism with which messages are
being hunted for, is emphatically of importance for achieving good
verification. In first instance, it seems wise not to let this task be
performed by the verifying authority itself, but to move this task from the
public to the commercial domain and to ensure that the hunters are kept
'sharp' by introducing competition. By making the height of the hunting
remuneration dependent on the success of the hunter, `sharpness' may be
additionally stimulated. Through regulations, one can arrange that each
individual hunter must restrict himself to a `light armament, i.e. that he
must confine himself to a sufficiently small network of receivers with a
certain geographic spread. Nevertheless, the total network of a11 hunters
may be very extensive indeed, of course. The set-up with independent
hunters thereby has a number of advantages with regard to the protection of
citizens against their own government: 1) the government has no direct
access to any receiver in this network and therefore requires permission by
a hunter to be able to utilize a particular receiver in a legal way) and 2)
the government can only obtain access to   =' 0 S E P 2003 58 a substantial
part of this network in a normal way in cooperation with several hunters)
so that even conspiring with one or a few hunters does not pay off or
hardly pays off. All in all, the described set-up affords a certain
protection against possible attempts by the government yet to be able to
trace the traffic rather well, if need be in an illegal way, by means of a
very dense network of receivers. For) the government cannot use the network
of the hunters without further ado and thus either has to 'break into' a
very large number of receivers of that network, or has to create,
especially for this purpose, a network of receivers of its own. Both
possibilities seem to be rather costly and also seem to be almost
impossible to be itrcplemented unnoticed. Finally, we remark that one, to
be quite on the safe side, can oblige hunters to keep secret the location
of reception (ar, better formulated) any possible indication of the
location of the sender at the moment of reception) of every message
intercepted by them. Additionally one might possibly also prescn'be that
for certain kinds of messages the precise time of reception must be kept
secret as well. Of course, one can - and in general will - make a number of
precisely described exceptions to these obligations. An extreme case is
that hunters will be legally forbidden to even register the location - and
possibly the precise time of reception - of messages4l. However, it is also
possible, for example, to dictate that hunters may and must register, only
during a certain limited period after reception of each message, where the
sender must have been at the moment in question, while, at the same time,
deviation from absolute secrecy is allowed only, for specific cases and in
a prescribed way, in circumstances clearly described by law. We will return
later to the use of such a registration for the benefit of interventions at
the proper location, such as, for example, video shots. 13.7 Intermediaries
as privacy protectors Although in the above-mentioned way a reasonable
protection can already be offered, we need not be satisfied yet. After all,
the primary interest of the hunters does not always have to be the privacy
protection of citizens) certainly not if they are paid by the fee collector
or) wore in general, the government. Moreover, we want a better protection
against the possibility of the government being able) through a network of
receivers of its own) to obtain more information than some people care for.
We will now show that an important contribution to the total protection can
be made by having all messages coming from the traffic enciphered in such a
way) that neither the government, nor others can read their contents
without first getting help from one or more independent) privacy-protecting
organizations) which we will henceforward call intermediaries. The purpose
of the use of intermediaries is to hinder the undesired tracing of vehicles
and/or responsible payers as much as possible. The idea is that the holder
of each vehicle and/or each payer himself, from now on both to be called
sender) chooses at least one intermediary, who will then furnish the
desired service. (We will here not go further into the matter of how the
intermediary gets paid for furnishing these services.) The mandatory
messages, to be sent from a vehicle, will then, before transmission, be
enciphered by the sender in such a way, using cryptographic tech a~ Later
it will become apparent that it would be more appropriate not to let
hunters also act - or partly act - as intonmedisry. In the case of these
`pure' hunters, such a legal prohibition would not seem far-fetched at all.
Sea further on in this chapter.   8 S EP 2003 59 mques, that they can only
be deciphered by the chosen intermediaries. Alinost the only thing that
intermediaries have to do is to decipher the messages destined for them and
delivered to them via hunters, and to subsequently forward these deciphered
messages to the final recipient (for example, the fee collector) or the
next addressee on the route to the final recipient. 



An essential point is that by means of cryptographic techniques it can be
ensured that only the intermediary chosen by the sender will be capable of
deciphering the message in question. Furthermore) for outsiders, even if
they can eavesilrop/intercept the message stream to and from a certain
intermediary, it is impossible to figure out which incoming message belongs
to which outgoing message of that intermediary. In the following we will
limit ourselves in our further explanation to the case that the whole
message is made anonymous. Of course it is also possible to apply the
described techniques only to a part of the original message. More in
detail, the service that intermediaries must provide, in general consists
of 1) deciphering each message that they receive via a hunter and possibly
other intermediaries, i.e, removing the protection against reading (by
anyone else but the intermediary) from the message in question, 2)
forwarding the deciphered message to the next addressee (for example) the
final recipient), and 3) keeping secret the relation between incoming and
outgoing messages. In later sections we will explain that intermediaries,
if necessary, will also 4) keep certain accounts about the relationship
between incoming and outgoing messages in order to be able to send back a
possible reaction of the final recipient, to the message received by him,
via the reversed route to the hunter through which the message had come in.
Later we will see that, if the message comes from a `pure' hunter, the -
first - intermediary in addition has to remove first of all the location
and the point of time. The third point mentioned states that these accounts
must be kept secret. The specific cases and circumstances in which one may
deviate in a prescribed way from absolute secrecy, may be clearly embedded
in law. It can also be embedded in law that intermediaries for each message
may or must register this relationship only for a certain limited period of
time after reception. By calling intermediaries into existence as sketched
above, one can arrange in a reasonably simple way that the privacy (at
least as far as movement patterns are concerned) will not be violated) not
even if we assume that the hunters can locate the sender of a message. The
latter will) in general, be the case if the receivers are placed alongside
or above the road. 13.8 Intermediary varying per message We point out that
one does not have to choose for one fixed intermediary and then be
dependent on the integrity of this single organization for one's privacy.
After a11, one can also choose several, and possibly even a11,
intermediaries from the ones available, and then make a random choice from
the pre-selection made for every message to be sent. The massages then run
via continually varying intermediaries. In other words, the stream of
messages of such a randomly choosing client is `cut in pieces' and spread
over various intermediaries, which will certainly benefit the privacy
protection. After a11) even if a certain intermediary conspires with a
hunter to illegally find out one thing and another about the movement
patterns of such a client, then these two still can capture only a small,
random part of his mcssage stream   " 8 S E P 2D03 60 13.9 Messages only
readable for the final recipient By the way) one can ensure that no
intermediary and/or hunter can read the contents of the messages and
therefore that they cannot or can hardly get information on movement
patterns. After all, the messages additionally can be obfuscated in such a
way that, after being deciphered by the intermediary, they can be read only
by the next addressee (for example, the final recipient). Thus, the hunters
and intermediaries then simply take delivery of messages and process those
messages without further being able to understand anything of the contents
of the messages. In this case, messages (or parts of them, although we have
already excluded the explicit treatment of such a case) are thus - at least
- doubly enciphered. Once to make the message only readable by the actual,
say second, addressee) and once more thereafter to pack the message in such
a way that this second addressee can only read it with the help of, that
is, after deciphering by, the intermediary, i.e. the first addressee. In
short, as long as an intermediary does not conspire with the second
addressee (say, the final recipient), this intermediary cannot distil any
information from the contents of the received and forwarded messages. In
the way just described, where the whole message is always obfuscated for
anyone but the final recipient (or the next addressee), there is no danger
at all to be feared from the intermediaries and/or the hunters, 13.10
Several intermediaries for one message Of course the privacy of a randomly
choosing client now still can be violated for a small part if an
intermediary conspires with both a hunter and the final recipient, at least
if the latter is the second addressee. But by using a series of addressees
and applying the corresponding series of encipherments to a message, one
can ensure additionally that a message will pass via a number of successive
intermediaries. For example, in case of three intermediaries between the
hunter and the final recipient, the privacy can only be violated if all
five mentioned organizations conspire. If one always chooses the
intermediaries to be used anew and randomly for each message, then such a
possible violation still will concern only a small, random part of the
stream of messages sent by a certain sender. Note, by the way, that the use
of one intermediary for a message already seems to offer sufficient
protection and that in practice there will probably be little need to use
more than one intermediary for a message, at least for some time to come.
13.11 Return messages, such as requests for a counteraction In some cases
it is necessary, for example, to take a video shot, or to have a video shot
taken, of the vehicle associated with a transmitted message. If something
is wrong with the transmitted message, say a declaration, but it has been
signed correctly, then the final recipient, say the fee collector) can
identify the one responsible and thus usually also track him/her down.
Thus, a counteraction in the form of, for example, an arrest or a video
shot then does not seem to be necessary. But if it concerns a declaration
or a message without a correct signature) then a counteraction, such as,
for example, an arrest or taking a video shot, should be initiated at the
place where the vehicle is located. This is possible without the final
recipient getting to know the location of the vehicle. We will outline
explicitly one relatively simple possibility that goes as follows.
According to logal regulations, every hunter assigns a unique number to a
moesage upon its reception, and then registers this number for a short
period of time together   



- 8 S EP 2003 61 with - an indication of - the location of reception (or
with - an indication of - the location from where the message has been
sent). The message itself need not or may not be retained by the hunter,
but does have to be forwarded to the specified intermediary with said
number attached to it. Each intermediary removes this number from each
incoming message, takes care of `unwrapping' the message and then forwards
it to the next addressee with another unique number attached to it. Each
intermediary retains for a certain time the combinations of incoming and
outgoing message numbers that are related to each other, and from whom the
incoming message was received. If the final recipient wants to have a video
shot taken of the vehicle in question, for example, then he sends to the
intermediary from whom he received the rejected massage a signed request
for such a counteraction, mentioning the message number earlier attached to
the message by this intermediary. (That the request must be signed has to
do with preventing abuse of thin possibility.) In his accounts, the
intermediary looks up which incoming number corresponds to this outgoing
number once chosen by himself. Next, he forwards the request, together with
the found incoming number, to the corresponding, registered sender. In this
way, the right hunter will eventually get the request. In his accounts) the
hunter looks up the right, corresponding location and initiates the
counteraction, say the video shot, at that location. Thus, hunters are not
only paid for hunting messages transmitted from vehicles, but also for
carrying out counteractions upon authorized request) i.e. for the `hunt'
(or a part of the `hunt') for possible violators. 13.12 Opening' locations
for the benefit of inspections For carrying out certain inspections, in
particular for checks on the correct functioning of kilometer counters, it
can be desirable that the inspector lmows what the distance is between two
locations that a vehicle passes successively. For this purpose one may
temporarily withdraw the secrecy of a number of locations. Thus, the
inspector will even in this case surely not get unrestricted access to the
information on the locations of reception, but must each time apply in
advance for such access for a number of checkpoints. Obviously, access will
then only be granted for a limited time and with regard to a limited number
of varying locations. 13.13 Bunter preferably not as `semi' intermediary In
case of the arrangement of the whole chain as described above, the hunters
take care already of the privacy protection, or a part of the privacy
protection, by partly also operating as an intermediary. The only
substantial difference between a hunter and a `normal' intermediary is
actually that the client does not choose the hunter himself. Thus, if there
are several hunters) it is also impossible to send secret messages to the
hunters, because the client does not know beforehand which hunter will
intercept the message. With a somewhat different and actually also purer
and better approach) a hunter does not act at the same time as a `semi'
intermediary. In this approach the hunter adds to each received message the
location) date and time of reception and signs the thus resulting message.
It is then no longer necessary for every hunter to keep accounts to be able
to specify later at which location the delivery of the message had been
taken, or at which place the vehicle was located during the transmission of
the message. (Even stronger) this can then even be forbidden.) The first
intermediary in the chain retains the complete message signed by the
hunter, but only forwards the original message, transmitted from the
vehicle, to the next one in the chain. Thus) the retained massage registers
the location of the vehicle at the time of transmission, or the location of
reception by the hunter, and can, if necessary,   a s E P zoo3 62 later be
brought up as a piece of evidence. The latter is an advantage with respect
to the variation previously sketched. Note that a final recipient - such
as, for example, a government agency - now might operate himself as
`message hunter' without the privacy protection necessarily being
jeopardized. For a really good privacy protection, it does remain necessary
to deny the government unrestricted access to certain things, such as, for
example, video cameras along the road. Certain counteractions - such as,
for example, taking video shots - should therefore prefera bly be delegated
to independent `suspect hunters.' 13.14 A description of hunters and
Intermediaries It would carry us too far to treat a11 possible variations
on the tasks of, and on the distribution of tasks between) hunters and
intermediaries. The foregoing explanation is deemed to have sufficiently
illustrated the basic idea. Now this idea has been made clear, we will make
an attempt to give a concise description of the notions of hunter and
intermediary. A hunter is an organization that manages at least a part of
the means for transmitting and/or receiving being present in the outside
world (i.e. being outside vehicles) for the sake of the communication
between vehicles and the traffic information system or the rest of the
traffic information system (or the authority or the rest of the authority,
respectively) and that makes a contribution to keeping secret as much as
possible the position of a person or a vehicle, in particular at the moment
of reception of a message from that vehicle. Primarily we allude here to
the `pure' hunter as described in the previous section. A `pure' hunter
keeps no accounts and forwards each received message to an intermediary,
but only after both 1) having added to the message the date and time of
reception) the location of reception and/or the location of the person or
the vehicle at the moment of reception, and 2) having signed the thus
resulting message. (If one is context with a weaker system, one can drop
the last requirement, for example.) A 'pure' hunter can thus only function
if there is also at least one intermediary. Carrying out certain
counteractions, i.e. the task of 'suspect hunter' (see the previous
section), can also be counted as one of the tasks of a `pure' hunter. 



Secondarily we use the term hunter also for a hunter that additionally
performs - all or at least a part of - the tasks of an intermediary. (In
other words, for a hunter that also acts as a `whole' or `semi'
intermediary.) An intermediary is an organization that is independent of
the authority and that, for the benefit of the privacy protection, acts as
a middleman for the communication from vehicles with the authority. An
intermediary (more precisely) the first intermediary in a posst'ble chain
of intermediaries) separates the signature of the hunter and the data that
have been added by the hunter (i.e. location and point in time) from the
message and retains this for s certain time in a privacy protecting way.
The rest of the incoming message is deciphered and forwarded to the next
addressee, i.c. the final recipient or the next intermediary in the chain.
If an intermediary receives a certain message other than as the first
intermediary in the chain, then only the task sketched in the previous
sentence need be performed on that message. Besides this, all
intermediaries will) in one way or another) take taro of making return
messages possible. 13.15 Applications of the sketched approach for privacy
protection It would carry us too far to treat a11 possible variations
exhaustively. On the basis of the approach described first and the
variation with hunters and/or intermediaries just described, the basic
ideas are deemed to have become   -- 8 S E P 2003 63 sufficiently clear.
For a person skilled in the art, this will be su~cient to be able to apply
the protective measures against illegitimate tracing in a TIP system (thus
including all kinds of variations falling under such a system). We have
shown haw privacy can be protected, even if messages with an identification
are continuously being transmitted from each vehicle. The said
identification can be used not only for traffic pricing, but, if desired)
for other applications as well, such as, for example, speed measurements at
certain locations. In the next chapter we will first digress somewhat on
the identification of persons and objects, or rather on the problems
associated with the identification of persons and objects, before we will
show, in Chapters 15 and 16, that the use of hunters and/or intermediaries
can also be avoided. In Chapter 1 S we will show that, for a number of
applications, semi-identification numbers can be used instead of
identification numbers. The `detour' via hunters and/or intermediaries is
then no longer necessary for the protection of privacy. In Chapter 16, we
will show that the use of identifications can be reduced even further,
namely so far that the use of hunters and/or intermediaries is not or
hardly necessary anymore. The use of agents and semiidentifications will
therefore appear to be a very attractive option. 14 Identification We have
used the term identification already many times somewhat loosely, namely to
denote an identifying datum or an identifying combination of data.
Undoubtedly, we will do that still more often, although strictly speaking
the term identification concerns - the process of -- the ascertainment of
the identity of a person or thing. In this chapter, we will enter into some
details of the latter in particular. 14.1 Problems with the identification
of vehicles When registering a vehicle in the central license plate
registration in the Netherlands at present, a registration certificate,
consisting of a number of documents, will be issued. These official
documents are liable to all sorts of fraud Furthermore, not only these
paper documents, but in particular also the corresponding vehicles are tam
pered with. According to news reports, driving with false license plates
(which is alarmingly easy and for years has seemed to yield a too low
probability of being caught)) but also - the more difficult - tampering
with identification numbers on chassis and engine (such as modifying,
removing and/or re-creating) seem to happen all too often. Therefore, there
is need for a more fraud-resistant way to couple registration numbers,
chassis numbers and the like with vehicles. One possible idea is to furnish
the vehicle with a component that contains the chassis number (or the
registration number) and that can make this number available to the outside
world. However) making a constant bit pattern available may lead to
undesired problems. After all, the disadvantage is that the bit pattern in
question can be intercepted. (And that is all the more a real possibility
if the bit pattern is sent via a transmitter.) Thus it is possible to make
false components that do exactly the samo as the original. In other words)
the problem is that the recipient of the bit pattern cannot ascertain
(remotely) the authenticity of the bit pattern and of its sender. In short,
when using such components fraud, generally speaking, seems to be easy.
14.2 No interchange of constant data for identification This objection
against the use of - passive - components that make a constant bit pattern
available, is somewhat comparable with the objection against the use of
passwords or personal identification number (PII~ codes for   64 



securing the use of identification aids) such as PIN cards, that are
applied for many systems, such as, for example, payment systems and
automatic teller machines. The objection is in both cases that during
normal use a constant datum must be interchanged and that this constant
datum runs extra risk of being intercepted especially during this
interchange. Think) for example, of interception by peeping at the keyboard
without being perceived (for example, by using mirrors and/or a hidden
video camera or by using an inconspicuous substance on the keys) or of
eavesdropping the communication or telecommunication during the sending of
the PIN code or the password. After interception a copy of the constant
datum can be used as original, because for bit patterns there is no
difference between original and copy. 14.3 The problem of fraud-resistant
identiflcatlon In general Consequently, in general it is true that for good
protection against fraud, - direct - interchange of crucial information
should be avoided as much as possible. Therefore, it is better to prove -
indirectly - that one possesses certain crucial information, without
revealing that information itself i. This approach is known as using chat
lenges) that is to say, challenges in which one must demonstrate a unique
capability. A good example of this approach is unique identification by
means of putting a digital signature. One then derv onstrates that one is
capable of putting a signature on a certain message without revealing the
bit pattern (i.e. the key) on which that signature is based4'. Of course,
the message on which the signature is to be put, should be usable only once
(after all, copies are not allowed to have any value), and thus must be a
new one each time again. Furthermore, it must be an absolutely harmless
message, that is, signing it may not possibly lead to undesired
consequences. For example, it may certainly not be so that by signing one
enables the other party directly or indirectly to obtain a false signature
on another message (e.g. a contract) with undesired consequences. Without
wanting to enter into details of au further difficulties, we give one
suggestion for such `harmless onlyfor-identification messages' and a
corresponding identification protocol. To meet the requirement of
uniqueness and inconstancy, we require that each such message contains the
point in time concerned in a certain and fixed, prescribed format. To
prevent somebody from using elsewhere and - alinost - at the same time a
copy of someone else's identification to falsely impersoxwte himself as
that other person, each such message must also be specialized for the one
identification process in question. This can be done, for example) by
arranging that the identification questioner must always first send a
signed identification requests that contains the time of that request, to
the person or object to be identified, and that the to be identified object
or person (at least, if he or she 42 ~ ~ternative is to arrange that
crucial information is no longer crucial immediately after the first
interchange) i.e. to use a different bit pattern each lima. One may thus
still use passive memory means) such as, for example, a magnotic card.
However, because it is easy to read, modify and write the bit pattern on,
for example) a magnetic card, this alternative is still subject to various
difficulties. Anyway) we will here not digress further on this alternative
and its limitations. a3 To skilled parsons it will be clear that here we
have in mind particularly the use of asymmetric cryptography, i.e, public
key cryptography. The said key that is not revealed will then concern the
private key. `~ This also solves the problem of forgeries, such as, for
example) counterfeited automatic teller machines.   ` s s E P 2003 65 wants
to meet the identification request at all) then signs that identification
request) preferably after itself, himself or herself respectively having
added to it the point of time of signing. For the rest we remark
additionally that in certain cases it is possible to use identification
means with a collective (or partly collective) signature. If the care for
the supply and the correct working of the identification means is entrusted
to a certain organization, it is for example possible to have several) and
possibly even all, identification devices making use of the same `basic
signature'. The `basic signature' then serves to prove that the
identification device in question is original, i.e. is handed out by the
thereto authorized organization. Said organization then does have to
arrange that each identification device possesses a unique identification
number too, and that this unique number always will form part of each
signature put on any identification request with the help of the `basic
signature', for example) by adding the unique number to the identification
request to be signed before signing it. This unique identification number
thus must always be used together with the `basic signature' to form the
complete) identifying signature. Consequently, it must be protected against
theft just as well as the key of the `basic signature'. In other words, the
unique key on which the complete signature is based, consists in this case
of both the unique identification number and the collective key used for
the `basic signature'. All in au we hope that the above text has made
sufficiently clear that for good identification one needs preferably some
means being capable of performing the required processing, say, a small
device that can put signatures. if each such a smell device is sufficiently
protected against theft of its key, i.e. of the key on which the digital
signatures that can be put with it are based, then that small device is
sufficiently protected against impersonating by a forged copy. If we are
capable of making small devices that can identify themselves uniquely and
fraud-resistantly, we strictly speaking have not found a solution yet for
the identification of arbitrary objects (also including persons). After
a11, to be able to use such devices for Baud-resistant identification of
objects (persons inclusive), we still have to connect these in an adequate
way with the objects in question as well. In the following two sections we
will enter into somewhat more details of coupling identification devices
with persons, respectively vehicles. 14.4 Personal identiflcatlon If we
hand out to each person one unique and fraud-resistant identification
device, we therewith do not - yet attain that each owner of such a device
can identify himself fraud-resistantly. After all, the identification
device can, for example, be lost or stolen. So) among other things) care
must be taken to ensure that the identification device cannot be used
without permission of the rightful owner. The latter is sufficient in case
of, for example, transfer of payments, but not for personal identification.
For reliable personal identification the device must be associated
fraud-resistantly with one correct person) which implies that it must even
be prevented that the identification device can come to be used for or by
another person with the assistance of the owner. For both transfers of
payment and personal identification, we have found solutions that offer
much better security than the existing solutions known to us. Our solution
is particularly suited for transfara of payment) because it does not only
offer excellent protection against the risks mentioned earlier such as, for
example, `leakage' of the PIN code either by peeping or eavesdropping or by
errors or fraud within the PIN code supplying organi2ation), but also is
very simple to use in practice. It thus meets the important requirement of
practical usability for the general public. However, on second thoughts we
have decided not to reveal the solution concerned in the current context,
i.e. in this application for a patent on the TIP system.   



66 14.5 Vehicle identification 8 S E P 2003 Two sections back we have
described how an identification device can uniquely identify itself. By
attaching to each vehicle such an identification device, one already
obtains a significantly more fraud-resistant way of identi fication than
that of the currant approach. After a11) it will then be prevented that the
identification function can be taken over by a forgery. And there is no use
in rendering the authentic identification device inoperative only, since
the absence of a well-functioning identification device can be detected
sufficiently easily (in particular during the use of the vehicle). Thus,
although the protection of the identification device against actual
destruction or removal on itself is still equally difficult, one yet can
arrange sufficiently that only rendering the original identification device
inoperative by destruction or removal will not pay off at a11) by imposing
sanctions on the absence of a correct functioning identification device.
The only remaining fraud possibility against which protection is still
required, thus seems to be the mutual interchange of authentic
identification devices of a number of vehicles. Although the advantage that
can be gained by interchange will be in many cases - already more -
limited, one really has to defend (or arm) oneself against it in certain
cases. The latter is the case if the identification andlor classification
of the vehicle must be very fraud resistant, i.e. also resistant against
interchanges, for example because different rates are applicable to
different vehicle types in case of traffic pricing. Thereto, one
possibility is to attach each identification device to the corresponding
vehicle in such a way, that it is impossible, or almost impossible, to
remove without causing fatal damage, i.e. without overriding the correct
functioning of the identification device. If vehicles are furnished with
fraud-resistant identification devices, this offers a number of advantages.
One advantage is that traffic offenses then can be settled more efficiently
and more accurately. Due to the fully automatic identification, no license
plates have to be recognized anymore, as currently is usual. Furthermore)
certain problems resulting from the use of false - or, probably better
formulated, misleading - license plates will vanish To obtain these
advantages, it is often not even necessary yet that the identification
devices have been attached to the vehicles fraud-resiatantly, because it
can be avoided in other ways that interchanges will be profitable. (For
more details regarding the latter) we refer to the example in Chapter 17.)
15 Semi-identification and its applications Before proceeding with the
treatment of an important variation, namely the approach using agents) we
first introduce the notion of semi-identification and show some examples of
purposes fox which semi-identifications (or semi-identification numbers)
can be used. One application concerns anonymous inspection (i.e.
verification) of the precision of counters. Another application is, for
example) privacy-friendly and automatic ascertainment of traffic delays,
e.g. duo to tailbacks. 15.l The kilometer counter value as semi-identlfylng
datum For inspections on the proper maintaining of counter values, it is of
essential interest that two messagos that are received from a certain
vehicle that passes two successive receivers, have a high probability of
being recognized as being related to each other. Hereto one can add an
identification number (of the vehicle or the vehicle oquip   ` 8 S EP 2003
67 ment or the like) to each transmitted message. The nice thing is that
for the verification of certain counters, such as) for example, kilometer
counters, addition of a unique identification is not strictly necessary.
After all, the kilometer counter value of a vehicle may itself already be
a) what we will call, semi-identifying datum with sufficient uniqueness.
(Actually even with too much uniqueness, but we will come back to that
later on.) We will digress on the subject of semi-identification presently.
But to improve the understanding of some things) we first explain that
almost always one can recover the relationship between related kilometer
counter values. After all, since the kilometer counter values of a not a11
too large number of vehicles in general will differ sufficiently from each
other, two messages will very likely be related, i.e. originate from the
same vehicle equipment, if the difference between the two kilometer counter
values reported therein does not, or hardly, deviate from the length of the
checking trajectory. (Note: The size of allowed deviations is not only
determined by the required accuxacy of the kilometer counter in the
vehicle, but for example also by taking into account the effect of a
fluctuating course of the vehicle, e.g. due to manifold changing of lanes.
In short, the accuracy of the inspection plays an important role for the
size of allowed deviations.) If ever there are coincidentally several
possibilities to pair messages, such as, for example, in case of two
vehicles that shortly after each other enter the same inspection trap with
- almost - the same kilometer counter value, then one has the choice of
either 1 ) starting an action against the vehicles involved to have them be
further inspected, or 2) just drop the vehicles involved from the scope of
this inspection. As the probability that such a thing happens is
sufficiently small, such escapes from one specific inspection will, in
general, not pose a problem. 



But in the case that such vehicles are kept outside the scope of the
inspection, one has to avoid in some way or another systematic abuse of
this possibility. Someone could try, for example, to escape from
inspections during a certain period by making his vehicle represent itself
continuously - during that period - as two vehicles with the same kilometer
counter value. Such a situation can be detected and thus countermeasures
can be taken. Here we are only concerned with mentioning that one must be
alert for au kinds of fraud attempts. Anyway) the underlying principle of
pairing, i.e. finding out which kilometer counter values are related to
each other, is now supposed to have become sufficiently clear to a reader
skilled in the art to enable him (or her) to work out, or further work out,
specific examples for himself (or herself) and to sufficiently understand
the concise formulation below - or the underlying idea - of the notion of
semi-identification (or semi-identification number) introduced by us. The
manner of relating just described we occasionally call the paiHng trick.
15.2 Semi-identification With the term semi-identification we have
introduced (in the meaning of semi-identifying datum4s)) we mean a datum"a
that is not unique and/or predictable enough to be able to uniquely
represent the corresponding object (or person) through time within the set
of a11 relevant objects (or persons respectively), but is su~ciently unique
and 4s 1'he word semi-identification should perhaps be used only for the
semi-identification process. Thus, we use it, just like the word
identification, somewhat loosely. (Sea our earlier remark about that at the
beginning of Chapter 14.) as ~r a combination of data.   - 8 SEP 2D03 68
predictable to offer a sufficiently high probability of being able to
represent the corresponding object (or person respectively) uniquely within
a relatively short period or in a relatively small subset of all relevant
objects. In our example the kilometer counter values were sufficiently
unique to be able to distinguish almost a11 vehicles that pass the
respective start or end of a checking trajectory in a certain limited
period from each other with high probability and in addition were
sufficiently predictable - at least within the checking trajectory in
question - to be able to recover alinost all related pairs. In this
example) the size of the period in question is roughly linuted by the
maximum time required by one of the vehicles in question to travel the
checking trajectory. However, kilometer counter values are not yet good
enough for practical use as privacy-protecting senuidentification number,
since for kilometer counter values it roughly holds that the higher the
value is, the more selective it will be, i.e. the more it will approximate
a unique identification. Besides, the total number of participating
vehicles does also play a role for the degree of uniqueness, just as the
smallest distance unit indicated by the kilometer counter does. All this
together makes that kilometer counter values, and particularly high ones)
often will have a too high uniqueness for our purposes, or will even be
uniquely identifying instead of semiidentifying. Note) however) that this
is not a problem at au for the inspections just sketched as such, but
should be seen as a problem if we take the desire for privacy protection
into consideration. In extenuation it should be remarked, though) that
kilometer counter values still are much safer for privacy than registration
numbers or other vehicle identification numbers, as kilometer counter
values change continually and the changes between two observations are not-
always - fully predictable. Anyway, we will explain how one can get better
semi-identifications. 15.3 Artificial semi-identification numbers One can
also create an artificial datum that is suited for use as
semi-identification or semi-identification number. Naraely) in particular
by making for each vehicle a random once-only choice from a set with a
suitable number of distinct elements and then using that chosen element as
permanent semi-identification for that vehicle. Thus, one can, for example,
choose for each vehicle once-only a random number from a limited range and
then use that number as permanent semi-identification number. Suppose that
for each vehicle a four-digit random number is chosen. Then, in the case of
a total number of, for example, 5 million vehicles, each
semi-identification number will be used by 500 vehicles on the average.
(Note: From the viewpoint of privacy protection this is, by the way, stall
somewhat little.) However) within a random subset of, say, 1000 vehicles
the far majority4' of the vehicles then really will be uniquely identified
by their semi-identification number. So, as long as there are, in this
example, at every moment less than, say,1000 vehicles within an inspection
trap, such an artificially generated datum can be used very well to
`identify' related kilometer counter values. Despite this local
`identification', privacy then still is protected to a certain extent)
because the vehicle in question ceanot be fully tracked in the traffic.
After a11, even in case of a rather dense network of receivers along the
roads, full tracing remains almost impossible, for example because of the
probability of `encounters' with other 4' For a precise computation we
refer to the `birthday problem,' well-known in mathematics, which is
closely related to this.   69 



8 SEP 2003 vehicles with the same semi-identification number. By the way,
note that something similar is true if one would use for the
semi-identification a part of the vehicle registration number, such as) for
example, the last three or four digits and/or characters. In case of this
kind of semi-identification numbers the degree of privacy protection
depends) for example, on: 1 ) the size of the set fiom which the
semi-identifications are chosen randomly, 2) the total number of vehicles
in the area in question, 3) the size of the area in question, and 4) the
intensity by which the vehicles in question are used. In short, it is not
always very easy to choose a suitable (i.e. not too large and not too
small) range of numbers. 1S.4 Semi-identification numbers based on a
counter value The approach just explained can simply be combined with the
use of suflyciently predictable counter values such as, for example)
kilometer counter values - which leads to a considerable improvement with
respect to separate use of one of both methods. Hereto one can simply
choose a part of the digits, say four, from the counter value. For example,
if the kilometer counter value is correct to at least one decimal, one may
choose for the rightmost three digits to the left and the leftmost digit to
the right of the decimal point of the kilometer counter value. For the
selection of a range or sub-range, it is not strictly necessary to choose a
number of digits from the counter value, but it is also possible to use all
sorts of computations, such as, for example) computations involving a
module operator and/or a division operator with rounding to the nearest
smaller integer. In the rest of this text semi-identification numbers
usually are supposed to be of the type based on a - verifiable or
sufficiently predictable - counter value. 15.5 Verifications of counters
with the aid of semi-identifications As was already indicated at the
beginning of this chapter, the type of semi-identification numbers just
mentioned can be used for checking whether counter values are kept
correctly. Not only for verifications of the counter used for the
semi-identification number, but of course also for those of other counters.
It may surprise some that counter values can be used for the verification
of counter values, but it is really ao. Although now it actually should be
clear already how this works) for clarity we give an explicit explanation
anyway. For the verification of the precision of an arbitrary counter, the
last so many digits (i.e. a generally small number of the least significant
digits) of the counter value to be verified should be transmitted
continually from the vehicle together with the vehicle's
semi-identification number. (Thus, if the so many digits are also used as
aemiidentification, then only the semi-identification number has to be
transmitted to be able to verify the precision of the counter on which the
semi-identification is based.) Verifications then can be performed by
intercepting on two points that will be passed by successively, the
corresponding transmitted messages. With aid of the pairing trick, one then
can determine for each vehicle how much its counter value has been
increased (or decreased) between the beginning and the end of the checking
trajectory. Assuming that one externally (i.e, in the outside world)
ascertains or has ascertained how much the counter to be verified should
change, one can compare the correct, required change with the change
between the two counter values that have been made available from the
vehicle.   ` 8 S EF 2003 For example) if the semi-identification numbers
exist of the last four digits of kilometer counters with one decimal, i.e.
kilometer counters indicating hectometers, then only these
semi-identification numbers have to be transmitted and then the precision
of the kilometer counters can be verified by intercepting the
semi-identification numbers in question on two points along the road with a
known distance between them. In short, for the verification of the
precision of kilometer counters and other counters real identifications are
not necessary, and semi-identifications (or semi-identification numbers)
can be used to make the protection of privacy easier. However, note that
with the approach described until now (with remote verifications only),
real identifications still have to be used as well, because they are
required for the verifications on the monotony of counters. 15.6 Fully
automatic ascertainment of traffic delays The pairing trick in which part
of a sufficiently predictable counter (or counter value) is used for
semiidentification, can also be used for other purposes. Based on the
above, it will be clear that for vehicles that pass both receivers, the
time they required for the trajectory between the two receivers generally
can be ascertained precisely by means of semi-identification. If on the
basis of a sufficient number of such vehicles one computes the average of
the traveling times realized on the trajectory (and thereby possibly leaves
out of consideration all too far deviating values), one can subtract from
this actual average traveling time the average time usually required for
this trajectory if there are no tailbacks, and thus ascertain the actual
traffic delay precise to the minute. In short, the transmitted
semiidentification numbers can be used for continually and fully
automatically measuring the traffic delays in a privacy-friendly manner.
For the rest we supplementarily remark that traffic delays expressed in
time (say, minutes) often offer much better inforn~ation than the length of
tailbacks expressed in distance (say) kilometers). After all, a tailback of
one kilometer at an average driving speed of 5 kmlh results in more delay
than a tailback of five kilometers at an average speed of 30 km/h. 15.7
Trajectory speed checks 



Of course the pairing trick can be used for still more applications) such
as, for example, for performing trajectory speed checks in a very easy and
privacy-friendly way. In the case of a trajectory speed check, one
ascertains for each vehicle that travels a certain trajectory with known
length (or for each person in that vehicle), how much time elapses between
the passing of the beginning and of the end of the trajectory. In this way
one can determine for each individual vehicle kbe average speed with which
that individual vehicle has traveled that trajectory. 15.8 Possibly
integrated traffic fines Now we are discussing speed checks anyway, we here
take the opportunity of just glancing at the possibility of perhaps
integrating the `price' of speeding in the tariff function used for road
traffic pricing instead of imposing separate fines. If so, then
automatically an extra high price will be charged for each distance unit
that has been traveled with a speed higher than the locally valid speed
limit. Of course, such integrated traffic fines, that is, traffic fines
integrated in the tariff) cannot only be applied for speeding, but also for
other offenses) such as, for example) producing too much noise.   7l 8 SEP
2003 In case of this last example) think particularly also of application
in the context of air traffic. One might use fines (integrated or not) to
limit the noise nuisance by aircraft. One plausible approach is to take the
nuisance observed on the ground as starting point and thus to allow an
airplane to produce more noise at higher than at lower height. Undoubtedly,
the function for determining the allowed noise production then will not
only be made dependent of the height) but for example also of the distance
to and preferably even of the position relative to the airporte, so that
take-offs, landings and prescn'bed approach and fly-out routes can be taken
into account. For the sake of clarity, we emphasize that the imposition of
traffic fines (whether integrated or not~ is a possible TIP system
application being separate (independent) from using semi-identifications or
not. The reader should therefore not be misled by the fact that we have
raised the matter of integrated fines in this chapter incidentally and just
for a moment. (By the way, we do make such side-notes, i.e. jumps aside,
more often in this text. Usually even without mentioning explicitly that we
jump aside.) 15.9 The benefit of semi-identification We have shown already
in Chapter 13 that privacy can be protected with some effort (viz., by
using hunters and/or intermediaries), even if real identification or real
identifications are used. However, it is simpler) and thus also less
expensive, to apply semi-identification or semi-identifications where
possible. The privacy then is sufficiently warranted, while the manager of
the infrastructure (say, government) then still can obtain direct access to
certain required or desired information. After au, au examples given in the
introduction for traffic management and control can be implemented in a
privacy-friendly manner by means of semi-identifications. We take as
example an integrated traffic information system for traffic pricing and
traffic control, in which the vehicles receive messages (about speed
limits) tailbacks, traffic delays, and the like) and transmit messages them
selves. Say, transmit themselves messages with semi-identifications in them
for the benefit of speed checks and traffic control, and messages
containing identifications for the benefit of traffic pricing. In this
example, the traf fic manager (say, the government) then can derive the
necessary information from the directly accessible semiidentifications,
while only the messages containing identifications require a roundabout
route (at least in the case of the approach described up to now using
hunters and/or intermediaries) on their way to the intended recipient (i.e,
the government). We will show in the next chapter that the privacy threats
due to the use of identifications can be reduced further by means of
agents, and indeed so much that the use of hunters and/or intermediaries is
not, or is hardly, necessary anymore. It will appear to be a very
attractive option to use both agents and semi-identifications. 16 An
approach using agents It is unfeasible to explicitly describe all possible
variations of the TIP system. Yet) to make clear which possibilities exist
for the implementation of the TIP system) an example is given in this
chapter in which two aspects which ware previously mentioned but not
explained in detail, play a role. These two aspects concern the trans 48
Note that the geographical position of a commercial aircraft is not usually
considered to be privacy-sensitive. a9 probably it is usually wiser not to
integrate fines into the tariff, but to rogistar them separately.   - 8 S E
P 2003 72 mittal on demand only and the use of a fraud-resistant component.
On the basis of this example these two aspects should become more clear. 



16.1 Transmitting on demand only If messages with the required data are not
transmitted continuously, verification becomes considerably more difficult.
After a11, knowledge of the moments when data has to be provided to the
inspector creates a broader opportunity for fraud. This is best illustrated
by means of an example. Suppose that at a certain moment at location X the
kilometer counter value of a particular vehicle has been given. If the next
request - or) better stated, the next order - reaches said vehicle at
location Y, then the kilometer counter value should have been increased
with at least the length of the shortest possible route from X to Y. As
long as this principle is not violated, the inspector will not be able to
find anything objectionable. This means that if a larger distance has been
covered) for example because in the time between these two checks also
location Z far from the route between X and Y has been visited) the
distance extra covered (or a part of it) can be concealed. One possibility
of counteracting this is to increase the density of the network of
checkpoints, and thus the frequency of issuing orders to transmit data)
such that this form of fraud will not be worthwhile any longer. This option
seems rather unattractive because of the associated costs. 16.2 Uso of
agents Another, much more attractive possibility is to have - a part of-
the check performed in the vehicle by, what we have called, an agent. On
the one hand, an agent has to offer specific certainties to the data
collecting and/or verifying authority, and on the other hand the agent
should not be able to breach the desired privacy. As stated earlier, an
agent consists of software and/or hardware that is trusted by - at least -
the authority. In the following we will leave open as much as possible
whether an agent is implemented as fixed [alternative translation:
permanent] or as loose [alternative transl$tion: removable] vehicle
equipment, but both are possible, even at the same timel (At the end of
this chapter we will say more about this.) Also we will dwell as little as
possible on details of all kinds of other variations) for example those
that are a consequence of each agent being uniquely ideniifiable or not, or
of possibly distributing identiftable agents in an anonymous or
semi-anonymous way. Nevertheless it will become clear to a reader skilled
in the art that, if the agent consists of a chipcard, our example can also
be seen as a further illustration of the possible use of chipcards that
are, or are not, anonymous or are, or are not) anonymously or
semi-anonymously delivered, as has been suggested earlier in this tort.
(See Chapter 13.) In general, an agent maintains, in a vehicle
participating in traffe, supervision on certain matters. Upon authorized
request (and/or now and then on its own initiative), the agent provides a
personally signed report on its findings. Such a report can then be
transmitted via a transmitter to the authority (e.g. the authority managing
the traffic information system or a separate authority supervising the
agents). The transmitter and/or receiver do not need to be trusted by the
agent and/or the concerning authority. To simplify our explanation, we will
assume that the transmitter and the receiver are not part of the agent. Of
course) committing fraud unnoticed by obstructing the communication will be
made impossible. Thin can be done by the use of explicit or implicit
acknowledgements) i.e. of confnynations of receipt. If) for example, a
request for a report by the agent is made, it is the task of the other
vehicle equipment to provide an adequate response. Be   73 - 8 S E P 2003
cause the aforementioned report is necessary for an adequate response, the
agent needs to be involved and the transmission of the report cannot be
prevented unnoticed. In this example, explicit acknowledgements thus are
not necessary. The report, made and signed by the agent, is - preferably -
always first handed over to the other vehicle equipment. After all, the
owner and/or user of the vehicle does/do not have to trust the correctness
and integrity of the agent. Before transmitting the report of the agent)
the vehicle equipment can) among other things, verify whether the agent has
indeed adhered to the precisely prescribed data and formatting of the
report. It can thus be avoided that the agent surreptitiously includes
illicit, privacy-sensitive information in his report or that the agent
abuses the transmitter for sending messages to the authority illicitly
often, which can endanger privacy. The correctness of the agent can also be
doubted. If that is the case, then, besides the report) an annotation also
needs to be included in the response to be supplied. When all checks have
been made and the response to be issued (consisting of the report of the
agent and possible annotations) has been composed and signed) the signed
response must be handed to the verifying authority via the transmitter. It
can be agreed upon that the verifying authority must return a receipt upon
receiving an adequate response. If the response included an annotation of
disagreement or of doubt regarding the correctness of the report by the
agent, then, within a certain period) an agreed procedure will be followed,
such as offering the vehicle together with the agent for further inspection
and verification. 16.3 Supervision by the agent on counter monotony As
sketched before) the agent has in any case the task to provide, if
required, a signed report on his findings during supervision. Among other
things, an agent can supervise that it is continuously informed, at least
during driving, on the values of one or more counters or about the
increases thereof. Thus, the agent can verify on the spot the monotony of
one or more counters or use the given data to update one or more counters
itself such that these are monotonically increasing. Both these cases
amount to the same thing) but for convenience we will assume that only
increases (pulses or otherwise) are provided, and that the agent updates
the counter value (or the counter values) itself. Note that when using an
agent no identification of the vehicle is required for the verification of
the monotony of counter values; identifications were necessary in the case
of remote verification. 16.4 A contribution by the agent to the
verification of counter precision The agent can, and in general should,
also supervise that the counter valuo is not increased too quickly. Thus, a
sudden increase with too large a distance is not allowed. Stated
differently) an increase that corresponds to an excessively high speeds
does not have to be believed and possibly neither will an all too sudden
increase in speed) i.e. an impossibly high acceleration. In this way, the
form of fraud sketched in Section 16.1 can be corn bated. This will be
explained now. Suppose the agent roported at location X a certain counter
value. Then the agent can be misled by not passing counter increases during
driving and thus one can pretend towards the agent that one is not driving.
Or one can pass too low or too few increases. Hut, such a deceit will be
revealed as soon as a request for a response comes 



so por example, higher than the maximum speed attainable with that vehicle,
taking into account a contain margin in view of special circumstances.   8
S E P 2003 74 in, say) when passing by location Y. After a11, one then
cannot succeed anymore in making the agent as yet sufficiently increase his
counter value in a short time) in order that at least the shortest distance
between X and Y is included in his counter value. Therefore, the counter
value of the agent then possibly will be too low and the fraud will be
revealed after transmission of his report. The only alternative is to not
give an adequate response) but that means that it will still be detected
that something is going on and that action can be taken. In short, since
every agent maintains the counter value itself and since it only does so on
the basis of limited increases, such fraud with counter values will not be
possible or will not pay anymore. We now have discussed how an agent can
guarantee monotony and that an agent can and may have to detect implausible
increases of the counter value. If anything seems to proceed incorrectly,
the agent has to report on that at soma point in time, for example as soon
as it gets an opportunity to do so. Not accepting too implausible increases
is necessary as a contribution to the verification of precision. If the
agent does not do more than described so far, the remainder of the
verification of the precision of the counter has to be performed by the
verifying authority. However, an agent may perform even more verifications.
In the following, we will show that an agent can also perform the remaining
verifications of precision itself: 16.5 Complete verification of counter
precision by the agent For an agent to be able to verify the precision on
its own, i.e. to be able to verify whether the other vehicle equipment
constantly keeps it correctly informed about the correct increases of the
counter value, it does need to have reliable information available now and
then. We will now illustrate one thing and another for the case of
kilometer counters. In this case, the agent must now and then receive
reliable information on the correct speed or about the correct length of a
specific traveled trajectory. This might be achieved, for example, by the
agent itself being able to determine its geographical position, or by the
agent occasionally receiving information sent to it on its position or on
the position of the vehicle it resides in. As we now will show first, the
latter might also ba realized in such a manner that the agent does not even
learn its position. 16.6 Kilometer counter verification based on positions
that are (semi-)anonymous or not The verification of the precision of
kilometer counters can, for example, be realized as follows. At certain
locations, imaginary measurement lines are drawn across the road. In the
simplest case this concerns pairs of measurement lines) the first
measurement line marking the start of a verification and the second one
marking the end. When an agent passes the first measurement line) a secret
and signed message, containing both a timestamp and the message that a
kilometer counter verification is started here) is sent to it. When passing
the second measurement line, the agent again receives a secret and signed
message, but now containing both a timestamp and the distance to the first
measurement line. On the basis of the information supplied to it, the agent
can determine whether the information on the kilometer counter values,
supplied to it on this measurement trajectory from the vehicle, was
correct. The messages to the agent trust be secret) because in this
approach it is important for fraud resistance that only the agent is
allowed to know where verifications begin and end. Therefore, in this case
it will be also wise to use not only pairs of measureraent lines) but
possibly also verification trajectories with three or more tnoasuretnent
- 8 ~ E P 2003 ~s lines. The latter ensures, for example) that the risk of
being caught for fraud or a fraud attempt by means of `smart gambling' on
correctly guessed begin and end points of verification trajectories)
increases considerably. The signing of a message is necessary to prevent
tampering (e.g. via manipulation with the rest of the vehicle equipment)
with these messages, i.e. to prevent that messages can be forged or
modified unnoticed. To prevent messages from being delayed or possibly even
not being passed on to the agent at a11, it is possible to require that a
confirmation of receipt, signed by the agent) must be returned in response.
The timestamps help to prevent fraud by means of copied messages. Note that
in this case, during counter verifications there is in a certain sense -
still - a question of `orders/requests' with corresponding responses. In
case of the above-mentioned verifications, one can make profitable use of
semi-identifications. When passing each measurement line, an agent then
gets a `position message' sent to him containing some semi-identification
of this measurement line (e.g. in the form of a two-digit number) and also
the semi-identification or senuidentifications of one or more measurement
lines that possibly have been passed by him earlier, together with their
shortest distance to this measurement line. One advantage of this
alternative approach is that there is no longer any distinction between
begin and end points of verifications and that the messages to the agents
thus no longer need to be kept secret. Another, closely connected advantage
is that the same messages now might be used in the vehicle for further
determining the geographical position, for example in support of - possibly
automated - navigation. 



Note, however, that, if at each measurement line the broadcasted `position
message' only contains a semiidentification of the location, the agent does
not get to know where it is and thus cannot give information to the rest of
the supervising authority (or others) on its geographical position, not
even via some covert channelsl. But, for example, the driver of the vehicle
may indeed already know his approximate position and, if so, use the
semiidentification of the measurement line to determine now his precise
geographical position, at least if this measurement line in question is at
a known and fixed location. For good verification, it is of course
necessary that not all the positions of all measurement lines are known.
For the required `verifications by surprise' one may, among other things,
use mobile measurement lines, i.e. mobile equipment for `drawing' a
measurement line and for transmitting the `position messages' in relation
to this measurement line. To be quite on the safe aide, we finally yet
remark that it is self evidently also possible to supply in the mentioned -
position - messages the distance to the measurement line in question
instead of only the exact crossing of that measurement line. 16.7 Kilometer
counter verification by means of reliable information on speed Covered
distance and speed are related to each other. If one is informed about the
increase of the kilometer counter value and one has at one's disposal
sufficiently precise tune measurement, then one can determine the
corresponding speed. Hut `the inverse' is true as well, that is, on the
basis of reliable speed data and precise time sl If one does not want to
protect oneself against this possibility, then the positions of the
measurement lines may also be denoted by unique identif"icakions. The agent
can then indeed come to know his position) but cannot just transmit this
knowledge via the transmitter in the vehicle without a reasonable chance of
being detected.   - 8 S E P 2003 76 measurement one can venfy the
correctness of reported counter increases. In short) an alternative
approach for verification makes use of speed data. For example, one may
ascertain the speed of passing vehicles independently by means of radar.
The verification now can proceed in two ways. Either the externally
determined speed is revealed to the agent and the agent verifies whether
the speed based on the information supplied from the vehicle is indeed
correct) or the agent transmits the internally determined speed and the
verification takes place outside the vehicle. Self evidently, the two
compared speeds should concern the same point in time. To be quite on the
safe side, we here also draw attention to a fairly subtle point, namely
that this should be a point in time before the moment at which a person in
the vehicle can begin to have any reasonable ground to suspect that there
is an increased chance of a check taking place soon. That is, a point in
time before the start of any communication whatsoever with respect to this
verification between the vehicle and the infrastructure. After au, to
hinder fraud no infom~ation at a11 should be revealed on the basis whereof
one might get any further suspicion of this point in time. In this approach
to verifications, the agent should therefore always retain recent
information on speed for a short time. Of course the compared speeds should
also concern the same vehicle. For more information on this, we refer to
Section 11.4. If the equipment needed for independent speed measurement is
more expensive than an additional transmitter, then the approach of
verifications by means of speed data may, in general, be less attractive
than the one using position data. But even if so, this approach may then
still be more advantageous for mobile checkpoints for the sake of
verifications by surprise. Furthermore, this approach offers the
possibility of verifications from moving patrol cars. In short, this
approach is certainly interesting for mobile verifications in both
meanings, i.e. movable and moving. The example given in this section can be
considered as a specific illustration of the earlier-mentioned, more
general possibility to perform verifications using difference quotients or
derivatives (differential quotients). {See also Chapter 11. We use the
somewhat cautious formulation `can be considered as', because) in case of
external speed measurement, the speed is usually determined `directly' by
using radar waves and the Doppler effect, and thus is not explicitly
determined as a derived quantity of covered distance, i.e. is not measured
explicitly as a d fference in distance traveled in a very short time.) 16.8
Other verlflcatlons by agents also We just have described that maintaining
the kilometer counter value and verifying its correctness can be done
entirely by the agent if sufEcient appropriate and reliable information is
sent to it, As has been suggested before and should be clear by now, an
agent can also check all kinds of other counter values and data, such as,
for example) the engine speed, fuel consumption and/or noise produced in
the engine compartment of the vohicle. In the preceding section we have
already described that an agent can vorify the precision of the
speedometer. However) since the agent is located in the vehicle and
therefore can alinost continuously exercise close supervi   - o s E P 2003
lion, it can also establish whether the locally valid speed Wnit is
exceeded, at least if reliable information concerning the correct speed
limit is sent to it from the outside worlds2. 



The agent may play a role in case of other traffic offenses also, such as,
for example) driving through a red traffic light. For example, by
revealing, upon authorized request, the identity of the vehicle or of the
payer, at least if it has this information at its disposal) Or by
establishing the violation in cooperation with the traffic light
installation and recording this ascertainment. When establishing a trailic
offense, an agent has a number of possibilities. It can pass on the offense
in due time to the rest of the tragic information system for fiuther
settlement, or it can determine the indebted fine itself and possibly add
it to the already indebted amount of traffic fees. If the fine in question
has been integrated, i.e. has been included in the tariff structure of the
traffic fee) then it does not even have to do anything exceptional. This
possibility exists, for example, for speed offenses. The fine may then be
included in the tariff structure in such a way that the additional fine
actually charged depends on the extent to which the speed limit was
exceeded and on the number of distance units in which that happened. Of
course, this dependency can also be arranged without integrating fines in
the tariffs. Anyway, fully automatic and efficient settlement of traffic
offenses and fines becomes possible in many cases. If the agent takes care
of making a fraud-resistant identification available, then traffic offenses
can be settled much more efficiently, since reading vehicle registration
numbers from, for example, photographs is then no longer necessary. In
certain cases, such images can even be completely omitted, which yields
considerable savings as well. Finally we additionally remark that the
settlement of tines is fairly well comparable to imposing and collecting
open tolls, such as, for example, in the case of open tolling at bridges or
tunnels. Up to now, we have hardly paid any attention to the latter) among
other things because open tolling is much more comimon than continuous
pricing. Although the use of a TIP system solely for open tolling is
perhaps somewhat less remarkable, it may be clear that our approach also
offers certain advantages when used for open tolling. 16.9 Privacy
protection by reducing the transmission of identifications If the agent
takes as much responsibility as possible upon itself for all verifications,
then hardly any other messages need to be transmitted by it than the
messages for acknowledging the receipt of reliable information transmitted
to it, such as, for example, position data, externally measured speed,
noise and so on. The only things that need to be transmitted additionally
are reports by the agent on the course of affairs - whether correct or not
sz In general, one will not appreciate continuous supervision of one's
behavior in traffic (Big Brother). However, such comprehensive surveillance
by an agent in the vehicle may possibly be quite acceptable ii, on the
contrary, it restricts itself to a judgement of the quality, or of the
average quality, of the total behavior in traffic; in other words, if
occasional violations are allowed to a sufficient extent. (Slight
sloppiness, oversights and even some deliberate, deemed necessary
violations than do not have to be fatal immediately.) Compare this) for
example, to the better acceptance by traffic participants of sanctions for
speeding if that offence has been detected by a trajectory speed trap than
if it has been detected by the more usual speed trap, where speed is
measured only at one specific spot.   - 8 SEP 2003 and, in case of traffic
pricing) now and then, say once per month, a report containing the relevant
counter value and an identification number whereby a responsible payer can
be identified indirectly. The latter is needed for the automatic collection
of traffic fees. Perhaps very occasionally also a small number of messages
will be exchanged additionally) for example because it is deemed necessary
to occasionally perform an - additional - remote verification on the
correct functioning of the agent. Strictly speaking, an agent does not) of
course, per se have to supply the reports on counter values and correct or
incorrect functioning: 1) automatically, 2) as soon as possible) and/or 3)
during driving. In principle it is also possible) for example, to have the
agent periodically be `read out' by or on behalf of the authority. This
reading out, i.e. this requesting and obtaining a report, does not have to
take place via the transmitter of the vehicle, but may also take place via
physical - e.g. electrical - contact. The reading out might, for example,
be combined with - possibly other - periodical tests and inspections. Even
if reading out were to take place once a year only, the payment may of
course be spread as well (or equally well), just as currently is usual in
The Netherlands for payment of) for example, natural gas and electricity.
Nevertheless we expect that one mostly will choose for reading out via the
transmitter of the vehicle during normal use because of the advantages
offered. After a11, it does not cost the customer any time and one may
therefore, without too many objections, also read out the agent more often.
Moreover, fraud or fraud attempts (and incorrect functioning more in
general) then are revealed earlier) so that action can be taken sooner. If
the agents are not uniquely identifiable, i.e. if they do not each have
their own signature, or if the agents really are uniquely identifiable, but
it is not known by which person or in which vehicle an agent is used, i.e.
if agents are delivered anonymously, then the confirmation of receipts
signed by the agents do not reveal say privacysensitive information. Thus,
the only messages that still might threaten privacy are then the reports on
the counter values with the accompanying identifications for the benefit of
the payment process. If these latter messages are transmitted only
occasionally, for example once per month, there is hardly any threat to the
privacy) not even if one could precisely ascertain for each such a counter
value report from where that message was transmitted. {For such messages
one could possibly use a comtrnu~ication channel for which the sender is
not readily locatable.) Something similar to what has been descn'bed above
holds when the agents are identifiable) but are delivered semi-anpnymously.
In short, the privacy protection by means of hunters and/or intermediaries
can, in the cases mentioned, be omitted partly or possibly even completelyt
Possibly one could also have the payment take place within the vehicle.
Somewhat more will be said about this in the next section. 16.10
Differences with the approach discussed earlier The approach using agents
does not actually differ rauch from the approach with remote verifications
only that was discussed earlier. One difference is that the verifying
authority, via advanced poets - namely agents - is closer to the objects to
be monitored and that verifications (all verifications or possibly only a
part thereof) occur in the vehicle. The communication between the - often
not fraud-protected - objects (in particular, for example, sensors and/or
measuring instruments) in the vehicle and the information collecting andlor
verifying authority now occurs mainly or completely within the vehicle
(namely, between object and agent), so that for this cormnunication it is
no longer necessary to continually bridge the somewhat larger distances
between the ttanamitter of the vehicle and the receivers in the outside
world) or between the receiver of the vehicle and the transmitters in the
outside world respectively. Thus, the communication channel between vehicle
and outside world is no longer   - 8 S E P 2003 79 - directly- used for the
communication between the monitored objects (say, measuring instruments) in
the vehicle and the inspector in the outside world, but instead is used now
for the communication between the agent (as advanced post arid possibly as
full-fledged inspector) and the rest of the information collecting and/or
verifying authority. 



One thing and another is illustrated in Figures 3 and 4. In both these
figures, the transceiver rendered on the right side relates to the hunter
(represented by box 8) and there is in both cases one intermediary (box 9),
although the latter is probably not, or hardly) necessary anymore in the
situation depicted in Figure 4. In Figure 3, the authority, i,e, the final
recipient (boxes 10 and 11), takes care of both the verifications (box 10)
and the remainder of its tasks (box 11), such as, for example, collecting
the indebted fees. 1n Figure 4, the verification tasks are performed on
behalf of the authority by the agent in the vehicle. One difference is thus
that - at least a part of- the checking has been `shifted', i.e. occurs at
a different position in the total chain of activities and/or participants.
This - in abstraction not so large - difference does really have essential
consequences. After all, because the actual inspector itself is now located
within the vehicle, there is no identification needed anymore to be able to
determine whether different messages to the inspector (containing, for
example) increases of counter values or other measurements) are originating
from the same vehicle or not. Indeed, hardly any messages about monitored
objects (measuring instruments) containing identifications of those objects
still have to be exchanged with the outside world. As has been stated
before, there still is only the need to occasionally send to the authority
in the outside world a - possibly indirect - identification in a message
with the resulting bill. And even this latter is not strictly necessary,
because the agent can also be `read out' during periodical inspections.
Even if the payment occurs inside the vehicle, the communication with the
outside world does not necessarily have to encompass messages to the
authority concerning the payments. But that communication will then, in
general, be extended instead by an exchange of messages for the sake of the
payment process. This lastmentioned exchange of messages concerns the
communication between a bank agent, i.e. sofhvare and hardware of or on
behalf of the bank, in the vehicle and - the rest of - the bank
organization in the outside world. Do note that in the extreme case that
agents only send messages to the outside world, i.e. to the authority, in
the style of `everything, including payment, is proceeding well') the
authority (say) the fee collector) has no, or a leas good) overview. This
latter aspect may not be appreciated. Another difference is that the
required protection of the agent against fraud introduces a physical
aspect. If the agent, for example) is implemented (realized) with the aid
of a chip or chipcard, the total security depends on the physical
protection of - the storage of - the software and the key or keys of the
agent in the chip. Since in practice chipcards prove to be sufficiently
protectable, and sinco no further physical protection is required, this
does not seem to be a serious drawback. 16.11 Flzed' or'loose' agents The
use of agents seems an attractive possibility for carrying out tasks, such
as in particular the charging of a11 kinds of traffic fees, and for
performing the verifications required thereto. The agents in question can,
for exam ple, be installed in each vehicle as fixed vehicle equipment
(FVE); say, in the form of a chip with softwaro in soma encasement. But an
agent may, as has often boen suggested before, also be implemented as loose
vehiclo equipment (LVE); for example, in the form of a chipcard that, at
least during use, will be connected with the   -8 SEP 2003 Bo other vehicle
equipment of the vehicle concerned (such as, for example, the transmitter,
the receiver) the battery and a number of sensors andlor measuring
instruments) via a connection point (e.g. a plug or a card reader). if
every user has his own `loose' agent, for example on a chipcard (which
possibly also acts as identification device and/or consumption pass)) and
connects this card via a card reader in the concerning vehicle to the other
vehicle equipment in that vehicle before each drive, then such an agent is
of course not very suitable for the task of vehicle identification. In such
a case a second, fixed agent can, if desired, take care of the
fraud-resistant identification and/or classification of the vehicle. (See
also Section 16.14.) 16.12 General and specialized agents Sometimes we make
for our convenience a distinction between general and specialized agents.
With the term specialized agent we then allude to an agent with a specific
function that is limited to only a small part of a11 agent tasks belonging
to the traffic information system in question. Think, for example, of a
fraud-resistant consumption pass that maintains a counter that is essential
for the traffic information system and further performs no other agent
tasks related to the traffic information system in question. (We refer to a
counter as being only informative if it is only used for the satisfaction
of the user and is not of decisive importance for maintaining the correct
counter values by the traffic infom~ation system.) Another example is an
agent that exclusively serves for the fraud-resistant identification and/or
classification of a vehicle. On the other band, a general agent performs
all (or almost all) agent tasks that relate to the traffic information
system in question. Up to now, the term agent was mainly used in the text
for general agents, and when reading the term agent one should (or was
allowed to) primarily think of the pivot in the vehicle on which everything
in relation to verifications in the vehicle hinges. Stated differently, the
emphasis has always been on the verification.task of the agent in
particular) i. e, on its task as representative of the authority in a
vehicle who takes care of - a part of the - verifications on the
reliability of the information supplied in the vehicle and via which
information is delivered to the rest of the traffic information system. In
the rest of the text also, the word agent will primarily denote a general
agent. Only occasionally we will additionally use for our convenience the
term specialized agent. The difference between both terms thus plays hardly
a role of significance. Rightly so, as the difference is indeed somewhat
vague. 16.13 A little more on implementation possibilities Just as in the
approach with exclusively remote verifications, there are numerous - often
obvious - implementations and/or variations possible when using agents.
Therefore, it is too much of a good thing to explicitly enumerate all
possibilities. On the basis of the given description, a person skilled in
the art can easily conceive au kinds of different variations and
implementations. Here we simply - and actually profusely - indicato only a
small number of possibilities. One obvious possibility, already often
suggested before) is to implement the agents (i.e. each agent) as a chip,
possibly installed in a chipkey or on a chipcard. Certainly if, for
example, chipcards or chipkeys are used) one can also, if desired, provide
the chips to be issued with a - say, deeremental - counter, that
consumption counter being maintained by the agent starting from a certain
initial state. Thus, the agent then also takes care of the function of
consumption pass, where the consumption of the credit balance can occur
diatributively over any number of different vehicles. The advantage of such
an agent with consumption pass function is that tracing of   - 8 S E P 2003
81 



identifiable users of such chipcards is then impossible, simply because
there are then no longer any user identifications in play. By restricting
the sale of such chipcards, one can obtain, if desired, a system with
tradable usage and/or pollution rights (per person per year). We further
mention the possibility of combining all mentioned functionality, possibly
on one chip) with other applications, such as) for example, electronic
transfers of payment with the aid of a chipcard or electronic access
control with the aid of a chipkey. Indeed it then may be desirable to
incorporate good guarantees against undesirable information exchange
between the various applications. We also point out yet the possibility of
extending the functionality of an agent. For example, to that of a
`reliable black box', i.e. a black box that does not only register supplied
data and retain these data during a certain time (as is usual)) but in
particular also verifies the supplied data (or a part of the supplied data)
on reliability. Other examples are the possible use of an agent as a
reliable taximeter or tachograph. 16.1A One or several agents per vehicle
Up to now we have kept, for our convenience, the possibility of several
agents per vehicle outside of the discussion as much as possible. This was
justifiable, so far as we are concerned, for a number of reasons. First of
all, it did help to prevent unnecessary complexity of the explanation)
Moreover, we have akeady explicitly mentioned in Chapter 5 that we wanted
to abstract from the possibility of distributing processing over multiple
processors, so that in fact we have indeed covered this possibility. The
only special case that now will be discussed is the possible distribution
of the agent's work over a `fixed' and a `loose' processor, i.e. a fixed
and a loose agent. In the case of a fixed agent, we often assume that it
performs all desired tasks. The possible user cards then only serve to
identify an individual counter related to a particular card or person. The
agent in the vehicle can keep track of the consumption corresponding to
said counter, and pass this information at appropriate moments to the rest
of the traffic information system in the outside world. If one appreciates
the possibility of recording counter values in user cards as well) for
example because users then can read out the counter values at any desired
moment, then the agents in vehicles simply have to ensure that a counter
value, after modification, will be written back to the connected user card
as well. Manipulation with the counter value on a user card does not make
sense if that counter value is only used informatively (i.e. only for the
satisfaction of the user) and is not of decisive importance for correctly
maintaining the correct counter value by the traffic information system If
the counter values on the user cards era indeed essential for the traff c
information system, then they must be secured. This can be achieved, for
exannple, with the help of cryptographic techniques and additional
measures, but instead possibly also by relying (or partly relying) on the
fraud resistance of the user card, which in this latter case probably will
be a chipcard (and not a magnetic card). Only in this last-mentioned case
of fraud-resistant chipcards (i.e. fraud-resistant from the point of view
of the authority) with essential counter values, there is, during the use
of the vehicle, besides the fixed agent also a second, loose agent in the
vehicle. But if the user card dons include an agent anyway, then this agent
could obviously also bo used just as easily to take all agent teaks upon
itself, so that the fixed agent in the vehicle can then bo omitted. Now
observe that the latter is not always possible. Only if the fixed agent had
been fraud-resistantly attached to the vehicle in order to be able to also
perform the vehicle idontificatian and/or vehicle classification task in a
very fraud-resistant than ner, those two last-mentioned tasks cannot be
taken over by the loose agent.   - 8 S E P 2003 82 In short, we have
demonstrated that usually one agent per vehicle can suffice. There also
exist, as sketched about, real situations in which several agents are used
per vehicle. Suppose one is inclined to use separate agents 1 ) for the
vehicle identification and/or vehicle classification tasks) 2) for the
function of consumption pass with counter, and 3) for the function of
identification aid, the remaining agent tasks then bring relegated, for
example, to one of the used agents) which then thus becomes the `general
agent'. Then actually three agents would thus be necessary: one general
agent and two specialized agents. But for the function of identification
aid) an agent is not always really needed, as has already been suggested in
Chapter 4. (For example, identification does not necessarily require the
use of an agent if identification occurs by having a digital signature
put.) Moreover) one can - and also generally will - combine the functions
of identification aid and of consumption pass in one user card. In short,
in the sketched situation two agents can, in general, easily suffice. Note
that for the vehicle identification and/or vehicle classification task an
agent is necessary only if the fraudresistant identification or
classification of a vehicle is of importance for the correct functioning of
the traffic information system. This is, for example, the case when the
classification of a vehicle plays a role in the height of the tariff in
case of traffic pricing. Finally, we point out once more that the use of a
loose agent is an attractive option from the point of view of privacy
protection (see also the previous section). In summary, our argument boils
down to the following. One agent can suffice. In any case, one fixed agent
can suffice. But also one loose agent [can suffice], if very
fraud-resistant vehicle identification or classitcation is not required for
the correct functioning of the traffic information system. Wben using a
loose agent, two agents are needed if very fraud-resistant vehicle
identification and/or classification is/are also required. Although there
really can be a question of several agents (for example, because the tasks
to be performed yet are distributed over a fixed and a loose
agent/processor), we generally assumed and will assume, in simplification
of the text, that this is not the case. Thus, we assume in this text (i.e,
this elucidation of our invention) without loss of generality (i.e. solely
for convenience) usually that at most one agent is involved- and sometimes
that at most two agents are involved - per vehicle, and that the
supervision and verification are performed by this single agent (or these
two agents respectively). Although that is not necessary at all, we assume)
in the case that several agents are used (anyway), that there is a question
of one general agent and a number of specialized -- relief - agents. 16.15
The use of agents as au attractive option As has already been remarked more
than once, the use of agents seems an attractive option for performing
verifications and charging all kinds of traffic fees. It seems attractive
to use an agent not only for keeping record of the due traffic fees and/or
the consumed rights par person andlor pex vehicle) but also for other
tasks, such as, for example, the transmission of semi-identifications upon
request (or almost continuously). The use of semiidentifications offers the
advantage that the manager of the infrastructure can collect in a direct)
but still privacyfriendly way au kinds of useful traffic information, such
as, for example, information on traffic flows) traffic delays, utilization
dogree of roads, etc. In Chapter 18, we will come back to a number of tasks
that an agent can perform. 17 Preparation for growth' of the system By
always appending to each massage a protocol numbor (and possibly included
in this number, or separately) a payment method number) and/or a message
type number, one can, within one and the same systom) allow differ   



- 8 S E P 2003 83 ent systems or subsystems (such as, for example)
versions) at the same time, and thus also support several levy structures
and/or payment methods at the same time. In this way, one can start with a
simple version of the system and than apply step by step extensions and
refinements, For example, one can choose to support in the beginning only
ono fairly simple protocol with a certain protocol number (e.g. number 1 ).
Suppose that one does one thing and another as follows. Every vehicle is
famished with: 1 ) a transmitter and a receiver) 2) a fraud-resistant
component that can act as agent) 3) a vehicle-related processor, i.e. a
component for, among other things, checking messages from the agent and/or
encrypting said messages for the sake of privacy protection, and 4) a
central connection point to connect the just mentioned and possible future
components to each other. One chooses one permanent hunter that also acts
as the only intermediary. Bach vehicle-related processor thus transmits, in
case of this protocol, a11 messages from the agent destined for the final
recipients, though after having them packed in a secret message to the
hunter/intermediary, so that final recipients can only read the messages
from the agent with the aid of that one hunter/intermediary. With this
first protocol the only task that the agent in each vehicle performs, is
reacting to requests for identification. Upon each authorized request the
agent identifies itself (and thus to a certain extent the vehicle) by
signing such a request after addition of the time and an identification
number, say its own identification number (or possibly the registration
number of the vehicle for which the agent has been issued). This thus
signed request is handed to the vehicle-related processor, which then
enciphers it to a secret message for the hunter and which sends this secret
message to the hunter via the transmitter of the vehicle. We assume that in
first instance only open tolling is introduced) At all tolling points in
question, the authorized hunter will query every passing vehicle, i.e,
every passing agent, for identification. The hunter will strip every
received response of the packing added for secrecy and then send the
stripped message on to the fee collector, who charges the toll to the
holder of the agent (or of the vehicle registration number). Note that we
did not require in our example that the agent be attached to the vehicle in
a fraud-resistant manner. Even without fraud-resistant attachment) one
thing and another may well indeed be sufficiently fraud-resistant. After
all, interchange of authentic agents does not seem attractive. As long as
passing of a tolling point leads, for each vehicle, to the same amount of
toll, interchange with agreement of the registered holders of the agents
(or of the corresponding vehicles) does not seem to make sense. Exchange
with a stolen specimen perhaps seems attractive at first sight, because the
bill then will be addressed to someone else) namely the robbed person. How
ever, tracking a stolen agent down is sufficiently easy (at least, if that
agent is actually used to have someone else pay for the toll) to minimize
the appeal of such attempts to fraud. Of course, fraud-resistantly
attaching agents to vehicles from the beginning is, at least if one has the
disposal of a su~ciently cheap technique for that, also an attractive
option, because then one is also prepared for applications in which
firaud-resistant coupling of agents with vehicles is indeed desired or
required. As of a certain moment, one may require that new vehicles be
prepared for being able to continuously deliver to the agent data
concerning the kilometer counter value. They have to deliver the required
information to the agent in the form of, for example, kilometer counter
values (in, for example) two decimals), counter increases oz pulses from a
sensor on the driving shaft. At a given moment one can then change, for new
vehicles, to the use of a second protocol (say, with procotol number 2), in
which continuous pricing based on all traveled kilometers can also be used
for the tragic pricing. Existing vehicles can also join after assembly of a
sensor on the driving shaft. The connection of the sensor to the rest of
the system is easy to implement) since we have arranged from the   - 8 S E
P 2003 84 beginning, by the installation of a suitable connection point,
that the system is ready for connecting other vehicle equipment. Although
the software in the agent may be already preparod from the beginning for
this extensionladaptation, probably one thing and another will still need
to be changed. For example, when pulses from a sensor on the driving shaft
are used, the software may still require information about which distance
covered by this vehicle corresponds to one pulse. (One might arrange that
this information is also already present from the beginning.) Of course,
the verifications described earlier (in Chapter 1 G) on the correctness of
the kilometer counter values kept by the agent are now introduced as well.
The agent can also use the kept kilometer counter value - only at a later
time or immediately in this second phase - for creating and transmitting
semi-identifications based on the kilometer counter, for example for the
benefit of collecting information on delays caused by traffic congestion.
(With the first protocol, the agent could also already transmit, from the
beginning, a fixed semi-identification, but not yet one of the kind in
which the senziidentification is based on the kilometer counter and thus
changes continually.) Immediately or at a later time again, one can also
arrange, without any further modification of the hardware that is meanwhile
present in vehicles, that the processor starts using software that makes
the tariff of each kilometer dependent on the speed with which said
kilometer was covered. (As has already been remarked before) said software
could possibly also be supplied via the transmitters of the infrastructure,
say alongside or above the road, and possibly also be put into operation
automatically.) Also, one can add at some moment in time the possibility of
using loose vehicle equipraent (LVE), so that then the payer may be someone
else than the holder or owner of the vehicle, and one can, if desired,
introduce a system with tradable pollution rights. Etcetera, etcetera. In
completion of the above, we remark for the sake of clarity once again that,
certainly as long as the tariffs of the tragic fee are the same for all
kinds of participating vehicles (and the agent therefore does not have to
supply reliable information on the vehicle classification), fraud-resistant
connection of the agent to the vehicle can be omitted without presenting
a11 too many difficulties. Fraud-resistant coupling, i.e. protection
against exchanges of agents, is not necessary until a very high level of
reliability of the classification and/or identification of vehicles by
means of agents is required. One can arrange that, for each combination of
protocol and payment method, a separate protocol number is used. Instead of
associating the payment method with a protocol number, one can also
introduce a separate payment method number. With this number, it can be
indicated in what manner one wishes to pay. For example, automatically via
a bank account, per week or per month, with or without a credit facility)
etc. 1$ TIP systems In the above, we have outlined various possibilities
for obtaining a traffic information system with specific properties. To be
able to obtain a traffic information system with the properties considered
by us to be desirable, we have introduced a number of techniques, such as,
for example) the creation of semi-ident(ficatton numbers (either on the
basis of counter values or not)) the implementation of speed checks and the
ascertainment of tra,,~ic delays with the aid of such semi-identification
nurabers, the implementation of vert,~cattons from a distance and/or in the
vehicle on, among others, counter values, engine speed and fuel
consumption, the fairly accurato computation of the environmental pollution
caused, the use of hunters and/or intermediaries fot tho protection of
privacy and the use of agents in vehicles for privacy protection and/or
verifications.    - 8 S E P 2003 85 In principle) a TIP system can use au
the described techniques. But that is, as we have shown before, not
necessary. For example, it is possible to implement a TIP system without
agents and without user cards, thus without any fiend-resistant component
in each vehicle. Also one may use agents in such a way that hunters and/or
intermediaries are superfluous. Or one may, for example, decide not to use
semi-identifications. In short, a TIP system will in general use only a
part of the techniques described (and either characteristic or not). In
general, one can already speak of a TIP system if at least one of the
techniques (part-inventions) newly introduced by us - i.e. typical for TIP
systems - is being used. In any case it is explicitly the intention that
any use of one or several of the characteristic techniques de jure et de
facto (i.e. by law and by facts) stands for an infringement on our
invention. 



18.1 A TIP system with agents Precisely because there are so many mutually
different possibilities to implement a TIP system, it seems wise to
highlight, by way of illustration, one attractive option and to describe it
as a coherent entity. We do this for the case of road traffic, choosing an
approach with agents in the vehicles, since such an approach has a number
of important advantages and does not seem to have serious disadvantages. A
clear advantage is that, with agents) much more information can be
collected and verified without the costs sky-rocketing. After au, it is an
easy job for an agent in the vehicle to continuously exercise close
supervision, while the emphasis in case of the approach without agents is
yet slightly more (or more clearly) on intercepting random samples of
transmitted information for the benefit of verifications. In the approach
without agents, information can indeed, in principle, be collected and
verified almost equally intensively as in the approach with agents, but
then only if the traffic network is swamped with transmitters, receivers
and computers to make it possible to be in continuous contact with all
vehicles and to process the enormous flood of information transmit ted by
the vehicles. Think especially of the much greater need for computing
power, which then is required for the manifold use of hunters and
intermediaries for the benefit of the desired privacy protection. 1n short,
when using agents, intensive verification is possible with a much cheaper
infrastzucture, because then much less transmitters, receivers and
especially also computers are needed than with the other approach. From a
slightly different point of view, one comes to the hereto-allied advantage
that less communication is needed between the vehicles and the outside
world than in the approach with all verifications from a distance. There
will thus be a much smaller chance that the connmunication with many
vehicles at the same time will lead to problems. It may be clear that the
approach using agents indeed requires ,considerably less bandwidth for the
communication between the vehicles and the outside world than the approach
without agents. After all, each agent processes the data locally and may
summarize the information and/or selectively transmit it, so that the
coxninunication with the outside world requires only a fraction of the
bandwidth that would be required otherwise. (The bandwidth that otherwise
would be required for the communication with the outside world is equal to
the bandwidth required for the communication between the agent and the
other equipment in the vehicle, such as sensors and measuring instruments.)
The only disadvantage of the approach with agents compared to the approach
with only remote verifications is that a fraud-resistant component is
required for each agent. This component will in general contain a chip with
a processor and accompanying memory of which (a part of) the contents
cannot bo modified or even only road without authorization. However, this
disadvantage does not carry much weight. Not only because such a cornpo   -
8 s E P 2003 86 nent does not have to cost much, but also because it seems
unavoidable that) due to the need for sufficiently fraud-resistant vehicle
identification and/or vehicle classification, a fraud-resistant component
with a chip must be attached to the vehicle anyway. Therefore it is fairly
obvious to opt for an approach with agents) and possibly to use each agent
also for the &audresistant holding and supplying of reliable vehicle
information. By vehicle information we mean: I) data that more or less -
identify a vehicle) such as chassis number, engine number, vehicle
registration number, etc., 2) data that characterize a vehicle, such as)
for example, brand, model, year of manufacture) gearbox type and/or engine
type, and 3) other information on the vehicle, such as, for example,
permitted kind of fuel or fuels, weight, color and/or information on the
legitimate holder or owner, such as, for example, his or her social
security number or his or her name and address. When once the choice for an
approach with agents has been made) it must then still be decided which
tasks the agents will perform. An agent can, if desired, perform a
plurality of tasks, of which we here will enumerate a number in the context
of road traffic. 1. Collecting andlor keeping record of a11 kinds of
information, considered to be relevant, on the use of the vehicle, on the
basis of infom~ation supplied by equipment in the vehicle (particularly,
sensors andlor measuring instruments). Think, for example, of information
such as speed, engine speed, kilometer counter value, fuel consumption,
fuel counter value, temperature and the like. Note that these data are, in
general, fairly dynamic, i.e. that now and then they will be subject to
fairly frequent changes. 2. Yertfying (directly or indirectly) whether said
supplied information is sufficiently reliable andlor correct. For this
purpose, use is often made of reliable information supplied from the
outside world. Think, for example, of - direct - vezification of the
speedometer, kilometer counter and outside temperature meter and) for
example) of- indirect - verification of the revolution counter and fuel
consumption meter. 3. Reporting at appropriate moments to an - authorized -
verifying authority in the outside world the findings of the checking
activities. Think, for example, of the reporting on possible irregularities
or of- apparently- flawless operation. 4. On the basis of available
information computing andlor keeping record of derived information. Think
for derived information, for example) of a fairly accurate computation of
the fuel consumption and/or of the pollution caused at a certain mom~ant)
in both cases on the basis of other data, such as) for example, brand,
model, year of manufacture) gearbox type, engino type) speed) engine speed,
acceleration, fuel consumption53, outside temperature, engine temperature
and the like. Think also of a fairly accurate computation of the noise
production. For the computation of derived information fiom other data, the
agent of course needs to have the disposal of a method of computation, for
example in the form of a formula or of one or more tables. s' ~f course)
this item belongs only to this enumeration in case of the example of the
computation of environmental pollution caused.   



8 S E P 2003 The derived fuel consumption can, in particular, be used to -
indirectly - verify the reliability of the fuel consumption as reported by
the vehicle. The derived pollution can be used for maintaining a counter
for the total environmental pollution caused. 5. Occasionally and at
appropriate moments, supplying specific - reliable - information on the use
of the vehicle to a specific authorized authority in the outside world.
This supply may) for example, be perfornaed for the sake of imposing and
collecting traffic fees and/or traffic fines. Think, for example, of
supplying specific counter values together with identifying data of the
corresponding vehicle (or its user, payer) holder or owner} for the benefit
of imposing and collecting a continuous fee, and of supplying data
concerning traffic offenses possibly established by the agent. Certain
fines may have been already integrated in the tariffs of a traffic fee. 6.
Collecting and occasionally supplying specific information to a specific -
authorized - authority in the outside world for the benefit of acquiring
statistical real life data. i Think, for example, of the supply (selective
or not) of data on the fuel consumption, reported by the vehicle, in
various circumstances (characterized, for example, by speed, acceleration,
engine speed, outside temperature, engine temperature and the like) with
accompanying notification of the vehicle type, so that the authority in
question can obtain a good impression of the fuel consumption of vehicles
of that type (i.e. brand, model, year of manufacture, gearbox type, engine
type and the like) in practice. Such - statistical - real-life data may be
used, for example, to fmd algorithms for the benefit of determining derived
information. 7. The fiaud-resistant storage and disclosure of vehicle
information. The disclosure of vehicle infornaation should only occur,
certainly if this information concerns holderlowner or vehicle identifying
information) under specific, clearly described conditions and/or in
specific, clearly described circumstances, and even then preferably only to
one or more specific authorities in the outside world that are deemed
relevant. Note also that vehicle information is in general rather static,
i.e. it will not, or rather infrequently, be subject to changes. 8.
(Constructing and) forwarding of a semi-ident~Jication number upon request
of an authorized authority. This number may be derived, for example, from
the kilometer counter value and may be used by the authority in question)
for example for determining traffic delays resulting from traffic
congestion, verifying whether the average speed on a specific route has
been kept below the speed limit) studying traffic flows, performing traf
fic consul, etc. 9. l'er~ing the authenticity of received messages
concerning the infrastructure and jonvarding messages to other equipment
in. the vehicle. Thing, for example, of forwarding oflxcial messages about
speed limits, tragic delays, the outside temperature, the position, the
speed) and the like. 10. Only if a card (or user card) can or must be used
during the use of the vehicle, taking care of the communication with the
offered user card or, if the agent itself is located on said card, itself
performing (or also par forming) the function of user card (consumption
pass).   $ S FP Q003 g8 



Said communication may relate to, among other things, the mutual
verification on authenticity) the exchange (in so far as applicable and
desired) of identifying data andJor the sufficiently frequent updating of
the correct counter value on the card. Note that the user card may contain
an anonymous or a personal counter value, and that the updating of a
counter value thus may concern) for example) the repetitive decreasing of
the counter value on an anonymous or anonymously sold user card, or, for
example) the repetitive increasing of a personal counter value on an
identifiable payer or user card. 11. After receipt of an appropriate
request signed by the legitimate holder or owner (or after receipt of a
password previously supplied by the legitimate owner/holder) taking care of
frequent transmission of idenh;Eying data. Hereby it often becomes
relatively simple to track the vehicle concerned quickly, for example after
theft. 12. Acting as reliable taximeter, tachograph and/or black box) and
the like. The adjective `reliable' here concerns (besides the fraud
resistance of the equipment in question itself) particularly the
verification of the correctness of the information (or a past of the
information) supplied to it (i.e. its input). Of course, an agent does not
necessarily have to perform all (whether or not mentioned) tasks, and one
may choose for a - possibly small - subset. The above does really
illustrate once more the broad applicability of the TIP system, i.e. that
the TIP system is also suited for use as a multifunctional (either
integrated or not) traffic information system. An agent is by definition a
fraud-resistant component. Here we emphasize) abundantly, that for certain
tasks it is also necessary that the agent is fraud resistantly coupled (and
thus remains coupled) to the correct, corresponding vehicle. 18.2
Components being part of the TIP system Tn the case of a TIP system, the
traffic information system consists of, among other things) a large number
of mutually communicating computers, of which, when using agents, a
substantial number (namely, each agent) will be located (possibly only
during use) in the vehicles involved and therefore will be mobile. Thus, in
our judgement, an agent forms part of the tragic information system For
possible user cards (say, magnetic cards or chipcards) that users may have
with them and that are not covered by the notion of agent) the choice is
somewhat leas clear. If these serve mainly for retaining andlor maintaining
TIP system related personal or non personal usage rights, pollution rights
and/or other counter values, we consider these to be parts of the total
system. All other vehicle equiptnant can be considered not to be part of
the TIP system Thus, it is not necessary to consider vehicle-resident
components, such as) for example, sensors and/or measuring instruments) to
be parts that bolting to the TIP system, not even if these components
supply information that is useful or even necessary for tho operation of
the TIP system in question. 18,3 TIP-agents Because of the many and diverse
tasks that the TIP system can perform) it is very well imaginable that a11
applications are not covered by one and the same authority. In such a case
one of the authorities involved, or a separate authority that is
independent of the authorities involved with the applications) may be
responsible for the operation of the TIP system If so, then an agent can be
seen primarily as a representative of the authority rospon   - 6 S E P 2003
89 sable for the TIP system, and only secondarily as representative of the
authority or authorities involved with the applications, who apparently
have sufficient confidence in the agents (and the rest of the TIP system)
to entrust (or dare to entrust) them with certain tasks. 18.4 TIP systems
for other traffic The enumeration of tasks that an agent can, among other
things, perform, was given in the context of road traffic. It is not so
difficult to make a similar enumeration for a number of other forms of
traffic. We do want to emphasize here that the outcome of weighing an
approach with agents against one without agents can differ for each form of
traffic. For example) this is true for the case of air traffic, where
tracing of commercial aircraft in general is not considered to be a privacy
threat. In case of the earlier sketched example of reducing noise nuisance,
one thus can do also very well without agents. One then requires) for
example) that aircraft within a certain distance from a certain airport
must - alinost - continuously transmit information on their position and on
the noise that they produce. The correctness of the given position can be
verified regularly (by means of radio-bearings and/or radar installations
or the like). The noise production can be spot-checked, with a reasonable
degree of accuracy, on correctness or, better formulated, on reliability,
by performing - particularly ground-based - sound-measurements [alternative
translation: soundranging] on various locations in the vicinity of approach
and fly-out routes. By collecting sufficient knowledge about the
propagatson of sounds and sound-levels (in both cases dependent on a number
of circumstances, such as, for example, wind direction), one can derive by
computation from the noise level information supplied from the airplane how
much noise approximately should have been observed at the measuring point
and thus verify whether this derived value does not deviate too much from
the value actually measured. It is clear that one can verify the correct
following of the prescribed approach route anyway. Besides that) one can
then check whether the airplane in question has produced too much noise or
not. By possibly descn'bing the flying routes as fixed `allowed noise
contours', one may reduce noise nuisance in an efficient and flexible way.
Less noisy aircraft then will have some more freedom of movement within the
fixed contours than more noisy ones. And will also less easily exceed the
imposed noise limits if) for example, during landing it appears necessary
to intermediately open the engine throttle. Fines, if any) can then of
course be made dependent on the seriousness (duration and amount) of the
noise limit violation. Airline companies will then have an interest in
avoiding fines and will stinnulate their pilots (for example by moans of a
bonus and/or penalty system) to stay within the noise contours. With more
noisy machines in particular, the desired approach or fly-out route then
will be followed more accurately. That is not only favorable for those that
have to undergo the noise nuisance, but also for an airport. After a11, an
airport will then less quickly be forced to take `black/white decisions',
i.e. will then have the advantage that it does not immediately have to
completely exclude a somewhat noisier machine (and particularly 'borderline
cases'). 



' 8 ~ F P 2003 -90 CLAIMS: 1. Method for the collection of traffic
information by or on behalf of an authority a) in which during the traffic
participation of a vehicle involved: 1) vehicle equipment supplies traffic
information to one or more processors present in said vehicle 2) said
processor or processors process said information and keep record of certain
traffic information on the use of said vehicle 3) said processor or
processors transmit certain traffic information to outside said vehicle by
means of a transmitter present in said vehicle b) that is characterized by
the combination of properties that: 1) the traffic information collected by
or on behalf of the authority includes values of counters that are
associated with individual vehicles and/or persons and that during traffic
participation are kept up-to-date by said processors in the vehicles
involved, 2) during the traffic participation of a vehicle involved said
processor or processors transmit certain traffic information continually,
and at least at a prescribed rate, to outside said vehicle by means of a
transmitter with a prescribed range in order to make said information
available to outside said vehicle in such a way that the authority has the
ability to gain access to said transmitted information at any desired
moment by placing a receiver within the range of the transmitter of said
vehicle 3) remote spot-checks by surprise are used to verify the
reliability of the values of said counters 



4) such a spot-check by surprise from outside a vehicle being checked
comprises intercepting one or more samples of the traffic information that
is continually transmitted from said vehicle during its traffic
participation as described in the first half of clause b.2, by means of a
receiver that is placed within the range of the transmitter of said vehicle
as described in the second half of clause b.2, and comparing said
intercepted sample or samples of the traffic information transmitted from
said vehicle with traffic information concerning said vehicle that has been
independently determined at a distance from and outside said vehicle.   - 8
S EP 20fl3 -91  2. Method according to claim 1 in which the messages with
traffic information made available to outside a vehicle involved as
described in clause b.2 of claim 1 include: 1) the position of said
vehicle, or 2) a11 or part of the value of a counter as described in clause
b.l of claim 1, or 3) the increase or decrease of said counter, or 4) a
speed indication. 3. Method according to claim 1 or claim 2 in which the
traffic information that is described at the end of clause b.4 of claim 1
and with which intercepted samples are compared, is determined by
independent measurement. 4. Method according to a preceding claim in which
during the traffic participation of a vehicle involved the processor or
processors in said vehicle, as described in claim 1, keep one or more
counters, as described in clause b.l of claim 1, up-to-date based on
information on distances traveled by said vehicle that is supplied to said
processor or processors by a sensor or measuring instrument present in said
vehicle. 5. Method according to a preceding claim in which said remote
spot-checks by surprise are used to verify whether said counters are
continually incremented, or decremented, correctly. 6. Method according to
a preceding claim in which said counters are used for continuous pricing.
7. Method according to one of the preceding claims 1-5 in which said
counters are used for traffic pricing. 



8. Method according to claim 6 or claim 7 in which the tariff can vary for
each distance unit traveled. 9. Method according to claim 8 in which the
tariff for each distance unit traveled can be made dependent on the speed
with which said distance unit has been traveled. 10. Method according to
claim 8 or claim 9 in which the tariff for each distance unit txaveled can
be made dependent on the location where and on the date and time when said
distance unit has been traveled.   - 8 S E P ~Op3 -92 11. Method according
to one of the preceding claims 2-10 in which the messages with traffic
information made available to outside a vehicle involved as described in
clause b.2 of claim 1 include the values of a counter as described in
clause b.l of claim 1 and in which said counter is an odometer or a fuel
consumption counter or a cumulative revolution counter or a traffic fee
counter or a noise production counter or an environmental pollution
counter. 12. Method according to a preceding claim in which a spot-check as
described in clause b.4 of claim 1 comprises the interception of a sample
of traffic information, as described in clause b.4 of claim 1, from the
vehicle being checked both when entering and when leaving an inspection
trap that can only be entered via one of its entrances and only be left via
one of its exits and for which the length of each trajectory from an
entrance to an exit is known with sufficient accuracy. 13. Method according
to a preceding claim in which, for the verification of the reliability of
the values of a counter, a spot-check as described in clause b.4 of claim 1
is carried out with the help of a difference quotient or derivative. 14.
Method according to one of the preceding claims 2-13 in which: 1) remote
spot-checks by surprise are used to verify the monotony of said counters 2)
such a spot-check comprises intercepting a value of said counter
transmitted from a vehicle involved as described in claim 2 and comparing
this intercepted value with a value of the same counter that has been
intercepted previously. 1 S. Method according to a preceding claim in which
the further processing of the traffic information outside the vehicles
involved does not require all traffic information transmitted from said
vehicles to be retrieved by or on behalf of the authority outside said
vehicle. 



16. Method according to one of the preceding claims 1-14 in which only part
of the enormous flood of traffic information being continually transmitted
from the vehicles involved is collected and processed, since it is not made
possible for the authority to be in continuous contact with vehicles during
their traffic participation.   ` 8 S E P 2003 - 93  17. Method according to
a preceding claim in which the traffic information being transmitted
continually from a vehicle involved, as described in clause b.2 of claim 1,
is transmitted by means of infrared light. 18. Method according to a
preceding claim in which said remote spot-checks are performed from mobile
checkpoints. 19. Method according to a preceding claim in which the
processors described in claim 1 include a processor on behalf of the
authority and in which said processor can only obtain access to the
transmitter in said vehicle via a processor on behalf of the user, owner or
holder of said vehicle in order to allow supervision on the messages
transmitted by the processor on behalf of the authority. 20. Method
according to a preceding claim in which tracing of individual, uniquely
identifiable persons and/or vehicles is prevented by having all or part of
each message with traffic information made available as described in clause
b.2 of claim 1 -at leastdoubly enciphered, once to make all or part only
readable for the authority and once more thereafter to make the result only
readable by a privacy protecting organization that is independent of the
authority, in order to make that reading of the doubly-encrypted part or
parts requires the cooperation of -at least- two independent organizations,
viz. the authority and said privacy protecting organization. 21. Method
according to a preceding claim in which during the traffic participation of
a vehicle involved a receiver is used in said vehicle to limit the
continual transmission described in clause b.2 of claim 1 to periods after
authorized requests or orders.
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