ENCODI NG MESSAGES FOR USE I N A COMMUNI CATI ON SYSTEM BASED ON

CLASSI FI CATI ON STATUS BACKGROUND 1. Field of Technol ogy This application
generally relates to conmunication systens capable of encoding nessages
for security purposes. 2. Related Art Governnents, and sone corporations,
typically use a security classification systemto determ ne the
sensitivity level of information in docunents and email. Such security
classification systemvaries between different countries and different
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Accor di ngl yneskd1@k €orisecil@y\paydses. enforce, for exanple, that all secret
and above nessages nust ge encrypted. 1 SUMMARY To solve this problem we

allow the Information Technology (IT) Adm nistrator
2 Related Art
Governments, and some corporations, typically use a security classification
system to determine the sensitivity level of information in documents and email. Such
security classification system varies between different countries and different

organizations.

Once the classification level of information is set, it is important to make sure the
appropriate security policies are uniformly always applied. When classifications are
applied to email, what is needed is a method to enforce appropriate message encoding
based on the classification status set (e.g., classification level, strength of encryption,

etc.).

There is a prior solution for adding classification to Outlook (TM owned by
Microsoft Corporation) messages. It is called “Classify” and is found on the World Wide

Web at “markwilson.ca/products.html”. The product is a plug-in for Outlook (TM)

which allows one to add classification to a message. However, the classification level is
not necessarily tied to message encoding. Accordingly, there is no way to enforce, for

example, that all “secret” and above messages must be encrypted.



(through IT Policy) to set a desired mappi ng between avail abl e
classification statuses and the correspondi ng applicable nmessage encodi ng
| evel s. This could be an explicit napping (such as "Secret" = "Encrypted")
or it could be a series of mninmunms (such as "Confidential" >_ "Signed").
This information could, for exanple, get "pushed"” to a renote wreless
communi cati on device through such an IT Policy. Once resident on the
device, when the wuser wants to send a nessage, the device application

| ogic would | ook at the current classification |evel set by the user and

conpare the current message encoding to ﬁﬁag i% shoul d be based on IT
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comuni cati on device). The
should be based on IT Pohcy If it is unspecified, of course, it can just be sent as is. If it
is specified, and the encoding currently specified for use is not at least of minimum
required strength, the encoding would be automatically bumped up to the appropriate
level (i.e., from Plaintext to Signed and Encrypted). Preferably this would be seamless to

the user.

This enforced encoding logic also can be made more granular than just specifying
the specific message encoding. For example, as a further variation, the IT Administrator
could also (or instead) specify a “strength” level to indicate algorithms that should be
used for the encryption. For example, a “Secret” ¢lassification may correspond to a
“Strong” strength which could mean the public key algorithms used must be >= 2048 bits
and the symmetric algorithm must be AES-192 or above. But “Top Secret” classification
may correspond to “Extra Strong” which would mean public key algorithms used must be

>=4096 bits and the symmetric algorithm must be AES-256 or above.

These embodiments may be realized in hardware, software or a combination of
hardware and software and provide a method for enhancing the ability to encode

messages based on classification status (e.g., in a wireless communication device). The
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exenpl ary enbodi nents are realized at |east in part, by executable conputer
program code which may be enbodied in physical digital nenory nedia. BRI EF
DESCRI PTI ON OF THE DRAW NGS hj ects and advant ages of the approach
described herein will be better understood and appreciated in conjunction
with the follow ng detail ed description of exenplary enbodinents taken
together with the acconpanying draw ngs, of which: FIG 1 is an overall
system wi de schenmatic view of an exenplary wireless enmail comunication
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exenpl ary nobile wirel ess communication device; FIG 3 is an exenplary
abbrevi ated schematic fl ow di agram of conputer software (i.e., program

ogic) that may be utl s réPRIAMIGR OF TR pRA AT ce an 1T Policy
g

of encryption encodi ng .g.,
classification level or encryption strength); FIG 4 is a table depicting
an exenplary IT Policy for use in the programlogic of FIG 3; and FIG 5
i s an exenpl ar y Okiftsisevidadadntsedsentthd eprhd ol dsatirdrheofin solpabetesoidevarel

(i.e., pro i.c) . f. be.util.i.zed i e.device of .FIG 2 to insure
bt Vst atBraBhed uf ORuRn i the Sk Al e b foRo LR B arv
EMBODI I\/EI\I'I'SnEd)dT:meﬂxtsitsk@rtogMBéﬂ/\iziﬂV\/tk@fac@&ng%@iﬁ% Wi ERTHLURHhAL i on systemin
which a wirel ess communication device 100 may be used. One skilled in the
art wll apprec'gﬁe that there may be hundreds of different system

t opol ogi es. Thet n]a‘>§ ag|0§81‘agesyﬁlﬁﬁywy¢§§glﬁ@amc view of an exemplary wireless email

communication system incorporating a mobile wireless communication device having

- enhanced ability to encode messages based on classification status;

FIG. 2 is an abbreviated schematic diagram of hardware included within an

exemplary mobile wireless communication device;

FIG. 3 is an exemplary abbreviated schematic flow diagram of computer software
(i.e., program logic) that may be utilized in the device of FIG. 2 to enforce an [T Policy
of encryption encoding according to classification status (e.g., classification level or

encryption strength);

FIG. 4 is a table depicting an exemplary IT Policy for use in the program logic of
FIG. 3; and

FIG. § is an exemplary abbreviated schematic flow diagram of computer software
(i.e., program logic) that may be utilized in the device of FIG 2 to insure at least a

minimum encoding level.



senders and recipients. The sinple exenplary systemshow in FIG 1 is for
illustrative purposes only, and shows perhaps the currently nost preval ent
Internet email environment. FIG 1 shows an enmil sender 10, the Internet
12, a message server system 14, a wreless gateway 16, wreless
infrastructure 18, a wireless network 20 and a nobile comunication device
100. An enmil sender 10 may, for exanple, be connected to an ISP (Internet
service Provider) on which a user of the system has an account, |ocated

Wi thin a conpany, possibly connected to a |ocal area network (LAN), and
connected to the Internet 12, or connected to the Internet 12 through a

| arge ASP (app| DEFARMERDESCRIPPIONEOF BXEMPI. A R HMS GDIMIENVS AQL) .
Those skilled in the art WTT apprecrate that the systenms shown 1n FIG1
may i nstead be connected to a wi de area network (WAN) ot her than the
Internet, alth h.email transfers are connDnléiacconplished t hr ou
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Al t hough ot he nessagi n stems, M ght . not requjre a p . sefrver. system
14, 2 nobi PRI Ca8 e i P B Lt oo dnd PhEel Bsr Thnging

emai | Wi || pRggod® doity h@daasas pathads Welddrieftly R06QHBIal0n IfeRISAGR Server.

Per haps the two nbst common nessage servers are M crosoft Exchange"m and

Lot us Doni §8TMNI™ése products are often used in conjunction with Internet
mail routers that route and deliver mail. These internmediate 4 conponents
are nof[ shown i @’Igl psh&vrs Ave ‘?xcrgl%r T@,tthgh{tee[%Eﬂ ,Blrﬁé/ssgaers‘a'\?er's ‘t&HQA i1
invention described bel ow. ssage servers such’as server 14 typically

ext end beywmittlgsaghteammill, wireless infrastructure 18, a wireless network 20 and a mobile

communication device 100.

An email sender 10 may, for example, be connected to an ISP (Internet service
Provider) on which a user of the system h.as an account, located within a company,
possibly connected to a local area network (LAN), and connected to the Internet 12, or
connected to the Internet 12 through a large ASP (application service provider) such as
America Online™ (AQL). Those skilled in the art will appreciate that the systems shown
in FIG 1 may instead be connected to a wide area network (WAN) other than the Internet,
although email transfers are commonly accomplished through Internet-connected

arrangements as shown in FIG. 1.

The message server 14 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for email exchange over the Internet 12. Although other
messaging systems might not require a message server systern 14, a mobile device 100
configured for receiving and possibly sending email will normally be associated with an
account on a message server. Perhaps the two most common message servers are
Microsoft Exchange™ and Lotus Domine™. These products are often used in
conjunction with Internet mail routers that route and deliver mail. These intermediate
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sendi ng and receiving; they also include dynam c dat abase storage engines
that have predefined database formats for data |i ke cal endars, to-do
lists, task lists, email and docunentation. The Wrel ess gateway 16 and
infrastructure 18 provide a |link between the Internet 12 and wireless
network 20. The wireless infrastructure 18 determnes the nost |ikely
network for |ocating a given user and tracks the users as they roam between
countries or networks. A nessage is then delivered to the nobil e device

100 via wireless transmission, typically. at a_.radio. frequenc RF), froma
base. st at | GROPRGHEAGRPLHER MHACorR (20 SoM PR pIo Gl Bl Bh et
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format of the mail nessage. These techniques are all well known to those
skilled in the art. The nessage 22 arrives at the nessage server 14 and is
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device.

As showﬁ in FIG. 1, a composed email message 22 is sent by the email sender 160,
located somewhere on the Internet 12. This message 22 typically uses traditional Simple
Mail Transfer Protocol (SMTP), RFC 822 headers and Multipurpose Internet Mail
Extension (MIME) body parts to define the format of the mail message. These
techniques are all well known to those skilled in the art. The message 22 arrives at the
message server 14 and is normally stored in a message store. Most known messaging
systems support a so-called “pull” message access scheme, wherein the mobile device
100 must request that stored messages be forwarded by the message server to the mobile
device 100. Some systems provide for automatic routing of such messages which are
addressed using a specific email address associated with the mobile device 100, In a
preferred embodiment, messages addressed to a message server account associated with a
host system such as a home computer or office computer which belongs to the user of a
mobile device 100 are redirected from the message server 14 to the mobile device 100 as
they are received. Messages will typically be encrypted from sender to receiver by

utilizing a key that is unique to a given device. Examples of two commonly used



utilizing a key that is unique to a given device. Exanples of two commonly
used 5 nethods are the Data Encryption Standard (Triple - DES) and the
Advanced Encryption Standard (AES). Regardl ess of the specific mechani sm
controlling forwardi ng of nessages to nobile device 100 , the nessage 22,
or possibly a translated or reformatted version thereof, is sent to

W reless gateway 16. The wireless infrastructure 18 includes a series of
connections to wireless network 20. These connections could be Integrated
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"wirel ess miwFK(AES) i ntended to include three different types of

net wor ks, those being (1) data-centric wireless networks, (2)

voi ce-centric w reless networks and (3) dual -npde networks that can support
both voice and Reeeedlessmintin watifis mecovipmiaeatreding fpryationglof acseaset i ons.
Combi ned d - I . LLar.e dq 1, : de
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Radio S i GPRS et ks, fut t hird- ti 3G
o Setviel (el tetvor kel and Gl e it echerat on (50
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data-centric network 1 nclude the MbitexTM Radi o Net wor k and t Dat aTACTM
Radi 0 Net wobriougiExstis mserodt. dlsdsed hoete toantm i wittbesaneletonks ikdntendddude

Personal Co nication Systems (PCS) networks |ike GSM_ and. TDVA syst.ens.
ne. depi ot echHi e SReiRiEhPE e cat o et | DdaFor RO HIAES: K Pabi o
RF  ant enngl&dcd-Sdnié HEleRS§ nSQUTRHNEal | @hitrRodd RV €h R $8n BEIpMT totRO.
Conventional RF, denodul ation/ nodul ati on and decodi ng/ coding circuits 104

are provi de@iceasddassenimpunipaiiongpyenthe barap phesi¢adbase salms c Costine!

i nvol ve pO%%CBI netlSHRY irgcih%et, %bt asulz ggtalltmft)é&) &)E,'\?ls)%gde Division Multiple Access
(CDMA) networks, (2) the Group Special Mobile or the Global System for Mobile
Communications (GSM) and the General Packet Radio Service (GPRS) networks, and (3)
future third-generation (3G) networks like Enhanced Data-rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older
examples of data-centric network include the Mobitex™ Radio Network and the
DataTAC™ Radio Network. Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

As depicted in FIG. 2, mobile communication device 100 includes a suitable RF
antenna 102 for wireless communication to/from wireless network 20. Conventional RF,
demodulation/modulation and decoding/coding circuits 104 are provided. As those in the
art will appreciate, such circuits can involve possibly many digital signal processors
(DSPs), microprocessors, filters, analog and digital circuits and the like. However, since

such circuitry is well known in the art, it is not further described.

The mobile communication device 100 will also typically include a main control
CPU 106 which operates under control of a stored program in program memory 108 {and
which has access to data memory 110). CPU 106 also communicates with a conventionai
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(DSPs), mcroprocessors, filters, analog and digital circuits and the I|ike.
However, since such circuitry is well known in the art, it is not further
descri bed. The nobile comunication device 100 will also typically include
a main control CPU 106 which operates under control of a stored programin
program nenory 108 (and which has access to data nenory 110). CPU 106 al so
communi cates with a conventional 6 keyboard 112, display 114 (e.g., an
LCD) and audi o transducer or speaker 116. A portion of data nmenory 110a is
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when a useras@Bfotihd Yocdalify & Bbasagd &luatidoion lsev@l capabitincis yebdried belavengt h
paranmeter. Alternatively, this logic may be forcibly entered as a part of

and prior to a pessage transm ssion sequence so that it _js_necessarjly
traversed for eJ&SCxeRaEyGacybeeHPESMABIOSH I8 dapiskHda %&éf?oﬁﬁfég? cgelloo.

The | ogic i%@éiﬁg%vé‘ﬁ'rbutﬁ% 0 mAP5OC LA Wly E%ixie@fa&?org-l?mﬁﬁﬁm |Gt rlﬂ%/y may

be downl oaded from an enterprise ‘base station again possibly forcib
"pushed" i heonawelly ceieteepiianseusss srandally ses 4 Cl@jsifiGuionddied or estrgplame nade at
deci si on pojnts, 302, 304,  306,. 308 .310, 312 14.and . 316 to automatically
dot ect _wny GHORR DBRISTTT AEBBLF B i RS PEY badoH L EHFTEds Hhite 3dan
associ at ed piol bb 4 BRsiB8 $aRRioN 8t fendSsoMhbd it PEnRBRLAT) RdRscdFoLOldey
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OF
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t he body or e a.given e.. A terpativel 1. _Separ at e or
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(again possibly forcibly “pushed” into every enterprise user device 100).

Suitable tests are made at decision points 302, 304, 306, 308, 310, 312, 314 and
316 to automatically detect which one of plural possible classification statuses have been
associated with the message at hand. As will be appreciated, a code representing a
particular classification status (i.e., classification level or strength of encryption} can be
realized as a field appended to the body or header of a given message. Alternatively, a
separate table or database of classification statuses may be maintained in association with
other unique message identification data (e.g., sequential serial message numbers or the
like). As will be appreciated, the number of decision points will depend upon the number

of different classification statuses that are permitted in accordance with a given IT Policy.

In accordance with the IT Policy set forth at FIG. 4, if the message is associated
with an unclassified classification level or no strength of encryption, then the routine will
be exited at 318 without any special encryption coding requirement. However, in
accordance with the IT Policy of FIG. 4, if a classification level of “confidential” is
detected at 304, then the message is merely signed at 320 before exit of the sub-routine is
taken at 318. However, if the classification status of “classified” or “regular” encryption
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ot her uni que nessage identification data (e.g., sequential serial nessage
nunbers or the like). As wll be appreciated, the nunber of decision
points will depend upon the nunber of different classification statuses
that are permtted in accordance with a given IT Policy. In accordance with
the IT Policy set forth at FIG 4, if the nessage is associated wth an
uncl assified classification |evel or no strength of encryption, then the
routine will be exited at 318 without any special encryption coding
requirenent . in accordance with the IT Poljc
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(e.qg., perhasaca55|f|cat|on or an enco strength [evel). If
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least at the minimum corresponding encoding level. If so, then the message may be
encoded at 506 using whatever encoding level has already been assigned to that message.
However if the minimum encoding level (e.g., in accordance with an imposed IT Policy)
has not already been satisfied, then the minimum encoding level is used to encode the

message at 508 before exit is taken at 510. As those in the art will appreciate, as many

similar subsets of code as desired may be utilized for each possible classification status.

As those in the art will appreciate, there may be many variations and
modifications of the above described exemplary embodiments which yet retain some or
all of the novel features and advantages of these embodiments. Accordingly, all such
modifications and variations are intended to be included within the scope of the appended

claims.



However if the m nimum encoding level (e.g., in accordance with an inposed
I T Policy) has not already been satisfied, then the m ni mum encodi ng | evel
is used to encode the nessage at 508 before exit is taken at 510. As those
inthe art will appreciate, as many simlar subsets of code as desired may
be utilized for each possible classification status. As those in the art

w Il appreciate, there may be many variations and nodifications of the
above descri bed exenpl ary enbodi nents which yet retain sonme or all of the

novel feat ~of these enbodi nents. Accordingly, all such
nDdificatigﬁgﬁgﬁgg§§g¥2@ﬁgﬁg§are intended to be included within the scope
of the appended <clains. 8 WHAT IS CLAIMED IS: 1. A nethod for

automati cal ly applying appropriate encodi ng of classified nmessages, said
met hod conpri sirng: bef atechdd fensumbinaiifg! yaappbasagspropieiie eaddighpdf dleaifiedone of
plural possible classification statuses associated wth the nessage; and

aut omat i caMSFsEFEGAH YDA CHBEEEYS for transm ssion using, an encryption
encodi ng | evel that corresponds to the detected classification status. 2. A
method as in cl %fﬂr&tﬂéﬁ‘ﬁﬁiﬁir& §ﬁ1'e§¥a%é,%%§:’cfih§§@l‘e9§? ont 8f Ei%_rﬁ%%@&bi@t ed with
said nessage is manually set” by a tser. 3."A nethod as in claiml wherein

t he corr espbngdéng®nrettwee asocaesi witls dtei rosssagt, andises and encoding |l evel s is
set and automatically enforced on a user by an IT Policy residing in a
devi ce used for generating and/qr transm.tting the nmessage. 4. A nethod as
nclaim 1 wher drirenay diiedh PSR SRS TR TeReyBETon
strengt h deseydiny BK8l. th&.cofrchRInAOEh @8 deftcelalmkificuhar /hst he cl assification
| evel s conprise security

2. A method as in claim 1 wherein said classification status associateq with

said message is manually set by a user.

3. A method as in claim 1 wherein the correspondence between classification
statuses and encoding levels is set and automatically enforced on a user by an IT Policy

residing in a device used for generating and/or transmitting the message.

4. A method as in claim 1 wherein the classification statuses comprise

encryption strength descriptors.

5. A method as in claim [ wherein the classification levels comprise security

level descriptors.

0. A method as in claim | wherein the utilized encoding fevel 1s at least a
minimum encryption encoding level for the detected classification status or a higher level

if otherwise designated.

7. Apparatus for automatically applying appropriate encoding of classified

messages, said apparatus comprising:

means for detecting, before transmitting a message, at least one of plurai possible

classification statuses associated with the message; and

9



| evel descriptors. 6. A nmethod as in claiml wherein the utilized encoding
|l evel is at least a mnimmencryption encoding |level for the detected
classification status or a higher level if otherw se designated. 7.
Apparatus for automatically applying appropriate encoding of classified
nmessages, said apparatus conprising: nmeans for detecting, before
transmtting a nessage, at |east one of plural possible classification
statuses associated with the nessage; and 9 nmeans for automatically

encoding the message ihofubhANL SH M alGs AL P RSIRLIAN SReag) g | evel

that corresponds to t cati on status. ratus as in
cl ai m 7 wheneiyptisaedcalgslsivdlitcatcoonsmhdt usthasisacicdcedsificdthonastatnessage i s
manual |y set by a user. 9. Apparatus as in claim7 wherein the
correspondence hetweep classification statuses and encoding |evels is set
and aut omati cal qu enf‘g?%ﬁu%?ﬁ 3 %E’rﬁ)ﬂyele&fhsq’gcbﬁﬁﬁwwéE‘it‘tﬁ ﬁ@O‘%lﬂeé“a@w ce
used for g@mg@teimgmgng{)pgetbp@m@@[{tti ng the nessage. 1.0. Apparatus as in
claim7 wherein the classification statuses conprise encryption strength

descriptors. 11. Apparatus as in claim7 wherein the classification |evels
conprise security | eviardeseyingiaoms] whorcinghp spaeipondence heeregdim 7 wher ei n

the utiliz | i L .a . nalmum, yptlan,encodi I
evel for FRETHERa by ha pledng BO5L i She S UTLERIARLO SRERSLIY
ot herwi se dedT foltecksididg infs divigel @led $610fcngexting dhdror hawniigirgt e etkstAperein a
conputer program which, when executed, automatically causes appropriate
encoding of cl aﬁﬁ! i %jppg?astgsa%%g claim 7 wherein the classification statuses comprise

encryption strength descriptors.

11 Apparatus as in claim 7 wherein the classification levels comprise security

level descriptors.

12. Apparatus as in claim 7 wherein the utilized encoding level is at least a
minimum encryption encoding level for the detected classification status or a higher level

if otherwise designated.

13. A digital storage medium having stored therein a computer program

which, when executed, automatically causes appropriate encoding of classified messages

by:

befote transmitting a message, detecting at least one of plural possible

classification statuses associated with the message; and

automatically encoding the message for transmission using, an encryption

encoding level that corresponds (o the detected classification status.

14. A digital storage medium as in claim 13 wherein said classification status

associated with a message is manually set by a user.

10



by: before transmitting a nmessage, detecting at |east one of plural
possible <classification statuses associated with the nessage; and
automatically encodi ng the nessage for transm ssion using, an encryption
encodi ng | evel that corresponds to the detected classification status. 14.
A digital storage mediumas in claim13 wherein said classification status
associated with a nessage is manually set by a user. 10 15, A digital
storage nediumas in claim 13 wherein the correspondence between
classification statusgs: ' N t ' ,
enforced on a ultssgr b§%3~§& F*S%g?%e)%lég%/ﬁ! ﬁa@?%‘%ﬁ @g Cﬁgg%é@g%%

gener at i ng endécarcldssdinstiot $thongestand enomisaieels 16set Ay dugintaaicaldy enfagedrmdi um
as in claim1l3 wherein the classification statuses caonprise encr}/ tion
strength deSeyPpiotistolicy residiggdn £ 4 vise sresfer BRI HMed (G tEPSnHI 1S '%ner ein
the classifj&aidon levels conprise security level descriptors. 18. A
digital storage nediumas in claim13 wherein the utilized encoding |evel
is at least a m ninmum encryption encoding |evel for the detected

cl assification slfat usA digitahstbiagheredivew el in ¢laiot hephviise deslageidiceion Jtatuses

comprise encryption strength descriptors.

17. A digital storage medium as in claim 13 wherein the classification levels

comprise security level descriptors.

18. A digital storage medium as in claim 13 wherein the utilized encoding
level is at least 2 minimum encryption encoding level for the detected classification status

or a higher level if otherwise designated.
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