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BACKGROUND OF THE INVENTION

Mobile telephones and other mobile communications devices (such as personal
digital assistants) are carried by millions of consumers, and there have been a number of
10 attempts to integrate payment applications with these mobile devices. However, some of
these attempts to provide methods and systems to facilitate “card not present” payment
capabilities require substantial changes to existing payment authorization systems,
making it difficult to achieve widespread adoption of mobile payments. In addition,
difficulties arose due to various country mandates and/or regulatory requirements, such as
15  those required by India that require cardholder authentication or validation to be
performed by the cardholder (consumer) and verified by the Issuer financial institution
(the entity that issued the payment account to the consumer). Accordingly, there is a
need for authentication methods and systems for facilitating payment schemes where
cardholder authentication and Issuer financial institution verification are desired and/or

20  mandated.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a block diagram illustrating components that may be utilized to
perform an activation process for a consumer/cardholder having a mobile device for an

25  authentication service according to an embodiment of the invention;



FIG 1B is

perform an activation process for a nerchant having a nerchant device for

a block diagramillustrating conmponents that nmay be used to
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computer in accordance with an embodiment of the invention;

FIG. 5 is a flowchart illustrating a consumer authentication and payment
authorization process from the point of view of the Proxy Service Manager Server

computer of FIG. 2 according to an embodiment of the invention;

FIG. 6 is a flowchart illustrating a consumer authentication process from the point
of view of the Authentication Service Manager Server computer of FIG. 2 according to

an embodiment of the invention,;

FIG. 7 illustrates a process for issuing a pre-authorized token according to an

embodiment of the invention; and

FIG. 8 is a flowchart illustrating a consumer authentication and payment
authorization process that includes the use of a pre-authorized token from the point of
view of the Proxy Service Manager Server computer of FIG. 2 according to an

embodiment of the invention.

DETAILED DESCRIPTION

In general, and for the purpose of introducing concepts of the embodiments
described herein, systems, methods and apparatus are described for providing an
Authentication Service Manager to authenticate and/or validate a consumer (cardholder)

who is utilizing a mobile device (or merchant device) to pay for goods and/or services.

i ntroduci ng concepts of the enbodi nents

erver conputer of FIG 2



Aut henti cation Service Manager to authenticate and/or validate a consuner
(cardhol der) who is utilizing a nobile device (or nerchant device) to pay
f or goodswendimm2eer vi ces. WO 2013/ 012671PCT/ US2012/ 04@4£3)Sho12pag4as cul ar
in sone enbodi nents, a consuner with a nobile device (such as a cell phone,
personal digital assistant (PDA), |aptop conputer, touchpad conputer, and
the like) having a paynent application enrolls his or her paynent account
wi th an Aut hentication Service Manager that has a relationship with an

| ssuer financial institution 5(Issuer Fl; which issued the paynent account
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transactio ual ify for. .the service described herein includin ut not
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transaction informati on including the.AAV to the Acquirer Financial
I mat £ut§ onhoulide BB4es7 Bad it By Liesptsir eusasiipgs dualty for hE Servicd Foscrfbed
herein including, but not limited to, telephone orders, mail orders, e-commerce (Internet)

orders, POS-initiated transactions, standing instructions for a transaction, and/or other

20  types of transactions including non-financial transactions.

In some embodiments, the Proxy Service Manager forwards the payment
information to the Authentication Service Manager, which validates the consumer
information including cardholder authentication credentials and sends a
challenge/response request to the consumer’s mobile device. The consumer, through the

25  mobile device, authenticates to the challenge and transmits a response to the
Authentication Service Manager which then validates the cardholder authentication
credentials and generates a dynamic and unique Accountholder Authentication Value
(“AAV”). The AAV is then returned to the Proxy Service Manager, which transmits the

financial transaction information including the AAV to the Acquirer Financial Institution,



whi ch subm ts the transaction information to a paynent network. The paynent
network submts the financial transaction information to the Issuer F

(whi ch i swoedidhes7payment account to the consumer/ car dhelCaarsonioecdad so i s

t he nobil e device owner). The Issuer Fl validates the AAV and continues to
process the authentication request by, for exanple, 5checking to make sure
that the account hol der has adequate funds in his or her financial account
(which may be a credit card account or a debit card account, for exanple)
to pay for the nerchandi se or services of the merchant. If everything is in
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requests to the Issuers via paynent networks. The terns "Acquirer",
The term “consumer device” as used herein may refer to a handheld or portable or

mobile device carried or used by a cardholder or consumer, or may refer to other types of
electronic devices such as a personal computer, a land-line telephone, an IVR system, and

20  the like. In the context of some embodiments, a “mobile device” is a device, such as a
laptop computer, a personal digital assistant (PDA), a mobile telephone, a portable music
player (such as an iPod™ and the like), that has a payment application stored, loaded or
otherwise installed in or on the mobile device such that the cardholder (or consumer) may
conduct payment transactions involving a financial account such as a payment card

25  account (which may refer to a credit card account, a debit card account, and/or a pre-paid

card account, for example).

In general, an Acquirer FI is the organization that transmits a purchase transaction
to a payment system for routing to the Issuer of the payment account in question.

Typically, the Acquirer FI has an agreement with merchants, wherein the Acquirer FI



"Acquirer FI", "Acquiring FI", and "nerchant's bank" may be used

i nterchangeably herein. The terns "lssuer", "lssuer FI" and "Issuing Fl "
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institution that issued a paynent account (which may be a cardhol der
account associated with, for exanple, a credit card, a debit card and/or a
pre-paid card). In addition, the term "paynent network" is used to
refer to one or nore networks that are used to process a paynent
transaction, which may include one or nore server 10 conputers. For
exanpl e, a paynent network may be the BankNet processing network operated
by Master .l nternational | r Those i i.n. the i
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(whi ch nay%l%&g%bw%ﬁ@qéqrﬂgw%wsm@‘i@?wﬁlf farigampler fgredt Garded 4RIl e, t he
first fiVGc&%x&@ﬂn%&Q&-%hc%ﬁ%@”d t he paynent account nunber at the issuer.
The PAN is typically utilized to route and process transactions that

| nvol ve the paygRlaifk dn@Rfint By Ra RERlork s BPRAURL (o JROSEmSKInkhastd n t he
art will appreciate that other prinmary account nunber schenes and fornats
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is a block diagram 100 illustrating the conponents that may be utilized to

perform a pppsests thetrothertictrearknigay klso daukeshioi faeititaprthe enthpzationr clearignsuner
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that an enroll ment and 5activation process can be initiated with the
Aut hent i catfionaxaserlo, is somp sagedinteyts a payment account is a credit account which is issued

by a financial institution pursuant to the MasterCard International Incorporated rules, and
the PAN may be a twelve to nineteen-digit string that identifies both the issuer (which
may be based on the first few digits of the string, for example, the first five to ten digits)
20  and the payment account number at the issuer. The PAN is typically utilized to route and
process transactions that involve the payment card and the payment card account. Those
skilled in the art will appreciate that other primary account number schemes and formats

may be used in conjunction with embodiments described herein.

In some embodiments, the Authentication Service Manager activates the
25  authentication service for a cardholder (consumer) and a Proxy Service Manager

activates the authentication service for a merchant.

FIG. 1A is a block diagram 100 illustrating the components that may be utilized

to perform a process for activating the authentication service for a consumer (cardholder)
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identifier, a driver’s hcense identifier and/or some other consumer identifier that may be

15  linked to the cardholder’s mobile device and that can be used to map to a financial

account of the consumer. Such identifiers may include numbers and/or alphabetical

characters. During the registration process, in addition to one or more identifiers and the

PAN, the consumer may also provide data such as an expiration date for a particular

financial account (such as a credit card, or a debit card, or a pre-paid card, or other type

20  of financial account).

In some embodiments, the Authentication Service Manager 106 may notify the
cardholder that registration and/or activation was successfully achieved by transmitting
an SMS message (or a text message, or some other type of message) to the consumer
mobile device 102. For example, the mobile device may receive and then display a

25  message that states: “Congratulations! Your payment account number XCX-3682 has

"’

been activated for mobile purchase transactions!” The message may include details (such
as a consumer identifier and/or the telephone number of the consumer’s mobile

telephone) concerning the link to the cardholder’s financial account and/or provide a link
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Acquirer Fl server conputer 124 to comrunicate with a Proxy Service Manager
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i nformati on concerning financial accounts held by the Acquirer FI for one
or nore nerchants, and then activates the authentication service for those
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Aut henti cation Service Manager Server conputers may be utilized. As

expl ai ned above IWkéhec eRBadithehes, fhk@othehhcatiod sdiBiceMBInap@bosnpard 100 AsdRI S

proxy service manager computer 126 may be controlled and/or maintained by a single,
third-party entity. Thus, the same entity (and same server computer) may be responsible
for performing the separate consumer registration and merchant registration functions as
explained above. In addition, in some embodiments the functionality of the

20  authentication service manager computer 106 and of the proxy service manager computer

126 may be handled by one server computer operated by a single third-party entity.

FIG. 2 illustrates an embodiment of an assurance service system 200 for
supporting merchant-initiated remote payments. The system 200 includes a merchant
device 202 adapted for communications with a Proxy Service Manager server computer

25 204, an Authentication Service Manager server computer 206, an Acquirer FI server
computer 208, a payment network 210, and an Issuer FI server computer 212. Also
shown is a consumer mobile device 102, which is utilized by a cardholder as explained

below to initiate a payment transaction with the merchant device 202.



register in order to utilize the present paynents assurance service system
In sone enbodi nents, a paraneter file may be transmtted to each Proxy
Servi ce Nsoagsyo1Sgnver conputer at predeterm ned intervalCs/ussuch4@gs dail y)
that includes an updated list of 10 Authentication Service Managers and
associ ated consuners (or cardholders). In sonme enbodi nents, each Proxy
Servi ce Manager Server conputer may transmt authentication requests to a
"master" Authentication Service Manager Server conputer (not shown) which
is operable to route the authentication request to a particul ar designated
Aut henti cation Service Manager Server conputer 15Referring again to FIG

2 e O RS 3 S ARG B PG RSP MRS, Siivel ihlp ey the
assurance servi ce system fi'ca e car a

payment tr amns @ﬁﬂthdﬁﬂcatlﬁhrSe@ﬁaﬂMaﬁagdr Iser\&@ e@mpmr a[fayllustratleti zletﬂaeurssummel e
device 102 to provide 215 an identifier g may be an alias identifier,

for exanpl 8¥ViEsEyEEMPIPHsAtctadin &lGat i Bat i Slq%bwd@ﬁ%@ﬂd tHakineem02. I n such
| mpl enent at, h%alm@gsfaﬁ (Fﬂynsfpl%xm%& MR §&~VQPé’on?q% Qi?cPa fﬁr%@ gghone

(or cell phone) t des an"integrated circuit

paynment 5appiuthaﬁucatﬁm(%wmhMmlygé:reSeavelmbmpetemhdtﬁlbe wqﬂpledcatl on runni ng on
the consuner's nobile tel ephone that includes data concerning one or nore
of the consuner'As dxiphudmd dbbvasih ueasd to G 1A amddiB, encrelaaphad eonsyncbe

configured far tranémttlg [ Bwred payment transaction data to a
proximty de§iERnpEdYdr 4iler R PIFSNIPSYPERS AEUFANGG FCIVIES SYEX BB M8 he

CONSUNEer  May, i@ dhe a‘i)%{a'me%}‘}ﬂ@ nfd§ b t&h%ﬂtﬂ"&i by cRABTELY SAeL %ar{agerr KE@irver)

associated wth a POS'termnal to initiate a purchase transacti Consumer
i nf or mat i owomiputch amydatmlnmblnmalsiénth s mlya)thaSmChtdgmreup@mddrst ahd/ or

f t i ncl dent it f t
oy ad@ourtv bt s KR MaET e PhEersP Bl e Bisr) Op o RYSE Ha B
term nal f QmUBHRESSS chdh Pro)bpsgm&/m@a@zﬁ?&%ﬂ&m%rWﬂa%sﬁtca@tﬁehn@at@ﬁcur s,

in sone enbodi nents the nerchant device 202 initiates 217 an authentication
request andequesiadoni t mastid Awheniigetion bdrpicaiMansgenerydigompotey (1Geshave® Manager

Server conp L 204, t he Prox ager Server
comput er 200 gbiseagieplle IOUE (ETRAERIRR R ard iR, R B S E A T on sorvi ce

Manager Seraighengioffu Sdrvid M amngerteevercompstat.t s 219 the consuner information
thereto. In enbodi nents wherein the consunmer infornmation consists of a

surrogate fact oRe@rriaf agdih @SFIA. Y, irescaiddBbodmEiite @ ¢Ballenbt YRd re3f6iBY ProcBsyTber
or a user identifi er%ﬁ‘| t he Aut hentl cation Service Manager conputer 206

perforns a indpFicAgythmesigacoTertipesystan Jfhtoautheatiete e Cardha&ef gurang a
particul ar payment transaction. For example, the consumer may utilize her mobile device 102 to
provide 215 an identifier (which may be an alias identifier, for example) and/or payment
information to the merchant device 202. In such implementations, the consumer’s mobile
20  device may be a mobile telephone (or cell phone) that includes an integrated circuit (IC)
and a stored payment application (which may be a mobile wallet application running on
the consumer’s mobile telephone that includes data concerning one or more of the
consumer’s financial accounts). Such a mobile telephone may be configured for
transmitting required payment transaction data to a proximity device associated with a
25  POS terminal. For example, the consumer may tap her cell phone on a proximity
payment device (a receiver) associated with a POS terminal to initiate a purchase
transaction. Consumer information which may include an identifier or surrogate factor
and/or payment information that may include identity information and/or payment card

account data is then transferred from the cell phone to the POS terminal for processing.



10 consumer account to thus determ ne the cardhol der paynment account
informati on. The Authentication Service Manager then validates the

car dhol dewbopayaemt i nf or mati on and | ooks up the NMSI SDRC{tuseo12/odaus e
Subscri ber Integrated Services Digital Network™ nunber, which is the sane
nunber as the nobil e tel ephone nunber of a SIMcard of the consuner's cell
phone) that is registered to the cardhol der. 15Next, the Authentication
Servi ce Manager Server conputer 206 transmits 221 a chal |l enge/ response
request (for exanple, an I'VR call-back nessage) to the cardhol der's nobile
devi ce 102. The cardhol der then authenticates 223 to the chall enge/ response
request w Al nticati >er V] r r . G 206. The
At hent | caiqish (B PG TR AGEL LBt T NS RRER erEh 205 TR P aiE

credent i al swfhkoticaion ex@iskla@d tanfARSIG konsudna titermdaioRltdtierPraxy Balvidel me t oken
with a purchase identifier (previously generated by the Authentication
Service m%ﬂ@gem%rﬁom#ﬁmg@ﬁ‘- and transmtted to the cardholder's nobile
device via any of a variety of communication channels, for exanple, SMs5,
e-mai |, and t he Inpey cppedimgats, thy Rrovy v gnManeeeraravgsaepaice30a dynam ¢

and uni que - i . . i i

500 A SRS ARl AR AP IRLARD SRR SR e
t ransact i o206 pad tfenaranemaits 2 1Y tht eckeyunfep informanachéroto. Membbdigeats witecin

| ssuer's server that. cannqt be di s(g)fut ed aft ?r t he trﬁns&cti on- igeci fic

security télikf‘e?PniS'ém%P FMRHOBGORSHE tgsigiogate factor i lipptier eREW Gdai n to
FIG 2, t h%re'&%{%ﬁel f&&%kﬁrhuﬁﬁfei/ £ uNRIRAE ierFEhY AlutATPHIR S A8 Nl%v%éger

provi des 225 V token to the Proxy Service Manager Server
2013/ 01267 tP@Pitd5204 p¢ret6% 43n g ifuectiGOdf, thevkircdgatr faatbesr diap &y mpaticular

aut hori zation request (far e l.e, ,an | 8583 aut horizatjon request
mesaag) i DRETRE SRRt BOBH TRTTTG: G CaBP AT By B ol epgaho T
Aut hent i catA@Renficgtich §cridedM anagdrthéh dBidfes theQabBRler s hfhsnttiRfotmsdangar d
that provides a set of rules for the definition of financial transaction

protocol s. lauke uptiFMSISD L (Ered@doB 1o beritses dnfegrated Sehaers Digddddésidenr” and

of fers standardi zed .fi el ds and ssages f.or .use by nerchant nd
vast er Car A TREEHEATE e BpRaptien THE bl leghant nifberokh SIN Grd of e

Once col | ecbedinky’ stdaf pheic) hiants @pdtdréetoABstirdieslddrl , this information is
comuni cated to the Issuer in the paynent authorization request and it

provi des expl i ciNex@\thélRutRniidhdibn Sbe/ids Masaet BeRevesnitdrdopataasntiy21he
account hmcﬂa?ﬂe'n)ge/response request (for example, an IVR call-back message) to the cardholder’s
mobile device 102. The cardholder then authenticates 223 to the challenge/response
request with the Authentication Service Manager Server computer 206. The
Authentication Service Manager Server computer then validates the credentials (for
20  example, a password, a numeric PIN or a real-time token with a purchase identifier
(previously generated by the Authentication Service Manager Server computer and
transmitted to the cardholder’s mobile device via any of a variety of communication
channels, for example, SMS, e-mail, and the like) provided by the cardholder and
generates a dynamic and unique (and non-repudiable) accountholder authentication value
25  (“AAV”)token. A non-repudiable AAV token is defined as a transaction-specific
security token for transaction matching at the Issuer’s server that cannot be disputed after

the transaction-specific security token is verified by the Issuer.

With reference again to FIG. 2, the Authentication Service Manager Server

computer 206 next provides 225 the AAV token to the Proxy Service Manager Server

9



10The aut horization request is then transmtted 227 to the Acquirer F
server conputer 208. The Acquirer Fl server conputer 208 then sends 229 the
aut hori zavpamymEerest to t he paynent network 210 whi ch POUUS301284648he

aut hori zation request to the Issuer Fl server conputer 212. The |ssuer Fl
server conputer validates the AAV supplied in the UCAF, and if all is in
order, transmts 233 a paynent authorization 15 response nessage to the
paynment network 210, which routes it 235 to the Acquirer Fl server conputer
208. The Acquirer FlI server conputer 208 then transmts 237 the paynent

aut hori zation nessage to the Proxy Service Manager server conputer which

sends 239 th t i Lon S e e C i SO
Chat the meoTRaAT 2Ly B ORLPE bhaRa TR IREEE R O NS E 3 e
20The pr oceasathotiesivn oqetst MBBRAEHveitlytha POVE tékenan, fox atmpipte, af Udivereiliad wher ei n
a one-tine token (the_ AAV token enerated during the |ifecycle of

) , t ok IS a
transacti orﬁlah@tw%qm%zﬁ@d“HGﬁFﬁé (Thaterm, 35Q=e8? oreferivn & plavdaed thigt providse
enbodi nment s, i: i g t d be
Gener at od BaPooAafeohoREeiph SPRAEL ARacialitRicoly! 18 AL RifnIRY
val i dat 8d dwabe sgutihesghayremicptdensact offars stabdediecd ficlds aghinnsshgesFbGusedy i n

j in that after the cardholder is

sone enbodi nents th rocess differs

aut hent | cateac kB YsyrGar Tﬁg%e_rmﬁﬁ%@e%'ﬂﬁwn SRSt qkBUGHIYed |7 ne 241)
the AAV gengtahfshPYORR oAt Een) {h%%ér&{hn*?%dfﬂhg%%ﬂé%[ thRORfa6h Iy to the
Merchant Device 202. In this case, the Merchant vice 202 is operable to

create a paymentnictadtortheksicom the papstntmetwaigetion tchudshendinpravades explicit he
UCAF, and to., WD 2013/ 012671PCT/ US2012/ 046443 transm t {hat payment
aut hor | 2at CHePEIRSRe FPaCETy® ¢ Saee BOEe Ba I HE SIS ¢ he Aoqui rer F
Server .conputer 208 for.further processing .as cribed above. In
part i cdfart the T Pzt S2podi ERuRn IS8T Rehe AOTES 1338 Phe payment
aut hori zat icgmphRANESt Tﬁé‘A@déﬁfbr i SerP@yodRIPutdd DR s3dd 2M0i thbadthesfibhSs 231
the request to the Issuer FI Server

request to the payment network 210 which routes 231 the authorization request to the

Issuer FI server computer 212. The Issuer FI server computer validates the AAV

supplied in the UCAF, and if all is in order, transmits 233 a payment authorization

15  response message to the payment network 210, which routes it 235 to the Acquirer FI
server computer 208. The Acquirer FI server computer 208 then transmits 237 the
payment authorization message to the Proxy Service Manager server computer which

sends 239 the payment authorization message to the Merchant Device 202 so that the

merchant can complete the purchase transaction with the consumer.

20 The process described immediately above is an example of a method wherein a
one-time token (the AAV token) is generated during the lifecycle of a transaction and
validated during that transaction, which occurs in some embodiments. In some other
implementations, however, the AAV token may be generated before the payment

transaction is initiated and then it is validated during the payment transaction.

25 Referring again to FIG. 2, in some embodiments the processing differs in that
after the cardholder is authenticated, the Proxy Service Manager 204 returns (see dotted
line 241) the AAV generated by the Authentication Service Manager 206 directly to the
Merchant Device 202. In this case, the Merchant Device 202 is operable to create a

payment authorization request message with the AAV token in the UCAF, and to

10



5 conputer 212, which validates the AAV and generates a paynent

aut hori zation response nessage. The paynent authorization nessage is then
routed 2380 288H1beick to the Acquirer Fl Server conputer PROAISand/osdIgh next
routed 237 to the Proxy Service Manager Server conputer 204, and lastly
routed 239 to the Merchant Device 202, so that the nerchant can conplete
the purchase transaction wth the consuner. 10lt shoul d be understood that
ot her processing techniques can be utilized in accordance with the

enbodi ments descri bed herein that nay depend upon the capabilities of the
aut hori zation system 200. For exanple, the nerchant device 202 may be
operable taq_i r | t M e nticati .Sek Vi r
cerver. comiranTaBE beahbRik kbRt g ST ETRES HUTE yTARREr
first intemaskrwt témpiter 2080t figtheFprocessiigtas deddib2@8b®re. \Wh bhrtichiar, liksuer Fl
conputer 212, or with a paynent gateway (not shown) or with a paynent
processor (Af@plrgqﬂv\?f?fvamﬁgtea%gm ARUtEY 24Ysthe PraRcHt pHthe R IoH RSt

enbodi nent r ' t be
opor abl ot cMPRPE TR HEHGR MBRAARL RIS Ofaud Elo B RIRTY SHRr P,
a payneft gatpuey?2(hothishealidptesthaM AN andpmyionates apupoestsothofizatiorsizepemse
during a paynent ansaction,. 20FIG 3 is a block diagr of . an_enbodi nent
of an Aut haPRSH¥Est i16R PEEPRt AU thOBRAE MesPRFel t%f&ﬁﬁﬁfﬁ@ﬁ%@%%ﬁ%b the

Aut hent i catd Qirser M &eerVBRBURE 268 Ve et AERYHGED TBY tdfic PRIV i0OManhglr! TS
har dwar e aspects but may be controlled by software to cause it to operate

i n accor darcevencompasp2d, sndfastheutest Hods the Meahted haeel®, so thapthet i cul ar,
the Authentication Service .Manager Server co ter 300 may include a
computer - priteLegrRRSE SATARATRs FHRE i EaE Sl orsiin: cat fon device 304,
an i npyt, device 6 n out put vi ce 308, and st or age, devj.ce .310. The
conputgb proces§§$m§5gmﬂﬁéﬁggﬁ§3ﬁpﬁﬁgﬁ8H§£8W“¥ﬁ? 1@5%&3%??8% e‘?j'p}]floc_essor_s.
Processor 30cor@aRE MifStht emB3SiEIthE REQIRA BefeiHacbhpBbRndupBs theC@piRIifiad 1 n
program WD 2013/012671PCT/ US2012/ 046443 instructions descri bed herein, so

as to cont rodthadpghosizatiemsyisteat 2Hh BurcwimpleMia aepsehagbdarese HBnpa ke oi3oeble o

provi de desjred fupctionality, . . Conmmuni cati on_devi ce 304 e used
Po Tttt 30 ERGanilRt LSRR hiondeni SRR BAMER P sGoale! TRl

consuner nebt SivLwWIEMIFEE. 11)3r magdbebpérableaX Yirsbaituractewdh Herageirer B cuputepNput er
204 shown in FIG Zé%&Connunication devi ce 304 may, for exanple, have

capabi Pt i @9806idiBalipw Hl SORAKET &bmet MillbatnaymeBl@HeEOHPT Loamy) onstthdr ks
and/or - over,, 6OV SRR nGABWA FhirhY LHTRIL Efraflalibn" 9h WK SthePUCh dat a
embodiments, the Proxy Service Manager computer 204, for example, may be operable
to first interact with the Issuer FI server computer 212, or with a payment gateway (not

shown) or with a payment processor (not shown) during a payment transaction.

20 FIG. 3 is a block diagram of an embodiment of an Authentication Service
Manager Server computer 300. The Authentication Service Manager Server computer
may be conventional in its hardware aspects but may be controlled by software to cause it
to operate in accordance with aspects of the methods presented herein. In particular, the
Authentication Service Manager Server computer 300 may include a computer processor

25 302 operatively coupled to a communication device 304, an input device 306, an output

device 308, and a storage device 310.

The computer processor 302 may constitute one or more conventional processors.

Processor 302 operates to execute processor-executable steps, contained in program

11



comuni cation may be in digital formand/or in analog form |Input device
306 may conprise one or nore of any type of peripheral device 10 typically
used to iwpubiddaeeli nto a conputer. For exanple, the inpai/utemi2zoe4306 nay

i ncl ude a keyboard and a nouse and/or a touchpad and/or a touch screen.

Qut put device 308 may conprise, for exanple, a display and/or a printer.

St orage device 310 nmay conprise any appropriate information storage device,
i ncl udi ng conbi nati ons of magnetic storage devices (e.g., nagnetic tape and
hard di sk 15drives), optical storage devices such as CDs and/or DVDs,
and/ or sem conductor nenory devices such as Random Access Menory (RAM

devi ces and ﬁ%%go@degcn%%g%yeug% t dce Itr%fﬁl’e A@%he 1cl1tloanSS fllcgﬁjﬂa rg)er\ye

devi ces. Any one or nore t ed orag eV|ces ma erreé to

as a " nmenorcgiputes BOO agerovide dtdfeddendtiddalityl or "corrput er readabl e medi unt'.
20St or age device 310 stores one or nore pr ograns or applications for

control I'i ng t he GB@aicyionglyyice PRA mywdigriess [cioppiats eopmuicalian Wakfatt i ons
that cont a'eQalﬂfaf%C&ﬁéP&ev?e@ HERAY gﬁgsaﬁggfnugﬂgﬁéwé&foztﬁ%/&%tﬂ}sg §6R1deOn

Servi ce Manager Server conputer I'n some cases,” process
steps that Mmgbn Sarve gompoes 264 sipvavindd@. 2n @cmnmdaanm devtice 394 may, pbres  of

t he processes ented herein. 25The. r rans may .i ncl ude an pljcation
312 that nﬁﬁ%fa %r%c?é%@g]é“@é ORISR RIE fi AHH C BRI l%ﬂV%é’F%rE?éarﬁ/E g]i‘

Server Conpyyek o@értc%mén%ﬁa doflpakdr Q@%&hﬁﬁef’\ﬁét@nét%ﬂ%r duchanei al
institutions by enrolling the I'ssuer FIs, and an application 314 that

enrolls an@oamnmvanesnmhéeamﬂhgmtﬁ@mﬁmd@randwvaiﬁMGt|on service for

consurer s (car il ool oy BRI b B,

2013/ 01867 1%4195%@4% B 6AHS RS OLdraputks SF&rexﬁhﬁle feingx asREE304 Mgy

cardhol der enroll nent application 314 nay operate to activate an
aut hent i catit@wdosekapbeerdrapd agneuse drdpre foushpagraagior agoerh) scrernb Buiiae Acipre

ardholder3%8%%81w§} gH%Fda%ﬂﬁéQ%h %ﬁ'lncr%r?gﬁ tlals of the cardhol der's

paynent accoun ‘cre al's or exanple, a PAN, account

expiration date %@agé dviee ﬂ@&ﬁw)cfdiﬁprlsleranﬁdﬂplbpﬁdfte ifoandtibhctaege dadidedat i on
application 316 nmay be incluyded, which may, for exanple, cause the
processor 382u¢ipg 9%}@@5&1@18@5%?%5&0@&? S?W%Ftsl(% BREBEHGHAPS ahkate diskcount

| nf or gk O’Elrlvksgé%tg&l sttlc)‘jl%ﬁé 88&15&‘% 8 NEHSIN/Bf DR %ngf AR &S PRy

t el ephone, gen am ¢ an uni que account ho
devices such as Randorn Access Memory (RAM) devices and Read Only Memory

(ROM) devices, as well as “flash” memory devices. Any one or more of the listed

"< M’ on

storage devices may be referred to as a "memory", “storage”, "storage medium" or
“computer readable medium”.

20 Storage device 310 stores one or more programs or applications for controlling
the processor 302. The programs comprise program instructions that contain processor-
executable process steps for the Authentication Service Manager Server computer 300,
including, in some cases, process steps that constitute processes provided in accordance
with principles of the processes presented herein.

25 The programs may include an application 312 that manages processes by which
the Authentication Service Manager Server computer establishes relationships with Issuer
financial institutions by enrolling the Issuer Fls, and an application 314 that enrolls and

activates the authentication and validation service for consumers (cardholders) that have

payment accounts (or other types of financial accounts) associated with and issued by the

12



aut henti cation value (AAV), and transmt the AAV, for exanple, to a Proxy
Service 10 Manager Server conputer upon successful cardhol der

aut hent i caDI2018/012671 Ref erence nuneral 318 in FIG 3 i#emiustiess@ne or
nore dat abases that are naintained by the Authentication Service Manager
Server conputer 300 on the storage device 310. Anong these databases may
be, for exanple, cardhol der nobile device data, cardhol der paynment account
data, Proxy Service Manager identification data, security 15l o0gs, an |Issuer
dat abase, and a transacti on dat abase. It should be understood that
ot her application prograns nmay al so be stored on the storage device 310
that are o le t u cessor .t o, f ion. i ofel i ¢
erbod ment ST oL Rer o fePleB TSR SREMBRC WhISSRRLSANER, thails,

stored in tbectblaes @agaitiidvict@dpnItBitdfat a cadieltet hiecrpitigesisk bed@eer the map a
consuner alias or surrogate 20 factor to a financial account of a consuner
during a p&giealder’s mebie dpype and the payment cyedentials pi e KaighaldeanPsmey

embodi ment ,f 3 @Béﬂcéﬁé&la%&@&%ﬂﬁ%, OV 19,%@%6&9-@@& o Y

Servi ce Manager Server conputer’ may be conventional in its hardware aspects
but may5be andfot nphisedrd)y Isadditiom, e dacdhoédes ealidatibo apperasde3 1 tmag dointduded, W t h

aspects of the nethods presented, herein. art.icul ar, the Proxy Service
Manager 28" %y,hfgbmpi?, RS %Wﬁ%%%@ % V@E%ﬁf@fihﬂfiﬁeegg@@%%z

operativel )baEé&%ig&%{eﬁt é’ccﬁ&r{ﬂmhﬁ%‘i&ﬂboﬁiﬁ%‘tﬁ@réﬁ%ere@ﬂ/lﬂlgﬁwotqﬁé’ ice 406, an
out put device 408, "and a storage device 410. The conputer processor 402 may

const i t ut e cerbolicr’soobile mmnt,cg@ad:rawrm@gs@ ad Prigeessamtid@dderoper at es t o
execut e processor-execut abl.e.steps, contai i n_program WO .

20191 01267 IO OI01 37 B3 6RAT ) HEL TP hE Adc P sBEE Tk RSy somdet o

cont r oljot heviRfag¥yS P& \ofHuldr PG sucSysHE CadBolbE £ithchdiQatigh. provi de desi red
functionality. Comruni cation device 404 nmay be used to facilitate

communi cat i on wiRdfcrenesrnugcsshsl 8 in Biet idgetifiesesc 08 moke ddabpsercthatiiat devi ce
202 d/ Al i j . i . 2 i
andror n?aQntaHlteQ%.r'ttﬁeclg{étil}lgrgtécg%%b&n%c,% ]\?@]a%gﬁéer%r; c?lo?xﬁauge? TRy LE rthei s??riag own 1n

FIG 2). Conmuni catrton or “éxanp ave “capabi S for
engagi ng i rlediat a1C.oAMonE cladst daxabases may opf foetainyplahnhokier andiledevdyedata,

conventional conputer-to-conputer data networks. The data conmuni cati on may
n

be in digi CAIADPKICFPRIRENGACIOH - SEROTHYICF YA TAdEBICAtB! 7y SEBHIY i se one
or nor §50f 130y, YRErUhtaBE REE Fhnsd&¥drcitabase.

It should be understood that other application programs may also be stored on the
storage device 310 that are operable to cause a processor to function in accordance with
embodiments disclosed herein. For example, a mapping application may be stored in the
storage device 310 that causes the processor 302 to map a consumer alias or surrogate

20  factor to a financial account of a consumer during a payment transaction.

FIG. 4 is a block diagram of an embodiment of a Proxy Service Manager Server
computer 400. The Proxy Service Manager Server computer may be conventional in its
hardware aspects but may be controlled by software to cause it to operate in accordance
with aspects of the methods presented herein. In particular, the Proxy Service Manager

25  Server computer 400 may include a computer processor 402 operatively coupled to a
communication device 404, an input device 406, an output device 408, and a storage

device 410.

The computer processor 402 may constitute one or more conventional processors.

Processor 402 operates to execute processor-executable steps, contained in program
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10 typically used to input data into a conmputer. For exanple, the input
devi ce 406 may include a keyboard and a nouse and/or a touchpad and/or a
t ouch scrwenni3@uegyut devi ce 408 nay conprise, for exanplPel/ts2di2opi4ay and/ or
a printer. St orage device 410 may conprise any appropriate

i nformation storage device, including conbinations of magnetic storage
devices (e.g., magnetic tape and hard di sk 15drives), optical storage
devi ces such as CDs and/or DVDs, and/or sem conductor nenory devices such
as Random Access Menory (RAM devices and Read Only Menory (ROM devi ces,
as well as "flash" nenory devices. Any one or nore of the |isted storage
devi ces na .eferr " ry', " r PUR-Y dium' or
“eomputer G IradahineRndp TRt ins T EEEG e ARHBREN Ry ¢
progranms Ofcomppler 200 toofsvidededdtfundtionsigtyt he processor 402. The prograns
conprise programinstructions, that contain processor-execut abl e process

steps for the PLO¥ymaeafiopelenendgamagdiepsed tade corppunicaEqnwiithdor i n some
cases, pr O%Q?%P%t &S ddVRtes gs%ﬁ Wil H{e?%ﬂﬁp&&?c%%%%%lﬁ)ék 9&%&%&&&%@%%%“ th

principles o & processes presente erein. prograns nmay | nclude an
appl i cabi oMdibzet $aterrvanpges 286 phiaaemsFIby 2WhCalmuheafsodteyiGedOdi mey, Manager
Server conputer establishes relationships with A@guirer fi nanci al

i nstituti of$@BYice V1P Es g $ieagmg in %taﬁPWEPm_lﬂ flo%ﬂxpré)ﬁorgmryga&woalﬁs 414
that enrol 'aﬁd@?Qve%%h%/&tti%galg%ﬁﬁ)ﬂ%?lt&céﬁ bitc PAME nEAVIANC IT8le RRGAMHthication

associated with and issue y the enrolfed Acquirer F1' s. For exanple, the
mer chant emayl benm migitap fririncandiann 4ddogrfoym. WO 2013/ 012671PCT/ US2012/ 046443

te t tivate th hent i cat.i i f hant J i nki
nor chant’ o dovi AP <athe 300 APCRTPUNIT e E" AEY ASAT PETRRIY Hibhe) ana-

t he nmenghamypisalBased iy istrlgﬂlt dLBEN tahputbM dE Rx shSIdEMmE idfus d&RBYe 40Whbde, for
exanpl e, an account nunber and/or a password). 5It should be understood

t hat ot her apwld &kgyborrdmng gragtse gad/ont suchpadamndosd torrhrsaeccnt Guinyé dended ce
410 oper abl C . r. i i | n_accordance with
enbodi nment é %ézhgaé/ I C%ﬁ)glsﬁef?{e%\é. o %%é%%@?dr%ﬁ)dsn 6%9 enbodi nents an
application may Sueragd dsvect 4 lltangy) corpral aaaup@dptifte iffoatamactordg2ddvicebui | d an
| SO 8583 purchase transactign and.submt it for authorization to an
acqui ring PrCletingsompRetioniadRARneic YerraeAeviaw (BLocreReic taps ardhard diski t | t
directhy t er%e@?%ﬁ&gf st%é%é%ces%ﬁél?ﬁﬁ@ﬁ? awgpb@’bsﬁiﬁi/é&eﬂic%ndéct&dﬁgﬂlbﬂ es
one or nore databases thdt are

devices such as Random Access Memory (RAM) devices and Read Only Memory

(ROM) devices, as well as “flash” memory devices. Any one or more of the listed

"< M’ on

storage devices may be referred to as a "memory", “storage”, "storage medium" or
“computer readable medium”.

20 Storage device 410 stores one or more programs or applications for controlling
the processor 402. The programs comprise program instructions that contain processor-
executable process steps for the Proxy Service Manager Server computer 400, including,
in some cases, process steps that constitute processes provided in accordance with
principles of the processes presented herein.

25 The programs may include an application 412 that manages a process by which
the Proxy Service Manager Server computer establishes relationships with Acquirer
financial institutions by enrolling a particular Acquirer FI, and an application 414 that

enrolls and activates merchants that have financial accounts associated with and issued by

the enrolled Acquirer FI's. For example, the merchant enrollment application 414 may
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mai nt ai ned by the Proxy Service Manager Server conputer 400 on the storage
devi ce 410. Anpong these databases nay be, for exanple, nerchant device
data, nmerwbant3/aecount data, Proxy Service Manager i denPCiusatizomc4dat a,
security logs, an Acquirer 15database, and a transaction database. FIG 5
is aflowhart illustrating a consumer authentication and paynent

aut hori zation process 500 according to an enbodi nent fromthe point of view
of the Proxy Service Manager Server conputer 204 of FIG 2. In particular,
the Proxy Service Manager Server conputer receives 502 a consuner
identifier and an authentication 20 request froma nerchant device. In sone
enbodi nment s e _Prox rvisce.. Va . e t er tahlishes a secure
channel i theR G MEahER PG R b RIS ERe RS Thon
transmts %@<ict (wickans POS teingi@altdrfa Erchianttsleell Abdieg ahd drtrm&thdpes\dearniBnager
Server conputer. In sonme enbodi nents, the consuner identifier is an alias
entered by cFieniEdnEueh crsdensiabymameluget os cxmRlpattaccei npmbeigidArds t wo

pi eces of %ﬁéﬂo?%)”ﬂti on. In particular, such an alias/identifier includes
information to 1dentify the consuner and to identify a specific cardhol der
account 5t o be utli shorkithcf wordetstomdpbatroghat applédas e programsTineg also be stoecdoonthemer
identifier is an, ali or rrogate factor), .then the Authentication

Servi ce MarfHes° @8%2‘?8&’1’%%@ 19 RIS SREORRIOT (BRETFT BOCERIENG Wihourmer " s

car dhol der afeatntOdisQbiahefdiNanG Rhmbld Qf Bt QRoRANHHRORM hFBIRESPmRY OCESS
WO 2013/ 012671PCT/ US2012/ 046443 the intormation. (O course, if the
consumer i dentadréd dereirsthat casciitbt pecesocdiinto buddpnilSO533 phwhase trespitiog
process is not necessary.).Next, if the. cqogsuner ardhol der) is

B hent i cah RGP bRyl to dhaea oSl Y B e ta & P e ve o
non-r eppdi pbRs@eYBE dhdel dredtiadtigaahbMmeradie (" AAV') token. Thus, if
an AAV token is received 5 506, in sone enbodi nents the Proxy Service

Managler Server denganemugendiidods FEO8! wepaiasmne oagoroditebasesohatrasquest (f or
For oxanpi ST Y RUHORL SERI aleR Sl EoRRRRG oW ghpd 5reG s fEST 1"

Servi ce MaradgernhmiptREsccatipudes magyee! for eanapic] meohéhttdoeicpdyapmntrchaguest to

the Acquirer FI Server conmputer. 10Referring again to FIG 5, if all was in
order (i.eaccqurbdeia fypsy dervicsenrger Wayificarion fea sguitndogsssueedyiisianci al

i nsti thi oraapdggsecggli]ﬂr%a& Jda‘faib%E@. funds or a sufficient credit line to

cover the cost of the purchase transaction) then the Proxy Service Manager
Server conput er Hé&cgisvefowdiriallpsyatippt cansunorriaptithtdcatioe spopseneamessage. The

paynment aut hori.zation res se ssage is then transmtted_ 514 to the
Vet chant - DEVIREZapniatess 800 $eoHure e R R SIoRt Bemnat gh ¥icHagidhe

transact i ompriy Serl 38 MRS R ver OMBYURE 204 §f FIG. 2. In particular, the Proxy Service

Manager Server computer receives 502 a consumer identifier and an authentication

20 request from a merchant device. In some embodiments, the Proxy Service Manager
Server computer establishes a secure channel with an Authentication Service Manager
Server computer and then transmits 504 the consumer identifier to the Authentication
Service Manager Server computer. In some embodiments, the consumer identifier is an
alias entered by the consumer or provided to the merchant, and it contains two pieces of

25  information. In particular, such an alias/identifier includes information to identify the
consumer and to identify a specific cardholder account to be utilized for the payment
transaction. Thus, if the consumer identifier is an alias (or surrogate factor), then the
Authentication Service Manager computer maps the consumer identifier to the

consumer’s cardholder account or other financial information and continues to process
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i nstead of receiving a paynent authorization response in step 512, the
Proxy Service Manager receives, for exanple, a paynent declined nessage

t hen t he Woax1s/@e67wi ce Manager transmts 516 a paynent @&atrhuseéizaséseh deni ed
message to the merchant. In this case, the nmerchant does not conplete the
purchase transaction with the consuner. 20Referring again to step 506 in
FIG 5, if an AAV token is not received fromthe Authentication Service
Manager Server conputer within a predefined tine (for exanple), or if an
"aut hentication failed" nessage is received fromthe Authentication Service
Manager Server conmputer, then the Proxy Service Manager Server conputer
transmts 8. a "cardh er authent | Lo { lure” t .Mer chant
bevi ce. - Thats g "8a e AR G S Ghos B Bl B Lo RIS Pl BRI e
consuner i diesitd inbggin@pebceds it hét rruéRent)i Nattl Inhsemyimer (@adager)goul d not map
the alias or surrogate factor to _a cardhol der account. Thus, in such a case
t he mer chartithgpdenththedurpy BericeAMansgrhasd comprtea sl sesciveramonterediseiner

because th ' ' r o] \ j :

20131 01267 T ORTDL 87 6B A o R AV B R A D R Rk S
aut hent b catSi06nnpooeesbobifenty thPrdxy Spovint MahagdrSanat computdugdreritéscHdiSiaon
Servi ce Manager Server conputer 206 of FIG ording to an enbodi nent.
The Aut hentf %fl?td‘ﬂt@élﬁ?/‘il%g‘%ﬂ}&%@éf cxsamle andsfpee PR st Prees
consuner i 4apf thfiaglv kdimih Ner Slafiie, STMIGSal VBR@ A% heRBEN B FrQgpatearpl n
sonme enbodi nents, the consuner identifier is a surrogate factor, for

exanpl e, a Thedgoren$eriicy Manageadienter campeter oextdrangeits § ethe iphyreent réquestdne
enbodinent§ he.cogfgner ﬁ{ovided the frequent flyer account number or
i dent i fi cat PORCHURHETN SEECE H¥ MR hent i cati on Service Manager during the
regi stration prqgcess. Next t thenti cati on Seryice ager Server
Comput 0P tt emprGTREnEABL B Fie s Uiy B orde(o: P SHrbo NG Eongmes <
car dhol der \REEEYUBY thelEsubPBnARRPIMEHMRE a8l e6@8%E WhffiCleat fBYAEPA Quffitide:

Aut henti cation Service Manager conputer found a match in a database of

regi st er ed cewsittsineep cavas shmeosy of thhpnrchiss trusdstinn) han therPreer Yrvee Manager
Server COMRULEL LEANSIIES 008 A, ShaldendRiEETROnSE L equest, (HL (examyl e, an
| VR cal | - back message to the cHrdnorder ¢ Ho |Fep?§1eﬁ%oﬁ%‘or Sther" nobi | e
devi ce. |f autherieaichhespdakce muisagnisitbat eshsinittctdSs e etalicashaey D@sqdsRatr equest
608, for exanple by providing a correct password or nuneric PIN or a
real - tilfe thk@araipitican complekatle PrgaeC tiansictiop mat the sprpugisheHavewr oy t he
Aut hent i catj rvI.€ : t ' - L he
car dnol der "B etdcfind B RAR L SR Lo TR ARG B BRSPS o o
via SM5, oMaagen deceiagsd fdrireamplee)d paytniein dedimecdunidienpt itlocmt tho RroSgrServdec Manager
Server congﬁter validat%? t he . . .

anager transmits 516 a payment authorization denied message to the merchant. In this

case, the merchant does not complete the purchase transaction with the consumer.

20 Referring again to step 506 in FIG. 5, if an AAV token is not received from the
Authentication Service Manager Server computer within a predefined time (for example),
or if an “authentication failed” message is received from the Authentication Service
Manager Server computer, then the Proxy Service Manager Server computer transmits
518 a “cardholder authentication failure” message to the Merchant Device. Thus, in this

25  case, cither a problem occurred with regard to the consumer identifier and/or the
authentication service manager could not map the alias or surrogate factor to a cardholder
account. Thus, in such a case the merchant does not complete the purchase transaction

with the consumer because the consumer’s payment credentials were not authenticated.
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20 credentials provided by cardhol der or consumer and generates 610 a
dynam ¢ and uni que (and non-repudi abl e) account hol der aut henti cation val ue
("AAV") twbken13/Mestt, the Authentication Service Manager PEEMUSe0120a6pit er
transmts 612 the AAV token to the Proxy Service Manager Server conputer
for further processing. At this point, the Authentication Service Manager
Server conputer awaits further authentication requests. 25However,
referring again to FIG 6, if mapping was unsuccessful in step 604 because,
for exanple the MS-1SDN (the nobile tel ephone nunber of a SIMcard of the
consuner's cell phone) is not registered with the Authentication Service
Manager (or the y t qacGouUNnt, i er w Q I : e i th

Aut henti cati on ggrév?gsga anlhgagt r1§1}l§tfa}t1@% thﬁﬁguﬁ%rﬁgﬁqe{ltg%l%l%ﬁ{ gsrs\\%ot((:)gr ﬁnaeger

Server conpairebf Vicansithé authtdti@utionSehatcddanaddOS 03¢ bct DOE DI BR2012/ 046443
aut hentication failure nessage to the Proxy Service Manager Server conputer
and the pr @6eydingpean empodigicat. cHceAuthpticaion Reryicctanesclsroe SRmpUtsiot be

consummat edehRcans (NGB ANASRING BnMADPASY SELKERLARULRLer Mibhub Turn

transmt the cardhol der authenticatio ure nessage e ant
Devi ce fo dhseore timbodireatsatic cohatmdr hdenfifiar dhoudegath &starpfor beenple, a

aut hent i catfed. Referri algai n |t1fg> F.hG 6, if in a}':qgegl 6Q8 t he
car dhol der TFeqFy ST asORRIMIMOSE 87% BSSF HENHHS 118 SgRF CEORBHItS, B 08U Then
the Authentj&aldome He it oy MANBGGH: nERIbLES: BOTARLAS) AGADG b kNS s 614 2

cardhol der "aut henti cation failure nmessage to the Proxy Service Manager
Server conputteemtigatgbrt $ervige dbmegerahudsg thisrepisfratian proéess.picetths Authcansdioni on

will 10 not, be cpnsu ted in this case because,the Proxy Servjce Manager
Server conStare WANTET SOTGH FOPRUHACEPRE TR GhBE urosis MEREIUE: on fai | ur e
messaget o chhAginMRTscaaihbldoeNdceant ar ﬂie%&ppﬁ@wéﬁu@&b@@ml (fbﬁéxahﬁﬂe,@l&’é dhol der

has not been aut henti cat ed. I n sone enbodi nents, |ssuer financial

i nstituti orsuthenyicateon Yasvice MarggarmeRDuter frudassateh it a flatebase erogistsrpdli ng a

- hor i ' ' ;
OB L S A R o

consuners' odachaliegtrepsaetc@ureseifPreddagipte an DERaUBdatl mkaape)ith alies
aut henticati on of the_ consumer n the consuner w shes to consummate a

DU Chase  t (HROSBET bR & FISPHRES BT MPb GxirpBihc KPROoT fTHV RS o
B oceets7 00! kS0 REA U] Stk eeiaeant 610840, abgerod o,
pr e- aut hor innedrit ®ks r b rexhtencioksuwih awlochiase idemteaa ypreviously generated by the
Authentication Service Manager Server computer and transmitted to the cardholder’s
device via any of a variety of communication channels, such as via SMS, or e-mail, and
the like), then the Authentication Service Manager Server computer validates the
20  credentials provided by cardholder or consumer and generates 610 a dynamic and unique
(and non-repudiable) accountholder authentication value (“AAV”) token. Next, the
Authentication Service Manager Server computer transmits 612 the AAV token to the

Proxy Service Manager Server computer for further processing. At this point, the

Authentication Service Manager Server computer awaits further authentication requests.

25 However, referring again to FIG. 6, if mapping was unsuccessful in step 604
because, for example the MS-ISDN (the mobile telephone number of a SIM card of the
consumer’s cell phone) is not registered with the Authentication Service Manager (or the
payment account is otherwise not registered with the Authentication Service Manager),

then the Authentication Service Manager Server computer transmits 614 a cardholder
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registered wwth an Issuer Fl and registered with an associ at ed

Aut henti cation Service Manager. In sone enbodi nents, the consuner utilizes
hi s or hewornois/dies7devi ce (for exanple, cell phone or | apCoser2eushpad
conputer) or uses a personal computer with a web browser, to transmt his
or her authentication credentials to the Authentication 25Servi ce Manager
Server conputer along with a request for a pre-authorized token. |If the
consuner's authentication credentials (such as a nobile tel ephone nunber,
driver's license ID, frequent flyer ID and the like) are successfully
val i dated 704" then the Authentication Service Nhnager Server conputer
gener at es 70 % 1? t i e or
soriod. nd %eﬁ‘m%u% g&@ggﬁe&% f° g'ilré aé.%?. e gg%r%%%@bﬁlﬁmel%ﬂ%&

2013/ 01267 bP&EEéiiSQi@lﬁi MSA4S th@pmharge ltraniabﬁdih ke ndtibefcotsuniddied betsuse fheom
the tinme of issuance of the pre-authorized token, whereas in other
enbodi nent SIERESEVIES Manaaen SféY.FrtCBR]@Hteﬁﬁ’yl Befughiraisntigthe sghelder or | onger

periods of 7%@ t caTBﬁfﬁﬂﬁQggggag@wﬁ@ ENdnf BVROED et B MEChGRPU YRS then

transmts e gener at pre-aut horized token an expiration date)
to, for55exanmbhwrhmﬁumbﬁmumﬂwnﬁanmblIe device for use in making purchase
transactions. However, if in step 704 the consuners' identifier could not
be val i dated, t Referting again eRlG.caifi iﬁmteﬁesnﬂithmcalimmxgzelfaitsamauﬂlentid:ateamsm ts
710 a "Requ s Deni ed” nessag o, the consuner's . .nobile devic It should
be noted t K48l f‘élﬁ HGSB%SF&G%%%W}%%IAP@%WWP rsem‘%‘? MapageeRtSH “rPé‘FH“éer 10

al ways Dbe %gélﬁ%aﬁkrﬁﬁs b @ca%&ﬁ(ﬁhéﬂ a%tlfeﬂﬁ@aﬁfbh%‘iur@ﬂi/e@?a%% APy SUicBg the

time of genération. For exa a consuner two or nore paynment
account s r edamsiger Sutven computee aﬂdj thmmaesmndon A‘Séxefmc,eh%mgaﬁ traasagtian will

pre-authoriz t oken i erated for " ou A’ n the pre-authorized
Poken AprT mBhPs S FeaTRORS Rt dohttontiiioRp ot isk Mifijot SEHE St

account s t Rgtl i€ Qs waBSmib e dakdhdldePguthetitRansn fedionesgtdtoqRe Mepaasr - | f 15
t he consuner uses the pre-authorized token and specifies a paynent account

ot her t han Deaiesdantertghe fmsrchankthafighe caydhelderdws npblesa @vihgnticatadhor i zat i on
request, then the Authentication Service Manager Server conputer w ||

reject the t ransla&@rilonmbe@}'mts Isbyer Smpecignbsstditmmnstedy ddsae m@m@mmm zed

t oken may be ass; with .a Sp eci f B stBu
oot e B Rl it T8 REPlo LhRIer S B PRI
airlines, heikedSpaokhst Rendackéns. UsB of Bich d priole@mmitzed iokBn naly chhdhce eies uner
attenpts to use a pre- aut hori zed token that is not confiqured for use with

ei ther a p&PRYUERMrEPURRREhEMSAgoONAEPeees besruydt {acilitaes athamdseticnaatithn
Service Mangger, P&y t%ﬁ @%&r withddto c8hst%ﬁﬁm§t93 é)h c%E?eat?aIdsQé?lgh%Hleét In
addition, in sone e I ment's the pre-authorize e assligned a
maxi mum pumedietst. aF@uaxhmpien FI@XbJrlrl]uhtmte&l@@céAS 706 Bed ibsaigy) a pﬂemuﬂmlhedin
enbodi nrent, for exanple, if the cohguner attenpts to use that pre-
'token according to an embodiment. An authentication service manager computer
20 receives 702 a request for a pre-authorized token from a consumer who is already
registered with an Issuer FI and registered with an associated Authentication Service
Manager. In some embodiments, the consumer utilizes his or her mobile device (for
example, cell phone or laptop or touchpad computer) or uses a personal computer with a
web browser, to transmit his or her authentication credentials to the Authentication
25  Service Manager Server computer along with a request for a pre-authorized token. If the
consumer’s authentication credentials (such as a mobile telephone number, driver’s
license ID, frequent flyer ID and the like) are successfully validated 704, , then the
Authentication Service Manager Server computer generates 706 a pre-authorized token

that includes an expiration date or period. In some implementations, the expiration date
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aut hori zed token for purchases that exceed $100 US Dol lars, then the

Aut henti cati on Service Manager Server conputer will reject the transaction
request. Woehm3died7iati ons on the use and/ or dol | ar anoumlCTiUsat12/08644be spent
and/ or other restrictions may be applied WD 2013/012671PCT/ US2012/ 046443
together or in any conbination to any pre-authorized token or class of
pre-authori zed tokens. FIG 8 is a flowhart illustrating a consuner

aut henti cati on and paynent authorization process 800 according to an
enbodi ment that includes the use of a pre- 5 authorized token fromthe
poi nt of view of the Proxy Service Manager Server conputer 204 of FIG 2.
In particul. the. Proxy. Servi er.ver ¢ recei ves.802 an
aut hant 1 catt BhPRCHER R G Re R he e GO BT PR A o

devi ce. | n tslamewashadinretindrsmbobendik the pid-aahorived nelGuasdy & wdidi focthodesonrt
consuner identifier, which may be an alias or surrogate factor as descri bed
herei n. | n lewgeepeigssofiincat TmAuthepticappp Rorvies Managee servarrogantasdhcper

comput er 1 ey GR A in8 NeRurdlcR SRULANGIRAN Gl cn il AL AULRENLIG A Iign Ser vi ce

Manager Server conputer an ansmts t he consu ier and the
pr e- aut bor icxadplcothe rotsunicna ndelileelet/ice &bt o i1Barking puiMhasgeansGaroner conput er.

Next, the Authentication Service Manager .conmputer processes the
i nf or mat i ot 1°“¥&h PelPnoTahs pisraer. REn et Ros Pedaldaid. BERY° Ser vi ce

Manager —SerpifhertRBRH Qorvice %in\égér BRPuitr RARShEPLI a@‘klié_%lu@& RGP defoe to
aut henti cation value ("AAV') token. 'If an AAV token is received 806, then

t he Proxy %erwinsempBnagbilc Senger conputer generates 808 a paynent
aut hori zation request with the AAV token in, for exanple, a Universal Card
Aut hent i cati on Fi glodld BeU©AR that STk a Prexyth@ezeditelesnMaila gesonSemmiadinearput er

next 2Q.transmts 810.the paynept a ri zation request. t n _Acgquirer Fl
Server Womttar veargiaciiinl ot aathofeLiS bR et bt was
verified bychdigtidsSkiglexhpRNMEadbnéitdrihbh st @) mbReAyiRE: Reits RBIVdre®
Manager Server conputer receives 812 a paynent aup%orlzat!on message and

t hen t r ansnyithsthg Pithand camprienvice anagdr zand aoprerutiosiged tosen isecmirisddot Devi ce
so that theqerehant jah COBLALE LNLBILANERE LELART ASIACRLNIA Nod IS for
consuner. 2? B?,H. if’a payn%nt auf IZIOI’ I zall On mgssage was no]tl receirved 1 n

step 812 (faay oeurnphed acéduatsRhenSeidrihaewithnRg/utheBCRtYE Selrigeayin®iper. If
decl i ned nmessage), then the Proxy Service Nhna?er transmts 816 a paynent
aut hor il2 at ithcspmeidusee hsayeavigorirrs talssrcandipecifips ¢ pryaneh dgcoupttherdh@gthant

does not Ccompl&if ALNEr AUkBIATHrdHa @S ARALRA ARk CORKE TRy the

Authentication Service Manager Server computer will reject the transaction request. In
some embodiments, the pre-authorized token may be associated with a specific merchant
(for example, BestBuy™, amazon.com™ and the like), and/or with a merchant category
20  (for example, airlines, hotels and the like). In this implementation, if the consumer
attempts to use a pre-authorized token that is not configured for use with either a
particular merchant or merchant category, the Authentication Service Manager Server
computer will reject the transaction request. In addition, in some embodiments the pre-
authorized token may be assigned a maximum purchase amount (for example, $100 US
25  Dollars). In such an embodiment, for example, if the consumer attempts to use that pre-
authorized token for purchases that exceed $100 US Dollars, then the Authentication
Service Manager Server computer will reject the transaction request. Such limitations on

the use and/or dollar amount that may be spent and/or other restrictions may be applied
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WO 2013/ 012671PCT/ US2012/ 046443 Referring again FIG 8, if in step
806 an AAV token is not received fromthe Authentication Service Manager
Server conpubsyoind7hin a predefined tine limt, or if amrCTastéientd4grnti on
fail ed" nessage is received fromthe Authentication Service Manager Server
conputer, then the Proxy Service Manager Server conputer transmts 818 a
5" cardhol der authentication failure" nmessage to the Merchant Device. In
this case, the nerchant doe not conplete the purchase transaction with the
consurmer. I n sone enbodi nents, instead of generating the paynent

aut horization request in step 808 of the process 800, the Proxy Servi ce

Manager Ser u n .1 he
act nont oot i E8POT b o R b bR b preces sty 58 8 BT S grbalt
Mer chant Dewkme 202 (see FIG. 2). In th|s case, the Merchant Device IS
operable to create a paynent authorization request nmessage with the AAV

token in the UCAHEG. &ixh ﬂ@w&lfaatrlﬂﬁ@tfatfh@@ coayURIMauthghiietiod ahd payni@guest
directly to the Acquirer Server conputer. Wth reference to FIG 2,

processi ng AHEHZEBMNALRSS S%a@eedémg toeren capslamenyjtha lmqla@eAélwiSﬁef arpre Ser ver
conput ee 2 r

pa;r/rprre nt g ne%ﬁgll’oggéd %g?%ﬁtgﬁlg[ﬁ%(gguer F %e F@?’%%S&g%cree?q%%%& %\ﬁ(, at es
t he AAV t oked odhtlG gbnlerlﬁttﬁfmla qha?rmqytSeauwMam@dnSamenesmmer re%lees;ﬁwmnt

aut hori zatio nessa e isro back t t he rer Ser vyer, conputer 208
and to the? Waee e gl eg g+ o @f%ﬂ%& RNt deties, gomRe

Mer chant  Dey{up@imdds, thceoauttﬁ'éﬁhcét{b% E’ﬁt[e@pﬁw in€Rfde f@@@{sﬁﬁ@r {dBRH Y GhRAE S

transaction with thé consuner. some enbodi ments, the renbte payments
assurance sberamabes oresyriogatl tﬁ@b@oraas piuesm@sé hoteer. & sorohienplgsogntidis, thePnoxtys t he

Authen Vi ce .Manager nputer to nerate, a uni que
Sonoetihor e g SEef P TRkt e TS Ere e SRSt g dohe

aut henti catA&ﬁleIﬁleMs,em%eMnag&rsee\%f%om}ahﬂer RNARNEX BLAkIREDnWhé T ef erence

to the assurance service system 200 of G 2, which supports nerchant

initiated résmbfier 281hy remewhonzed tekog to tif}ﬂféWbmta:@n@mSewtve Managpro aeer
utilizes her co Jsuner nobi | e device 102 to provi de cardhol der paynent
account infOrMEtion to a merchant deV|ce 202. The mer chant deV|ce 202 t hen

initiates an aut ntctonr sta asmt t he car ment
i ormat i on to- ORGCEp6 8y G E SOt R SO b et e SR
enmbodi ment sind ifhée E’m@md&as Mht@@ntM%fb@Qﬁh% PEEVSITvies Vit 86r Retcalbinpties a secure
channel receives 806 a non-repudiable accountholder authentication value (“AAV”) token. If an
AAV token is received 806, then the Proxy Service Manager Server computer generates
808 a payment authorization request with the AAV token in, for example, a Universal
Card Authentication Field (“UCAF”). The Proxy Service Manager Server computer next
20  transmits 810 the payment authorization request to an Acquirer FI Server computer. If all
was in order (i.e., the cardholder account was verified by the Issuer financial institution)
then the Proxy Service Manager Server computer receives 812 a payment authorization
message and then transmits 814 the payment authorization message to the Merchant
Device so that the merchant can complete the purchase transaction with the consumer.
25  But if a payment authorization message was not received in step 812 (for example, the
Proxy Service Manager receives a payment declined message), then the Proxy Service

Manager transmits 816 a payment authorization denied message to the merchant. In this

case, the merchant does not complete the purchase transaction with the consumer.
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WO 2013/ 012671PCT/ US2012/ 046443 with the Authentication Service Manager
Server conputer 206, and then provides the cardhol der paynent account

i nf or mat WO 201B3/G12671 The Aut hentication Servi ce Manager r ®@CEIUSeE2amd43

aut henti cates the cardhol der's paynent information and | ooks up the MSI SDN
(the nmobil e tel ephone nunber of a SIMcard of the consuner's cell phone)
that 5 is registered to the consuner or cardholder. In sone enbodi nents,
the Authentication Service Manager Server conputer 206 then generates a
unique real-time token with a purchase identifier and transmts it to the
cardhol ders' nobil e device utilizing any of a variety of communications
channel s, for e t I nt.at | e

car dhol der receﬁgggkgggggﬁﬁaﬁe néﬁgggmrea ?ﬁﬁ%ﬁggn?ﬁ%gﬁvékﬁg?ﬁ%ppurchase
identifier AaithéimaﬂimbSérelchan@ger Stietr cb@puter @ithiespretemelointe liritf drdf an

nmer chant dgyice 202. (Since the consuner_ receives the token and purchase

i denti fier awthepicatipniiled” mepsaes wgeearad ép%m%a@@nttqaamﬁ%rViC@Ma&aﬁér process
may be tho r in turn
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Servi ce Nhna rver co &{ %gﬁn estab) i shes . a secure channel with the
Aut hent i catPof! n&é‘“e C BB AaTC %ﬁ%’to@r‘m (bR CORYASRi ts the real -tine
t oken and the p rchase dentifier t

@ *t. The hentlcatbon Servi ce Manager
Server conputer Qé%m?/ﬁ adifeatsy Watcpd g SEUCHENG SReRPYEIFET HHROTRFIER sest In

d ifier. LA I
Identifier éte?rg@z%to@% HEOKE BOEIh P g‘%@}&céﬂﬂg é%ég E%’rﬁ@%&&%ﬁ%ﬁﬂ%ﬁ? e)

account hol aut hent’i cati on 'va (" AAVY) Aut hent 1 cat1 on
Service mm@%%kmgemmbﬁmemﬁhmanw mmeManhger/S@Wdr ckmputen2@the

Pr oxy rvigce er . Serv (oX0) r 4, i h cre a.pa nt .

put hor 100t (GRe bR BE MTHCDRECARY BorBRT o B SREbr BB PE el car o

Aut hent i catopemblitglctbate’dfaymeht alﬁﬁ&liaﬁﬁﬂr Bi9dstaetvien ALV ARk equest
to the Acquirer Fl Server "conputer e Acquirer Fl Server conputer 208

sends t he 25aAlradite drnwnit theqpagsent @thOIii@aMymmst diectlriR tixrdcqice il r out es
it to the ISSS%?raomRutPer\X]e&}&Eé%%Cé ?0 pI‘OCGeSS{nSg%Hdl contlpﬁeosrgs)%e Crlbvg i dat es

t he AAV supppl and | alrrtirsTrn ransmis a paynent

aut hor i zed abiees agth the Ather@¥y Ieier Whp\ﬁléﬂQ(%]I@utlﬁ@!h@ ay@uiitesthokiztiort he
Ach|rer FI server conputer 208. The Acquirer server conp uter 208 t hen

transmilfs teeppiaugh thepaBientivaissdde ﬂ%fblsﬁlﬁ‘é Fibﬁéwyr @émnt%re? RawaisEr
Server mx%ﬁ&ﬁés%@ WWGH%EQ %gl{e%'tgsa' 4§ayrnent authorization message. The payment

authorization message is routed back to the Acquirer FI Server computer 208 and to the
Proxy Service Manager Server computer 204, and lastly to the Merchant Device 202, so

that the merchant can complete the purchase transaction with the consumer.

20 In some embodiments, the remote payments assurance service may include a
process wherein the Issuer FI permits the Authentication Service Manager Server
computer to generate a unique “‘one-time” token or “real-time” token for a consumer
during the authentication request. Such a process will now be explained with reference to
the assurance service system 200 of FIG. 2, which supports merchant initiated remote

25  payments. In this implementation, the cardholder utilizes her consumer mobile device
102 to provide cardholder payment account information to a merchant device 202. The
merchant device 202 then initiates an authentication request and transmits the cardholder
payment information to the Proxy Service Manager Server computer 204. In some

embodiments, the Proxy Service Manager Server computer establishes a secure channel
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conputer which sends it to the Merchant Device 202 so that the nerchant can
conpl ete the purchase transaction with the consuner. In sone enbodi nents, a
sett| emrerwoOppoEs&imy occur at a |later time wherein theCmasesigatss4s unds to
cover the paynent transaction are transferred fromthe cardhol der's
financi al account held by the Issuer FI to the 5nmerchant's financi al

account held by the Acquirer FI. In sone enbodi nents, after the
cardhol der is authenticated, the Proxy Service Manager Server conputer 204
returns the AAV generated by the Authentication Service Manager Server
conputer 206 to the Merchant Device 202. In this case, the Merchant Device

aav 10 tokent] e AR pRR SRR R RO EEhRAD ARPEEIRIFRSRRR A ¢ Squest

directly t @atdholddepiinicdt addoufeihRematomialit.eThe2A8thehtiction SeRdcc Memgeont i nues
as descri bed above, with the Acquirer Fl Server conputer 208 routing the

paynent aut'®isives a0 avihenticates the qrdhedder smaymayitafrmadenwiddooksin §et he | ssuer
FI S : i i t t t
erver %@B%@Qh@ ﬁ%blllﬁfgelﬁgy}{@hhﬂﬁé 2L4101 SR 0P R cgﬁéglgﬁeﬁss%%g%;lgggﬁggﬂ back

aut hori zati on nessage. ment aut hori zation nessa

to the Acqus registdrtd Sethy esnsaoieport @irdiR0@rahdsdnoe ¢rhibodPmonty, the Awitloatibkivager
Server ¢ uter 204, and Iastlﬁgto t he Merchant Device 202, so th%; t he
merchant ¢ Wd%%ﬂaﬁ%gé’r RE S peABME S W B SOl apigresal-EBn Wity an
al t er nat i v, eirRQdidBRMer ahd &hA@dsaf tdhe AR M ersCi¥b e dNROAGRTZimSI /It a
conputer 204 generating the paynment authorization request during’the

process, t herifyox gomuBmationsechvhmagdor Sempls, Sdthptmal, cinst ead transnits the
AAV token generated by the Authentication Service Manager Server conputer
206 to the Mer cHatiis Depliment206h, thacardhoddar asejves e whquettakdn devilgané s

operable to create a nmen t hori zatj on,request  nessa ith, t \"
Chken if ¢ eShaRE hERRRIEE MoaRlh  hef BobACHORE B nET PIaTTs thobholde e
directly tondrBinf\g8iHéd 202, RKinog ihedonSiBut&lived e toléi Ehd’%fr@l'ie@@%nﬁﬁeﬂ:dtﬁ 2,
25 processing then continues as descri bed above, with the Acquirer F

Server conplg émne pbentevng inkya prishyrepreesactiouttho piogessingty heethoedtt of iy ough t he

payment -netork 230.10 Lhe | SRUGL ik, SRLYEN, GOMUr. A12.. W uRl Lt s
the AAV and generates a paynent authorized nessdge (1f al'l 1s 1 n order).

The paynentpuadibboidemteibr GE gRagaihofdct fethe PaskyeStriiae KanagdrSerAe dopeter 204
Server conputer 208 through the paynment network 210, and next to the WD
2013/ 01267 YP¢s bapo1by Bresy Asrpeoipnagics pRivar fHpRIje ageBy Sptablishesgusearc 204

L SIS Ly AR SRS RN PR CTERAE ROVTB e | 2o
pur chase t reaigmat token d the phechendemier to it.1 The Authentication Service Manager
Server computer 206 validates the real-time token and the purchase identifier, and then
generates a dynamic and unique (and non-repudiable) accountholder authentication value
20  (“AAV”)token. The Authentication Service Manager Server computer 206 next
provides the AAV token to the Proxy Service Manager Server computer 204, which
creates a payment authorization request with the AAV token in, for example, a Universal
Card Authentication Field (“UCAF”), and then transmits the authorization request to the
Acquirer FI Server computer 208. The Acquirer FI Server computer 208 sends the
25  authorization request to the payment network 210 which routes it to the Issuer FI Server
computer 212. The Issuer FI computer validates the AAV supplied in the UCAF, and if
all is in order, transmits a payment authorized message to the payment network 210,
which routes it to the Acquirer FI server computer 208. The Acquirer FI server computer

208 then transmits the payment authorized message to the Proxy Service Manager Server
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The real -tinme token process described i medi ately above nay be acceptable
to Sregulators in certain countries or jurisdictions as a legitimte and
secure prwoessy/fieg7irenote paynents. It may be accept abl ecraistoie/on@gul at or s
because of several characteristics. First, the paynment card account nunber
proves know edge of paynent information; second, the NMSISDN (of the

cardhol der's nobil e device, which was preregi stered by the cardhol der) used
to for sending the real-tine token is proof of an item 10that the
cardhol der owns (the nobile device); and third, the real-tinme token that is
generated is not based on any of the information visible on a paynent card

or on a vi S' (ﬁ)ute Whlc%cs%n&)s it %oht%e (I\V%r&pa%k B%Vlcg plijs Q& h%h%%\ﬁllc?ﬁhanpgﬁl éo%:ﬁleta in

regul atory re ctions,

| ndi a, therlg plﬁrcl&?asﬂﬁeﬁka‘cﬁdin Wﬁ[’fﬂ)lidacdh@ytﬁﬁﬂtlﬁ s@BS Uindodienchay ¥ k@tememiaprokd ow
cardhol der 15aut hentication for a card-not Bcpr esent purchase transaction to
be per f or mEREYSFCHT ¥ drlatRbiiae vhern thermeppssery Byndsie cpy g pament ansaglidnens and

processes deseiihetalRieiR SRR TRIRLA RAIEREY 1BIAUIAAGE ol oo ¢ hat

satisfy that nee articu ar the descr rovide the
corrponeﬁtsmmd@badsfnandlﬂaueo*unl:hélslbanhhAcqmiar@i{. FI's (and the| r end
custoners, who are the cardhol ders and nerchants) to satisfy such

requi renents 20 InhBorae smbualimeamdafeérfthe:&aedﬂtoldmrimartherﬁicdtedj thb®rixytSeevioeed f or

fie?f]icI Lﬁf nt S*}é@efeg%(:han pu‘a%ée“ Fﬁtm?lﬁ s tg}%gr%tq%&ytﬁigﬁt&e@lé%@@mge a
system suchas, Emrb@fﬁgh{ﬁ@ﬂzw% W&eaanp%%é 009f 1t (AR daS@id eYenb

aut henti cate a-cardho (except an el ectronic-comrercde transaction
wher ei n a prayoesX)2gsioperage tmatatpm@aum@mwmobyaiﬁewqeﬁbdeﬂwge withsketdAAVThe

o TR e e U CRE R ot B By bl oA s e nefe mag

further mor ARLAY MeSdrRdr cofplicr RESIOPRCORIMFRN SHARDE! 8 deiteibedsbdWRivtRONE,
Mai | Order and potentially recurring paynent transactions. WO

2013/ 01267 ke qugen P Soaenaggnputer 208 routing the payment authorization request through
the payment network 210 to the Issuer FI Server computer 212, which validates the AAV

and generates a payment authorization message. The payment authorization message is
15  routed back to the Acquirer FI Server computer 208 and to the Proxy Service Manager
Server computer 204, and lastly to the Merchant Device 202, so that the merchant can

complete the purchase transaction with the consumer.

In an alternative embodiment, instead of the Proxy Service Manager Server

computer 204 generating the payment authorization request during the process, the Proxy

20  Service Manager Server computer instead transmits the AAV token generated by the
Authentication Service Manager Server computer 206 to the Merchant Device 202. In
this case, the Merchant Device is operable to create a payment authorization request
message with the AAV token in the UCAF, and to transmit the payment authorization
request directly to the Acquirer FI Server computer 208. With reference to FIG. 2,

25  processing then continues as described above, with the Acquirer FI Server computer 208
routing the payment authorization request through the payment network 210 to the Issuer
FI Server computer 212, which validates the AAV and generates a payment authorized
message (if all is in order). The payment authorized message is then routed back to the

Acquirer FI Server computer 208 through the payment network 210, and next to the
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Merchants and Acquirer FI's also benefit fromthe described systens and

nmet hods due to the shift in liability that occurs. In particular, for
proper |y woentydiee@d purchase transacti ons under the proeesasgoideseans bed
herein, the Issuer FI |oses fraud rel ated chargeback rights because the

| ssuer FlI, through use of an Authentication Service 5 Manager, not only

aut henti cated the cardhol der but al so approved the paynent request during

t he process. Lastly, cardholders benefit fromthe described systens
and processes because of the additional security inherent in a process
wherein the cardhol der self-authenticates. That is, in each of the

descri bed cesse hol der edi ster it h ntication
Servi co NanAgs SBops MRS cORPuREADY SHl-EEnft bty B et Rl

i nitiating?282p0nehdsgaymensacior2od nichege &y dbal etedt thy Bictdhast Devfiad, iigt i on to
authenticate himor herself to the Authentication Service Manager Server
conput er f dRerghaghean copmiete phey Rusehase ransastien Wik theefospeny. payment i s nade. |t
shoul d be understood that the above description and/or the acconpanyi ng
15dr awi ngs ar e nbke ipakiime tekep ppocpsadepended iByepsiately abevpianebe agcepiablsdof or
any proges r: 1 0. . : i in my be
port or mad Ter St ety PEURALS or MloHicn R B ReRRRAE s RERIIRHRPIR, 0 T

si nul t aneousmeterphpmomec & mdy Ist apsptabidic i ecidgosdguant ofbevetah addi tion, in
sonme i nstances steps %hat are degict d or described herein, as ein%
sequent i al CAAYCIBESHSST £ty RaNMSal Ard agooppf T BIRYGRIKIAEHELEE of PaymERg  hough
the presentiniof&ii 9oRasnd RANSHRSETIREArdo RPUARKHIE ARy LhSPRAL bics

exenpl ary enbodi nents, It should be understood that various changes,

substi t ut i oegstemddydhe eardhalders usdpaf@rsendiog theosd-teké tdken 1S proothe aarntencan be

de tqg,.th iscl nbodi ts.wi th d t] f t irit d
ceope 09" 1 HatiRCen TR Zan e gkl dhr e e B et ARS8 i 2"
2013/ 01267 1REFA SR MALAANIATLA 1S PhAMERILE on 4 paydndREHAb: BANREDRI NY:

receiving, by a Proxy SerV|ge Manager Server conputer, a consuner
5aut hent i catifess ofdbpiessdhdldern mobitrdsiviost  devi ce; transnitting the
consunmer authentication request to an Authentication Service Manager Server
conput er; Due to regulatory requirements in some jurisdictions, such as those mandated in

India, there is a need for remote payments assurance services that allow cardholder

15  authentication for a card-not-present purchase transaction to be performed by a

cardholder and verified by the Issuer FI. The systems and processes described herein

provide remote payments assurance services that satisfy that need. In particular, the

described systems provide the components needed for Issuer FI's and Acquirer FIs (and

their end customers, who are the cardholders and merchants) to satisfy such requirements

20  in a secure and efficient manner, and without the need for significant system changes.

In some markets, Issuer FI’s are reluctant to accept debit account transactions (for
example, by using a system such as the Maestro™ CNP system) because of the inability
to authenticate a cardholder (except for an electronic-commerce transaction wherein a
process such as that promulgated by SecureCode™ is used). The systems and methods
25  described herein provide Issuer FIs in those markets with a solution for the additional
authentication to be performed, and furthermore provide for other remote payment

channels such as IVR/Phone, Mail Order and potentially recurring payment transactions.
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recei ving a non-repudi abl e account hol der aut hentication val ue ("AAV")
token; generating a paynent authorization request that includes the AAV

t oken; 10woanswiied7ing t he payment aut horization request PCO/USR01AGASIHST er
financial institution (FI) Server conputer; receiving a paynent

aut hori zati on nessage; and transmtting, by the Proxy Service
Manager Server conputer, the paynent authorization nessage to the nerchant
device to enable a nerchant to conplete a 15purchase transaction with a
consuner. 2. The method of claim1, further conprising, prior to
transmtting the consumer authentication request establishing a secure

communi cati ons (i\qg?ﬂaﬁllts %dtx\@ uire ) Iazl)fsg )6 e%%rf . C‘% M%Qc?%%{i Sys %Téfgnfﬁ%%g{l%od

and the Aut hentication Servi hager erver nputer-

of claiml dumﬁfxemelshlfﬁllnelabﬂingsumeac@m hepattatar oor pmmtdeﬁﬁWpﬁemsan alias
or a surrogate factor. WO 2013/012671PCT/U82012/046443 4. The met hod of
claim 3, WP??@FIOWF diergocesssp devpibad hersing herssvet b leeesradaelatedmer

aut hent | cat chARSEINERL becqyse nRARE RN 8. AUDEARLARKEATSSEIT oo

Manager Serv conp Ias or the“surrogate factor to consumer
account 5i niMarmragti, oot orby alithelatcated thderdiardarvat alag egurated thé payrmadnt aefuest
generating a .non-repudi abl e AAV token; and transmtting, by the
Aut hent i catiUBAS &S RIPESS Manager Server computer, the non-repudi abl e AAV

token to the Pr %)égtl}%ecgycfhoﬁieybb it fronel rtl\llee(gescrlbrr%usglgtrems and processes because of
the additional security inherent in a process wherein the cardholder self-authenticates.
That is, in each of the described processes, the cardholder pre-registers with an
10 Authentication Service Manager before entering into any purchase transactions. When
initiating a purchase transaction, the cardholder provides information to authenticate him
or herself to the Authentication Service Manager Server computer for a particular

purchase transaction before a payment is made.

It should be understood that the above description and/or the accompanying
15  drawings are not meant to imply a fixed order or sequence of steps for any process
referred to herein. Rather, any process described herein may be performed in any order
that is practicable, including but not limited to simultaneous performance of steps
indicated as sequential. In addition, in some instances steps that are depicted or

described herein as being sequential may be performed in parallel in some embodiments.

Although the present invention has been described in connection with specific
exemplary embodiments, it should be understood that various changes, substitutions, and
alterations apparent to those skilled in the art can be made to the disclosed embodiments
without departing from the spirit and scope of the invention as set forth in the appended

claims.

20
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10 5. The nethod of claim4, wherein validating the consuner's account
information further conprises: retrieving a M5-1SDN nunber from a dat abase

stori ng cwoomsan26mbi | e devi ce dat a; t ransm t PCmgiS2@yp/otdig3
Aut henti cation Service Manager Server conputer, a 15chall enge/response
request to the MS-1SDN nunber; receiving an authentication response

wi th cardhol der credentials fromthe cardhol der's nobile device; and
val i dating the cardhol der credentials. 206. The nmethod of claim1, further
conprising, subsequent to transmtting the paynent authorization request to
an Acquirer Fl Server conputer: recei ving, by the Proxy Service

Manager SeR%ﬁfq?BﬂEﬁkﬁM pAspay ment aut hori zation deni ed nessage; and
transmtting fﬁe paynenF aut hori zati on deni ed nessage to a nerchant device.

25 WD 2013/012671PCT/ US2012/ 046443 7. The nethod of claim 1, further
conprising, prior to receiving the AAV token: receiving, by the Proxy
Servi ce Manager Seryer, conputer, an authentication failed nessage fromthe
Authenticagion ééFVﬁE@’%Hﬁ%&gﬁ*Server conput er; and

receiving, by a Proxy Service Manager Server computer, a consumer

5  authentication request from a merchant device;

transmitting the consumer authentication request to an Authentication Service

Manager Server computer;
receiving a non-repudiable accountholder authentication value (“AAV”) token;
generating a payment authorization request that includes the AAV token;

10 transmitting the payment authorization request to an Acquirer financial institution

(FI) Server computer;
receiving a payment authorization message; and

transmitting, by the Proxy Service Manager Server computer, the payment
authorization message to the merchant device to enable a merchant to complete a

15  purchase transaction with a consumer.

2. The method of claim 1, further comprising, prior to transmitting the consumer
authentication request, establishing a secure communications channel between the Proxy
Service Manager Server computer and the Authentication Service Manager Server

20  computer.

3. The method of claim 1, wherein the consumer authentication request comprises an

alias or a surrogate factor.
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transmtting a cardhol der authentication failure nmessage to a nerchant
device. 5 8. The nmethod of claim1, wherein the consuner authentication
request cwopnixags7one of an account identifier of a con®oFAS2&R04G43
pre-aut horized token. 9. The nethod of claim11, wherein receiving the
consuner authentication request 10further conprises receiving merchant
identification information. 10. The nmethod of claim9, wherein
transmtting the paynent authorization request to an Acquirer Fl Server
conputer further conprises transmtting the merchant identification
information. 15 11. The nethod of claim 10, further conprising receiving a
payrrent auLhor) AL eangEl GHo eSS BAPA%eE b IGuTR DRk NNL [T cat ] on

i nformation. t'sTassuranc sy§ﬁen1 |S|ﬁb a Proxy
Service tha@ﬁmxﬁaﬁMEﬁn@Mﬂ@u&@Em an Authenticatlon Servi ce Manager
Server conputer operably connected to the Proxy Service Manager Server
conputer; p%ﬁgltvzrtﬁé AltRangdtdh SeRaéd Mdhidp Sé%f'/&fmlﬁ%‘fpﬂie%'haé br
connunlcatlon mnth roxy Service Manager Server conputer; WO

2013/ 01267 HRCH1982Q 129toue498sumer accaunpayerartionet wor k oper ably connected to

t he Acquirer Financial Institution Server conputer; and an | ssuer
financi &l i nsti tvalidomgshke wesumenpueoert infoenatidny connected to the paynent
net wor k; wherein the Proxy Service Manager Server conputer receives a

consumer aut hentgesatfinia h@gtpatiablcNAE tokonc hadht devi ce, transmts the
consuner authentication request to the Authentication Service Manager

Server conput er trah§6RIiYE By dhdAlthentication Service Manager Server computer, the non-

repudiable AAV token to the Proxy Service Manager Server computer.

10 5. The method of claim 4, wherein validating the consumer’s account information

further comprises:

retrieving a MS-ISDN number from a database storing consumer mobile device

data;

transmitting, by the Authentication Service Manager Server computer, a

15  challenge/response request to the MS-ISDN number;

receiving an authentication response with cardholder credentials from the

cardholder’s mobile device; and

validating the cardholder credentials.

20 6. The method of claim 1, further comprising, subsequent to transmitting the

payment authorization request to an Acquirer FI Server computer:

receiving, by the Proxy Service Manager Server computer, a payment

authorization denied message; and
transmitting the payment authorization denied message to a merchant device.

25
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r epudi abl e account hol der aut hentication value ("AAV') token, generates a
paynment 5aut horization request that includes the AAV token, transmts the
payment awolorymadziion request to an Acquirer financial PoSttiScaRioass4g Fl )
Server conputer, receives a paynent authorization nessage, and transmts

t he paynent authorization nessage to the nerchant device to enable a
merchant to conplete a purchase transaction with a consuner. 1013. A net hod,

conpri si ng: receiving, by a Proxy Service Manager Server conputer, a
consuner authentication request conprising a consuner identifier and a
pre-aut horization token; transmtting the consuner authentication

request toan AHMSHIAGAL NSRS MRRSEE, SRISEeceRIRUbE AV RiGRET VI NG,

by the Proxy Service rver

account hol der aut henti catjop value .(" AAV" oken; generati . paynment
author | 2ation © disate dndbS PP sbats Hitadky SPREs RS 8 BRI ¢ ne
paynent autthidd dedsh QfréR AeAhithb i ARSI deVIaddgBASGV & comfpritdrt afd on (FI)
Server conputer; 20receiving a paynent authorization nessage; and WO

2013/ 012671PCT/ YS2GA 2 QS dAdholder authchABRBhtthil g mB¥gk Sa R{ePc?h\éntfiﬁeRrYée? e

Manager Server conputer, the paynment authorization ssage to the nerchant
device to enable a nerchant to conplete a purchase transaction with a
consuner. 514. The nmethod of claim 13, further conprising, prior to

Lrans L4 NSO G PP S8 ik SIS Lune iR AR S0y RRE

conmmuni cati-ons
one of an account identifier of a consumer and a pre-authorized token.

9. The method of claim 1, wherein receiving the consumer authentication request

10 further comprises receiving merchant identification information.

10.  The method of claim 9, wherein transmitting the payment authorization request to
an Acquirer FI Server computer further comprises transmitting the merchant

identification information.
15

11.  The method of claim 10, further comprising receiving a payment authorization

denied message based on the merchant identification information.

12. A remote payments assurance system, comprising;:
a Proxy Service Manager Server computer;

an Authentication Service Manager Server computer operably connected to the

Proxy Service Manager Server computer;

an Acquirer Financial Institution Server computer in communication with the

Proxy Service Manager Server computer;
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Servi ce Manager Server conputer and the Authentication Service Manager
Server conputer. 1015. The nethod of claim 13, wherein the consuner

aut hent i caDi20r8/Mnequest conprises an alias or a surrogat @Crast@r/046416. The
met hod of claim 13, further conprising, prior to receiving the AAV token:
receiving, by the Proxy Service Manager Server conputer, an authentication
15failure nessage; and transmtting the authentication failure nessage to a
mer chant device. 17. The nethod of claim 13, further conprising,

subsequent to transmtting the paynent authorization request to an Acquirer
FI Server conputer: 20receiving a paynent authorization denied nessage; and

transm tting the poiIEnt. SUANGLIER! L0 AEPl e BS5305:1 87 FREGha! devi ce.

.ch
18. The met hod of arm recei ving € ‘consuner aﬁ%ﬁgﬁglcation
request furSches cempwet;sasl recei ving merchant identification information.
WO 2013/ 012671PCT/ US2012/ 046443 19. The net hod of claim 18, wherein

transmtting thenpayeeMandil IRfiuGsh k@Rl RAMRE: opBraBly ARAIEERI the pa3ghiner
conput er further conprises transmtting the nmerchant identification

i nformati ometv®IRD. The method of claim 19, further conprising receiving a
paynment authorization deni ed nessage based on the nmerchant identification
i nformati on. wherein the Proxy Service Manager Server computer receives a consumer

authentication request from a merchant device, transmits the consumer authentication
request to the Authentication Service Manager Server computer, receives a non-
repudiable accountholder authentication value (“AAV”) token, generates a payment

5  authorization request that includes the AAV token, transmits the payment authorization
request to an Acquirer financial institution (FI) Server computer, receives a payment
authorization message, and transmits the payment authorization message to the merchant

device to enable a merchant to complete a purchase transaction with a consumer.

10 13. A method, comprising:

receiving, by a Proxy Service Manager Server computer, a consumer

authentication request comprising a consumer identifier and a pre-authorization token;

transmitting the consumer authentication request to an Authentication Service

Manager Server computer;

15 receiving, by the Proxy Service Manager Server computer, a non-repudiable

accountholder authentication value (“AAV”) token;
generating a payment authorization request that includes the AAV token;

transmitting the payment authorization request to an Acquirer financial institution

(FI) Server computer;

20 receiving a payment authorization message; and
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21. A renpte paynents assurance system conprising: a Proxy Service Manager
Server conputer; an Aut hentication Service Manager Server conputer
oper abl y wonnssatiecf1t o t he Proxy Service Manager Server @ORS2@ER/046443 an
Acquirer Financial Institution (FI) Server conputer in comrunication with

t he Proxy Service Manager Server conputer; a paynent network operably
connected to the Acquirer Financial Institution Server conputer; and

an Issuer financial institution server conputer operably connected to the
paynent networKk; wherein the Proxy Service Manager Server conputer
recei ves a consuner authentication request conprising a consunmer identifier
and a pre-aut ho o, the catl on
request to the A a?ﬂé ?11‘1%“5’%’:% lrge?{\%gcfzvil &8}; g%"rvée%?ﬁigg%pufg Iﬂ%ﬁecel ves a
non- r epudi abﬂ@@@tﬁhuﬁéé@@é&@ﬁh@mbﬁﬁﬂiﬂdéaicb aenadl deemErcAML 1) cbﬂﬁb%ﬂ; a gener at es
a paynent authorization request that includes the AAV token, transmts the
paynent autPHERhRSEINsRCtos, §CQyuRe Acquirer FlI Server conputer, receives
a paynent authorization nmessage, and transmts the paynent authorization
nmessage to the 15 nerchant device to enable a nerchant to conplete a
purchase transaction with a consunmer. WD 2013/012671PCT/ US2012/ 046443 22.
A net hod, dénpr iTiemgethod of claimelkifwitivg cotnprising.Autoh éntrarcsatiiting tiBeconsemeVanager

S i, ds fi tching.th f t
dat o st or cdicdhal BFRE: CutfaRbkEr g A ENAR UG Peep Brsech BRIBEE To o
consuner deyihges Maf&Rk $eRer @orﬁ@&&%& tﬁ@ﬁﬁ@l@ﬁﬁ»‘caftlbﬁ Behi@ VRRRIBEvEeVi Ce;

generating a non-repudi abl e t oken;
computer.
10 15. The method of claim 13, wherein the consumer authentication request comprises

an alias or a surrogate factor.

16.  The method of claim 13, further comprising, prior to receiving the AAV token:

receiving, by the Proxy Service Manager Server computer, an authentication

15  failure message; and

transmitting the authentication failure message to a merchant device.

17.  The method of claim 13, further comprising, subsequent to transmitting the

payment authorization request to an Acquirer FI Server computer:
20 receiving a payment authorization denied message; and

transmitting the payment authorization denied message to a merchant device.

18.  The method of claim 1, wherein receiving the consumer authentication request

further comprises receiving merchant identification information.
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transmtting, by the Authentication Service Manager Server conputer, the
non-repudi abl e AAV token to a Proxy Service Manager Server conputer. 10

23. The meOhows/waRe7el ai m 22, wherei n mat chi ng t he consumecTiu$eniofid4es to
data stored in a database further conprises retrieving a Ms-1SDN nunber
from a database storing consunmer nobile device data. 1524. The met hod of
claim 23, wherein transmtting the chall enge/response request conprises
transmtting the chall enge/ response request to the MsS-1SDN nunber. 25. The
met hod of claim 22, further conprising, subsequent to receiving the
consuner identifier: 20failing to match the consuner identifier to data

stored in the d X . tra 1 L1 nticati ilure
nmessage tolghe g%%3%§ é%@?%%nhg%g&g%m@%%%%%ﬂ%%&%ﬂp%&@gﬁEgﬁgﬁﬁgﬁﬁé%1@% of
claim 22, when dlcguitdre] Sengusemhputdefikthtt @m@asprusedttidgehomheihambal i as or a
surrogate factaor. . WD 2013/ 012671PCT/ US2012/ 046443 27. A renpte paynents
assurance d9EsRLGAREIMaIOY: a Proxy Service Manager Server conputer;

an Aut hentication Service Manager Server conputer operably connected to the
5 Proxy Service Manager Server conputer; an Acquirer Financia
Institution (FI) Server conputer in conmunication with the Proxy Service
Manager 5Ser20er ddwmorteed of claim 19, further comprising receiving a payment authorization

denied message based on the merchant identification information.

21. A remote payments assurance system, comprising:
a Proxy Service Manager Server computer;

an Authentication Service Manager Server computer operably connected to the

Proxy Service Manager Server computer;

an Acquirer Financial Institution (FI) Server computer in communication with the

Proxy Service Manager Server computer;

a payment network operably connected to the Acquirer Financial Institution

Server computer; and

an Issuer financial institution server computer operably connected to the payment

network;

wherein the Proxy Service Manager Server computer receives a consumer

authentication request comprising a consumer identifier and a pre-authorization token,
10 transmits the consumer authentication request to the Authentication Service Manager

Server computer, receives a non-repudiable accountholder authentication value (“AAV”)

token, generates a payment authorization request that includes the AAV token, transmits

the payment authorization request to the Acquirer FI Server computer, receives a

payment authorization message, and transmits the payment authorization message to the
15  merchant device to enable a merchant to complete a purchase transaction with a

consumer.
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a paynent network operably connected to the Acquirer Fl Server conputer;
and an |ssuer FI server conputer operably connected to the paynent network;
10wher ei rwohe13Auedrent i cati on Servi ce Manager Server conmpaTaS201e0eiNeEs a
consuner identifier, matches the consuner identifier to data stored in a
dat abase, transmits a chall enge/response request to a consuner device,
receives a correct response fromthe consuner device, generates a

non-r epudi abl e AAV token, and transmts the non-repudi able AAV token to the
Proxy Service Manager Server conputer. 15

22. A method, comprising:

receiving, by an Authentication Service Manager Server computer, a consumer

identifier;
matching the consumer identifier to data stored in a database;
5 transmitting a challenge/response request to a consumer device;
receiving a correct response from the consumer device;
generating a non-repudiable AAV token; and

transmitting, by the Authentication Service Manager Server computer, the non-

repudiable AAV token to a Proxy Service Manager Server computer.
10

23.  The method of claim 22, wherein matching the consumer identifier to data stored
in a database further comprises retrieving a MS-ISDN number from a database storing

consumer mobile device data.

15 24, The method of claim 23, wherein transmitting the challenge/response request

comprises transmitting the challenge/response request to the MS-ISDN number.

25.  The method of claim 22, further comprising, subsequent to receiving the

consumer identifier:
20 failing to match the consumer identifier to data stored in the database; and

transmitting an authentication failure message to the Proxy Service Manager

Server computer.

26.  The method of claim 22, wherein the consumer identifier comprises one of an

25  alias or a surrogate factor.
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27. A remote payments assurance system, comprising:
a Proxy Service Manager Server computer;

an Authentication Service Manager Server computer operably connected to the

5  Proxy Service Manager Server computer;

an Acquirer Financial Institution (FI) Server computer in communication with the

Proxy Service Manager Server computer;
a payment network operably connected to the Acquirer FI Server computer; and
an Issuer FI server computer operably connected to the payment network;

10 wherein the Authentication Service Manager Server computer receives a
consumer identifier, matches the consumer identifier to data stored in a database,
transmits a challenge/response request to a consumer device, receives a correct response
from the consumer device, generates a non-repudiable AAV token, and transmits the non-

repudiable AAV token to the Proxy Service Manager Server computer.

15

33



