.21 DEC 2004 WO 02/ 03196 PCTI USA /19325 PROTECTI ON OF BOOT BLOCK DATA AND
ACCURATE REPORTI NG OF BOOT BLOCK CONTENTS 5 |I. Field Th Hege?qﬂl

relates to the field of data security. In particular,

rel até@o0¥/e318h appar atus and nethod for protecting |an@Frf@,bi,q)§32§nd
accurately reporting this information within an electronic system 10 2.
Background Personal conmputers (PCs) typically include different types of

st or adRQEHPdeShOE BOQT BLOCE DY g ANIDEA CAURATEREPORENG Gff BO@YE conponent s

i ncl ude random access nenor 3 @Wd-only menory (ROM), and nenory
devices that are |ocated exter PC (e.g., hard disk or a floppy
disk). To Ioad an operati ng systemon a PC, it is necessary 15 to
initialize or "boot" the PC by | oading and executing boot code. Because the
PG, typically 'I-? l‘!‘mabl e to access external devices until after it is

boot ed, the bodt-code is stored internally within the PC. Typically, a ROM
conponent This msention clatsdo tetfak dﬁdﬂhs&bﬁd@ Inle‘arﬁculIl@th E9elRion normal |y

refer iS. 0 and executed. The
boot &%gestgf%c |I§R§OGA) %‘9’55‘1 for profes ’&‘3{655@08 anzf‘uf)‘i.?f“iawfﬁm heg¥¥em (Bl OS),

(ii) inbagatidpeviBiiOs ¢lewtronissgtant.i on, and (iii) pass control to the BIOS. In
addition, current platformdevel opnents nmay now require the boot block to
re(fort each step of the boot process to a hardware device referred to as a

ust ed g} atf Beekigmddl e (TPM). Defined by the Trusted Conputing Platform
Al li ance, h a f the oot rocess for 25
subsequentPE {%gr;[g é\l'?‘?rg?t%}{ygﬁ%lﬁgﬁf%éneguoﬂsrfﬁgpcf H%S J%BPBE%ESS occurred as
... EXpede &dre programs prokiata. él‘hmrstmargeobmpbnsadmmdagas@mecsﬁxaﬁmze t he boot
"-~b| oc I e of  th ot process to
;,t %@_BW o enr% %?m{;r? l%?sé 3?8 l?‘%fﬁge tﬁf"&ﬁc’t fe boot bl ock
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C1r5yptt&£h§m9é&‘%8t‘ e POy toatlln &d%ﬁ&u{iﬁﬁqo@#rﬁeéaﬂb Sg{;o“ to the TPM

Additionally, this co ni cat ween ot block and the
TPM ey lmmbie@@@qmstcwmelrﬂeymumh@ebao: bdvkedcthe beotgnddhiasedbl e.  However ,

thi' s ;iErRkiIfORithih $he PC.
Typically, 2 ROM component is used to store the boot code. This boot code,
normally referred to as “boot block,” is obtained from the ROM and executed. The boot,
20 block is coded to (i) locate Basic Input/Output System (BIOS), (ii) load the BIOS for

execution, and (iii) pass control to the BIOS. In addition, current platform developments

.may now require the boot block to report each step of the boot process to a hardware
device referred to as a “trusted platform module” (TPM). Deﬁ.ncd by the Trusted
Computing Platform Alliance, the TPM records the operatzons of the boot process for

) 25  subsequent verification by a challenger that the boot process occurred as expected. This

poses a number of dtsadvantages o , o

For example, the boot block would now need to rehably report the stcps of the boot
process to the TPM. Thus, to ensure reliable transfcr of this data, the boot block would
likely require data processing functionality in order to perform cryptographic operations

30  on the data before submission to the TPM. ‘

Additionally, this communication protoco! between the boot block and the TPM
would be trustworthy only if the boot block is unchangeable. However, this protocol is
unable to detect modifications to information regarding the boot process originating from

the boot block or replacement of the ROM itself,
1



unable to detect nodifications to information regarding the% qogﬁ pﬁqﬁgss
originating from the boot bl ock or replacenent of the 18
DEC 2004 WD 02/03196 PCT/ USO /19325 BRI EF DESCRI PTI ON OF THE DRAW NGS The

f eavr@®3med advant ages of the present invention w lpeThgepimapparent from
the follow ng detail ed description of the present invention in which: 5
Figure | is an exenplary enbodi nent of a platformpracticing the invention.
Figure 2 is an exenpl ary enbodi nent of the packaged |IC device enpl oyed
within the platfor rﬁ%mm%ﬁmxeml ary enbodi nent of
the TPM of Figure 2 di ment of a flowchart
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The esen i nventio el ates to an apparatus and

Fi gu
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t he act d| ng t bl ock ry dev Thi s bi ndi ng,

whi ch ma %‘ pﬁ?ﬁ ?‘3?’ c%@‘?'&‘&?tl‘\?ﬁ’ﬁ?f’%ﬁéw ﬁ%tcﬁﬁ’rn&g’ﬁ ‘ﬁwﬁlﬁ’&hanl sms, al |l ows

t he fephtfomxddiguad Bl y report the identity of the boot bl ock wi t hout

reli ance pon a$% i nt ery eni n evi cgéﬁgg{gg{]%#p rtain details are set forth

in order ‘8™ \7?5’5’“5’%8’?1 R Ag'6F 20 the present invention.

It is ap'p‘gumt.smeanwr;sanbmﬁmandfmawc}ﬁzhl;n.hsnanngttheoperrﬁnonhowever that the

S nti on d t hrough many enbodi nents ot her that

ﬁos‘%rmﬂ“q EW,SP(QE{EB%@%EHIER% Efrcuits are not set forth in detail in
order to avoid unnecessarily obscuring the present invention. In the.

~f 0l | owm ng description, certﬁé&élﬁL ”IIQO| ogy is used to discuss features of

«.dhe 25 present invention. Fot=exafpt-e, a "platform' includes any product
t hat per T presentopesntibn oildesftorn spplamammmcﬁmatfgrsirmcamg veri fication of

t h f th tf | ud but t

€ u?é@’fa@ugﬂ %Hed: cpxg)rgt%lggg;%%%?ns Sthis ln@(g[rngx%o? thgln an elec gwalc ijos em. | é:)r (l;pfa " g er 3;}3, ng
lﬁor hs@é@l@mtheanmn@mmmsgm &t ofisisdisg ‘dmﬂ‘PM toct bvet bloakndethalyd, etc.);
CO”‘M& C%ﬁs%ncﬁr?ﬁ;"nm%%ay(b% pgysﬁ%l Eﬁbgﬁiy%ﬁgéﬁryptogr%phlp le, etc.); a

tel evision set
mechanisms, allows the TPM to accurately report the identity of the boot block without

reliance on any intervening devices.
Herein, certain details are set forth in order to provide a thorough understanding of
20  the present invention. It is apparent to a person of ordinary skilf in the art, however, that
the present invention may be practiced through many embodiments other that those
illustrated. Well-known circuits are not set forth in detail in order to avoid unnecessarily
obscuring the present invention.
i ) In the following deseription, certain terminology is used to discuss features of the
25  present invention. For example, a “platform” includes any product that performs
' operations for subsequent-analysis and verification-of the platform®s boot process.
Examples of the platform include, but are not limited or restricted to a computer (e.g.,
desktop, a laptop, a server, a workstation, a personal digital assistant or other hand-held,
etc.}; comrmunication equipment (e.g., wireless handset, facsimile, etc.); a television set-
30 top box and the like. A “link” is broadly defined as one or more information-carrying
mediums such as electrical wire, optical fiber, cable, trace, or even a wireless channel

using infrared, radio frequency (RF), or any other wireless signaling mechanism.



30 top box and the like. A"link" is broadly defined as one or nore

I nformation-carrying nediuns such as electrical wre, optkqal gfq 2@

cable, trace, or even a wireless channel wusing infrared, radi @J{Jency

( RF) , wexozepeot her wi rel ess signaling nechanism 2 2 pcPigGo84 WO

02/ 03196 PCT/ US01/ 19325 In addition, the term"information" is defined as
one or nore bits of data, address, and/or control. A "software nodul e"

i ncl udes cddedditien, thevtitren™iefkeetive’tis dqﬂ"eTeﬂesmB:camcﬁebisaifrdat’a,Luaaﬁeis@n Exanpl es
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“hash v ntgy subs antiall S I ze than the
ori gi Ha (fHu ht dl?ﬁal%%'m ?CI | s 5:%ln : é‘ofl A&y e WPC&%{E@C&& s, al1l
conver[bgimhsmhamneﬁlgomtgmr@sm nAmtImItypermf mytogﬁplpebimﬁtmdnvom&er ring to

r strative enbodi mrent 15 of a
o1 S'f SachingSflrehy T ly Aol bE BT in B3 s o S a1 or m 200
conpr iXfies, thia representear, referd ttaasrne‘ImsIMahmhbr ofidéntilfiet’Mskhbsthdfallya syst em nenory

=130, nd a acka i nt egrated
¢ di rcu?étg“ I %@ %é&“%%@%%& lLkEISEC Pr%mgétcgyagﬁ °§’5‘ish goot process of

t he prenvksiomofg@.orighel p&mhagednay@cpde’vmmd 150 features a boot bl ock nmenory
unit 220 cﬁmki&’?%ﬁz@ lp!ufaé{cx% %Hédﬁ gég?oﬁanlius(%ra g%%{'llf QEd Ln Figure 2. As

shown in Figure roces S5HLY [M¥ ocessi ng unit
ofl5angfa RIMOMMWQSG%MMU&@ lsabomll eXhej piafcmudnn osmgisks conput er s

(a SCL roE@sg&Clqgah%ﬁrﬁr%ﬁﬁo@ﬂu@ﬁhtectufe sfert BRGey LYELY | ONg 1 nstruct | on

arc n one ment, the processor

110 i @P@&M fomtrel IAIitI ECHhE0) ande qeebaged infeeertid cincrit (1€) (Id:v,&)c Isocessor, such as
[he | #n R i<l oo theBoofbkeS or thepiforf 108! AL g&eﬁaﬁ?ﬁ feadi ment. the

processor 110 may include multip rocessing unit d together
device 150 featurés a boot block memory umt 220 and a trusted platform module 230 as

20 described in Figure 2.

As shown in Figure 1, the processor 110 represents a central processing unit of any
type of architecture, such as complex instruction set computers (CISC), reduced
instruction set computers (RISC), very long instruction word (VLIW), or a hybrid
- ) architecture. In one embodiment, the processor 110 is compatible with the Intel®
"~ 25  Architecture ([A) processor, such as the IA-32 and the IA-64. Of course, in an alternative

embodiment, the processor-110 may include muitiple processing units coupled together

over a common host bus 105. : _
Coupled to the processor 1 10'\(ia the host bus 105, the MCH 120 may be integrated
into a chipset that provides control and configuration of memory and input/output devices
30 such as the system memory 130 and the ICH 140. The system memory 130 stores system
code and data. The system memory 130 is typically implemented with dynamic random
access memory (DRAM) or static random access memory (SRAM).



over a comon host bus 105. Coupled to the processor 110 via the host bus
105, the MCH 120 may be integrated into a chipset that prgv]i qﬁq;%ggrol
and configuration of nenory and input/output devices 30 such as the system
menyg 0@@gseand the | CH 140. The system nenory 130 stuon@iesyshem code and
data. The systemnenory 130 is typically inplenented wth dynam c random
access nenory (DRAM or static random access nenory (SRAM. 3 2 1 DEC 2004
WO 02/ 031%%e FIET 14504y 493R5niEreted Gitd 4 dfipseRypcthe Or RParkiRiRE @ted into a
chip t t rate fromth 120 to perform 1/0 functions. As
shomﬁ%ﬁg@%éé%ﬂgbgjﬁg%pﬁ AR supiorts commuisatiRBged | C devi ce 150
vi a withithel@okagad $0 devtideel 5D €H [ Q66 WDIPE tReSICEDMULBpfoRE I ONS W th conponent s
coupl t her.links such a Peripheral Conponent 5 Interconnect (PCl)
s sofmhcdlonElih £ SorfiE g b bt 1B Tl atmrrphantComeenentr ¢ ) an |
| hdu tteryorBeat (BIAN) Busatehy seated feqicnSAk ¢ 66 megalidiiz VRIS 1058m2l Bus (USB) or
anot ga ablig C n%ﬁggrg%\%.tt%uaggi uwe};e t.architecture than those briefly
ment  Griéd. SHPEET APt 3 UsyersplaerieBysgH8RMged | C devi ce 150
may bwterphspafigirad with didfffeeneathieabedhdRidse bhaiy desphided above. For
exanpl e, ackaged | C deyice 15 /| be enpl oyed wthin the | CH 140.
Thus, t heé%g)g%ﬁ’glglsggg%ﬁﬁ?gﬁ‘aﬁ? Ha“??ﬁcé?% Hg%?ﬁ Irdmayibs epmioygshisk age t hat
pr ot ediffsrenbintedihat dgn desedbediabouti FosgxampROhE dhckEgetiiChictibersof unctional ity of
e fernnl . | gure an exenpl ary . enhodi mnent of the packaged
?éc]: dé%%é%g?ﬁ%ﬁ %@%&ﬁﬁ%%ééég@ﬁpﬁg&aﬁggﬁﬁﬁwﬁ@“%orrpri ses one or- nore
i nt eguiwdiment isthapackagslitiset pobtetss oviet intepratedRirodiflassteiaRaSkMmaR: 200 such as an IC

spackage. 9. ri overing a renovable daughter card and the |ike. For
ol hi sﬂg&nggﬁf%%?heﬁ}l%ackaged | C device 150 conprises a single integrated

“circuit Re@riingtodiigung2,anktaatplivy emkodimentiof thdpatkage I devie® MBI cation with a

t 2 230 link 240, Thi | ngl e int t ed
S IR Gl 3 e R

circurt onincrea ring
Tomwithicapiotrtvepsciugs 200 heh boat IQRChze clkcartHtg opviHiigta rédévadRd t he TPM 230.

B W B SRR bt D000 000,
ci r singlegntegrated circuit 210 featuring a boot block memory unit 220 in communication
with a trusted platform module (TPM) 230 over a link 240. This single integrated circuit
implementation increases the difficulty in monitoring communications between the boot
20  block memory unit 220 and the TPM 230. Of course, although not shown, it is
contemplated that the boot block memory unit 220 and the TPM 230 may be implemented
as separate integrated circuits:
As shown, the boot block memory unit 220 provides both boot services 250 during
' ) initialization and boot information to the TPM 230. For example, the “boot services” may
25  include a root of trust such as a boot block code executed at the start of the initialization
process of the platform 100 to locate, load and-pass control to the BIOS for example.
However, it is contemplated, however, that the entire BIOS may be substituted for the boot
block code described above. The “boot information” may be an image of the boot block
code or multiple sub-images that collectively represent the boot block code, which is used
30  tomonitor the boot process.
Referring now to Figure 3, an exemplary embodiment of the TPM 230 of Figure 2
is shown. The TPM 230 comprises an input/output (I/0) interface 300, a processor 310,

and memory 320 (e.g., volatile and/or non-volatile). Herein, the processor 310 is

4



As shown, the boot block nenory unit 220 provi des both boot services 250
during initialization and boot information to the TPM 23% FB;B. eéﬁﬁlp

the "boot services" may 25 include a root of trust such 1 go ock
code WQ@203186l at the start of the initialization progegsuntnsire platform
QU to locate, | oad and pass control to the BIOS for-exanple. However, it
I s contenpl ated, however, that the entire BIOS may be substituted for the
boot chifigukeddo deceshagdain baderdbilie the'ﬁmndrbﬁﬁl(eignfsﬁwmt inodilesyay be an i nage of
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I nf or |l ock, me en s bsequent to

t hat gﬁff;g@ ét%t%@o&?ﬁiég%cggg% mﬁ‘%%of Laﬁgﬁsmgnﬂgg%se%g‘i‘ﬁf‘ on on the 5

boot usefforlatet stemt-upn Thisid adess wedre,dint lesbantehsiveefronB8Procebbiag boot bl ock

g %A(@E 30 is stored in nmenory 320. For one enbodi nent, the boot bl ock
entl 30 is calculated for each start-up of the platform 100. In

anot her enfBimdany duringioiieliztion, vhrous saftwdré motuléschenproties to ti:3IPMs cal cul at ed

=uf OF f i || ry. for subsequent

lse 750 Bbmpldbtng Roaek AN S P At KON Sl B ecrBbn Ve T rom a
pr oce¥$i exevena SiSdnrtisodwiskhnis k aettipn ofthe oprpting systeat thatds loaded it | ous sof t war e

nmodul es include BICS

340, %%%f%"%’ '?’E‘%'lygﬁgﬁé %&*’Eﬂ%’o t%ﬁég‘u”g‘ﬁé‘%%?g& %am m{ED& | oader 360

whi chmpcbxl%s%@rlﬁﬂmdaéﬁqan@ndn@maahashg)w@nmmm cq:rsesmmldxgd into the system

ME DI Yerditirsi3d 5 CHAL tem As an option, these

15 m)dul esrs??%g ﬁgélmg?dﬁg%(&)&gsggﬂﬂﬁﬁﬁa@&%ﬁ % gééiratlon to produce

cor r espondibaFPM 2¥hfrther sesgorsia & m@serraqmstségmfa@hal eng®r Ause in verification

by a ‘%Ha?}lché‘é?@ﬁﬁy bd By eld2¥brtid Qeviddhilkal the BRENRIS: &voh LAGHItYmeequest s from a

chal | enger
platform. The ‘inquiry request” may be in the form of a challenge message, namely

20  information encrypted with keying material (e.g., a public key of TPM, symmetric key,
etc.) accessible by the TPM 230. In response, the TPM 230 provides TPM services such
as a digital signature featuring the boot block identifier 330, keying material, certificates
and the like. '

) Referring to Figure 4, a flowchart illustrating the operations during initialization of

25  the platform 100 of Figure | is shown. Initially, the packaged IC device is directly
attached to a substrate of a platform by soldering for example (bleck 400). If the packaged
IC device is coupicci to a socket, a logical binding should exist between the socket and the
packaged IC device. During initialization, the boot block memory unit loads and records
its boot block identifier into memory of the TPM (block 410). Next, the boot block

30 memory unit locates and loads the BIOS for execution (block 420). The BIOS (ora
representation thereof) is provided to the TPM and a BIOS identifier is recorded (blocks
430 and 440). Thereafter, the BIOS loads its extensions and the OS Loader and provides

these extensions and OS Loader (or representations thereof) to the TPM for recordation,
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."chall enger” may be any el ectronic device within the platf n
external to the platform The "inquiry request” nay be in?rlﬂggi;o?[mq’of a

chal | enge nessage, nanely 20 information encrypted with keying nmateri al
(e. gvo omo3pusbl i ¢ key of TPM symetric key, etc.) aoeasgobheszby the TPM
230. In response, the TPM 230 provides TPM services such as a digital
signature featuring the boot block identifier 330, keying material,
cert idsptive s (blaaheld30) 860, Hk@andRSDE I ThereaftdrpthE BYDS pasdes cantrdlawwteart il lustrating
themﬁ% raisi S q}%ing initialization of 25 the platform 100 of Figure | is
show> 4% 99#*0}he packaged I C device is directly attached t6 a
SUbit l’a:jel‘}&feaﬂcrpihaﬂﬂ’mcfmbysplsﬁgﬁefnhmg rE@lEsteXraﬂnl (Qla(lfbigleﬁtlé 430). Il;-] tlhg
pac ed, IC device is coupled.to, a,.socket, ogi.ca i ndi ng shou exi st
Do W inas Ao e SR et i 1 BeteP e b o § pati on. e
beot thif 1€ Klatf@Erishyuld bellave apgisexpatednemacdsr aniinended@urpgoback identifier into
menory of the, TPM (bl ock,410). Next, the boot. bl ock 30 nmory unit | ocates
ond | badsW bR BRSO RS PR it T onsyo Ty BRbYGROL
repr &&mg&a%}imﬁ hbﬁhﬁﬁﬂc)i'tg Be Wn@miadﬁxda ﬁmithlbeen'EEWﬁﬁkdxsanc{BEﬁBgtibﬁe ntifier is
recor ded. qcks . 430 and 440). Theregaf.ter e, Bl opds its extensions
nd bl M e ranboliErEy 6y ML o BLERE e Bh Ve P ER aer (o
r epr gparhab pesdns shite®nithe ArototwichiMniaition peraiitkaid Giemel t@lid DEC 2004 WO

/0311119,6 PCT. _US%B’{ 193 r.esgaectively (bl ocks 450, 460, 470 and 480).

er ¥itliip die spirif andeceps BBt rol to the OS Loader (bl ock 490).
Thereafter, the TPM can response to inquiry requests froma challenger to
=gdeterm ne that the platformhas been initialized and is trusted. The term
w.strusted" means 5 that the platformshould behave in an expected manner
for an intended purpose. Wile this invention has been described with
reference to illustrative enbodi nents, this description is not intended to
be construed in a limting sense. Various nodifications of the
illustrative enbodi ments, as well as other enbodi nents of the invention,
which are apparent to persons skilled in the art to which the invention

pertains are deened to lie 10 within the spirit and scope of the invention.
6 2 1 DEC 2004 What is clained is:




1. An integrated circuit device conprising: a package; a boot block nenory
unit covered by the package, the boot bl ock nmenory unit tg provi de_ boot
information to a trusted platformnodule; and the trusted ﬂl&ﬁﬁbiﬂﬂhndule

i n conmuni cation with the boot block nmenory unit and including a processor
and a nenory, the trusted platformnodul e, covered by the package, to
perfornms a hash operation on the boot information to produce a boot bl ock
identifier for storage within the nenory. 2. The integrated circuit device
of cl4Ph? ¥@MRALY ein the trusted platform nodul e and the boot block menory
uni t e ed.on.a single integrated circuit. 3. The integrated circuit
deviégLH?QQ?%?éﬁ%?Q%ﬁgfépﬁﬁ%ﬁ% boot information includes an i mage of a boot
bl ock ,eQqdge: 4. The integrated circuit device of claim1, wherein the boot

bl ock nmenory unit |ocates a basic input/output system (BIOS) and | oads the
Bl OSz bodtBloti@erthbny Shiesbvpleab§ M macrage) ltte bobt bicth encimphyagitad @dvidd bootii t devi ce of
cl ai imfofimatioh &r ®irestedipdatbmusibdide; phdit f or m nodul e perfornms a hash operation on
the BIOS to produce a BICS identifier for storage within the nenory. 6. The
i nt efiedusted Ratiogminodde i eommnicatioaiwith #he bepldresk memey Wit asd ieeludin%d f or m nodul e

er f BPARSSY a4 8 Fremgpe thadnusipd plATasMRpdile. GoMered Poie parka R8, 18PN ext ensi on
P RSRER OB e B aHSTRH { BiEHES 2850 Hpc %ﬂ&f?ﬁggégwaﬁ?‘%@ gg%a@fy e The

integrated circuit device of claimb5, wherein the trusted platform nodul e

perf%ﬁmﬁ_i RS ircAPRNRL bPIIAN, FRerSP Bled bR RN FBa(3hd edd&ThidcR Produce an
CS i fgMblyluhiBhre eRiplofddrA08ngM ihfebMteiRfcuitmenory. 8. A platform conprising: a
processor; an input/output control hub coupled to the processor; and an

integrated circuit device coupled to the input/output control hub, the
i nt e§riak adegcateccanciit dbgice ofclaimdnphérge $redopatiragton ipclddeg st dtbgplobd et m nodul e
covebieck doge.t he package, the trusted platform nodul e conprises an interna
menory and adapted to (1) perforns a hash operation on one or nore boot

inagsﬁhof‘g 0 trq gck f?qe tg ngﬂy e % o% bIo%k i engbféén for storage
t h ieor ety d Ty URIOGTIFS ® PEuest  f

chal i”%%gaffutsﬁ%rﬂ & ﬁ%@%%@%}‘ﬁ%%?éﬂﬁ" 5%@?%%’% %‘)ﬁﬁ@"ghﬁ Y ock o o
and 7

5. The integrated circuit device of claim 4, wherein the trusted platform module performs a hash
operation on the BIOS to produce a BIOS identifier for storage within the memory.

6. The integrated circuit device of claim 5, wherein the trusted platform module performs a hash
operation on a basic input/output system (BIOS) extension to produce an extension identifier for
storage within the memory.

7. The integrated circuit device of claim 5, wherein the trusted platform module performs a hash
operation on an Cperating System (OS) loader to produce an OS identifier for storage within the
memaory.

8. A platform comprising:

a processor;

an inputfoutput control hub coupled to the processor, and

an integrated circuit device coupled to the input/output control hub, the integrated circuit device
comprises

a package,

a trusted platform module covered by the package, the trusted platform module comprises an internal
memory and adapted to (1) performs a hash operation on onhe or more boot images of a boot block
code to produce a boot block identifier for storage within the internal memory and (2) respond to an
inguiry request from a challenger by providing information including the boot block identifier, and



2 1 DEC 2004 a boot block nmenory unit in comrunication with the trusted

pl at f or m nodul e and covered by the package, the boot bl o?kal r@f@r@g gfrnit to
provi de the boot information to the trusted platform nodule : g

pl atformof claim8, wherein the trusted platform nodule and the boot bl ock
menory unit of the integrated circuit device are enployed on a single
integrated circuit. 10. The platformof claim8, wherein the boot

i nformation provided by the boot block nmenory unit of the integrated

Ci I CHibbot BRIk MEmbRGhik ARSmMDNitaee @itttthe Guhienilatikd alodeedrd caldred Bhtrepl at f or m of
cl ai padkagemnebestbidck enemortunivtoqedviderinoisopt infoirhatiof td thetristddagptiatre chodule.cui t
device locates a basic input/output system (BIOS) and |oads the BIOS into
the trusted platformnodule of the inte rated circuit device. 12. The

pl at Poftmpistion eficleim &, wheredy tbe fustedeplatior meguimpnshthebagt RiBgk MY ugitRl thent egr at ed
ci r c litegraiRaAireuit deyigs pris1emPloxed R siRgiRIpisaals © ‘ﬁ"tt he BIOS to produce a BIOS
identifier for storage within the internal nenory. 13. The pl atform of

cl ai g &, J.-ﬁ.'o?crg gr%mﬁ'e oBhdoidtb r&uh&a rstfmé Bt bIBLAGAd thif  CUI |
devi 4 i Pt do S BB or b8t l'output “system (Bl C5)
ext ensi o to produce an extensi on |dent|f| er for storage within the

internal nmenory. 14. The platformof claim8, wherein the trusted platform
moduh £ Teé plhatiemi ontigigr & v ereiitiechtiot bishk\metrery rtrof i frsegaatéthsiouidgesicat i on on an
Oper mtatexe Bysktisgpl/o@B)t systend HO$)@np loadsithe BHIS 08 thelieustediplatiornf mpdulssefdreage

wi t hintegtateal direitglemiad. menory. 15. A met hod conpri si ng: extracting boot

i nformation by a trusted pl atform nodul e from a unit Iocated wthin a sane
inte rat ed  ci rga aCFe trus oduci ng an

i den F%P'a "g gﬁi B'H T ﬁg’ ?go% t? ul e;
recoe?‘in OB%I"ﬁ onon E %ro ucea Sgg Ie Sité % ?uf o odul e: and
outpu g |nfornat|on |nclud|ng the |dent|f|er in response to an inquiry
request. 16. The net hod of claim 15 furt her corrpri sing: receiving an

I NQUY. Yhé pEtiRSLof claifth, phedinthdtihstel @lablierdt modufeast fatintegratedicircais pevicee t o t he

I NQupdriprmses) sk operdiffon ohlasbasie iripotbulput &/stem(BILE) kkendierto podpeiapieagnsiorl ocating a
basi dentifigrior/ stugeuvithgntise iplern@Bh@8)y. providing the BIOS to the trusted

pl at f orm nodul e; 8

14. The platform of claim 8, wherein the trusted platform module of the integrated circuit device
performs a hash operation on an Operating System (OS) loader to produce an OS identifier for
storage within the internal memory.

15. A method comprising:

extracting boot information by a trusted platform module from a unit located within a same integrated
circuit package as the trusted platform module;

producing an identifier based on boot information by the trusted platform module;
recording the identifier within memory of the trusted platform module; and

outputting information, including the identifier, in response to an inquiry request.

16. The method of claim 15 further comprising:
receiving an inguiry request; and

providing the boot information in response to the inquiry request.

17. The method of claim 15 further comprising:
locating a basic input/foutput system (BIOS);

providing the BIOS to the trusted platform module;
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identifier; and storing the BIOS identifier in nmenorysqf gﬂﬁ bdusted

pl atf orm nodul e. 18. The net hod of claim 17 further co%grp i 6.4 | ocati ng
an operating system (0OS) | oader; providing the OS | oader to the trusted

pl at f orm nodul e; perform ng a hash operation on the OS | oader to produce a
| oader identifier; and storing the |oader identifier in nenory of the
trusted platformnodule. 19. The software nodul e | oaded in internal nenory
for execution by a trusted platformnodule of a platform the software
modupetfotwingd hashpgeratidcke theoBlDSaapedaexeBOSs identfiet; aodit put system (BIOS) and to
provide the BIOS to the trusted platform nodul e; code to performa hash
oper storingtheoB| OS lidentfle0B memany fdhecteisted Blatimirgedyiel fi er; and code to store the
BIOS identifier within the internal nmenory of the trusted platform nodul e.
20. The sof re no e of claim19 further conprising: code to detect an
inqu?§§h?@aﬁg€§v*ﬂﬁgyhﬁﬁﬂCPWp%ﬁpput the boot information fromthe

i nt el%éa%&% %Hagi%%ys%%gw%ghé}hresponse to the inquiry request. 21. The

sof t war e no rther conprising: code to |ocate an

oper ghlidlfly Y Bk8dadtIPtne tRRAE hiatisrRtRoduR; provi de the OS | oader to the trusted
pl atf or mnodul e; code to performa hash operation on the OS | oader to

pr odpgemeing HRabaopérdmtonftheedS lcatkl te pdéuck @ Istderiderttifier; dndader i dentifier within

the internal nmenory of the trusted platformnodule. 9
storing the loader identifier in memory of the trusted platform module.

19. The software module loaded in internal memory for execution by a trusted platform module of a
platform, the software module comprising:

code to locate a basic input/output system (BIOS) and to provide the BIOS to the trusted platform
module;

code to perform a hash operation on the BIOS to produce a BIOS identifier; and

code to store the BIOS identifier within the internal memory of the trusted platform module.

20. The software module of claim 19 further comprising:

code to detect an inquiry request; and

code to output the boot information from the integrated circuit package in response to the inquiry
request.

21. The software module of claim 19 further comprising:

code to locate an operating system (OS) loader;

code to provide the OS loader to the trusted platform module;

code to perform a hash operation on the OS loader to produce a loader identifier; and

code to store the loader identifier within the internal memory of the trusted platform module.



