SPECIFICATION Title of the Invention Method, Apparatus and System for Authenticating Open
Identification Based on Trusted Platform Technical Field The present invention relates generally
to open identification (ID) authentication technology and, more particularly, to a method, an apparatus
and a system for authenticating an open ID based on a trusted platform so as to prevent network
overload which may occur due to data transmission repeated at every time of open ID authentication.
Background Art Normally a user who desires to use a specific web service has to conduct a
process of joining to be a member at a web service provider that provides the specific web service. In
this process, a user registers his or her pe oﬁzﬁ'iﬁfgf@\g{fall}'and is issued identification (ID).

Title of the Invention
Method, Apparatus and System for Authenticating Open

Identification Based on Trusted Platform

Technical Field

The present invention relates generally to open identification
(ID) authentication technology and, more particularly, to a method, an
apparatus and a system for authenticating an open ID based on a
trusted platform so as to prevent network overload which may occur due

to data transmission repeated at every time of open ID authentication.

Background Art

Normally a user who desires to use a specific web service has to
conduct a process of joining to be a member at a web service provider
that provides the specific web service. In this process, a user registers
his or her personal information and is issued identification (ID).

As a great variety of web services are popularized explosively,
the number of IDs and passwords a user should manages also
increases. Therefore, a user not only has difficulty in managing
numerous IDs and passwords, but also feels growing misgivings about
leakage or abuse of personal information due to hacking into web
service providers.

Recently open ID technology has been introduced. An open ID
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As a great variety of web services are popularized explosively, the number of IDs and passwords a
user should manages also increases. Therefore, a user not only has difficulty in managing numerous
IDs and passwords, but also feels growing misgivings about leakage or abuse of personal information
due to hacking into web service providers. Recently open ID technology has been introduced. An open
ID service allows a user to register his or her information in a certain site only and to access, using an
open ID, any website that support a login based on an open ID service procedure. This open ID
service has advantages of allowing an access to any website thm&%‘%% '?i?ﬁ!e ID and password

e

without sepSFARFGTIIRY o b 8 ThdMBETSHE b Bre Ot 1A A& pisaliGl

information. Adqdi ionallé/ a website may eIiminf';Be the needoof seﬂ?r?telly con trucitin a
: ngy and {0 ac é§s (1Sing an’ogen 1D, any We ﬁl)te a e{Jsporg a ;99[(‘ .
compllcatec?u er management process. owever, an’ open 1D Service a drawback of causing

network ov%ré&aéjdirbHsgﬁ %gﬂnﬁ?agpﬂl &Jggq)a}%q data transmission among a user device, a

web service providing apparatus for providing a web service, and an open ID management apparatus
for supporting an opef}dD$EMIR service has advantages of allowing an access to

any website through a single ID and password without separately
joining to be a member and of preventing in advance leakage of
personal information.

Additionally, a website may eliminate the need of separately
constructing a complicated user management process.

However, an open ID service has a drawback of causing network
overload in user authentication due to repeated data transmission
among a user device, a web service providing apparatus for providing a
web service, and an open ID management apparatus for supporting an
open ID service.

Also, such repeated data transmission may result in waste of
wireless resources in a wireless communication environment that uses

limited wireless resources.

Detailed Description of the Invention
Technical Problems

Accordingly, one aspect of the present invention is to provide a
method, apparatus and system for authenticating an open ID based on
a trusted platform so as to prevent in advance network overload caused
by repeated data transmission in open ID authentication.

Another aspect of the present invention is to provide an open ID
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Also, such repeated data transmission may result in waste of wireless resources in a wireless
communication environment that uses limited wireless resources. Detailed Description of the Invention
Technical Problems Accordingly, one aspect of the present invention is to provide a method,
apparatus and system for authenticating an open ID based on a trusted platform so as to prevent in
advance network overload caused by repeated data transmission in open ID authentication. Another
aspect of the present invention is to provide an open ID 2

authentication method, apparatus and system based on a trusted
platform by employing a user device that has a separate environment
formed of a non-security region based on an open operating system and
a security region based on a security operating system and also by
allowing the security region of the user device authorized by an open ID

management apparatus to perform authentication for an open ID.

Technical Solutions

One aspect of the present invention provides an open
identification (ID) authentication system that includes a web service
providing apparatus configured to provide a specific web service and to
support a login of a user device in an open ID service procedure
according to mutual arrangements with an open ID management
apparatus; and the user device configured to have a separate
environment formed of a non-security region operating based on an
open operating system and a security region operating based on a
security operating system, to access the web service provided by the
web service providing apparatus through a web browser running in the
non-security region, to transmit an open ID inputted through the web
browser to the web service providing apparatus, to perform user
authentication on the basis of a stored password corresponding to the
open ID at the security region when a redirection message is received
from the web service providing apparatus, and to transmit a user
authentication success message to the web service providing apparatus

through the web browser so as to conduct a login.
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authentication method, apparatus and system based on a trusted platform by employing a user device
that has a separate environment formed of a non-security region based on an open operating system
and a security region based on a security operating system and also by allowing the security region of
the user device authorized by an open ID management apparatus to perform authentication for an
open ID. Technical Solutions One aspect of the present invention provides an open identification
(ID) authentication system that includes a web service providing apparatus configured to provide a
specific web service and to support a I%Jtlra of a user device in an open_tlf%service&ro edure according

to mutual arrangerr(%‘ﬂf%tmh ﬁﬁ%ep%tnq gn%ee?‘ﬁé‘ﬁt'w&é}ﬂ%;%rﬁd’ JbMESic ec\ﬂﬁﬁgured to

have a sep?],r]atte envirgnment formed of. a r%on-secupt}é region %oqerfslti based.on an open operating
a mc{udes. a communication” unit configur 0, mansmit or receive
system and a Security region operating based on a security’opérating systém, to access thé web

service proyidedits o e SBYFC LA ARRAIRN UKL WaRRIYSEbHABING he

non-security region, to transmit an open ID inputted throug web browser to the web service

providing apRa/AlHHCA REIAH4ISE SEREAUAN AR RIASILPARE0BEdP ARSI GAEgSPONding

to the open ID at'the security region when a redirection message is received from the web 'service

providing appgraiiso paebigritAsERIEA Usier anthpiiicatpe sieagsSyResnnaLHa the et Figyvice
providing apparatus through the web browser so as to conduct a login. Another aspect of the

present inveatdorpopedesiagibersdelion thaldoaltitles pareninyirigstiom Uty aeckgsredietransmit or
receive information through a communication network; and a control unit configured to have a
separate ersammnoeenrforided diya aonsbceaaty regipn@pdiaingbpaedtos dhapeyhopevadihg system
and a security region operating based on a security operating system, to access a web service
provided bybaoVeELse IBE o vidinth&o e atsse ttitighre gveb brigwsernsnmingin theeontBecurity
region, to transmit an open ID inputted through the web browser to the web service providing
apparatus, tBRI&iBFn [&&%ﬁheﬁh&aﬁ%%n FRWRRIs dPa site ML s\WEFY 66 TeRRVIEINE o the open
ID at the security region when a redirection message is received from the web service providing

apparatus, 3RE B HESsni? aRREPHThEREEafOH RERECL MR s8R dRE tthaRish Serftcs WHRAting

tus th h th bb } t duct in. In the. device, th trol unit
oy be fortRER SRR LEr 6 TANEHIRR, (el e ARGk eh Rkt S HE DodF Bt B oeb service
providing apggr %?'W#?%E%%Sé;djgm%th? Ocpe‘??é  frony! thqeeuswe%e@s& %'c iFS\C/Fé’l'?]ﬁ“essage
may contain authentication mrormation that includes an address of an open ID mahagement apparatus

and at leastope oh prendRcputhentinarion iformation anderayhenicaian abodgarion

information, the open 1D authentication information indicating whether the open ID is i1Ssued by the
open ID mapaoQreeNsappR@Hse Aifligeaissh atiie sl agBoNed g dHeeradipriddisating that

user authentication is

conduct a login.

In the user device, the control unit may be further configured to
transmit a user identification number of the user device to the web
service providing apparatus when transmitting the open ID.

In the user device, the redirection message may contain
authentication information that includes an address of an open ID
management apparatus and at least one of open ID authentication
information and user authentication authorization information, the open
ID authentication information indicating whether the open ID is issued

by the open ID management apparatus, and the user authentication

authorization information indicating that wuser authentication is
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authorized by the open ID management apparatus. In the user device, the control unit may be
further configured, if the security region has a stored password corresponding to the open ID, to
decrypt the password by using the user identification number so as to perform the user authentication.
In the user device, the control unit may be further configured, if the security region has no stored
password corresponding to the open ID, to send a request for user authentication to the open ID
management apparatus, to transmit a password inputted from a user at the request of the open 1D
management aratus to ﬂﬂf open ID_management apparatus, and if a user authentication success
message isa}g%g%é%eﬁom't eoff@ﬁ I's) %%@%ﬂ%ﬂlﬁ ﬁ%@%sencrypt and store the password at
the security region *j’,){ ltlﬁg%gheer udser.ldeniilflcatlon t{}uu ber SHIEI) afr&cr)m%rr aCs(ng?ﬁt 3fr Jtehae_rlJ]{esent

, . . ewcg. hé contro Hn{t. mr'al .
invention provides a web service providing apparatus that includes a service comnyunication unit

confiured \AURRIAICATEN A AR ID B aeEntAPRRALS AN loa anssprgevice he

open ID management dpparatus supporting an 6pen ID service, a aving’a separate

environmeny,fo[agd A thaORaRESHER 69103 IRFIABNG RASRILARREARSN RRARTBERG: BYsep and a

security region operating based on a security operating system; and a service control unit configured

to identify apea¢igrassHd iheeonamHe manaaament apparatus on the basis of an open 1D when the
open ID is received from the non-security region of the user device, to inquire of the open 1D

management apparafush ebgradthgotication domttre lopait IMatp trankimiha regiretganevessage
containing authentication information and the address of the open ID management apparatus to the
non-securitytre gset of ityeraspo delvaee whest thie duhsstivatib re mforsjatiodi sy doeives] apeime result of
the authentication from the open ID management apparatus, and to permit a login of the user device
when a uselutiientisation sucéespifrissige it sedeivridt heniigrtinm-decuthy regernof the user
device. Still another aspect of the present invention provides an open identification (ID)
authenticati®RRRISHASHsBA A8 gstERl PrRFSAHL PhedaswetdinnHES didfrofaataglsaf device,
after accessing a web service R}rfgvided by a web service providing apparatus through a web browser
|

running in tHAGRSUESHiLPFeh, BRRRmIEING '3 BREME I RRR BHHEUGH tEHEBPEBWR (o the
Service pro AR AL L& HE re A HcRedge cONLIR AL RO R et
includes anadliss, ol Ape R "AIACSIEN! APPALIIS AnYL PRI On G gpan Ip aylentication
information and user authentication authorization infoarmation; af the user’device, perrorming user

authenticatign, po {he B%%E&B?é%?ﬂ&@%%’ﬁ?@?%?&ﬂ%?‘{}Qi theLneR | DR SEEYHY region;
and in response to a success in the user aut

entication, at the user device, transmitting a user
authenticatiQfsuegess message to the web service providing apparatus through the web browser so
as to conduct a login.

Still another aspect of the present invention provides a web
service providing apparatus that includes a service communication unit
configured to communicate with an open ID management apparatus and
at least one user device, the open ID management apparatus
supporting an open ID service, and the user device having a separate
environment formed of a non-security region operating based on an
open operating system and a security region operating based on a
security operating system; and a service control unit configured to
identify an address of the open ID management apparatus on the basis
of an open ID when the open ID is received from the non-security region

of the user device, to inquire of the open ID management apparatus
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In the method, the step of transmitting the open ID may include transmitting a user identification
number of the user device to the web service providing apparatus. In the method, the step of
receiving the redirection message may include sending a request for user authentication to the open
ID management apparatus when the user authentication authorization information is not contained in
the redirection message. In the method, the step of performing the user authentication may
include: determining whether the security region has a password corresponding to the open ID; and if
the security region has the password corresponding to the open D, decrypting the password by using
the user idGPRAEMARRIERLBTRAq FEFrathFthd sd? AU HoFE O e G QRe HiEtREd ahe step of
' }udreﬁﬁetermininqwheélaearrthe secf‘utrri]tg region kf sa

performing E%en%‘ésﬁﬁr‘?‘“t%eu’}%%ar%'t?@a’I?aK'“{r‘% on an £55°8 en

password corresponding correspond‘?ng 0 the open inpu eo,qﬁom apparatus to authentication
management apparatus to the non-security region of the user device
when the authentication information is received as the result of the
authentication from the open ID management apparatus, and to permit a
login of the user device when a user authentication success message is
received from the non-security region of the user device.

Still another aspect of the present invention provides an open
identification (ID) authentication method based on a trusted platform.
The method includes steps of: at a user device, after accessing a web
service provided by a web service providing apparatus through a web
browser running in the non-security region, transmitting an open ID
inputted through the web browser to the web service providing
apparatus; at the user device, receiving a redirection message from the
web service providing apparatus, the redirection message containing
authentication information that includes an address of an open ID
management apparatus and at least one of open ID authentication
information and user authentication authorization information; at the
user device, performing user authentication on the basis of a stored
password corresponding to the open ID at the security region; and in
response to a success in the user authentication, at the user device,
transmitting a user authentication success message to the web service
providing apparatus through the web browser so as to conduct a login.

In the method, the step of transmitting the open ID may include

transmitting a user identification number of the user device to the web
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to the open ID; if the security region has no password to the open ID, sending a request for user
authentication ID management apparatus; transmitting a password a user at the request of the open
ID management the open ID management apparatus; and if a user success message is received from
the open ID management apparatus, encrypting and storing the password at the security region by
using the user identification number. Yet another aspect of the present invention provides an open
identification (ID) authentication method based on a trusted platform. The method includes steps of: at
a web service providing apparatus, identifying an address of an open ID management apparatus on
the basis o?%ﬁ’lﬁ?eﬁﬁ%vﬂgggﬂ/@c?%mtéjgger device; at the web service providing apparatus, inquiring
of th_e open ID manﬁ%)e{ngn_tm ag&aéwatu haebpsl{te?%mg?nrt%:cgéif\)fri]nfﬁr Ln% oRen [%)ét% rtlhemvées% service
providing apparatus, receiving autheéntication ihformation, from the opéen

: 1ihtorm : manggemen%ga%pa}ratgs,
that InC|Udeﬁ‘|%$/|qﬁ§ﬁl9(]TIg SRAR D AYEENLCRtQ) Iugmgﬁlﬂ?ﬁt Clést%r?l{@e[%cq;rﬁ@nalﬂgmnZat,on

information indicating that user authentication is authorize e open ID managerment apparatus;

and receiving.f tedligclion MSSSRARCOVAINAY the authientisaiine Atfesmatomnarddhe adgress of the
open ID management apparatus to the user device.
information is not contained in the redirection message.

In the method, the step of performing the user authentication
may include: determining whether the security region has a password
corresponding to the open ID; and if the security region has the
password corresponding to the open ID, decrypting the password by
using the user identification number so as to perform the user
authentication.

In the method, the step of performing the user authentication
may include: determining whether the security region has a password
corresponding to the open ID; if the security region has no password
corresponding to the open ID, sending a request for user authentication
to the open ID management apparatus; transmitting a password
inputted from a user at the request of the open ID management
apparatus to the open ID management apparatus; and if a user
authentication success message is received from the open ID
management apparatus, encrypting and storing the password at the
security region by using the user identification number.

Yet another aspect of the present invention provides an open
identification (ID) authentication method based on a trusted platform.
The method includes steps of: at a web service providing apparatus,

identifying an address of an open ID management apparatus on the
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Yet another aspect of the present invention provides a computer-readable medium having thereon a
program executing steps of: after accessing a web service provided by a web service providing
apparatus through a web browser running in the non-security region of a user device, transmitting an
open ID inputted through the web browser to the web service providing apparatus; receiving a
redirection message from the web service providing apparatus, the redirection message containing
authentication information that includes an address of an open ID management apparatus and at least
one of oper‘hID authentication information an tuser authenticv%i&:)n authorization information;

performing 28I RhAicBRGN ortHE BaYE fé%ré‘dlﬂ)ﬁgé H'ESfr(?ép ir‘{l’] rﬁ%r&ﬁ-ﬁ'nlD at the

security re i%'\/ﬂﬁ% in response toa Success iB ftl}% yser a%thﬁtir%%iog tr%nésrwitting auser
authentication success ssagestb thd'WebLeice pr0\P|8ing apparaﬂug roughe%r? Web Browser so

asto °°”d“§6Bd?g%tﬁgﬁﬂgﬁ‘@é?ﬂu?o'?ffgﬁgaﬁ eﬁ?‘f%‘diﬂg han PRE" RﬂHﬁbenﬁFé‘\t}Rﬂ ethod,

apparatus and system based on a truste rm in the present invention, a usef device authorized

by an open B managemeat BRAAGIUS RRERITES AUINEMicAtRaBhan RBRN thdhusprvaping in

advance network overload caused by repeated data transmission in open ID authentication.

According tmaﬁﬂgém@ﬂu@ﬁﬁﬁ?éﬁ@&mﬁﬂ?ﬂd, ipRPaGRIYS and RYSERM BasedIn g peisteqmplatform in
the present invention, a user device has a separate environment formed of a non-security region

based on aa@rmeoiertdng systematid@ sendity (egion kaseet ot caskaurity opesatingisystem and
also allows the security region to stably perform authentication for an open ID without leakage of
informationirdesaratiion of dheaDirayvihgt uselFGu th smdisabiematcalidigoameltlistyating apepen ID
authentication system based on a trusted platform in accordance with an embodiment of the present
invention. |ID management apparatus; and receiving a redirection message
containing the authentication information and the address of the open
ID management apparatus to the user device.
Yet another aspect of the present invention provides a
computer-readable medium having thereon a program executing steps
of. after accessing a web service provided by a web service providing
apparatus through a web browser running in the non-security region of
a user device, transmitting an open ID inputted through the web
browser to the web service providing apparatus; receiving a redirection
message from the web service providing apparatus, the redirection
message containing authentication information that includes an address
of an open ID management apparatus and at least one of open ID
authentication information and wuser authentication authorization
information; performing user authentication on the basis of a stored
password corresponding to the open ID at the security region; and in
response to a success in the user authentication, transmitting a user

authentication success message to the web service providing apparatus

through the web browser so as to conduct a login.
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FIG. 2 is a flow diagram illustrating a normal open ID authentication method. FIG. 3 is a block
diagram illustrating a user device in accordance with an embodiment of the present invention.

FIG. 4 is a block diagram illustrating a control unit of a user device in accordance with an embodiment
of the present invention. 9 FIG. 5 is a block diagram illustrating a web service providing
apparatus in accordance with an embodiment of the present invention. FIG. 6 is a flow diagram
illustrating an open ID authentication method performed at a user device in accordance with an
embodiment of the present invention.

Advantageous Effects

According to an open ID authentication method, apparatus and
system based on a trusted platform in the present invention, a user
device authorized by an open ID management apparatus performs
authentication for an open ID, thus preventing in advance network
overload caused by repeated data transmission in open ID
authentication.

According to an open ID authentication method, apparatus and
system based on a trusted platform in the present invention, a user
device has a separate environment formed of a non-security region
based on an open operating system and a security region based on a
security operating system and also allows the security region to stably

perform authentication for an open ID without leakage of information.

Description of the Drawing

FIG. 1 is a schematic diagram illustrating an open |ID
authentication system based on a trusted platform in accordance with
an embodiment of the present invention.

FIG. 2 is a flow diagram illustrating a normal open ID
authentication method.

FIG. 3 is a block diagram illustrating a user device in
accordance with an embodiment of the present invention.

FIG. 4 is a block diagram illustrating a control unit of a user

device in accordance with an embodiment of the present invention.
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FIG. 7 is a flow diagram illustrating a redirection message creation method for open ID authentication
performed at a web service providing apparatus in accordance with an embodiment of the present
invention. FIG. 8 is a flow diagram illustrating an open ID authentication method in accordance
with an embodiment of the present invention. Mode for Carrying Out the Invention Hereinafter, a
preferred embodiment of the present invention will be described in detail with reference to the
accompanying drawings. However, to avoid obscuring the subject matter of the present invention, well

known functions or configurations will mitted fro the followin riptions and drawings.
Further, the same e%’ e SWHHJM ﬁ?@d%mtﬁ Uﬁﬁ%'@e%ﬁ(&@%tﬁﬁéﬂlﬁeaﬁmv rflgey are
shown in different Tawm S, ordé\lové an ppen ID %uta:' ntéca%tlopt tem based on attrusted platform
in embodiments of this thvartion wﬂcoevéfescrle [E51N9h s élagram |ﬁustrat|ng an

open ID authenticatiqe;sygtqg haggg, ofig JruseaiRIaHAth Y %CQ{HQHCW'H&F}%%@?PQH%E”t of the

present invention. 10
method performed at a user device in accordance with an embodiment

of the present invention.

FIG. 7 is a flow diagram illustrating a redirection message
creation method for open ID authentication performed at a web service
providing apparatus in accordance with an embodiment of the present
invention.

FIG. 8 is a flow diagram illustrating an open ID authentication

method in accordance with an embodiment of the present invention.

Mode for Carrying Out the Invention

Hereinafter, a preferred embodiment of the present invention will
be described in detail with reference to the accompanying drawings.
However, to avoid obscuring the subject matter of the present invention,
well known functions or configurations will be omitted from the following
descriptions and drawings. Further, the same elements will be
designated by the same reference numerals although they are shown in
different drawings.

Now, an open ID authentication system based on a trusted
platform in embodiments of this invention will be descried.

FIG. 1 is a schematic diagram illustrating an open |ID
authentication system based on a trusted platform in accordance with

an embodiment of the present invention.
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Referring to FIG. 1, the open ID authentication system 100 includes a user device 10, a web service
providing apparatus 20, and an open ID management apparatus 30. The web service providing
apparatus 20 provides a web service, e.g., a shopping, a game, a movie, etc., in response to user's
request. Particularly, according to mutual arrangements between the web service providing apparatus
20 and the open ID management apparatus 30, the web service providing apparatus 20 supports a
login of the user device 10 in an open ID service procedure. The open ID management apparatus

30 manages and supports.an open ID service procedure. Specifically, upon receipt of user profile

information at user'§|%?&ﬂg§9th% ogéﬁ 1D1matrl1{z)§'ge91'?§rﬂ a aﬁéfﬂ%eé%'&é)ﬂgg aﬁ.}'s%evr\'/'\thlggoarticular

open ID avaiIaPIe for gpen ID services An gpen ID.caonsists .%I. letters and/?r any otherdspecial
clud us an

characters. For ex%?np elfsa%ropg\r/l' n%gy ke The T6Tm of LHiEVéo#H&oS‘é’d’ 8f firce d%malns. However,

this is exen%a%gﬂlw ﬁqq m&%%ﬂ?emn%@%?gtag %Br_nitation. Alternatively, any other form supported

by the open ID management apparatus 30 may be used for an open ID. If a user profile that has a

password associatefhjt) @ ape0idR BiS6RleY UBRAAIERT ADSPBRTILY RGP LIEHY pparatus 30

issues a particular open ID (e.g., http://iphl.openid.com) to the user device 10. Then, using this open
ID, the useredgVicg $ARSHiAG)SAdedHEPracRIs/ el 2elettedanplsitawiichdéses parest ID service

according to mutual arrangements with the open ID management apparatus 30. Now, a normal

method for patheniieatingaat opeim ¢Otwvithbeude sorfbed) eitfe rate ipmeede - tGe Aveb service
providing apparatus 20 and the open ID management apparatus 30, the
web service providing apparatus 20 supports a login of the user device
10 in an open ID service procedure.

The open ID management apparatus 30 manages and supports
an open ID service procedure. Specifically, upon receipt of user profile
information at user’s request, the open ID management apparatus 30
iIssues a user with a particular open ID available for open ID services.

An open ID consists of letters and/or any other special
characters. For example, an open ID may take the form of URL
composed of three domains. However, this is exemplary only and not to
be considered as a limitation. Alternatively, any other form supported by
the open ID management apparatus 30 may be used for an open ID.

If a user profile that has a password associated with an open ID
is received from a user, the open ID management apparatus 30 issues
a particular open ID (e.g., http://iphl.openid.com) to the user device 10.
Then, using this open ID, the user device 10 performs a login process
for a selected website which uses an open ID service according to
mutual arrangements with the open ID management apparatus 30.

Now, a normal method for authenticating an open ID will be

11



FIG. 2 is a flow diagram illustrating a normal open ID authentication method. Referring to FIG. 2,
at step 5101, a user of the user device 10 accesses, through a web browser, a specific web service
(e.g., a website, www.skplanet.co.kr) which provides a login of the user device 10 in an open 1D
service procedure provided by the web service providing apparatus 20. Then the user device 10 tries a
login by entering, in an address bar, an open ID such as URL (e.g., http://iphl.openid.com) issued by
the open ID management apparatus 30. At step 5103, the web service providing apparatus 20
identifies an address of the open ID management apparatus 30 on the basis of user's open ID
(namely, htfbeﬁiﬁﬂebgﬁgwafwﬁfﬂ@&q\?ebof%ﬁt user device 10 The address of the open ID

management appar, 3Q,may be identified from URL. Far example, "openid.com" contained in URL
of the open ID giver':il L bv%mé% b3 ;ﬁ Ofhain 89trﬁemopg}1ulﬁrr#éﬂgge%weﬁf) gﬁ‘p?;fratodosesrb. r'|$ this case,

the addressa%ftmgeca@i R r}haé'lﬂg) ent apparatus 30 may be identified as an IP address stored
previously in accordance with the above domain. After the address of the open ID management

apparatus 30 is idepiifich Agtep BI5 thaeR-seRicsiPraviding anparalyRgp iavssaity e open ID

to the open ID management apparatus 30 and also requests authentication of the open ID. At step

S107, the opepd Bseanageniafth aaPataly's Bdharsates d 2qnedfle aytenyeatipieinfergatien that
indicates that the open ID received from the user device 10 has been issued validly. Then the open ID

managementedgiesatus\af. siapismis. die lopewhiz Autheniidatoa infgimatiam éo the ek wewice
providing apparatus 20. At step 5109, the web service providing apparatus 20 transmits, to the user
device 10, 4 Gedinection opessate coatuinmghecaitiress pfovedenerblp tienagetneseapjaratus 30
and the open ID authentication information.
providing apparatus 20. Then the user device 10 tries a login by
entering, in an address bar, an open ID such as URL (e.g.,
http://iphl.openid.com) issued by the open ID management apparatus
30.
At step S103, the web service providing apparatus 20 identifies
an address of the open ID management apparatus 30 on the basis of
user’'s open ID (namely, http://iphl.openid.com) received from the user
device 10. The address of the open ID management apparatus 30 may
be identified from URL. For example, “openid.com” contained in URL of
the open ID given above may be a domain of the open ID management
apparatus 30. In this case, the address of the open ID management
apparatus 30 may be identified as an IP address stored previously in
accordance with the above domain.
After the address of the open ID management apparatus 30 is
identified, at step S105, the web service providing apparatus 20
transmits the open ID to the open ID management apparatus 30 and

also requests authentication of the open ID.

At step S107, the open ID management apparatus 30 creates

12



At step S111, the user device 10 requests a user authentication from the open ID management
apparatus 30 by transmitting the open ID to the open ID management apparatus 30 corresponding to
the received address. At step S113, the open ID management apparatus 30 requests the user
device 10 to display a password input window through a web browser. At step S115, the user device
10 receives a password input from a user through the password input window and then transmits the
received password to the open ID management apparatus 30. At step S117, based on the password
received from the Lljl er deyice 10, the open ID manageﬁent_aaﬁ)aratus 30 performs user authentication

of the user 88%Be 19, aut %8@2’39& cgﬂait,'ﬂ{éé ah 1 %ﬂ%?g“erﬁ@ﬁ{aﬁb%ré’[ag%o' mpares

the received passward il guassuord egistersg pievionsly whe g QD hag Beepgsued. f the
received password Is identical To the registered password, the open ID managément apparatus 30

creates a Usgl AP EAUNR HERESRERSRAE AN UAGTHIL tio dhe o deiserifhatigap S1L0

The user authentication success message may contain the open ID ‘authentication information used in

step S107. i sieRaRbaL thansen devicer i kapsBuiaing s auRpatisglionsurssss mepsage

containing the open ID authentication information to the web service providing apparatus 20. Then, at

step S123, {he wWethSesyine #ioMding rap gy pira #5 P aka ARenvren i1 elthe BHGRSpIR énfopmation

contained in the user authentication success message, verifies that the open ID inputted from the user
device 10 has bediractimnticateskshythe opataiRimpnabementdearatos 3thancpemitsi login of
the user device 10. Therefore, the user device 10 can use a web service provided by the web service
providing apparatgs @@nt appahetab@@ aivtuibsed penndl apénd Dtmationticeddomatetnod, by using a
unified 1D, a user can easily conduct a login to a website that provides open ID services. However, this
method may often causéaie®bik ovbRoasaiudayiaghditde duestihussmissionsdrenibeiibetween the
web service providing apparatus 20 and the open ID management apparatus 30. Particularly, such
repeated ddt8 MalenPResh Mol AARASMRBSB R WREISS He By M H NI esmimUAication
environment. In order _to solve this problem, in the user device 10 that has a separate environment
formed of alAdNSRFR HJBATRLEN6A LARRAIA B A RPERRRANAY L2 6y $E5i¥Based on a
security oper (tin Eystem, this invention provides a technique to perform authentication for an open ID
at the sechi‘t@l E%’? n of the user device 10 which is authorized to authenticate an open ID by the open

ID management apﬁ?r%%spsgili%, the open ID management apparatus 30 requests
the user device 10 to display a password input window through a web
browser. At step S115, the user device 10 receives a password input
from a user through the password input window and then transmits the
received password to the open ID management apparatus 30. At step
S117, based on the password received from the user device 10, the
open ID management apparatus 30 performs user authentication of the
user device 10.

Namely, at step S117, the open ID management apparatus 30
compares the received password with a password registered previously
when the open ID has been issued. If the received password is identical
to the registered password, the open ID management apparatus 30
creates a user authentication success message and transmits it to the

user device 10 at step S119.
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Now, an open ID authentication method performed at the user device will be described in detail with
reference to FIGS. 3 to 8. As mentioned above, the user device 10 has a separate environment
formed of a non-security region based on an open operating system and a security region based on a
security operating system. Also, the user device 10 has an ability to communicate with the web service
providing apparatus 20 and the open ID management apparatus 30 through the communication
network 40. The user device 10 may be realized in a great variety of forms. For example, the user

device 10 may be any kind of mohile terminal such as a smart phone, a tablet PC, a personal digital
assistant (PDA), a FOHEBISThHHEETY GRIRR (PHRST 5 BHPMT S dyaY ARSHARER GRS er device

10 may be fstalioanIeIningl s AR ASTALT Y oL@ deskion Pl Sfank oher device ypherenty
having a communication function. e communication network 40 may employ at [east one of

_ nica L _ _ one of
various conypgatannetniis Rgludfig WIElEPs neRHUK ebiEs WiaNduTeiess -

Wibro, Wimax, or HSDPA (hi packet access), and wired networks such’ as Ethernet,

XDSL (I. ADRJn kiRl nid FEp DIt Theiheaaxialidnl ThiéiReade eFuine. Wdp! Bdijiker to the

home). Additionally, any other well known networks or further networks under development or

investigatiop ipad igadppieehassEocomsunicatio petark 4the webleseinheiorsovrithelements of
the open ID system 100 in embodiments of this invention have been broadly described. Now,

configuratioapays @neyationcidbryishedepien imembtisimeotstiofithisfiomeatiomwib heatiesaribed in
detall in the user authentication success message, verifies that the open ID
inputted from the user device 10 has been authenticated by the open ID
management apparatus 30, and permits a login of the user device 10.
Therefore, the user device 10 can use a web service provided by the
web service providing apparatus 20.

In the-above discussed normal open ID authentication method,
by using a unified ID, a user can easily conduct a login to a website that
provides open ID services. However, this method may often cause
network overload due to repeated data transmission for a login between
the web service providing apparatus 20 and the open ID management
apparatus 30. Particularly, such repeated data transmission may result
In waste of wireless resources in a wireless communication environment.

In order to solve this problem, in the user device 10 that has a
separate environment formed of a non-security region based on an
open operating system and a security region based on a security
operating system, this invention provides a technique to perform
authentication for an open ID at the security region of the user device

10 which is authorized to authenticate an open ID by the open ID

management apparatus 30.
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FIG. 3 is a block diagram illustrating a user device in accordance with an embodiment of the present
invention. Referring to FIG. 3, the user device 10 includes a communication unit 11, a control unit
12, a memory unit 13, an input unit 14, an audio processing unit 15, and a display unit 16. In
embodiments of this invention, the user device 10 has a separate environment which is realized
through the control unit 12 and is formed of a non-security region 130 operating based on a normal
open operating system and a security region 140 operating based on a separate security operating

system. This separate environment m ybe ealize sically or logically. IS environment,
after receiving auth P4t FoPREBY {[f ‘?Pﬁ%’r‘x e %?11 éﬁ%@&&n@httﬁﬁpgﬁﬁﬂs 30 that

provides open ID serchs é{]eesgﬁ%r ?gwc % Irle\?vtletl ssword E?g%spgré?u%g to an open ID from
a userora password rom thé open manageme appara encrypts e received password on

the basis of a user 'RE”%%%W&H&H“%Q%" then sgggeeq th&egp(g@/pifdi gwodrd ré%g'he{: epfurlty

reglon Thereafter, when a Iogln process Is performed at a user's reques e use O retrieves

the encryple AREANRSHoBriHE et reaian. L iR YRLA 16 oo RAPSUArdgpeihe basis of

a user identification number. If decryption is completed, the user device 10 regards it as a success in

user authergisatignfgr ayegmican e sealicry Petatier bRsERTiS af rspestyeopleraging are as
follows. The communication unit 11 may have at least one communication module so as to

establish vasigiie eonAIye)ichAkon siateels willothe weln seiving poovsingappedatusiti ahd the open
ID management apparatus 30 through the communication network 40.
web service providing apparatus 20 and the open ID management
apparatus 30 through the communication network 40.
The user device 10 may be realized in a great variety of forms.
For example, the user device 10 may be any kind of mobile terminal
such as a smart phone, a tablet PC, a personal digital assistant (PDA),
a portable multimedia player (PMP), or an MP3 player. Alternatively, the
user device 10 may be a stationary terminal such as a smart TV or a
desktop PC, or any other device inherently having a communication
function.
The communication network 40 may employ at least one of
various communication networks including wireless networks such as
WLAN (wireless LAN), Wi-Fi, Wibro, Wimax, or HSDPA (high speed
downlink packet access), and wired networks such as Ethernet, xDSL
(i.e., ADSL or VDSL), HFC (hybrid fiber coaxial), FTTC (fiber to the
curb), or FTTH (fiber to the home). Additionally, any other well known
networks or further networks under development or investigation may
be adopted as the communication network 40.

Hereinbefore, main elements of the open ID system 100 in

embodiments of this invention have been broadly described.
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The communication unit 11 may be operable in a wireless or wired manner.

The control unit 12

performs a general control of the user device 10. Particularly, as mentioned above, the control unit 12
may have a separate environment, e.g., a trusted platform 120, which is formed of the non-security
region based on an open operating system and the security region based on a security operating

system.

Now, the control unit 12 will be described in detail with reference to FIG. 4.

FIG. 4 is

a block diagram illustrating a control unit of a user device in accordance with an embodiment of the
present invention. Referrinig? to FIG. 4, the control unit 12 may be corﬁgosed of the nan-security

region 130, the s.ec:l}lrﬁﬁ’/"regﬁ:c%1

SHTAHE nARRvaSERUAR 198 the ¢

may include, ) opeg, gperaling eYsici (%) o vsel fctions tnat do.ag) require encrypted

information.” The non-Security region may con

according to an inptrgI g’gnag rel%eivgd H%rglghed

screen function. For example,

rol the éxecu

It an input signa activating a camera function is recelved,
accordance with an embodiment of the present invention.

Referring to FIG. 3, the wuser device 10 includes a
communication unit 11, a control unit 12, a memory unit 13, an input
unit 14, an audio processing unit 15, and a display unit 16.

In embodiments of this invention, the user device 10 has a
separate environment which is realized through the control unit 12 and
is formed of a non-security region 130 operating based on a normal
open operating system and a security region 140 operating based on a
separate security operating system. This separate environment may be
realized physically or logically.

In this environment, after receiving authorization for user
authentication from the open ID management apparatus 30 that
provides open ID services, the user device 10 receives a password
corresponding to an open ID from a user or a password from the open
ID management apparatus 30, encrypts the received password on the
basis of a user identification number, and then stores the encrypted
password in the security region. Thereafter, when a login process is
performed at a user’'s request, the user device 10 retrieves the
encrypted password from the security region, and decrypts the retrieved
password on the basis of a user identification number. If decryption is
completed, the user device 10 regards it as a success in user

authentication for a login to a web service.
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the non-security region 130 may control related functions such as a camera activation, an image
capture, an image save, and the like. Particularly, the non-security region 130 operates under the
control of the control unit 12 such that various kinds of information inputted through the input unit 14 to
invoke a web browser for access to web services or to conduct a login for a selected web service
through the web browser can be transmitted to the web service providing apparatus 20 and the open
ID management apparatus 30 through the communication unit 11. Also, the non-security region 130
performs a function to dgﬁiv r received infor{nation tg.the security region 142 der the control of the
Control unit 12, ASIEHSHERHRIONIHR AGFRREHNE PLSTBRTSoAHay R application layer
131, a TEE functio%gl Iaxer 132 a Tlt:‘lE client AtPI I?YLer 1r§3gan(i!1a ene(,rﬁl O§ela§/er 134, In

contrast, the security regionoﬂw] H(Qr' 6Pme 'l funiction o provi storéd and encryp eé infdNmation to the

control unit 431/ G3RONE A0 AGAULRL theglonseqyity Legifn 139, xeimplin e agarsecuriy
region 130 requires encrypted information for a purchase of a music file in a music play function, the

security reqiAR Ayl GUSHAY Ll Y AROIOOERIL S RiRBefe BB ERMBecUY

region 130 may deliver call information about the required encrypted information to the security region
140. Particyipdiya enseatity pagian d 40 aRebiih ahe Eeramay ARG heaesRanging to an open ID
and delivered through the non-security region 130 on the basis of a user identification number.
Thereafter, when a Tiker icentificatieatiomhaiits 1dceived fbemdpe railesaeurdy wegtast3dat the
request of a web browser running in the non-security region 130, the security region 140 checks
whether thenrigegiveaniser identification number is equal to that used in encryption. If so, the security
region 140 decrypts the stored password on the basis of the user identification number and then
delivers it to the nor-Becteiftieyionitl 38, petiterme acappreal pzeRivordik thedised, devitebrowser of
the non-security region 130 regards it as a success in user authentication, creates a user
authenticatib®-sE@dkd haEhsags, MRnigiesitafryeselutRaRtiltioN dude B8aeBsyse o the web
service providing apparatus 20 through the communication unit As shown.in FIG. 4, the security
region 140 ARRARIGIEWIFOSBE BbpfcStioRt 1A)eT 141 PAaHOEThL Atk WRiGhyLs 199Med Rled core
environmenblayer 143, a trusted functiqu%gggrr 144, and a hardware security resource Iaﬁr 146. Here,

the TEE inté ﬁaln,&)lgl'F‘a%lr'riWZ,rﬁ%'?ﬁs ChifonPRSiHt Ig)Peerrﬂ'@,ga. ﬁjigq}'ugt%gf Ction layer
144 may be gléqﬁqu eoé\ &nglsal%%% i%ygeé Cléﬁﬁft@.% gpgtfilﬁéld%%ﬁcunty resource layer 146 may

be disposeg on hardware p s contr ased on the above-discussed

trusted platform, if t(Rese ISR RBIRTH I AP SSWAI S ENFRLUAD 809 P 19ERdiiNHith Sefbhtegion 140

while the TEE client API'layer 133 performs a specific user function through the application layer 131,
namely, while a|welybrowser is running, the TEE function API layer 132 delivers a relevant call to the
TEE client API layer 133. Then the TEE client API layer 133 requests a password encrypted, stored

and required for a separityl fuscton beRudhar) ragsSAUss ety nicadiom vgth ihe TeIEdnigseal API layer
142. At this time, a user identification number is also delivered. Then the TEE internal API layer 142
collects enatypied passevcrdsatce dvithadarivbedsernito fase e tenughvibetiorsted function layer
144, and decrypts the collected passwords on the basis of a user identification number accredited by
the non-security regrafai30df theRlser #letitidiczniotr oluomhiérlat ereditdt byothep nsededfuthye region 130
is not equal to that used in encryption, the TEE internal API layer 142 notifies the TEE client API layer
133 of a faih@® s eceFiBthentieatich30, the security region 140, and a hardware

platform 135.

The non-security region 130 may include an open operating
system (OS) for user functions that do not require encrypted information.
The non-security region 130 may control the execution of a particular
user function according to an input signal received from the input unit
14 or from the display unit 16 having a touch screen function. For

example, if an input signal for activating a camera function is received,
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However, if decryption succeeds on the basis of the accredited user identification number, the TEE
internal API layer 142 may notify a success in user authentication by sending a decrypted password to
the TEE client API layer 133. In summary, if the non-security region 130 calls an encrypted
password stored in the hardware secure resource layer 146 that is accessible only through the trusted
platform 120 located in the security region 140, the security region 140 decrypts the encrypted
password on the basis of a user identification number accredited by the non-security region 130 and

then returns decryption results to the non-security region 130. In this process, the trusted function
ayer 144 S DABSERIL o B0 kiR T, COMe! RSB UBES e 6lh habiity of a
call for encrgg}re]d information, and the.non-securi[tR\fur?gion 130 ma% ssug\g)ort the diﬁﬁ)‘laay”%réit 16 to

display a user |aeerr‘?}ifi%ght\)/r‘?1 trllﬂnrﬁbéarnlnbrﬂta e for & dotible CKet ing pr%'cessthough aweb

browser. P&Ft"f‘c‘dﬁﬁFlgj:etﬂﬁiQCﬁB?ﬂéﬁgﬂPﬁ i?é’;ﬁj’&ﬁr ?‘\?/J';r@{iag{r(‘jat[géhﬁr?&&?r'{ﬁé(_efe@é‘?ﬂr%‘floéognd i

decryption is complete e decrypted password is deli € non-security region

Alternativelyy the-sgaly f910n 24y BSAErURRIaLY auinRsized mRSHRsMORT iRy itegtions

required in a password decryption process for open ID authentication by the non-security region 130,
and then difaedy gANtE datgurolmunigaivn Wdkheawre SeprieR HEp Viding apparatus ¢epnd the

open ID management apparatus 30 through a direct control of the communication unit 11.

Hereinbefokes thie eentroltanit dizchas kedogiestobed wedietad avithaeferendedothliough the
web browser can be transmitted to the web service providing apparatus
20 and the open ID management apparatus 30 through the
communication unit 11. Also, the non-security region 130 performs a
function to deliver received information to the security region 140 under
the control of the control unit 12.

As shown in FIG. 4, the non-security region 130 may include an
application layer 131, a TEE function API layer 132, a TEE client API
layer 133, and a general OS layer 134.

In contrast, the security region 140 performs a function to
provide stored and encrypted information to the control unit 12 in
response to a call of the non-security region 130. For example, if the
non-security region 130 requires encrypted information for a purchase
of a music file in a music play function, the security region 140 may be
called by the non-security region 130. In this process, the non-security
region 130 may deliver call information about the required encrypted
information to the security region 140. Particularly, the security region
140 encrypts and stores a password corresponding to an open ID and
delivered through the non-security region 130 on the basis of a user

identification number. Thereafter, when a user identification number is
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Now, other elements shown in FIG. 3, namely, the memory unit 13, the input unit 14, the audio
processing unit 15, and the display unit 16 will be described. The memory unit 13 stores programs
required for a control of the user device 10 and data created during execution of such programs.
Particularly, the memory unit 13 may store a web browser 110 for access to a website provided by the
web service providing apparatus 20. The user device 10 may offer an icon or menu item for activating
the web browser 110. In response to a selection of the icon or menu item, the web browser 110 is
loaded on the cont(?r]a;;init 12 and supports various functions for ac&izss to a websit Partictl)JIarIy, the

web browséf &Y rﬁfﬁpé raHUMRERH Y réggb?lgn]o thigimEton' §98teAt \./\ﬂ'thv\é%

authentlcatlk())rno rocess such as alflhlgput of an open ID or an i%‘%)lét t%fea geagawprd and ma I(:?ﬂso

temporarily or pesrr%%rﬁléﬂﬂyl/ngolr% sueh iformation? "€9'RIso memory it 1@%1'83? frther store a

user ide”“ﬁEﬁ;)%‘éﬂg"\‘/W]%‘?h}?’Pmr?ﬁeééi(Pe%”Mé‘&‘?'i&EWJH[&r‘I%}jI‘IW Heder i@@?ﬁéﬁ&%ﬁ? device

10. For example, in case of a mobile communication terminal, a user's unique n ted by a

mobile comURICA{OBHRASIHBROM R RODIRLUKISAHPN SYBReT MY NLEHRE HedAg R Hser

identification number. In case of a stationary terminal connected to a netwaork, an IP address may be

used as a usgk flppidicaiPntREMbaEid histissoweyer, RxemmleIHY AlhbirtodricaReidered as a i
mitation. The memory unit 13 may be formed of at least one of a flash memory, a hard disk, a

multimedia gafierisria typeheeroars é2grit Deyidp 18MagheRANG artERPMd pas$he@iaput unit 14
receives an input of various numbers, letters, and other keys, creates an input signal for performing or
controlling variersfuadtjonsaatihieroses ele ot ¢k nand sketiverty ir egibe cod@ralegdard?.iPaicularly, the
input unit 14 receives user's input for driving a web browser and also transmits, to the control unit 12,
an open |D @rs4 paesSwdrt igsutiedtireodigia tin adaregdasmieol #6y \aeterolicali onasyas®es input

window from a user. . o
message, and transmits the user authentication success message to

the web service providing apparatus 20 through the communication unit
11.

As shown in FIG. 4, the security region 140 may include a
trusted application layer 141, a TEE internal API layer 142, a trusted
core environment layer 143, a trusted function layer 144, and a
hardware security resource layer 146. Here, the TEE internal API layer
142, the trusted core environment layer 143, and the trusted function
layer 144 may be disposed on a TEE kernel layer 145, and the
hardware security resource layer 146 may be disposed on the hardware
platform 135.

In this control unit 12 based on the above-discussed trusted
platform, if there is a request for a password encrypted and stored in
the security region 140 while the TEE client API layer 133 performs a
specific user function through the application layer 131, namely, while a
web browser is running, the TEE function API layer 132 delivers a

relevant call to the TEE client API layer 133. Then the TEE client API
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The input unit 14 may have at least one of a keypad and a touch pad which creates an input signal in
response to user's touch or other manipulating actions. In some embodiments, together with the
display unit 16 to be described below, the input unit 14 may be formed of a touch panel (or a touch
screen) capable of performing both input and display functions. Additionally, the input unit 14 may
have at least one of a key input unit such as a keyboard or a keypad, a touch input unit such as a
touch sensor or a touch pad, a gesture input unit such as a gyro sensor, a geomagnetic sensor, an
acceleration sensar, a proximity sensor or a camera, and a voice input?lhrijr':. Besides a%ny other input
e

device und&?¥RL ERTUP fISe QiRADAIRLY HRd¥Bled asREG @ thit e 91 T4fe! Al

processing unl 13 copverts 8l sjsctical squnl siangl nto an anglag signal, Bariylary. the audio
processing TR ay output a specific sound i case of a failure IR User authentication. Th

display unit;], eYﬁéﬂF?W#%ffl%%f%%?ggﬁgtﬁécwﬁﬁd WHE&de@H@ﬁié(gﬁﬁ%%Wfﬁ%%W?s%i & the user

device 10 performs its func rly, the display unit 16 may display information offered

through a welybroMsser a1 AlstiePiasentaahasificasieenyar r‘i‘lﬁi‘_’i%ﬁé‘d&o%%%ﬂﬁ‘é@_a“d
password. The display unit 16 may be formed of LCD (liquid crystal display), TFT-LCD (thin film

transistor LGRYs@bER (ergrais ighs amifingaiodasi ukep - AMBFED (RFSUgMaNE LERY flexible

display, three-dimensional display, or the like. Although main elements of the user device 10 are
described higrenhmioreywithIréfsrene tekigp s al of dbéise plemsnts atsr oot alwdys égssigtial. In

some embodiments, some of them may be removed from the user device 10, and any other elements
may be addiioaallger 28entification number accredited by the non-security region
130. If the user identification number accredited by the non-security
region 130 is not equal to that used in encryption, the TEE internal API
layer 142 notifies the TEE client API layer 133 of a failure in user
authentication.

However, if decryption succeeds on the basis of the accredited
user identification number, the TEE internal API layer 142 may notify a
success in user authentication by sending a decrypted password to the
TEE client API layer 133.

In summary, if the non-security region 130 calls an encrypted
password stored in the hardware secure resource layer 146 that is
accessible only through the trusted platform 120 located in the security
region 140, the security region 140 decrypts the encrypted password on
the basis of a user identification number accredited by the non-security
region 130 and then returns decryption results to the non-security
region 130.

In this process, the trusted function layer 144 may double-
checks a wuser identification number predefined for securing the

reliability of a call for encrypted information, and the non-security region
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alternatively used for the user device 10. Now, configuration and operation of the web service
providing apparatus 20 in embodiments of this invention will be described in detail. FIG.5isa
block diagram illustrating a web service providing apparatus in accordance with an embodiment of the
present invention. Referring to FIGS. 1 and 5, the web service providing apparatus 20 includes a
service communication unit 12, a service control unit 22, and a service storage unit 23 The service
communication unit 21 performs a communication with the open ID management apparatus 30 and at

least one use§ r device 10. Particularly, the service, co munltéatlo unlt 21 comrgﬁn}ftes with the

non-securit 99|Wa§é’d)89 rzintgﬁerﬁj ﬂ% Gl e BoMitin GRt'8fthe user

device 10. ormall the user device 10 o d on an open op[%ratln system However,
kel T e SR REekess

as discussed a ove Uset device 10 i em |men iRVRESA has & parate environment

formed oft %esrecurlty region operating based on an open operating system and the security

region operatlng ased on a separate security operating system. The service communication unit 21

receives informationyfrom ie ponysaeH U fiesiomahibe ISR dsiisr1) apddvRTedeliysrafido the

service control unit 22 to be described below. The service control unlt 22 controls the whole
procedure csfdwm@nge@&mc'ﬁa@ve%ﬁervwede@rysﬁme rse%%rm&we@ortﬂlee@ed maser device

10. The service control unit 22 may control a login process of the user device 10 that mtends to use a
web servicgpassword is delivered to the non-security region 130. Alternatively, the
security region 140 may be temporarily authorized to perform various
functions required in a password decryption process for open ID
authentication by the non-security region 130, and then directly control
data communication with the web service providing apparatus 20 and
the open ID management apparatus 30 through a direct control of the
communication unit 11.

Hereinbefore, the control unit 12 has been described in detail
with reference to FIG. 4.

Now, other elements shown in FIG. 3, namely, the memory unit
13, the input unit 14, the audio processing unit 15, and the display unit
16 will be described.

The memory unit 13 stores programs required for a control of the
user device 10 and data created during execution of such programs.
Particularly, the memory unit 13 may store a web browser 110 for
access to a website provided by the web service providing apparatus 20.
The user device 10 may offer an icon or menu item for activating the
web browser 110. In response to a selection of the icon or menu item,

the web browser 110 is loaded on the control unit 12 and supports

various functions for access to a website. Particularly, the web browser
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Specifically, the service control unit 22 controls the entire login process of the user device 10 by using
an open ID service supported by the open ID management apparatus 30. Namely, when an open ID
inputted through the user device 10 from a web browser operating in the non-security region of the
user device 10 is received, the service control unit 22 identifies, based on the received open ID, an
address of the open ID management apparatus 30 that has issued the open ID. For example, if an
open ID received from a web browser operating in the non-security region of the user device 10 is
http://iphl.openid.com, "iphl" is user's open ID identifier and "opfbpi .com" is.a domain of the open ID

d
managemeﬂlt’L pﬁ'&?a‘(tu%%fﬁgt HLans @@d?erper.recepﬂfH?eeré, L DENRR ARRAS'AERD2

identifies a domain of t OR(tan ID management apparatus 30.fron}th? received Oﬁ)Bn ID, identifies an
WIJttIH an_au %e ication R{ cess as_an mou o) ﬁ]n 88en. of i';m
IP address of the open ID management apparatus 30 corresponding to the domain and stored

open 15 roa e Hone e Ceer it T ey e B o M G metner ne

open ID recgiyadfiegnihgigser device 10 is a valid open ID issued by the open ID management
apparatus 30. Additionally, based on a user identification number received together with an open ID

from the user devica £ theseRderdigniialuni 3 apasinadiresvdrethernibereieipfaimmaiion about
authorization for user authentication. It the result of authentication is received from the open ID

managementiapparaiuisich, tbfessrvicenngnkioldivt 221 tramsitibs aursslil etioit esBagg apretaining the
received authentication result and the address of the open ID management apparatus 30 to the user
device 10 thrseighdbeiservice. céromuaneatipteunitn2icase of a mobile communication
terminal, a user’'s unique number allocated by a mobile communication
operator or a mobile identification number (MIN) may be used as a user
identification number. In case of a stationary terminal connected to a
network, an IP address may be used as a user identification number.
This is, however, exemplary only and not to be considered as a
limitation.
The memory unit 13 may be formed of at least one of a flash
memory, a hard disk, a multimedia card micro type memory (e.g., SD or
XD memory), RAM, and ROM.
The input unit 14 receives an input of various numbers, letters,
and other keys, creates an input signal for performing or controlling
various functions of the user device 10, and delivers it to the control
unit 12. Particularly, the input unit 14 receives user’s input for driving a
web browser and also transmits, to the control unit 12, an open ID or a
password inputted through an address bar of the web browser or any
other input window from a user.
The input unit 14 may have at least one of a keypad and a touch

pad which creates an input signal in response to user’s touch or other
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Thereatfter, if a user authentication success message is received from a web browser running in the
non-security region of the user device 10, the service control unit 22 permits a login of the user device
10. For this, the web service providing apparatus 20 may include the service storage unit 23 that
stores contents associated with web services provided by the web service providing apparatus 20.
The service storage unit 23 stores and manages general information for providing web services to the
user device 10. Particularly, the service storage unit 23 stores the address of the open ID

t ap. tus 30 by. matchingitto ad in. As di d ,the web [
proviing DRI doPAL G e SorACRS SPABE U2 bl R R FHSINEN o the

open ID manage t apparatus 30 instead of information required for user authentication of the user
dovice 10 T e RS2 IR BRfoR LR AL S HATThE TR ot = hogin

fth . - v threat o " ! e 10
gagsemﬁaﬁrg@ijggrﬁgjﬁt{‘ﬁlng&l eI é%"f‘éé‘ﬁ‘?e%ﬁ %@Jfb's%rf’eeév@r‘?@ﬁwﬂﬂ B5the; #gﬁrt agyiee

ication success message. T eb service providing apparatus 20 and

the open IDna1205MRELBRRATANSi A M DEHROTRIUEIEHA RS10NfehMPIs SelYeEnabaRerate in a

server-based computing configuration or a ¢loud configuration. Particularly, in embodiments of this

invention, IRFPrANREYN; HPOSNUIFRAs@icie GRdvad kBIM sy the PRER Y prtihentierftm ﬁvfﬂﬂnm may be
C

provided through a cloud computing function that may be permanently stored in a cloud computing
device on Intesheté\ gloud corspuing refesstiour keghnigue trsttereomgemanndt I itoesation
technology) resources such as hardware (i.e., server, storage, network, etc.), software (i.e., database,
security, welyretsk rseovica aend degnaticatiead asiralatecede tactorolegy str aayptigkahdgvice such
as a desktop, a tablet computer, a notebook, a netbook, and a smart phone. In this invention, all kinds
of informati6RMISPIsMItted o Metdvednthanyaireusep devicet 1B eistdesh savicd pesvidipgtapparatus
20 and the open ID management apparatus 30 may be stored in a cloud computing device on Internet
and also triRYhREd BAGHHS WA BRYAHePE. InveseRtian dpak e adtechHon e tHbth

embodiments _(%f this invention will be described in detail.
unit.

The audio processing unit 15 converts an electrical sound signal
into an analog signal. Particularly, the audio processing unit 15 may
output a specific sound in case of a failure in user authentication.

The display unit 16 visually offers information associated with
operating states and results while the user device 10 performs its
function. Particularly, the display unit 16 may display information
offered through a web browser and also represent a specific screen for
receiving an input of open ID and password. The display unit 16 may be
formed of LCD (liquid crystal display), TFT-LCD (thin film transistor
LCD), OLED (organic light emitting diodes), LED, AMOLED (active
matrix OLED), flexible display, three-dimensional display, or the like.

Although main elements of the user device 10 are described
hereinbefore with reference to FIG. 3, all of these elements are not
always essential. In some embodiments, some of them may be removed

from the user device 10, and any other elements may be additionally or
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FIG. 6 is a flow diagram illustrating an open ID authentication method performed at a user device in
accordance with an embodiment of the present invention. Referring to FIGS. 1 and 6, at step
S301, when a user accesses a web service provided by the web service providing apparatus 20
through a web browser running in the non-security region of the user device 10 and then inputs an
open ID for a login of the web service, the user device 10 transmits the open ID to the web service
providing apparatus 20. At step S303, the user device 10 receives a redirection message
containing the result of auther(niﬁ{z#iciﬁ from the web service providing apparatus 20. This

e

authenticati%lrﬁer&ﬁﬂ\@%rg?5" RAURPiHRWG&iON that includes open ID authentication

information indicatiwovyvhegberg t|h%ro Iecr)1nID ir%)ugted %)(igﬁjsoetr hﬁ\g beg iss,sé%gcvalidrl A Idnuser
authentication authorization |n¥ogma fon m%lcatinB%a 08erauthentication-is authrize by%e open ID

ma”agemeﬁitaﬁ%'?ﬁ'iﬁﬁ‘%é%% OSSR Ring i”‘gﬁ‘%@ﬁ% [é%( %‘8%%%6%68 &Llirection

message that contains this authenfication information e open ID management

apparatus 30.  Afstes §305, KB eRbIgrasr ARIStRINAG WIaMes (88 FRcRivprdeRirRgton

message contains authorization information about user authentication. If there is no authorization

information gifearguBraVaec seaEn eer ae A foe ks dinieentisatine 1 fapenbhiignagement
apparatus 30 at step S307. If there is authorization information, the web browser sends a request for

user authentication Reflee rseguidyPEgON Bigidps5302. web Sbeveadtarr avspenifia gt reecforming user
authentication in the security region, e.g., the TEE internal API 142 discussed above with reference to
FIG. 4, che@ks whéikerstie eeisvecpassword) wioadisponcinglid, tiee ©pend® enungdtedh dn2Be basis of a
user identification number. If there is an encrypted password, the TEE internal API 142 decrypts the
encrypted paizeviofE by ceintoaagerudéndiication number at step S311. If decryption is performed

properly, the TEE internal API 142 o _ o
The service communication unit 21 performs a communication

with the open ID management apparatus 30 and at least one user
device 10. Particularly, the service communication unit 21
communicates with the non-security region based on an open operating
system through the communication unit of the user device 10.

Normally the user device 10 operates based on an open
operating system. However, as discussed above, the user device 10 in
embodiments of this invention has a separate environment formed of
the non-security region operating based on an open operating system
and the security region operating based on a separate security
operating system. The service communication unit 21 receives
information from the non-security region of the user device 10 and then
delivers it to the service control unit 22 to be described below.

The service control unit 22 controls the whole procedure of
providing a specific web service, e.g., game, news, movie, portal, etc.,
to the user device 10. The service control unit 22 may control a login

process of the user device 10 that intends to use a web service.
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transmits a user authentication success message to a web browser running in the non-security region
at step 5313. Then the web browser sends it to the web service providing apparatus 20 to perform a
login. Now, operation of the web service providing apparatus 20 in embodiments of this invention
will be described in detail with reference to FIG. 7. FIG. 7 is a flow diagram illustrating a
redirection message creation method for open ID authentication performed at a web service providing
apparatus in accordance with an embodiment of the present invention. Referring to FIGS. 1 and

7, the web servi idi tus 20 recei ID. from th device 10 at step S401,
and then identifies HE SR THE GON S HARIGRIAN ppARISD RGeS B received

open ID at ste(p géOB. At ste% S\ﬁ%gétae web service providing aspegaratus 20 ingtjé[]e%of the open
|

ID managell%ren apspé)rfamse éJOS,e(:rorr%spon mgbt% %ér}ge%ﬂfi%ea%éress, about altRentication for the

open 0. If it rsgblle! s hgaticaion & fecived i 96 oReARIMatager o) apparpyp 20 at step

S407, the web sefvice provi paratus 20 transmits a redirection message containing the

authenticatiom, [Rgut} 1A {BG¢ISIhEeNicS A SIRPSTSrom 2ASElSEHEIRT ARAYEndRR qihaRcation

result is authentication information that includes open ID authentication information indicating whether
the open IDnegederd, figyn tagidrer sevine 10dwms Besidesueyl validydaniee opae I3 aparagement

apparatus 30, and user authenticationauthorizationinformationindicatingthatuser
control unit 22 identifies, based on the received open ID, an address of
the open ID management apparatus 30 that has issued the open ID.

For example, if an open ID received from a web browser
operating in the non-security region of the user device 10 s
http://iphl.openid.com, “iphl” is user's open ID identifier and
“openid.com” is a domain of the open ID management apparatus 30 that
issues the open ID.

Therefore, the service control unit 22 identifies a domain of the
open ID management apparatus 30 from the received open 1D,
identifies an IP address of the open ID management apparatus 30
corresponding to the domain and stored previously, and then inquires of
the open ID management apparatus 30 about authentication for the
open ID received from the user device 10.

Namely, the service control unit 22 inquires whether the open ID
received from the user device 10 is a valid open ID issued by the open
ID management apparatus 30. Additionally, based on a user
identification number received together with an open ID from the user
device 10, the service control unit 22 may inquire whether there is

information about authorization for user authentication.

If the result of authentication is received from the open ID
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authentication is authorized by the open ID management apparatus 30. When this authentication
information is received from the open ID management apparatus 30, the web service providing
apparatus 20 creates a redirection message containing the received authentication information and the
address of the open ID management apparatus 30 identified at step S403 and then transmits it to the
user device 10. If the authentication result is not received properly at step S407, the web service
providing apparatus 20 may transmit a message indicating a failure in authentication to the user device

10. Now, an open ID authentication od in embodiments of this inyention will be described in
Gorail, ARG APRALA Aot Ot B SRHGP 4l lcIBh reetiART RS dance with

an embodlme tof tthe resenstailnver?:tloon aini n R?feerrlpeqcteolvFl Fh1 Gch 8% Wher] a usgr accesses
a web serwce prow e byefﬁe V\%eo service pr cpng appara us%lé roug a weBebrowser running in

the non-sey y%ﬂ%‘Pé%%?’%PftW& L ey erﬂrgﬁ%&etﬁ?éhmﬁ?arh?asnéef Qg fhe web

service through t browser t user eVICG transmit eopenIDto t serwce

providing apRARIIS B0t rou JTPERA BRI & SRIACHRESERA WRRSHE, www. Skplanet.cokr, 50 a5 10

use a specific web service provided by the web service providing apparatus 20, and then tries a login

by entering an openri re gftdittni//iplisenenificontidasisad HrrbeYsyERgPes IBc@RRapement
apparatus 30 in an address bar of a web browser. Thereatfter, at step S203, the web service

providing apparatas &@ slebidasan addreisgofiherapendh- seanagsmesy ieppasatiuls SOuyethe basis of
user's open ID, i.e., http://iphl.openid.com, received from the user device 10. The address of the open
ID managehevicappéraths 3 nvayebe ddntified fr@f PRIMHESr @Xagipleyf'dbenideordévargained in
URL of the above open ID may be a domain of the open ID management apparatus 30, and the
address of tHe open ID management apparatus 30 may be identified as an IP address stored

previously in accordance with the above domain.
For this, the web service providing apparatus 20 may include the

service storage unit 23 that stores contents associated with web
services provided by the web service providing apparatus 20.

The service storage unit 23 stores and manages general
information for providing web services to the user device 10.
Particularly, the service storage unit 23 stores the address of the open
ID management apparatus 30 by matching it to a domain.

As discussed so far, the web service providing apparatus 20
stores, in the service storage unit 23, and manages only information
about the open ID management apparatus 30 instead of information
required for user authentication of the user device 10. This allows a
simpler construction of system. Further, it is possible to stably support a
login of the user device 10 without security threat since a login is
permitted only for the user device 10 transmitting a user authentication
success message.

The web service providing apparatus 20 and the open ID

management apparatus 30 may be constructed as one or more servers
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After the address of the open ID management apparatus 30 is identified, at step S205, the web service
providing apparatus 20 transmits the open ID inputted from the user device 10 to the open ID
management apparatus 30 and also inquires whether the open ID has been issued validly by the open
ID management apparatus 30. At step S207, the open ID management apparatus 30 creates
open ID authentication information that indicates that the open ID received from the user device 10
has been issued validly. Then the open ID management apparatus 30 transmits the open ID
authentication information to the web service providing apparatus 20. Meanwhile, at step S201,
the user debfi 18HREG FirterfranERYE & RSP e RAFRRHOM HufrDeP &L Wen Qerfics Biding

apparatus 20. Then t ‘laovr\{.etll-’%er%?ﬁ r{owldln Bgﬁatus Otrtaﬂ]smlts the received user identification

ganfigur n_&m en IS INyention, Informatian ... ..
number to &' bpen D fHEnagement apparatus 30 which determines based on'the US&r igentification

number whetligt [g;aivg Arthatzation Wy hawée%%q{i_‘?ﬁt%@ﬁeﬁﬁ%%ﬁéﬂﬁzesfﬁem mﬁ?r example,

in case where §1e user device 10 1s a mobﬁle%{commu Ication termin uses, as a user identification

number, a ypiqug RS alAFBIRgHDY 2 MaBiRICoRyRBIIRATIN ARRERIGH thingperRymanagement

apparatus 30 may inquire of, based on the user identification number, a service server of the mobile

communicajepreaREREyWRINS thhodaEBieg bempatiagyiae Jieendhissasedhe geevisgaserver of
the mobile communication operator may store previously information about whether the user device 10

has a trustasbphgttainy Ifrtfe tseodevice dihhgee troistefderlatinraewidnenhangedfsectatiprihe service
server of the mobile communication operator may create information indicating a guarantee of the user
device 10 afrectthenl ogynsmasio to ks cpern |Baramabearen{iappasatve B0 s idrary thenmgiaro R,
management apparatus 30 may transmit, to the user device 10 through the web service providing
apparatus ZEiCusefsatitvanieication adigiahaston sefoutititionv@licalifg theg Ddeeaathentiaddion is
authorized by the open ID management apparatus 30. After the open ID management apparatus
30 transmit¥ 164REZRh HeHide! PESVIMI GBS PRS0 20\ tisd udsaicss haftiéation
authorization information and the open ID authentication information indicating that the open 1D

received frdtf #iEAReR JAAIRE G RARUIEEN FsBRLaRAMKY ARNEHRAP LR RE Br&iNE RRBARtuS 20
transmits to a \%eb browser of t%\ritléser device 10ar dire(ftion message containin%;he received

authenticatioh REor YRS AR flb iR & o REBBER D HRASEYHER B pERINIE 8 HPREp S209.

the user device 10, the web service providing apparatus 20 and the
open ID management apparatus 30 may be stored in a cloud computing
device on Internet and also transmitted anytime and anywhere.

Now, an open ID authentication method in embodiments of this
invention will be described in detail.

FIG. 6 is a flow diagram illustrating an open ID authentication
method performed at a user device in accordance with an embodiment
of the present invention.

Referring to FIGS. 1 and 6, at step S301, when a user accesses
a web service provided by the web service providing apparatus 20
through a web browser running in the non-security region of the user
device 10 and then inputs an open ID for a login of the web service, the
user device 10 transmits the open ID to the web service providing

apparatus 20.

27



At step 5211, a web browser running in the non-security region 130 determines whether the received
redirection message contains authorization information about user authentication. If there is no
authorization information, the web browser sends, based on the received address of the open ID
management apparatus 30, a request for user authentication to the open ID management apparatus
30 at step S213. Subsequent steps are identical to those discussed above in FIG. 2 If there is
authorization information, the web browser running in the non-security region 130 sends a request for

user authentication to the security region 140 at ste 15. Namely, the web browser calls an
morsotod pasonardt SteR A T SRE S b3 B A REH RS R AP APA%SD running
in the secur(i:tg nrgagion 14 ch?gka ﬁlt SI;GQ %%gl%/ivchetthenr t?r ass,eﬁord Cé%legek%the Wrebvpécl)wser is

Py reglonaﬂl%. I sor,nthe TEE interna TV per?grms at step

stored in an 2reA mal geg by the 'securi
S219 decrygg'?%m%dﬁl a user identification number received through the web browser. If a
user identification number received through a web browser is not identical to that used in encryption of

a password, this is ragardgdfs AtialyI6AN Mg iRUFREBECAIPNa (iklenticali i ITifBFHMBERINIS

performed properly, this is regarded as a success in user authentication. In case of a success, the
security regirat1HEHRNSNEP AT aulttRINiIGaHAD SUSEBPMBRSRANRIIe AIWEDIHeMser ohthe

non-security region 130 at step S221. Then the web browser of the non-security 33
open ID inputted by a user has been issued validly and user
authentication authorization information indicating that wuser
authentication is authorized by the open ID management apparatus 30.
A web browser running in the non-security region receives a redirection
message that contains this authentication information and the address
of the open ID management apparatus 30.

At step S305, the web browser determines whether the received
redirection message contains authorization information about user
authentication. If there is no authorization information, the web browser
sends a request for user authentication to the open ID management
apparatus 30 at step S307. If there is authorization information, the web
browser sends a request for user authentication to the security region at
step S3009.

Thereafter, a specific APl performing user authentication in the
security region, e.g., the TEE internal APl 142 discussed above with
reference to FIG. 4, checks whether there is a password, corresponding
to the open ID, encrypted on the basis of a user identification number. If
there is an encrypted password, the TEE internal APl 142 decrypts the
encrypted password by using a user identification number at step S311.

If decryption is performed properly, the TEE internal APl 142
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region 130 transmits the received user authentication success message to the web service providing
apparatus 20 at step S223. The user authentication success message contains the open ID
authentication information received in step S207. Since the open ID inputted through the user device
10 is guaranteed by the open ID management apparatus 30, the web service providing apparatus 20
permits a login of the user device 10 without security threat at step S225 If there is no password
corresponding to the open ID at step s217, the user device 10 may send a request for user
authentication to the open ID management apparatus 30. Thereafter, when a usgre%uthentication
S

success mes8AGE K Febeidaf frH MO S mtHeetRe MY ERPARUSC P IRV AN 10 may

encrypt a pasewird pied throudh,a.ueb bawser, of loe aorysecyia region 438 By 4sjng A user
identification nUMBer and then Store it inthe seeurd regloFr)l o S discusseéd above, once a

password coUEsRYNYINQO ALBRECHRS B IRA SRS B LA sedeyice 10 directly

calls the password from the security regio a performs user authentication without a need

to transmit or receiyedoforgisUpa g Prdioth e Service PrdiathePRaBInARand thR open D

management apparatus 30 As such, open ID authentication through the security region 140 of the
user devicegRtsadi RieMentan afkansrRelveripvBdogd sauped by I¢pratedidatpdfansayssion in

typical open ID authentication. Additionally, the user device 10 has a separate environment
to FIG. 7.

FIG. 7 is a flow diagram illustrating a redirection message
creation method for open ID authentication performed at a web service
providing apparatus in accordance with an embodiment of the present
invention.

Referring to FIGS. 1 and 7, the web service providing apparatus
20 receives an open ID from the user device 10 at step S401, and then
identifies the address of the open ID management apparatus 30 on the
basis of the received open ID at step S403.

At step S405, the web service providing apparatus 20 inquires of
the open ID management apparatus 30, corresponding to the identified
address, about authentication for the open ID. If the result of
authentication is received from the open ID management apparatus 30
at step S407, the web service providing apparatus 20 transmits a
redirection message containing the authentication result to the user
device at step S409.

As discussed above, the authentication result is authentication
information that includes open ID authentication information indicating

whether the open ID received from the user device 10 has been issued

validly by the open ID management apparatus 30, and user
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formed of the non-security region 130 based on an open operating system and the security region 140
based on a security operating system and also allows the security region 140 to stably perform
authentication for an open ID without leakage of user information. Hereinbefore, the open ID
authentication method based on a trusted platform in embodiments of this invention has been
described. The open ID authentication method in embodiments of this invention may be
implemented as program commands that can be executed by various computer means and written to

ter-regdab| di dium. Th ter-readable recordi di includ
program coMHAFIRUEARA e AR &0, SLOSTBALSR in ORISR, THABrogfit Eommands

written to the medium are designed or. configured especially for the disclosure, or knpwn jq those
g esaned or cenfigurades AT

. . authentication i rize en nagement appara : .
skilled in compu?er o) ware.SExamp eso compLRer-readgE)?e r&ord‘?ng m%mm Include magnetic

media S“Ch\ﬁﬁéwatrﬁ’igi%‘uﬁqfé‘?ﬁ&yﬁ 5k ?@f}q?r@%?é‘ﬁ“‘i’staPSﬁé’R}g&" W§Hia ﬁ%hfﬁe‘%c ROM and

a DVD, magneto-optical media such as a C , and a hardware device configured especially to

store and exeeHLe R ORI PARAEd aBHChRS %BQMeWp%Qi&iﬂ?i%ﬁ‘&&?%&s 20The

computer-readable recording medium can be distributed over a plurality of computer systems

connected {gradieyverk el thad MHPCeResERgE abim eQmiRrig ke ndBeiotand gx@stitediherefrom in a
decentralized manner. Programs, code, and code segments to realize the embodiments herein can be

construed hynforeneftierdirary skié indoeest of th&Vbie thilDnventiegdras heerp pariscularyoshown and
described with reference to an exemplary embodiment thereof, it will be understood by those skilled in
the art that \derioul extharigas  SerOBamadd dtails traydmiteateahbeinsethdevidepafing from the
subject matter of the invention. Specific terms used in this disclosure and drawings are used for
illustrative purposediaitnat to &t icsrsnieres al islinmatiena e presentynvestion. Ftistrial
AIOIC)“C&b"m{he web service providing apparatus 20 may transmit a message
indicating a failure in authentication to the user device 10.

Now, an open ID authentication method in embodiments of this
invention will be described in detail.

FIG. 8 is a flow diagram illustrating an open ID authentication
method in accordance with an embodiment of the present invention.

Referring to FIG. 8, at step S201, when a user accesses a web
service provided by the web service providing apparatus 20 through a
web browser running in the non-security region 130 of the user device
10 and then inputs an open ID for a login of the web service through the
web browser, the user device 10 transmits the open ID to the web
service providing apparatus 20.

For example, a user accesses a website, www.skplanet.co.kr, so
as to use a specific web service provided by the web service providing
apparatus 20, and then tries a login by entering an open ID, e.g.,

http://iphl.openid.com, issued previously by the open ID management

apparatus 30 in an address bar of a web browser.
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The present invention relates generally to open identification (ID) authentication technology and, more
particularly, to a method, an apparatus and a system for authenticating an open ID based on a trusted
platform so as to prevent network overload which may occur due to data transmission repeated at
every time of open ID authentication. According to an open ID authentication method, apparatus
and system based on a trusted platform in the present invention, a user device has a separate
environment formed of a non-security region based on an open operating system and a security region
based on a security. qgerag%%\ﬁystem and 56) allows the securiti/ region to stably perform

authentication for an f)(e% itbut 1€R &iﬂfb?rﬁ’é{ﬁgn.s?ﬁ\’% ﬁBMiQ@&r 9%61%5

developmerghoéf&gﬁwig industr gnd Web[ Service mdu&?ry thus havm%tlndustrlal appg(t?%lllty. WHAT

IS CLAIME SAr?gpéanl Ehafica ionﬁD?guetﬂen icg}%rhas%t@r% coﬁpp?i%{r?gtys a Web service

e SRS BT o o S e S AP b=
managemefy QRRAAMEAN 10. The address of the open ID management apparatus
30 may be identified from URL. For example, “openid.com” contained in
URL of the above open ID may be a domain of the open ID
management apparatus 30, and the address of the open ID
management apparatus 30 may be identified as an IP address stored
previously in accordance with the above domain.

After the address of the open ID management apparatus 30 is
identified, at step S205, the web service providing apparatus 20
transmits the open ID inputted from the user device 10 to the open ID
management apparatus 30 and also inquires whether the open ID has
been issued validly by the open ID management apparatus 30.

At step S207, the open ID management apparatus 30 creates
open ID authentication information that indicates that the open ID
received from the user device 10 has been issued validly. Then the
open ID management apparatus 30 transmits the open ID authentication
information to the web service providing apparatus 20.

Meanwhile, at step S201, the user device 10 may further
transmit a user identification number to the web service providing
apparatus 20. Then the web service providing apparatus 20 transmits
the received user identification number to the open ID management
apparatus 30, which determines based on the user identification number

whether to give authorization for user authentication to the user device
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the user device configured to have a separate environment formed of a non-security region operating
based on an open operating system and a security region operating based on a security operating
system, to access the web service provided by the web service providing apparatus through a web
browser running in the non-security region, to transmit an open ID inputted through the web browser to
the web service providing apparatus, to perform user authentication on the basis of a stored password
corresponding to the open ID at the security region when a redirection message is received from the
web service providing apparatus, and to transmit a user authentication success message to the web
service prO\Ji@'rng apparatus through the web browser so as to conduct a login. 2. A user device

comprising: a clg(r)nrmunicatiqg unit confi?ure to tra[lﬁsmit or receive infgﬁnation tm(a% réa
' r i

N exa in_casg _where the user 3eV|ce IS _a
communication network; ananée a control un‘let con gureaeio have aseparaﬁe environment formed

of a non-seeyiiy,{GAIRAARA'IURS RRSED 0F 3588erLaPEaing, Sy ﬁ@&%ﬁe?bw%@rgi% operating

based on a security operating system, to access a web service provided by a web service providing

apparatus tiaygla VR{bBIOARSE AHORIRY 1A U BRB-SSFHANY FRSIAM AodFATISYT 2RPEp 4R inputted

through the web browser to the web service providing apparatus, to perform user authentication on the

basis of a storeshpasmrbrRMapRRIdinGtoghe pREN IRt te ScuBNgeaiopvher a gedrection

message is received from the web service providing apparatus, and to transmit a user authentication
success madsagifitatiervel sarece araddingeappanagus girabgh thebileb browsarseasda conduct a

login. 3The user device of claim 2, wherein the control unit is

operator whether to guarantee the user device 10. In this case, the
service server of the mobile communication operator may store
previously information about whether the user device 10 has a trusted
platform. If the user device 10 has a trusted platform with enhanced
security, the service server of the mobile communication operator may
create information indicating a guarantee of the user device 10 and then
transmit it to the open ID management apparatus 30. Then the open ID
management apparatus 30 may transmit, to the user device 10 through
the web service providing apparatus 20, wuser authentication
authorization information indicating that wuser authentication is
authorized by the open ID management apparatus 30.

After the open ID management apparatus 30 transmits to the
web service providing apparatus 20 the above-discussed user
authentication authorization information and the open ID authentication
information indicating that the open ID received from the user device 10
has been issued validly, the web service providing apparatus 20
transmits to a web browser of the user device 10 a redirection message

containing the received authentication information and the address of

the open ID management apparatus 30 at step S209.
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further configured to transmit a user identification number of the user device to the web service
providing apparatus when transmitting the open ID. 4.The user device of claim 2, wherein the
redirection message contains authentication information that includes an address of an open ID
management apparatus and at least one of open ID authentication information and user authentication
authorization information, the open ID authentication information indicating whether the open ID is
issued by the open ID management apparatus, and the user authentication authorization information
indicating that user§8 authe atlon Is guthorized by the open ID mana ement i&)aratus

The user device of éﬁ{%" din ¥ EBnBER YIRS 6'?1f it tHeCsE f)‘?géﬁrbn has a
f\fjor;ebdefgzsa 0 8°§eeerP“eds'”%v'i%’etﬂqeﬁ°p%‘e' Dl dRey ptrtehaer%c%isc%o“ﬁn%\é‘sjgﬁ‘g the HiEgh gentification
perform thé user aut entication.

authorization information about user authentication. If there is no

authorization information, the web browser sends, based on the

received address of the open ID management apparatus 30, a request

for user authentication to the open ID management apparatus 30 at

step S213. Subsequent steps are identical to those discussed above in

FIG. 2.

If there is authorization information, the web browser running in
the non-security region 130 sends a request for user authentication to
the security region 140 at step S215. Namely, the web browser calls an
encrypted password.

Thereafter, as discussed above in FIG. 4, the TEE internal API
142 running in the security region 140 checks at step S217 whether a
password called by the web browser is stored in an area managed by
the security region 140. If so, the TEE internal APl 142 performs at step
S219 decryption based on a user identification number received through
the web browser.

If a user identification number received through a web browser is
not identical to that used in encryption of a password, this is regarded
as a failure in user authentication. If identical and if decryption is
performed properly, this is regarded as a success in user authentication.
In case of a success, the security region 140 transmits a user
authentication success message to a web browser of the non-security

region 130 at step S221. Then the web browser of the non-security
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6. The user device of claim 3, wherein the control unit is further configured, if the security region has
no stored password corresponding to the open ID, to send a request for user authentication to the
open ID management apparatus, to transmit a password inputted from a user at the request of the
open ID management apparatus to the open ID management apparatus, and if a user authentication
success message is received from the open ID management apparatus, to encrypt and store the
password at the security region by using the user identification number. 7. A web service

open 1D Rl A PATAITLSr RGE 0 USE MR HEASoth T HBnagRent Heperaius

supporting an tcgpeegvle[{)service and the .user device havwé’;\ts%%ar§%§§1vironment formed of a
andat

service grow%ln apparatus D : : ;
non-security region operating ba8ed on an Gpen operatng Syste a security region operating

based on a security,qperaling amwgﬁt%%ﬁegmieg&%tﬁ%g%ﬁggn@gu@ﬂq@ {ﬂgﬂﬂfm fgdress of

the open ID management apparatus on asis of an open'| en the open ID is'received from the

non-security feqian RIANE ISP IRWSEOR INLUR QLR e IS pnagamest appasplaly apput

authentication for the open ID, to transmit a redirection message containing authentication information

and the adqrgsistd dherieriy P tRanagrineabarRAralysto @@dlﬁ'ﬂr&%@"i%felgi@n OpEe yper device
when the authentication information is received as the result of the authentication from the open ID

managemeniappgeatisn arthigaparmy Bogithef the bsekedeliee plandinigeappthenticatph success
message is received from the non-security region of the user device. 8.An open identification (ID)
authenticatiparmétdoa haged of dirisise pldémice thé nveitthadit opemisity stepsaofat step
S225.
If there is no password corresponding to the open ID at step
s217, the user device 10 may send a request for user authentication to
the open ID management apparatus 30. Thereafter, when a user
authentication success message is received from the open |ID
management apparatus 30, the user device 10 may encrypt a password
inputted through a web browser of the non-secure region 130 by using a
user identification number and then store it in the secure region 140.
As discussed above, once a password corresponding to an open
ID is stored in the security region 140, the user device 10 directly calls
the password from the security region 140 and then performs user
authentication without a need to transmit or receive information to or
from the web service providing apparatus 20 and the open ID
management apparatus 30.
As such, open ID authentication through the security region 140
of the user device 10 can prevent in advance network overload caused
by repeated data transmission in typical open ID authentication.

Additionally, the user device 10 has a separate environment
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at a user device, after accessing a web service provided by a web service providing apparatus through
a web browser running in the non-security region, transmitting an open ID inputted through the web
browser to the web service providing apparatus; at the user device, receiving a redirection
message from the web service providing apparatus, the redirection message containing authentication
information that includes an address of an open ID management apparatus and at least one of open
ID authentication information and user authentication authorization information; at the user device,

Cocurty rog B O 117 TPEREUUY SLEOLRH 1) o DBS A AEn L NCH (BSIa Ubvico,

transmittingsa User alétrr]1 nEitg:gti()Sn guccess message 6) tge e %ervice 5‘per(%ic“ng a zrar?ltus through
the web browser S0 4510 conduct alogin. §Phe meﬁmd 5t eraim é‘ whersinth g 0 rar%mitting the

s @R TAH
open ID inc é:‘iﬁa'%amg%é “ﬁﬁgiﬂg”tﬂﬁﬁa@é‘ﬁz‘u‘ﬂ eFeZéi%}‘? Uf&éd‘?éfi_‘:&hoﬁye BeER sERvice
providing apparatus. 10.The method of claim 8, wherein the step of receiving t

authentication for an open ID without leakage of user information.

Hereinbefore, the open ID authentication method based on a
trusted platform in embodiments of this invention has been described.

The open ID authentication method in embodiments of this
invention may be implemented as program commands that can be
executed by various computer means and written to a computer-
readable recording medium. The computer-readable recording medium
may include a program command, a data file, a data structure, etc.
alone or in combination. The program commands written to the medium
are designed or configured especially for the disclosure, or known to
those skilled in computer software. Examples of the computer-readable
recording medium include magnetic media such as a hard disk, a floppy
disk, and a magnetic tape, optical media such as a CD-ROM and a DVD,
magneto-optical media such as a floptical disk, and a hardware device
configured especially to store and execute a program command, such
as a ROM, a RAM, and a flash memory.

The computer-readable recording medium can be distributed
over a plurality of computer systems connected to a network so that
processor-readable code is written thereto and executed therefrom in a
decentralized manner. Programs, code, and code segments to realize
the embodiments herein can be construed by one of ordinary skill in the

art.
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redirection message includes sending a request for user authentication to the open ID management
apparatus when the user authentication authorization information is not contained in the redirection
message. 11The method of claim 8, wherein the step of performing the user authentication includes:
determining whether the security region has a password corresponding to the open ID; and if the
security region has the password corresponding to the open ID, decrypting the password by using the
user identification number so as to perform the user authentication. 12The method of claim 8, wherein

the step of performing the user authentication includes: .
Potp V\?hlle lthIS iInvention asnbeen particularly shown and described

with reference to an exemplary embodiment thereof, it will be
understood by those skilled in the art that various changes in form and
details may be made therein without departing from the subject matter
of the invention. Specific terms used in this disclosure and drawings are
used for illustrative purposes and not to be considered as a limitation of

the present invention.

Industrial Applicability

The present invention relates generally to open identification
(ID) authentication technology and, more particularly, to a method, an
apparatus and a system for authenticating an open ID based on a
trusted platform so as to prevent network overload which may occur due
to data transmission repeated at every time of open ID authentication.

According to an open ID authentication method, apparatus and
system based on a trusted platform in the present invention, a user
device has a separate environment formed of a non-security region
based on an open operating system and a security region based on a
security operating system and also allows the security region to stably
perform authentication for an open ID without leakage of information.
This contributes greatly to the development of security industry and web

service industry, thus having industrial applicability.
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determining whether the security region has a password corresponding to the open ID; if the
security region has no password corresponding to the open ID, sending a request for user
authentication to the open ID management apparatus; transmitting a password inputted from a
user at the request of the open ID management apparatus to the open ID management apparatus; and
if a user authentication success message is received from the open ID management apparatus,
encrypting and storing the password at the security region by using the user identification number.
13.An open identification (ID) authentication method based on a trusted platform, the method
comprising steps of:

WHAT IS CLAIMED IS:

1. An open identification (ID) authentication system
comprising:

a web service providing apparatus configured to provide a
specific web service and to support a login of a user device in an open
ID service procedure according to mutual arrangements with an open ID
management apparatus; and

the user device configured to have a separate environment
formed of a non-security region operating based on an open operating
system and a security region operating based on a security operating
system, to access the web service provided by the web service
providing apparatus through a web browser running in the non-security
region, to transmit an open ID inputted through the web browser to the
web service providing apparatus, to perform user authentication on the
basis of a stored password corresponding to the open ID at the security
region when a redirection message is received from the web service
providing apparatus, and to transmit a user authentication success
message to the web service providing apparatus through the web

browser so as to conduct a login.

2. A user device comprising:
a communication unit configured to transmit or receive

information through a communication network; and
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at a web service providing apparatus, identifying an address of an open ID management apparatus on
the basis of an open ID received from a user device; at the web service providing apparatus,
inquiring of the open ID management apparatus about authentication for the open ID; at the web
service providing apparatus, receiving authentication information, from the open ID management
apparatus, that includes at least one of open ID authentication information and user authentication
authorization information indicating that user authentication is authorized by the open ID management
apparatus; and rece|V| a redirec Fr)uon m ssa contamln%!he authentication |r?form CJon and the

address of the operf‘llscmgr? JuNEhPY QV%Q&%‘? gnvironment rorme

of a non-security region operating based on an open operating system
and a security region operating based on a security operating system,
to access a web service provided by a web service providing apparatus
through a web browser running in the non-security region, to transmit
an open ID inputted through the web browser to the web service
providing apparatus, to perform user authentication on the basis of a
stored password corresponding to the open ID at the security region
when a redirection message is received from the web service providing
apparatus, and to transmit a user authentication success message to
the web service providing apparatus through the web browser so as to

conduct a login.

3. The user device of claim 2, wherein the control unit is
further configured to transmit a user identification number of the user
device to the web service providing apparatus when transmitting the

open ID.

4. The user device of claim 2, wherein the redirection
message contains authentication information that includes an address
of an open ID management apparatus and at least one of open ID
authentication information and user authentication authorization
information, the open ID authentication information indicating whether
the open ID is issued by the open ID management apparatus, and the

user authentication authorization information indicating that user
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14.A computer-readable medium having thereon a program executing steps of: after accessing a
web service provided by a web service providing apparatus through a web browser running in the
non-security region of a user device, transmitting an open ID inputted through the web browser to the
web service providing apparatus; receiving a redirection message from the web service providing
apparatus, the redirection message containing authentication information that includes an address of
an open ID management apparatus and at least one of open ID authentication information and user
authentication &l%gorlzatlon information; performin user authentication on the basis of a stored

password cBH Haﬂ{bot% iﬁ@Uﬁ%ﬂrféezﬂ {%é l?fﬂ? e oWaa{?ﬁgemqmé”s%%ﬂg% ¥’ a success in the

user authentication, transmitting a user authentication success message to the web service providing
apparatus through the web browser so as to conduct a login.

5. The user device of claim 3, wherein the control unit is
further configured, if the security region has a stored password
corresponding to the open ID, to decrypt the password by using the

user identification number so as to perform the user authentication.

6. The user device of claim 3, wherein the control unit is
further configured, if the security region has no stored password
corresponding to the open ID, to send a request for user authentication
to the open ID management apparatus, to transmit a password inputted
from a user at the request of the open ID management apparatus to the
open ID management apparatus, and if a user authentication success
message is received from the open ID management apparatus, to
encrypt and store the password at the security region by using the user

identification number.

7. A web service providing apparatus comprising:

a service communication unit configured to communicate with an
open ID management apparatus and at least one user device, the open
ID management apparatus supporting an open ID service, and the user
device having a separate environment formed of a non-security region
operating based on an open operating system and a security region
operating based on a security operating system; and

a service control unit configured to identify an address of the
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open ID management apparatus on the basis of an open ID when the
open ID is received from the non-security region of the user device, to
inquire of the open ID management apparatus about authentication for
the open ID, to transmit a redirection message containing authentication
information and the address of the open ID management apparatus to
the non-security region of the user device when the authentication
information is received as the result of the authentication from the open
ID management apparatus, and to permit a login of the user device
when a user authentication success message is received from the non-

security region of the user device.

8. An open identification (ID) authentication method based
on a trusted platform, the method comprising steps of:

at a user device, after accessing a web service provided by a
web service providing apparatus through a web browser running in the
non-security region, transmitting an open ID inputted through the web
browser to the web service providing apparatus;

at the user device, receiving a redirection message from the web
service providing apparatus, the redirection message containing
authentication information that includes an address of an open ID
management apparatus and at least one of open ID authentication
information and user authentication authorization information;

at the user device, performing user authentication on the basis
of a stored password corresponding to the open ID at the security

region; and
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in response to a success in the user authentication, at the user
device, transmitting a user authentication success message to the web
service providing apparatus through the web browser so as to conduct a

login.

9. The method of claim 8, wherein the step of transmitting
the open ID includes transmitting a user identification number of the

user device to the web service providing apparatus.

10. The method of claim 8, wherein the step of receiving the
redirection message includes sending a request for user authentication
to the open ID management apparatus when the user authentication

authorization information is not contained in the redirection message.

11. The method of claim 8, wherein the step of performing the
user authentication includes:

determining whether the security region has a password
corresponding to the open ID; and

if the security region has the password corresponding to the
open ID, decrypting the password by using the user identification

number so as to perform the user authentication.

12. The method of claim 8, wherein the step of performing the
user authentication includes:

determining whether the security region has a password
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corresponding to the open ID;

if the security region has no password corresponding to the open
ID, sending a request for user authentication to the open ID
management apparatus;

transmitting a password inputted from a user at the request of
the open ID management apparatus to the open ID management
apparatus; and

if a user authentication success message is received from the
open ID management apparatus, encrypting and storing the password

at the security region by using the user identification number.

13. An open identification (ID) authentication method based
on a trusted platform, the method comprising steps of:

at a web service providing apparatus, identifying an address of
an open ID management apparatus on the basis of an open ID received
from a user device;

at the web service providing apparatus, inquiring of the open ID
management apparatus about authentication for the open ID;

at the web service providing apparatus, receiving authentication
information, from the open ID management apparatus, that includes at
least one of open ID authentication information and user authentication
authorization information indicating that wuser authentication is
authorized by the open ID management apparatus; and

receiving a redirection message containing the authentication

information and the address of the open ID management apparatus to
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the user device.

14. A computer-readable medium having thereon a program
executing steps of:

after accessing a web service provided by a web service
providing apparatus through a web browser running in the non-security
region of a user device, transmitting an open ID inputted through the
web browser to the web service providing apparatus;

receiving a redirection message from the web service providing
apparatus, the redirection message containing authentication
information that includes an address of an open ID management
apparatus and at least one of open ID authentication information and
user authentication authorization information;

performing user authentication on the basis of a stored
password corresponding to the open ID at the security region; and

in response to a success in the user authentication, transmitting
a user authentication success message to the web service providing

apparatus through the web browser so as to conduct a login.
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