DESCRI PTI ON METHOD OF SHARI NG CRYPTOKEY TECHNI CAL

FI ELD. The present invention relates to a nethod of sharing a
crypt okey for cryptographic comruni cati ons between enti- ties on a
conput er net waigker31449 BACKGROUND ART Recent years havgctaonoiss

pressing need for ciphertext comruni cation technol ogy to keep
comuni cation data secret fromthird parties for communi cati ons on a net-
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work such as the Internet. One well known type of such ciphertext
comuni cation technology is a formof public key cryptography known as
R$A. Anot her form of ciphertext comunication technology which is

general |y kmnwomxsiaes he art is a process of sharing a crypt pégypsraedsf or
communi cati ons between entities on a network. According to such a process
of sharing a cryptokey, a transmtting éntity encrypts comuni cati on data
of a plaintext using a cryptokey and then transmts the cryptographic
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nifies any existing body for carrying out communications, e.g., a device
such as a termnal connected to the network, a user of the device, a
program for operating the device, a conbination thereof, or the like.
Conventi onal wowesses to realize the process of sharing a cPEEIBKpEr e
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or central facility established on the network generates a
key f.or each of entities for generating a
the generated secret privet key to each of entities. Wien the entities
each of the entities appli espdtrsrommaassecr et
key to the other entlty S |qpnt|f|er (nane, address, or the
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generating a common cryptokey shared by the enti- ties.
t he above process, the secret private key for each of entities is
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two arbitrary identifiers, respectively, then the center al- gorithm
| | | . » ¥) = Py, x). A
function P(x, i) (hereinafter ex- pressed as "Pi(x)") which is generated

established so that it has a symetry represented by P(x,

when the actugoemgdae tifier i of each of the entities is

S

the value of the variable y, for exanple, of the variables x, y of th

function P(x, y) is distributed as a secreP private key to
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i.e., sets the variable x to "j", thus generating a cryptokey Pi(j).
Simlarly, the entity having the identifi- er j applies the identifier i
of the other entity to its own secret private key Pj(x), thus generating a
crypt okey Rwpio¥s14465i Nnce the center al gorithm has the abovepeyoremooss t he
cryptokey Pi(j) is equal to the cryptokgy Pi(i) (Pi(j) = Pj(i)).
Therefore, the entities having the respective iden- tifiers i, j have
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3 cryptokey, it is inportant that the center al gorithm should
‘easi l.y be analyzed in order to keep ciphertexts secret. Wil e the
above process of sharing a cryptokey offers the advantages descri bed

above, the sewysspwi vate keys of respective entities, a cr§eFdnaagodss

generated fromthe secret

by the cryptokey thus generated all contain information regarding the
center algorithm Because the center algorithmis com non to the

entities, it }
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mance of Linear Schenes for the Keypredistribution System /I|ElICE Technical
‘Repor.t on Information Security, May 20, 1988, pp. 29 - 32" by Matsunoto.
If entity names are used as identifiers, then since nmany simlar names
tend to ocepporsia® i dentifiers are not well dispersed, i.gcraviveodss
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to provide a nmethod of sharing a cryptokey for increased se- curity
agai nst various forns of attack while sinplifying the

4 generation of a common cryptokey for cryptographic comuni -
cations and awoypi4asyst em on a conputer networKk. DI SCLOSeRE/76¥7/00433
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accordance wth a first aspect of the present invention a nethod of
sharing a conmon cryptokey for encrypting and decrypting conmuni cation
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which includes a plurality of entities and a center, com prising the
steps.of generating, in the center, a secret prlvate key peculiar to each
of the entities by transformng an identifier which is peculiar to each of

the entiti egodndisashi ch is public, according to a center alﬂ@fh%%r&y' ch is
hel d by the center only and common to the entities and whi es an

I ntegral transformation algorlthmvmth Yy wei ghting function, and
distributing fromthe center, the secret private key and t he i nt egral
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by the entities. Since the secret private key of each of the
entities is generated in the center by transforming the identifier of

5 each of the entities according to the center algorithm

i ncl udi ng thaybwssel transformation al gorithm (specifical - pckNps?R0433

I ntegral transformation function with a Mﬁighting function, however the
significance of the weighting function Shal | be descri bed her ei nbel ow) ,
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the entities are not well dispersed. Consequently, the secret-private keys
are also made highly dispersive. There- fore, the secret private keys
whi ch are | ess anal ogous than heretofore are generated for the respective

entities bywbhesiggenter, and distributed together w th thepechiegiodas
transfor- mation algorithmto the reﬁpgct Ive entities. For conmunica-

tions between entities, the integral transformation algo- rithmand the
secret private key which are possessed by each of the entities are appl i ed
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common to the entities which are going to communicate with each other is
generated by an algorithm portion (which is assuned to be symmetric as
descri bed above) of the center algorithmwhich precludes the integral

transformati owwodgess rithm GPCT/IP97/00433
Wth the first aspect of the present invFr&tbi on, therefore, as the
identifier of each entity is transforned y the center algorithmincluding
the integral transfornma- tion algorithmfor thereby generating the secret
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crypt okey for conmmuni cations, the secret private keys of the entities are
made highly dispersive, resulting in increased security against
differential attack or the I|iKke. For communi cations, only the
identifier woszbsuet her entity with which to comunicate igcrpidosss tO the
integral transformation algorithmand,the secret private key which are
owned by each entity for thereby generating a common cryptokey shared by
the entities which are gO|ng to communi- cate with each other, w thout
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address or domain nane thereof on the network, or their conbination of
‘each entity insofar as it is peculiar to each entity and is public to at

| east to an entity with which to comunicate. The integral
transfornati omoaigesd t hm may be a Fourier transformation (i RCST/IRMAY3IZ f ast
Fourier transforma- 15 7 tion), a
Lapl ace transformation, a MIller transformation, a Hilbert transformation,
or the like. While either one of these transformations may be used, these
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Since the identifier to be transfornmed by the integral transformation

‘al gorithmaccording to the first aspect of the present invention is
expressed in a finite interval (e.g., a coset on a finite ring), sinply by
subj ecti ngwdersidest a of the identifier to the integral trapcimomedsspn usi ng
a conmputer or the like, the transfornP data tend to suffer anomal ous

di spersion (aliasing). Ther'efore, according to the first aspect
of the present invention, the integral transformation algorithm conprises
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when the identifier is transfornmed by the center algorithm which includes
the integral transformation algorithmw th the weighting function contains
unknown el enents based on the weighting function. As a consequence, the
security of wwoermmgmptosystemto which the first aspect of threToPeRDmE:

invention is applied is increased. The wei ghting function t hus
added is basically established such tha% Its val ue approaches "0" at ends
of the interval of the data of
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function is determned in an unpredictable pattern by random nunber data
generated in the center. Mre preferably, the random nunber data conprise
one-time pass random nunber da
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8/1 ta. The weighting function is determ ned by the random num
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ber data by determ ning the manner in which the value of the weighting
function varies in the interval of the data of the identifier, i.e., the
manner in which the weighting function approaches "O' at the ends of the
interval ofywigs, a of the identifier, using the random er data. The
one-tinme pass ?gﬁ%on1nunber data are random nunber data mﬂ#%ﬁ"?? bt
reproducible or hardly reproducible. #8re specifically, the one-tinme pass
random nunber data are random nunber data whose bit val ues appear at equal
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first aspect of the present invention is applied is in- creased.
‘Particularly, if the weighting function is deter- mned by the one-tine
pass ‘random nunber data, the security of the cryptosystemis further

increased as produci bility of the random nunber data pSyslorgeant €d.
VWile the i nP‘;ng;ﬁﬁﬂ?r ansformation algorithmmy be of any of various

forms, the integral transformation algd& 1 rithm preferably conprises a
Fourier transformation algo- rithmin the first aspect of the present
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can quickly and easily be carried out by a conputer, and data transforned
‘by the Fourier transformation generally tend to be dispersed. If a Fourier
transformation algorithmis used as the integral transformation al gorithm

then the s i vate key can quickly and easily be gen m t he
e‘gg%d"t‘ﬁ{ ﬂbﬁﬁfﬁ 8

i dentifier, secret private kegs of the entities are effectively
made hi ghly dispersive for thereby in¢rfeasing the security of the
crypt osystem According to the first aspect of the present inven-
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conprises an algorithmfor canceling out the elenents of the random zation
‘which are contained in said secret private key and said integral
transformation algorithmtogether with said secret private key, to each of

the entities @g),ﬂ,xx?en the en- tities communicate with eact}ﬁt,ﬁ,n,x; 33
appl yi ng, inweac 1o the entities, the identifier transforrratlon’gﬂ‘gorithm

and the se- cret private key which aré possessed by each of the entities
to the identifier of the other entity thereby to generate the conmobn
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of data representing the identifier transfornmed by the cen-

of data andeh%Rhiaed- ing the sequence of data.

secret private key contains elements due to the randomtrans

ter algorithm
‘Wi th the one-tine pass personal random nunber data, or rearranging the
sequence of data, or both nodifying the values of the bits of the sequence

t he

(ornatlon in

addition to the center algorithm Sithde the randomtransformation is
effected us- ing the one-tinme pass personal random nunber data (random

ecul | ar - aHB Rt Db CAt Sotei DR 2 Clt BB S &)

entity contgi CG Sy iy . As aresult, the security of the
cryptosysté%?ﬂ§5§ﬁ%gﬂgsgﬁggggﬁﬁ%#ﬁgﬂg?’attack is further strengthened.
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The secret private key to be applied to the identi- fier of the other
entity contains elenents due to the random transfornmation. Therefore, the
identifier transformation algorithm which includes the algorithmfor

cancel i ng outyglehefige €l enents and the integral transfornati opclypeidossam i s
distributed together with the secret prjyate key to each en- tity. For
communi cations, the identifier transfof%étion al- gorithmand the secret
private key are applied to the iden- tifier of the other entity for
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the identifier transformed by the center algorithm wth the one-tine pass
andom nunber dat a. More preferably, the sequence of data
contains a plurality of unnecessary bits, and the identifier trans-

*personal r

formed by tweessrier algorithmis random zed by random zi ngcrhbemesdsues of
pass personal random nunber data

t he unnece
and furthe
bits, ini
bits of th
by the cen

5

10

15

ssary bits with the one-tige

r rearranging the se- quenc% of data, including the unnecessary

ts en- tirety. Because the val ues of the unnecessary

Bc o _ i gh-pepresents the identifier transforned
E@P}Wt ﬁa???%%n%%ﬁ with the one-tine
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pass personal random nunber data, and the sequence of data, including the
‘unnecessary bits, is rearranged in its entire- ty, a person who attacks,
i.e., attenpts to analyze, the cryptosystemis unable to conprehend which
part of the ggo9msiwdor ed data contains the unnecessary bits apdriPyrobaspart
of the acquired data contains necessar2y7dat a. The cryptosystem is thus
hi ghl y secure agai nst such attack. The one-tinme pass personal
random nunber data are generated according to a given process of each of

one-t 1 e pass: BEFSd HAmGR {Ater Mais Lid e by CRIBAY G4 RX
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12 generated random nunber data are not reproduci ble or hardly
reproduci bl e. The one-tine pass personal random nunber data can thus
appropriately be generat ed. According to a second aspect of the
present i nweo973t44%n, there is provided a nethod of shari ngcpIsoowsn
cryptokey for encrypting and decrypting communication data between
entities in a network which includes a plurality of entities and a center,
conprising the steps of generating, in the center, a secret private key
peculiar to each of the entitigs b tgangf oggring an identifier which is
peculiar to each of the entities and which Is public, according to a
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center algorithmwhich is held by the center only and conmon to the
entities, and then random zing the transforned iden- tifier with one-tine
pass personal random nunber data which are peculiar and unknown to each
of the entitiweysnsmse dis- tributing, fromthe center, the sSBCTAR9790433at e
key and an identifier transformation g gorithm which includes an al go-
rithmfor canceling out the elenents of the random zation which are
contained in the secret prlvate key to each of the entities, and when the
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Since the secret private key of each of the entities

"13 Is generated in the center by random zing the identifier of
each of the entities transformed according to the center al- gorithm

(whi ch conwamigrst@sporti on assuned to be symmetric as descpabhsdrodBye),
with the one-tine pass personal rand nunber data (random nunber data
that are not reproducible or hardly reproducible), the secret private key
of each entity cont al ns aCCI dental elenents. As a result, the cryptosystem
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As with the first aspect of the present invention, the se- cret private
‘'key of each entity contains elenents due to the randomtransformtion.
Therefore, the identifier transfor- mation algorithmincluding an

al gorithm f owwomane@bi ng out those elenents and the secret RONGRITOMIY are
distributed to each entity. For conmunications between entities, the
iden- tifier transformation algorithmand the secret private key are
applied in each of the entities to the iﬂéﬁtifier of the other entity
thereby to generate a common cryptokey s ed by the entities, wthout

i nvol ving the center. According to the second aspect of the
present inven- tion, therefore, a cryptosystemon the network is nmade
high- |y secure against various fornms of attack, such as differen- tial

attack, while sinplifying the generation of a cormon cryptokey and the
arrangenment of the cryptosystem and is also nmade sinple and highly
reliable.

FIG. 1
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Wth the second aspect of the present invention, as with the first aspect
of thé present invention, the identifier 14
transforned by the center algorithmis random zed by rear- ranging a
sequence of ¥OATd4 esenting the identifier transfornmed bypthepepoisr
algorithm wth the one-tinme pass personal random nunber data. More
preferably, the sequence of data contains a plurality of unnecessary bits,
and the identifier transformed by the center algorithmis random zed by
random zi ng the val ues of the unnecessaryzllﬁ ts with the one-tine pass

per sonal random nunber data and further rear-

FIG.2
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rangi ng the sequence of data,
entirety. The security of the cryptosystemto
[ creased.

t'he present invention is thus in-

i nvention, furthernore,

i ncl udi ng the unnecessary bits,

whi ch the second aspect of
Wth the second aspect

of the presenwOisBeM®i on, as wth the first aspect of the prrREIuIFN7/00433

the one-tinme pass personal

generated according to a given process of each of the entities.

specifically, the given process conpri&%es a manual data en- tering
random nunber da-

process, and one-tine pass personal

based on the timng of the manual
pass personal random nunber

The above and ot

FIG.3

i

data en- tering process. The one-tine
data can thus appropriately be generated.
her objects, features, and advantag- es of the present
invention will becone apparent fromthe
=

%Q;
oQ
hE
A
ujr%
&« K
# R el
3| (0] S
K 2| el
ngl &l w=3
=4 B QN
] =~ EE
RXT |7 =
—]R2 ~
] M.y
I;*] NI 1]
2] B &Y
w15 ik
S~ = e
e o B
| & I
@ N <h
A R gl
ha N
i
=3
%ﬁg
Ih
H_J
i = B HE B

— e
* Ihtb
N [Bye | X
%0
IE !ﬂ¥&§ B
N H
H * [
)
& ol | &
ﬁ!’(‘ éﬂ éb(___g
pn ih] 0 Hp g; iﬁ
#n ) )
<= o w| L=
=[N be 4 )
\~./ o
G%N\ .
& &=
th 8 &
_|Es _ﬁg]s.@ HlE
e BN {11 m,gg =
#n {5 7] on
<= 3 on 2
ar *® B

-

LIF171i (:

2134

£ Oin ¥R 10

inits

random nunber data are

ta are generated



foll ow ng description when taken in conjunction with the ac- conpanying
drawi ngs which illustrate a preferred enbodi nent of the present invention
by way of exanple. 15 BRI EF
DESCRI PTI ON GFODBRAMENGS FIG 1 is a block di agram ofPCIAIP97/00433
cryptosystemto which a nethod of sharing a cryptokey according to the
present in- vention is applied; FIG 2 is a block diagram show ng
the concept of a basic structure of the‘ﬁéypt osystem shown in FIG 1;

FIG4
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FIG 3 is a flowhart of an operation sequence of the cryptosystem shown
in FLG 1; FIG 4 is a flowhart showing details of a step 1 in
t he operation sequence shown in FIG 3; FIG 5 is a flowhart
showi ng det aiwg9onsi4e step 2 in the operati on sequence sShownPCTIHIVR43S;
FIG 6 is a flowhart showing details of steps 3 and 4 in the operation

sequence shown in FIG 3; FIG 7 is a flowhart showi ng details of
steps 3 and 5 in the operation sequengygshown in FIG 3; and FI G
8 is a block diagram of a conputer for carrying out the steps shown in
FIGS. 6 and 7. BEST MODE FOR CARRYI NG QUT THE | NVENTI ON A
cryptosystemto which a nethod of sharing a cryptokey according to the
present invention is applied will first be

FIG.5

| FHR2-1 |
!Ebﬁ%&ﬁ?—UI@gﬂl
{
( ~orn )
{

{FR2-2
I —T5 - R IV GESRD Y5 —1351
FHR2-3;

ITVT 151D ARBCUREIC
BOEHT —DOER

- 3.- PNERU AL AN

J—-UTITER
PILT I

:

MRITFER
Cﬁ*g ) P ZLDER

T R W TTRIETRLLC U



described below with reference to FIGS. 1 and 2. As shown in FIG
1, the cryptosystemincludes a cen- ter or central facility 1, which is a
basic main constituent of the system a plurality of entities 2 which are
sub- scri bedwbD®7814@9 cr ypt osystem for conmuni cati on w th eackhcaiyfer00433

16 er, and a network 3 such as the Internet, a personal conmput-

er conmmuni cation network, or the like through which the cen- ter 1 and the
entities 2 are connected to communicate with each other. The center 1 and
the entities 2 include conput- ers such &8 personal conputers for
effecting actual communi -
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cations and data processing and users of those conputers. In the
crypt-osystemon the network 3, as shown in FIG 2, the entities 2

(represented by i, j, . . .-in FIG 2) have respective peculiar
identifiers ywoompidas . . (de- scribed in detail |ater on). PCIIPST/G0E3r]| |,
then yi [err] yj. The entities 2 (i, j, ...) have been given, by the
center 1, respective secret private keys Xi, Xj, . . . (described in
detail later on and hereinafter referred7tg as a "secret private key Xn"

i f necessary) which are peculiar to the e spective entities 2 and

generated by the center 1 based on the respective identifiers yi, vyj,
(hereinafter re- ferred to as an "identifier yn" if necessary). For
crypto- graphic comruni cations between any arbitrary entities i, j, a
common cryptokey Kij for encrypting conﬁwéiﬁﬁtipn data (on the
transmtting side) and decrypting conng [ I on data (on
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the receiving side) is generated for the entities i, j using the secrete
private keys Xi, Xj of the entities i, j. Using the generated common
cryptokey Kij, the encrypted communica- tions are carried out between the
entities i, WO931449 Prior to describing the cryptosyst erRGHPIH4RY t he
identifier yn will first be described below. In'this em

17 bodi nent, the identifier yn of each entity 2 may conprise any
attribute which is public and peculiar t@npach entity 2, e.g., the nane,
address, mmil address or domain nane on The
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netwogk, or their conbination of each entity 2. Actually, ?%7% Z;oae(r,,,i@pd
. the conputer of each entity 2 handle the identifier yn as'Vect data

whi ch have been encoded by a coset on a finite ring. : The
cryptosystem for carrying out the above crypto- graphic comrunications

wi |l be described belowin detail with reference to FIGS. 3 through 8.

As shown in FIG 3, cryptographi c EBRTBAFEAPYons are carried out between
the entities i, j after the center 1 generates and distributes the secret
private key Xn in a preparatory stage. In the preparatory stage,

the center 1 generates a gQLl | es as a basis for
generating the secret pri&ggggée@kxgﬁékggégﬁkgﬁ?égéymhen the center 1 is
established or the cryptosystemis updated (step 1). In this
enbodi ment, the center algorithmconprises a
TECHNICAL FIELD '
The present invention relates to a method of sharing

a cryptokey for cryptographic communications between enti-

ties on a computer network.

BACKGROUND ART

Recent years have seen a pressing need for
ciphertext communication technology to keep communication
data secret from third parties for communications on a net-
work such as the Internet.

One well known type of such ciphertext communication
technology is a form of public key cryptography known as
RSA. Another form of ciphertext communication technology
which is generally known in the art is a process of sharing
a cryptokey used for communications between entities on a
network. Accordihg to such a process of sharing a
cryptokey, a transmitting entity encrypts communication data
of a plaintext using a cryptokey and then transmits the
cryptographic communication data to a receiving entity.
Then, the receiving entity decrypts the received crypto-
graphic communication data back into the original communica-
tion data, using the same cryptokey as the cryptokey used by

the transmitting entity. The term "entity" used above sig-




qénteg matrix, a weighting function, and an integral trans- formation
al gori'thm The integral transformation algorithmis an al go-
rithm for producing an integral transformof the data of the identifier yn
of each entity 2. In this enbodinent, a Fourier transformation (nore
specifically, a fast Fourier transformation) is used as the integral
t ransf or nahiiddesl goy exithimgVhpdgufoEooareying aost cromtuminsataienknown in
t he 18 art, and one of the-Fourier
t ransf or magi-gns ias dewliget sdcbyas a terminal connected to the network,
a user of the device, a program for operating the device, a
combination thereof, or the like.

Conventionél attempts to realize the process of
sharing a cryptokey are disclosed in "NON-PUBLIC KEY DISTRI~
BUTION/Advances in Cryptography: Proceedings of CRYPTO '82
/Plenum Press, 1983, pp. 231 - 236" by Rolf Blom, "An Opti-
mal Class of Symmetric Key Generation Systems/Advances in
Cryptology: EUROCRYPT '84/Springer LNCS 209, 1985, pp. 335 -
338" by Rolf Blom, Japanese patent publication No. 5-48980,
and U.S. patent No. 5,016,276, for example.

According to the above disclosed proposals, a center
or central facility established on the network generates a
secret private key for each of entities for generating a
common cryptokey and distributes the generated secret privet
key to each of entities. When the entities communicate with
each other, each of the entities applies its own secret pri-
vate key to the other entity's identifier (name, address, or
the like), generating a common cryptokey shared by the enti-
ties.

In the above process, the secret private key for
each of entities is generated by transforming the identifier
of each entity according to a center algorithm which is held
by the center only and common to the entities.

More specifically, if the center algorithm is ex-

pressed as a function P(x, y) of variables x, y representing




{he center 1 to generate a Fourier transfornatlon al gorithm mhlch IS used
I.n thi's enbodi ment. The Fourier transforma- tion algorithmis actually
expressed as a matrix to process the data of the identifier yn.

The wei ghting function serves to prevent anomal ous dispersion (aliasing)
in the Fourier transformation of the identifier yn, which is data in a

finite i ntterwarbiftes ryvel dgrt il dnsctrempdct iardll gnctﬂh@m wWhes @ entlelde al-
approaches "0" at ends of the interval of the data of the identifier yn.
The cent ergomithink iss estabiisthadt smttliat idnchamore symaeiticy- repaldsentad
nonsi ngul ar mretric matri x. The weighting function and the
~center nathy ><3/@F:e Yhen@ & ek usi dy Bmctiar Mass iandemednaifde rd ats:-
Specifi- cally,_ for generating the melghtln function and the center

matrix, asPIi'QSISLPﬁ &t e} (X Which He Ganegatedyetenatde acinadmidenser

dat a based %g nanual o] eraingn of t he operator
tifier 1 ach o he entities 1s substituted in the value

of- the variable y, for example, of the variables x,_y of the
function P(x, y) is distributed as a secret private key to
each entity. When the entity having the identifier i subse-
quently communicates with the entity.having the identifier
j, the entity having the identifier iiapplies the identifier
J of the other entity to its own secret private key Pi(x), '
i.e., sets the variable x to "j“,-thﬁs generating a
cryptokey Pi(j). Similarly, the entity having the identifi-
er j applies the identifier i of the other entity to its own
secret private key Pj(x), thus generating a cryptokey Pj(i).
Since the center algorithm has the above symmetry, the
cfyptokey Pi(j) is equal to the cryptokey'Pj(i) (Pi(j) =
Pj(i)). TherefOre,_;he'entiﬁieS-having the respective iden-
tifiers i, j have obtained a common cryptokey.

'With the above,procéss of sharing a cryptokey, each
entity can obtain a.cryptokey common to itself and any other
arbitrary entity without involving the center simply:by ap-
plying the identifier of the arbitrary entity with which to
communicate to its own secret private key. Consequently,
the above process of sharing a cryptokey is effective to
simplify a cryptosystem on a;compuier network.

According to the above process of sharing a
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at the computer in the center 1 (step 1-1). Mre specifi- cally, the

. operator enters a suitable phrase, sentence, or the like into the conputer
of the center 1, and the conputer sequentially nmeasures the timng of the
entered data, i.e., tines at which the respective words are entered or
time in- tervals at which the respective wrds are entered. The com
put er thercEERE?ke¥s +anb®niARGbHeRNbathatnthet FaRteErakgorbbbBoskoulde
nmeasured timng of the entered data. Since the random nunber data thus

gener at ed 3% B3SEHY oR° t MRALY AR LB OTHRE EAt KPRR THPBEHEPERT PFRCHATL he

manual operailﬁhlfgltge above process oﬁﬁsharlng a crypégkey offers

the advantagesldéséribed}éboﬁé; the secret private keys of
respective entltles, a crfbﬁékey generated from the secret
private keys, and communication data encrypted by the
cryptokey thus generated all contain information regarding
the center algorithm. Because the center algorithm is com-~
mon to the entities, it is generally open to attack by a
plurality of collaborating entities as described in "Perfor-
mance of Linear Schemes for the Keypredistribution System ’
/IEICE Technical Report on Information Security, May 20,
1988, pp. 29 - 32" by Matsumoto.

If entity names are used as identifiers, then since
many similar names tend to occur, the identifiers are not
well dispersed, i.e., the distribution of the identifiers is
liable to be localized. Many of the secret private keys of
the entities which are produced by applying the center algo-
rithm to those identifiers tend to be analogous to each oth-
er. As a result, cryptographic communication data are sub-
ject to so-called differential attack.

COnsequenily, there has been a demand for increased
security against various forms of attack against the above
process of sharing a cryptokey.

It is therefore an object of the present invention
to provide a method of sharing a cryptokey for increased se-

curity against various forms of attack while simplifying the




contains elenments of uncertainty, the random nunber data ac- tually |ack
feproduci bi'lity and are accidental. Therefore, the random nunber data are
one-tinme pass data. After having generated one-tine pass random
nunber data, the center 1 determnes the weighting function and the

center matri x based on the generated one-tine pass random. nunber data:
(step 1-2) gehpestiogadfya ¢dmmerendefptokist efor diyitdgraphiei gmmugif-unction
by determ ning the manner in which the value of a weigthing functien
varies in theionseand aatryptodwesi somfa tdomputent infeitaorkn, i.e., the
manner in which a weighting function approaches "0" at the ends of the

i nterval of the data of the identifi ne-tim e pass random
number data. The weighting function]|iTHIS SHEET $#ASBEBMEd i n a pattern which

i s unpredi PLEELEGSURR QRAINVENTIQMe \wei ghtRERLACEDCtionlis expressed as a

di agonal matri x. _

To achieve the above object, there is provided in
accordance with a first aspect of the present invention a
method of sharing a common cryptokey for encrypting and
decrypting-cqmmunicétidnfdata bétween'éntitiés'in a network
which includes a plurality ofzeﬁtities-and a center, com-
prising the steps of generating, in thé'center, a secret
private key peculiar_to.each of the entities by'transforming
an identifier which is peculiar to each of the entities and
which is public, according to a c¢enter aléorithm which is
held by the center only and common to the entities and which
includes at least an integral“transformatidn algorithm, and
distributing, from the center, the secret private key and
the integral transformation algorithm to each of the enti-
ties, and when the Entitieé'éommunicate'with:eabh other, ap-
plying, in each of the entities, the integral transformation
algorithm and the secret private key which are possessed by
each of the entities to the identifier of the other entity
thereby to generate a common cryptokey, so that the entities
will possess thercommon'cryptokéy shared by the entities.
Since the secret private key of each of the entities
is_generatéd in the center by transforming the identifier of
each of the entities according to the center algorithm in-

‘cluding the integral transformation algorithm, the data pro-

Thls Sheet Has Been. Reﬂlaoed
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The center 1 determines the center matrix by determining the values o

. el ements of the matrix u5| ng the one-tinme pass rando SEET#AR BEEN
whi | ekeeping the matri x syhnetrlc and nonsi ngul ar . REPLAGEDENt er
al gorithm which conprises the center ma- trix, the | ' e and

the integral transforma- tion algorithmthus generated Is stored in
secrecy i ndupged whenetha, lm%@%¥%in¢#4%SfQ¢mat%9ﬂeﬁlgﬁﬁkﬁbmzﬂﬂiaﬁﬁiwﬂdghtlng
function are kept .in strictly secure storage_such that they cannot "be
referred t&obyhenhifdanphfieesays feadeyi hghle myersweesevan dttherbe han t hose

speci fi ed th enter _1. The enter algorithm.s.comon to the entities
P Eéentsfgers of the entfkéhp aregkoe well dlspersed. Conse-

quently, the secret private keys are also made highly
dispersive. Therefore, the secret private keys which are
less analogous than heretofore are generated for the respec-
tive entities by the center, and distributed together with
the integral transformation algorithm to the respective en-
tities. For cpmmunications between entities, the integral
traneforMéfion'aigorithm and the secret private key which
are possessed by each of the entities are applied in each of
the entities to the identifier of the other entity thereby
to generate a common cryptokey. Since the secret private
key of each entity contains elements based on the integral
transformation algorithm, when not only the secret private
key but also the integral transformation algorithm are ap-
plied to the identifier of the other entity, the common
cryptokey which is common to the entities which are going to
communicate with each other is generated by an algorithm
portion (which is assumed to be symmetric as described
above) of the center algorithm which precludes the integral
transformation algorithm.

With the first aspect of the present invention,
therefore, as the identifier of each entity is transformed
by the center algorithm including the integral transforma-
tion algorithm for thereby generating the secret private key

peculiar tc each entity and used to generate a common

is Sheet Has Been Re ilaced
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Referring back to FIG 3, when the entities 2 (i, j, . . . ) are
éubscrLbedftonthe_nyptosys enter 1 gen- erates a secret private
key Xn'peculi'ar 'to each of fHHISSBHEET HAS g Jand an identifier
transformation al'gorithm fo gen®EPLAGED NJ conmmon. crypt okey Kij using the
center al gorithm gen- "erat ' he center 1 as described above
and the idepptbkey §orotoeasihicditidies enthé i Sscret apeivhite HdE &F e
secret private key Xn and the identifier transformation al- gorithmto
each of thenthtiesear? gfadephghly dispersidpecidsuling im ieresise@ 2, as
shown in FIG 5, the center 1 applies the Fourier transformation

al gorit hm 8@@urityecagaipsk @iffemenkiaphtatadlunetitde tldikehe data (vector
da- ta) of the identifier yn of each entity 2, thereby effecting a
Fouri er transfor mef PENCATRRNECHe: ot i rontYinehe okdentifier of the other

entity with which to communicate is applied to the integral

transformation algorithm and the secret private key which
are owned by each entity for thereby genérating a common
cryptokey shared by the entities which are going to communi-
cate with each other, without involving the center.

Acqording to.the first aspect of the present inven-
tion, a cryptosystem on the network is made highly secure
against various forms of attack, such as differential at-
tack, while sim@lifying‘the generation of a common cryptokey
and the arrangement of the cryptosystem, and is also made
simple and highly reliable. '

The identifierlmay be the name, address, the mail
address or domain name thereof on the network, of their com-
bination of each entity insofar as it is peculiar to.each
entity and is public to at least to an éntity:with which to
communicate. |

The integral transformation algorithm may be a
Fourier transformation (including a fast Fourier transfo:ma-
tion), a Laplace transformation, a Miller transformétion, a
Hilbert transformation, or the like. While either one of
these_transformations may be used, theSé integral transfor-
mations are defined in a analytically ‘infinite interval.
Since the identifier to be transformed by the integral
I S —
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Jgdentjifier yn (step 2-1). Then, the center 1 nmultip

ies the vector

o N

dat a

» produced in the step 2-1 by the center matrix (ste
the identifier yn are made redun- dant, so that thg

in the step 2-2 con- tain a plurality of useful bit

e U(IL A

05, SHEES HAS BEOR Jcod

s genBEBLAGEDy

appl yi ng the wei ghting function, the integral transtormation algori
and t he cemamsfvgmatdano aalqmmmuamosﬁrgimg dantthes fiilms tdaspectofof he

identifier yn, and a plurality of other unnecessar

bits.

the tine tHe Quesentl GRRkiQRadss efnTessash ion-a thnli‘{t)? dntexryal in a
enerates gne- time

pass per sdifalg rrar ARSI 2 Idaidaudiiag ar é’h[?éblﬂheardat e @19 i1dP™> and

are not knaq
\¥}er is subjected to the integral trans%ormatlon using a

subscription process for the entity 2, t he center

computer or the like, the transformed data tend to suffer

anomalous dispersion (aliasing).

According to the first aspect of the present inven-

tion, therefore, the integral transformation algorithm pref-
erably comprises a integral transformation algorithm with a
weighting function. The aliasing can be prevented by adding
such a weighting function when the identifier is subjected
to the integral transformation. Since the weighting func-
tion may be established arbitrarily insofar as it is capable
of preventing aliasing, the secret private key generated
when the identifier is transformed by the center algorithm
which includes the integral transformation algorithm with
the weighting function contains unknown elements based on
the weighting function. As a consequence, the security of
the cryptosystem to which the first aspect of the present
invention is applied is increased.

The weighting function thus added is basically es-
tablished such that its value approaches "0" at ends of the
interval of the data of the identifier. According to the
first aspect of the present invention, the weighting func-
tion is determined in an unpredictable pattern by random
number data generated in the center. More preferably, the

random number data comprise one~time pass random number da-

8 heet Has Been RT‘laced
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the entity 2. (step 2-3). Specifically, in the same manner as when the
tenter 1 has generated.one-tinme pass random num ber data for determning
t he melghtlng functi-on and the cen- ter matrix, the operator enters a

sui tabl e phrase . sentence, or the like fromthe conputer of the entity 2,
and the cen-".ter l-sequentially receives the entered data. The conputer
of the cent®r I1Theaseigstinye fundtigprofid ieteridned ¢yt ahe Hadommmuies of
the center 1 then generates personal random nunber data based on the
measur ed ther ndavd bhederamrigdingn-the mankeniinh whichondet ivad yeaed rtdvedom
nunber data generated for determning the weighting function and the
center na-weighting htungkiqn MRS igertdiendintegvedmosutber dadiea ofadhe

identifier, i.e., the manner in which the weighting function
approaches "0" at the ends of the interval of the data of
the identifier, using the random number data. Thé one-time
pass random numbér_data are random number data which are not
reproducible or hardly reproducible.. More specifically, the
one-time pass random number datd are ‘random number data
whose bit valuéS-appeaﬁ at equaiufrequéncies]and which are
not correlated. Such.random-number data can be generated
based_on;the_timing with which a phrase or a sentence is
manually entered into a computer by a human operator.

With the weighting-function'thusudetérmined in an
unpredictable pattern, a person-who atfacks-the cryptosystem
finds it difficult to predict the weighting function.
Therefore, the security of the crthosystem'tb which the
first aspect of the present. invention is applied is in-
creased. Particularly, ifgthe weighting function is deter-
mined by the one-time pass random number data, the security
of the cryptosystem is further increased as the
reproducibility of the random number -data:is eliminated.

While the integral_traﬁsformation-algorithm may be
of any of various forms, the integral transformation algo-
rithm preferably comprises a Fourier transformation algo-
rithm in the first aspect of the present invention. The

Fourier transformation is an integral transformation which
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rneproduci bility and are accidental. Therefore, the personal random nunber
data are peculiar to the entity 2 and are one- tine pass data. |nasnuch as
the timng of the manually en- tered data cannot accurately be controll ed,
the entity 2 is wunable to know the personal random nunber dat a.

Then, the center 1 random zes the respective values of the unnecessary
bits of theapegudckdyt andr eagédy ba chtrisdepui-Dy aicompiitenncand ndadpass
personal random nunber data generated in the step 2-3 (step 2-4). Then,

t he centertfanﬁéﬁéﬂﬁﬁybVeéPPa%@é§l§§cFBFnﬁﬁ?ﬁﬂanﬁ%FB%RQF oA 6§t he
random zed _unnecessary bits and the useful bhits, j.e.,. changes, the

ar r angenenPCoRISRETFEEr or LiafaFORFLAT { FEABFEOTIAF IR IO IR LT Y38 dom

ng?g: gg: %.SE ﬂh%ﬁ 'Zg%gainttrghgf%étigg 21508 S5 Ynen AN 288, the

private key can quickly and easily be generated from the
identifier, and the secret private keys of the entities are
effectively made highly dispersive for thereby increasing the
security of the cryptosystem.

According to the first aspect of the present inven-
ion, furthermore, the method further comprises the steps of
randomizing, in the center, the identifier transformed by the

center algorithm, with one-time pass personal random number
data which are peculiar and unknown to each of the entities,
thereby to generate the secret private key, and distributing,
from the center, an identifier transformation algorithm which
comprises an algorithm for canceling out the elements of the
randomization which are contained in said secret private key
and said integral transformation algorithm together with said
secret private key, to each of the entities, and when the en-
tities communicate with each other, applying, in each of the
entities, the identifier transformation algorithm and the se-
cret private key which are possessed by each of the entities
to the identifier of the other entity thereby to generate the
common cryptokey, so that the entities will possess the com-
mon cryptokey shared by the entities.

The randomization or random transformation is carried

out by modifying the wvalues of the bits of a sequence

10



22 fromthe identifier yn by the center algorithn) generated in
t he step 2-2. The center 1 then uses the random zed vector data as the
secret private key Xn of each of the entities 2. The above random zati on
or randomtransformation is ex- pressed as a matrix (which nay not o
necessarily be a symmet- ric matrix), -and nore particularly as a matrix
whose transE d@baenePEEsentxngithauﬂdﬂnﬁﬂﬂﬂen<ﬁﬁ&hsé@umbdtbye%ﬁb ekher .
The center 1 generates the identifier transformation algorithmfromthe
one-time ptRE @kﬂ@xﬂﬁhmxewmkhnthﬂﬂnmeﬂt;metpassIperﬁouanerahdamshﬁmhetlon
al gorithm _and the wei ghting
data, or rearranging the ‘sequence of data, or both modifying
the values of the bits of the sequence of data and rearrang-
ing the sequence of data.

Therefore) the secret private key contains elements
due to the random'transformation-in_édditibn to the center
algorithm. Since-the random transformation is effected us-
ing the one-time pass personal random number data (random
number data which are not reproducible or hardly reproduc-
ible) which are peculiaf and-unknown-to each entity, the se-
cret private key of each entity contains accidental ele-
ments. As a result, the security of'the'cryptosystem .
against various forms of attack is further strengthened.

The secret private key to be applied to the identi-
fier of the other entity contains elements due to the random
transformation. .Therefere;_the_identifierltransformation'

~ algorithm which includes the algorithm for canceling out

those elements and the integral transformation'algorithm is
distributed together with the secret private key to each en-
tity. For communications, the identifier transformation al-
gorithm and the secret private-key.a;ewapplied to the iden-
tifier of the other -entity for thereby generating a common
cryptokey shared by the entities. whlch are going to communi-
cate with each other.

The identifier transformed by the center algorithm

is randomized by rearranging a sequence of data representing

11
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function (step 2-6). The identifier transformation algo- rithmis

- generated by conbining an algorithm (expressed as the inverse of the
matri x which represents the randomtrans- formation) for canceling out the
el ements of the random transformation which are reflected in the secret
private key Xn the Fourier transfornatlon %Eggrlthnl and the melqrtlng

functi on, dfb‘})t 8% FIRATRE AT s AMG I thie v
t he Fourler transfornatlon al garit and he hti ng functlon
The secr etPHTvi% B&SP )@F%ﬁoégi: %ﬁﬁq %?Qﬁﬁi%Miéq i dentifier

f | h b ,
i otributed Co eadl RIS S TR BGHS corRimal o TR &b 2 1 n
FIG 3). f t 1
FIG 3). orura1s e e delAll s Ay fbelﬁo{ COAALAY A9 401 e gent er

\ ove. Vi ng “gener at e &1%acr et
private KegobPfby the center algorithm is randomized by randomizing

the values of the unnecessary bits with the one-time pass
personal random number data and further rearranging the se-~
quence of data, including the unnecessary bits, in its en-
tirety.

Because the values of the unnecessary bits of the
sequence of data which represents the identifier transformeé
by the center algorithm are randomized with the one-time
pass personal random number data, and the sequence of data,
including the unnecessary bits, is rearranged in its entire-
ty, a person who attacks, i.e., attempts to analyze, the
cryptosyétem is unable to comprehend which part of the ac-
quired data contains the unnecessary bits and which part of
the acquired data contains necessary data. The cryptosystem
is thus highly secure against such attack.

The one-time pass personal random number data are
generated accprding to a given process of each of the enti-
ties, preferably, a manunal data entering process, and the
one-~time pass personal random number data are generated
based on the timing of the mannal data entering process.

Inasmuch as the random number data are generated
based on the timing with which a phrase or a sentence is

manually entered into a computer by a human operator, the

12
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each entity 2 and the identifier transformation algorithm

23 the center 1 does not store, but deletes, the one-tine pass
per sonal random nunber data corresponding to each entity 2 and the matrix
representing the randomtransformati-on. When each entity 2 receives the
secret private key Xn and the identifier transformation algorithm it
stores thefitBeEated yrandom nymbeh|datst ARy vieRrSiuGiklegr durpiker .
After the preparatpréﬁsta e, a crxg%g%gﬁfhlc'connu- ni cati on process is
carri ed ouFCBEPARERPERyY aF bR tPBRTVEHIR PAST RATIORAL JFERIGH A HHal] | s

assuned.thggnatﬁ£¥p585ropriately be generated.

According to a second aspect of the present inven-
tion, there is provided a method of sharing a common

cryptokey for encrypting and decrypting communication data

between entities in.a network which includes a plurality of
entities and a center, comprising the steps of géneréting,

é in the center, a secret private key pecu1iar to each of the
| entities by transfgrﬁing an identifier which is peculiar to

each of the entities and which -is public, according to a

center algorithm which is held_bj.the center only and common

to the entities, and then randomizing_thé-transformed iden-
tifier with one-time pdss personal random number data which
are pecu;iar_and.unknown-to,éach of-the:entities, and dis-
tributing, from the center, the secret private key.and an
_identifier transformation algorithm which includes an algo-
~ rithm for canceling out the_elements_of-thefrandomization

which are contained.in the secret. private key to each of the

entities, and when,the entities communicate with each other,

applying, in each of the entities, the identifier transfor-

mation algorithm and the secret private key which are pos-
sessed by each of the entities to the identifier of the oth-
er entity thereby to generate a common cryptokey, so that
the entities will possess the commbn-cryptokey-shared by the
entities. |

Since the secret private key of each of the entities

13




graphikc communi cation process is carried out between enti- ties i, j (i
‘[err] j) with the entity i as the transmtting en- tity and the entity |
as the receiving entity. In the cryptographi c communi cation
process, the transmtting entity i generates a comon cryptokey Kij

hared by itself th iving entity j fromth et _vate_key Xi
and Che | ddrh BERGEoEPHnSFoE Rt FONCA gBY. FARAOBRRLAIF BoneRaRbatERE Of

(ranse IR S Yy 04U 080k LeccbLS” aEothu b ERRLYLAR SR LAY |
entity | appblehal REANLLRLS ab! aNSORLEBL 0053h8N" LONLOLyhbE 60! bLY |

on the co g entl nti- rer yj of e recéiving

SOy Ly DeBoriBe WPoiey thgeHotne bAE-C3hd phskiBebsRlL [Lehathy OV the

matrix of the identi transformation algorit step 3-1). Then, the
transmt- pumber data (random number data that are not reproducible or

hardly reproducible), the secret private key of each entity
contains accidental elements. As a result, the cryptosystem
to which the second aspect of the present invention is ap-
plied is made highly secure against various forms of attack.
As with the first aspect of the present invention, the se-
cret private key of each entity contains elements due to tﬁé
random transformation. Therefore, the identifier transfor-
mation algorithm including an algorithm for canceling out
those elements and the secret private key are distributed to
each entity. For communications between entities, the iden-
tifier transformation algorithm and the secret private key
are applied in each of the entities to the identifier of the
other entity thereby to generate a common cryptokey shared
by the entities, without involving the center.

According to the second aspect of the present inven-
tion, therefore, a cryptosystem on the network is made high-
ly secure against various forms of attack, such as differen-
tial attack,'while simplifying the generation of a common
cryptokey and the arrangement of the cryptosystem, and is
also made simple and highly reliable.

With the second aspect of the present invention, as with

the first aspect of the present invention, the identifier

14
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'ting entity i calculates an inner product of the vector data generated in
the step 3-1 and the secret private key Xi (vector data) of the

transmtting entity i (step 3-2), gen- 24
erating a conmon cryptokey Kij which is cormon to the trans- mtting
entity i and the receiving entity j. Simlarly, as showmn in FIG

7, the rectranafornedtlhy thepeentar thlganiani fiiserandamizedmblyi aeaakgorithm
of the en- tity j on the conputer of the entity j to the identifier yi of
the transnFRRgHRTJ et FEquengateh IRty represandingaithel ddegtifaeinner product

of the vector data generated in the step 3- ) _
transformed by the center algorithm, with the one-time pass

personal random number -data. - More preferably, the sequence
of daté contains a plurality of unnecessary bits, and the
identifier transformed by the center algorithm is randomized
by randomizing the valﬁes of the unnécessary bits with the
one-time pass personal random number data and further rear-
ranging the sequence of data, including the unnecessary -
bits, in its entirety. The security of the cryptosystem to
which the-sécondaaspéct of the present invention is thus in—’
creased.

With the second aspect of the présént invention, as
with the first aspect'oféthe present'inventién, furfhermore,
the one-time pass personal random number data are generated
according to a given process of each of the entities. More
specifically, the gi&en process comprises a manual data en-
tering process, and one-time pass- personal random number da-_
ta are'generated'based-on-thé timing of the manual data en-
tering process. The one-<time pass perSonai random number
data can thus appropriately be generated.

The above and other objects, features, and advantag-
es of the present invention will become'apparent from the
following description when taken in conjunction with the ac-
companying drawings which illustrate a preferred embodiment

of the present invention by way of example.
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1 and.the

- generating
and the tr
I ndependen

crypt okey K

sanme as e
held resp
vect or dat
wth a wei
identifier

secret private key Xj of the receiving entity | (step 3-2),

a common cryptokey Kji which conmobn to the receiving entity |
ansmitting entity i. The common crypt okey Kij
tly generated by the transmtting entity i and the common

BRizg! REscrRIERES

Iy, the secret private keys Xi,

I nde- endentl rated by the receiving entity j are the
H' o HERFreS

X]

o pr odusEdtoy lags! 5 ByobHe RaaFrE ot arcr opraeyttFB ke bpifE
gnpsope! §§9mhae CERBEORBY Lifcordifly 1S LANGHLIBHL ofy 10 the

S Vi spe Tes 173

transfornagéﬂ 1oﬁ|§9rh

respective

|den i fier

Fgﬁkgchh is applied to the |dent|f|ers yj, yi of the
ot er entit

SJ, i for the entities i, j to gen-
FIG. 2 is a block diagram showing the concept of a

basic structure of the cryptosystem shown in FIG. 1;

FIG. 3 is a flowchart of an operation sequence of
the cryptosystem shown in FIG. 1;

FIG., 4 is a flowchart showing details of a step 1 in
the operation seqguence shown in FIG. 3;

FIG. 5 is a flowchart showing details of a step 2 ih
the operation sequence shown in FIG. 3;

FIG. 6 is a flowchart showing details of steps 3 and
4 in the operation sequence shown in FIG. 3;

FIG. 7 is a flowchart showing details of steps 3 and
5 in the operation sequence shown in FIG. 3; and

FIG. 8 is a block diagram of a computer for carrying

out the steps shown in FIGS. 6 and 7.

BEST MODE FOR CARRYING OUT THE INVENTION
A cryptosystem to which a method of sharing a cryptokey
according to the present invention is applied will first be
described below with reference to FIGS. 1 and 2.
As shown in FIG. 1, the cryptosystem includes a cen-
ter or central facility 1, which is a basic main constituent
of the system, a plurality of entities 2 which are sub-

scribed to the cryptosystem for communication with each oth-

16
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erate_the common cryptokeys Kij, Kji is produced by conbin- ing the
Fourier transformation algorithmwth a weighting function and the
al gorithm for canceling out the elenents of the randomtransformation for

each of the entities i, j, which are reflected in the secret private keys.
X, Xj 25 _ Therefore, when
the inner gf.odnRd d nataarl s sidn as ﬁélest"é}j'-esﬂ@trt e pefsesa Lofcompat-andom
transformation for A each of the entities i, j is elimnated, and the conmon
crypt okeyse%qommqnl%léamé\fta@r&rr&mttheofhtkﬁae t@en%ksnhamhéﬁél the Fedduce
t he i nner product ar t.o | ner roduct s of

and t e ntltles connected to communicate with

each other. The center 1 and the entities 2 include comput-

ers such as personal computers for effecting actual communi-

cations and data processing and'uSerS'of those computers.
In the cryptosystem on the network 3, as shown in
i FIG. 2, the entities 2 (represented'byfi;“j, + + «in FIG.
2) have respective peculiar identifiéré yi,.yj, * » * (de-
scribed in detail later on). _If-i:¥rj, then yi # yj. The
entities 2 (i, j,_; + +) have been given, by the center 1, .
E respectife secret private keys Xi, Xj, - .+ ¢ (described in
| detail later on and hereinafter referred to as a "secret
private key Xn" if necessary) which are péculiar to the re-
spective entities 2 and'generated_by'the center 1 based on
% the respective identifiers yi, yj,* * « (hereinafter re-
ferred to_as.an_"ideﬁtifier yn" if necessary). For crypto-
graphic communications.between any arbitrary entities i, j,
a common cryptokey Kij for encrypting communication data (on
the franémitting side)-and'decrypting-éommnnicatiop data'kon
the receiving side) is genetated for the entities i, j using
the secréte private keys Xi, Xj.of the entities i, j. Using
the generated common-cryptokej Kij,'the-encrypted communica-

tions are carried out between the entities i, j.

Prior to describing the cryptosystem in detail, the

identifier yn will first be described below. In this em-
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vectar data which are generated by applying the Fourier transformation

-algorithmwith a weighting function and fur- ther the center matrix to the
identifiers yi, yj of the re- spective entities i, j and vector data which

are generated by applying the Fourier transformation algorithmwth a
wei ghting function to the identifiers yi of the respec- tive other

} yi,
entities jpodimentgt dhaviiftantidder fyn toé eagh endijay 2 MAY (IRRREADr dat a

generated by applying the Fqurier  transformatiaqn algorithmwth a ~
Wel ght i ng FURATTRLAEES ISR BUAs And

Wt d ae e Satte PR Y 27 yi

(yi', yj' are cqQlum vecto and the center matrix by, C_then the conmon
crypt okeys @1, “%"‘1 W,efﬁii{eggd FE#SE&C{]%%? RF ;&ﬁma_/ln namé on Ehe

b poesion, or ngi Paupaieliioh, G Eacp Eney & AR

trans- r1C tri x,

common cr yHOkeNS dfl 1 dild e UREYLY bW h83Y PHiflate the

identifier yn as vector data which have been encoded by a

coset on a finite ring.

The cryptosystem for carrying out the above crypto-
graphic communications will be described below in detail
with reference to FIGS. 3 through 8.

As shown in FIG. 3, cryptographic communications aré
carried out between the entities i, j after the center 1
generates and distributes the secret private key Xn in a
preparatory stage.

In the preparatory stage, the center 1 generates a
center algorithm which serves as a basis for generating the

_ secret private key Xn of each entity when the center 1 is
established or the cryptosystem is updated (step 1).

In this embodiment, the center algorithm compriseé a
center matrix, a weighting function, and an integral trans-
formation algorithm.

The integral transformation algorithm is an algo-
rithm for producing an integral transform of the data of the
identifier yn of each entity 2. In this embodiment, a
Fourier transformation (more specifically, a fast Fourier
transformation) is used as the integral transformation algo-

rithm., Various Fourier transformations are known in the

18
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(Kij'{-K}P)T'?herefore, t he common cryptokeys Kij, Kii which are

separately generated by the respective entities i, | coincide with each
other, so that the entities i, j can share the conmmon cryptokey.

After having generated the common cryptokey Kij which is common to the
transmtting and receiving entities ' 26

i, j in thartt,eand ioneFbE tBe Fboeriemnsransfogmeriodsy is gelectsdtiys an
encrypted comuni cation text fromthe common cryptokey Kij and a plaintext .
(sent ences the weageaml sbcgpneratdeatFawshertevhisformatrispeiadigarigimty j
(step 4). 5%&ch ié used in this embodiment. 'The Fourier transforma-

tion algorithm is actually expressed as a matrix to prdcess

the data of the -identifier yn.

- The weighting functionjsérVes to pfevent anomalous
dispersion (aliasing) in the Fourier transformation of the
identifier yn, which is data in a finite interval. The
weighting function-is' a function whose valué approaches "0"
at ends of the interval of the data of the identifier yn.

. The center matrix is-a symméﬁric.matrix, and more specifi-
cally, a nonsingular symmetric matrix.

The weighting function and the cerniter matrix are
generated using one-time pass random number.data..-Specifi—
cally, for generating-the_weighting fuﬁCtion and the center.
matrix, as illustrated . in FIG.I4,'the-center-i generates
random number dataibased on manual operation of the operator
at the computer in the center 1 (step. 1-1). More specifi-
cally, the operator enters a suitable phrase, sentence, or
the like into the computer of the center 1, and the computer
sequentially measures the_timing.of the entered data, i.e.,
times at which the respective wotds‘are entered or time in-
tervals at which'the;respective words are entered. The com-
puter then generates random number data in & time series
based on the measured timing of the entered data. Since the
random number data thus generated are based on the timing of

the entered data depending on the manual operation which
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generating the encrypted conmuni cation text, the transmt- ting entity i
- uses the common cryptokey Kij and one-tinme pass random nunber dat a.
Specifically, for generating a ciphertext, as shown in FIG 6, the
transmtting entity i generates one-tinme pass random nunber data
(hereinafter referred to as "cryptograph- ic comunication random nunber
data") baseenbdiiscelempenls P WHIST @ Hata the gandompamber; datd fCer val s
at which words., of a phrase_or, sentence are manual]y entered into the com
Duter of | REALRENKATE (FHORGHTASIILEY] csp A ROCHIS tathe, THHASAREY] ng
entity i epcrypts.the one-ti ass_ crypt.a- r aphi ¢ . conmuni cati on random
nunber datgﬁﬁs %d?lﬂenmgg%%)queo 'I%J]mea%aﬁ% it nsi ¢ key (step 4-2).
This encryp- tion ocess..is._c ' qfo t accaording to thr ee- e DES
(Data Encryption S%gﬁ r%??l?%rééééé%)%éjonei%lme é%ss niadif ot

data, the center 1 determines the weighting function and the

center matrix based on the generated one-time pass random

number data (step 1-2). Specifically, the center 1 deter-

mines the weighting function by determining the manner in

which the value of a weigthing function varies in the inter-

val of the data of the identifier yn, i.e., the manner in

which a weighting function approaches "0" at the ends of the

interval of the data of the identifier yn, using the one-tim

e pass random number data. The weighting function is thus

determined in a pattern which is unpredictable. In reality,

the weighting function is expressed as a diagonal matrix.

The center 1 determines the center matrix by determining the

values of elements of the matrix using the one-time pass

random number data while keeping the matrix symmetric and

nonsingular.

The center algorithm which comprises the center ma-

trix, the weighting function, and the integral transforma-

tion algorithm thus generated is stored in secrecy in the

center 1. Particularly, the center matrix and the weighting

function are kept in strictly secure storage such that they

cannot be referred to by third parties (including the enti-

ties 2) other than those specified by the center 1. The

center algorithm is common to the entities 2.
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The t(ansniffing entity i also enckyptg a plaintext wusing the one-tine
pass cryptographi c communi cati on random nunber data (prior to being
encrypted) generated in the step 4-1, as a key (step 4-3). This

encryption process is car- ried out according to a three-stage DES, for

exanple, as is the case with the encryption process in the step 4-2.
The encrypted randdefeunbeq dack teiGi 3, ivhdhethsteaidizsaryd (t1h,e 3,

encrypted plaintext generated in the step
4-3 are conbl el #%e oSwhecsibed thrridly geypteaysipmn e cerbext éd gen-

comuni cation text to be transmtted to the receiv-
erates a secret private key Xn peculiar to each of the enti-

ties 2 and an identifier transformation algorithm for gener-
ating a common cryptqkey Kij using the center algorithm gen-
erated and stored in the center 1 as described above and the
identifier yn of each=ef_£he entities 2, and distributes the
secret private key.xn:and the identifier transformation al-

gorithm to each of the entities 2 (step 2).

Specifically, in_the step 2,=as.shown'in FIG. 5, the
center 1 applies the Fourier transformation algorithm and ’
the matrix of the Weighting-functioﬁ to‘ﬁhe data (vector da-
ta) of the identifier yn of each entity.z,'therebf effecting
a Fourier transformation with a=weigﬁting-function on the
identifier yn (step 2-1). - Then;_ihe center 1 multiélies'the
vector data produced in-ihe step 2—1.by-the center matrix
(step 2-2). Tﬁe data of the identifier yn are made redun-
dant, so that the vectdrfdata produced in the step 2-2 con-
tain a plurality of useful bits generated by applying the
weighting function, the integral transformation algorithm,
and the center matrix to a bit train significant as the data
of the identifier yn, and a plurality of other unnecessary
bits.

At the time the center l_communicatee with-each en-
tity 2, e.g., in a subscription proceSsifor the entity 2,
the center 1 generates one-time:pass.personal random number

data which are peculiar to the entity 2 and are not known to
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.ing entity j. The encrypted conmuni cation text thus gener- ated is

- thereafter transmtted fromthe conputer of the en- tity i to the conputer
of the entity j. The cryptographi c comuni cati on random nunber
data should preferably be generated and updated each tine an
cryptograghic conmmuni_cati on Erocess Is carried out. Howev- er, the

crypt ogr aphPceBb¥h¥in?cAPEBR FaAdom ABRGEF18aLAY YR BRSUPHBR SB2BBRR tine
several cryptographi c comunication rocesses are carried out, i.e., the
sane orypRBGFARRI EPEOREIERENT CAE? oHCPBRABRANGRBEF Lhs: BE8F oTALAAM Affc
sover 2l ChIE ek AR e RETH AR B BREERE Fanarirnooadl RS PRSDY, 1«
LD YRRECRERITNT facCBbABRbE bnbag0at DE SRITE SR LAY AL, <)
(step 5 iBrF£ﬁ§ Zlke from the computer of the entity 2, and the cen-

ter 1 sequentially receives the entered data. - The computer

of the center 1 measures the timing of the entered data.

The computer of the center 1 then generates personal random

number data based on the measured timing of the entered da-

ta. As with the one-time pass random number data generated

for determining the weighting function and the center ma-

trix, the one-time pass personal random number data lack

reproducibility and are accidental. Therefore, the personal

random number data are peculiar to the entity 2 and are one-

time pass data. Inasmuch as the timing of the manually en-

tered data cannot accurately be controlled, the entity 2 is

unable to know the personai random number data.

Then, the center 1 randomizes the respective values

of the unnecessary bits of the vector data produced in the

step 2-2, with the one-time pass personal random number data

generated in the step 2-3 (step 2-4). Then, the center 1

randomly rearranges vector data, which are composed of the

randomized unnecessary bits and the useful bits, i.e.,

changes the arrangement of the vector data, with the one~tim

e pass personal random number data (step 2-5). In this man-

ner, the center 1 randomizes the vector data (transformed
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Specifically, as shown in FIG 7, the receiving en- tity j uses the common
cryptokey Kji (= Kij) as an intrinsic key to decrypt the encrypted random
nunber data of the re- ceived encrypted comunication text into encrypted
comuni - cation random nunmber data (step 5-1). Then, using the decrypted
cryptographi ¢ comuni cation random nunber data as a key, the receiving
entity j décoppthet hdestphiderexn by the cemteyprlgpridminienemataddn back
i nto the plaintext gstep 5-2). The receiving entity j can finally -~
conpr ehend thRestep The center 1 then usSegpgthe 'randomized vector

data as the secret private key Xn of each of the entities 2.

The above randpmization or random transformation is ex-

pressed as a matrix (which may hot necessarily be a symmet-

- ric matrix), and more particularly as a matrix whose trans-

posed matrix and inverse matrix are equal to each other.

The center_l,generatesfthe'identifier transformation
algorithm from £he-One—timé'pass"personal'fandom_numbef da-
ta, the Fourier transformation algorithm, and the weighting’
function (step 2- 6) The identifief £ran§fdrmation algo-
rithm is generated by ‘combining an algorlthm (expressed as
the inverse of the matrix which'represents the random trans-
formation) for canceling out the elements of the random
transformation which.are reflected in the secret private.key
Xn, the fourier transfo;mation algorithm, and the weighting
function, i.e., by multiplying-the matrixes representing the
algorithm, the Fourier transformation algorithm, and the
weighting‘function.

The secret private key Xn of each entity 2 and the
identifier transformation algorithm, which are thus génerat—
ed by the center 1,'are.distributed to each entity 2 through
commnnicatidns-(sée-the step 2 in FIG. 3).

The details of the preparatory stage in the center 1
have been described above. o

After having generated the secret private key Xn of

each entity 2 and the identifier transformation algorithm,
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contents of the plaintext fromthe transmtting entity i. The
“cryptographi c conmuni cati on process between the entities i, |J is now
conpl et ed. The conputer of each of the entities 2 for carrying
out the above processing for cryptographic conmunications is shown in
block formin FIG 8. As shown in FIG 8, the conputer of each of
the en- tthe edertamnprdasss wtkSHere,d bat dedeitesunthesonedtsiog pass CPU,
a RAM a ROM etc., and a data base 6 conprising a hard disk or the like
for stori rep¥srnaledrandqgn inxihek g tan correspradangs ter eRFAn$REAFRHL Zon

al gorithm plaintexts such as sen-, tences, progranms, etc., and encrypted
comuni cat3%h $R&MALT Iph FeRKesaRtings themandes 45apsSorRatirBns WheBmmon

key gen- erator 7 for_generating,a conmon key, an encrypting and
decrypt i nEHrbEHY & FHEFVESy enGegﬁ&td8E¥YBF?n§e¥o%§u§ngnFgﬁtion dat a,
a randon1qy O S &S ogﬂgii%%n%ﬁ%%gg%hm, it stores them secretly

in a suitable storage device of its own computer.

After the preparatory stage, a cryptographic commu-
nication process is carried out between any arbitrary enti-
ties 2 as described below. It is assumed that a crypto-
graphic communication process is carried out between enti-
ties i, 3 (i # Jj) with the entity i as the transmitting en-'
tity and the entity j as the receiving entity.

In the cryptographic communication process, the
transmitting entity i generates a common cryptokey Kij
shared by itself and the receiving entity j from the secret
private key Xi and the identifier transformation algorithm
which are held by the transmitting entity i and the identi-
fier yj of the receiving entity j (step 3).

Specifically, as shown in FIG. 6, the transmitting
entity i applies the identifier transformation algorithm of
the entity i on the computer of the entity i to the identi-
fier yj of the receiving entity j, i.e., multiplies the vec-
tor data of the identifier yj by the matrix of the identifi-
exr transformatioﬂ algorithm (step 3-1). Then, the transmit-
ting entity i calculates an inner product of the vector data

generated in the step 3-1 and the secret private key Xi

(vector data) of the transmitting entity i (step 3-2), gen-
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cryptographi c communi cation random nunber data, and a data storage nenory

10 for storing a comon cryptokey generated by the conmmon key generator 7
and data such as cryptographic conmunication random nunber data generated
by the random nunber generator 9. The conputer of each of the
entities 2 operates to carry out the above process of cryptographic
communi catdmatsingasa fadnmens .cryptokey KAQr widmdr disi egmaovotmother ypankey (the
step 3), the secret private key Xn and the identifier transformation aI
gorithm mmmsarga ard B us édartdie F@ECSHVARS reavhittlye Jkeyboar d

29
Slmllarly,_as shown in FIG. 7,:the receiving entity

j applies thé identifier transformation algorithm of the en-
tity j on the computer of the entity j to £he identifier yi
of the transmitting ontity i (step. 3-1), and then calculates
an inner product of the vector data generated in the step 3-
1 and the secret private key Xj of the receiving entity j
(step 3-2), géneﬁaﬁing¢a common cryptokey Kji which common
to the receivingfentity 3 and_theotransmitting entity i.

The commpn-cryPtokey_Kij_iﬁdependently generated by..
the transmitting: entity i_énd_the-common cryptokey Kji inde-
pendently éenerated by the receiving.eﬁtity j are the same
as each other. |

Specifically, the secret. private keys Xi, Xj held
respeotively7by_thettransmitting:énd receiving entities i, j
are vector data prodﬁCed by;applying;the Fourier transforma-
tion algorithm with a weighting function,tthé center matrix,
and the randomization to- the identifiers yi, yj of the re-
spective entities i, j, and the-identifier.trahsformation
algorithm which is applied to theoidentifiers Yj, yi of the
respectivo other[entities . 1 fof_the entitiés i, j to gen-
erate the common'c:yptokeys:Kij,JKji-is produced by combin-
ing the_Fourier_t:ahsfo:mation.algorithm.with a weighting
function apd.the,algo:ithm.for;cancelin§1out the elements of
the random transformation for each of the entities i, j,

which are reflected in the secret private keys Xi, Xj.
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4 to.the main unit 5 of the conputer of each of the trans- mtting and
receiving entities. The secret private key Xn and the identifier
transformation al gorithm whi ch have been indicated are read fromthe
dat abase 6 to the common key generator 7 in the main unit 5. The
identifier yn of the other entity with which to conmunicate is entered
fromthe keyboar Fe5efiFandhed Fhgminner proRsmds K&jCcydpsers dn 7

applies the identifier transfqrmatiqn algorithmand the se-. cret private
oy Xo't 0 LB SR 308 /t HOCLRELPEY PRokiPr Rendom L2gaREpERRRACR, E6RmoN

CTYPOkeY oLl 3 38, Toka Sl 1,15 T5RERERSLLOTRY, ERUPLRKRYS! o L her

{ransm {LagoRRidyd 193! 2x3i°Bb8a14eHLE 8 BsRILA88: R ER1EEe18hs! O
to produce the inner product are equal to inner products of
vector data which are generated by applying the Fourier
transformation algorithm with a weighting function and fur-
ther the center matrix to the identifiers yi, yj of the re-
spective entities i, j aﬁd vector data which are generated
by applying the Fourier transformation algorithm with a
weighting function to the identifiers yj, yi of the respec- ’
tive other entities j, i. Stated otherwise, if it is as-
sumed that the vector data generated by applying the Fourier
transformation algorithm with a weighting function to the
identifiers yi, yj are represented by yi', yi' (yi', yj' are
column vectors) and the center matrix by C, then the common
cryptokeys Kij, Kji are expressed respectively by Kij =
(yij')r-Ce+yi', Xji = (yi')*+C-yj' where T represents trans-
pose.

Since the center matrix C is a symmetric matrix, the
common cryptokeys Kij, XKji are obviously equal to each other
(Kij = Xji). Therefore, the common cryptokeys Kij, Kji
which are separately generated by the respective entities i,
j coincide with each other, so that the entities i, j can
share the common cryptokey.

After having generated the common cryptokey Kij

which is common to the transmitting and receiving entities
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erating cryptographi c comuni cati on random nunber data are entered from
the keyboard 4 into the main unit 5. Based on the entered data, the random
nunber generator 9 generates one-tinme pass cryptographic comrunication
random nunber data (the step 4-1) and stores the generated cryptographic
commu- nication random nunber data in the data storage nmenory 10.

| n the conpyt §r inf théestepn3dnin tFHE. eht ithe taramdmEititiong ankidy tir yensd tt ed
in the database 6 is indicated by the keyboard 4 to the main unit 5, and

t he i ndi capzdtepl annerKTyPted ey & tHion tteninsran ttde emaesy ypt i ng and
decrypting processor 8. The encrypting and decrypting pro- cessor 8
encrypts t REYPEQREBgKRADhARA cdnPAAd R ¥ on( SRR HEER st¥1%d in t he

dat a stora%e menory 10, using the . . e _ 30
o be transmitted to the receiving entity j (step 4). For

generating the encrypted-communicatioh text, the transmit-
ting entity i uses the common cryptokey-Kij and one-time
pass random number data.

Specifically, for generating a ciphertext, as shown -
in FIG. 6, the transmitting entity i generates one-time pass
random number data_(hereinafter referred to as "cryptograph- .
ic communication random number.data")'baéed on the timing oé
entered data, i.e.,-times-qr time iﬁtervais at which words
of a phrase or sentence are manually entered into the com-
puter of the trahsmitting entity i,*(step-4-1). Then, the
transmitting entiﬁy i encrypts the Oné—time pass crypto—
graphic communication fandom number déta using the common
cryptokey Kij as an intrinsic key (step 4-2). This encryp-
tion process is carried out according to a three-stage DES
(Data Encryption Standard),’fbr éxample.

The trahsmitting entity i also encrypts a plaintext
using the one-time pass cryptographic communication random
number data (prior to being encrypted) generated in the step
4;1, as alkey (step 4-3). This encryption process is car-
ried out according_tb a three-stage DEs,-for example, as is
the case with the encryption proéess-in the step 4-2.

- The ené;ypted_random number data generated in the

step 4-2 and the encrypted plaintext generated in the step
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comor cryptokey stored in the data storage nenory 10 (the step 4-2), and
*al so encrypts the plaintext using the crypto- graphic conmunication random
nunber data as a key (the step 4-3). The encrypted random nunber data and
the encrypted plaintext or ciphertext are held as an encrypted conmuni ca-
tion text in_the database 6, and thereafter transmtted to the conputer of
the recei ving @Ftifgmbined 1nto |9p] RetofRRTRPHIIINREIEAG Ath@ntity, the

re- ceived enqéypted connunjcatioq? e database 6, and

hen read CEYPRAA CrOmpHET TRE LA SOt ViR 19 O] 0 HIE GRIT ng. and
decr ypti 1y pg oseesr . oY Pl ot i o WnRhEEL JANO DML Y e
ated is thereafter transmitted from the computer of the en-~
tity i to the computer of the entity j.

The cryptographic communication random number data
should preferably be generated and updated each time an
cryptographic communication process is carried out. Howev-
er, the cryptographic communication random number data may
be updated each time several cryptographic communication
processes are carried out, i.e., the.same cryptographic com;
munication random number data are used in the several cryp-
tographic communication processes.

After having received the encrypted communication
text, the receiving entity j decrypts the encrypted communi-
cation text using the common cryptokey Xji (= Kij) which is
common to the entities i, j for finally producing the
plaintext (step 5 in FIG. 7).

Specifically, as shown in FIG. 7, the receiving en-
tity j uses the common cryptokey Kji (= Kij) as an intrinsic
key to decrypt the encrypted random number data of the re-
ceived encrypted communication text into encrypted communi-
cation random number data (step 5-1). Then, using the
decrypted cryptographic communication random number data as
a key, the receiving entity j decrypts the ciphertext of the
encrypted communication text back into the plaintext (step

5-2). The receiving entity j can finally comprehend the
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text back to the cryptographlc comuni cati on randem nunber data using the
common crypt okey stored in the data storage nmenory 10 (the step 5-1), and
al so decrypts the encrypted plaintext in the encrypted communication text
back to the original plaintext using the decrypted cryptographi c conmu-
ni cati on random nunber data as a key (the step 5-2). The plaintext thus
decrypted bgntéatenefyphenplaimteber fmin nthe prmneseartifig ey iin the
- dat abase 6. As descri bed above, in the cryptosystem according to
- the presentrhenevepptographin ¢¢mmunxn&nlqn|p&nqesﬁnbeﬁwaah tdwclendnittiites 2 i s
generated in the preparatory stage by the center 1, the identifier yn,
such as a hang, ief npWecemplete®. is subjected to a Fourier transformation
as the integral transformation. Therefore, even jf many of the identifiers
yn of the respecti FRecROMPREST 2PE BRGN BB LN KAt BEIRS 2 figta carrying

out the above processing for cryptographic communications is

.shown in block form in FIG. 8.

As shown in FIG. 8, the computer of each of the en-
tities 2 comprises-a keyboard’4,'atmainfunit 5 made up or a
CPU, a RAM, a ROM, etc., and a data base 6 comprising a hard

disk or the like for storing the secret private key Xn, the

identifier transfcrmation algorithm, plaintexts such as sen-
tences, programs, etc., and encrypted communication texts.
The main unit 5 comprises as its functions a common key gen-

erator 7 for generating a common key, an encrypting and

decrypting processor 8 for encrypting and decrypting commu-
nication data,;a random number generator 9 for generating

cryptographic communication random numberzdata, and a data
storage memory 10 for storing a common cryptokey generated

by the common.key generator 7 and data such as- cryptographic

communication random number data‘ generated by the random
number generator 9.
| ~ The computer of each of the entities 2 operates to
carry out the;above process of cryptographic communications
as follows: |
For generating a common cryptokey (the step 3), the
secret private key Xn and the identifier transformation al-

gorithm which are to be used are indicated from the keyboard
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.31 . produced when those identifiers yn are subjected to the
“Fourier transformation are well dispersed, and hence the se- cret private
keys Xn generated when those data are subjected to the center matrix are
al so highly dispersed As a conse- quence, the center algorithm conprising
the center matrix, %he cepter 1 is nad difficult to analyze even
under thé §8- EQ?I@élﬁlppéFe tPaIE etgewputer of eafhe %n?%ﬁr trans
transfornat&g. ¥Hae a La . ace t%a S- fo% 8 ﬁ #ans or mati on,
a H | bert BFRRRBOPRA. TeERON 10g ePhetiPRe, SPRePSTHE Pﬁ%vﬁo%r

ELa”Sfor”BEhOEhe HANRYS i e rERNELEha L BASCILERELAR LHRER RRES' BLER! Y.

indicated are read from the database 6 to the common key
generator 7 in the main unit 5. The identifier yn of the
other entity with which to communicate is entered from the
keyboard 4 into the main unit 5. The common key generator 7
applies the identifier transformation algorithm and the se-
cret private key Xn to the data of the entered identifier
yn, generating a common cryptokey (the steps 3-1, 3-2). The
generated common cryptockey is then stored in the data stor—’
age memory 10.

In the computer of the transmitting entity, data
(entered data of a phrase, a sentence, or the like) for gen-
erating cryptographic communication random number data are
entered from the keyboard 4 into the main unit 5. Based on
the entered data, the random number generator 9 generates
one-time pass cryptographic communication random number data
(the step 4-1) and stores the generated cryptographic commu-
nication random number data in the data storage memory 10.

In the computer of the transmitting entity, a
plaintext to be transmitted in the database 6 is indicated
by the keyboard 4 to the main unit 5, and the indicated
plaintext is read from the database 6 to the encrypting and
decrypting processor 8. The encrypting and decrypting pro-
cessor 8 encrypts the cryptographic communication random

number data stored in the data sterage memory 10 using the
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fast Fourier transformation) used as the integral transfor- mation in the
i.Ilustrated enbodinment is effective to make the secret private keys Xn

hi ghly dispersive, and also to process the identifiers yn at high speed
with the conputer. 'Since the weighting function is added in the
center algorithmfor generating the secret private key Xn, the data
produced vwiunindih e rigitolody tdtoredenm fiher data istoragki mereryi dler(¥dle are
subj ected to the Fourier transformation are prevented frombeing -

abnor mal | ystbs perded. aklrales ranasyie thea@da inre xke NGHGN ¢ heu FEVPER- s
added as an unknown algo- rithmelenent, in addition to the center matrix
and the FRxaphic teomribicaiiam ZAMON MRS, dafé éénfekeyl & FFeH or an
unaut hori zed person who attenpts to attack the center .algorithm jt is
highly dif473ldt TRe. %W%t?rgr@d??% er [dat Bt %ncéﬁfé’&ﬁdt hm The

center algorithmrenains . _ : ‘P
gJplaintext or ciphertext are held as an encrypted communica-

tion text in the database 6, ahd thefeafter'transmitted to
the computer of the receiving entity}

In the computer of the receiving entity; the re-
ceived encrypted communication text is held in the database
'6, and then read to the encrypting and decrypting processor
8. The-encrypting and.décrypting_proceSSOr 8 decrypts the
encrypted random number data in the encrypted communication
text back to the cryptographic communicétion'randOm number
data using the common cryptokey stOred in the data storage
memory 10 (the step 5-1), and also decrypts the encrypted
plaintext in the-encrypted coﬁmunicatidn text back to the
original plaintext using the.dec:ypted-cryptographic-commu;
nication random number daté:as a key (the step 5-2). ‘The
plaintext thus decrypted by the encrypting and decfypting
processor 8 is held in the database 6. - -

As described above,.in.the'crthosystem-according to
the present invention, when the secret private key Xn of
each entity 2 is generated in the preparatory stage by the
center 1, the identifier yn, such as a name, of the entity 2
is subjected to a Fourier transformation as the integral
transformationf'-Therefore, even if many of the identifiers

yn of the respective entities -are analogous each other, data
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highly difficult to analyze in view of the fact that the

- 32 - wei ghting function is generated in an unpredictable form us-

i ng one-time pass random nunber dat a. For generating the secret
private key Xn, the iden- tifier data are subjected to the center

al gorithmand al so _the random_zatign or random transformati on based on
one-ti me PFREscrAn¥BARNtREER AdeBtHELEFF VDt BTRAERPERETEY PO EhRse-
guently, the secret Rrivate ke§ Xn of iicg_entit%¢2 coat ins e|lenents
pecul i ar FOUEAER ERRPEYO5™3KEOBasts BRILhelFBRESA  t RBASPBRREL FBR SARrch is

not correg%ggdpggvggg kg9g0§ht&gggiated when those data are subjected

to the center matrix are also highly dispersed. As a conse-
quence, the center algorithm comprising the center matrix,
etc. of the center 1 is made difficult to analyze even under
the so-called differential attack.

The integral transformation may be a Laplace trans-
formation, a Miller transformation, a Hilbert transforma-
tion, or the like, other than the Fourier transformation.
However, the Fourier transformation (more specifically, the .
fast Fourier transformation) used as the integral transfor-
mation in the illustrated embodiment is effective to make
the secret private keys Xn highly dispersive, and also to
process the identifiers yn at high speed with the computer.

Since the weighting function is added in the center
algorithm for generating the secret private key Xn, the data
produced when the data of the identifier yn in the finite
interval are subjected to the Fourier transformation are
prevented from being abnormally dispersed. Furthermore, be-
cause the weighting function is added as an unknown algo-
rithm element, in addition to the center matrix and the
Fourier transformation algorithm, in the center algorithm
for an unauthorized person who attempts to attack the center
algorithm, it is highly difficult for sunch a person to ana-
lyze the center algorithm. The center algorithm remains

highly difficult to analyze in view of the fact that the
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formation for the other entities 2. Therefore, even when a plurality of
entities 2 collaborate with each other in an attenpt to anal yze the center
algorithmfromthe secret pri- vate keys Xn which are possessed by the
respective collabo- rating entities 2, those entities 2 will find it
extrenely difficult to analyze the center algorithm In the random

t ransf or nawebghtihe Tahcetonfisngeresstad in tan ompriedidabblepfodmcad-aft er
the data of the identifier yn have been sub- jected to the Fourier-

t r ansf or naingnoneteingi phss ngandem -numbhern dagwd the center matrix are
random zed by the one-tine Eass random nunber data, and then the

randoni zed unnecesgaFygeB¢¥§ 3hd thR SReren Hﬁ%%ﬁWﬁ%¥%ﬂé§mnaﬁé%kilQQﬁﬂ s very

diffi- cult _for at t acki on to anal e center algo- rithm
because suthfZEhe % fxe u%%f%g’f%‘;r‘é‘%ofgt}ﬁ vass rcl"il 9pZALIBr apHe 2d§Pa of the
secret prlv te_key Xn contain Ds thq;

e randomization -random transformatlon based on one-time

pass random“number data.pecullar to each entity 2. Conse-
quently, the secret pfivate kéy.Xn of each entity 2 contains
elements peculiar.toneach.entity'z and based on the random
transformation which is not correlated to thé'random trans-
formation for the other entities 2. Therefore, even when a
plurality of entities 2 collabdrate with each other in an

' attempt to analyze the center algorithm from the secret pri-
vate'keYs Xn which are possessed by the respective: collabo-
rating entities 2, those enﬁities 2 will find it extremely
difficult to analyze the denter*algorithm. In the random
transformation, the wvalues of unnecéssary bits of the'data
produced after the data of the identifier yn have been sub-
jected to ﬁhe Fourier transformation, the weigﬁting func-
tioﬁ,‘and the cepter'matxix are randomized'by the one-time
pass random number data, and then the;randomized.unnecessary
bits and the useful bits are rearranged. - It is very diffi-
cult for any attacking person to analyze the center algo-
rithm because.such a person is;unable to recognize which
parf of the data of the secret privéte-keY'Xn contains those
what corresponding to unnecessary:bits. In addition, in or-
der for an unauthoriéed cryptanalyst to break the

cryptosystem dompletely, the unauthorized cryptanalyst has
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what corresponding to unnecessary bits. In addition, in or- der for an
- unaut hori zed cryptanal yst to break the cryptosystemconpletely, the

unaut hori zed cryptanal yst has 33 to
anal yze the four algorithns, i.e., the center matrix, the weighting

function, the Fourier transformation (integral transformation), and the
random t r a¥Rf dRFFEEFOEND EQH LISt 4 Jofe +h e GaRt o MATTd Xee N,

etc. Actually, it is im _ possible to analyze all the four, al gorithns.

For gener df¢HgP B RD AT (ﬁ&%/EQﬁr%ﬁﬁqﬁ?ﬁﬂ%ﬁﬂﬁm?t¥9ﬁnﬁkﬁ Adns in the

cryptosystgé né ééﬁé%ggﬂfjEgn&réggﬁfgﬁdom transformation, based on the
data of the secret private key Xn, etc. Actually, it is im-
possible to analyze all the four algorithms.

For generating a common cryptokey for cryptographic
communications in the cryptosystem, the identifier transfor-
mation algorithm including an algorithm for canceling out
the elements of the random transformation which are reflect-
ed in the secret private key Xn has to be distributed, to-
gether with the secret private key Xn, to each entity 2.
However, since the identifier transformation algorithm is a
combination of the algorithm for canceling out the elements
of the random transformation, the Fourier transformation al-
gorithm, and the weighting function, it is also difficult to
individunally analyze the algorithm of the random transforma-
tion, the weighting function, and the Fourier transformation
algorithm of the center algorithm of the center 1 from the
identifier transformation algorithm.

cOnsequéntly, it is practically impossible to ana-—
lyze the center algorithm of the center 1, which is most im-
portant for the security of the cryptosystem, from the se-
cret private key Xn, etc. of each entity 2.

For carrying out cryptographic communications be-
tween any arbitrary entities i, j, a plaintext is not di-
rectly encrypted using the common cryptokey Kij, but is en-

crypted using, as a key, one-time pass cryptographic commu-
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mation al gorithmincluding an al gorithmfor canceling out the elenents of
the random transformati on which are reflect- ed in the secret private key
Xn has to be distributed, to- gether with the secret private key Xn, to
each entity 2. However, since the identifier transformation algorithmis a
conbi nation of the algorithmfor canceling out the elenents of the random
. transfor npik@Biohheah@oni aumbeandabanhaivingahe lgoalized fewmtuiws wei ghting
{ function, it is also difficult to individually analyze the al gorithm of
t he r andoamtir ahef oryptographict hemmenjbathgnf nasdownpumbelr tdatdoas i er
transformation algorithmof the center algorithmof the center 1 fromthe
i denti fi ekeyr fiosf degEypbhng| §bei engrypted plaigbaxbgeem | giphertext
practically inmpossible to ana-  |yze the center algorithmof the center 1,
which i s apet eparyPpedt BRLNgoEthenhEOBReNr FLYPsPkeN kel ypt DREEREIESFrom t he

se- cret private keK,Xn, etc. of each entity 2. = . .
i ird party intercepts an encrypted communication

even if a t
text, the third party finds it difficult to ‘analyze the com-
mon cryptokey. Kij based on“the'encrthed:cdmmunicatiOn text.
Inasmuch as it is difficult to analyze the common cryptokey
Kij, it is also difficult for the third party to acquire the
information of the secret private key Xn of each entity 2
which is éontained in the common cryptokey Kij and the ‘in-
formation of the center algorithm which is contained in the
secret private key Xn. The Security_of the plaintext is
maintained as it is encrypted using the cryptographic commu-
nication random number data as a key.

The cryptosystem is therefore highly secure against
various forms of atﬁack. In.cryptograéhic'communications
between any arbitrary'entities i, j, the entities i, j can
generate and shafe.a common cryptokey Kij simply by applying

their own secret private keys Xi, Xj and the identifier

transformation algorithm to the other entityls identifiers
vi, Yi, without ‘involving the center 1 and réquiring previ-
ous communication between the entities i, j. Accordingly,
the cryptosystem is simple and highiy vérsatile.as well as
highly secure. The idea that the identifier yn plays an im-
portant role in genérating the common cryptokey Kij as de-

scribed above is similar to the concept disclosed in "Iden-
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.For carrying out cryptographic comunications be- tween any arbitra}y

entities i, j, a plaintext is not di- rectly encrypted using the conmon
cryptokey Kij, but is en- crypted using, as a key, one-tine pass
crypt ographi ¢ conmmu- 34 ni cation

random nunber data having no | ocalized features, and the cryptographic

communi catiidy -BasddnCaypbosydseasasnd Skgpatoredéchepesiddvhaacesciypt ed

pl ai ntext or a ciphertext are encrypted using the conmon cryptokey Kij.

Ther ef or e CrypresIabhy :t Frpgepding PhAt ER¥EPOs ‘84 /EpcipgeedLi¥EmdRteat i on
1985, pp. 47 - 53" by A. Shamir.

The effectiveness of the cryptosystem to which the
method according to the present invention is applied dis-
cussed from a more theoretical standpoint will be described
below.

In the cryptosystem, the secrete private key of each
entity 2 is generated and a common cryptokey is generated
according tc a linear transformation or scheme. Such a lin-
ear transformation will be described below. .

It is assumed that Xif represents the secret private
key of an entity i for the generation of a common cryptokey
shared by £ entities 2. According to a general concept for
constructing the above linear scheme, an f-input symmetric
transformation g (which is a symmetric function having £
variables) is arbitrarily selected, and the secret private

key Xif of the entity i is determined as an f-l-input trans-

formation which satisfies an equation: Xif(&,, « * *, £¢.1)
= g{yi, &1, = * *,&¢.1) with respect to the identifier yi of

the entity i where £ is a variable representing an arbi-
trary identifier. The linear transformation can be found so
that the kernel of the f-input symmetric transformation g is
in accord with a multilinear map (an f-linear map), and is
basically defined in a vector space on a Galois field and
generalized as a cost on a ring.

The cryptosystem is based on the assumption that f =
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text, the third party finds it difficult to analyze the com non cryptokey
Kij based on the encrypted communication text. Inasnmuch as it is difficult
to anal yze the conmon cryptokey " Kij, it is also difficult for the third
party to acquire the information of the secret private key Xn of each
entity 2 which is contained in the conmon cryptokey Kij and the in-
formation »f 4 tdentaboval gdmehmtwhnsifiormacdbhaisedefinelieasseclet private
key Xn. The security of the plaintext is maintained as it i's encrypted
usi ng the owpt ographic commu- nication random nunber data as a key.

The cryptosystemis therefore highly secure against various fornms of
attack. In cryptogitapif asomadhitdati ¢he sledt wdeendiyiasbbelanygirgtibies i,

j, the entities i, j can generate and share a common cryptokey Kij S|nply
by appl yi Hehe 1RGN ifegedregentatdebefs Xhe sptanf the identifiers

transformation al gorithmto the other entityls identifiers :
of the entities by I, and the set °of common cryptokeys by X

(see FIG. 1), and that Q represents a commutative ring hav-
ing a unit element, J a coset of an order m over the commu—
tative ring Q, and K a ‘coset of a hlgher order h over the
commutative ring Q, the cosets J, K hajing elements as m- an
d h-column vectors, respectively; If the commutative ring Q
is a field, then the cosets J, K are vector spaces  having
respective dimensions m, h. The order m.is.equal to the to-
'tal-number of identifiers.

It is also assumed that R represents a linear transfor-
mation for injective mapping from the coset I to the coset
J; and will hereinafter be referred to as an."identity
transformation"._:The identity transformation basically cor-
responds to the Fourier transfornation with a weighting
function (integral transformation) effected on the identifi-
er data, and can further be expanded so as to include the
random transformation, as described later on. .

Based on the above assumptlons, flrst, a symmetric
ch mnltlllnear mapplng (2-1nput symmetrlc transformation)

g: J2-+ K from J; (a set of pairs of two elements of the

coset J) to the set K of common cryptokeys is arbitrarily
selected and determined. The symmetric Qth multilinear map-

ping g is equivalent to a transformation from any two arbi-
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Yj, Yi, without involving the center 1 and requiring previ- ous

- comruni cation between the entities i, j. Accordingly, the cryptosystemis
sinple and highly versatile as well as highly secure. The idea that the
identifier yn plays an im portant role in generating the common cryptokey
Kij as de- scribed above is simlar to the concept disclosed in "Iden-

35 traryyiBestitgrypansicrred HirniSl fiensires Soioomsyndeytesken
Crypt ography: Proceedi ng of CRYPTO ' 84/ Springer LNCS 196, 1985, pp. 47 -
53" by A sharppponding to the w¥We Rthikrrsy entitripnsdipmad t o which

t he e
identifiers.
For a given identifier yi (€ I), a matrix xi having
h rows and m columns over the commutative ring Q is deter-
mined to satisfy the equation: xi- 7= g(R(yi), n) where p
represents an arbitrary m-column vector and is an element of
the coset dJ.
Moreover, for the given identifier yi (€ I); a 1-in
put transformation Xi(£ ) is formed to satisfy the equation:
Xi(&€) = xi*R( &) ﬁhere £ is an arbitrary element of the
set I.

The 1-input transformation Xi(£) is a secret pri-
vate key for the entity i, and is expressed by the following
equation:

Xi(§) = Vi(R( §))
where a l-input transformation Vi is defined as Vi(np) = xi -
77 using the above matrix xi.

If there are a plurality of centers, then "xi" in
the equation Vi(n) = xi - n is replaced with the sumﬁation
of the matrix xi determined as described above for each of
the centers.

With the secret private key Xi thus defined, as can
easily be seen from the above description, the equation:
Xa(yb) = Xb(ya) is satisfied for any arbitrary entities a, b

€ E, i.e., a common cryptokey Xa(yb)} = Xb(ya) is obtained

when the entities a, b enter the otherls identifiers yb, yva
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nmet hod according to the present imvention is applied dis- cussed froma
nore theoretical standpoint will be described bel ow. In the
cryptosystem the secrete private key of each entity 2 is generated and a
common cryptokey is generated according to a linear transformation or
. schene. Such a lin- ear transformation will be described bel ow
It is assumed thatirXioWwn sporeenprivheeskeyst xpiixpte key of an entity i
! for the generation of a common cryptokey shared by f entities 2. According
| to a general concépterf df aonditivariiaget pelynomdalli deasedebend, iar f-input
symmetric transformation g (which is a symretric function having f
varlabIesﬁhegdapﬁlﬂﬂ@ﬁMmﬁtséuaeaﬁdmaapdnghglssucbtapmu&amearkeyeX|f of the
entity i is _determ.ned as an f-1-input trans- formation which satisfies an
equati on: P% ﬁ@P@@@p is coverpérpy)t e linear- transformatlon of the’

present cryptosystem for the reasons that-any arbitrary
polynomial can be rewritten as a 1ineaffpolynomial-by an ap-

propriate transformation of a set of unknowns and such a

transformation can be absorbed in the identity transforma-
tion R. Moreover, some transformations are interpreted as a
composition of a linear transformation and an operation such
as an exponential function.

The performance of the linear transférmatién of ﬁhe
i presenﬁ cryptosystem and the role of the identity'transfor-
mation R will be described below. |

It is assumed that for an arbitrary transformation
A, Cd(A) and Ce(A) repreéent the complexity of a description
of the transformation A.and_the complexity of an evaluation
of the transformation A, respectively.--At this time, the
above transformations Xi, R, Vi satisfy the following equa-

tion and inequality:

|
i
i

Cd(Xi) = Cd(R) + Ccd(vi),

cé(xi) =< Ce(R) + Ce(Vi).

If the input (identifier) of the transformation Xi
which represents a secret private key is described by w

[bit], then the complexity Cd(Vi) of a description of the

transformation Vi is expressed by:

Cd(Vi) = h-+m-w[bit].
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.= g(yi, [err], . . . ,[err]) with respect to the identifier yi of the
-entity i where [err] is a variable representing an arbi- trary identifier.
The linear transformation can be found so that the kernel of the f-input
symetric transformation g is in accord with a nultilinear map (an
f-linear map), and is basically defined in a vector space on a Galois
field andThgeqemallezeuYa§eaVcospfonnaewiahgatmn of thqhbrenypmwsmm is

based on the assunption that f =
2, and t hBiahdvexpPragardt P¥Asformation is defined as fol - Ioms:

Ce{Vi) = O(h-m) [Q-operation]
where O(h *m) [Q-operation] signifies an h-+m order on the
commutative ring Q and its wvalue can be evaluated substan-
tially by O(w2) [bit transformation), i.e., a w2 order. When
a small commutative ring Q {e.g., a Galois field GF[2]) is
selected, the complexity Ce(Vi) is low in level.

Therefore, the complexity Cd(Xi) of a description of
the transformation Xi and the complexity Ce(Xi) of an evalu-
ation of the transformation Xi are largely due to the com- ’
plexity Cd(R) of a description of the identity transforma-
tion R and the complexity Ce(R) of an evaluation of the
transformation R.

A case in which one or more entities j attempting to
break the cryptosystem use their secret private keys Xj will
be described below.

Obviously, to break the cryptosystem completely

means to determine the above multilinear mapping g: J, — K.

For breaking the cryptosystem completely, it is necessary
that the center collaborate with the entity or entities or
as many entities as the order of the multilinear mapping g
(which is approximately equal to the total number m (= order
of J) of identifiers) collaborate with each other. However,
such a collaboration is impossible to achieve practically.
The possibility of determining a secret private key

Xi of an entity i by some entities j will be discussed be-
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It is _assumed that the set of entities belonging to the center 1 is
represented by E, the set of the identifiers of the entities by |, and the
set of common cryptokeys by K (see FIG 1), and that Q represents a
comutative ring hav- ing a unit elenment, J a coset of an order mover the
commu- tative ring Q and K a coset of a higher order h over the

comut at i vigswi N&rd2 thie eesliem), thehadbngie) cerahstafmaticm Rdphagsl um
vectors, respectively. f the conmmutative ring Q is a field, then the

cosets J, df amporecher relacas degcndgbedebpkowive dinensions m h. The
order mis equal to the to- tal nunber of identifiers. It is also
assuned that R re@igsmt sita danmneasifiyabef derivedt tbatf bhei aftatementnappi ng
fromthe coset | to the coset J, and will hereinafter be referred to as an
"identity "eavemsifforaldt iegrvitigle ji 0énai sybsetinBf ofnaki ontbee i get|§ @br-
responds to the Fourier transformation with_ a weighting

entities collaborate and the entities j. B use the whole

{Xj|j € B} of their respective secret private keys Xj, they
cannot obtain any useful'infqrmation,té determine a secret
private key Xi of an arbitrary entity i in the set E - B" is
equivalent tb the statemént "for each'eniity i in the set E
- B, an identity transformation R(yi) is liﬁearly.indepen—
dent of the whole {R(yj)|j € B} of respective identity ,
transformations R(Yj).of the entities j in the subset B".
Consequently, the security.of the-liﬁear-trénsformaticn of
the present crybtosystem in terms of the information theory
is reduced to the linear dependency of an arbitrary subset U
of the set {R(yi)|i € E}.. Therefore,’ there is a strong re-
lationship between linear transformatibnéland linear-alge-
braic combinations. : For evaluatihg'the secufity of a linear
transfofmation, it is:important to EOnsidér a linear code LR
= {z € Qu|H-z = 0} defined by a parity check matrix H =
(R(yl), * * *, R(yn)) with m rows and n columns (n = #E = e:
the total number of entities E), i.e., a set of codewords z
expressed by an n-column vector over the cbmmutative_ring Q,
the product of thg.nfcolumn vector and the parity check ma-
trix H being zero. It can easily be derived that the exis-
tence of a codeword z (E;LR).of Hamming weights s is equiv-

alent to the fact that the secret private key Xi of a cer-
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function (integral transformation) effected on the identifi- er data, and
. can further be expanded so as to include the randomtransformation, as
descri bed | ater on. Based on the above assunptions, first, a
symmetric Qh rmultilinear mapping (2-input symetric transformation) g:
Jlerr] -> KfromJferr] (a set of pairs of two elenents of the coset J) to
the set K W#in@itpitYcrdytadkdies derigesi tyatiey coddpberagiandodefetneRed.

The symetric Qh, rmultilinear map- ping g is equivalent to a i

t r ansf or nettor®S rlom any two ar bi - 37

rary identity-transfor identifier rypt ok ;
trary identity-transforns diz.&% rd Ydentiey IR ek, ie.,

making the identity transformation R peculiar to each enti-
ty, renders the cryptosystem resistant to attempts to break
the cryptosystem even with the collaboration of many enti-
ties. Specifically, if the identity transformation R(yi) of
an entity i is linearly dependent on the set {R{y})|j € B}
of identity transformations R(yj) of respective entities j

(j € B) trying to break the cryptosystem and R{yi) = ZCj -

R(yj) where Cj is a suitable coefficient, then, as can be
seen from the above definition of secret private keys, the
secret private key Xi of the entity i and the secret private
keys Xj of the entities j (j € B) satisfy the equation: Xi
= XCj+Xj. Therefore, the set B of entities j trying to
break the cryptosystem can easily know the secret private
key Xi of the other entity i. However, when the identity
transformation R is personalized, it is made peculiar to
each entity, making it difficult for the set B of given en-
tities j to find an entity i having an identifier yi capable
of analyéing another secret private key Xi. Stated other-

wise, the entities j of the set B are unable to comprehend
which entityls secret private key Xi can be analyzed from
the information of the secrete private keys Xj, etc. pos-
sessed by those entities j. Conversely, it is also diffi-

cult for an entity i having a given identifier yi to find a

set B containing an identifier yj capable of analyzing its
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corresponding to the two arbitrary idehtity-transforned i dentifiers.
For a given identifier yi ([err] 1), a matrix xi having h rows and m
colums over the commutative ring Qis deter- mnined to satisfy the
equation: xi [err] [err]= g(R(yi), [err]) where [err] represents an
arbitrary mcolum vector and is an el enment of the coset J.
Moreover, serrdthepmiwete ikentdifi eTheireffiorer,] ewen &héni an pHtityansformation
Xi([err]) is formed to satisfy the equation: Xi([err]) = xi [err] -R([err])
wher e [ er rlavinam ssdinetarpristageekeyoXit ke beetanklyzed is idefhéfiedpput
transformation Xi([err]) is a secret pri- vate key for the entity i, and
i s expressid Iy uPID|toFeRPIrdgfathdsh entities muy(Feddpborave(R([err])
- with each other to analyze the secret private key Xi. Thus, '
it is of essential importance to personalize the identity
transformation R for the purpose'bf increasing the compleXi-
ty and theoretical security of the cryptosystem.
Various linear transformations can be selected for
personalization of the identity transformation R. Basical-
ly, techniques for personalizing the identity transformation
R are roughly classified into two categdries.
In one of the categories, an identity transformation
R which corresponds to a linear code LR that is a well known
algebraic or analytic geometric code is used. 1In the other
class, the identity transformation R is personally random-
ized for each entity.
Accprding to thé_fgrmer process, if the total number
m of identifiers is increased for security, then the amount
of necessary data tends to be enormous. For example, it is
assumed that Q = GF(q): Galois_fiéld”with a primitive ele-
ment of ¢, h=1, B is the §th power of « (logfB .= & - log
a); and R(&) = [1, B, B2, =+ « - Bm-}]T',' and I is encoded
as {0, 1, 2, » * +, n-1}. Since this identity transforma-
tion R is not unidirectional; it is not .a strict linear
transformation, However, the identity transformation R cor-

responds to a linear transformation proposed in the previ-

ously mentioned article "An Optimal Class of Symmetric Key
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Where, a 1-input transformation Vi is defined as Vi([err]) = xi [err]
»using the above matrix xi. If there are a plurality of centers,
in the equation Vi([err]) = xi [err] [err] is replaced with the

then "xi"
sunmati on
centers.

of the matrix xi determ ned as descri bed above for each of
Wth the secret private key Xi thus defined, as can

[err]

t he

easi |y beGesemnatiom SyetansvebyeBer Bprmon, Thheleqaat|gnde RE(yQ;re-Xb(ya)

is satisf

crypt okeysxapsip) te KbeygfeﬁsseﬁﬂﬁpﬁeGOdﬂhenIﬂh

otherls i

ied for any arbitrary entities a, b %err E, e., a comron

dentifiers 38
necessary tXat ¥he total number n of entities in the network

be smaller than "q" in the Galois field Q = GF(gq). If this
category is applied when n = 1012, then the minimum Q is GF
(24%), requiring a very large amount of data.

The latter process in which the identity transforma-
tion R is randomized for each entity is a process which has
been realized by the random transformation in the above em-
bodiment. According to this process, even if the total num-
ber m of identifiers (which is egual to the total number n
of entities in the present cryptosystem), there exist a num-
ber of identity transformations R which can be processed at
high speed with a small amount of data.

According to a process similar to the process of de-
riving the well-known asymptotic Varshamov-Gilbert bound,
the following relation corresponding to the asymptotic
Varshamov-Gilbert bound is obtained:

m/n + r <P (b/n)
where r = m* logq(g-l), ® is a function defined by

P (u) = u-logg(g-1) - u-*logqu ~ (l-u) logg(l-u).

In the above inequality, "b" represents the total number (=
#B) of entities j attempting to break the cryptosystem.

The above inequality determines a limit for the to-

tal number b of entities j required to break the

cryptosystem. The number b of entities which does not sat-

isfy the above inequality indicates that the cryptosystem
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Lnto theif own secret private keys Xa, Xb. Even if a nultivariate

polynom al is selected in- stead of the nmultilinear mapping g, such a

mul tivariate polynomal is covered by the linear transformation of the

present cryptosystemfor the reasons that any arbitrary polynom al can be

rewitten as a linear polynom al by an ap- propriate transformation of a

set of unlgagmex &y bxeena transformati on can be absorbed in the identity

transforma- tion R Mreover, sone transformations are interpreted as a

conposi tion of a |itnea demnsd et aheantbove dpegaklonysuhAt @sthn.

exponential function. The performance of the |1 near transformation
of the presgectcyptagdjidiramyandmbessr nl, ebof evhe nﬂeatlmystrhneﬁﬂi- mat i on

Rw |l be described bel ow.

ties j collaborate with each other, there exist identity

transformations R preventing the entities j from analyzing

the secret private key Xi of  another entity i. It can also

be seen that the personal randomization of the'identity

transformation R results in a lineafly independent structure

while satisfying the above-condition*in-many cases.

Therefore, the présent cryptosystem is made highly

secure by the personal randomization5of’thé identity trans-
formation R. -Stated-otherwise; thefpersonal randomization
of the identityutransformation R increases the complexity
Cd(R) of a description of the identity transformation R and
the complexity Ce(R) of an evaluation of the transformation
R, and also the complexity Cd(Xi) of a description of the
transformation Xi. and the complexity Ce(Xi) of an evaluation
of the transformation Xi, thereby keeping thé cryptosystem.
highly secure.

L In reality, if Q = GF[2], m = 8192, and h = 64, then
cd(Xi) = 64 [Kbytes]. . In this case, it is possible to ef-
fect cryptographic Communicatiqns.between two arbitrary en-
tities in the cryptosystem including,up to 10120 entities at
maximum, u51ng a common cryptokey of 160 bltS._ If a 32-bit
CPU and 640—Kbyte memory are used at a clock of 200 MHz,
then each secret private key can be calcul;ted within 20 ms.

This cryptosystem cannot be'broken_completely_unless 8192
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ht is-assumed that for an arbitrary transformation A;'Cd(A) and. Ce(A)
the conplexity of a description of the transformation A and the
conplexity of an evaluation of the transformation A, respectively. At this

‘represent

time, the

above transfornations Xi, R Vi satisfy the follow ng equa-

tion and |nequaI|t R) Ce(Xi)

cd
[err] Ce(F? téaﬂvfaollamrate WH(tht kach, eg;. deﬁ%c!azléﬁ) oft pegscna
[brt] Ot herreiatizambo, By B0 FroAty . qUelesh: Ao 1oRStndst Fararommat i on
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Mois EXPI &Y é%oféue with egc5>othgr, gky 1Lformatlon of the secret

private key of another entity cannot be obtained.

In the above embodiment, the center matrix is estab-
lished in addition to the weighting function and the Fourier
transformation algorithm. However, the weighting function
itself can be used as the center algorithm.

While the Fourier transformation is used as the in-
tegral transformation in the above embodiment, any of vari-
ous other integral transformations such as a Laplace trans- '

formation, a Miller transformation, a Hilbert transforma-

tion, or the like may be used.

INDUSTRIAL APPLICABILITY

This invention is useful as a simple and secure
ciphertext communication method with the common cryptokey
system on a network such as the Internet, a personal comput-

er communication network, etc.
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The conpl ept :E%iréﬁ-émuevaluation of the transformation Vi is
expressed pyHIS SHEETCHASIBEEN Jo(h n) [ Q operation] —were o ) .
[ Q operati Q nd, its

n] siREPLACEB an W morder on the conmutative [i
val ue. can an- tially by qwerr]ﬁ;im]‘l{im | Fra“d

mat i on),
l.e., a w2 order. When a small commutative ring Q ( field
GF[2]) is selected, the conplexity geA¥hg is'lowi
Therefore, the conplexity Cd(Xi) of a description of the transformation Xi
and the conplexity Ce(Xi) of an evalu- ation ofithe transformation Xi are
largely due to the com plexity Cd(R) of a description of the identity
transforma- tionlR anslethedcofipskxiiyg Ge(ddmmdn adryptdkedt ifyx of the

encrypting and decrypting communication ‘data between enti-
ties in a network which includes a plurélity of entities and
a center, comprising the steps of:

generating, in said center, a sécret private kéy pe-
culiar to each of the entities by tranSfbrming an identifier
which is peculiar'to-each of the entities and which is pub-
lic, according to a*éenter'algorithm_which'is held by said
center only and common to the entities and which includes at
least an integral transformation algorithm, and distribut-
ing, from the center, the secret private key and said inte-
gral transformation algorithm to each of the entities; and

when the entities communicate with each other, ap-
plying, in each of the entities, said integral transforma-
tion algorithm and said secret private key which are pos-

~ sessed by each of the entities to the identifier of the oth-

er entity thereby to'geherate a commbh cryptokey,'so that
the entities will possess the commdn cryptokey shared by the

entities.
2. A method according to claim 1, wherein said inte-
gral transformation algorithm comprises an integral trans-

formation algorithm with a weighting function.

3. A method according to claim 2, wherein said
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niitiogs |

transformati on R This SestcHas BeaniRiegiredne or nore -
.attenpting to break the cr their secret B THSSHEEEHASSEEN
be descri bed bel ow. [ break the crypt osyRERUACED
conpletely neans to determ ne the above multilinear nadpt .

K. For breaking the cryptosystemconpletely, it is necessary that the
cent er col#edsvtang iunfiea dist idafreamispgd dnegdnonnpasdiakabiat PAEESTAS t he
order of the multilinear nmappin which is agpproximtely equal to the
total nuntst %”@Pﬂbrfﬁ’élbero@%})a %Ie%ie&'éﬁ'?pf 8 Sp1oFPREBFate with each ot her.
However, such a collaboration is inpossible to achieve practically.

The possibility of determning a secret private key X of an entity i by
sone entities j wij | 40

e di.scussed - . . .
mé%hodjaccogaing to claim 3, wherein said ran-

dom number data comprise one-~time pass random number data.

5. A method according to claim 1 or 2, wherein said
integral transformation algorithm comprises a Fourier trans-
formation algorithm.

6. A method according to claim 1, further comprisiné
the steps of:

randomizing, in said center, the identifier trans-
formed by said center algorithm, with one-time pass personal
random number data which are peculiar and unknown to each of
the entities, thereby to generate said secret private key,
and distributing, from said center, an identifier transfor-
mation algorithm which comprises an algorithm for canceling
out the elements of the randomization which are contained in
said secret private key and said integral transformation al-
gorithm together with said secret private key, to each of
the entities; and

when the entities communicate with each other, ap-
plying, in each of the entities, said identifier transforma-
tion algorithm and said secret private key which are pos-
sessed by each of the entities to the identifier of the oth-

er entity thereby to generate said common cryptokey, so that
48
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| ow. _For this problem the identfty transformation R plays an inportant

rol € as, descii'hedbelow. First, it can easily be derived that the -
statement” "even if all entities j of a subset B of an entire set E of
entities collaborate'and the entities j [err] B use the whole {Xj|j [err]

B} of their respective secret private keys Xj, they cannot obtain any
useful i nfijeRintdr ilbe E0Ar Possedss eict compicn *gpeeke¥ shhran @gbht%ar y

entity i inthe set E- B" is equivalent to the Statenent "for €ach entity
I in the sajtikies.B, an identity transformation R(yi) is:linearly indepen-
dent of the whole {R(yj)|j [err] B} of respective identity

7. A method according to claim 6, wherein said iden-

tifier transformed by said center algorithm is randomized by

rearranging a sequence of data representing the identifier
transformed by said center algorithm, with said one-time

pass personal random number data.

8. A method according to claim 7, wherein said se-
quence of data contains a plurality of unnecessary bits, and
said identifier transformed by said center algorithm is ran-

domized by randomizing the values of said unnecessary bits

with said one-time pass personal random number data and fur-
ther rearranging the sequence of daté, including said unnec-

essary bits, in its entirety.

9. A method according to claim 6, wherein said one-
'~ time pass personal random number data are generated accord-

-ing to a given process of each of the entities.

10. A method according to claim 9, wherein said giv-
en process comprises a manual data entering process, and
said one-time pass personal random number data are generated

i _ based on the timing of said manual data entering process.

11. A method of sharing a common cryptokey for
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transformations R(yj) of the entities j in the subset B'. Consequently,
the security of the linear transformati on of the present cryptosystemin
terms of the information theory is reduced to the |inear dependency of an

arbitrary subset U of the set {R(yi)|i [err] E}. Therefore, there is a
strong re- |ationship between linear transformations and |inear-al ge-
brai c conmengaypehag kot deakypting tbemspicatiygnoliadal beeween enti-
transformation, it is inportant to consider a linear code LR = {z-[err]

On| H er r| tiesOindef hatwoby whpahi ipcthdek ampliuxaMity ¢fR(ghyities.and,
R(yn)) with mrows and n_colums (n = #E =e: the total nunber of entities
E), i.e., aaceatesi coBpndsdBgzthexprensedfby an n-col unmm vector over the

commutative ring Q the product of the n-columm vector and the parity
check ma- trix HIBBRAGLi8Fe. 11| £224nCRBELFY BeSBEERVeRTiNAtet KeYeRPs-

tence of & 999820 %edch! 8" Lnt enll e LB P9 YENIEE Snfnd Saf Wedititior
which is peculiar to each of the entities and which is pub-
lic, according to a center algorithm which is held by said
center only and common to the entities, and then randomizing
the transformed identifier with one-time pass personal ran-
dom number data which are peculiar and unknown to each of
the entities, and distributing, from the center, the secret
private key and an identifier transformation algorithm which
includes an algorithm for canceling out the elements of the
randomization which are contained in said secret private key
to each of the entities; and

when the entities communicate with each other, ap-

plying, in each of the entities, said identifier transforma-
tion algorithm and said secret private key which are pos-
sessed by each of the entities to the identifier of the oth-

\ er entity thereby to generate a common cryptokey, so that
the entities will possess the common cryptokey shared by the

entities.

12. A method according to claim 11, wherein said
identifier transformed by said center algorithm is random-
ized by rearranging a sequence of data representing the

identifier transformed by said center algorithm, with said
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alent to the fact that the secret private key Xi of a cer-

41 tain entity i can be derived by the coll aboration of s-1 en-
tities j. Personalizing the identity transformation R, i.e.,
maki ng the |dent|ty transformati on R peculiar to each enti- ty, renders

the cryptosystemresistant to attenpts to break the cryptosystemeven with
t he col | aleattiime gassampereonal rahdem fmebefidatdy, if the identity
transformation R(yi) of an entity i is linearly dependent on the set
{R(yj)|] [err] B} of identity transformations R(yj) of respective entities
J .

13. A method according to claim 12, wherein said se-
quence of data contains a plurality of unnecessary bits, and

said identifier transformed by said center algorithm is ran-

domized by randomizing the values of -said unnecessary bits

with said one-time pass personal_random number data and fur-
ther rearranging the sequence of data, including said unnec-

essary bits, in its entirety.

14. A method according to claim 11, wherein said
! “one-~time pass personal_:andom-numberﬂdata are generated ac-

cording to a given process of each of the entities.

15. A method according to claim 14, wherein said
.given process comprises a manual_data entering process, and
said one-~time pass personal random number data are generated

based on the timing of said manual data entering process.

L




¢(j [err] B) trying to break the cryptosystemand R(yi) = [err]([err]
"R(yj) where G is a suitable coefficient, then, as can be seen fromthe
above definition of secret private keys, the secret private key Xi of the
entity i and the secret private keys Xj of the entities j (j E B) satisfy

the equation: Xi = Jerr]q [err] Xj. Therefore, the set B of entities j
trying to break the cryptosystem cahBeEB2¢Y know the secret private key
Xi of the other entity i. However, when the identity transformation Ris

personalized, it is made peculiar to each entity, making it difficult for
"the set B of given en- tities | to find an entity i having an identifier
yi capable of analpzangemberl hex Baorisgr priargfordmtcikn wSttdt @d ot her -
Wi se, the entities j of the set B are unable to conprehend which entityls
secret priwatghkiyg Xfuneride andla zshtfemnmatitie iaxfeoapgilied ab the secrete
private keys Xj, etc. pos- sessed by those entities j. Conversely, it is
al so diffiidentifier of each entity (steps 2-1, 2-2), which is then
randomized by one-time pass random number data generated by
a manual operation at each entity, thereby generating a se-
cret private key peculiar to each entity (steps 2-3 ~ 2-5).°
The center also generates an identifier transformation algo-
rithm based on the one-time pass random number data and the
Fourier transformation with a weighting function (step 2-6).
Thereafter, the center distributes the identifier transfor-
mation algorithm and the secret private key to each entity.
Each entity applies the identifier transformation algorithm
and the secret private key to the identifier of another en-
tity with which to communicate, for thereby generating a

common cryptokey for cryptographic communications between

the entities.
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cult for an entity i having a given identifier yi to find a set B
containing an identifier yj capable of analyzing its

42 secret private key Xi. Therefore, even when an entity i having
a secret private key Xi to be analyzéd8s identified, it is unable to
recogni ze which entities may collaborate wth each other to analyze the
secret private key Xi. Thus, it is of essential inportance to personalize
the identity transformation R for the purpose of increasing the conpl exi-
ty and theoretical security of the cryptosystem Various | i near
transformati ons can be sel ected for

FIG. 1

1
CENTER }

ENTITY - mmemimimemem e o= ENTITY




.personalization of the identity transformation R Basical- |y, techniques
- for -personalizing the identity transformation R are roughly classified
into two categori es. In one 9; the categories, an identity
transformation R which corresponds t#’8 linear code LR that is a well
known al gebraic or analytic geonetric code is used. 1In the other class,
the identity transformation Ris personally random ized for each entity.
According to the former process, if the total nunber mof identifiers is
i ncreased for security, then the amount of necessary data tends to be
enornous. For exanple, it is assunmed that Q= G-(q): Galois field wth a
primtive ele- nent of a, h =1, [err] is the [err]th power of a (log[err]
= [err] [err] log J[err]), and R([err]) =11, [err], [err],

[err]][err], and | is encoded as {0, F[&G. 2. . ., n-1}. Since this
identity transforma- tion Ris not unidirectional, it is not a strict
| i near
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responds to a
ously nentioned article "An
' 43

the identity transformation R cor-

However ,

|l i-near transformati on proposed in the previ-
Class of Symmetric Key

Opt i mal

trransf or nati on.
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tion Ris random zed for each entity is a process which has been realized
by the randomtransformation in the above em bodi ment. According to this
process, even if the total num ber mpof identifiers (which is equal to
the total nunber n of entities in the present cryptosystemn), there exist a
num ber of identity transformations R which can be processed at high
speed with a small anount of data. According to a process simlar
to the process of de- riving the well-known asynptotic Varshanov-G | bert
bound, the following relation corresponding to the asynptotic

Var shanov- G | bert bound i s obtai ned: mn+r [err] (b/n) where r
=mf[err] log[err](qg-1), [err] is a function defined by [err] (u) =
uferr] loglerr](g-1) - wu [err] log[err]Ju - (1-u) log[err](1-u). 1In the
above inequality, "b" represents the total nunber (= #B) of entities |
attenpting to break the cryptosystem

FIG. 4

STEP 1-1

GENERATE RANDOM NUMBER DATA BASED ON MANUAL
DATA ENTERING OPERATION

ONE-TIME PASS RANDOM NUMBER DATA

STEP 1-2 STEFP 1-2
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The above inequality determnes alimt for the to- tal nunber b of
entities j required to break the cryptosystem The nunber b of entities
whi ch does not sat- isfy the above inequality indicates that the

crypt osystem : 5/8 44 cannot be broken.
It is derived fromthe above inequality that with respect to arbitrary
nunbers m b, even if at nost b enti- ties j collaborate with each ot her,
there exist identity transformations R preventing the entities j from
anal yzi ng

FIG. 5
(IDENT IFIER OF ENTITY)
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the secret private key Xi of another entity i. It can also be seen that
the pérsonal random zation of the identity transformation Rresults in a
| iinearly independent structure while satisfying the above condition in
many cases. Therefore, the pre@éﬁt cryptosystemis nmade highly
secure by the personal random zation of the identity trans- formation R
Stated otherw se, the personal random zation of the identity
transformation R increases the conplexity Cd(R) of a description of.the
identity transformation R and the conplexity Ce(R) of an evaluation of the
transformation R, and also the conplexity Cd(Xi) of a description of the
transformation Xi and the conplexity Ce(Xi) of an evaluation of the
transformation Xi_, thereby keeping the cryptosystem highly secure.
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fect cryptographlc comuni cations between two arbitrary en- tities in the
cryptosystemincluding up to 10120 entities at maximum using a conmon
cryptokey of 160 bits. |If a 32-bit CPU and 640-Kbyte nmenory are used at a
cl ock of 200 MHz, then each secret pr7X¥&ate key can be calculated within 20
ms. This cryptosystem cannot be broken conpletely unless 8192

45 . entities collaborate with each other. Because of personal
random zation for each entity, unless at |east 256 entities collaborate

wi th each other, any information of the secret private key of another
entity cannot be obt ai ned.
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I n-the above enbodi nent, the center matrix is estab- |ished in addition to
the weighting function and the Fourier transformation algorithm However,

the weighting function itself can be usgdyas the center algorithm
tegral transformation

While the Fourier transformation is used as the in-
I n the above enbodi ment, any of vari- ous other integral transformations

such as a Laplace trans- formationg.a MIler transformation, a Hil bert
transforma- tion, or the |ike may | NDUSTRI AL APPLI CABI Li TY

This invention is useful as a sim ecure ciphertext communi cation
met hod with the common crypt okey m pn a network such as the Internet,

a personal conput- er conmuni cat
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generation of a common cryptokey for cryptographic communi-

cations and a cryptosystem on a computer network.

DISCLOSURE OF INVENTION

To achieve the above object, there is provided in
accordance with a first aspect of the present invention a
method of sharing a common cryptokey for encrypting and
decrypting communication data between entities in a network
which includes a plurality of entities and a center, com-
prising the steps of generating, in the center, a secret
private key peculiar to each of the entities by transforming
an identifier which is peculiar to each of the entities and
which is public, according to a center algorithm which is
held by the center only and common to the entities and which
includes an integral transformation algorithm with a
weighting function, and distributing from the center, the
secret private key and the integral transformation algorithm
with the weighting function to each of the entities, and
when the entities communicate with each other, applying, in
each of the entities, the integral transformation algorithm
with the weighting function and the secret private key which
are possessed by each of the entities to the identifier of
the other entity thereby to generate a common cryptokey, so
that the entities will possess the common cryptokey shared
by the entities.

Since the secret private key of each of the entities

is generated in the center by transforming the identifier of

R



1. (Anended) A nethod of sharing a common cryptokey for encrypting and
decrypting communi cati on data between en- tities in a network which
includes a plurality of entities and a center, conprising the steps of:
generating, in said center, a secret private key pe- culiar to each of the
entities by transformng an identifier which is peculiar to each of the
entitieseact wifi thei enpabies| acgoadingdingthe aepearealgbygdthmhm which is
held by said center only and common to the entities and which includes an
i nt egr al incandivgnkbPoAnsrgspilt RERRFEATAALEPHhalagrithvt  BReCifhgal-
distributing fromthe_center, the secret private_key and said integral
t r ansf or At R8n 1BLEEFRLNETAREROEBRBLOReGRFLAGRS WALR] BnWeAIBEERTOf t he
entities; and, when_the.entities congunbcate,m$th each ot her, ap-
pl yi ng, EHREkERNof BPHEVER: FPPeSITRLFHCRAFEGPAI tPPaNEBRIADY FRBREAPROr i t hm
with Sal%hgﬁiggglggséggggaoﬂegggn gigw§?c£ﬁg data produced when the

integral transformation algorithm is applied to the identi-

fier are made highly dispersive even if the identifiers of

the entities are not well dispersed. Conseguently, the

secret- private keys are also made highly dispersive. There-

fore, the secret private keys which are less analogous than

heretofore are generated for the respective entities by the

center, and distributed together with the integral transfor-

mation algorithm to the respective entities. For communica-

tions between entities, the integral transformation algo-

rithm and the secret private key which are possessed by each

of the entities are applied in each of the entities to the

identifier of the other entity thereby to generate a common

cryptokey. Since the secret private key of each entity

contains elements based on the integral transformation

algorithm, when not only the secret private key but also the

integral transformation algorithm are applied to the identi-

fier of the other entity, the common cryptokey which is

common to the entities which are going to communicate with

each other is generated by an algorithm portion (which is

assumed to be symmetric as described above) of the center

algorithm which precludes the integral transformation algo-

rithm.

Few DT WEFRE menn L TERREE et st R g meROERT S AT WERTNGT
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private key which are possessed by each of the entities to the identifier
of the other entity thereby to generate a conmmon cryptokey, so that the
entities will possess the com non cryptokey shared by the entities.

2. (Cancel ed) 3. (Amended) A nethod according to claim1l
wherein said mei%hting function is determ ned in an unpredictable

47 pat t eFAtBy thanEoRFAUABRECHPR HRACPERTRNG NiBERRE kM er .

therefore, as the identifier of each entity is transformed
by the center algorithm including the integral transforma-
tion algorithm for thereby generating the secret private key
peculiar to each entity and used to generate a common
cryptokey for communications, the secret private keys of the
entities are made highly dispersive, resulting in increased
security against differential attack or.the like.

For communications, only the identifier of the other
entity with which to communicate is applied to the integral
transformation algorithm and the secret private key which -
are owned by each entity for thereby generating a common
cryptokey shared by the entities which are going to communi-
cate with each other, without involving the center.

According to the first aspect of the present inven-
tion, a cryptosystem on the network is made highly secure
against various forms of attack, such as differential at-
tack, while simplifying the generation of a common cryptokey
and the arrangement of the cryptosystem, and is also made
simple and highly reliable.

The identifier may be the name, address, the mail
address or domain name thereof on the network, or their
combination of each entity insofar as it is peculiar to each
entity and is public to at least to an entity with which to
communicate.

The integral transformation algorithm may be a

Fourier transformation (including a fast Fourier transforma-
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4. A nmethod according to claim3, wherein said ran- dom nunber data
conpri'se one-time pass random nunber dat a. 5. (Anended) A nethod
according to claim1, wherein said integral transformation algorithm
conprises a Fourier transfornation al gorithm 6. A nethod

?;ﬁgggiggn ﬁLaé%}%FQi;”t %ﬁPgVethﬁﬁzhgg tFBPﬁ£8r32t§ﬁPd Benter
ool ;?m%%“‘?&w@ A44F @%?%L@e'r t%ﬁn%i’ﬁt L3RE™ PHIDEl o 9Bh8rBhEl0R S,
secret primie, keyans AMhAiths B4l B obb8M $RbUeCERLE rafNe LRRELLLET

t ransf or -
mations are defined in a analytically infinite interval.

Since the identifier to be transformed by the integral
transformation algorithm according to the first aspect of
the present invention is expressed in a finite.interval
(e.g., a coset on a finite ring), simply by subjecting the
data of the identifier to the integral transformation using
a computer or the like, the transformed data tend to suffer
anomalous dispersion (aliasing). ’

Therefore, according to the first aspect of the
present invention, the integral transformation algorithm
comprises an integral transformation algorithm with a
weighting function. The aliasing can be prevented by adding
such a weighting function when the identifier is subjected
to the integral transformation. Since the weighting func-
tion may be established arbitrarily insofar as it is capable
of preventing aliasing, the secret private key generated
when the identifier is transformed by the center algorithm
which includes the integral transformation algorithm with
the weighting function contains unknown elements based on
the weighting function. As a conseguence, the security of
the cryptosystem to which the first aspect of the present
invention is applied is increased.

The weighting function thus added is basically

established such that its value approaches "0" at ends of

TG T e v AR AR Feotomommeramm Tt



mat i on. al gorit hm whi ch conprises an algorithmfor canceling out the
el enrents of the.random zation which are contained in said secret private

key and said integral transformation al- gorithmtogether with said secret
private key, to each of the entities; and when the entities
communi cate with each other, ap- Iylng, in each of the entities, said

i dent i fi e¥he rinkgBaIR-OF thhen d@lt@orqft e ridlesdiifiegor eACHOTRING K6 whi ch
are pos- sessed by each of the entities to the identifier of the oth- er
entity t RRHRAEH FRGCH OLdhe BERRH tcipyieRtdPn s fhenleighting

48 .
function is determined in an unpredictable pattern by random

number data generated in the center. More preferably, the

random number data comprise one-time pass random number da

8 /1




the:entities will possess the common cryptokey shared by the entities.

7. Amethod accordi.ng to claim6; wherein said iden- tifier transformed by
said center algorithmis random zed by rearranging a sequence of data
representing the identifier transformed by said center algorithm wth
said one-tinme pass personal random nunber data. 8. A net hod
according to claim7, wherein said s&lAIf§ence of data contains a plurality
of unnecessary bits, and said identifier transformed by said center
algorithmis ran- dom zed by random zi ng the val ues of said unnecessary

bits wth said 09?_%hg2n833§ ersopal, 5%“@82}9%3b§rcgﬁﬁgnaggyéégﬁey

for encrypting and decrypting communication data between en-
tities in a network which includes a plurality of entities
and a center, comprising the steps of:

generating, in said center, a secret private key pe-
culiar to each of the entities by transforming an identifier
which is peculiar to each of the entities and which is pub-
lic, according to a center algorithm which is held by said
center only and common to the entities and which includes an
integral transformation algorithm with a weighting function,
and distributing, from the center, the secret private key
and said integral transformation algorithm with said
weighting function to each of the entities; and

when the entities communicate with each other, ap-
plying, in each of the entities, said integral transforma-
tion algorithm with said weighting function and said secret
private key which are possessed by each of the entities to
the identifier of the other entity thereby to generate a

common cryptokey, so that the entities will possess the com-

mon cryptokey shared by the entities.
2. {(Canceled)

3. (Amended) A method according to claim 1, wherein

said weighting function is determined in an unpredictable

47
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t her rearrangi ng the sequence of data, including said unnec- essary bits,

inits entirety. . 9. A nethod according to claim®6, wherein said
ohe- tine pass personal random nunber data are generated accord- ing to a
gi ven process of each of the entities. 10. A nethod according to

claim9, wherein said giv- en process conprises a manual data entering

process, gattesai byonandomenpalber pdatso npdnarmtosin Iurdserd deinetear.e gener at ed
based on the timng of said manual data entering process. - 11, A
met hod of sharing a conmon cryptokey for 49

4. A method according to claim 3, wherein said ran-

dom number data comprise one-time pass random number data.

5. {Amended) A method according to claim 1, wherein
said integral transformation algorithm comprises a Fourier

transformation algorithm.

6. A method according to claim 1, further comprising
the steps of:

randomizing, in said center, the identifier trans-
formed by said center algorithm, with one-time pass personal
random number data which are peculiar and unknown to each of
the entities, thereby to generate said secret private key,
and distributing, from said center, amn identifier transfor-
mation algorithm which comprises an algorithm for canceling
out the elements of the randomization which are contained in
said secret private key and said integral transformation al-
gorithm together with said secret private key, to each of
the entities; and

when the entities communicate with each other, ap-
plying, in each of the entities, said identifier transforma-
tion algorithm and said secret private key which are pos-
sessed by each of the entities to the identifier of the oth-

er entity thereby to generate said common cryptokey, so that

L
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network which includes a plurality of entities and a center, conpri'si'n

. the steps of: generating, in said center, a secret prlvate key pe-

culiar to each of the entities by tran8formng an identifier which is

peculiar to each of the entities and which is pub- Ilic, according to a

center algorithmwhich is held by said center only and common to the

entities, saigul h@n Syengonr v s Téc'hﬁléilaﬂéﬁdl‘rtnﬁﬁ‘ I'n(fﬁﬂﬁdtfibf?rSe‘ﬁ’hfﬂyonﬁaW me

bigs
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according to claim 12, wherein said se- quence of data contains a
.pl urality of unnecessary bits, and said identifier transformed by said
center algorithmis ran- dom' zed by radom zing the val ues of said

unnecessary bits wth said one-tine pass personal random nunber data and
fur- ther rearrangi ng the sequence of data, including said unnec- essary

bits, in iygsgnt(Epy—y 12H2ET. S osbbogaccerdingmo o plAylbg
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gi.ven process of each of the entities.

¢laim 14, wherein said given process conprises a nanual data enterlng
process, and said one-tine pass persongl sqandom nunber data are gener ated
based on the timng of said manual data entering process.

: SOT/30 0 1200
one-tinme pass per sonal‘andom nunber data are gener at ch :{p("o ét,ig;fg
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(57) Abstract

A communication method using a common cryptographic key by which security sgainst
various kinds of attacks can be improved while the preparation of & common cryptographic key
prepared at the time of performing communication or a cryptographic communication system on a

network is simplified. At a cenler, a personal key peculiar to cach entity is prepared by applying ;-u!um
Fourier transformation with weight function and center matrix to the identifier of cach entity -
{procedures 2-1 and 2-2) and performing randomized transformation based on one4ime random 4
number data prepared by artificial processing of the entities {procedures 2-3 to 2-5) and, at the (norn )
same time, an identifier converting algorithm is prepared based on the random number data and i
Fourier transformation with weight function {procedure 2-6) and distributes the algorithm and  [Sos_mwm 25 rx ml—{ JE——
personal keys to the entities. Each entity prepares a common key used for performing
cryptographic communication with a partner by applying the identifier converting algorithm and (7 ; i
personal key to the identifier of the partner. [ NAC>r | FRES- I LyZLmannanc
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