DATA SECURI TY FI ELD [0001] This disclosure relates to
data security. 5 BACKGROUND [ 0002] In one conventi onal
wa@laa0a/0386ar age ar rangenent, a conput er node i ncPOTI®ES2004/033068
host processor and a host bus adapter (HBA). The HBA
is coupled to a redundant array of independent disks
(RAID) that include a plurality of data storage
devices. In accor darB;AT\AtﬁECdﬁRJiﬂYonal RAI D
techni ques, in response to data storage and retri eval
requests fromthe host processor, the HBA stores data
in, and retrieves data frgggipe RAID. [0003] If an
i nt r uder physi cal | y accesses and renoves data storage
[0001] THaevidselosircoentche @4 Bcutite | ntruder may be able to use
conventional RAID techniques to reconstruct the data
5 stored in the RAID. This may nake the data stored in
the RAID | ess secure than may be 15 desirable. BRI EF
DESCRI PTI ON OF THE DRARANESGRQADH Features and

[0002] Rldo‘ﬁ%%ﬁ%%lﬁloﬁ% dafz%‘e&aag@mailﬁg&ewﬁsﬂnphqafﬂo&e%@g{?s host

are

Descr | d efere
procri i hOTAE St BAT. P A RGiuBlETp pdedylitad arcay ot
. .in vvhlc_h !00 ] Flgurells di agram that il lustrates
mdeaelgi};egt disk ) that includgaos 1|} aﬂ:l data storage deviggse In accordance
fl omcharts that |IIustrate operations that nmay be
10 withpentertivesl RAHD tadhmigues) irmresporise th damstordgd @0d fethbvdl oegplests
the following Detailed Description will proceed with

front @i HosPE6cISir/ e HEBIR sdPestdatd inl aEl deidveedanipoei Mem AT
the clained subject matter, nany alternatives,

[0003] If an intruder physically accesses and removes data storage devices from the RAID,

the intruder may be able to use conventional RAID techniques to reconstruct the data
stored in the RAID. This may make the data stored in the RAID less secure than may be

15  desirable.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Features and advantages of embodiments of the claimed subject matter will become

apparent as the following Detailed Description proceeds, and upon reference to the
20  Drawings, wherein like numerals depict like parts, and in which:
[0005] Figure 1 is diagram that illustra}tes a system embodiment,
[0006] Figures 2 and 3 are flowcharts that illustrate operations that may be performed
according to an embodiment.
[0007]  Although the following Detailed Description will proceed with reference being made
25  to illustrative embodiments of the claimed subject matter, many alternatives,

modifications, and variations thereof will be apparent to those skilled in the art.



nodi fications, and variations thereof will be apparent
to those skilled in the art.Accordingly, it is
WO paososssdl t hat t he cl ai med subj ect natter be vPEWEH2004/033068
broadl y, and be defined only as set forth in the
acconpanyi ng cl ai nrs. DETAI LED DESCRI PTION 5 [ 0008]
Figure 1 illustrates a system enbodi nent 100. stem
Accordinglyait injpuended that thercdaimed gulgeqtiveattenhy visoieg brersly.fpd be
exanpl e, a host processor 12 coupled to a chipset 14.
defineld ohlyasaecfsthrin iz ataympayiig deimsf or exanpl e, an
Intel(r) Pentium(r) 1V and/or Itaniun(r)
m croprocessor that is comrercially available fromthe
Assi gnee of the sugéect 10{gﬁflication. O course,
al ternatively, hodPEBAHAH ORIPHINc onpr i se anot her
5 type of mcroprocessor, such as, for exanple, a
m croprocessor that is manufactured and/ or

[0008] TFeRFPR[ILhdAales adyatemaMDAIhamn180s SysteRd 100hedy épeaativiehircuitry
Assi gnee of the subject application, wthout departing

110 %F@gh%g{)/rﬁgﬁs@b RilieiERble, 4 ROK %}p?cgs%%f g‘% byEp1&d focauci:ﬁigé,ét 140H0st

onprise, for exanple, token nenory 50, token

15 reader 54, .user interfac ¥siem 16, .,bus, systeme?22,
procgsSp, (f {ag bR fOr SRR & P TERhPE LY GHaied Befifs o
14 may conprise a bridge/ hub systemthat nmay couple
microprecesperdbetss epmmerciallysavettabie forythe Hssighee Q:%%@ subject
interface system 16 to each other and to bus system
10  applidziorChhpseirsepalyeradtbely, hostydecessor il A mey/ @nigpist agdthe) type of
bri dge/ hub system (not shown) that may coupl e the host

micrbroBei8é BschS Stof Bk drip1BUsmetoprobdsBerahat i niaBi a6 RIRGY drfiitor
one or nore 20 integrated circuit chips, such as those

i nte i ' i btk Ly
comBEiit E a0 B ER TG (it tnp AT AnE QTR St calon.
. (€. 9., graphics noy. nd 1/0 controller hub
Wlthé‘ﬁi‘%g%‘?@??‘%gf&%%?%ﬁaor more other integrated
circuit chips may al so, or_alternativeli be used
[0009] Gmemymmr@umrltlpr@gewqump@eem@zsarnﬁlﬁxt.o SR EEIORY 60.ftalsea
system 16 nmay conprise, e.g., a keyboard, pointing
15  readelehdi, user imtadacdi sypiesnyl 6 et eystenal2, wirguip eandisiot 30randwircais eard slot
to input commands to, and nonitor the operation of,
70. SNpE&MY may comprise a bridge/hub system that may couple host processor 12,

system memory 21, and user interface system 16 to each other and to bus system 22.
Chipset 14 may also include an input/output (I/O) bridge/hub system (not shown) that may
couple the host bridge/bus system to bus 22. Chipset 14 may comprise one or more

20  integrated circuit chips, such as those selected from integrated circuit chipsets
commercially available from the assignee of the subject application (e.g., graphics
memory and I/O controller hub chipsets), although one or more other integrated circuit
chips may also, or alternatively be used, without departing from this embodiment. User

interface system 16 may comprise, e.g., a keyboard, pointing device, and display system



100. [0010] Token nenory 50 and token reader 54 each
may be coupled to chipset 14. Token reader 54 may be
w@apabsss4nf receiving, at |least in part, renovedi/@S2004/033068
token nenory 52. For 5 exanple, renovable token nenory
52 may be capable of being inserted, at least in part,
into token reader 54, and after being so inserted into
that iayeiprmitadarmanuseiioiBpyf cammpaids ip apd montear the loperatiam gk system
54. When nmenory 52 is so inserted into token reader
10054, nenory 52 may becone el ectrically coupled, at
|l east in part, to token reader 54. [0011] Token nenory
[0010] DoketBrermbOI 3D Afietoken reRdes St @KENEmaPbe chitenMoSehipsed k& NToken
menory 52 may conprise one or nore tokens 58. As used

i34 8 ST 10,00 B, My T

5 oxafi DIk TaRho Ry G i b e SR P e - asgst iy ot
. : -vol gt i , [ead I ,
intogpRUTH Ay Eh 5 SRR BoHAAG, (R g ot binory 52 may be

rrem)ré, flash nenory, nmagnetic disk nmenory, and/or
remeysd token wadk Sdefhgn mempnel?2 isddiinsegedinty taken reader 54, memory
alternatively, nmenory and/or nmenory 52 may conprise

52 mdyhisscomiedlaztridatly eoupgled; @l tiastdn pyipe® toifen reader 54.
conmput er -readabl e nenory. [0013] Bus 22 nay conprise a

[0011]  PH&entHéhofOIPbE StoR WHer nhcte EXERAS6.0L KeWidehtokBE memory 52 may
Peri pheral” Conponent Interconnect (

PCl)
. it . L ’ .
10 conHRE B33 MRS BEC LS AR MoRLP ko g o g
L te&&it oup, Portland, Oregon, U S. A (hereinafter
Sym, @Fe Y ¥d'®4s a "PCl Express(tn)bus"). Alternatively,

bus 22 instead may conprise a bus that conplies and/or
[0012] Msmosyrp@aphmemgry %2 B8 PO COMTEE GNP OF B AL the yollovgag types of
July 24, 2000, available fromthe aforesaid PC
menBpesi atmicohéuctatfir@voupmeRory, lpaoglam@ablponemblySnén-volatile
(hereinafter referred to as a "PCl-X bus"). Also

menﬁ?drSf,et_feél@thﬁtho@yéleé’cﬁca[I@ylﬁ@Qiﬁfﬂrﬁeﬁbl@inBﬁfogf,Yﬂﬁﬁmﬂé&ess memory,

configurations of bus systens, w thout departing from

15 flash HJeﬁiory, magnetic disk memory, and/or optical disk memory. Either additionally or
alternatively, memory 50 and/or memory 52 may comprise other and/or later-developed
types of computer-readable memory.

[0013] Bus 22 may comprise a bus that complies and/or is compatible with the Peripheral
Component Interconnect (PCI) Express™ Base Specification Revision 1.0, published July

20 22,2002, available from the PCI Special Interest Group, Portland, Oregon, U.S.A.
(hereinafter referred to as a “PCI Express™ bus”). Alternatively, bus 22 instead may
comprise a bus that complies and/or is compatible with the PCI-X Specification Rev. 1.0a,

July 24, 2000, available from the aforesaid PCI Special Interest Group, Portland, Oregon,

U.S.A. (hereinafter referred to as a “PCI-X bus™). Also alternatively, bus 22 may



enbodi nent. [0014] System enbodi nent 100 rmay conprise
storage 82. Storage 82 nmay conprise RAID 84. RAID 84
WORg05088%pr | Se mass storage 86 that may conpri SBCHUS2004/033068

plurality of storage 5 devices 88A . . . 88N Storage

devices 88A . . . 88N each may be or conprise one or

nore respective mass storage devices. As used herein,
comppritse otleer ppes ahd canfegurativas v by sygiemsewithewt dengrtibg figsethis

i nterchangeably to nean one or nore apparatus into,
embadigeny, from which, data and/or conmands may be stored

and retrieved, respectively. Al so, as used herein, the

[0014] §3§Fg eﬁ&ﬂﬁ%ﬁﬁﬁﬁé %bé)grgfy;ccﬁlﬁbhs'é RSS20 AR 6 8Y nf cofYisPRAID

I nterchan to nmean one 10 or nore Storage

LGes capabl e of non-voloati r f :
4. BB S e B R S S B R A G e
Jdimtatign ne or _nore gnetj.c, tical, and/or °
5 deviags ¥Peond dNoISPER A S faes ST AR EBp BR HOTHEF 1R, oF more
for exanple, whether bus 22 conprises a PCl o
respaefipe swsy stnjalge deipesa AxCisek hprigin, thej teang tsteagd asdostogage device
may conprise, for exanple, a PCl Express(tmor PCl-X
may lbt Sisebinfeadtaneabby toanegl onenir mexp appsirans sit@tandfor from which, data
interface 36. Interface 36 may conprise a bus

and/GVARRAHIE nf B\ RbredBNd REri®lc8Cleipeealdly. ANh, BRGIANeth, Ithe
mated wth & mating bus connector 34 that nay be

0 I 2 4 2
rerm§ PR 58t o Sp SR R A8 SRL b8 oI AAEABR ofncan one
exanpl e, .whet her bus.22 c rises a.P ress(tmbus
10 or mgje STRes dSK s SAPEY QLA VTE SOBRE 7Y LB P PRy ghe. for
exanple, a PCl Express(tmor PCl-X 20 bus conpatible
example, geapinrkide, widiah Hpviatien, one oF Mok BRERLE, optical, 3pdOF ace
72 may conprise a bus connector 74 that nmay be
semiebmditctor swrdge demitesrechani cally mated with a mating bus
connector 76 that nmay be conprised in a bus expansion

[0015]  I3dpRhdifb ubbh, G6F SGeplS viHetier b2 c&ﬁ;?r%egﬁ-ﬂ@%ﬁes@w Bseda

hérein, "circuitry" may conprise, for exanple, singly

i n_.any combi ion, analog circujtr i gt ahy
L& i Rt SRR B0 EpRREH For exprBly: AR p@i®h or PO bus
circuitry, state _
15  compatible or co¥np1iant expansion slot or interface 36. Interface 36 may comprise a bus

connector 37 that may be electrically and mechanically mated with a mating bus connector
34 that may be comprised in a bus expansion slot or interface 35 in circuit card 20.
[0016] Also, depending upon, for example, whether bus 22 comprises a PCI Express™ bus or
a PCI-X bus, circuit card slot 70 may comprise, for example, a PCI Express™ or PCI-X
20  bus compatible or compliant expansion slot or interface 72. Interface 72 may comprise a
bus connector 74 that may be electrically and mechanically mated with a mating bus
connector 76 that may be comprised in a bus expansion slot or interface 78 in circuit card

0.



[0017]

10

21,
[0018] HP nte

15

machine circuitry, and/or nmenory that may conprise
programinstructions that may be executed by
w@e@dgnasswebl e circuitry. In this enbodi nent, cPET/US1004/033068
card 20 may conprise 5 operative circuitry 38. 1/0
controller circuit card 80 nmay conprise operative
circuitry 81. Operative circuitry nmay conprise, for
s angl kereinofnmet vy’ mesydeomineisaeion exengde, singly or in any combination,
conmput er -readabl e nenory 44, 1/0 processor 41, and
analogrepetitgtedigitili cdrduitiy, haddivingd 4@ cuitry, progmnendhdelcin@ritey, state
card 20 may conprise a physical tanpering detection

madhHENGR 0Ny Ond/BNRe AMBAPIY: Ady cORPMeYprdgranlinQeR$DAS tihdmay be

and tanper detection circuitry 42 may be physically
exe R By B bl RS8B40 ER R i

rocessars, lotel (r). 10R321 |/ rocessors, Intel (r) .
opeRIB ST HNEE 385 SLCNHIE QRO BN GARPOE A cibuitry 81
Intel (r) 80312 I/ O conpanion chips, Intel(r) 80303 |1/0O
Opgptbiecdtsbitiey, 3 8amay epmplitee fqrexampleocqauputey-Rargblgnemory 43,
processors that are conmercially available fromthe
corAmitirgeriablbimahonyd, ¥bprecdssapill ahiainpar ddbctmouriseitry 42. In
alternatively and/or additionally, processor 4lmay

thisG@HRHinset, AR] B0 mAD cemptibes physRastadfpefhg de@sisBbAmdagT40, and
integrated circuits, such as, for exanple, one or nore

S r : it

e P R e, by G o PR B e o

ot her than the .Assignee aof the subject application,
phy&?\‘nc‘{ﬂ o‘iﬂntadlé?#a‘?”t%ﬂlﬁ}of’"?‘garﬁ'tzlﬁi s enbodi nent. PKQ 19] Menory
menory 43 and/ or nenory 44 each may co%)ri se one
eSS LPRY umpriR: oy ekdprls, re argnask lgsl® IOP331 VO

sem conduct or firnmnare nenory, programmabl e nenory,
pro¢essors, dhtal® [@P3@INBOyrocessuds, dnicl® B2 yrocesberst Inted®30§ 14

programmuabl e nmenory, random access nenory, flash

conipaiiion \chipd Hatd®i 803 ¢ H0 ¢onipanion chiyd/ Ditel@8030aIl/Qlpsicessors, and/or
menory. Either additionally or alternatively, nenory

Inte?® 19 STERDANASS 1/@H6Mss41E MRE Yredtdniifcidfty GOMRbISRoRNEAssignee
and/ or | ater-devel oped types of conputer-readabl e

of tf;{aesr{l%féét application. Of course, alternatively and/or additionally, processor 41 may

comprise one or more other types of processors and/or integrated circuits, such as, for

example, one or more processors and/or integrated circuits manufactured and/or

commercially available from one or more sources other than the Assignee of the subject

application, without departing from this embodiment.

A®19] Memory 21, memory 43 and/or memory 44 each may comprise one or more of the

25

following types of memories: semiconductor firmware memory, programmable memory,
non-volatile memory, read only memory, electrically programmable memory, random
access memory, flash memory, magnetic disk memory, and/or optical disk memory.
Either additionally or alternatively, memory 21, memory 43, and/or memory 44 may

comprise other and/or later-developed types of computer-readable memory.
5



5[ 0020] Machi ne-readabl e program i nstructions may be
stored in nmenory and/or nenory 44. These instructions
woreyslosseaccessed and execut ed by operative ci rBCi/U83004/033068
38, processor 12, circuitry 81, and/or other and/or
additional circuitry conprised in operative circuitry
110. When so executed, these instructions may result
[0020] Machirerngadedle priogem nsyudBns owydesmredingine@ai !k/algliqr memory
processor 12, and/or other and/or additional circuitry
44, Tiepidsaactiond ndyreictesgeDambedeontsd by opbratiopeiratitryp B8, processor
descri bed herein as being perforned by card 20,
12, cRLhiEY 1! ¥ B& otk A dBP ad@itibfdlichtvitr$ bonPFiSERm eratide circuitry
and/ or other and/or additional cifcuitry conprised in
j it 11Q. Q I - 0.;
110. CWB&F Lo & ecgtjeg, thgs% 1ﬁs;l)tlurg‘§019§ 1in§£ 5er%gﬁ; érg&[rg 2@,6 01@%’@??% d:ard 80,

constructed SO as erm

5 circu;it}r& gl,gqlrgctes%%l%c@o' ﬁle\gg’[t ngg/ r2 g 'tsl'%xgalio §{i 8@%3&&&% circuitry

electrically and nmechanically coupled to each other, .

110 pestosmingnthe eperaiorsalessribed herginassheinppgsfasmet by €aeh20, circuitry
other, circuitry may becone electrically coupled to

38, can’(R 2ircuitri &hj mecessbrot2, dfd/anathersand/@@ddwipnidesircuitry comprised
constructed to permt card 80 to be inserted into slot

in cirftitry'fy®n card 80 is properly inserted into slot 70,
connectors 74 and 76 may becone electrically and

[0021] s‘%ﬁ?@@ﬂdwd 3 LB ?&e*ndsmct%agl? ﬁé’g{}%@q’ﬁ\éﬁﬁmw&rﬁéﬁﬁ%@{eﬁé@é slot

are so coup to eac circultry

cone ectricall oupl e bus 22. en, gL rcuitr
10 30. BEEG GG hran ]y mberiey BT Fob By BYiackli SR St @Y psEame

circuitry 38 and circuitry nmay change data and/ or

electriggHypddneghenicalbceoupiaddep ,ea%hﬂ%% tWhen gannggigrspt4eand 37 are so
system nenory 21, host processor 12, token nenory 50,

coupleaikte racheattien, ciBeitry §8 mayrieeoha cleciigatly poupled tartis @2. &dlravise,
via 20 bus 22 and chi pset 14. [0022] Alternatively,

slot 79 Addicdatd 8@ ARy be REndtfuetedith permeittmediR30Re be irsen®l ko slbi 700f When
operative circuitry 38 and/or operative circuitry may

card gg:ls ﬁﬁgmﬁér&%qnforbl&afogc ShetBes 2RI Blnay E&)@%fe%élé’&ﬁ(yally

tead, nay be conprised in one or nore other
15 and %Ecrh%ﬁ}cgﬁ}g (‘f‘(bup%é/ds {,%98h other. When connectors 74 and 76 are so coupled to

each other, circuitry 81 may become electrically coupled to bus 22. When circuitry 38 and
circuitry 81 are electrically coupled to bus 22, circuitry 38 and circuitry 81 may change
data and/or commands with each other, and with, for example, system memory 21, host
processor 12, token memory 50, token reader 54, user interface system 16, and/or card via

20  bus 22 and chipset 14.

[0022]  Alternatively, without departing from this embodiment, some or all of operative
circuitry 38 and/or operative circuitry 81 may not be comprised in card 20 and card 80,
respectively, but instead, may be comprised in one or more other structures, systems,
and/or devices. These other structures, systems, and/or devices may be, for example,

25  comprised in motherboard 32, coupled to bus 22, and exchange data and/or commands
6



and/ or devices. These other structures, systens,
and/ or devices may be, for exanple, 25 conprised in
wodosmsssenr d 32, coupled to bus 22, and exchanpeT/ust0a4/033068
and/ or conmands 6w th ot her conponents (such as, for
exanpl e, system nenory 21, host processor 12, token
reader 54, token nenory 50, storage 82, and/or user
with qiherrcompeneyts fseph 2% Yor éxampls, syateromengsy 2éxkshprcessor 12, token
wi t hout departing fromthis enbodi ment, sonme or all of
readet $4; woktenym@Borgrid), storage B2 Laridror myintmefa@@mstdns t6) insysiam 100.
or nore integrated circuits conprised in chipset 14.

For EQ80pA8 lwiflou® depat@ia @b \(Bik ¥mbs 8ifen®, rsoﬁielor afl o cir&Mtrly 3R and/or
e conprised in C|rCU|try 38. If of circuitry

may b
cncﬂgﬁ? ]9 P)e%e&mr}glsga el drinct8 mt%%%féd%@rc{ﬁgsy %Jﬁ?prlsed in chlpset 14.

circuirtry may coupl'ed to sto

. [.0024] .Processo 2 chi.pset ,
0923] g a%%nae%l Bre0s Al b s Sa S T Crcpomanted &%ﬁ%ﬁ%&yﬁ all
50 may be conprlsed in asingle circuit board, such
of CIa@I,m’.ré 1sed IClEgpitrie 3%, eathi] 1ay pe chmpinatgde and pifratitry 38
of storage deV| ces 88 . . . 88N may vary w t hout
maydemanpleddo ftomge 8Ri s enbodi ment. Al so without departing
fromthis enbodi nent, token nenory 50, and/or token

[0024] Preaskesr BY sptéin hdkedty Hﬁrﬂlﬁp’seﬁ?ﬂr bRy 2P 0dirchft cangdsts Sednd 70, and
circuitry 110. [0025] The RAID I evel that may be

tokeh E‘ﬁén‘i‘dﬁ B ekhyoe gﬁ%s&‘f' H{‘@?He@% cHeuit b&{rd HuRRLE ot &dfhple, a

Dependi ng upon, exanp D1evel

10 syst%%n‘%o%ﬁ%a%g gkln TEAPI.[I) %ft S oerggngg i gc;ea % St O%%g grhad %y'c Without

var S ern1t he nunber of sforage d V|ces
depattig B3R 1§ epbolimen.sosuilian o W%& lé oRat, Token
RAID I evel inplenented in RAID 84. Although all of the
menmpry pepadiuoleagedigns4 and tokes Nearosy SBovey riobbeceupdsed ins
bei ng conprised in RAID 84, wi thout departing from
circdifty 4120 enbodi nent, one or nore subsets of storage
devices 88A . . . 88N nay not be conprised in RAID 84.

[0025] The RAID level that may be implemented by RAID 84 may be 0, 1, or greater than 1.

15 Depending upon, for example, the RAID level implemented in RAID 84, the number of
storage devices 88A . .. 88N that may be comprised in RAID 84 may vary so as to permit
the number of storage devices 88A . . . 88N to be at least sufficient to implement the
RAID level implemented in RAID 84. Although all of the storage devices 88A.. .. 88N
are shown in Figure 1 as being comprised in RAID 84, without departing from this

20  embodiment, one or more subsets of storage devices 88A . .. 88N may not be comprised
in RAID 84.

[0026] Depending upon the particular configuration and operational characteristics of the
circuitry 81 and storage 82, circuitry 81 and storage 82 may exchange data and/or
commands in accordance with one or more of a variety of different communication

25  protocols, e.g., a Small Computer Systems Interface (SCSI), Fibre Channel (FC), Ethernet,
7



[ 0026] Dependi ng upon the particular configuration and

operational characteristics of the circuitry 81 and
wGat@sasss4B82, circuitry 81 and storage 82 may eRCHHERNE4/033068

data and/ or commands in accordance with one or nore of

a variety of different comunication 25 protocol s,

e.g., a Small Conputer Systens Interface (SCSI), Fibre

Seridtednted Fhpolegh dvttachment $3ARA), Wan@mdsmssi@n@cmg}bl

Attachnment (S-ATA), and/or Transm ssion Control
Prot&yodimenkt Prot&soh EXCIMIRtda@huniceiiBh bRtocsiMOfitb ot | diernatively

protocol. O course, alternatively and/or

and/aidghdﬁﬁ&ﬁﬁ&' Hreu n%@luaﬂd“s\toéée gD eha %sa&mge §£t? TRY/ oL XGHAREE in

data and/or co nds i n accordance w

|on r ot 0
acco?c??b%y Qf'lt% her [ca%énﬁn?ciaﬁoé Bléo\gf}gé)gsn (%th\%ﬁf%p%ﬁﬂ% f;orlr‘% gﬂdg Qﬁlﬁ?dlment
the S col acco with which circu,
[0927] Iaﬁacog W&d@% Ogl%EﬁEn s%@gfar%wleﬁa@a e thaghich
onply or be conpatl ble with the protocol described in
mrcumé Sil ead stergedRanaySexeheangedista and{aricameandpgiay cgmally or be
Comput er Systens Interface-2 (SCSI-2) ANSI X3. 1-1994
compyithdé vithahe protocbt destriload ih rAmeriodn NapioagleStaitiaedsclnsiitge (ANSI)
data and/ or conmmands in accordance with an FC

S H@in‘ﬁﬁﬁé SylshensHtePfa0d-0¢9CSIBYARSIXBY1 3011998 SpREwiRhtidd. af
e ther p}frsot oscol gescgl beg@)?/n ANS| St andarséj@Fi bre

CHCL%%E%@%%?%%? (i iee ] AP B S L GREIE it en B
ta and/o nds cC ance w

10 protﬁﬁ@ﬁ%ﬁ? BT BRI, Y B R TBR o OR ORe HralpeCL g eghin
onpatible with the protocol described in Institute

ANSéfStaadéad Fibrehagmgl ECQ Ehysieal aad Siggralieg fujerfacerd Xp 3REEPIS

Std 802.3, 2000 Edition, published on Cctober 20,

Spec2fi@ion] Ef gGiouitty 81 gncbm«ztagd: 82 exphag@ dote hnabigtmcnimtlmcbrim/ or
conmands in accordance with S-ATA protocol, the S ATA

accoffab©Feth aEBh&ASIProtoos], e Eﬁ‘iﬁi‘ﬁ)ﬁtpr&b@ol\md}*bcﬁﬁlﬂy of B¢ Osr@patible
described in Sgﬁjl al ATA: Hi gh Speed Serialized AT

w1th'%ﬁ%ﬁir%£&%ﬂﬁescn ﬁlsf{hﬁﬁut\]: of E}(&H@al %@ﬁle@%lﬁ%@ﬁﬁ%mg&% Inc.

e Serial ATA Working G oup

15 (IEE%‘) SE é(ﬁ 3/ 2%68 E%m ! agl?bhsﬁef 3§ Bapo%gr 9(? t2605l nﬂ{ 01rcu1try 81 and

storage 82 exchange data and/or commands in accordance with S-ATA protocol, the S-
ATA protocol may comply or be compatible with the protocol described in “Serial ATA:
High Speed Serialized AT Attachment,” Revision 1.0, published on August 29, 2001 by
the Serial ATA Working Group. Also, if circuitry 81 and storage 82 exchange data and/or

20  commands in accordance with TCP/IP, the TCP/IP may comply or be compatible with the
protocols described in Internet Engineering Task Force (IETF) Request For Comments
(RFC) 791 and 793, published September 1981.

[0028] Circuitry 81 may be electrically coupled to storage 82. Circuitry 81 may be capable of
exchanging data and/or commands with storage 82 that may result in circuitry 81

25  controlling and monitoring operation, at least in part, of storage 82.
8



20 conmands in accordance with TCP/IP, the TCP/IP may
conply or be conpatible with the protocols described
WO poosfsssnnet Engi neeri ng Task Force (1 ETF) ReqRP€BUSI004/033068

Comments (RFC) 791 and 793, published Septenber 1981.
[0028] Circuitry may be electrically coupled to
storage 82. Crcuitry may be capabl e of exchangi ng

[0029] Withaefratonowdreimndsdetotfigise 27 crpeat®2s 2Ad thatrenaybesairied out in
in circuitry 25 controlling and nonitoring operation,

systéth 10@asdordifg et emBbdiflent RUELSERsEABEAOA W] for erdrBpleNCeset of
now bei ng made to Figure 2, operations 200 that nmay be

systéiﬁ‘rl 06,69r P, ahf/o? gﬁ&ﬁﬁ']@@ At nﬁ)?slﬁﬂvrg %ég@fh&e and

be descrlbe for exawp
issu S3{1§1tn§ Jserin 19 er ?sygsgegn 18 nadr/eoreatC 6(2 fg)ﬂéel}cu}{g]’?é} reﬁlslgéfﬁ% Tt %%rage 82
|nterface system 6, a requ st .60 to circuitry
5 perfpray oRes Pt TREFetTRHES TORUFY 3 RS Aesebye Tt 60, as

request ed operatlons CerU|try may receive request
illusgated &y opktatien 262 &vFigyrecher ati on 202 in Figure 2.
[0030] In response, at least in.part, to receipt by
[0030] Imirespiohéd, vt B8stafi pargcu esdeiph Oy clréuitrp 38 of saqrestdD, M@yprocessor 41
determ ne whether one or nore initial credentials are

mayr@%[&dwhaﬁerldnk 68 hoRd Retid)YredB@iaAd A8 Recifibd! 4% iHhatiad By
used herein, a "credential" neans one or nore

operﬁﬁ&i ﬂgfm ﬁlgm%b”’%é S gg ?Q%érg% “Xﬁh&ﬁﬁl’bﬁgﬁ% or%tqr LG8 tstlrfrrllﬁs,
er..to permit an pperati.on to
10 Symﬁilﬁrfaaﬁ??éa?ﬁg%@weﬁ at 14281 Ingpgh el wHHR b e Siomtay; Bhopde, at least
one or nore tokens and/or user-supplied passwords. For
in past affst whether topermispn gpepten Wrbeawy ormﬁd tsnpfs asp iFoFPRHY, in this
processor nay exam ne the contents of nenory 43 to
embddihentyione onmerdkennmdoor usereppliebiesswalds. F6r exameplgras part of
nore keys 48, and/or one or nore partition and/or

operal6H BES inBRPBodiMBhie frocBRbr SN@wn kxdrbihe lﬂﬁ@cdﬂfents of memory 43
accessi ng stor age 82 are stored therein. As used

to da&gflh@whét rrfgﬁg%réﬂ@ﬁté a§ 46Tn€ oF Mdr@ﬁ /s Wﬁﬁ’cﬂhlscgle or more

or va ues bas in part

ted and/ r east in )
15 partifpy g eE AR RS ol Ples ARE A0 Tors R ROl sBRigb 52 are
46, keys 48, .and/or j?(art ition and/ or
stored thereln As used herein, a “key” means one or more strings, symbols, and/or values

based, at least in part, upon which data may be encrypted and/or decrypted, at least in part.
If processor 41 determines that no such credentials 46, keys 48, and/or partition and/or
address mapping tables are stored in memory 43, processor 41 may determine, as a result
20  of operation 204, that one or more initial credentials are required. For example, in this
embodiment, the absence of such credentials 46, keys 48, and/or partition and/or address
mapping tables from memory 43 may indicate that storage 82 has yet to be initially
configured to permit data storage and retrieve from storage 82, and/or a system
administrator has yet to be assigned. In this instance, the one or more requested operations

25  are likely to comprise one or more administrative operations, such as, for example,
9



address mapping tables are stored in nenory 43,
processor may determne, as a result 20 of operation
wQQebs/088sat one or nore initial credential s arePCT/US2004/033068
required. For exanmple, in this enbodi nent, the absence
of such credentials 46, keys 48, and/or partition
and/ or address mappi ng tables from nenory 43 may
opetiatidisathatenashmsuls froampigeiad 2odfesiripg of storage S2rid pewhik data to be stored
configured to permt data storage and retrieve from
in arsd RErged &dm a6EELO 82 candyasdoaiaya@Bilninsichatation BAS sipeihg irDstorage
be assigned. In this instance, the one or nore
B R P L L S| OmETRE LR AR lelated
era

info%ﬁﬁlsotn X eg%gﬁ ; Ié]]? org%)rﬁ?éqs% Ul tblglc?gﬁ‘%ueﬁn%{ ggjrsg)gagceg% 'n’gl%}ig iirpngal

etrieved from storage 82, and al so.may, result in
5 coné@ﬁ@@é{f SFRESTE BROF RGO tos CEHERE, BIAPingElRFtiRe, block,
conprising, for exanple, partition, address mapping
partitigh) asidresp.cindfor pgiegrad/of additional RAAD gesBgimBiioyparanictsts in
enbodyi ng this configuring of storage 82. This initial
stordgec®@rinid@u RAID 8. storage 82 may conprise, for exanpl e,
initializing data stripe, block, partition, address,

[0031] BN Obsit Sedperdtidh 204 3sidbdss Al deinihe PRt ol oA hjo@dinitial
paraneters in storage 82 and/or RAID 84. [0031] If, as

3 . | o ey

oredBp S e so eSO Bes i ity o R BRENI e B Bl fimoro inia

pr 0Gess 41 obtain d store in nmenory one. or .
10 credpfals, o lysifited DY qBrrefiap 206 IFiEiecs ior eEup> Biyisdmhgdiment,

206 in Figure 2. For exanple, in this enbodi nent, as

as pyrh pf ORsTatinFeA0fs PioseB0B4 | pep sighaloiserintertage sysiama oy Jhis may
interface system 16. This may result in user interface

resultyis tisamigtefaget systgnt Heprompéng theduntan useipiol sypplyene or mere
passwords and/ or one-or nore tokens 58, and by

passKioBdkandng oh® KEmMoreIRENs 58) and BesiBhidTRI toB&T mBRYrySSRPTHe human
and i ssue one or nore passwords to processor Via user

i | K
A e R YL i R

15 syst% é P1 aErchlizq,rl rﬁq,xn@tgqrégogg@ gn%g}otrgS 598 E‘,c;kség ’rea%e# 5Y IQ\E udsd he%ein, a

“password” may, but is not required to comprise, a key (e.g., a public or private key) of a

human user. The token reader 54 may read one or more tokens 58 and may supply one or
more tokens 58 to processor 41. The signaling of token memory 50 by processor 41 may
result in one or more tokens 56 being supplied from memory 52 to processor 41.

PB32]  After, and in response, at least in part, to receipt of one or more tokens 50, one or more
tokens 58, and one or more passwords supplied by the human user, processor 41 may store
in memory 43, as one or more credentials 46, one or more tokens 50, one or more tokens
58, and/or these one or more passwords. Processor 41 also may generate one or more keys
48, based at least in part upon one or more tokens 50, one or more tokens 58, and/or the

25  one or more passwords, and may store one or more keys 48 in memory 43. For example,
10



10

human user. The token reader 54 may read one or nore
t okens and nmay supply one or nore tokens 58 to
w@e@sessar 41. The signaling of token nenory 5BCDYS2004/033068
processor 4lmay result in one or nore tokens 56 being
supplied fromnenory 52 to processor 41. P Q 32]
After, and in_response, at least in part, to receip
ProgspsQsid TRy Gadidate.oREISONS O meR PrsAeternined brebing @80r1tam§, one or
one or nore passwords supplied by the human user,
morp onceeydraskktmiyorse or &l phomeeorongre48;densaloAe amd mayr store the one
credentials 46, one or nore tokens 50, one or nore

or nic?k Bihed th mamefyd3 i@ dite REySUY. €A PatsNgIE 8a hashing algorithm
Processor 41 also may generate one or nore keys 48,

thatl?ﬁa%ﬂ% wkdif %@éor&eﬂw@ Q&Hfh tHR:Qﬂtﬂ}] R AEnQi, BRARuLBKSR ortore XeFs 48 is

nore tokens 8, 25 one or nore

s BRI U S B00 A R hiAIE
d
e R R S A A e

credentials 46, and nay store the one or nore hashes
additienpleheshing algosithnenmay be nsaddo leelgulaegine an neore gy setfowithout
hashi ng al gorithmthat may be used, in accordance wth
depérbing fienbihil emddimen. dal mbchpxevimnaypmemowkﬁw céfhptise non-
Secure Hash Al gorithm di sclosed in Secure Hash

volaBlememos. GRS @brel oM dRniRL 48 ran&’bﬁ@&sﬁbﬁ&é& ap@afyhe stored in
Publ i cation (FIPS) 180-1, April 1995. O cCourse, other

thlsﬁﬂﬁ/v%atlmb&b%ﬂl mlﬁg al gorithns may be used to

ate one “or nore-kéys 48 wi thout departing from

10033]  EGGre RS ST * TR BrbhBREn 6P baigherapLmore

15

20

25

46 and one or nore keys 48 nay be stored in this
initiglyedeatialsiarenisemyised; propesserr4l may detemmiae.dwpsd atjleast in part upon
processor determnes as a result of operation 204 that
one onmooy cratdengialsriotstatd or memotyi 41 whether to@ermit ¢he orechr more
processor 41 may determ ne, based at |east in part

opeta ol 1eGeestd bk guest 60IR Hd FHrforthbd by Slofibeid, AFMEYatdBby
whether to permt the one or nore operations requested

opelkﬁﬁoﬁ S8 aSI 1§§1Q 2 FRxRBPIOMTRS eB¥oBIMAIE piof Bperation 208,

lustrate
processor 41 may signal user interface system 16 and memory 50. This may result in

system 16 prompting the human user to provide one or more credentials to authorize
performance of the one or more operations requested by request 60, and in memory 50
providing one or more tokens 56 to processor 41. The user may then insert one or more
token memories (e.g., token memory 52) into token reader 54, and/or input one or more
passwords via system 16 to supply, as one or more of the requested credentials, one or
more tokens and/or one or more passwords to processor 41. Processor 41 may receive
these one or more tokens and/or passwords, and may calculate, using a predetermined
hashing algorithm, a one~-way hash of some or all of one or more credentials 46 stored in

memory 43, and may compare this one-way hash to another one-way hash, calculated by
11



operation 208 in Figure 2. For exanple, in this

enbodi nent, as part of operation 208, processor 41 may
wak@saseuser interface system 16 and nmenory 50PCTOER04/033068

may result in system pronpting the hurman user to

provi de one or nore credentials to authorize

erformance of fhe one or .nore aperati.ons requested b
procPSar AL orR e Fhepct ing a{5pE T O diegiEsTER oty @ more
tokens to processor 4 . The user may then insert one
tokewns angr @assatosds. i ther timeshaglesgnatch, Preaesses db myaysdeferning as a result
t oken reader 54, and/or input one or nore passwords
of opeiratiom\20Betimt the pefpinyanca by ctoeager82miitie afe drimorcepamsived
credentials, one or nore tokens and/or one or nore

requBREEHPFcdest 60 Y ARIRFTHRHE, éhhmei;r QEESERS todpkriiBi)thé f&EdMRnce by
t hese one or nore tokens and/or passwords, and nay

| g . .
5 sonfRiL B PRy RIS CTRLIR LR ChaBEl W P
46 stored.in nenory 43 d ma re.this one-wa
prociSah | Ak ABEREPege: Ty FESRTAo 0 Brahe By oot BY these
llprocessor 41 using the predeterm ned hashing,
one ¢f| Heici PRTAIOBT 1Stnﬁéautg%ré¢e\de@ddﬁéy germyRe nPIRMFEN g or
passwords. If the two hashes match, processor 41 may
perfatetapeabyngiprags 82 of dea¢ onodr ogreropeiatinn208, that t he
performance by storage 82 of the one or nore

[0034] ApehdiveBns ddeinéasiiygds byt beapesiortIDs], proauisbos 1 arg detntline
may determine to permt the performance by 5 storage

10 whe®ér &md ﬁ«:ﬂeome oP IndtDERIARBIHM G BSh ok BY BbREL Hreshbndit}e

two hashes do not match, processor 41 may determ ne,
as. a result of operation 2 t erf.or f
erea el GRS o RrphRh AL P Brord Ssp dif SRGPBLTRIER SR 1
suctits EaBaasoud S RE g b P A T e ot 206 3%
Alternatively or additionally, as part of operation
perf@roBncghyotietnge B2 of onwmgr mereapefationsweguesded biorpguest 681l  of
one or nore credentials 46 match one or nore

authciiredeapbnay dgetniae enpdraliisths padrineticd by ploageSe@f the dne or more
fromnmenory 50, reader 54, and/or system 16. If such a

15 operABdRedrehied By r&% S90S Wortherse R sHEH £hiAtdhioed Bofexif Sptbéessor
of operation 208, that the

41 may determine, as a result of operation 208, that these one or more operations are not
authorized, and may determine not to permit the performance by storage 82 of these one or
more operations. If processor 41 determines not to permit the performance by storage 82
of these one or more operations, processor 41 may signal system 16. This may result in

20  system 16 indicating to the human user that the performance of these one or more
operations is not authorized.

[0035]  After either execution of operation 206, or a determination by processor 41, as a result
of operation 208, to permit the performance of the one or more operations requested by

request 60, processor 41 may determine whether these one or more operations are one or

25  more administrative operations, as illustrated by operation 210, in Figure 2. If processor
12



[0036]
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performance by storage 82 of one or nore operations
requested by request 60 is authorized, and may
waledosossome to pernit the perfornmance by storageCBRSIN4/033068

the one or nore operations requested by request 60.
Conversely, if such a match does not exist, processor
may .determne, as a result of operation 208, t.hat

41 deigraiResotiea BPulhB s [0gthat these QR5tor FRATRGPFHENS atp gne or
may determ ne not to permt the performance by storage

more@@mafistriiys @porations, prancssoo A b mayigsherateland stase Esmemony 4
determ nes not to permt the performnce by storage 82

metaddta tHaesay cotespondand ongabaly the sonfipusatemsdistoddgandythat is to
signal system 16. This may result in 20 system

resuu't ﬂg&h@@é bé¥bri@ndd 16y R 8 S thebddtte driiBorR QUAMITRARR (%grgt]’cions.

ese one or nore operations is not authorized. [

Procég‘écirql a?got 1{(1%5 & %@&LHJS Qﬁ]et&{ata? %‘i& ﬁl;ag Wnaflf OP? [)% ore packets 94 to

ermnatio processor a resu

.__operation 208, to permt the r nce of the .one or
cireuffi s a ponatiedt elinrt g Plairde, BRGC Brosasadienlly 81
determ ne whet her these one or npre operations are one
Ipthipembasimentq proyeied metadatadifapay boaneraied by pigsessar dhin

by operation 210, in Figure 2. |If processor 1241
accodences ati lagss in pest, avithesnel dr nodre ppeletinmed 200ventihnal symestric
one or nore operations are one or nore admnistrative

encryplih algofiftins, REIAE S SPdradds tHRMnGRAPLe Betadsta ahdble bimore keys
menory 43 nmetadata that may correspond and/ or enbody

48. Thiis %%PH%@toinQ b Hore k5286 n84hdsB Bhe bSmb %%%Héﬁfic feh&@ption
t r nore

he performarice by stordge 82 of these one

mnistrative ration Pr.gcessor S NGk
sleorins Mk B P e e e Tt RO DB R P g
to circuitry that m onpri se the encrypt
(DES&FIPS 4 éi*tearW%Wg’r%\?: &rvinge Fcrgption §taf1§?f§%%§3saﬁ% To7,
enbodi nent, encrypted netadata 96 may be generated by
Novemtse 38l and/or piienaubordaldiionaleanctypéion algorighms. | Alsot addgrmally,
or nore predeterm ned conventional synmetric

witha depypting®froml tirenibodimenisdependisg oper thadae bhmore communication
unencrypted netadata and one or nore keys 48. In this

protoggf@n%g%ér'%?)gﬁagﬁg?s%&&hgﬁpﬁﬁctﬁ@}y §1 484 86 gh B2 9y geMfacind/or
commands, one or more packets exchanged between storage 82 and circuitry 81 may be
encrypted in accordance, at least in part, with one or more predetermined symmetric
encryption algorithms compatible and/or in compliance with, for example, “Security
Architecture for the Internet Protocol,” RFC 2401, IETF, 1998, Satran et al., “iSCSL,”
draft-ietf-ips-iscsi-20, Internet Draft, IETF, IP Storage Working Group, January 19, 2003,
one or more security protocols compatible and/or in compliance with FC protocol, and/or
other and/or additional encryption protocols. As used herein, a “packet” means a sequence
of one or more symbols and/or values that may be transmitted from at least one sender to

at least one receiver. Circuitry 81 and storage 82 each may be capable of encrypting one

or more packets prior to transmitting them from circuitry 81 and storage 82, respectively,
13



al gorithnms may conply and/or be conpatible with, for
exanpl e, Data Encryption Standard (DES), FIPS 46,
waoelaism3shanuary 1977, Advanced Encrypti on St andBeTUS2004/033068
(AES), FIPS 197, Novenber 2001, and/or other and/or
addi tional encryption algorithnms. Al so, additionally,
W t hout departing fromthis enbodi ment, dependi ng upon
and aliemeride srpable of desrHPLnE ©ae POMOR RAClsels pEeT TeCel Ko e
with which circuitry and storage 82 nmay exchange data
accoadmitowith neireribsor mere soch emmrgptpagk@bsolexchanged bet ween
storage 82 and circuitry may be encrypted in

[0037] IBGERNOAM)EEcashin p£AIS rdcBipPaf dne IMirhbre PaCke® 94 @idor the signaling
predeterm ned synmetric encryption algorithns

by pf(%%%} ypld &rﬁfg[ﬁ/ QA mhy? sig'[?%f%#dr?%%‘? WA d&/Br mb P raRARR R @cgraﬁlez %2 one

ecurity itectur e fnternet” Protocol,
2401, I ETF, 1998 Satran et.al, i i .
5 or mepkets il ppy SR SR Detadele 5, ppsrpesultn storage 82
St grage Worki ng G oup, _ January 19, 2003, ong or re .
perfeygrng fheyons op e FeguesserhAmIBISE A RYHIRSF A ORS.AS AP y operation
with FC protocol, and/or other and/or additional
212 ankigyyet2. dior srampleosteragas? sy debeme configiregimciceordansamish
a sequence of one or nore synbols and/or val ues that
and/6B36 dasbddicitgrenctygded motatiath 96 LadtalonraEsontan one oamore locations
| east one receiver. Circuitry and storage 82 each may

91 o?ﬁw%"ﬂ@ﬁ?@SQBn@Gﬁhﬁfgﬂ&ﬂorﬁ%_eﬁéryﬁﬁﬂ%&ﬁfa@é DhiksQ1n thiy
transmtting themfromcircuitry and storage 82,

10 embé?%zrpegg tﬁ%&?&gydprgéi g? gtogelfdlslg stor 3&3% ifi 3R %P%]rgzﬁlféﬁ i sﬂﬁ& r XH&Arﬁlggeously,

el'vi ng

. accordance with such, one or re such encr i Qn
this g ARG R mplBtge piorel P ospeia et R et o may
recei pt of one or nore packets 94 and/or the signalin
physigallyageass aud/ouEMOYE 08¢ T MPrevBgssSipe doyicss aystompe 82, and may
and/or may transmt to storage 82 one 5 or nore
prevpickel mttuldert from deteompring the encligyratéch ofR AHAB4. Adter Fpération
may result in storage 82 performng the one or nore

212 haRs brebugdinytidnh 1160 v 2GR MR sefationand lidstsice dF afbothyr
operation 212 in Figure 2. For exanple, storage 82 may

5 eaBSOOIR A AL R MR ks oprmion

[0038] éc?nv%rnsgly? i arsr%rrgsdltoociﬁcl)tp&%%%n 210, processor 41 determines that the one or
more requested operations requested by request 60 are not one or more administrative
operations, processor 41 may determine whether the one or more requested operations
comprise a request to read data from storage 82, as illustrated by operation 214 in Figure

20 2. Ifasresult of operation 214, processor 41 determines that the one or more requested
operations comprise such a read request, processor 41 may examine request 60 to
determine therefrom one or more locations in storage 82 that may be specified and/or
indicated in request 60 from which to read data. For example, request 60 may specify

and/or indicate one or more logical block addresses, stripes, and/or addresses in storage 82

25  from which to read data. Based at least in part upon these one or more locations specified
14



91 of mass storage 86 one or nore portions of
encrypted netadata 96. Thus, in this enbodi nent,
wOoredoatageal nay be stored in storage 82 in an eneCYPEmA4/033068

state. Advantageously, this may nake the netadata

stored in storage 82 unintelligible to an intruder who

may physically access and/or renobve one or _nore mass
and/ex igdiegled detaquess 60 and thermefadaa stogaddn meamesy dv eprocessery?l may

intruder fromdeterm ning the configuration of RAID
transBate thafdneror apee htchidonszpecified abFenndiceted iettquesf $0 ento bDe or

may await the generation and i ssuance of another

mord &HRPbndifs ShysichPindérdb2igs 18¢atioRs REE.f SidBraneredscatidhe90 in
addi t1 onal and/or other operations). [0038]

r 3 ] S
one T Ate adveef BoA) P Kochal) mBPBE ldrBRod HtoREOBES Phfccssor
operations .requested by request 60 are not, one or re

41 YRR R RGBS GETEG o1 e Beegs e e ra g RieSe
whet her the one or nore requested operatiqQns conprise

fromponec maare 19cgtiprs: et Mot pPLIogs 8§ @%zyw‘égatmsr%é? mtrage 82
by operation 214 in Figure 20 2. If as result of

that opgcatrespong idloneprroners sespediivedmridonsioféle datarequpgedbyeraguest 60
nore requested operations conprise such a read

to bdRgdlest, processor 41 nmay exam ne request 60 to
deternmine therefromone or nore |ocations in storage

1 Ol et :
[0039] Ig%e ¢ gérre], Il‘,ect:sﬁﬁ% 41€f0 &b&gtt (g‘.'iﬁiés@ onk Behoad Reuésts erﬁliggéessor 41,

10

15

read d For exanpl e, request

. peci and/ or | ndiscat re..l.oqi

cirod ] S B ahgly dord 27 B B Bl R ot 1) BhesphRf orage
fromwhich to read data. Based_.at |ea i art upon

82 159008 THHEVOMISHATS O JeatE POFRS BEEIYRIEH dafa fraftoprc o ore
indi cated in request 60 and the netadata stored in

locatiensdi0y Thds mpy srsuli dwptomee g yeadingayidaebiovig thisenerypiadrdata from
| ocations specified and/or indicated in request 60

one binmoredpeations AR ilustrateshyrupieragiop 2y 6 iirc Bigueen2l/ Stordgedi2anby
| ocations (e.g., one or nore |locations 90 in one or

trandtiit & SERADS 8V iGRSeFRMetd DB thaChbRbéipriiFyth® €equested one or
dressed in storage 82. Processor 5 41 nay generate

ad
mord R EOE I} B A 00 s SRS SR BR 14

procgs?s[)%hf),ns of encrypted data stored in storage 82

[0040] In this embodiment, after receiving one or more portions of encrypted data 114,

20

25

processor 41 may decrypt each respective portion of encrypted data 114, based at least in
part upon oﬁe or more keys 48 and the one or more encryption algorithms in accordance
with which encrypted data 114 may have been previously encrypted by processor 41, as
illustrated by operation 218 in Figure 2. Thereafter, processor 41 may return the thus
generated one or more portions of decrypted data to the user in satisfaction of request 60,
as illustrated by operation 220. For example, processor 41 may generate and transmit to
user interface system 16 and/or system memory 21, via chipset 14, one or more packets 98

that may comprise these one or more portions of decrypted data 102. After operation 212
15



that may correspond to one or nore respective portions
of the data requested by request 60 to be read. [0039]

WO poose3gsense, at least in part to receipt of tPEFESINE033068
or nore requests fromprocessor , 10 circuitry may
transmt to storage 82 one or nore packets that nmay
request that storage 82 read and retrieve these one or

has been exqsutad, sxsennf OLmaY ppes dhegzangration apd ifsuaice ghprother request
| ocations 90. This may result in storage 82 readi ng

(e.g. Afod stoetari8E\o perfoim enceorangptadditivasleantifop wilen eperations) e
| ocations 90, as illustrated by operation 216 in

[0041] COnUfsBly2if aShPEAUDTBBerdBin L IAMSETebsok @ 1 EefeeMines Yhad iR o or
nore packets 112 that nay conprise the requested one

. ¢ 4 & ot
e e e e T e 1 B
In this enmbodinent.. after receivjng,on
5 deterﬁtgp? ﬁ@i léqu,?s? gh 89%?%6& aargg%esﬁ 4\1\&1% ro%&ael Eoos?(grggg rlérg'y Processor 41
decrypt .each respective portign of encrypted data 14,
then 5 AENG TEGUSSt G0t MiRFORCTS nbenerﬁfr@orgé«}cﬁﬁ&ss Wriorage 82
the one or nore encryption algorithns in accordance 20
that miay e wbéoifiedeandroy prdichtethinarequasti§0 trawkich éewripy éata spesified in
encrypted by processor 41, as illustrated by operation
request80] Fof&guipde, Zequbbidtedby secifp aad/es fdicatlomey meat dogical block
the thus generated one or nore portions of decrypted

addréRE2 sfr{i)eﬁ,%d}é% QldreRes Al diGhact? RWwWRIh k& W8S §uchVata? Based at
I'lTustrat'ed by operation 220. For exanple, processor

10 leastgi% 8?%%1391? Q}%Eéj‘&% (ﬁ’rhqorte g@&ﬁ\%i\ sptggllf%gi g{xd/ifﬂhl?ﬁcfa?e%%n§¥ s gt”@o, the

system menory , one or
packets 98 25 that conpr i ese one or nore
et IR T RE L B AL aRs) R ALY Ehries drpaRes 4 may
15has been executed, system 100 nmay await the .
seleqj ene pamoshlogaitbns éxsiaree 83 finta vdridheto widlgoas pr orgrespgcsive
storage 82 to performone or nore additional and/or
portiohdef enopatat davahht mEp noreespehd/ to orfe asnare respedtiveqfortions of the
operation 214, processor 41 determ nes that the one or

data BYuestBPBY Adqueit B0M6 BY G{tRH il stoRaeesd, a6ludRate@by operation 222
conprise” a read request, processor 4lmay

15  inFigure 2. For example, in this embodiment, as part of operation 222, processor 41 may

translate the one or more locations specified and/or indicated in request 60 into one or
more corresponding physical and/or logical locations (e.g., one or more locations 90 in
one or more storage devices 88A) that actualiy may be addressed in storage 82. Also as
part of operation 222, processor 41 may decompose the data requested by request 60 to be
20  written into storage 82 into one or more respective portions of SUClil data to be written into
one or more respective locations 90. For example, depending upon the particular RAID
level implemented by RAID 84, one or more locations 90 may comprise a plurality of
locations distributed among two or more storage devices comprised in one or more storage

devices 88A.
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determ ne that request 60 conprises a request to wite
data into storage 82. Processor 41 then nay exam ne
WO e@am386460 to determ ne therefrom one or norePCT/US2004/033068
| ocations in storage 82 that may be specified and/or
indi cated in request 60 to which to wite data
ecified in request. 60. For exanple, request 60 may
Er@é%aww hiay srcrypicaeh pEthe 98¢ 6F Moy Eom@@s elzhe gptg drom Yequest 60,
addresses, stripes, and/or addresses in storage .82 to
basedhit tfast io partiupen sue br wateckeyBA8 eud gte dreas tndre predetermoined
these one or nore |ocations specified and/or indicated

encriyptisreglgesthnQeséried pedvagiatyg as ke stell By Bpemtiyn 434 indfigure 2.
conventional RAID techni ques, processor 41 may sel ect

Theféﬁﬁelo brd¥RéBr b DGR g BRGaleRhSdCIRY Sis g doﬁ@&lti%ﬁl%ﬁ@ techmques

té one or respective pOI‘tI ns of encrypte

and g%st ?I gﬂ:%gt ) il%éti&% o%g %B':glsc’)tr % ort?go (&rg g{lse %ﬁt?lg gat\éefrom request
o Bt oSSR b AT R TR e

part of eration 222, processor 41lmay translate the
secoaadélatara Q:m whéchtthe pecong dete mascbeangensratedatileast icpark In this
request 60 into one or nore correspondi ng physi cal
embaditent, dependiag upacthet RAID 16eel dmplearatedrbyrAED Bédahisichack data
90 in one or nore storage devices 88A) that actually

may BYnpRRe RA Rl dath. Blepé Won thé §ﬁt1@§lapRNID Qével 1mplemented
operation 222, pr ocesso 41may decon‘pose t he
in RA?? hﬁ)q:eg%r ﬁleﬂlld §élec§t% E%r Ha%r dcgﬁ(ﬁﬂ (ﬂa@ %n%%?%%%%o@%mns 92
e or nDre espec rve I ons suc o}

be writt n|n . . ective | ocationps
o s Trae SRR RNy DY IC{hﬁe 5iiF DR of SPrEogT 1SR she check
| emented b RAI D 84, one or nore | ocations 90 may
datacg@ﬁ?rﬁteééls a rpqulirafiopenation 226 cAlthengh iniFigure byenaPraness djoca‘uons
two or nore storage devices conprised in one or nore
90 asd onagemdm/loca®n8 92 atGiiovoes bemgrnmyne ocmy steaghdofices 88A
the one or nore portions of the data fromrequest 60,

and BRSEtmate d@agd ddvicedBBN, LERPELLIBIS, OpeBIng k6l theABAHN thvel
the one or nore predeterm ned encryption algorithns

nnpféﬁl%ﬁfe'd he Mbeg’l! BHS bymofS obdtlolts b0 Ha§LoprRPE pRIAIRY of Fébations

in Figure 2
distributed and/or interleaved among some or all of storage devices 88A .. . 88N, and/or

one or more locations 92 may comprise a plurality of locations distributed and/or
interleaved among some or all of storage devices 88A . .. 88N. For example, if the RAID
level implemented in RAID 84 is equal to zero, the check data may be absent from RAID
84, and locations 90 may be comprise, for example, addresses and/or block locations in
one or more devices 88A of one or more stripes (not shown) corresponding to the one or
more portions of encrypted data generated as a result of operation 224. If the RAID level
implemented in RAID 84 is greater than one, the check data may comprise parity data, and
locations 90 and 92 may comprise, for example, addresses and/or block locations in

devices 88A . .. 88N of one or more stripes (not shown) of such check data and/or
17
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Thereafter, processor may generate check data, using
conventional RAID techniqgues and based at least in
W@200s/0888@n t he one or nore encrypted portions PET/URM04/033068
data fromrequest 60. As used herein, "check data"
nmeans first data generated based at least in part upon
second data and fraom which the second data ma
encryRigbfin apdgrmativelyqid the FAR) Javel imp %Iﬁ?fste%%%ﬁméﬁtls equal to one
dependi ng upon the RAID |l evel inplenented by RAID 84,
(ie.,RAID Shingplenianta damyniconpg), de dRatiodgamiayycoderiae a copy of such
Dependi ng upon the particular RAID | evel inplenented

encriptedRdtDafid theld RESSHR M lcoiyiss dbeetangile, sddra3ysand/or block
ocations (e.g., one or nore |locations 92 in one or

locatiHs®f ShH a&;ﬁm&%@memh&tww Br {hQ eWdybRdMe T

nore portio check data geherated a&s a result
of. operati.on,226. ure 1, one or nore
reSpengXS%lrorﬂgedQ’thﬂ%s (8% Sthg g&‘r lglgg’tl ons 92 are shown as

ei.ng i n _one or st orage devjces 88A a one or
Trdie CobBdRtet dd6T P TBHN SR BURCVRIOyS AT R e And
the RAID |l evel inplenmented in RAID 84, one or nore
transngt et disnryoRl enmyoranerp régesta tpweiEsinta gneodr mergdedapiass 90 the one
di stributed and/or interleaved anong sone or all of
or méieqroagensdf\thecarrypted data g8thtechadd masulo pEomaratior 224 and,
| ocations 92 may conprise a plurality of |ocations

depeﬂﬂfﬂ% R Bl HROR ANY &l hﬁﬁl@fﬁérﬁ@d/ RRATDRY, AW Witedhto ok or more

storage devices 83 . . . 88N For exanple, if the RAID
ocaf S hEPAC TR BB A R r 8 Roul ggerin

rise, for e addr esses and
226, TR0 A1 FOMAM PRF SHE P! SHORE SR80 P BOTSGAIGHS B Rypecssor
nmore stripes (not shomzoes@(())rre onding to the one or
41, cirspisrypdrmpn gencrtte EaRyNibtoetordge g%@rrrap@cpaalset%\l%%r may
of operation 224. If the RAID | evel inplenented in
comRieFh&4 ons ognwat portibiaet enneyptadniata Hifcdndg dependang upon the RAID
conprise parity data, and | ocations 90 and 92 nmay

leveld@iidrhéifted IR AHX 84 thése oRd @f aPseporaibnd Of chietlo@ia 108. One or
| ocations in devices 88A . . . 88N of one or nore

norSHEABE3A 5 USRSt S g o

encrypr{gci G5 Iﬂ)& htd rc])mBASrl 19018 4loceﬁlo%g 56‘ l antd%eggnedlng upon the RAID level
implemented in RAID 84, also may request that storage 82 write into one or more
locations 92 these one or more portions of check data 108. As illustrated by operation 228
in Figure 2, this may result in storage 82 storing in one or more locations 90 these one or
more respective portions of encrypted data 106, and depending upon the RAID level
implemented by RAID 84, also may result in storage 82 storing one or more locations 92
these one or more respective portions of check data 108. After operation 228 has been
executed, system 100 may await the generation and issuance of another request (e.g., for

storage 82 to perform one or more additional and/or other operations).
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(i.e., RAID 84 inplenents data mrroring), the check
data may conprise a copy of such encrypted data and
w0 b@s®3deacat i ons nmay conprise, for exanpl e, adPCBEESHES4/033068
and/ or block | ocations of such encrypted data and the
redundant copy of the encrypted data in respective
mrrored volunes (not shown) in RAID 84. In this
[0044]  Inthis ambedimensfdata repegstedriorbp dyribise imrdavast HPenaypheodesesppsed
may generate and transmt to circuitry one or nore
into orHjoraadi® dodtiousicoerespundingne one ommpre dtidjoatio basvrBntime the
one or nore portions of the encrypted data generated
stora@8 88, drisddth oPthe@RB bAoA pEEdnamney beleRadivel deapiddie
%%AID | evel inplenentegﬂﬁ% RAI D gﬁ, algo toE%wigg)into
' . Et ] f
AdvlE T A AN e SpchBFo R Rlind R8T 14 1 ABR I ggta rom
I n_response, at. |east..i art _to receipt. t hese one
5 storagy 85 BB FRGprBicoty § s BEb sishRer e Bl HioB as o
generate transmt to storage 82 one or nore packets
consgquenepaf sushy datngsad.s Ehis Ry dngprse dhe dale acqssy sncedhin gyptem 100
encrypted data 106 and, dependi ng upon the RAID | evel
comparpd tntha detd accesRapdddtHat miplktscwrié ther dataregquerted todweswriten in
check data 108. One or nore packets 104 may request
requédI 80 vidr @ toalgteerypiéd dser Whels sandnke aicrype®daiay dsizonolefwere to be
encrypted data 106 into one or nore |ocations 90, and

decoﬁﬁ%@é@iﬁ[@oﬂ@&%&&%ﬁ?% B bEWalted PRUGIBORE iR AR Ancrease
al’s t

0 may request t storage 82 wile into one or

more | pcations _92.these gne r rtions of check
10 the gt oBERHERS R 1T BaRfe Bl Bife B0 h B gure 2
this may result jn_storage 82 storing in one or nore
[0045] A@wsh BRGShow I iR dRGFigHES G siERY KOBay, eRPRSS 45MOtLpRST fiterface
encrypted data 106, and dependi ng upon the RAID | evel )
systanrporepagnicetvdly cmiesl ®achipses niay remeiginetwerkdindrthgangopermit
storing one or nore |locations 92 these one or nore
a renics hembn vser po issuOaammbndsite akd/damanit@8opehitionrof apeeratli0ON The
228 has been executed, system 100 nay await the

operSfies ahis @8maR sk SinAAEE syRientRAY B8 kubLAMREY slnfild to tHeQperation
storage 82 to performone or nore additional and/or

15 Ofsyg{eg]e{&oper ations).

[0046] System 100 may be capable of performing a hot restore and/or rebuild operation. For
example, in response to hot plug replacement of a failed storage device with a new storage
device in RAID 84, storage 82 may signal circuitry 81. In response to this signaling by
storage 82, circuitry 81 may signal processor 41. In this embodiment, depending upon the

20  RAID level implemented in RAID 84, this may result in processor 41, in accordance with
the above teachings of this embodiment, successively reading from RAID 84 each
respective user data and check data stripe comprised each respective logical RAID block
that comprised a respective user data or check data stripe in the failed storage device,
decrypting each such read stripe, using conventional RAID techniques to reconstruct the

25 unencrypted version of the respective user data or check data stripe in the failed storage
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18[0044] In this enbodi nent, data requested to be
witten in request 60 may be deconposed into one or

WORK08/0p8srt | ons corresponding to one or nore SstPCPES2000033068
be witten into the storage 82, and each of the one or
nore portions may be respectively encrypted.
Advant ageousl y, dependi ng upaon the anmpunt of data

devigg, %f}’&geé élseeraccpwract@% é@lpéfanéé]?%l eAwHne o pigutrg 81 request
this may permt only a single nass storage device

that stoiragdl & wiitelibe emvpyséttcasstmcted sEmguniodhe néw stocigealetivea
read. This may increase the data access speed in

Pro&ysiir @MalsdUnHodpasithtélo nidiely did deadse storép@atehbat43 and the
m ght occur if the data requested to be witten in

enclyBRHSRtadith WEIeR it Qtopé?ge%ﬁ% YRk 8isto %@ccﬁm‘t"ﬁﬁlr&no%%f eriled

éncrypted data, as e, vvere to be deconposed into

stor?#edeg gﬁ{i?h n‘%’{rl{é aé 3f ﬁsgr nstruc n%gﬁcrgfteatdg{aggﬁ/&?am? sﬂ?pes in

required to read and decrypt the data. [0045] Although
the pRYY S'FEGICYIRCt he Fi gures, system 100 may conprise a
renote user interface system communicatively coupl ed

Yothanfopense now heing madesiedtigurndt oibekand/ quaddﬁ@nalrmvratlons 300

permt a renote human user to issue commands to and/or
that menyi Heararrigolesw in oystent 18§ sdcordid®d. anTdmboaaeerttwitirbeafesdritied.
renote user interface systemnay be substantially

Afteg] fok bRdmi1e, & ﬂ@ﬁ‘et%ﬁ@f@émqw Jard®10, 918/ L Birdifitry [190 A8Mper detection
Systen1100 may be capabl e of perforn1ng a hot restore

mrcﬁﬂ?/ f@éﬂé&{t ‘év}fé%f ah hgé}napt’%g rfe}ng[ﬁa"ilst i rone éﬁ(?ré &9{/‘33438 Iﬂi/ or one

repl acenent o fai age device wt

or ni’o?%ve% Ao P P e ol P S S0 Bl dps

circuitry may signal processor 41 In this
exaranl@o%ﬁ nasiRf opgeasien dAg stgceny préiopal tRgsyess ercuitry 42 may be
i mplenmented in RAID 84, this may result in processor
capablg of detemtiog a(jﬁmieal\hrtdwhtoﬁ eoraientienal phisidah tpsnpef resistant boundary
enbodi nent, successively reading from RAID 84 each

40, B I M bytatiatradul afdiaplingdtaaitlivsial SeeRytb $&dnory 43
each respective |ogical RAID block that conprised a

for tﬁ@ ?Glz)d Eésst’og nglghglg%dgfeﬁﬁdﬁ}nﬁg Kottt oBInehiofy 14@ duBR as, for
example, one or more keys 48 and/or one or more credentials 46. Also as part of operation
302, in response at least in part to detection by circuitry 42 of the physical breaching of
boundary 40, circuitry 42 may log the occurrence of the physical breach to non-volatile
memory (not shown) comprised in circuitry 42. Additionally, as part of operation 302,
upon a subsequent reset of system 100, card 20, and/or circuitry 110, tamper detection
circuitry 42 may examine this non-volatile memory to determine whether such the
occurrence of a physical breaching of boundary 40 has been logged, and if circuitry 42
determines that such a breach has occurred, circuitry 42 may signal memory 43. This may

result in the erasing (e.g., the overwriting in memory 43 with one or more arbitrary values,

such as, for example, a plurality of zeroes) of one or more keys 48 and/or one or more
20



decrypting each such read stripe, using conventiona
RAI D techni ques to reconstruct the 25 unencrypted
wo e00siosss4Df the respective user data or check PB@EI/aS2004/033068
stripe in the failed storage 19devi ce, encrypting the
reconstructed stripe, and then requesting that
circuitry request that stqorage wite the encrypted .
credeptia)p 4prdsdllesiratad peperation 30fe Ad¥antagesuslyethirmay make it
Processor 41 also may appropriately nodify the
essentiallidimpossiblerfod therintmeden toydetBy il edméenémelr sporagel82, thereby
net adata stored in storage 82 to take into account the
elinirdatingahe pitrud&es ftdlityed redoastage imlellipibey tiedtohfetswiistorayg 82.
of its reconstructed encrypted data and/or parity

ConVE#sbIREF clrBuit)2NRYra iRk AR nd Q¥éERncYbF D bFBEIEbERGRINGMO has
being  nade t0 Figure 3, other and/or additional

' t .carfi i d 0
5 ocoR RSB HANR ARLIAL pIKGh SR ol Py e o
for exanple, a reset of syste 00, card 20, and/or
breagﬁ,(w Ut grapig, the Sopients AEMBRATYGH circuitry 42 may
detect whether an attenpt to tanper with one or nore
[0048]  Reys aigmali tortho frsegningrinstead o detgtriaing whetherseach request for the
occurred, as illustrated by operation 302 in Figure 3.
perfbonarex afippeati@sbypstotage B2 dpartiadrized, 32 cadlsiess of system 100, card
conventional techniques, circuitry 42 nay be capable

20, £id/stesiRaithynml 02 pRI¥SLER mhy daeimBk vaRee fiid Rk@buch request is
physi cal tanper resistant boundary 40, such as, for

10 authdXeP! B ipr&%ss%? 44 'a%trgﬂi.gglrés ?th §IER tr&i:cglgsttig a?tﬂhﬂgé&{) ﬁ?d.c‘f:‘?slor 41 may

access to nenory € purposes o orizedl'y

Ddi.f yi ng, cont ent s, of , renmr uch . f.or exanpl
per sbtstig SRS S S RaPOTo G by Torgee T2 aliEh b ateaE
Al so as part of ogeration,SQZ, in response at |least in
resefieiof systeratl 0P ank 2Byand{or sispyifry 129, withqui detgpmuripgawhether they
breachi ng of boundary 40, circuitry 42 may |l og the
are aytharizeénce of the physical breach to non-volatile
menory (not shown) conprised in circuitry 42.
[0049] Faidi bneogidtehyembsdip@nt may capgiseta @itud ®dardthsitodprises a circuit
subsequent reset of system 100, card 20, and/or

15  cardS16tQHE bick &i%@ardttﬁé'ﬂ?@éapgﬁl%%?%ﬁig ifdeFE@ irdtd YheAdrc®¥ard slot. The
I whet her

C
exam ne this non-volatile nmenory to determ ne
circ&iy&gd %{fl comprise circuitry capable of encrypting, based least in part upon at least

one key, one or more respective portions of input data to generate one or more respective
portions of output data to be stored in one or more locations in storage. The circuitry may
also be capable of generating, based at least in part upon the one or more respective

20 portions of the output data, check data to be stored in the storage, and/or selecting the one
or more locations so as to permit the one or more respective portions of the output data to
be distributed among two or more storage devices comprised in the storage.

[0050] The circuitry in this embodiment also be capable of decrypting, based least in part
upon at least one key, one or more respective portions of input data from storage to

25  generate one or more respective portions of output data. The circuitry may also be capable
21



occurrence of a physical breaching of boundary 40 has
been | ogged, and if circuitry 42 determ nes that such
W@ 2050386 has occurred, circuitry 42 may si gnaPCTYERINY033068
43. This may result in the erasing (e.g., the
overwriting in nmenory 43 with one or nore arbitrary
val ues, such as, for exa plurality of zeroes)
of genergHag sheckysiots Ry store i nﬁ? @ipragﬁ @ndfpr FRSFi@ving the one or more
20credentials 46, as illustrated by operation 304.
respretiemparticosisf the inpk datadfiprnmarlardlity ef stersge dbviges comprised in the
i npossible for the intruder to decrypt the contents of

storag@r Bgectdek dufaenahe @nkitdddabdDattibet inpaitiglfon the a8 b thire

to reconstruct intelligibly the contents of storage

]Bﬂ§%quB&ﬁgﬁ§g%ﬂ%1ﬂ t@hthcuitry 42 determnes that no
occurrence of a breach of boundary 40 has 5 been

I hj circuit
eos1] A ORR el R R s a?w“@@‘%%%amamwsa{ %wﬁs?%fmm
.the contents of neno [ternativ
being bl BriegoRyCt da e Y i e g #ﬁf‘fﬁgﬁn@@%@t S5uA the Sntruder
uest for the performance of operation by storage 82
phyrsgglé)umsiiﬁe& ead reafqves stergh dewgesttheifmay be eomnigd ie thecstorage.
20, and/or circuitry 110, processor nay determ ne ,
Adwiné&igheusly, hieis meytmalteche detquesdd inshastbiage of gids ethbodiment more
processor 41 determi nes that such request is

secrd it ik pBiblPbELRERL o the pRBYaer m t subsequent such
requests to be perforned by storage 82, until a

0o52] FHPREAYERE ﬁ@%&s‘i&{shou@ Sotea%gf&y ef Bt ,gmzaq MS%nns of

circuitry erm ni ey are

aut hori zed one_s ten1enb di nen
cesHsRiabA TRt of Rfition, BT oS LEMre Bung 6% CurE ferms gnd
slot and a _circuit card that is capable of belnq3
expieisiens efexcieding Aay eqiivalents elbthe featwres shoe andrdegeribeddpriportions
may -conprise circuitry capable of encrypting, based
therbeysandiinis pegagnized thaavatieasnodifieatioay areqresible witirie the scope of
respective portions of input data to generate one or
the olaings.r especti ve portions of output data to be stored
in one or nore |ocations in storage. The circuitry may

[D9053] @dﬁﬁ’loﬁ@l 1R6BERA R farf (%El'b[bg A&%?cﬁﬂg]?t the @fhs bfd iRRhded to

upon the one or nore respective
cover all such equivalents.

[0054] What is claimed is:
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20 portions of the output data, check data to be
stored in the storage, and/or selecting the one or
WORK08/0Bssant i ons so as to permt the one or norBCT/US2004/033068
respective portions of the output data to be
di stri buted anong two or nore storage devices
conprised in the storage. [0050] The circuitry in this
enbodi ment al so be capabl e of decrypting, based | east
in part upon at |east oneckeyPne or nore respective
portions of input data fromstorage to 25 generate one
or nore respective portions of output data. The
cirguit may al.so be capabl e 21of generating check
L. daté‘r?%ﬁ%d%mﬁ]?résr‘% in the storage and/or retrieving

t heerRAg D, PRES 1daGSAPEH upén PABAst BASKEY, ohE8r hﬁ%s;?&ﬁ%
froma plurality of storage devices conprised in the

porﬁ&%r G98put HAE, (6 %gﬁgratg%ﬁ‘l@ opﬁ%r@ﬁﬁg% @I)rggn? 8P 7 %ttr ata to be

east |1 part on the one or specti v I ons

of,.the input data. [08)51] Advantageously, these

storpd i PR f’retlﬂ?%logﬁ‘h’dsg&rﬁ% 2%y prevent an intruder
frombeing able to reconstruct data stored in the
st depet e @thi s enbodi ment, even if the intruder
physi cal |y accesses and renoves storage devices that
may be cgempratingcbased stHeass ingrasigeponAbly amd ageotestspective ortions
may nmeke the data stored in the storage of this

ensfdherempunduis; chedkudaga foltristdred oS sldkgyeagedr ding to
the prior art. | 2] The ternms and expressions which

have beep|@fRb a¥eshe b hith1RAGoNES6 s g(%}aéxtﬁﬁf@ﬁe She or more

description and not of limtation, ere I's no

of “Exer 0k e St B B HHER RO PR o OBE TR b oreee

described (or. partions thereof), and it is recognized
t hlCViFSF POMRIISFIAN thesiRtp®hs are possible within the
scope of the clains. [DD53] Additional nodifications
are al so possible. Accordingly, the clains are
intended to cover all such equivalents. [0054] What is
2. cl dilwadethsed of claim 1, wherein:

the storage comprises a redundant array of independent disks (RAID); and

the check data comprises one of parity data and a copy of the output data.

3. The method of claim 1, further comprising:
storing the at least one key in memory; and
in response, at least in part, to an attempt to tamper with the at least one key,

erasing the at least one key from the memory.

4. The method of claim 1, further comprising:

determining, based at least in part upon one or more credentials, whether to permit

execution of one or more operations involving the storage.
23



22CLAIMS . A nethod conprising: encrypting, based
| east in part upon at |east one key, one or nore

WO e@pmsdcive portions of input data to generat ePONESIN4/033068

nore respective portions of output data to be stored
in one or nore locations in storage; and at |east one
of : generating, based at |east in part upon the one or
nore respective portions of the output data, check
data to be stored in the storage; and selecting the

. one® orethask eommpitsing: ons so as to pernit the one or nore

respective portions of the output data to be
di sdecryiptingbasablegsttimparotuperatdesst omealgsy, d8s dC@Bre respective
conprised in the storage. 2. The nmethod of claiml1,

portiéiRroTiimput R fBIn? bAJE: BORFREIRESAlobAHNE GRBtbraRE (@ ¥eriate one or

i ndependent di sks (RAID); and the check data conprises

)
: e f th tput data. .
s mol R Rt P e F0Y Comprisimg. stori ng e
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at Izast one. key in nenory; and in response, at | east

i n PP P attenpt to tanper with the at |east one
key, erasing the at |east one key fromthe nenory. 4.
The net Hes@ewfing chgok datarto be sioredigrbe blorag: the @h@ﬂq%ttﬁ bring
based at |east in part upon one or nore credentials,
whegehemteaddapet atil¢astingruttipon thf orere more mespectdyearoationses the
i nvolving the storage. 235. A method conpri sing:
dednptdatigandased | east in part upon at |east one key,
one or nore respective

retrieving the one or more respective portions of the input data from a

plurality of storage devices comprised in the storage.

The method of claim 5, further comprising:

receiving a request to retrieve requested data from the storage, the requested data

comprising the output data; and

prior to the decrypting of the one or more respective portions of the input data,

determining, based at least in part upon one or more credentials, whether the request is

authorized.

The method of claim 6, further comprising:

generating, at least in part, the at least one key based at least in part upon at least

one of one or more tokens and one or more passwords.

The method of claim 5, wherein:

the storage also stores metadata; and
24



portions of input data fromone or nore respective
| ocations in storage to generate one or nore
WO e®p®sdetve portions of output data; and at | eBST/USIE4/033068
of : generating check data to be stored in the storage,
the check data being generated based at |east in part
upon the one or nore respective portions of the input
d atthe methed fartheropmpgisesrachipbing thametadata bpwedtaf least in part upon
portions of the input data froma plurality of storage
the aldeast ese kgynpri sed in the storage. 6. The nethod of
claimb5, further conprising: receiving a request to
retrieve requested data fromthe storage, the
requested data conprising the output data; and prior

9. tOTHéem&ﬁSéfiXPélhlﬁgs%hérBﬁ one or nore respective

portl ons the I nput data, determning, based at

rt u F(P}F. redential s, whether

3 t hgﬁ% ‘é’&%élgf Gompgg%%‘%?t?t% fn %tllﬁ% met hod of claim 6,
further conprising: gener ati ng, at least in part, the
at | east one key based at |east in part upon at |east

one of one or nore tokens and one or nore passwords.

10. 8. Amheppasathoebnafrisyigai m 5, wherein: the storage al so
stores netadata; and 24t he nmethod further conprises
enaingpitiyng ehtigptybasedadaat iaserchpah at Basitonkkepadtie odpoote
the at least one key. 9. The method of claim S8, _

respeb@FeSpdRtiond YT iAfk AVR 1A cERIRE LA 1 RRfd lebpctlvé PorPIbARST Qftput data

10 to be stored in one or more locations in storage;
the circuitry also being capable of at least one of:
generating, based at least in part upon the one or more respective portions
of the output data, check data to be stored in the storage; and
selecting the one or more locations so as to permit the one or more

15 respective portions of the output data to be distributed among two or more storage

devices comprised in the storage.

11.  The apparatus of claim 10, wherein:
the storage comprises a redundant array of independent disks (RAID); and

20 the check data comprises one of parity data and a copy of the output data.

12.  The apparatus of claim 10, wherein:
the circuitry is also capable of storing the at least one key in memory; and
in response, at least in part, to an attempt to tamper with the at least one key,

25  erasing the at least one key from the memory.
25
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10. An apparatus conprising: circuitry to encrypt,
based | east in part upon at |east one key, one or nore

WO e®p®sdetve portions of input data to generat ePONESING/033068
nore respective portions of output data to be stored
in one or nore locations in storage; the circuitry
al so bei ng capable of at |east one of: generating,
based at |east in part upon the one or nore respective
portions of the output data, check data to be stored

13. i n Theepparotua @é claimdOsehereini ng t he one or nore
| ocations so as to permt the one or nore respective
porthé cincuiipy istdie caphiiebf dettnihinghbasdd gt fehdbiith pakt ap®mene or more
two or nore storage devices conprised in the storage.

credentifS, VRN A6 PErnf exeb@tidh of IR BldRe oﬁé}@ti&{SQﬁ@(ﬂﬁing the storage.

conprises a redundant array of independent disks
(RAID); and the check data conprises one of parity
data and a copy of the output data. 12. The apparatus
of claim 10, wherein: the circuitry is also capable of
14. ot dM MRPAFHES MBI one key in nmenory; and in
response, at least in part, to an attenpt to tanper
wi toircuiie tadesrapis bassAdedsin pagrupon g leasieoong key.canstor grge
key fromthe nmenory. 2513. The apparatus of claim 10,
respebi@regpantionshef input datiatfrom sterale 30 gempabbeae of mdst respactivéigortions
based at |east in part upon one or nore credentials,
of o¥pRt Bh; t 0 permt execution of one or nore operations
I nvol ving the storage. 14. An apparatus conpri sing:

ci rtﬁé%i%ﬂtri[?eiﬂg ‘8{#%1@ of32RHG died§t 1 n part upon at

| east “one key,~orte or nore respective portions of

Ir 22 gte C? ?gt;ﬁer% I?gn%:l“gehg rd%t%%o E)g st%?e%%%eestgrgge,%le Eﬁ?ercﬁ data being
generated based at least in part upon the one or more respective portions of the
input data; and

retrieving the one or more respective portions of the input data from a

plurality of storage devices comprised in the storage.

15.  The apparatus of claim 14, wherein the circuitry is also capable of:
receiving a request to retrieve requested data from the storage, the
requested data comprising the output data; and
prior to the decrypting of the one or more respective portions of the input
data, determining, based at least in part upon one or more credentials, whether the request

is authorized.

16.  The apparatus of claim 15, wherein:

26



of output data; the circuitry being capable of at
| east one of: generating check data to be stored in

wo b@sssssrage, the check data bei ng generated bBSEUSEN4/033068
| east in part upon the one or nore respective portions
of the input data; and retrieving the one or nore
respective portions of the input data froma plurality
of 8¢ BHAHEY Halsoeapalls of epreasiingnatlfrst & brh dae atﬁsast pgekey based
apparatus of claim 14, wherein the circuitry is also

at lepstpalpas upbn ar leastioné pfjore graperedokens an@ oRg @ BOTeRELEQrdsl
data fromthe storage, the requested data conprising
the out put data; and prior to the decrypting of the
one or nore respective portions of the input data,

17.detﬁfé%oﬁaﬁ&so@eﬁﬁﬁ 18t wh&Rgt in part upon one or nore

credentials, whether the request is authorized. 16.

Th rat f_ clai 5 _.wherein: 26the circuitry is
> a|§%9%§%§ Pg%ég“aEﬁg?at%ﬁ%F at least in part, the at

| east one key based at |east.in, part n at |l.east one
of TRt cpans oS parrapnehE fistada BB tbrid BT it upon

The apparatus of claim 14, wherein: the storage al so
the gt loast onerseyadat a; and the circuitry is al so capabl e of
encrypting the nmetadata based at least in part upon
the at | east one key. 18. The apparatus of claim 17,

wherein: the netadata conprises partition information.

18.193Hﬁﬂ¢?&hhﬁkﬁcﬁ@ﬂﬂﬁiﬁﬁaﬁh@ storage nedi um havi ng
stored therein instructions that

10 the metadata comprises partition information.

19.  Anarticle comprising a storage medium having stored therein instructions that
when executed by a machine result in the following:
encrypting, based least in part upon at least one key, one or more respective
15  portions of input data to generate one or more respective portions of output data to be
stored in one or more locations in storage; and
at least one of:
generating, based at least in part upon the one or more respective portions
of the output data, check data to be stored in the storage; and
20 selecting the one or more locations so as to permit the one or more
respective portions of the output data to be distributed among two or more storage

devices comprised in the storage.

20. The article of claim 19, wherein:

25 the storage comprises a redundant array of independent disks (RAID); and
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when executed by a machine result in the follow ng:

encrypting, based least in part upon at | east one key,
W@R@50886Dr e respective portions of input dataPtDUS2004/033068

generate one or nore respective portions of output

data to be stored in one or nore |locations in storage;

and, at_ | t one of: generating, based at_ ]east in
partEs GRSk PiecmEIs: OB AR o 2 thpgr gk
out put data, check data to be stored in the storage;
and selecting the one or nore |ocations so as to
permt the one or nore respective portions of the

21. out Thetartlelt af thirh @ 9 dwhdéreinkihi¢ adtractiong wihen erecutal iy the machine
storage devices conprised in the storage. 20. The

alsfekul€ine of claim 19, wherein: the storage conprises a
redundant array of independent disks (RAID); and 27the

ch -]%Sﬁ] ri jty data and a copy of
thgﬁ(_ggbt u?aﬁ%@.ohggéy %ez%p?%‘i% of claim19, wherein
T T R G R
in response, at least in part, to an attenpt to tanper

eragipg theghleagfonp kgy fropide jesmorgy asi ng the at | east one
key fromthe nmenory. 22. The article of claim 19,

wherein the instructions when executed by the machine
also result in: determning, based at |east in part

22. UpOTheQitticlo bf oatng 19/ ke binithd RstridiRink @heh @x@Rkdd By the machine
execution of one or nore operations involving the

alsolegfiage. 23. An article conprising a storage nmedi um
having stored therein instructions that

determining, based at least in part upon one or more credentials, whether to permit

execution of one or more operations involving the storage.

23.  An article comprising a storage medium having stored therein instructions that
when executed by a machine result in the following:
decrypting, based least in part upon at least one key, one or more respective
portions of input data from storage to generate one or more respective portions of output
data; and
at least one of:
generating check data to be stored in the storage, the check data being
generated based at least in part upon the one or more ;espective portions of the
input data; and
retrieving the one or more respective portions of the input data from a

plurality of storage devices comprised in the storage.
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when executed by a machine result in the follow ng:

decrypting, based least in part upon at |east one key,
WOr@s0886Dr e respective portions of input dataP€T/OR2004/033068

storage to generate one or nore respective portions of

out put data; and at | east one of: generating check

data to be stored in the storage, the check data bein

24. yenBieartielc 9h slaam a8, vhersin thwrﬁmhqalwﬂw{l [rEeptied py thgppachine
respective portions of the input data; and retrieving

alsatigeulbme or nore respective portions of the i nput data
froma plurality of storage devices conprised in the

st aeedeing 2324uesiliogetaicté fdgBetdd ddtafromABe stobepths rédiRsted data
i nstructions when executed by the machine al so result

mpisifgQREbMbIGIAa;a4uUeSt to retrieve requested data
o0 prgomgtqhe ]ﬁ)or age, ? the requested data conprising the

outﬂ:}}&. tcgﬁltegltecr\a}rgg g t (= r(])ng 3 H’J[%Fl }%@ép {/é Q&"[%BS I)P ffe %ﬂ)qlt ggta,

nore respe S
determ.,ni n based at least in art u e._or _nore
et PRy RS CCA IOREIPHRGF Y08 O QLEGFS Fredeili o tbgr the gequest s

The article of claim 24, wherein the instructions when
authoxigedit ed by the nmachine also result in: generating, at

| east in part, the at |east one key based at |least in

part upon at | east one of one or nore tokens and one

or nore passwords. 26. The article of claim 23,
25. Wherigi Aiclk BE cla iR RAGRh@tHAhS Indfr8&ioE xadA eRecuddby the machine
also result in:

generating, at least in part, the at least one key based at least in part upon at least

one of one or more tokens and one or more passwords.

26.  The article of claim 23, wherein:
the storage also stores metadata; and
the instructions when executed by the machine also result in encrypting the

metadata based at least in part upon the at least one key.

27.  The article of claim 26, wherein:

the metadata comprises partition information.

28. A system comprising:
a circuit board comprising a circuit card slot and a circuit card that is capable of
being inserted into the circuit card slot, the circuit card comprising circuitry, the circuitry

being capable of encrypting, based least in part upon at least one key, one or more
29
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the instructions when executed by the machi ne al so
result in encrypting the netadata based at |east in
w@a0os/08880n t he at | east one key. 27. The arti cP@r/082004/033068
clai m 26, wherein: the netadata conprises partition
information. 28. A systemconprising: a circuit board
conprising a circuit card slot and a circuit card that
respegtive, BOrHORSs of ingl drip torREBFIRIS P FF H101f EeSPRGLVGPOTtoRs @ output data
slot, the circuit card conprising circuitry, the
to beistazed trgnepminmgye denptitisanesforagecr ypt i ng, based | east in
part upon at | east one key, one or nore 29respective
por t i onsthefirchipytalsddiengt @pgstoef atleaspore 6f nore
respective portions of output data to be stored in one

or nore éé?l"é%ﬂn?!‘@aséd‘at%é%f BOSirt 4R (R bR&ISL ki¥redbs§RcRE! ftions

capabl e of at [east one of: generating, based at | east

in r ' i ons of
 neant shipafd SRRl o TR SR RERE MBI | Pe°-

st or age; ?nd S Iectinﬁﬁih? o&e or nore |QC@%i0nS SO as
to per ni 1¢'SHBE HHPIGOT SR [CBUNSAP145 &0 BT BR O1E PT Qe
output data to be distributed anpbng two or nore

st oiesRpstivepetions ebhp prputiddtn ta bredigribpieg @mopg twylge more storage
system of claim 28, wherein: the circuitry conprises
an devpes comppsdd if thetoppgacessor, and non-vol atil e
menory that is capable of storing the at |east one
key; and the circuitry is capable of detecting an
attenpt to tanper with the at | east one key, and in

29.T eZﬂg‘ﬁ}?ten%félﬁi’}?%Séivﬂafepe?ﬁzt , to the attenpt, erasing

th east one y fromthe nmenory. 30. The system

of tﬁle gljrcrzrl]ligrg ’corvr\{lﬂrelgeesialﬁ:input/output (I/O) processor, and non-volatile memory
that is capable of storing the at least one key; and
the circuitry is capable of detecting an attempt to tamper with the at least one key,
and in response, at least in part, to the attempt, erésing the at least one key from the

memory.

30.  The system of claim 29, wherein:

the circuit board also comprises a host processor coupled to the circuit card slot via
a bus, and one or more token memories to store one or more tokens; and

additional circuitry to read one or more additional tokens stored in a removable

token memory after the removable token memory is inserted into a token reader.

31. A system comprising:
a circuit board comprising a circuit card slot and a circuit card capable of being

inserted into the circuit card slot, the circuit card comprising circuitry to decrypt, based
30



the circuit board also conprises a host processor
coupled to the circuit card slot via a bus, and one or

WOR00s/08ssBkEN Menori es to store one or nore tokePST/USINA4/033068
additional circuitry to read one or nore additiona
tokens stored in a renovabl e token nenory after the
removabl e t oken nory is inserted.into. a token

least weRpst upoypat 1@&8@@;@5@% B AP FFPeciveinogiigns ob gug data from
conprising a circuit card slot and a circuit card

storaggilatgienerate dyeiom areizespecsiare partions h€oetpnicdata; card sl ot
the circuit card conprising circuitry to decrypt,
bagkelcid@likpslso beinp@apablipefnt dast @asif: one key, one or
nore respective portions of input data fromstorage to

gener at 6;00BG+AF HRk ata®S BE GloraPinRRE §tb23e, 1BE cR4EkRIta being
data; the circuitry also being capable of at |east one

of : ral S '

S OneBRREhR 40500 AR Dob DR B Pl R RANR e
upan the one,or nore respective portions of the input
datBPUtAat: A4 r i eving the one or nore respective
portions of the input data froma plurality of storage
devi ces IeBiepiigsbeiongorReregespesiie pogtonsTdhe inpiiedata from a
claim, further conprising: an input/output (1/0
c omtlwralityeof stovegH dedtides campeshdrid dret stalagay of i ndependent
di sks (RAID); and a bus via which the controller is
coupled to the circuitry. 33. The system of clai m 32,
wherein: the circuit board al so conprises a host

10 32. PT ORRSSAEnCHURLAS 1 Arflif csihfisiAfid the controller. 31

an input/output (I/O) controller coupled to a redundant array of independent disks
(RAID); and

a bus via which the controller is coupled to the circuitry.
15 33.  The system of claim 32, wherein:

the circuit board also comprises a host processor coupled to the slot and the

controller.
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