'REPLACEMENT SHEET ELECTRONI C TRANSACTI ON PROCESSI NG SYBI &b
BACKCROUND OF THE | NVENTI ON The present invention relat

to an el ectronic , transaction processing executed via a connunicat?gﬁlg
net wor K. Particuﬁarly, the present invention relates to 5 prgyggfj@gqu
which an itemto be purchased is sel ected and ordered. ' o

When an itemis tio be purchased in the conventi onal electrggﬁﬁ
transacti on processi ng system via a conmuni cati on network SUCH as the
Internet, the 10 user inputs to a world wi de web (WWY browser an
identifier of a uniformresource |ocator (URL) of a hone ~ page in
which the itemis available and then selects the itemarranged in the
hone page or anot her page |inked therewith by an arc. Thereafter, .
control is passed to a 15 'page linked with the page in which the item
has been selected to thereby display the selected itemto be ’
purchased. After having confirmed the itemin the page, t he user
depresses a button or the like in the page by a nouse cursor to order

the item 20 ELECTRONTE YRR i.11__now be given of an exanple of
t he conventi onal technoﬁgby |#@ﬁﬂé§$ﬁfaﬂmﬂBQQF SISTEM in a hone
page of a bookstore. Step 1. Menbership registration



The user registers as a nenber to purchase 25 books in the electronic

shoppi ng system For the -2-
menbership registration, the user opens a page of operation gui de by

t he WAWV browser to down-load a menber shi p regi stiation fornmfromthe
page of the gui dance and then priﬁt% The registra&ko&lf rmon a 5
sheet of paper. On the form the user wites a nane, an e ed g

t el ephone nunber, a delivery destination nane, a gﬂ”ﬂﬂm ation
address, a type of credit card for settlenent, an er.
The user then sends the formto the bookstore via a facsimle 10
apparatus or by post. Step 2. Delivery of nmenber nunber and
password by post Receiving the delivered form the

bookst ore BACKEHHUND SR e e daRfpN® /sy t he user in accordance with the
credit nunber witten on the form Conpletely having 15 recogni zed t he

user, the bookstore sengfe prifint inverttiedt ifd Bitdd Mo A SLessyRid to
t he user by post. Step 3: Opening of a page to input the user ID

and the tymassaatricont Eymuedmivsy otdcuted via a communildeetitser initiates
the WAWV browser in a 20 communi cati on apparatus such as a personal
conput er netgmiect Rantiahlantky erthe prebanteninvgnition heelates to
5 processing in which an item to be purchased is selected
and ordered.

When an item is to be purchased in the
conventional electronic transaction processing system
via a communication network such as the Internet, the

10 user inputs to.a world wide web (WWW) browser an
identifier of a uniform resource locator (URL) of a home
page in which the item is available and then selects the
item arranged in the home page or another page linked
therewith by an arc. Thereafter, control is passed to a

15 page linked with the page in which the item has been
selected to thereby display the selected item to be
purchased. After having confirmed the item in the page,
the user depresses a button or the like in the page by a
mouse cursor to order the item.

20 Description will now be given of an example of
the conventional technology in which a book is purchased
in a home page of a bookstore.

Step 1: Membership registration

The user registers as a member to purchase

25 books in the electronic shopping system. For the

THIS SHEET HAS BEEN
REPLACED




hone- pagé URL (http://WNWV xxxx.co.jp/) of the bookstore. Thr ough

several pages connected by an arc fromthe hone page, the user opens
a page to input the user ID and the 25 password to purchase a book.

- 3- Step 4: Inputting of the user 1D and the password

The user inputs the user ID and the pa§5\30r'd in the page. The WAW

server checks the u ef | D an t tﬁ) ssword and t hen sendE to the user
a page to sel THELR, TeFHGikt tation, % 15 ORNT c?‘n?@g?o? t he objective

book by a keyword ecifies a

keyword such °£eraafflr?rf eguldér}‘? £ ketw bro‘%?‘r%r %o %&gﬁgﬁl S?I of the book

h?s:)r:ylejgogs a resfﬂe%;f%%l on re’?‘ﬁr}%@f %ﬂg %Qe <§flﬂizeyalr)rSOOKS 'S

Step 6: Sel el iMhritie tﬂﬁibﬂ%t&ﬂ&ﬁuﬁﬁé‘afé‘éhstratlon form oftadetection
of the book in the displayed book 15 list; the user selects the book by

the nouse antsREEH of papé¥F ANSHRT Eh& OFbFR) ﬁl@e&ﬂs@fdﬁflﬁé)@farﬂ&hépnaﬁage
The confirmation page is displayed as follows. Nanely, on t he
page in whi chaddwed®pka i tse beplomie chutber p a sdehieery destination

name, a delivery destination address, a type of credit

card for settlement, and a credit number. The user then

sends the form to the bookstore via a facsimile

10 apparatus or by post.

Step 2: Delivery of member number and password by post
Receiving the delivered form, the bookstore
confirms and identifies the user in accordance with the
credit number written on the form. Completely having
15 recognized the user, the bookstore sends a user

identifier (ID) and a password to the user by post.

Step 3: Opening of a page to input the user ID and the
password to purchase books
The user initiates the WWW browser in a

20 communication apparatus such as a personal computer
connected to the Internet and then inputs theretoc a
home-page URL (http://WWW.xxxx.co.jp/) of the bookstore.
Through several pages connected by an arc from the home
page, the user opens a page to input the user ID and the

25 password to purchase a book.



to the order confirmation page. In the book selection 20 page, when the

user clicks the nouse cursor for the arc to the order confirmation
page, the URL of the order confirmati on page and the nunber_ assigned
to the sel ected book are transmtted fromthe user system

Step 7: Confirmation and ordering of the3book in order 25 confirmation

page The user

confirms theSteR &:of Imutidag afhdhe us%r;g)e,an@f t\}’(ﬁ RAESWHFDe pur chased
and the amount of ment. Jf the nflrne re acceptable, the
user depresses an ordepﬁﬁ%ﬁﬁﬁ¥ PRYRS Qg th Jﬁﬁﬁﬁé of the
book. Wen tt;le rder. butt serv%%prc%se utLénéL mf%ﬂg step 6

for the ordefih He PadSse ¢ e book “1I'$ transnl erver. On the

other hand, if, Jthe Wsen %&%n”%ten%s'{oe orderfﬂ g\cétlo secf igyd ng the

di spl ayed itens, the user depresses an but t on. In
responsest o QQQﬂ@SS|on of the cancel button, the book selected in
step 6 is not ordered. Nanely, there is transmtted a URL code which
does not place any order of articles or itens. Step 8: Confirmation
of ordering by electronic mail 15 After the book is ordered,
an el ectroni Steg 153 Seanaldingptiiory tder eyl i vl Hdok dyer adywdwd book i s
sent

or the like

The user specifies a keyword such as a title,
an author’s name, or a publisher of the book in the book
10 selection page. In response thereto, a list of books is
displayed as a result of information retrieval by the

keyword.

Step 6: Selection of the book to be purchased
At detection of the book in the displayed book
15 list, the user selects the book by the mouse and then
transfers control to an order confirmation page. The
confirmation page is displayed as follows. Namely, on
the page in which the book is selected, there is an arc
to the order confirmation page. In the book selection
20 page, when the user clicks the mouse cursor for the arc
to the order confirmation page, the URL of the order
confirmation page and the number assigned to the

selected book are transmitted from the user system.

Step 7: Confirmation and ordering of the book in order

25 confirmation page



fromthe bookstore. The mail inforns the user of the title of book
and the anount clainmed for the book. Step 9: Confirmation of
ordering in order status 20 confirmation page. To confirm
the status of order, the user opens an order status confirmation page
and i nputs an order date to di sptag the ordered book and the status
of order t her eof .

Step 10: Delivery of b§de user confirms thg tgitiqefhdde |t$°%mﬂ-1& ely
ordered, the I nent book |s del i ered i n or_two weeks to the
addr ess befor“éWﬁ’r?&prfttJ'V e ‘purchased @"“gb&ﬁe ‘H?t‘? |l e such as
a book can be h th browse [nart.

I'n accor danc® MY hedlg)ﬁi/enﬁoél Cth{}( fn}NS gcédgebstart]:)elo e & Sove, the
user can purqgéﬁg g?gg% b ﬁEﬁ £ oing to the
bookst ore. However thagp;?reﬁ%err arl%lﬂ@oﬁ Iﬁ{ W téFQII {PW% o?l oW ng
problemss  purdhbsildg it AiHd iBabK. tmﬁ&ev&r& ﬁuw%ﬁmﬂ zggl user

fron1order|ng articles. In the conventional technol ogy,
when t he userdepifessdd) aink tURL paslotial ailre stupve fory theratdsrDeq conduct

of the book is transmitted to the WWW server. On the
other hand, if the user does not desire the book after
confirming the displayed items, the user depresses an
10 order cancel button. In response to depression of the
cancel button, the book selected in step 6 is not
ordered. Namely, there is transmitted a URL code which

does not place any order of articles or items.

Step 8: Confirmation of ordering by electronic mail

15 After the book is ordered, an electronic mail
indicating acceptance of the order of the book is sent
from the bookstore. The mail informs the user of the

title of book and the amount claimed for the book.

Step 9: Confirmation of ordering in order status
20 confirmation page.
To confirm the status of order, the user opens
an order status confirmation page and inputs an order
date to display the ordered book and the status of order

thereof.



steps 4 to 7 through arcs between the pages to open the or der
confirmati on page. That is, any unauthorized person who knows the
user I D and the password can di splay the order confirmation page and
hence can buy 20 books therefrom Mor eover, skipping the
page to input the user | D and the Password, the operator can send the
user ID and the page URL to select books to the shopping server

at the same t$HRP hhr diotVery f PARIEF who does not 25 know t he

password can purchase icles o i f,the us
As above, in accordancgiéﬁ %k)[hé@%ﬂ*%ﬂc%ﬁgfgtely °¥%e¥%3 ?cult to

prevent an u r - 6-
ordering art {%Ji unautlhgorcli)%ldv%%ee(% slr}ra?/nepoosgl%‘f?/ weeks c]i!n | dren
and theI|I«aaégygégrgagéggﬂgn&ifgﬁ@gtéked whi ch such a child orders
articles even when he or i's not authorized to operate the
apparatuss by the 5 ﬁéltil%‘&éedaﬂsﬁtlcle such (&3 Adtbbskdedhipalt to
detect the order of articles pl aced by an unaut hori zed user.

I n the convendidewed tECrOWOothe Wiew bhewseerin the pispragstthe page of
order status confirmation counter 10 in step 9 and inputs a date in the
proximty of the Inm cdeccokdance whiltchthdecamventtonat bedenetlpgyhe
book

described above, the user can purchase a book at home
via the Internet without going to the bookstore.
10 However, the prior art is attended with the following
problems.
(1) It is difficult to prevent an unauthorized user
from ordering articles.
In the conventional technology, when the user
15 ID and the password are known, any operator can conduct
steps 4 to 7 through arcs between the pages to open the
order confirmation page. That is, any unauthorized
person who knows the user ID and the password can
display the order confirmation page and hence can buy
20 books therefrom.
Moreover, skipping the page to input the user
ID and the password, the operator can send the user ID
and the page URL to select books to the shopping server
at the same time. Therefore, even a user who does not
25 know the password can purchase articles only if the user
ID is known.
As above, in accordance with to the prior art,

it is difficult to prevent an unauthorized user from



ordered and the status thereof can be confirmed. However, it is
required that the communi cati on apparat us such as a personal conputer
is connected to the network 15 and the user ID and the password are

i nputted thereto so that the order status confirmation page is

di splayed to i nput the order date therein. This means that the
procedure of copfiymng the order_includes a |ar nunber of . st eps.

e
It is theref @FPRFII ATELGIERet eI BRAULRORLZPY ISTFS JpRY PRES1DLY

acconpl i shed ;b n. hor i z . u RY. JTHE
NVENTI OV BE &y 1dA anq ‘?‘get%‘elf%f o?@g%ﬁe o’B‘]”éc?"%'#J t ec%%séﬁt

| nvention tpvﬁivﬁé/ﬁ A, &P §'&fafi&’%f%é9£“§£€i@ieéré@éﬁ%he& e bt%he
processing in I ch an unaut’horized user I's prevented from ordering
articles in tiie $OMREEAGEized to operate the apparatus, by the = /-
transaction processing via a conmuni catl on networKk.

Mor eover ,5 angd ot tusérf he present I nvention is to provide an
el ectroni c comerci al transaction processing in which the ordering of
articles 5 by an unaut hori zed user can be easily detected in the
commercial transaction processing via a conmuni cation net wor k.

| n accordance(2j t hIt his pdeEtitul bventdebect the oxrdernafi antbéles article

or itemselected is trans-
placed by an unauthorized user.

In the conventional technology, when the user

displays the page of order status confirmation counter

10 in step 9 and inputs a date in the proximity of the
order date at which the article was ordered, the book
ordered and the status thereof can be confirmed.
However, it is required that the communication apparatus
such as a personal computer is connected to the network

15 . and the user ID and the password are inputted thereto so
that the order status confirmation page is displayed to
input the order date therein. This means that the
procedure of confirming the order includes a large
number of steps. It is therefore difficult to detect

20 the order of articles accomplished by an unauthorized

user.

SUMMARY OF THE INVENTION
It is therefore an object of the present
invention to provide an electronic commercial transac-
25 tion processing in which an unauthorized user is

prevented from ordering articles in the commercial



10 mtted froma client apparatus to a server apparatus. When an

order confirmation page is indicated, the client appar at us reads

i nformati on of the page and sends the information to the server
apparatus. The page recei ved fron1the server apparatus is displayed
on a display on the client side. = ncidentally, the order
confirmation age i s onI Jequired be a paf whlch nake It possible
to confirm t FHenaR RRFOGSS Wé’[%%rﬁ%ﬁh‘t Lion networky jered an

[ Th h I d f th
;tnteg]r net ét F;th htererIrogg%{ 13 r%’(r)ﬁtrdr :?rén}ot glert %Pje i ?%mquagﬁ&ee&ﬁfl ﬁrrgt I on page
s antormat! AheHAlG 1P ta proVi S |kl Sl lidle page. For

exanpl e, the or ma e an ‘address a position
wher e infor Wfdﬂ’bé@éﬁ:ﬁ‘?%ﬁ&éﬂﬁ G G iP the ordering of aith @y her
aspect of the present I nvention there 1s configured an I nformation
processi By apRAraAt Umauthori#dd Qfgez.alQih?H HdiVadOly Wetedtd iF tHde

i nformation processi ng apparatus processing an el ectronic transac-
tion via a nejomdrolidln tarmidwrtior @redesBiny 6Lk | gbmmunication

- 8- apparatus receiving an order of articles conprises neans for
readi ng, whemewaapger at or i ndi cates sai d anot her I nformati on
processi ng apparatus to output information for confirmation of an

order of articles, infdh@geardace ddssths presappUEnNVeRtLom{ or nat i on

for confirmatjon of ) . . )
information of an article or item selected is trans-

10 mitted from a client apparatus to a server apparatus.
When an order confirmation page is indicatéd, the client
apparatus reads information of the page and sends the
information to the server apparatus. The page received
from the server apparatus is displayed on a display on

15 the client side. Incidentally, the order confirmation
page is only required be a page which makes it possible
to confirm that an operator of the client apparatus has
ordered an item. That is, the page is not limited to a
home page of the Internet. Furthermore, the information

20 of the order confirmation page is information related to
a position of existence of the page. For example, the
information may be an address indicating a position
where information related to the page exists.

In another aspect of the present invention,

25 there is configured an information processing apparatus
(client apparatus) follows. That is, the information
processing apparatus processing an electronic transac-

tion via a network with another information processing



an order of articles"” froman external storage nedi um and neans for
outputting the "information for confirnm- tion of an order of
articles" in accordance with the information read fromthe nedium In
ot her words, the 10 client apparatus capabl e of conducting an order

oper a- tion transmits therefrom information of an article

sel ected by an operator thereof. \Wen an order . confirpation page i s

i ndi cated t o 3 tHe F99HEtng an ordey, of, articles (GMpYises m at us
reads infor i.on_ of

. h d fi ' .. 1 1The cl i
appar at us naytS® TSR S b RIS (AR AL i PR B par at us

related to t | qgn} ' ' T | i : us
recei ves f ro%%ﬁ%’@’eﬁ ppée/ler%flﬁgd ;H?Té %%EuQetc? 6%‘%‘[’ rAa ?%Eé)%{ag%
correspondi NGed:0 ddifr {-SiBd (8 ardbradPfOf Bt S es Then £biRaE 1 GRPar at us
di spl ays thereon the recei ved page. In this connection, the server

apparatugs  neceddBLty ito tdetpuneie SsifofiRstict fOn &dntfiemation ngti on
regardi ng the order confirmation page may be different fromthe
server appar ansomderiof ramsitlss t hbram e ex@ternabnd tonade anegiuge, t 0 t he
client apparatus. Addition- ally, the client apparatus which
transmts theand meansffomnmutputeing dikg tinfornktieonféor neenbirpage nay
be different fromthe client apparatus which receives the

-9- or dériqmb it ramierdep R Frvirlier” skt ReCeFfRRE® jéith the

I n anot her aspect of the present invention
f% ormation read from the medium. In other words, the

10 client apparatus capable of cbnducting an order opera-
tion transmits therefrom information of an article
selected by an operator thereof. When an order
confirmation page is indicated to order an article by
the operator, the client apparatus reads information of

15 the order confirmation page. The client apparatus may
send the information thus read to a server apparatus
related to the article supply destination. The client
apparatus receives from the server apparatus an order
confirmation page corresponding to the transmitted

20 information. The client apparatus displays thereon the
received page. In this connection, the server apparatus
which is the transmission destination of the information
regarding the order confirmation page may be different
from the server apparatus which transmits the order

25 confirmation page to the client apparatus. Addition-
ally, the client apparatus which transmits the
information regarding the order confirmation page may be

different from the client apparatus which receives the



there is provided a programto execute processing of the client
apparatus. The program may be delivered via a 5 network to be executed

by a conputer. Alternatively, the program nay be stored on a
recording nmediumto be executed by a conputer. In
further another aspect of the present = 9 = invention, there is configured
a server apparatus as _,10 fol | ows. The erver ar at us sends to a

ol i ent SxA5E: SORE LIMAG G BAGH ETOR (N0 AT S0 SRRAF AicRS

i nformati on sent fron1&he cI|§ re ard t he

tuy I t
server apparatus which o8&k gpeé% © |ﬁ@gnﬁﬁ %ﬁ??r%ﬂn% i ent
t Hisff t it
the order | neEe e Hrdilidelt o ﬁ@? N e e ﬁﬁpééﬁfat%?“m )
whi ch sends 1§ Jntf @ I@Ha%émy'ﬂ?fé YHridl f{a‘?&f‘tmaf Y &8 tdlfllvered GHiLH

apparatus which is t transm ssion-desti nation of the order
confirmaki ONnRAgMTrk 2d be executed Iby ¥ iddmpiit@iher mMspaaiatifvdlie, present

i nvention, there is provided a program whi ch executes processi ng of
t he server amhe greggrafhengyr &gy atored lom a recadeliing mest ina t80 et work to
be executed by a conputer. Furthernore, the program may be stored on
a storage 2%xemdiedmiyo doeanperteafter executed by a conputer.

I n anot her aspect of the present invention, there is configured an

external storage medi urhforfugiihEr anothqnﬂaﬁnﬁﬁﬁ(ﬂfrﬁhﬁnﬂﬁ&ﬁf&#norder

confirmation page is
invention, there is configured a server apparatus as

10 follows. The server apparatus sends to a client
apparatus an order confirmation page related to
information sent from the client apparatus. 1In this
regard, the server apparatus which receives ihe
information from the client apparatuslmay be different

15 from the server apparatus which transmits the order
confirmation page. 1In addition, the client apparatus
which sends the information may be different from the
client apparatus which is the transmission destination
of the order confirmation page.

20 In still another aspect of the present
invention, there is provided a program which executes
processing of the server apparatus. The program may be
delivered via a network to be executed by a computer.
Furthermore, the program may be stored on a storage

25 medium to be thereafter executed by a computer.

In another aspect of the present invention,
there is configured an external storage medium on which

information regarding an order confirmation page is



- 10 - stored. When an order confirmation page is indicated by

a client apparatus, information regardi ng an order confirmati on page
is read fromthis storage nmedi um I ncidentally, the external storage
mediumis a storage 5 medi um which is physically separated in
configuration fromthe client appadktit-us. Consequently, the medi um may
be a floppy disk (FD), a nmagneto-optical, (M), disk, a, ., _conpact disk
read- only nesOFeEeD- ﬁ?@W“ ag"r qqﬁ’@‘loi%’é’flmatm ARt HNHG2HIEPY n and

removed fromthe . .client 10 apparatus hy the operator. Myeover, the

ext er nal a ¢ ggpm%ﬂ%ﬁfﬁg’%ﬁﬁ?&f‘?# LA (FRE ch can

be connected . . _en r | S, o ....connection
between the gt.ﬁ%efﬁl%aqsﬁoglr §ga§%ﬁ§'(ﬁa &L%Sdéin(ﬁ‘tqu éu%assq:cquta% Iréeﬁiple{"rlg't_us may be
est abl i shed %c&%‘%tl:l , he Exter A ANHSI WY e RSNl storage

mediumto the nt apparatus. For exdnple, a server apparatus

i ncl udi ng t heneRPhRl R LcH QA GhyBIdEaIT PGt b iguratidie net work.
For exanple, the user inputs a URL code to the 20 WAV br owser runni ng on

a client app@minithe cldemta gp@ratus. (Qorssdinintdlly arthes Ingedium tregy pri or
art, the URL of the order confirmation page is witten in the page to

sel ect beer tal A leppyCatissgquant )y ,a iegnessy-apsni aailt afMO ) hbisk dex
confirmati on page by indicating the URL. However, in 25 accordance with
the present ioPmpadtodisiheag-ayly memory (GR-ROMcorfiy rvhe i bikgage i s
stored on the external . stor%PQ mgﬁéugéﬂgiég1Egéﬁcghérgafgggr
confirmati onWgh can be installed in
10 apparatus by the operator. Moreover, the external
storage medium may be included in a facility which can
be connected to the client apparatus. In this case, the
connection between the external storage medium and the
client Apparatus may be established by connecting an
15 apparatus including the external storage medium to the
client apparatus. For example, a server apparatus
including the external storage medium may be arranged on
the network.
For example, the user inputs a URL code to the
20 WWW browser running on a client apparatus to open a page
to select an article. In the prior art, the URL of the
order confirmation page is written in the page to select
articles. Consequently, the user can obtain the order
confirmation page by indicating the URL. However, in
25 accordance with the present invention, the URL of the
order confirmation page is stored on the external

storage medium and an arc of the order confirmation page

in the article selecting page is stored in a storage



in the article selecting page is stored in a storage
facility of the external storage nmedium Since the URL of the order-
confirmati on page is beforehand stored in t he external storage
medi um the order confirmation page can be read therefrom by reading
the URL thereof. Wien ‘5 the external dforage mediumis nmissing in the
pur chasi ng operation of an article, the order confirmation %%gg

S

cannot be attERFLULLYCEnEheoRELRTRALI BRORREROMRIIUMY Sincenthee

i ible t i cl | d . ith t t,

rention. oveh BRe AkieFoFrocitpaRitn Bage igbefshBabficsRoERe Brang (e
d i cl 1.1 h . i i

PASSUOT O GG SRR oo AEhLE)BaalbhlOUhe B ECERE SRIEARE R

exists the ab8§ﬂ be rea&eéﬂéreEPSmgﬁk(BEahﬁﬂgoiﬂSrFﬁggihégﬁbkgn RAgp can be

15 detected by executing a progr generally ca robot™) to

detect a §erveheaBRBEshHS 5BovHHeNmEREuUm is mh%BthtQﬁtthéaP%E%haB&950C0|
daenon (httpd) is operating. To cope with the difficulty, the present

i nvention furpperapioni 8esan aysielel,otRasbresictonfiamation pageer of
articles conducted by an unauthorized user. That is, in
anot her aspectanhothbepatsenhed via theegbmonnpithéieni sepworkdedndn

el ectroni c comerci al transacti on processi ng nethod conprising the
st eps of henarepityifgimpospdblecsaf praeri antpedeson andpsgragdance

with the present invention, even an unauthorized person
10 who knows the user ID and the password cannot order
articles without an external storage medium in which the
URL is stored.
However, even when there exists the above
means, the URL of thé order confirmation page can be
15 detected by executing a program (generally called
"robot") to detect a server apparatus in which the
hyper-text transfer protocol daemon (httpd) is
operating. To cope with the difficulty, the present
invention further provides a system to easily detect an
20 order of articles conducted by an unauthorized user.
That is, in another aspect of the present
invention, there is provided an electronic commercial
transaction processing method comprising the steps of
displaying an order confirmation page on a display,
25 transmitting to a server apparatus information related
to an indicated order confirmation, thereafter recording
information regarding a selected article both in a

storage of a client apparatus and on an external storage



25 transmtting to a server apparatus information rel ated to an

I ndi cated order confirmation, thereafter recording I nformati on
regarding a selected article both in a storage of a client apparatus
and on an external storage - 12 -
medi um and conparing and col | ating i nfol@ati on of articles recorded
in the storage with information of articles recorded on the external

storage nedi uRpdium, gpdcgeEpParipg anfefPldpfing: d8irmRddon Ofy the el ec-
51 [ i, t t,i . di I t .

erbodyl ng e aBEeCRE PRGBRERGn LRrtRenarrsrge ¥ith 1h25EmRtian shchi eve
the el ectronic gggg%%c%%bg%r%as%%tkgg externgﬁtg%%ﬁé eﬁﬂ%dﬁiﬂ?Ct of

enbodyi ng thea6 I-on. ering an article,

an author 1 2edyi3bvetd theORIZELE n‘ggf)a%:tﬁFri%nﬁé.b%ﬁ%ﬁnge@h‘émetl‘éct-he client

appar atus. For exanp the “user I nst a : xternal storage
medi um i ngext ei-BakcStemmeeciBdl ¢Fansactibfadiethiode ideanso And bsperid vy, the

connecti on between the external storage nediumto the client

appar at us mayoflembolgifgt &bl phedeht GoReationg aFudibraiotz, &cl udi ng an
external storage nediumto the client apparatus. For exanple, a
server appar apuegram tdi aghtieeeexher edlectronicscomageciadi tmamsyadis on
arranged on the network. In this case, the server apparatus with the

external storagshod0is one¢i aspest o emdodyingotrien pyiegealti tiypventisay.s.
The When ordering an article, an authorized user
10 connects the external storage medium to the client
apparatus. For example, the user may install the
external storage medium in external storage medium
read/write means. Additionally, the connection between
the external storage medium to the client apparatus may
15 be established by connecting an apparatus including an
external storage medium to the client apparatus. For
example, a server apparatus including the external
storage medium may be arranged on the network. In this
case, the server apparatus with the external storage
20 medium may be shared among a plurality of users. The
program may be distributed wvia the network to be
executed by a computer. In addition, the program may be
stored on a storage medium to be executed by a
computer.
25 As a result, the contents of order§ placed by
an unauthorized user, i.e., a user not having an

external storage medium are stored only in the storage

means in the client apparatus and hence differ from



program may be distributed via the network to be executed by a
conputer. In addition, the program my be stored on a storage nedi um
to be executed by a conmputer. 25 As a result, the
contents of orders placed by an unaut hori zed user, i.e., a user not
havi ng an external storage medium dPe-stored only in the storage
nmeans in the client gpparatus and_hence differ, from

s ( Fhegeopti EﬁeeﬁﬁéPﬁaﬁ LS EEPRIENBRRAHROP T FhoagrdpTS0d

user. In accordance ent . .inyention nten of wWr ong
orders made fP% cﬁheﬁf 858 Pg uglth the' pgese r 6Pﬁ Ptﬁ authorlzed

user can be dSBﬁEEﬁ@§b¥ﬁe Pngosgag&egmsas ¢oBheq! $196 %r§%§%&5k%g§ the

st or age neans o nt apparatus wt those o externa

storage nmedi U yser other than ah”ﬁh@ﬁﬂ&i%bﬁ ukBe %QﬁtﬁgtaeQEchﬂﬁiﬁr”ay be
stored in a storage other than the storage neans of the clien

apparatussi n tbinpaeRagathenconkBnteCbfateangactions in thleOdgragRy be a
conput er connected to the network. A nmet hod of enbodyi ng

the present | meansti ofi bjte client pppgramusnwdthl ithoseapfarthiel extternaden
descri bed. However, the order of articles attenpted by an unaut ho-
15 rized usetomayeamedibm-prevented by a programon the side of a
server apparatus. That is, until information of the order
confirmation page is redneifeatnp)ly,ssheceontents of orders may be

stored in a storage other than the storage means of the
10 client apparatus in this operation. In such a case, the
' storage may be a computer connected to the network.
A method of embodying the present invention by
a program on a client apparatus has been described.
However, the order of articles attempted by an unautho-
15 rized user may also be prevented by a program on the
side of a server apparatus. That is, until information
of the order confirmation page is requested by a server
apparatus, the history of addresses indicating existing
positions of information items requested by client
20 apparatuses is kept stored in the storage. When the
information of the order confirmation page is requested,
the system determines whether or not the contents and
the sequence of addresses indicating existing positions
of the stored information items are adequate.
25 For example, the shopping server stores the
history of URL transmitted from clients. When an orxder
confirmation page is requested, the order of an article

requested by an unauthorized user can be prevented by



apparatus, the history of addresses indicating existing positions of
I nformation itens requested by client 20 apparatuses is kept stored in

the storage. Wen the i nformati on of the order confirmation page is
request ed, the system determ nes whether or not the contents and

the sequence of addresses indicating exi3fing positions of the stored
Information ite ar e adeguat e. exanpl e, _the shoppi ng

25 F
server storesTeREINg theh?%fﬁ?§Yth%F$°frgﬁgﬂiP?%SEF?Bﬂg ti eRPE. Wen an
or der confirmtion pa IS requested,. the order offag article
request ed by %ﬁaﬂﬁggth%r?gﬁgﬁuﬁﬁrmigﬁ ggrngﬁeﬁ?gﬂeﬂﬁe Oi iLransmis
- 14 - | t hi st h | e,
Mo o BEOAe RLILT AL ROBLERL LEOURLT W2 Bfgrence, XAV

history of URkon¥BeRstHs égﬁ?é&éﬁermineéogéeﬁgﬁcéQ £nar ggdgkgr m ned

sequence, the order 5 C Irmation page I's transmtted. The sequence of
transm ssj on gbnfRmbtibRf pageand eHaRbhedteéa.t h®he sequaHtBobiczed user.

Therefore, the user can place the order of an arficle by opening the
order confirnmetafnsmissionpégeURBNigNBEfboehand sapplikd doegheot have 10
I nformation of the URL transm ssion sequence cannot order articles.

I n this conneautborizegrogeam wihehefane, obhe usert bancpleane theserver
apparatus and supports the
order of an article by opening the order confirmation
page. An unauthorized user who does not have
10 information of the URL transmission sequence cannot
order articles.

In this connection, a prdgram which runs on
the client or server apparatus and supports the
commercial transaction processing method may be stored

15 on a recording medium for the delivery thereof.
Furthermore, the program may be delivered via the
network. Additionally, the program need not be stored

in the client and server apparatuses and may be

transmitted via the network for the execution thereof.

20 BRIEF DESCRIPTION OF THE DRAWINGS
The objects and features of the present
invention will become more apparent from the consider-
ation of the following detailed description taken in
conjunction with the accompanying drawings in which:
25 Fig. 1 is a flowchart showing a processing
procedure of the WWW browser in a first embodiment of

the present invention;



commercial transaction processing nethod my be stored 15 on a recording

medi um for the delivery thereof. Furt hernore, the program may be
delivered via the network. Additionally, the program need not be
stored ~ in the client and server apparatuses and may be

transmitted via the network for the executd on thereof. 20 BRIEF
DESCRI PTI ON OF THE DRAW NGS . ) The objects and features of the
present i nvent i on Biig+ 2ddorfe HHaradh FhaHnd dohanidvatshsi der -

ation of the follow ng detailed description taken in conjunction with

t he acconpanyiGPgtdEm 0 iG Giienys apparatus in ghe finsfy 1) owchart
showi ng a processi . procedure of the WWVbrowser in a first
enbodinent'ofeﬁ%°d¥%ﬁﬂ$'present i nventi on;

- 15 - Ri.Q. 2 i R |5 I r

configuration of a cli er?_tl%a'pgarl;st g‘sq%lra\ﬁ‘{%em %h%gl% 3 Qi_aae mﬁlc?slr%}ﬁ ;C’f _
Fig. 3 issa digdl AR imtien Hdhdd aPWn PxtdinalRed Y Md Qi gored in

an external storage medi um of the first enbodi nent;
Figs. 4A and 4Bearfd x#ta@nditdisdeam ,ng consti - tution of an externa
storage nediumread/wite facility in which the external storage

mediumis installed in tHiggs.l@A dnd AB edeodiiMams showing consti-
tution of an external storage medium read/write facility
in which the external storage medium is installed in the
10 first embodiment;
Fig. 5 1s a diagram of a screen example
showing a state in which an article is selected by the
WWW browser in the first embodiment;
Fig. 6 is a flowchart showing a procedure of
15 reading the URL of an order confirmation page from the
external storage medium of the first embodiment;
Fig. 7 is a diagram showing a screen example
of the order confirmation page in accordance with the
URL read from the external storage medium of the first
20 embodiment; |
Fig. 8 is a flowchart showing a processing
procedure of the WWW browser of a second embodiment in
accordance with the present invention;
Fig. 9 is a diagram showing a data layout of
25 transaction result information stored on the external
‘storage medium of the second embodiment;
Fig. 10 is a diagram showing a data layout of

transaction result information stored in a magnetic unit



Fig. 5is a diagramof a screen exanple showi ng a state in which an

article is selected by the WAV browser in the first enbodi nent;

Fig. 6 is a flowhart showing a procedure of 15 readi ng the URL of an
order confirmation page fromthe external storage nmediumof the first
enbodi nent ; Fig. 7is & di5ag'r am showi ng a screen exanpl e

of the order caqnfirmation pa I.n _accordance with the URL read from
t he external 9&0 h&bsﬁEﬁPGnF%$QH%?qq ist 20 enbodi ment;

Fig. 8 is a flowhart shQw ng.a.prqc N r.ocedure of ihe vav
browser of a second enb%ﬁigrfe%tl i & ﬁ%wglggrtdf&?g“vﬁ %t é’cper eseht”

I nvention; compari the E)ir@'exg ﬂx%g%g?t?%fna@e%ﬁq‘@ 'iﬂat%veqeq{ q._}{éayout of 25

transacti on resutt information store e external _ storage_nedium
of the secondgHeedaTeRitorage medium and the makhdts @ HiAIRAMEShomi ng a

data | ayout of transaction result information stored in a magnetic
uni t 5 the second embodiment; - 16 - of the second
enbodi nment ; Fig. 11 is a flowhart showi ng a procedure of

conparing the order tramdact il@n irsesuldiagptaveeshawimg a scredrerexampslieor age
medi um and the magnetic disk unit of 5 the second enbodi nent;

Fig. 12 is a ehegr an dxdsm@peradicm agtempted by amhamanthadigedperation
attenpted by %geli‘ne:}.ust rclloer‘t'.lezcei\:?ed in the second embodiment;

Fig. 13 is a diagram showing a data layout of

10 transacﬁion result information stored on the external
storage medium of a third embodiment in accordance with
the present invention; |

Fig. 14 is a diagram showing a data layout of
transaction result information stored in a magnetic unit

15 of the third embodiment;

Fig. 15 is a diagram showing a screen example
when an ordering operation requested by an unauthorized
user is detected in the third embodiment:;

Fig. 16 is a flowchart showing a processing

20 procedure of the httpd in a fourth embodiment of the
present invention;

Fig. 17 is a diagram showing the hardware
configuration of a server apparatus in the fourth
embodiment; |

25 Fig. 18 is a diagram showing a data layout of
URL reception history information in the fourth

embodiment:

Fig. 19 is a diagram showing a data layout of



user is detected in the second enbodi nent; Fig. 13 is a
di agram showi ng a data | ayout of 10 transaction result information

stored on the external storage nediumof a third enbodi nent in
accordance with the present invention; Fig. 14 is a
di agram showi ng a data | ayout of -t tdnsaction result information

stored in a magnetic unit .1 of .the_third enbodj nenj:; ..
2o C15 1s o ORhoPSEPORER HBTarERt Ao Bakhf <LOREth SRBRAIMEBF der i ng

operation eauest ed by aigungy 10k 8fgrm oHA8inb a EbEELE skAmbIE, 111 S,

procedure of {henltspd iﬂp@i%gﬂi%gtfgpgdgfgﬁémggs%gﬁ.of aﬁegﬁgégnt

i nvention; : I'agram show ng t ardwar e
configurationcohffrREEYSH PRGE" 8hUEheNEbRBLA OBRbAdiment ;eMbodi ment; 25

Fig. 18 is a diagram show ng a data | ayout of URL reception history
informatimn in the fourkg. 21 ienRogiewBhart showing a procEkfindgd is a

di agram showi ng a data | ayout of - 17
- URL sepnenséutreafof neheohttpdt br &ofifbhesibddimehnt ;

Fig. 20 is a diagram show ng a screen exanple to notify inpossibility

of transmi ssion of an oFilgr 22 is a diagram showing a data layout of
URL reception history information of the fifth
embodiment;
10 Fig. 23 is a diagram showing a data layout of
URL access time information of the fifth embodiment;
Fig. 24 is a first diagram for explaining an
external storage in the first embodiment; and
Fig. 25 is a second diagram for explaining the

15 external storage in the first embodiment.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
Referring now to the drawings, description
will be given in detail of embodiments in accordance
with the present invention.
20 (1) First embodiment
Fig. 2 diagrammatically shows a hardware
structure of a communication apparatus 200 of the
electronic commercial transaction processing system in
this embodiment. The apparatus 200 includes an |
25 information processing apparatus, such as a personal
computer including a communication unit 203:

alternatively, the apparatus 200 includes a facility,



confirmation page in the fourth enbodinment; 5 Fig. 21 is a

fl owmchart show ng a processing procedure of the httpd in a fifth
enbodi nment ; Fig. 22 is a diagram showi ng a data | ayout of
URL reception history information of the fifth enbodi ment; 10

Fig. 23 is a diagramshow ng a data IaYO&@ of URL access tine

i nformati on of tge fift 24 is a first

nmbodi. ’ . L q.
di agram f or e§BF ﬁFna gﬁievgsaggg%gFﬁaF EPEFS&%eiﬁ“FE?%PFREP enbodi nment ;
d 5,1 15
external st or S3mAiFRYipR; thindpali es, dh Btk digd Mg
PREFERRED EMBELY, NEQT?PnBected to. th Iﬁ%%%ﬁ%kng @gg}é% b4 tds2 %o Sn

descri ption e glven In detal S 1 n accordance

with the presggp bmxsakl Side 24 llhi’e}ad Gihsh eshadniRBlion network
Fig. 2 diagrammatically shows a hardware structure of a comuni cation

appar at us52002¢0 #wheh an in€bemht@bnCpeobeeEtngl apparadalsi of RheCeidieng
systemin this enbodi ment. The apparatus 200 includes an 25

i nf or mati on poficthei WyWappawverysnosushoan.a personal conput er
I ncluding a comruni cation unit 2083; alternatively, the apparatus 200
includes a facility, The communication apparatus 200 includeg a
control unit 201, an input unit 202, a communication
unit 203, a display unit 204, a magnetic disk unit 205,
10 an external storage medium read/write unit 206, and a
data bus 207 connecting these units to each other. 1In
the read/write unit 206, an external storage medium 210
including a storage unit 211 is installed such that
information is read from or written in the storage unit
15 211.

The control device 201 is a processing unit
including a memory and a CPU such as a microprocessor
which controls via the data bus 207 operations of the
input unit 202, the communication unit 203, the display

20 unit 204, the magnetic disk unit 205, and the read/write
unit 206. The control unit 201 is an apparatus to
execute programs, such as operating systems (0S’s), the
"Windows" (trade name) system, and the WWW browser.

The input unit 202 is a device including a

25 mouse, a pen, and/or a keyboard which are/is employed to
input information for the initiation of the WWW browser,
to input a URL code, to conduct clicking operations on a

home page, and to select an article to be purchased.



such as a television set; a portable information communi cati on

termnal, or an apparatus for ganes which can be connected to the

I nternet. The apparatus 200 on the client side is linked via a
conmuni cation network 5 220 with an information processing apparatus on
the side of the WM server, not shddn- The

communi cati on apparatus 200 includes a ,ﬁqntrol unit 201, an input
unit 202, a conmuni cati gfe commugicatigs facility,203,is sohargd etic
di sk unit 205 an _extern to age nedi, n1ne%d/mwite unit 206, and a

0 |
data bus 207 gBﬁﬁgéFFnSqPﬁggg "0 Ot “ERCR St el Pﬁﬁat1°n’tﬁ3c & wite
unit 206, an gxyﬁi?ﬁég%tgﬁ%gﬁFggg'%g#%;%he WWW g@%h%%&ch@ %PH%%ﬁg t 211

is installed Su ormation 1's rea romor witten | e

storage unit 11y 5 i - r o . > 2
g 2%9 and %Pﬁgpu eceives a hyDa% %ggép%agﬁgﬁﬁg?négkﬁkfoprocessor

processi ng unit Ing a menory-and a

whi ch congr ol $hitind )t BeoftitAcb W2 86reRer Ahl BRFRhmike with thePWygeyt 202,
t he conmuni cation unit 203, the display 20 unit 204, the magnétic disk

unit 205, andtkhe teadsdelrt protocolunhittp(t. The thamt relgawd,t wieh ias an
apparatus to execut e prograns, such as operating systens (OS s), the
"W ndows" (tr gdéewayetospgapportatiiet hétwdsbagwaaged between the The

i nput unit 202 is a device including a 25 nouse, a pen, and/or a
keyboard whi ckommanicasipnoppparatus 200i apgt thef comaundgattdion he
initiation of the WNWVbrowser, to input a URL code, to conduct
clicking oper BEt¥RTkoR 28, the updie 2036eryes 06 SefeCild¥YaA cle to be

ur chase
P 90 communicate information with the gateway.

The display unit 204 need only be capable of
displaying screens of the WWW Browser. Therefore, a CRT
display, a liquid crystal display, or the like may be
used as the display unit 204.

15 The magnetic disk device 205 is a non-volatile
storage facility to store therein programs, such as the
operating system, the "Windows" system, and the WWW
browser. To record information, there may be used, in
place of the magnetic disk, another equivalent storage

20 device including a floppy disk, a semiconductor storage
device. Although the magnetic disk unit 205 is adopted
in the communication apparatus 200 in this embodiment,
the unit 205 may be installed at a location outside the
apparétus 200. 1In this case, it is only necessary that

25 the unit 205 can be connected to the communication
apparatus 200. Moreover, the magnetic unit to store
therein the programs including the operating system, the

"Windows" system, and the WWW browser is not necessarily



- 19 - The communication facility 203 is a hardware/

sof tware equi pnent which transmts information, such as a URL code
outputted fromthe WWVbrowser to the network 220 and whi ch receives
a hyper-text markup | anguage 5 (htm) fromthe WAWVserver in conformty
with the hyper- text transfer proet@ol- (http). In this regard, when a
gateway to squort the http is arranged_between _the communi cation .
appar at us 200bgngonféguseauincat physicallynsdngle Bpdt-the unit 203 serves
as a facility to 10 comuni cate_information with the ?tema

The display unit 204 negBeoﬁF§eEEa&a5§BF€gﬁfmedlum EP? feXywrd tek 286s of

t he WAV B d | a
orethe Ingmﬁgr Begg’gcg U?é&ha§eFH§ &P§8F55t&§Pts bQUI §%ey%%i o' & The
magnetic di sky ﬂSVE%8r§8§ hﬁﬁ@ 391" %Ql%hblﬁxternals%% e ﬁ&?ﬁ! ﬂi @ store

t herei n progransg, suc erating syste system

and the VYWV 1nsta@i%ﬁ5%her£9nr%ﬁ&r@hh%hohﬁﬁkb%nanE@%M%ﬂT@h e, %%%ﬂ in

pl ace of the magnetic di sk, another equival ent storage devi ce
including a fkeppugel &kita23ani conductor storage devi ce. Al though the
magnetic di sk unit 205 is adopted in the communication apparatus 200
in this enbodi ment, Thet b&tetinh128orayeb medisinal216d maty dd @cat i on
out si de the apparatus 200. In this case, it is only necessary that
25 t he uni t s20Fagenmediaopneuchd aiso at percainienmagniedric card, an IC
card, a floppy disk (FD), magneto-optical (MO) disk, or
10 a ZIP.
Incidentally, the external storage medium may
be configured as shown in Figs. 24 and 25, not in the
structure shown in Fig. 2. 1In either configurations,
the medium is not to be installed in the read/write unit
15 206. In the configuration shown in Fig. 24, a storage
212 including an external storage medium can be |
connected to the communication apparatus. Additionally,
in the structure of Fig. 25, a storage 213 including an
external storage medium can be connected via the commu-
20 nication network 220 to the communication apparatus.
For example, there may be employed a hard disk unit. In
this connection, although an external storage medium
read/write unit 206 is shown in Figs. 24 and 25, the
unit 206 may be dispensed with.
25 Furthermore, the program of the WWW browser is
supplied from an external storage medium, other than the

storage medium 206, and is stored in the magnetic disk

unit 205 via a read/write unit such as the read/write



apparatus 200. Moreover, the magnetic unit to store therein the

prograns including the operating system the "W ndows" system and
t he WA browser is not necessarily -
20 - be configured in a physically single unit. The

external storage nmediumreader/witer 20621 I s a device which reads

i nformati on such. a e from, the storage unit 211 pof .t he externa
Loy hge modi o 208" AR veiy of e RESa Th IF | T IR R s o i 1

t he st or ' . Th X | . st or age ium 210
may be a 15% o%&eojﬁr}eg 2uomtosu]:(): sétsoﬁe%olrrf a‘g}feg rﬁnag%rg%%% C(S:)Jagig,uangl C

card, afloppy,d§ sk {FQaq /EE0e! CrPinhR pédhle sl Shogfin dlea Aof!Be

I ncidentally, the external storage nedi um may e confirgured as shown

in Figs. 24 angtdRed W 4k tAifnetic SLdwICI0E e xﬁr?ywlg{,i e Gprdgraf €i ther
nsta

configurations, the mediumis not to be i ed intheread/wite
unit 15 5 206Gtored tdre ond:ttiredl Gt Gy med fing. madf, bé &1 Hsegey 212
i ncludi ng an external storage nmedi um can be connected to the

comuni cat i on eyypartaddis. Makcbdvemal thye program médre bt U useonéd Foyy. 25, a
storage 213 including an external storage nedium can be connected via
the commu- 20che rdissh | 206 net vor k 220nay also deenpessiivtl @ntappeeauts.

For exanple, there may be enployed a hard disk unit. In this

connect i on, alﬁ%@f’%@)ﬂgﬂﬂ%rﬁ of &y et dpiFwork -

Fig. 3 diagrammatically shows a data layout of
10 URL information 3 stored in the storage unit 211 of the
external storage medium 210. The layout includes a
store name 31 and an article order URL 32 which is a URL
of a page in which the article is ordered. The medium
210 in which the URL information 3 is stored is passed
15 from a store or a firm designated by the store name 31
to the user in a service operation manner. For example,
the medium 210 is sent by post to the user when the user
registers to the electronic shopping system.
Next, description will be given of a
20 processing procedure of the WWW browser, mainly, of
processing to prevent an unauthorized user from ordering
articles by storing the URL of an order confirmation
page on the medium 210.
Fig. 1 shows in flowchart the processing
25 procedure of the WWW browser. 1In a state in which the
operating system (and the "Windows" system) are in
operation, when a file name of the WWW browser is

supplied via the input unit 202 or when an icon of the



read/wite unit 206 is shown in Figs. 24 and 25, the unit 206 may be

di spensed with. 25 Furt hernore, the program of the WAV browser
i's supplied froman external storage nedium other than the
storage nedium 206, and is stored in the nmagnetic disk unit 205 via a

read/wite unit such as the read/ wite- 22 =

- 21 - uni.t 2Q6. Alternatively, .th regram i s suppljed via t he
net wor k 220 tglhﬁ 8&5?&8YFH PRet gﬂéﬁpﬁagig 4uﬁ§tCllC&9905FhFh addi ti on,
t he WAW br owser__progr n dvﬁﬁf st d_aqn_ t tic .qdi 06,
nanely, the p%gﬁgg%% %T tg’?ore gr%%gr&\"eé'xtoélr (r%?} é"% rnggQchrreg'l%E(murgrﬁ% ?@52

directly iseéﬁ%h%gﬁa ;’%gﬁg})éﬁﬁblgn%gg éfft 4r amcheqd shah e t%te;) Fr]r?e@ii‘?ﬁ‘n

t he di sk 206, 1. blle to execute e program

del i vered viajhpe iRetwer kead/write unit 206K OFidedi AW AMPUE Arigly FhHows a
data | ayout of 10 URL information 3 stored in"the storage unit 211 of

the 5ext exadplet efadastadilumidhlofThee adutun 2aloudes the readstore
nane 31 and an article order URL 32 which is a URL of a page in which

the article i| sratdenadt P06 .nedinumig. 4A,240 refexende nlwmeddll i41f or mati on 3
Is stored is passed 15 froma store or a firmdesignated by the store
name 31 indicagesser mopitogedli ¢o disrdaiyorhexacsr theoWwWskanpl e,

the medium 210 is sent by post to the user when the user registers to
the el ectroni ®TOMEEFInG -§yst @rdisplay 204, a numquel 4dedemqf€@R will be

Iven of a
g communication apparatus 200, a numeral 43 designates a

10 slit of the read/write unit 206 to insert an external
store medium therein, and a numeral 44 indicates the
external storage medium 210. The user inserts the
medium 44 in the slit 43. The inserted medium 210 is
then set to the read/write unit 206 such that read and

15 write operations thereof become possible. Fig. 4B shows
an example in which the read/write unit 206 is arranged
outside the communication apparatus 200. In Fig. 4B, a
reference numeral 45 indicates a cable to establish
connection between the apparatus 200 and the read/write

20 unit 206, a numeral 46 denotes the read/write unit 206,
and a numeral 47 represents a slit of the unit 206 to
receive an external storage medium.

In step 11, when a URL of the home page to
purchase articles is supplied via the input unit 202,

25 the WWW browser sends the received URL via the
communication unit 203 and the network 220 to the WWW
server and displays the pertinent home page on the

display 204. When a security information input page is



20 processi ng procedure of the WWVbrowser, nmainly, of processi ng

to prevent an unauthorized user fromordering articles by storing the
URL of an order confirnmation page on the nedi um 210.

Fig. 1 shows in flowhart the processing 25 procedure of the WW
browser. In a state in which the -od@rating system (and the "W ndows"
systen) are in operation, when a file name of the WAV browser is
suppl i ed vi a tFRIYSHRACD WEHIM e okniiHe kL | 20y ofhe HBW browser

- 22 - file displayed on the display 204 is clicked, the

program of t heFTAREY ohsdte JiR% HeP el EeIni t 205 i s i nvoked.

Subsequently, the user i stq!ls ffe diqg] . 210 in_ the g ad/wite unit
206. Figs. 4A and 4B show a CB L4y 1% %?l‘f%%tlaq‘?lﬁi #3%1°T he nedi um 210

in the read/ L4 €5 Ll 6. 1N, Fi f r 41

i ndi cates a msn?cf%ﬂ% o d]itnégp?%%/n tﬂser%lgens%ﬁteew %gr%fﬁ/isjgef gé)‘.lé. , a

di splay 2G4, guHUN® alséh? ASNIES Prassworr® BRI CRbhCFedPPRs 2EHE 2RPutd
nuneral 43 designates a 10 slit of the read/wite unit 206 to insert an

ext er nal dStde 7¢I anA tHepLge, tAnse Bl naei @l ed4i  nebgaéebed Nethe
external storage nedium 210. The user inserts the medium 44 in the

slit 43. The imsmsiest nestwrd £ 0information hemd selte t URL hef rehe/ artielani t
206 such that read and 15 wite operations thereof become possible. Fig.
4B shows selling page are sent to the WWW server.
In step 13, the received page is presented on
10 the display 204 for the user to select articles. Fig. 5
shows an example of articles supplied in relation to the
WWW browser and buttons for the purchase of articles.
Fig. 5 includes a WWW browser screen 51, a menu bar 52
to operate the WWW browser, a preceding page display
15 button 53, a succeeding page display button 54, a button
55 to display a home page beforehand registered to the
WWW browser, a re-load button 56 to load again a page,
an area 57 is used to receive a URL inputted, article
information 58, a purchase acceptance button 59, an area
20 591 in which the number of articles to be purchased is
inputted, an article image 510, a button 511 to display
an order confirmation page, a mouse cursor 512, and a
scroll bar 513 to display other articles. 1In the
example of Fig. 5, the supplied articles include a pen
25 and an eraser which are 100 yen and 50 yen, respec-
tively. When an article to be purchased is determined

and is detected in the screen, the user clicks the

purchase acceptance button 53, inputs the number of



an exanple in which the read/wite unit 206 is arranged out si de the

communi cati on apparatus 200. In Fig. 4B, a reference nuneral 45

i ndicates a cable to establish connection between the apparatus 200
and the read/wite 20 unit 206, a nuneral 46 denotes the read/wite unit
206, and a nuner al 47 represents*azsq It of the unit 206 to

recei ve an external, stara medi u ILn step 11, when a URL

of the hone paFdicdes in @Hféée se?rltfl angs qbse”s&&d-lqke"'d t\ﬂea e nput unit

202, 25 t he browser sends t ived URL via the
comuni cat i on &8 r%‘% ?P t&ﬂnk%‘é’go to the WW server and
di spl ays the pertinent t}%mast%%qemonv;h@% the bulei 341244 éﬁvieé]c@d S?&”' ty

i nfformati on i nput page i's

requested fro e i RHgdNitrRIZGS M%\@@fNﬁr&m’s&{e storddansm tsr thige URL

to the WAV server. In step 12, the received i nput page of
security isnf omERtin@N 219 RIRE AiHeed te R, Qi@'a&]y adi.c1eb RN ¢ ugry | D and
a password are inputted via the input devi ce 202 and a page to sel
articles is regudsiled ardh@&ent to rreiwidd ssaswgdty infornation and the URL
of the article selling page are sent to the WWVserver.

In step 13, the recei vedmagen < hr ddentretedivedl @rdatheaifsipimat 200 f or t he
user to select articles. Fig. 5 shows an exanple of articles

supplied in r &g dif mrasented on e SHEREY At butWhats orondRy pur chase

of articles. | . . L. . . .
indication is inputted via the input unit 202, the order

10 indication and the URL are transmitted to the WWW
server.

Thereafter, the user confirms the order of
articles on the WWW browser or in an article order mail
received by E-mail and then removes the medium 210 from

15 the read/write unit 206.

Referring next to the flowchart of Fig. 6,
description will be given in detail of steps 14 and 15.

In step 61, when the order confirmation page
button 511 is clicked, the WWW browser detects the

20 condition of the button 511.

- In step 62, the URL information 3 is read from
the storage unit 211 of the medium 210. When the URL
information cannot be obtained in this operation, for
example, because the medium 210 is missing in the

25 read/write unit, the processing of the WWW browser is
terminated. Moreover, when URL is inputted to the area
57, the processing of the WWW browser is terminated. 1In

addition, even when the article order URL 32 is read



Fig. 5 includes a WAWV browser screen 51, a nmenu bar 52 to operate the
WAV br owser, a precedi ng page display 15 button 53, a succeedi ng page

di splay button 54, a button 55 to display a home page beforehand
regi stered to the WAV br owser, a re-load button 56 to | oad again a
page, an area 57 is used to receive2d ©RL inputted, article

I nformation 58, a gﬁéghase accepf ance button_ 59, an area 20 591 in which

the nunber of EFQMC FPPHRIPurthathe YR of the orderconhizmetirR | mage

510, b 511 di spl . d fi t] ,

510, 2 00100 S EUSR B 1g poBuShARE SHOLLUGE EEPRAE e USE

exanpl e of Fi oo Ryel heysunphi e ALt ch SErbRCLHE Sy PERLvaE 1n00530: ELASET
yen, TFespec- fvely. Tcre

whi ch are 100 yén and : en an ar o be

purchased is dgf&g r@i;ﬁg the buffén! 51 eiécé&ggéfe&hﬁi Hr€ﬁ81ukﬂe3§§fer

clicks the ~ purchase acceptance button , I'nputs the nunber o
- 24 - 5 aryhén eghése LHRLET £Pe SPif feRent Nerok! 4KR éﬁﬁeﬁ%dﬁhe
confirmation page button 511. In step 14, en the button

511 i s clickedprotessing adf i the WwwebrolbeB2issteécatndtemm t he storage 211

of the 5 medi um 210 and then the URL and an article code of the

article are sent to the JW\{¥sepved, when an appropriahestURb i8, the

recei ved order confirmation page is presented on the display 204.

When an order inputted via the medium 210, the inputted URL and the
selected article code are sent to the WWW server to

10 issue a request to access the order confirmation page.

In step 64, an html file of the order
confirmation page is received and is displayed in the
screen of the WWW browser 51. Fig. 7 shows an example
of the order confirmation page presented in step 64. 1In

15 Fig. 7, there are shown a label 71 "Do you order
articles below?", information 72 indicating the contents
of the ordered article, an order button 73, a button 74
to continue selection of articles, and a button 75 to
cancel the order.

20 In step 65, in responsé to the depressed
button 73, 74, or 75, a URL corresponding thereto is
sent to the WWW server. When the order button 73 is
depressed, there are transmitted a URL corresponding
thereto, an article code assigned to the article to be

25 purchased, and the number of articles. When the order
button 74 is depressed, a URL of the article selling

page is transmitted to the WWW server and then control

is returned to step 13. When the order button 75 is



indication is inputted via the input unit 202, the order 10 I ndi cati on

and the URL are transmtted to the WAW server.
Thereafter, the user confirns the order of articles on the WW
browser or in an article order mail eceived by E-mail and then

renoves the nmedium 210 from 15 the regdd wite unit 206.
Referring next, to the flq rt. .of Eig. 6, descriptign wll. he given
in detail of g??ﬁgsffddna\l\%gi oL a E‘O%e bage tlonpéltré:glaé%, t&}?er?li%qber der
confirmation g . t IS i d,s Yﬂ%¥ etsects the
20 conditi oﬁ'gogrtaﬁlgn%t}ttqégn%%f?&leh C%lnt%q 18 r}'Peltn S %%gﬁ‘%e ]%RL
information 3 is read fARQW;igentalll ] g@pr %ﬁfﬁ&%g.%%%d&iﬂéﬂ%}“ﬁﬂé““ 210.

e

When the URL i nformati on cannot be obtain in this operation, for

exanpl e, becausavehe 1ERAIURCAMA ipTofresi Ran bl Med? i thiRadmydiia Lni t,
the processing of the WWVbrowser is term nated. Moreover, when URL

i's inputted teationatbereof fo¥7 thich®tpel ¢adgignDion heNBidey @5 ahd S
termnated. In addition, even when the article order URL 32 is read
- 25 - WWeimsiehwegt.orage, if the URL of the order confirmation

page button 511 is beforehand received fromthe WW server, the URL
recei ved fromthe WW s&8heefinstagembodiment of then prasenthdriventdersll is

conmpared with the URL 32. 5  When these URLs are different from each
other, the has been described. 1In the prior art, when the user ID

and/or the password of another person are/is known, it
10 is possible for any operator to select and order an
article for the following reasons. That is, there is
disposed an arc from a page to select articles to a page
to order articles; therefore, control can be easily
transferred from the article selection page to the order
15 confirmation screen. In accordance with the first
embodiment, if the article URL 32 is not read from the
external storage medium 210, the operator cannot order
the article. Consequently, it is possible to prevent an
unauthorized user who does not possess the medium 210

20 from ordering articles.

(2) Second embodiment
In accordance with the first embodiment,
although the article order URL 32 is stored in the
medium 210, there is contained only general information
25 not specifically related to respective users. In conse-
quence, it is difficult to prevent the inappropriate

operation to order articles by an unauthorized operator



processi ng of the WA browser is term nated. In step 63,
when an appropriate URL is I nputted via the nmedium 210, the inputted
URL and the selected article code are sent to the WMVserver to 10
I ssue a request to access the order confirpmation page. In
step 64, an htm file of the order - %bntirmation page is received and
I s displayed i scree

h f th b 51. Fig. 7 sh
exanpl e “@Ténﬁ el?é‘ cﬁ’%@r%fﬁr}?%é%ﬁ“%‘\&‘ Lﬁé@ :‘#t}b%lr i #‘%ﬁ‘ e%h%48% nan15
Fig. 7, th h | abel 74." i | ow?",
Mor mat on 5 SR RrHICY ThiBor il P Y6 o i person NAEAGORE "7
d but t 1 t [ t.l t] { cl , d
o705 UL T AN B ppeh 8 AN, SABE R BB O 55 0 o

response to thadeyesmbfioum 210 BHEOWHEeh Weh¥ Uith, fntbinsOlsgSporsi ng

thereto is sent to the WWVserver. \Wen the order button 73 Is
depresseds t heispis® id ansiiied, OIRSOdeSPOtehiul storadden@d Duman
article code assigned to the article to be 25 pur chased, and the nunber
of articles. 23M¥Enfdigedrisieran operdtdt owhd knowslephie sseti che Uktdet t he

article selling page is transmtted to the WA server and then
control URL r3 uksheainployrdp 1The \¥reond cenbediment t provbdées
- 26 - depressed, a URL of a honme page to purchase the article S

transmtted arftPanferfewretrcting anriapPpePrrY 3t 1order of articles

conducted by using a storage medium 210 other than the

10 storage medium 210 possessed by the authorized person.
When applying the second embodiment to practices, the
second embodiment is added to thé first embodiment. The
hardware configuration and the data layout of URL
information are kept unchanged.

15 Fig. 9 diagrammatically shows a data layout of
the information resultant from external storage media
transaction 9 stored in the storage unit 211 of the
medium 210. A reference numeral 91 indicates a store
name and a numeral 92 denotes an order transaction

20 resuit. The result is the total of amounts of transac-
tions handled during a predetermined period of time.

The initial wvalue thereof is set to null.
Fig. 10 diagrammatically shows a data layout
of the information resultant from magnetic disk unit

25 transaction 10 stored in the magnetic disk unit 205. A
numeral 101 designates a store name and a numeral 102
indicates an order transaction result. The result 102

is the total of amounts of transactions processed during



Incidentally, in the first enbodi nent, the conventional httpd program
can be used without nodifi- 5 cation thereof for the httpd program on
the side of the WAV ser ver. The first enbodi nent of

t he present invention has been described. .In the prior art, when the
user ID and/ or the password of anot3fer- person are/is known, it 10
IS possible for any operator to select and order an . article for the
fol | owi ng r eafoPFedpi@rmined pardqds of timey askddedmiteda) 3t iSage to
select articles to page tq . order articles; therefore, control can
be easily t?‘qrre;ﬁ‘sflér S&F Homtlie arft TIPS 43 SAFIHES 1D YSRF or der
15 confirm 'onwcr en.s Ieréeascscordz%v ce 'ﬁteh c;tohe&‘iir(,_‘stt_‘.on a eanbaotgisrrent,
if the articl &UR $HRTFEELT T SMThe RS SRS Wi um
210, the operq&pgﬂgyggnadyﬁgﬂé luralils Hd W& Consequently, it is
possi ble to prevent an un&ht orized user 0 does not possess the

medi um 21@ 20 ~ from ondey | g HduWL1i85 -flowchart (2)prpsyyh gyrbodi ment
In accordance with the first enbodi nent, al though the article order

URL 32 is stopabdetiddie of the WWH WRcldbr ! hemfe imracsdstime hxsdedgesner al
I nformation 25 not specifically related to respective users. |n conse-

guence, it is fihdef isdg 110 try esteyp 1tthels napprgme aise that obpehatiiost o
order articles by an unauthorized operator
embodiment.
In the processing of step 81, when the result
10 92 of the information 9 is null, the purchase amount of
articles specified for the purchase thereof in the
processing up to step 15 is stored in the result field
92. When the result 92 is other than null, the amount
is added to the amount already stored therein. The
15 resultant amount is then written in the result field
92.

In the processing of step 82, an operation is
conducted to refer to the information resultant from
magnetic disk unit transaction 10 of which the user ID

20 field 103 includes an ID equal to the pertinent user ID.
When the order transaction result 102 is null, the
amount of articles purchased in the processing up to
step 15 is stored in the field of order transaction
result 102. When the result 102 is other than null, the

25 amount is added to that already stored therein and then
the resultant amount is stored in the result field 102.

Thereafter, confirming the order of articles,

the user removes the external storage medium 210 from



- 27 - when an external storage medi um 210 ot her than the own

external storage nedium 210 of the person having the user I D and the
password i s used, when an external storage nedi um 210 onto whi ch ot her
URL information 3 is 5 copied is utilized, or when an external storage
medi um 210 forged by an operatorﬂM%? Knows the article order

URL 32 is enpl yed. The second odlnent provi des nmeans for
detecting an it pﬁFGEPFKFElGFHéﬁ 8 articles conducted by using a

d her, th h . d by th
author zed 'piiﬁ”siﬁo " "ty 24 oo e R SRR ok
the  secoqd erbog g@ngwsc@gg@ i, el O Sl

~har dwar e conflguratlon an ayout 0 nfornatlon are kept

unchanged. 13rticles are td be %u@&ws@y@hc@ﬁlemé@%@s rediata Jawgy  of
the information resultant fromexternal storage nedia transaction 9

stored inst he pur@hags ngnidf Aktildshds storddEdquai1Alp orA tiRf eqeriias numer al
91 indicates a store name and a nuneral 92 denotes an order

transaction 200 angsui thelbtagnetild disk miltotAl5 eff aheuppafatusainsac-
tions handl ed during a predeterm ned period of tine. The initial

val ue t hereof 209 .setInt comgidguence, when articliisy.ark) afidepedhnwittint v
shows a data | ayout of the information resultant from na nqtic di sk
unit 25  trasdas ithe rediusy &4.6 on h@%@maq,laﬁ e and wigth
nunmeral 101 desi gnates a store nane gnd a nunera %1 i ndi c tes an
order transac@lof¥temal sHoFagss fedijgp other than Chat possesse

10 the authorized user, the order transaction result 92 on
the medium 210 differs from the order transaction result
102 in the disk unit 205. It is therefore possible to
detect the order of articles conducted by an unautho-
rized user. Moreover, it may also be possible that an
15 order which exists in the result 92 on the medium 210
and which is missing in the result 102 of the disk unit
205 is regarded as an inappropriate order.
Referring next to Fig. 11, description will be
given of a processing procedure of the WWW browser to
20 compare the order transaction result on the medium 210
with that in the disk unit 205. When a menu is selected
during execution of the WWW browser program, the
processing is conducted in the following procedure.
In step 111, the storage device 211 of the
25 medium 210 is accessed to read therefrom the order
transaction result 92 of the information resultant from
external storage transaction 9.

In step 112, the disk device 205 is accessed



is the total

of anmobunts of transactions processed during

- 28 - a predeterm ned period of tinme, and the initial value
thereof is set to null. A nuneral 103 denotes a user | D, which is
necessary when the comuni cati on appar at us I s shared anong a plur

of users. 5
procedure of
to step 15 is
In the proces
Is null, the
thereof in th
92. Wen the

in the result

Fig. 8 shows imn 39 onchart a processi ng

SRl S A Sy 07201
' 81 10 . .92 '
SR S Sl ed o madienid o P FErhE 2R

ality
11

ion 9
ase

' 154 S: ot field
A% B R e I ST P03 B NESS | gRdele

o the

anmount al r eady, P H hﬂ{éifbrt:.rﬂ?entl%sef eyl tant amount is then witten
field 97. In the processing of step 82,
s coplustesl 103 ] efred s es | 9 ARl 102 Féspesant from
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unit transaction 10 of which the user ID 20 field 103
Rieeply dlocd heedein i sienps UBET 4fdl 112 ardVesmpaeedrweth
esult 102 is null, the anount of articles purchased
cagh tather. Whep e isestbred 2 mnudel §2 el if Héx of den

in

result 102. When the result 102 is other than null, the

each other as a result of comparison, step 114 is
executed. When the results 92 and 102 are equal to each
other, it is assumed that the purchase of articles is
conducted by an authorized user and hence the processing
is terminated.

Incidentally, an appropriate operation is
assumed to be conducted when the results 92 and 102 are
equal to each other in the case above. However, when an
order transaction 92 on the external medium is missing
in the result field 102 of the magnetic disk, it may
also be possible to assume that the transaction is
appropriately conducted.

In step 114, a dialog is presented on the
display 204 to indicate that the order has been placed
by an unauthorized user. Fig. 12 shows a screen example
displayed in this case. In Fig. 12, a numeral 120
indicates a frame of the display unit 204, i.e., a frame
of display, a numeral 121 denotes a dialog to notify
that an order is conducted by an unauthorized user, and
a numeral 122 is a button which the user depresses after

confirmation of the condition. When the button 122 is



25 anount is added to that already stored therein and then t he
resultant anmount is stored in the result field 102.

Thereafter, confirmng the order of articles, t he user renoves the
external storage nmedium 210 from - 29
- the reader/witer 206. = 31 - The nmedium 210 is installed in

the read/wite It 6 of the .communication appara 200 whenever
articles are F@PE@sﬁﬁgc §§€SF§GFFSFH§H ﬂﬁe?ﬁéﬁﬂqaqﬁdtlwthQ?ks i ng of

fel Lored gdyal ) 210 and tic di sk
32.%‘328? Io? flﬁ’g%&ﬁ‘% ﬁ&é‘y %nFlggogpz ﬁ:hc?or’r‘&?(fué’r?@e%n éﬂ %1 q__e WS dis
ordered withoyy, ong g-aE?%hng%#%fy JMe fﬂthleS are ordered
orag

W th an externa nedlunro er A han t dt possessed by 10

t he aut horized user, o& dﬂggg&gwgqlgﬁgnév Fhus detd di um
210 differs fromthe or er transact ion result e%Qt102 uisn tehe A}%{euni t
205. It ig theRsf Weeﬁé@%&'t@de tiP the serdRire@pddiatdsler pfdidnd .Sy,
conduct ed by an unaut ho- rized user. Mrreover, it may al so be

possi bl e that the skyveroaggaratiugh axiisics ferdived ahd meBB ayye ey medi um
210 and which is mssing in the result 102 of the disk unit 205
i s regarded agnierzugiprtder ipeiosemsderg of the transactidRefigr dawpuext to
Fig. 11, description will be gi ven of a processing procedure of the

WAV br owser t @ncE) witdoiher aatidigdd@veantansaction result on the medi um 210

In the second embodiment, it is possible for
10 the WWW browser to record and check the order transac-
tion results 92 and 102 without communicating with the
WWW server. However, since there are adopted the
communication apparatus 200 and the magnetic disk unit
205, the operation above is to be executed only when the
i5 same communication apparatus are utilized. To determine
presence/absence of an order placed by an unauthorized
user even when different communication apparatuses 200
are used, it is necessary to store the information
resultant from magnetic disk transaction 10 in a storage
20 of the WWW server. 1In this_situation, the result of the
order transaction is transmitted in step 82 to the WwWw
server such that the result is stored in the result
field 102 of the information 10 on the WWW server side.
Furthermore, in step 112, a request is issued to the WWW
25 server so that the result 102 of the information 10 is
received from the WWW server.
In this connection, the disk transaction

result 10 may be stored in an apparatus other than the



with that in the disk unit 205. When a nenu is sel ected during

execution of the WWVbrowser program the processing is conducted in
the foll owi ng procedure. In step 111, the storage device
211 of the 25 medi um 210 is accessed to read therefromthe order
transaction result 92 of the information $%sultant from ext er nal

st orage trans on 9. In step 112, the disk device 205 is
accessed server. - 30 - to read
therefromthe order transaction result 102 of the information
resultant from magnetic di sk transaction 10 of which the user IDfield

103 incl udes | D Iz : .ed with the pertinent user ID. 5
In step 113, ?(Lhe’ %ﬁ]ﬁ e!ggmdléné%‘g respec- tively obtained in steps
111 and 112 are conparedjMdft third SafbOih& e, WAk the ressddse 92 and 102
differ from each other as a result of conparison, step 114 is

execut ed. WiereniftRlingsid | sarD A raippddidr indtee astthdr toX eacthiclds phdde&d byt is
assunmed that the purchase of articles is conducted by an authori zed

user and Rencer hmguridoesidery) user is Jdtratethtlsyd. comparing the

I nci dental ly, an appropriate operation is assuned to be conducted
when t he result@arggacthdn Gmeunt neécordaiin ttheaatternml $spoxage case
above. However, when an order transaction 92 on the external medium

is missing Mediym ol dhat Feariedinithedagnpets diFkKuniE £@3-

However, more detailed information, not the total amount
of transactions is recorded for each transaction, and

10 the transaction results of the respective storage units
are compared with each other. The processing procedure
of thé WWW browser of this embodiment is almost equal to
that of the second embodiment, but the data layout is
altered as follows for the information resultant from

15 external storage transaction 9 and the information
resultant from disk transaction 10.

Fig. 13 diagrammatically shows a data layout
of the information resultant from external storage
transaction 13 stored in the storage 211 of the medium

20 210. Each record of the information 13 includes a
transaction data year/month/day 131, a transaction time
132, a store name 133, a purchased article 134, a
quantity of articles 135, and a price 136.
Fig. 14 diagrammatically shows a data layout
25 of information resultant from magnetic disk transaction
14 written in the magnetic disk unit 205 for each user

ID. Each record of the information 14 includes a



al so be possible to assume that the transaction is appropriately

conducted. 20 In step 114, a dialog is presented on the

di splay 204 to indicate that the order has been pl aced by an

unaut hori zed user. Fig. 12 shows a screen_ exanple - displayed in this
case. In Fig. 12, a nuneral 120 imditdates a frame of the di splay unit

204, i.e., a frame 5 of .di spl a a .nunger al 21 denotes dialog to
ey O Y et B R e ke i
gon:Jrrgr al 122 1i4§ a bLgtt:[ "}@ CE{] ]:[41“39 ser; I%q%pees&eagr@‘éleé 144 confirmati on
i ! n(§%% 0Tt on f?%ﬁ:? s r @

of the condition. e

o q ; i j T k
Rty e HICERY W S il W s ThATKerd agde

presentation o g. "12, the user can 1 nmediat'ely det ect

made by an un d,Z&thd!S8{formation 14 need drly NiderdMecinen, the event
t hus detected may be reported to the server "apparatus. Additionally,

the serves apporieiftshaf RgrameRiticsh t4iR] MRaGfRYE sTMbt restrictedipy t he
processi ng of the transaction in accord- ance with the notified event.
In the second wWebaiamamds aboves. possi ble for 10 t he WAV browser to
record and check the order transac- tion results 92 and 102 wi t hout
communi cating with the In stepdlsaf dthisHembadimenthcea tregerdre adopt ed

t he conmuni_cat i on apparatus 200 and the magnetic di sk unit
- including the date 131, the time 132, the store name

133, the article 134, the quantity 135, and the amount
10 136 is stored in the information field 13 of the medium
210. Moreover, in step 82 for the same transaction
information, a record including the date 141, the time
142, the store name 143, the article 144, the guantity
145 and the amount 146 is stored in the information
15 field 14 of the disk unit 205. Additionally, in step
111, the respective records of the information 13 are
sequentially read beginning at the first record thereof.
In step 113, the contents of records of the information
13 are sequentially compared with those of the records
20 of the information 14 in a record-by-record manner
beginning at the first record thereof. When the
contents of records of the information 13 are completely
equal to those of records of the information 14, the
processing is terminated. When there exists a record
25 for which the comparison results in a non-corresponding
state, i.e., a mismatching state, the contents of the
record are extracted and control is passed to step 114.

Incidentally, even when the mismatching



205, the operation above is to be executed only when the 15 samne
communi cation apparatus are utilized. To determ ne presence/ absence
of an order placed by an unauthorized user even when different
comuni cati on appar at uses 200 are used, it is necessary to store the
I nformation resul t ant fron1nagneﬁ<§%ﬂ3k transaction 10 in a storage

20 of the WW . In thi i tuati th |t of t d
transaction i §eF?’§h\éﬁ1raFFe@r}|eﬁe|§‘t%eps)lc§§%lrl9 nH@YV\%ﬁ; %Sr%nSfofgﬁ?gs tﬂucﬁ?%ﬂ?ét e[ he
result i tor I,n e result . field,102 of .t.he inf t] 10 th
W server i dd> 1R tRE EBIlchos, casd o, Hnid a8l B & BSCAA U0 (e
WAV 25— serygh cwgg.rn?%%nra%i%t x%%%lcﬁfantth%rﬂom AT 19K dtSion

. 10 .
recei ved fromthe n this connecti on, thg di sk

transaction jig stbeed linl@ntRhele rfalanady,n stknPRRA MWWl hirddian the
- 32 - WAV ser ver. (3) Third éenbodi nent In the

third enbgdi niamelli ke maechas@ndecord i@ fi@lma,no&:lhérﬁ%gﬁidﬂﬂxﬂi.e or der

of articles placed by 5 an unaut hori zed user is detected by conparing
t he t r aImachien casentthee appaad tus may dd assdblgneidrtageach of nedi um
with that recorded in the magnetic disk unit 205. However, nore

det ai | ed i nf ortinet ipredetermined groupsmofntclients ;of alteredtively i <he
recorded for each transaction, and
apparatus may totally cover all clients.
Fig. 15 shows a display example of a dialog
10 presented when there is detected a transaction record
existing only in the information 14. A numeral 150
indicates a frame of the display 204, i.e., a display
frame, a numeral 151 denotes a dialog to notify an event
that an order is conducted by an unauthorized user, a
15 numeral 152 designates a button user depresses after
confirmation of the condition. When the button 152 is
depressed, the processing is terminated. Due to the
display of Fig. 15, it is possible for the user to
immediately detect the order requested by an
20 unauthorized user.

In the third embodiment, when the storage
device 211 of the external storage medium 210 is larger
in capacity than that of the second embodiment, the
transaction information can be recorded more in detail.

25 Consequently, when an ordered item is cancelled, it is
possible to explain details of transaction information

to the store.



10 the transaction results of the respective storage units are

conpared with each other. The processing procedure of the WAV br owser
of this enbodinent is al nost equal to that of the second enbodi nent,
but the data | ayout is altered as follows for the information
resultant from 15 ext er nal storage tTahsaction 9 and the information
resul tant from di sk transacH%P Fig. 13

di agr anmat i cal(4) sHGHEER 4] of the information resultant

f t | t 13. st d t t 11 of th
et um 50 2300 Each Thddis TR SO Gn 45 (i e By O 1M
t t d { t
ngﬁgsi&sl 02 pl;%rrnghase(# ar Jgéja%‘f}sjls adé{eaé]éuar#}?qnéﬂ Jtm%:l ﬂ% anr:
price 136. not the ysdr %ssiibdli Gl di&hldh (m&alﬁiaa&a | ayout 25

of information resu t ant l*rom magneti c di E transacti on 4 witten in

t he magnetsi c ?z%ﬁéﬁﬁfmﬁférd feq At USBFhis embdddmdshe prSetdés 05 t he

informati on 14 i ncl udes a

transacti on dahunotsiasn rEtBY daycdkPoratdd ais ate crrtﬁpdTBprograrMéh ﬂ’lét ore
nanme 143, a purchased article 144, a gquantity of articles 145, and a
price 146. | n WWW server reigherd, THee WWW drmawsean drbgused aml the dehiedy t he

5 contents of transaction and hence is not restricted by t he records
above. side can he uged vgithgut Hny awsbidf irakion. r sborihis

connection, the fourth embodiment is independent of the
10 firét to third embodiments and hence can be implemented
together with the first to third embodiments.

Fig. 17 diagrammatically shows a hardware
structure of an information processing apparatus 1700 on
the server side in the electronic transaction processing

15 system of this embodiment. The apparatus 1700 on the
server side may be an information processing apparatus,
such as a personal computer or a workstation. It is
only necessary to achieve the function of the apparatus
1700 as follows. The apparatus 1700 on the server side

20 is connected via the communication network 220 to a
communication apparatus on the client side, not shown.

The information processor 1700 includes a
control unit 1701, an input unit 1702, a communication
unit 1703, a'magnetic disk unit 1704, and a data bus

25 1705 which connects these units to each other.

The controller 1701 is a processing apparatus

including a memory and a CPU to control via the data bus

1705 the input device 1702, the communication facility



including the date 131, the tine 132, the store nane 133, the article
134, the quantity 135, and the anmount 10 136 is stored in the

information field 13 of the medium 210. Moreover, in step 82 for the
sanme transaction information, a record including the date 141, the
time 142, the store name 143, the-aBficle 144 the quantity 145
and the amount_146 is stored in the information leld 14 of the disk
unit 205. Add%?@%na??? thﬁ @%%b deVlceli1°4theTP@sﬁQEFFQélﬁécégﬂé of the
information 13 a entlaI%y read beg E he fbés cord

t her eof . eﬂ‘ﬁc‘é‘f‘éﬁ Iﬁ%g e TBhitedfs2Bf OPEEBHYE oFYF &M nﬁf‘

13 are sequent I oppar o] he 2 h

i nformati on 14 £ﬁ% %Wﬁe%§¥vgg S%égﬁr@ ﬁaﬁgégs’ w£§8ge§?%%i§8 gggf%égFlrst
record thereof,;_ \hen the contents of records of the information 13
are conpletely equal to those of records of the information 14, the
processingsis term nat edph¥NeRphRea8yEXESTF08 ESCQVQn1%51ncﬁ981ﬁG'8h the
conparison results in a non- correspondlng state, i.e., a msmatching
state, the conweisé,0h k8¢board, aRGOtHealekextbaghpdtamgdseenttabniss passed
to step 114. Incidentally, even when the m smatchi ng

- 34 - r eepdddataecthpersEnom.control may be transferred to step

113 in the follow ng case. This applies to a case in whi ch t he

i nformati on resultant fr8hedtemmuniassiohofiachlity 1783sisr adhamdwaserer

facility, such as the WNWV server. ] . .
software unit which receives information, such as a URL

10 sent from the WWW browser in conformity with the http
and which sends information such as the html.

The disk device 1704 is a non-volatile storage
to store therein programs, such as the operating system
and the httpd program.

15 In this connection, the httpd program is
provided via an external storage media to be stored via
an external storage medium read/write device in the disk
unit 1704. Alternatively, the httpd program is supplied
via the communication network to be stored in the disk

20 device 1704.

Fig. 18 is a diagram showing a data layout of
URL reception history information 18 stored in the disk
unit 1704. Each record of the information 18 includes a
client ID 181 and a received URL 182 and is recorded in

25 the disk device 1704 in a sequence of arrival thereof at
the information processing apparatus 1700. Incidental-
ly, the client ID 181 may be assigned for each external

storage medium.



5 Nanely, a matching record exists in another apparatus. In this
case, the apparatus may be assigned to each of t he predeterm ned
groups of clients; alternatively, the apparatus nmay totally cover al
clients. Fig. 15 shows a display exanple of a dialog 10
presented when there is detected a tramsattion record exi sting only

the information 14. 150 t f f the displ
200, 1. e, adisplay IO AR fae d i aec i VY og tﬁ ot 1y’
an event ”L% ndl i‘}{tgo 4P Oéteowa/ G w&%h&r | &k a 15

numeral 152 d&SiYnates 4 on user” depresses a con hati on of

the condi tion. Ea\éh?rfe{]éeb%@&f Uhel Snd Srmarts.on HROTERSRL e5sing 1 S

term nated. Due to t Fig. 15, |t |s poss or the

user to ig9iegidatLlokatec! thes Qi[r%rxﬁ&c%&ﬁt@ :’_Q.é/@ééd 2190 set
unaut hori zed user. In the third enbodi nent, when the

storage 5 @ tirRYichtdhtofaride sd@idride SSOraAJRIEEh Ure 2déce Bvedr ger
in capacity than that of the second enbodi nent, the transaction

i nformati on caefure eoorliRid ofbram iordiat gpdge I3 theCHSe ey, Vvihen an
ordered itemis cancelled, it is possi ble to explain details of
transacti on i rfxgmple onin accondande: witdr ethe first embodiment, the

- 35 - %HQ¥Fourth enbodi ment In the fourth
enbodi nent , o %uﬁﬁF?ﬁVed by the WWW server are a URL of a

home page to purchase articles, a URL to request an

10 input page of security information, and a URL of a page
in which articles are available.

Next, description will be given of a proces-
sing procedure of the httpd program, primarily, of
processing in which received URLs are historically

15 accumulated to monitor the sequence of accumulated URLs
such that the order confirmation page is transmitted
only when URLs arrive théreat in a predetermined
sequence. This prevents an unauthorized user from
ordering articles.

20 Fig. 16 shows in flowchart a processing
procedure of the httpd program. In the processing of
step 1601, a URL from a client and a client ID of the
client having transmitted the URL are received via the
communication facility 1703. When the URL is missing,

25 the program waits for the reception of a URL in this
step.

In the processing of step 1602, a check is

made to determine whether or not the URL received in



an unaut hori zed user is detected by nonitoring whether or not the
user issues the predetermned URL in a 5 predeterm ned sequence. This
enbodi ment provides a function to be incorporated in the httpd
program on the WAV server side. The WMV browser programon the client
side can be used w thout any nDdificatiDn38In this connection, the
fourth enmbodi nent is_ jndependent éﬁ t he firs othird enbodlnents
and hence can H&€R flate F?mﬁﬂrﬂﬁ %ﬁt?P?%&FW??%?ntE@Qﬁrrd

nbodi t 17 di I h har d
etr(tjclt Trag gf arpl nft&lr%t*sor{‘%? o&ésm gI gg‘%gm?dsca O%B%Sé)a\stg s€r Wgcrar6ver
side in the el fegg oniydd ARALL OTL AGESS] ngteeé5160§y A el Obul b e

enbodi nment . e apparatu ver
i nformati on processing agpagﬁg USrocessin PEG5O0Nghe CQIPKt Er OF a

wor kstation. It is only necessary ?o achleve the’ function of the
apparatus 5 devi/d¥®) Br04 0ld WEcedd®d appastaltn IWErofiréerBer Nen1si de 20
is connected via the conmuni cation network 220 to a comuni cati on
appar atus on tdwrxdsporidingleto neie steyeived URL and .then dlhe hthdribation
processor 1700 includes a control unit 1701, an input unit 1702, a
conmuni cat i on sent vimithd 783wmen hegnietn cfakcskitni 170A¥040 timel @lient bus
25 1705 which connects these units to each other. The
control | er 170@Ving transmihied aﬁpﬁr%&fajs including a nenory and a

CPU to control via the data bus 1705 t he input device 1702 the

10 and the client ID of the client having sent the URL are
added to the URL history information, which forms a
record including a received URL 182 and a client ID 181.
After the execution of this step, control is passed to
step 1601.

15 In the processing of step 1605, the URL
reception history information 18 is accessed by using as
a key the client ID received in step 1601 to read
therefrom a predetermined number of received URLs 182
beginning at the latest item. 1In this embodiment, three

20 items are obtained therefrom beginning at the newest
item.

In step 1606, a check is made to determine
whether or not three URLs obtained in step 1605 match
the URL of the URL field 192 in the URL sequence

25 information 19 and whether or not the URLs are received
in the predetermined sequence. When a matching result
is obtained for the URLs and the URL receiving sequence

is acceptable, step 1607 is executed. If a mismatching



- 36 - 1703, and the di sk device 1704. The controller 1701

executes prograns such as an operating system (0S) and the WAV server
program (httpd), which will be descri bed |ater. 5 The

i nput device 1702 is a unit including a nouse, a keyboard, and the
like to input instructions and data BHerefrom The
communi cation facility 1703 is a hardware/ software unit which

recei ves inf ork@fpbh, 1suehtasngd RE ifothesURt FRERLVARIVPABRBGECLS| n

conformty with the h%t and whi ch geﬂds i nf or pat i, on igch as the

htm . unaccep %ﬁ%ed?‘éﬁndﬂ PR 17BACME"Y RBRYvGI &Fi PE8L8Pge

to store thereln _prograns, suc S e 0 ting system and the httpd

program 15 &6nbrdd’ £ P%S?ﬁgségo%gggtlgés'the httpd programis

provi ded via an externalIﬁtgﬁ@ggrggg%ﬁiﬁg_gﬁ §£gﬁeg65§a an orddg external
In e dis

storage mediumread/wite device | _ unlf 1/704. _ _
A'ternat'V§|y1céﬁfifﬂ&@ﬂoﬁr9gégﬂlégr§58pkk8ﬂ the di¥kadbbheceonyyai ¢ation

network to be stored in the di 0 device 1704 _ _ Fig. 18
is a diagram shevbpgaidcdakathaypyt cdient ID HBtaife@Pih0oBt8pSLE0Y .
i nformation 18 stored in the disk unit 1704. Each record of the

i nformati on 18Thacpagdesia then tehhsmitt@dl8iaanHeacommehvedtiBh 182 and is
recorded in 25 the di sk device 1704 in a sequence of arrival thereof at
t he i nformati ohapiditysihg3appatheuslignd. | ncidental - ly, the client
I D 181 may be assigned for each external
In step 1608, in accordance with the client ID
10 received in step 1601, a message "Order confirmation
page cannot be transmitted" is transmitted wvia the
communication facility 1703. Fig. 20 shows an example
of the message. In Fig. 20, a numeral 201 indicates a
message dialog and a message and a numeral 202 denotes a
15 button which is depressed by the user after confirmation
of the message. When the button 202 is depressed, the
message is notified to the WWW server by the URL and
then the processing of the httpd program is terminated.
In accordance with the fourth embodiment, the
20 authorized user has information of a procedure to read
the order confirmation page, i.e., a sequence of pages
to be displayed before the order confirmation page.
Consequently, any operator who does not know the page
display sequence, namely, an unauthorized user cannot
25 display the order confirmation page. Therefore, even if
the user can select articles, it is not possible for the

user to order the articles. Furthermore, in accordance

with the fourth embodiment, there can be prevented an



storage nedi um - 37 -

Fig. 19 shows a data | ayout of the URL sequence information 19 stored
in the disk unit 1704. Each record of the information 19 includes a
sequence 191 and a URL 192. The information 19 is used to set 5

the contents and a sequence of a URL to-bé0received before an URL of
an order page by the WMWVserver. For exanpl e, in accordance wi th the
first enbodi nehR2PpPRgpriate BRE§SP5tb€nr85eP€§8r599tﬁ€tWﬂﬁF§eFFeWh&F@'a URL
of a

h 0
page of secur???ga%FBWRﬁggg% ggﬁaa& n8WS tg gkﬂ %q%ESt anéﬁ&grtigrggt
| abl t b -
e i et

whi ch recelved QBE? tgd Eaégﬁghgghlsu h tRa?gcurmlated to nDnltor the

sequence of accunu the order confirmation page is

transmtted only when URLs arrive thereat in a predeterm ned
sequence. This prevents an unauthorized user from ordering articles.
20 5 (6)9. FiétahewbodAmbhewchart a processing procedure of
the httpd program In the processing of step 1601, a URL froma
client and a client |ID ofint hhe fifthcembodimewnitngthearddentedppasaiis ar e
received via the comuni cation facility 1703. Wen the URL is

m ssi ng, monitors a period of time in which a particular URL is

kept received to thereby detect an order of articles
placed by an unauthorized user. The fifth embodiment

10 provides a function to be incorporated in the httpd
program on the WWW server side. The function can be
utilized without any modification of the WWW browser
program on the client side. 1In this connection, the
fifth embodiment is to be substituted for the fourth

15 embodiment and is independent of the first to third
embodiments. Namely, the fifth embodiment may be
implemented together with the first to third embodi-
ments. Additionally, to realize the fifth embodiment in
practices, it is unnecessary to change the hardware

20 configuration of the information processing apparatus
1700 on the server side shown in Fig. 17.

Fig. 22 diagrammatically shows a data layout'
of the URL reception history information 22 stored in
the magnetic disk device 1704. Each record of the

25 information 22 includes a client ID 221, a time 222, and
a received URL 223 and is recorded in the disk device

1704 in a sequence of arrival thereof at the information



25 the programwaits for the reception of a URL in this step.

In the processing of step 1602, a check is made to determ ne whet her
or not the URL received in - 38 -
step 1601 is related to an order COI’lfII‘ITatIOI’l page. When this is not
the case, control is passed to step - 44603. Wen this is the case, step

1605 t ed cq s | he f, st 1603 he di sk
50 devi oo 1R GESRINE SAF Y Bh N0 1 s roii M2 hii & potne o M 41

correspondi ng tq“tltglefty cel ve‘_[q,1 %}.saonc?dlatetg% ﬁﬁf f‘%smlé r??aveéefécgnt t he

connunlcatlon aving ansm t e URL.

In step 1604, ﬂé%? | D of the
client IohaV| ng sent theﬁﬁﬁdé&% Ha{l’ﬁ{gepﬂ'd@% 0 %i%%éry |nf or mat i on,

which fornms a2, record including a received URL 182 and a client ID
181. After the execution of this step, control is passed to

step 16015 15 Figlm3 mﬁmmmpiy%méwaawelmut
reception history |nfornat|on 18 is accessed by using as a key the

client |ID recafydiRl racteys Hfiilde tinfeadhtion 23 hetefednim e ddt sk m ned
nunber of received URLs 182 beginning at the latest item In this
enbodi nent, tdeselc 704 ¢ erBach eresbnxd el theeroifomdaeipmn? hglatludes
newest a time 231 and a URL 232. Set to the information 23 is
a time (in minutés) at which the URL indicated by the
10 URL 232 is accessed.

Next, description will be given of the
procedure to process the httpd program, mainly, the
procedure in which received URLs are historically
accumulated and a period of time in which a particular

15 URL is kept accessed is monitored by referring to the
reception time values of accumulated URLs such that an
order confirmation page is transmitted only when the URL
is received by the user in a predetermined period of
time. This prevents an unauthorized user from ordering

20 articles.

Fig. 21 shows in flowchart a processing
procedure to execute the httpd program. Processing of
steps 1601 to 1604 and steps 1607 and 1608 are substan-
tially the same as those of the fourth embodiment.

25 Description will now be given of steps 2101 and 2102,
which is an aspect of this embodiment.

In the processing of step 2101, the URL 232 is

obtained from the URL access time information 23 and



item In step 1606, a check is nmade to determ ne

whet her or not three URLs obtained in step 1605 match the URL of the
URL field 192 in the URL sequence 25 i nformati on 19 and whet her or not
the URLs are received in the predetermned sequence. Wien a matching
resul t is obtained for the URLs ard%2he URL receiving sequence

I s acceptable, step 1607_is executed | f. a_.m snatchi

- 39 - re§UFP theartldPRéd 16r 24 AR GRe Fé&@i@@%ga§@hﬁéﬂﬂéq%9

t abl wh tchi . tt trol
passed 1o st epiigmsthe Drlretes l%?lshsm% o e SRR o1 220 8 To07S an

or der conkhpnagboge%ag%D 05Fa|ne &pn1 9 aﬂ'%%fﬂﬁﬁlc%fl%%% I n

accordance W t heé~Cl i"ent i'n S € page is then

transm tted viayhRe;GaauNigaliol s obtaihdd 't'h@/ 03{10?25[20 tihg client.

In step 1608, I'n accordafdce wWith the client recei ved in step 1601,

a message 5Or deht%nf/vaew h®Ainko. co. aweaeamm"be I3 fgt ted” is
transmtted via the comuni cation facility 1703. Fig. 20 shows an

exanpl e ohtthe /Messapdunkd . ciog jp2?@aad hitwler als 20 keyndittat es a
nmessage di al og and a nessage and a nuneral 202 denotes a 15 but t on whi ch
i s depressed bynfleemaséona2en sc acicessed &o obtainoftheheliesgad® Wien the
button 202 is depressed, the nessage is notified to the WAWVserver by
t he URL and "100.200.100.200" having transmitted
"http://www.hbunko.co.jp/aaa.html" and a point of time
10 "10:12" at which "http://www.hbunko.co.jp/aaa.html" was
received. Using as a key the client ID read in this
step, there is obtained a point of time of the URL
received after "http://www.hbunko.co.jp/aaa.html”. 1In
this embodiment, "http://www.hbunko.co.jp/bbb.html" was
15 received at time "10:15" from the client ID
"100.200.100.200", Next, a time difference is obtained
between the time "10:12" of reception of
"http://www.hbunko.co.jp/aaa.html" read in this step and
the time "10:15" of reception of
20 "http://www.hbunko.co.jp/bbb.html" to calculate a period
of time in which "http://www.hbunko.co.jp/aaa.html" is
kept received. Three minutes is attained in this case.
In the processing of step 2102, a check is
made to determine whether or not the time calculated in
25 step 2101 is equal to the time 231 of the information
23. If this is the case, control is transferred to step

1607; otherwise, step 1608 is executed.

In this connection, even when a mismatching



then the processing of the httpd programis term nated. In
accordance with the fourth enmbodi ment, the 20 aut hori zed user has

i nformati on of a procedure to read the order confirmation page, i.e.,
a sequence of pages to be displayed before the order confirmation
page. Consequent |y, any operator wh&3does not know the page

di spl ay sequence, nanely, an unauthorized user cannot . 25 di spl ay, the
order confirmiiale peyd ttaed il ERRcomparison, hEh%seYe%anméiél ket

ticl t t t der the articl
Fur thermor e, 19PHef dhcene SPEEGRERCR s (UL CROBITIBHE ML HERe can be

prevented an ran .time (or the access lme is 1t 1n a
i nappropri at e TTansad |on of orderlng ar P HERS i H for exanple,

a user who kn g%% rticl selllng page sel ects and
orders articlgéﬁi |pp|ng t ? securlty I nformation input page. 5

(5) Fifth;enbodlnent In accordance %f&ﬁrﬁhé'fihtﬁn@ﬂﬂéﬂﬁﬁéntth@hé"ent
appar at us nonitors a period of time in which a particul ar URL 7's

kept received dDsphey epyried est timerfler pdreitaTaespages pbaped by an
unaut hori zed user. The fifth enbodi ment 10 provi des a function to be
i ncor por at ed ipréesented poefore thpe ogrder oronhervWiicer pagesidesuppbied
function can be utilized without any nodification of the WNWVbrowser
to the authorized user. Consequently, an operator who
does not know the page display period of time, namely,

10 an unauthorized user cannot display the order confir-
mation page. Therefore, even when the unauthorized user
can select articles, it is not possible for the user to
order the articles.

As above, in accordance with the present

15 invention, any user other than the authorized user who
has an external storage medium to store therein the
address of the order confirmation page cannot place an
order for articles. Namely, it is possible to prevent
an unauthorized user from ordering articles. Addi-

20 tionally, since information of articles stored in
storage means in the client apparatus is compared and
collated with information of articles recorded on an
external storage medium, any order made by an unautho-
rized user can be easily detected.

25 While the present invention has been described

with reference to the particular illustrative embodi-

ments, it is not to be restricted by those embodiments



programon the client side. In this connection, the fifth enbodi nent
is to be substituted for the fourth 15 enbodi nent and i s i ndependent of

the first to third enbodi ments. Nanely, the fifth enbodi mrent may be
i npl enented together with the first to third errbodi ment s.
Additionally, to realize the fifth enbodi%femt practices, it is

unnecessary t cha e the r dwar e onflg ation of the |nf o.r mat i on
processi ng ap E’ qﬁ dcer?g q'vﬁhl?

Fig. 22 diagra aI shows .a dat he URL r on
hi story infor r?gr%gﬁ&lff )Qt}borsed Slknlﬂ dal 21 alhtet(facn akn e\|/%:_1(?:e ﬂ% Each

;ﬁgord ° ;h(raecel ve %‘%ﬁ? (ﬁ%d¢e%céé?a§std' ﬂi t]ﬁ%(ﬁ%%&o\ﬁ 22%704

in a sequence sg;lﬁrtr gl Hd iR erftl {ffRedtifdH Mmation

- 41 - pr écessi ng faC|I|ty 1700. The tine 222 is a point of time
at which the associated URL 223 is received froma client apparatus
havi ng the corresponding client 1D 221. 5 Fig. 23

di agrammatically shows a data | ayout of URL access tinme information
23 stored in the disk device 1704. Each record of the information 23
i ncl udes atinme 231 and a URL 232. Set to the information 23 is

atime (in mnutes) at which the URL indicated by the 10 URL 232 is
accessed.



Next, description will be given of the procedure to process the httpd
program mainly, the procedure in which received 'URLs are

hi storically accurul ated and a period of tlmemmmn
15 URL is kept accessed is nonitored by referring to "IT"m Imlgm"ron
time val ues of accumul ated URLs such tmat4anm order*confitrndti &n page
Is transmtted _only, when the URL Is received by the user in a

predeterninedqﬁﬁq of time. This prevents an unaut hori zed user from
ordering 20 articles

h fl h
processi ng 1. procedtﬁrb Jt'bfoé?'&ﬁﬁoél t%o%%wgp%‘g‘?m%fé n‘f—ﬁ fgggs?;\tg gf

steps 1601 to 9’? ﬁ[}s %{}7 eIy J@(%]%{ t he
same as those Q:t% (%jra}qﬁ g qi &Béscﬁf%]i%nnev\ﬁ'?ﬁ%%%}é gi ven
of steps 2101 it reh0%nformat i Cﬁkd&@é&x?%aﬁtﬁé“ﬁe@é@@ﬁhm

In the processing of step 2101, the URL 23 obtained fromthe URL

access tinme i id@idOnmAI AL, comprising: - 42 -
then the client 1D 221 and the tine 222 are acquired fromthe URL

reception history informddms £5r wédding, when Wkl @ rsedr abnstreets key.
In an exanpl e of the enbodi nent, there is obtained the URL 232, i.e.,
5 "http: //vwwaidnaﬂath&rjiﬂﬁnﬁm&tiﬁﬂ .pr@3sssing apparatus to output
"http://ww. hbunko. co.jp/aaa. htm" as a key, the
*information for confirmation of an order of articles",
information necessary to output the "information for
confirmation of an order of articles" from an external
storage medium; and
means for outputting the "information for
confirmation of an order of articles" in accordance with
the information read from the medium.
2. An information processing apparatus in
accordance with claim 1, wherein
the information necessary to output the
"information for confirmation of an order of articles"
includes an address indicating an existing location of
the "information for confirmation of an order of
articles".
3. An information processing apparatus in
accordance with claim 1, wherein:
the "information for confirmation of an order
of articles" is stored in said another information
processing apparatus; and

said information processing apparatus sends

the information read from said external recording medium
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information 22 is accessed to obtain the client 1D - =m1007900. 100. 200"
having transmtted "http://ww. hbunko. co. | p/ aaa. ht “‘\m
time 10 "10:12" at which "http://ww. hbunko. co. j p/ aaa. '“““ “ﬂmlt“m‘

received. Using as a key the client IDread in this step, théreis
obtained a point of tinme of the URL ~ 4fecei ved after
"http://ww. hbunko. ¢q.|p/aaa. htm". In, t hi s _.enbodi nent,

"http: // ww. hbtRk82di8. PRPERBThiRfOTRAS L o5 PTOFESSLREd 2RPATAT#SY10: 15" from
the client ID "100.200..100.%80",,.N%xtrm %.tin§ diffe&enceth ob%ained
between the tinme "10: 12" F5FSF¥EEpENGn "gRTOTation for confirhation o

B e P L

"10: 15" of reception of _ _ \ unko. Co.
calculate a peEkEﬁsmissi?Bf Eh?ﬁ1ln whi ch

"http://ww. hbunko. co.| p/ada "is kept received. Three mnutes is
attained in this case. outputs the reckivkhe "BheeeaditidnOifor! @Rndid2 a
check is made to determ ne whether or not the time calculated in 25
step 2101 is efjd@liohooffhant brdez3bfohrthelesformaicadd ocutputlheanfs.this is
the case, control is transferred to step 1607; otherw se, step 1608
I's executed. 4. An infermbits onopreceissingeappawadcmsa im smat chi ng

- 43 - state is attained fromthe conparison, the "yes" nay be
assumed i f theadcprdrageevwiishywcilpim d ,pwhgaednni ned range of tine (or

the access tine is within a . . .
the "information for confirmation of an order

of articles" is information corresponding to articles
selécted for an order thereof by the operator.
5. An information processing apparatus in
accordance with claim 1, wherein

when the operator confirms an order of arti-
cles with respect to the "information for confirmation
of an order of articles", information of articles of
which the order is confirmed is recorded in a storage.
device of said information processing apparatus and
another recording device.
6. An information processing apparatus in
accordance with claim 5, wherein

validity of the order of articles is confirmed
by comparing the information recorded in said storage
device with that recorded in said another recording
device.
7. An information processing apparatus in
accordance with claim 5, wherein

said another recording device is said external
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predetermned tine). 5 In accordance with the fifth .
enbodi nent, the di splay period of tine for particular pages to be

presented before the order confirmati on page is supplie
aut hori zed user. Consequently, an operator who doe| “\“H“l“r“lm m“wige
di splay period of tine, nanely, 10 an #ihauthorized usek cannot ndi §p

the order confir- mati on page. Therefore, even when the unauthorlzed
user carfkerage mediwhes, it |s not possible for the user to

order the articles. ve, inh _accordance with the
present 15 nventlon A%n&“ﬁ%ﬁmaﬁiﬂ%rp¥ﬂ%ﬁé?ﬁ%gaﬁ?ﬂ%??&%ﬁ t8er who

has an external sto stgre thereln t he address of the
order confirmetTon* %.%96% ?ﬁ%e Border for articles. Nanel y,

it is possible to prevenéal?l§no€ﬂe9”§€&$9&iﬁ ddééféef£9”é°E98£é !

articles. Addi- 20 tion since rnformation of articles stored in

storage neans g&-ibe ECbhsoltaPPRsatNS hstOpRared and collated with
i nformati on of articles recorded on an external storage nmedium any

order nmade by @n unauthoan electfbd€d dsmbefdiabetreanbhytdohepkebess2d
Whil e the present invention has been descri bed with reference to the

particul ar illimsgrastived efibodise with amnisformatsonoprboebsingstricted by
t hose enbodi nents - 44 -

apparatus for processing an electronic transaction via a
network with another information processing apparatus
receiving an order of articles, comprising the steps of:

receiving in said another_information process-
ing apparatus, when an instruction is issued from an
operator to output "information for confirmation of an
order of articles", information necessary to output the
"information for confirmation of an order of articles"
read from an external storage medium; and

outputting the "information for confirmation
of an order of articles" to said another information
processing apparatus in accordance with the received
information.
10. An electronic commercial transaction
processing method in accordance with claim 9, wherein

the information necessary to output the
"information for confirmation of an order of articles"
includes an address indicating an existing location of
the "information for confirmation of an order of

articles".

11. An electronic commercial transaction
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but only by the appended clains. It is to be appreci- ated that-those
skilled in the art can change or nodify the enbodi nents m?ywmﬂt departing—

fromthe scope and spirit of the present invention. Mﬂmgw&#/ﬂ/

-45- CLAI MVB: 1. A goods ordering systemfor
to a goods selling appar at us connect ed #Bereto via a network, in whic

sel ection screen for selecting _a, goods requested by a user anong a
plurality of (oFREeSHHNG BRIBARA ol R RFFRrdRRERWibR ClaiMe? 7 nRSERER! ed
goods are displayed respgctiygel conprisipng: R .eans for
transnitting via said né&%ﬁrl}n¥ﬂF%? ??otogeﬁ?ﬂgbﬁT?ﬁbo?hB? ?ReCTEEF
requests to purgh . pds_ f i d: goo LNg: appaLa ;
nmeans responsiéﬁ %%é%é%%gnif?e%gféiﬁéﬁﬁgﬁo%?rfgéﬁéﬁgéﬁgiﬁé %g?%ﬁégg screen

di spl ay [ nf or NBLi 90: L ORA BT GLASELAG! ERD-EOE BYT ERESGPEr@egRods from said

goods selling apparatus via sald ne meahs for displaying

said purchase gg[een basgfl eNe&8i+&nPH' E6mhEreLaEehraflbatdyni preEaBELON;
means for accepting an input fromsaid user to said displayed purchase

screen; ingreaethddrihrassordaneg whthrobaimngy eqheseéing to display
said selection screen, in accordance said input; means for
recei ving sel ection screcheni st agpendbonatonfiitns ansprdgrngfsarti-
sel ection screen, fromsaid goods selling apparatus via said network, in
accordance wicthesavitheyeepeshgtontbentiindermation fopeannffismaiopl ayi ng
said selecting screen in accordance with said selection screen display
i nformation; ©f an oxdenrsof orrhEéedpsi nglnérERatbanorfsagbbadesocthe
di spl ayed sel ect{on screen fromthe, user of the ogs.ordering syste
andp y whic the order £s congirmed gs recogge in a stogagé m
device of said information processing apparatus and
another recording device.
13. An electronic commercial transaction
processing method in accordance with claim 12, further
including the step of:
confirming validity of the order of articles
by comparing the information recorded in said storage
device with that recorded in said another recording
device.
14. An electronic commercial transaction
processing method in accordance with claim 13, wherein
said another recording device is said external
storage medium.
15. An electronic commercial transaction
processing method in accordance with claim 13, wherein
said another recording device is a storage

device connected to the network.

16. An electronic commercial transaction
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nmeans responsive to an input representing an order of” Said selecte
for performng a processing for displaying said orderi “\W“‘m ﬁﬁ
i nput by the wuser satisfies a predeterm ned condition. “MN“

The ordering systemaccording to claim1l, wherein said owdefln Ycreen

di spl ay processing neans dlsplays said orﬁgrrng screen using orderlng

screen displ information for dis I ng s ld orderi ng screen stored in
an ext ernal %F%@%sshﬁﬂlﬁﬁ?tem 1ncfu3¥n% a *ﬁﬁtoiﬂg Fﬁ@t§9§ten1accord|ng

to claim2 wherelo,sahg Sbderinge 367 eedofl bl Lol oL mBLLggyst ored i

sai d external orage for presehting an address of the

order i ng_SCr eSfnsomation prdcessiig Qgﬁéfé%ss%étf&béﬁ@&r%%r&@ﬁ%ﬁ' m 1,

wherein said ordering scr en dis ocessing nmeans di s

ordering screegribeled EﬁamegéﬁdOflréﬁCEﬁfoiﬁaEbSnS§£6§€§shﬁgsab§aﬂaer
mat ches a predeterm ned access sequence. hé ordering

system accor di fgs} Oafidlad Thetworketéhnestifigssheat fQﬁstsmeeﬁmdtsbhay
information is information representing an address of said sel ection

screen. proceséing dppavatiesi hg syitleseaondr iinfigrinattbai m 1, furt her
conprising means for transmtting an identifier of said user to said goods
sel li ng appar apuecesaingi appacatns k. wherein:
the first information processing apparatus
reads, when an operator issues an indication that said
second information processing apparatus outputs
information for confirmation of an order of articles,
information necessary to output the "information for
confirmation of an order of articles" from an external
storage medium and outputs the information to said
second information processing apparatus; and
the second information processing apparatus
transmits the information for confirmation of an order
of articles to said first information processing
apparatus in accordance with contents of the information
sent from the first information processing apparatus.
17. An electronic commercial transaction
processing method in which an order of articles is
placed and the order of articles is received via a
network, wherein
a first information processing apparatus
reads, when an operator issues an indication that a

second information processing apparatus outputs

information for confirmation of an order of artlcles,
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- 47 - 7. A goods selling systemin which orderlng screen

di spl ayi ng I nformation for displaying an ordering scrﬁmmmﬂ E‘iﬁu\
goods is transmtted to a goods ordering apparatus co

a network, and thereby said goods ordering screen is dlsplayed by said
goods ordering apparatus and an order f ro®fsai d goods ordering screen is
accepted, conpg neans for transghttln I nformati_on for

successi vel y d%ggPﬁﬁFﬁ¢°§cPE8ﬁ§SachBPrBBEBHBiﬁ t olPESHRRELPR §REs of a
| it f f t t tted_f .said ds d

Poparat us via Ganipaefoph: ST ah’ 8288K bl ki g 2 BrbnO8R BaBiialnd
requesting to gt:&%géé ﬁé&g ﬂﬁ BEgs{ﬂ:Egthe §ﬁ?8§ﬂa£?8ﬂ‘ %@' d,ggods

ordering apparatuds via sai conparing a

di spl ay Seque”ﬁéceﬁds§h@o?h3£§bht¥r95e§§iﬁ§”§PP§HﬁQﬁ§s'&ﬁhy di spl ayed with
a pre-stored sequence; and means ansn1tt|ng I nformation for

di spl ayi ng said orderi ngther 88Bont0iA&bémal96HS pRbeEsRdgaRPPpashtasyi a said
net wor k when sai d conparing nmeans indicates a mtch result. 8.

The goods sel | tpansyistenthecondbrgationl dom éonflirinbeiocaonir ani Bgdexreans
for receiving an identifier for identifying the user of said goods ordering
appar atus frompfatdtiodds bedeaidgfappér anfeormatieni procewsikg

9. The goods selling systemaccording to claim38, further conprising
nmeans for suppﬁﬁﬁérﬂéuélsplaypﬁgdéﬂc§aWét§o§Qn§ﬁ6§ﬁ|ﬁé sbeedniprantignd
conparing mneans indicates a_non-match resuylt.

- 48 - seny, r°ﬂntBFeé%F6ﬁ|&néBFWQF&QHtP£H§§§FFBH REPRSE HiGr

performng an 18. An information processing apparatus for

conducting a commercial transaction via a network with
another information processing apparatus to order
articles, comprising:

receiving means for receiving, when an
operator issues an instruction in said another informa-
tion processing apparatus to output information for
confirmation of an order of articles, information
necessary to output the "information for confirmation of
the order of articles" read from an external storage
medium; and

transmitting means for transmitting the
"information for confirmation of the order of articles"
to said another information processing apparatus in
accordance with the received information.
19. A computer readable program product for
rendering a computer to implement the steps of: |

reading information necessary to output

"information for confirmation of an order of artlcles"
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el ectronic commerce transacti on between a goods ordering apparatus and a
goods sel ling apparatus connected to each other via a network, conprising
t he steps: in response to an input to said goods ordering
apparatus, displaying a screen for perform ng el ements configuring an

el ectroni c comerce transaction, on said 2lgoods ordering apparatus;

when an i nput from said goods ordering apparatus to said goods selling
appar at us reqidaA%s ap HXLRIERA HS LPTRAR MK i 1y ZRFRIAEE de? i ni ng

whet her said input redetern ne .condti:ti when

t chy J : d
said i nput mat E%a'cﬁcds%%?rﬁ‘held‘%w A, rbﬁ@gﬁ%’?f?r@n@éﬁﬁr ordering
. _ . . . g ds. .
apparat us accaft O ARG nplId B G DR BB o e
I nput to sal q:i%?lo%rorc%%rfi'}gla%q_ro%e%f an order of articles"; and

outputting said “"information for confirmation
of an order of articles" in accordance with the informa-

tion read from the medium.
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