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CLAIMS

A computer system comprising at least one hardware processor configurgd to:
in response to receiving a cluster membership indicator indicatipf a grouping of a
plurality of client systems into a plurality of client clustery, select a client cluster
from the plurality of client clusters, the selected client cflister comprising multiple
client systems;
in response to selecting the client cluster, select a training/corpus of events from an event
collection according to whether the selected eyfnts have occurred on members of
the selected client cluster;
in response to selecting the training corpus of ey€nts, train a behavior model to encode a
collective behavior of members of tffe selected client cluster according to the
training corpus of events, the b€havior model having a set of adjustable
parameters; and
in response to training the behavioy/ model, transmit a set of values of the adjustable
parameters to an anomaly Aetector configured to determine whether a target event
occurring on a target clynt system is indicative of a computer security threat;
wherein:
the behavior mog¥£l is configured to input a selected event of an event sequence
response, to determine a prediction indicator indicative of a

fhood that another event of the event sequence is of a selected event

nt sequence comprises a plurality of events of the training corpus, the
plurality of events ordered according to a time of occurrence of each event
of the plurality of events; and

training the behavior model comprises adjusting the set of configurable

parameters according to the prediction indicator.

2. The computer system of claim 1, wherein training the behavior model comprises:
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determining a predicted event according to the prediction indicator;
comparing the predicted event to the another event of the event sgfuence; and
adjusting the set of configurable parameters according a result of the

comparison.

3. The computer system of claim 1, wherein:
the event sequence comprises a central event apfl an event context, the event
context comprising a first subset of ffie events occurring prior to the
central event and a second subset of gvents occurring later than the central
event;
the selected event is the central event;

the another event is a member of thg/event context.

4. The computer system of claim 1,
the event sequence comppyfses a central event and an event context, the event
context comprigfng a first subset of the events occurring prior to the
central event And a second subset of events occurring later than the central
event;
the selected evght is a member of the event context; and
the another givent is the central event.
ter system of claim 1, wherein the behavior model comprises an event
engpder configured to input the selected event and in response, to determine a set
coordinates indicative of a position of the selected event in an event embedding

space, the coordinates determined according to whether the selected event occurs

in a selected context of other events of the training corpus.

6. The computer system of claim 1, wherein:
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2 the event collection is divided into a plurality of event categories agfording to

3 whether an event of the event collection occurs in a selectfd context of

4 other events of the event collection; and

5 the plurality of client systems are grouped into clusters acgbrding to an event
6 profile of each client system, the event profile detgfmined according to a
7 count of events occurring on the each client syStem and belonging to a
8 selected category of the plurality of event catgfories

9

1 7. The computer system of claim 6, wherein /he event profile of the each client
2 system comprises a plurality of comfponents, each component determined
3 according to a proportion of eveng belonging to each event category of the
4 plurality of event categories, tfe proportion calculated out of a total count
5 of events of the event collegfion occurring on the each client system.

6

1 8. The computer system of claim 6, wherein grouping the plurality of client
2 systems into clusyfrs comprises assigning client systems having similar
3 event profiles tgf the same client cluster.

4

1 9. The computer systefn of claim 1, wherein the training corpus is selected to include
2 only events thfat have occurred on members of the selected client cluster.

3

1 10. The compyfer system of claim 1, wherein the selected event comprises a launch of a
2 selefled process on a client system of the plurality of client systems.

3

1 11. A copfiputer-implemented method comprising:

loying at least one hardware processor of a computer system, in response to receiving
a cluster membership indicator indicating a grouping of a plurality of client

systems into a plurality of client clusters, to select a client cluster from the
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plurality of client clusters, the selected client cluster comprising mulfple client
systems;

in response to selecting the client cluster, employing at least one hardwAre processor of
the computer system to select a training corpus of events from/n event collection
according to whether the selected events have occurred/on members of the
selected client cluster;

in response to selecting the training corpus of events, emplgying at least one hardware
processor of the computer system to train a behavigh model to encode a collective
behavior of members of the selected client clustgh according to the training corpus
of events, the behavior model having a set of Adjustable parameters; and

in response to training the behavior model, emplg#ing at least one hardware processor of
the computer system to transmit a set of values of the adjustable parameters to an
anomaly detector configured to detg/mine whether a target event occurring on a
target client system is indicative gf a computer security threat;

wherein:
the behavior model is confjfured to input a selected event of an event sequence

and in response/to determine a prediction indicator indicative of a

likelihood that/another event of the event sequence is of a selected event

of tfe plurality of events; and
training/ the behavior model comprises adjusting the set of configurable

parameters according to the prediction indicator.
method of claim 11, wherein training the behavior model comprises:

determining a predicted event according to the prediction indicator;

comparing the predicted event to the another event of the event sequence; and
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adjusting the set of configurable parameters according to a result

comparison.

13. The method of claim 11, wherein:
the event sequence comprises a central event and an eveny/ context, the event

context comprising a first subset of the events Accurring prior to the

central event and a second subset of events occyfring later than the central
event;

the selected event is the central event; and

the another event is a member of the event copfext.

14. The method of claim 11, wherein:
the event sequence comprises a cgfitral event and an event context, the event
context comprising a figft subset of the events occurring prior to the
central event and a segOnd subset of events occurring later than the central
event;

the selected event is a gfember of the event context; and

the another event is fhe central event.

15. The method of ¢faim 11, wherein the behavior model comprises an event encoder

a selected context of other events of the training corpus.

/ The method of claim 11, wherein:
the event collection is divided into a plurality of event categories according to
whether an event of the event collection occurs in a selected context of

other events of the event collection; and
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the plurality of client systems are grouped into clusters according to an/vent
profile of each client system, the event profile determined accoiding to a
count of events occurring on the each client system and be}fnging to a

selected category of the plurality of event categories.

17. The method of claim 16, wherein the event profile of th€ each client system
comprises a plurality of components, each fomponent determined
according to a proportion of events belonging tgfeach event category of the
plurality of event categories, the proportion£alculated out of a total count

of events of the event collection occurring/on the each client system.

18. The method of claim 16, wherein groyfing the plurality of client systems into
clusters comprises assigning clight systems having similar event profiles to

the same client cluster.

19. The method of claim 11, wherefi the training corpus is selected to include only

events that have occurred of members of the selected client cluster.

20. The method of claim 11wherein the selected event comprises a launch of a selected

process on a clieny/system of the plurality of client systems.

21. A non-transitory cgfnputer-readable medium storing instructions which, when executed
by at least one hgrdware processor of a computer system, cause the computer system to:

in response receiving a cluster membership indicator indicating a grouping of a

plyfality of client systems into a plurality of client clusters, select a client cluster

om the plurality of client clusters, the selected client cluster comprising multiple

client systems;
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in response to selecting the client cluster, select a training corpus of events from ap/event
collection according to whether the selected events have occurred on bers of
the selected client cluster;
in response to selecting the training corpus of events, train a behavior mgdel to encode a
collective behavior of members of the selected client clust# according to the
training corpus of events, the behavior model having/ a set of adjustable
parameters; and
in response to training the behavior model, transmit a sefof values of the adjustable
parameters to an anomaly detector configured to Aetermine whether a target event
occurring on a target client system is indicativf of a computer security threat;
wherein:
the behavior model is configured to igput a selected event of an event sequence
and in response, to deterpfine a prediction indicator indicative of a
likelihood that another eyfnt of the event sequence is of a selected event
type,
the event sequence compfises a plurality of events of the training corpus, the
plurality of evegfs ordered according to a time of occurrence of each event
of the plura]fy of events; and
training the bghavior model comprises adjusting the set of configurable

ters according to the prediction indicator.
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CLAIMS
1. A computer system comprising at least one hardware processor configured to:

in response to receiving a cluster membership indicator indicating a grouping of a
plurality of client systems into a plurality of client clusters, select a client cluster from the

plurality of client clusters,

wherein the grouping is determined by analyzing a collection of events having
occurred on members of the plurality of client systems to identify client systems having

similar behavior;

in response to selecting the client cluster, train a behavior model to encode a baseline

behavior collectively characterizing members of the selected client cluster, wherein:

the behavior model comprises an event encoder configured to determine an
embedding vector of a selected event of a sequence of events according to a position of the
selected event within the sequence of events and further according to at least another event of

the sequence of events,

the sequence of events is composed exclusively of events having occurred on
members of the selected client cluster and is ordered according to a time of occurrence of

each event, and

wherein training the behavior model comprises predicting yet another event of the
sequence of events according to the embedding vector and adjusting a parameter of the event

encoder according to the prediction; and

in response to training the behavior model, transmit an adjusted value of the
parameter to an anomaly detector configured to employ the trained behavior model to
determine whether a target event occurring on a target client system is indicative of a

computer security threat.

2. The computer system of claim 1, wherein:

the sequence of events comprises a central event and an event context, the event
context comprising a first subset of events occurring prior to the central event and a second

subset of events occurring later than the central event;
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the selected event is the central event; and

the yet another event is a member of the event context.

3. The computer system of claim 1, wherein:

the sequence of events comprises a central event and an event context, the event
context comprising a first subset of events occurring prior to the central event and a second

subset of events occurring later than the central event;
the selected event is a member of the event context; and

the yet another event is the central event.

4. The computer system of claim 1, wherein:

the collection of events is divided into a plurality of event categories according to an

event context of each event of the collection of events; and

grouping the plurality of client systems into clusters comprises determining whether a
selected client system belongs to the selected client cluster according to a count of events
having occurred on the selected client system and belonging to a selected category of the

plurality of event categories.

5. The computer system of claim 4, wherein grouping the plurality of client systems into
clusters comprises determining whether a selected client system belongs to the selected client
cluster further according to another count of events having occurred on the selected client

system and belonging to another category of the plurality of event categories.

6. The computer system of claim 1, wherein the selected event comprises a launch of a

selected process on a client system of the plurality of client systems.

7. The computer system of claim 1, wherein predicting the yet another event comprises
determining a prediction indicator indicative of a likelihood that the yet another event

belongs to the sequence of events.
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8. A computer-implemented method comprising:

employing at least one hardware processor of a computer system, in response to
receiving a cluster membership indicator indicating a grouping of a plurality of client systems

into a plurality of client clusters, to select a client cluster from the plurality of client clusters,

wherein the grouping is determined by analyzing a collection of events having
occurred on members of the plurality of client systems to identify client systems having

similar behavior;

in response to selecting the client cluster, employing at least one hardware processor
of the computer system to train a behavior model to encode a baseline behavior collectively

characterizing members of the selected client cluster, wherein:

the behavior model comprises an event encoder configured to determine an
embedding vector of a selected event of a sequence of events according to a position of the
selected event within the sequence of events and further according to at least another event of

the sequence of events,

the sequence of events is composed exclusively of events having occurred on
members of the selected client cluster and is ordered according to a time of occurrence of

each event, and

wherein training the behavior model comprises predicting yet another event of the
sequence of events according to the embedding vector and adjusting a parameter of the event

encoder according to the prediction; and

in response to training the behavior model, employing at least one hardware processor
of the computer system to transmit an adjusted value of the parameters to an anomaly
detector configured to employ the trained behavior model to determine whether a target event

occurring on a target client system is indicative of a computer security threat.

9. The method of claim 8, wherein:

the sequence of events comprises a central event and an event context, the event
context comprising a first subset of events occurring prior to the central event and a second

subset of events occurring later than the central event;
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the selected event is the central event; and

the yet another event is a member of the event context.

10. The method of claim 8, wherein:

the sequence of events comprises a central event and an event context, the event
context comprising a first subset of events occurring prior to the central event and a second

subset of events occurring later than the central event;
the selected event is a member of the event context; and

the yet another event is the central event.

11. The method of claim 8, wherein:

the collection of events is divided into a plurality of event categories according to an

event context of each event of the collection of events; and

grouping the plurality of client systems into clusters comprises determining whether a
selected client system belongs to the selected client cluster according to a count of events
having occurred on the selected client system and belonging to a selected category of the

plurality of event categories.

12. The method of claim 11, wherein grouping the plurality of client systems into clusters
comprises determining whether a selected client system belongs to the selected client cluster
further according to another count of events having occurred on the selected client system

and belonging to another category of the plurality of event categories.

13.  The method of claim 8, wherein the selected event comprises a launch of a selected

process on a client system of the plurality of client systems.

14. The method of claim 8, wherein predicting the yet another event comprises
determining a prediction indicator indicative of a likelihood that the yet another event
belongs to the sequence of events.
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15. A non-transitory computer-readable medium storing instructions which, when
executed by at least one hardware processor of a computer system, cause the computer

system to:

in response to receiving a cluster membership indicator indicating a grouping of a
plurality of client systems into a plurality of client clusters, select a client cluster from the

plurality of client clusters,

wherein the grouping is determined by analyzing a collection of events having
occurred on members of the plurality of client systems to identify client systems having

similar behavior;

in response to selecting the client cluster, train a behavior model to encode a baseline

behavior collectively characterizing members of the selected client cluster, wherein:

the behavior model comprises an event encoder configured to determine an
embedding vector of a selected event of a sequence of events according to a position of the
selected event within the sequence of events and further according to at least another event of

the sequence of events,

the sequence of events is composed exclusively of events having occurred on
members of the selected client cluster and is ordered according to a time of occurrence of

each event, and

wherein training the behavior model comprises predicting yet another event of the
sequence of events according to the embedding vector and adjusting a parameter of the event

encoder according to the prediction; and

in response to training the behavior model, transmit an adjusted value of the
parameter to an anomaly detector configured to employ the trained behavior model to
determine whether a target event occurring on a target client system is indicative of a

computer security threat.
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